CHAPTER 5

PacketCable S5E&F

Z D TIL, PacketCable & A A4 Fifii L CH—E R ERUET D72 DICME L 22D TXTOEHEICD
WCHAL £ 9, ZO#EEE, PacketCable DR DM AREICE T 2 1M A & A THET,
e PacketCable EMTA Ot F o7 Yunbvva=r7 (P5-2)
* PacketCable EMTA ® BASIC 7rE Y3 =7 (P.5-5)
* Euro-PacketCable (P.5-6)
F 72, PacketCable & HA OB 2 81 22D H 5 MEE MR T 572D OFEHR LR L ET,
s eMTAVREYa=VT DI TN a—T 47 (P.5-8)
s NITNVa2—T 4T DY—/L (P5-12)
e NITNVa—T 4T DOV UA (P5-13)
o GEMHEEEPEE (P.5-17)
Z DX, PacketCable MTA Device Provisioning Specification (PKT-SPPROV1.5-101-050128) D%

EEIIL CWBamE Rt E L TnET, 3DV Tk, www.packetcable.com & L TL 72 &
AN
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PacketCable EMTA O+t ¥%a17 7AE

Z OIETIE, FITEF = 7 72 PacketCable &

Secure [T, T L7+ =— H—ERAOEHC, BEOH LV —

Evaz=>

TRy a = I oOWTEY _EiFF4, PacketCable
v A HW7e ERFAET D A

5

EVE % /N

FRIZHNZ 5 K 9 ITiREF SN CTuvE4, PacketCable Secure Tl, Kerberos £ > 7 T A N T 7 F v & F)

HALT, MTA ¢ 7o bV
T ABOXEE X2 ) T 4 TIRET A

BACC PacketCable Dt X174 A 3=

Ta=
VT ORMERE

PacketCable ® 7' 1 &
A= R
Sy

FHAIABLT MTA DX 27 271

VDT RCHT
ZWrT s & X3
VI =

EYa=

vmnono—
~6;t

— —

—HDRT v T L LT
SRS 7 a—iill A5 E 45 & PacketCable
7 Ta—0 E‘O)ZT“/77559%E&LTD\§)753%%E“G% *9, X 5-11Z. PacketCable

Y IDT7u—%RLET,

=T VAT AEMRAEICEFELE T, MTA &7 nbEya=vr VA
\Z. SNMPv3 HfEH & FE 9,

EHFRINET, EMTA

& 5-1 HAAABMTA QX2 7HTAED 3= i0oR—
Flow cowmmTa omts OG5S PRERS PSS UL oice  BNs TR Kb SYSLos
Start with DOCSIS 1.1 Initialization/Registration
CM-1 DHCP Broadgast Discovér (Requests Option éode 122 )‘
CM-2 DHCP Offer (option code‘ 122 w/telephony service provider's DHCP server address)
CM-3 DHCP Requgst
CM-4 DHCP Ack
CM-5 DOL‘ZSIS CM config file gequest
CM-6 DOCSIS config file
CM-7 Tol:‘ Request
CM-8 ToD Response
CM-9 CN]registration with CMi‘ S
CM-10 ¢ CcMTS Registr§tion ACK 1
Complete DOCSIS 1.1 Initialization/Registration
MTA-1 DHCP Broadcast Discover (includes Option code 60 w/MTA dgvice identifier, option code 43 & requests Option 122 )
MTA-2 DHCP Offer (o‘ption codé 122 w/nar‘ne of provi‘sioninq realm)
MTA-3 DHCP Request
MTA-4 DHCP Ack
MTA-5 DHCP Request
MTA-6 DN‘Q Srv (KDC host name associated with the provisioning REALM
MTA-7 DNS Request }
MTA-8 DNS Response (KDC IP ‘Address)
MTA-9 AS Request
MTA-10 AS Reply
MTA-11 TGS Request
MTA-12 TGS Reply
MTA-13 AP Request (Ke Magmt Prot Vers. ProtOCOI ID‘ KRB_AP! REQ,, Ciphersuites,|SHA-1 HMAC)
MTA-14 AP Repl (KequmlProtVers Prolocol ID. KRB AP_REQ,, ciphersuite selected, key lifetime, Ack req HMAC),
MTA-15 SNMP_Inform (See table for data Iist) ‘
MTA-16 SNI\‘/IP Get RF" uest(s) fo‘r MTA dewce r‘-‘—mahil‘mes (optional/iterative)
MTA-17 SN ‘ P Get Response(s) ‘conlainiHQ}MTA deyjce capabilities (optional/iterative)
MTA-18 1 ! ! MTA co:nfiq file
MTA-19 SNMP Set with URL encoded ‘file download access method (TFTP or, HTTP), filename, hash, and encryption key (if required)
MTA-20 Res‘olve TETP, server FODN
MTA-21 TETP server IP_Address ‘
MTA-22 Telephony config file rpn‘np t
MTA-23 Telephony config file
MTA-24 MTA send telephony service provider SYSLOG a notification of provisioning completed (Optional),
MTA-25 SNNIP Notify dompletion 'of telephon provisigning (MTAIMAC address, ESN, ‘pass/fa.l) =
§
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PacketCable EMTA Dt %27 FoESa=>4s M

T=H Ry b Xy T FryTELTR baALTFIAF (Trbal 2=y T y) ZERALT,
EDAT v TRREL TV D0 Z2 ERICHEES 2 2 L 2m < BEID LET,

F7-. KDC OEZEDRAM RN ZHET HI2iE. KDCud 77 A VORNENEETT,

CM-1 ~ 10 : ZHILEH @ DOCSISCM 7 — I 71—, PacketCable DHCP — XD U X &
MTA (24242728 ® DHCP 473 3 » 122 BfHnE N £, MTA 1. 215 DHCP Y—
/N5 DHCP OFFER #5321 fHF 6 b L 91720 97,

MTA-I ~ 4 : DHCP Z{#f L T, MTA 28 H & % PacketCable MTA & LCT7 F U AL, FDOk¥
REBIW7rbEYa=r7 7u— (SECURE, BASIC 72 &) ZH R —F LTI HOWTHE
i&fzﬁfﬁbi# MTA 1. 7 KL X &R & DHCP 47" 3 > 122 b ES L £+, DHCP 4

73 2 122 1%, PacketCable ProvServ ®7 KL A &% o VT 4 BIERAL & A TWVET,

T OEEHIT. MTA 73 KDC 3 L O ProvServer |27 7 & AR[REIZ /2 B - OIZ B2 8, DT, i

KR NI TN a—TF 47Dy 2RISR LET,

— CMTS ETDHCP UV L—x=—V = FRELLBREEINTWS Z & 2HERT 5, CMTS 28
ELWDHCP #—RZRA L FLTWASZ L AR LET,

— MTA. CMTS. DHCP #— X, DPE DO/ —F 4 T NIE LW 2 & & R a‘é
— A FY BTy FACMTS ETELSHESNTND Z L 2 iERT

—  Network Registrar ©® DHCP %/ ENIE LW\ Z & 2T 5, Aa—7 g ﬁzézh IP7 FL
ANRFIHATRRTHY , T R_XTOEI L FY 7Ry FRRESNTNDZ L E2HERLE
ﬁ—o

— BACC OB T & MR T D, cnr_ep.properties 7 7 A /L& fEFR LT, %H 72 PacketCable CNR
JERDO T 0 RT 4 BDREINTND Z & 2B LE T, Z D properties 7 7 A /L DFEMIZD
Wi, 18k B PacketCable DHCP 47> 3 > & BACC 7 u/ X5 D~ v B 7| 5K
LTLIEEN,

MTA MW70— AT T DMIA1 ~2 ZfERLTNDHZ L&y b FL—ATHERL
7-35A01X, DHCP 47+ a > 122 (@A £/ n ey a =2 4 —/NFQDN OH 7 4
7Ta ), DHCP A7 a 12 ((RA M), 72X DHCP A7 a 15 (RAA 4)

ORTEIZHERHDAREMENHV ET, INOLOF T aid, T XTMTAILE 5T
A& 72% DHCP =27 Y T,

MTA-5 ~ 8 : MTA 78 (DHCP A7 = 122 TIREEN D) X U T ¢ fHEA 2 H L T,

KDC 4 —E RIZH L TDNSSRV Ly 77 v 7 %37 L, KDCDOIP 7 KL AZMR L £9,
HEAWR T TN Y a—T 47D FERITRLET,

— Ny b A=v 7 7 &M LT, Network Registrar DNS (2358 &5, EELECHEANDAR
IE72 DNS "7y M &4 %,

— Network Registrar DNS @ 1 77" L~ L% /35 » Mgl b L — RT3 E L T, Network Registrar
DNSIZED L 5730y BT D0 & fERT 5,

— DNS OFREZMERT 5, cnr_ep.properties [ZHE I 4TV 5 DNS H— 3%, KDC DfElk
V=2, SRV L a— R, BEUDNS A} La—FE2RFLTVDILERH D £7,

MTA-9 : AS REQ R A v & — UM KDC IZ X » T &, MTA BidiE SN £ 4, AN

NN a—T 4T D M ERIRLET,

— KDC ®ous 77 A NV%EHER LT, AS REQ NEFEL TWEINEINEEEL, =7—°°
BN N L BT D,

— KDC 723, [ELVMTA Root iEBAEZEH L TREINTND Z L 2B T 5, MTA N

AS REQ A »&— UM L TEE T 2 G EF T F L O 34 ZXGEEIE, KDC 12
A VA R—LEN TS MTA Root sEE L F = — U 2T 2 HLERH Y £5,
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FQDN_REQ 3 X U'FQDN REP (7 2 —(ZiZR L TWEHA) : KDC 3 MTA ® MAC 7 KL A
Z MTA GEBENSHH LT, BEED 72 DIZ ProvServ (2518 LE$, ProvServ 73 Z D MAC 7
R L A FQDN Z{#E; L TV A -A 1%, FQDN 2 KDC [ZIK S Ed, KDC X, MTA /5%

{§ L72 FQDN % FQDN_REP Ji5% A v — Y C%15 L7= FQDN & i LE 4,

AR N T TNy 2a—T 47Dy FERIRLET,

— Ny b A=y 77 EFEHLT, BEESCHEANDAIELR DNS X7 v M EBHT 5, MTA
iZ. (MTA 23 DHCP A 7" 3 > 122 T%g L72) ProvServ ® FQDN % AS REP A vt —
WTKDC IZELET, KDC X, Z @ FQDN % il LT ProvServ ® IP 7 K L A & fig ik L
iﬁ—o

— KDC¥— 77 ANVDT7 7 A )N4ENEEMRT S, DPE N KDC #—E & F—(%, KDC
WhHHT—ERFT—L ML TWARLERHY T, KDCIZHHY—E R F— 77 AL
DOLFNE, FEFEICEHETT,

MTA-10 (AS REP) : KDC A7t ¥ a=>7 +h—ERX F7 v & MTAIZMHEL, —E R

Tung F—FEAE, B—A YAT A T usf F—FAE (K7 =) BIUKDC FE

BEA MTA IZEE LET, MTA X, KDCIZ X » TEESNI-FEHENR, MTA IS ST

WEHY—E R Fu R = — FEAELF = — R L TWA Z L 2R LET, Zh

LOFHENRF = — L B L TWARNVWES, MTAIZ 7 et Ya=r s 7a—0RF v/

MTA-1 [ZAEZ R L E4, KDC.cer 7 7 A L DFEMIZHOWTIL, P.12-42 @ [KDC A& ZE

S 2572 ® PKCert.sh Y — VO ITE #SB LTI, AR N T TNV a—T ¢

YI7De Y RNERIORLET,

— KDCoOuy 77 ANEHRRLT,AS REP X v E—URT/NA RIEE SN2 L 2R
T 5, MTA X A7 > 7 MTA-1 ~ MTA-10 {58 L TWAH Z & %37 v b F L —RATHA
L7 AIE, —ER T e g X —iAETF = —ICRERH Y £,

MTA-13 (AP_REQ) : MTA 7%, (MTA-10 T3{§L72) ¥4 v h% DHCP #7122 TR
E I TW5 ProvServ ([ZHER L FE T,

MTA-14 (AP_REP) : ProvServ 7% KDC A& @A H L T AP_REQ =1k L., MTA @
#2718 L7z ProvServ &%~ b Z#FEL C, AP_REP % SNMPv3 F—Zffi f§ L C4E L9, LI
@ SNMPV3 [TFBFEH A2 0 . MBERGA IR SIS E T,

MTA-15 (SnmpV3 Inform) : MTA 23, 7’0 E¥ g = 7 I1§# %25 /[#E72 2 & % ProvServ |23l
FMLUET,

MTA-19 (SNMPv3 SET) : ProvServ 28, MTAKEZ 7 A /LD URL, Z D7 7 A )LDOIFEF—,
BLOZDOT7 7 A NVDNy ¥ 2% E A2 SNMPY3 SET & MTA 2K L TFEITLET,
MTA-22 ~ 23 : MTA A3, $8E &7z TFTP — 035 VoIP R E7 7 A VE X U e— K15
WBLZHED F T, BACCIZE > T, TFTP H— "B DPE 2> R —F» MIHEINTNDH Z &
WICHER LTI EEN,

MTA-25 (SnmpV3 Inform) : MTA 23, # LVWERE & 32 fF1F ATREM & 9 3% ProvServ (Zi8%1 L
i‘a‘o
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PacketCable EMTA @ BASIC 7oEYa=>s M

PacketCable EMTA @ BASIC ot a=>4

BACC TiZ. PacketCable BASIC & ¥ AR — k L T\WE4, BASIC %, T DOCSIS iZftli=. /v
tXaThrueYa=mr S Te—EEMELET,

Z 2T, BASIC.I 7 a—{Z oW TaHaB LET,

1. MTA-1: X a7 7a—LREBECETENET,

2. MTA:2: 7ubVa=r7 VAT ALANBASICAI E—RFTMTAZ7nbva=r 794558951
BRESNTVWEAERE, 7rE P a =V VAT AI, A7 a v 122074 7Far6xs
/77 DHCP OFFER #I R LE$, ZOH T A7 3 102iE. Bk TR 56184 TBASIC.1)
DEENTWET, ZOFRELEEAIZ. MTAICK L TBASIC.1 Yot yas=v 2/ 7a—
EERTAEIICHERTEHLOTT, /2, ZOOFFERII Vv Y a =7 VAT ADIP T
KL 2% 47y a 1223 1RFELTRY., file 7 4 —/L K& siaddr 7 4 —/V KIZ MTA iRE
T ANVONENATIENTHET,

3. MTA-3, 4 : MTA DHCP 22D 5% © O3 M EIT SN E T (REQUEST 35 L N ACK BARSHL S U
),

4, MTA X, AT v 7" MTA-22 S THEHEAX Y 7 LET, file B L W siaddr OIFEHRZMHH L T.MTA
IRET 7 AN ETaE Y a =00 AT 505 TFTP THE L £,

S

(GE) MTA B L ProvServ OFRGER, B bIx—UIRA L A,

BASIC.2 7 2 —{X BASIC.1 L [E—T9 N, WOLEDELD F9,

e MTA®DHCP A7 v a 122 DH% 747 a 612, IBASIC2] MAITZNnD,

o Tu—DEH%LDH MTA25 T, MTAR 7ty g =7 A5 —H# A SNMPv2c INFORM %
4745 (INFORM % —#4 > MM, DHCP 7> a L 122 DY 7 H 7 a0 3 THRESN-D
0))0

BASIC PacketCable 7 2 —}3 DOCSIS 7 &2 — Bl TWET, RO ERNELY F14,

o MTA L rbEYa=2 27 LD T ToD Z8HMNFEAE LW,

o MTARREZ 7 A NVDOHFIZ, FEMNY VaRFEEN TV DIRLERD D, BAEMIZIE, REY 7
A NVDORNEERD SHAL 7~ ¥ = )3 pkteMtadevConfigFileHash SNMP varbind (Z A /) 41, End
of File TLV DERTD TLV 11 WICHLE SN TV D LERH Y £5,

e BASIC2 7u—(%, MTA B’HEE7 7 A NVEZEFE LTI LIZKZIZ, TrEYa=vy 27—
# Z SNMPv2c INFORM % %1745, Z @ INFORM (X, MTA 7ty g = 7 NIERICE
TULENEI D, DEDV T rEY g = JIZHER N2 E S g BACCIZBHMTHH0
<7, MERSLHEIL. =7 —BNERSIN T, 4 X2 M3 DPE 75 RDU IZE(E S, &I
BACC Z IA4 7 v MIFEEEND T EBHY £3, ZO INFORM 1L, fRET 7 A VORMER %
TRy T LA ICRRICENL L ET,

DOCSIS 7 2 —DFEHINIOWTIL, % 4 % [DOCSIS Tl #ZR LT &N,

N
(G¥)  PacketCable BASIC 7’11 ¥ a =7 71— 4 %8414, PacketCable BASIC /&) eMTA %
ERHLTWD Z & E2FERNCHERL T Z &V, eMTA IZ. BASIC IZX)i& L TW\W5 Z & % DHCP
DISCOVER ® 47+ 3 60, TLV5.18 (AR—Fr&NTWb7u—) THRETINERHY £,
Cisco Broadband Access Center for Cable 7 KRS =X kL—% A/ F
[ oL-4409-01-J .m
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W Euro-PacketCable

PacketCable @ TLV 38 & MIB QY HR— k
BACC 1. —#® PacketCable 1.5 MIB #5222V — F L TWET,
BACC . PacketCable iRET > 7L — FTCTLV38 ZVHR— L TWET, 2D TLV ZFH LT,

EHD SNMP HEZ —4F v "ARETEET, ZOTLV 2RETH &, TXTOMEE) TLV 38 T
WELIZZ—7 > MILRITENET,

SNMP v2C &40

BACC TlZ. PacketCable MTA 7>5 ¢ SNMP v2C TRAP i@%1& SNMP v2C INFORM @& O il 5 %
AR—FLTWETS,

Euro-PacketCable

Euro-PacketCable ¥— B 2 (%, AT I North American PacketCable +—E 2D 3 — 1 v {RITH
720 ETR, ROENERY £,
* Euro-PacketCable T, /925 MIB 23 %725,

* Euro-PacketCable TiX, i/l 4 %57 /"1 ZFEHFE (MTA_Root.cer) & —E R T m /A ¥ —3E
B (F—t R oM X—L—}) Oty hRERD,

Euro-PacketCable DFEED ;A 1%, kde.ini IZ Teuro-packetcable = true] 7 1 /37 ¢ MGk S 4
TWDHERH Y 4, FEHIZ OV TIE, P.2-15 @ [Euro-PacketCable DY K — k| Z&M LT
<TZEV,

Euro-PacketCable % f# F 4~ % #; & 1%, PacketCable ® 7’ &2 /%7 ¢ /pktcbl/prov/locale Dl % &3
EURO [ZRE L TLZS W (F 740 FiENA (North America) T4), B7—/bid, RET 7
ANV 2=T 4 VT A THRET LI LR TEEY, FEFMICOVTIE, PI2:25 D [RET 7 A v
2—=7 4 VT 4 DFEME] 2ZRLUTIIEEN,

Euro-PacketCable @) MIB

Euro-PacketCable @ MIB X, EAMIZIZRT 7 N ETFMIB DA F v 7 g v FTY, MTA DFRE
77 ANE, MIB ZZ 9% SNMPVarBind 73 FEAR 221l 238 T, PacketCable ¢ MIB & Euro
D MIB [Z K& < B2 D 7=, PacketCable & Euro-PacketCable DFRE 7 7 1 MITHHIER H Y F
A, A4 A F—/VIRFZ, PacketCable D3> 7/ 7 7 A ) (cw29 config.tmpl) & Euro-PacketCable
OY TN 77 AL (ecwl5 mta configtmpl) 23 <BACC _HOME>/rdu/samples 7 4 L' 7 h V(2=
E—IhET,

BACC (Z1%. ¥k ® Euro-PacketCable MIB 23 & L TV £,

¢ DOCS-IETF-BPI2-MIB

¢ INTEGRATED-SERVICES-MIB
* DIFFSERV-DSCP-TC

* DIFFSERV-MIB

* TCOMLABS-MIB

* PKTC-TCOMLABS-MTA-MIB

¢ PKTC-TCOMLABS-SIG-MIB

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
OL-4409-01-J |
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Euro-PacketCable W

Euro-PacketCable ® MIB D& 5E

Euro-PacketCable ® MIB Z{H 3 5 L 512 BACC ZRET HIZIE. 2— FZ#d MIB ZfE LT
W25 BACCRDU 7 u RF 4 2 EETHLERNHY 9, T 74/ FTiE. 20T a7 (0%
PacketCable ® MIB % & A CWWE 9,

Z OB, ROWTNNLDOFIETEITTEET,

* rdu.properties Zf51E L C, RDU Z Hi#h4 %,

o BHHFOa—YW AL ¥ —T A A%EMT 5, Configuration > Defaults > System Defaults (ZF5H)
LTMIBU X & FIRLEY A MIEE#ZET,RDU 2 BHEH T2 L4EIH Y HEE A,

* Prov API ® changeSystemDefaults() = —/L & i 7 %5, RDU ZHEB T 2 0EITH D HEE A,

7a T 4 OLFEIL, /snmp/mibs/mibList (properties 7 7 A /L) | & 7= % SNMPPropertyKeys.MIB_LIST
(Prov API O EH DA TY, 7 w37 ¢ OffIEH o~ KOV A (CSV) T, FITRT MR
MIB 4 THEE STV ET,

/snmp/mibs/mibList=SNMPv2-SMI, SNMPv2-TC, INET-ADDRESS-MIB, CISCO-SMI,CISCO-TC, SNMPv2-MIB
,RFC1213-MIB, IANAifType-MIB, IF-MIB,DOCS-IF-MIB,DOCS-IF-EXT-MIB,DOCS-BPI-MIB,CISCO-CABL
E-SPECTRUM-MIB, CISCO-DOCS-EXT-MIB, SNMP-FRAMEWORK-MIB, DOCS-CABLE-DEVICE-MIB, DOCS-CABLE-
DEVICE-MIB-OBSOLETE, DOCS-Q0S-MIB, CISCO-CABLE-MODEM-MIB, DOCS-IETF-BPI2-MIB, INTEGRATED-S
ERVICES-MIB,DIFFSERV-DSCP-TC,DIFFSERV-MIB, TCOMLABS-MIB, PKTC-TCOMLABS-MTA-MIB, PKTC-TCOM
LABS-SIG-MIB
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M eMTA JOECI=CFDRSTLSa—TF1VY

eMTA 7OE a=>ID STV a—TFT429
PacketCable #lAIALTI AT ¢ 7 X —IF ) THZ T X (eMTA) o7 b va=2 7%, keE

HeZp 7 e 2T, 220, @Y — L EHEEMENT S 2 LT TLSMHIZ eMTA Z & Al He
T2 enTEET,

Z OETIL, Network Registrar & BACC Oli 5 HEH L TWAD Z L &pifts LTWES, 72721,
HHROZL T NS OEFIREBIZ G #EHA S ET, F7z. Network Registrar O FEFEHGE (A =2 —
7. RY — AR DNS V-V RE, BEL WL a— K x> hY) & BACC O R (F—
B R 77 A, DHCP ¥, SN 7 7 AL, BELWBACC 7« L7 M UHEE) b D Z & aRiiE L
LTWET,

PacketCable eMTA D7 Y a =27 Fut AL, EXaT7 270 —08A1525 A7 v 7 THER
S E9, BASIC 7 —TiX, AT v 7 OEIIN320 D70 Ed, eMTAZ b T TN 2—
T 4 7 AL, PacketCable 7 BV g = JFRIZESWE NG D 25 AT v ST B H
FRASANFIR T,

ZOHETIE, RO ME Y ZIZOWTHEDY EFEd,

e aVAFR—x%2 K (P5-8)
o JLAZ S (P.5-10)

AVER—R2 bk
eMTA Z N T TNy a—F 4 7T AN, UBOETHBPTARDS AT L a L R—F%2 Mo
WTHETHIMNENLD £7,

o MAIABTIRAT 47 X —IF N T X TH
e« DHCP #—/3

e DNSH—n

o HIFEITIH

e PacketCable 7u b3 = 7 H#—

e (Call Management Server

HARARBIAT 4T A—SFILFTH T2

eMTA X, =TV ET L (CM) EAXAT 47 Z#—IF 0V THTH (MTA) %, K<FHENS
VIR T2T A A=V L HIT 1 DDOR Y 7 ZTEPAALTE LD TT, CM & MTA Wb [E
HOMACT RLA%ZE->TRY, TNENNDHCP ZFATLTEADIP 7 L AZ B L £,
eMTA X, 272< &b 3 DDFFHEBAEFE L TWET, ZEHED 1 D1k, —F O MTA fFHETT,
2 % HOFEHEIL, MTA ORLEER 251425 b O TT, T3 A E & MG EETEAEL, 7
PN ARG REF ZFRIET L2010, WS MTA IZ L » TEFEIT/E (KDC) ICkESNE T, 3
FH OFEHEIL . KDC 2> 5 MTA (2R SN DFEHEEZRIET 572007 L 7 4 =— /b— hEHE
T9, KDC DFEHEIL, 7174 =— b— b EEAL L TTF=— 22T 5729, KDCFEHE
DIEFEMERFET 21213, TV 7 4 =— b— b2 MTA BITFEEL TW D MERH Y £9°, MTA &6
I, MTA ZHlfiI§ 23— ==V VEBT 2O DEBORET7 7 A VEZIELET,

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
m. OL-4409-01-J |
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DHCP H—/\
~
GE)

DNS H—/\

BETR

eMTA 7OESa=v50rS5TLYa—F4245 N

DOCSIS I Tlx, =7V ETFLANEBHFDIPT RLAZEAFI v I RAN a7 4¥al—
var 7ur baj) (DHCP) AL TRrI vz — T2 L5 CHESHTWET, MTA i1,
DOCSIS * v hU—7 kDL A ED CPE LAERIC, DHCP Zi/H L THHD IP 7 RLAB LD
F OO MZEEHR (DNS Y—/3, Kerberos fEIi 4 D 7= 8 @ PacketCable 472 5 > 122, 7r bV 3
=7 %—/3D FQDN) ZHUSGT 2 MERH Y £,

r—T BF LESIT. BEOMIE DHCP A7 a LA T, 7 a v 122 DY 7475
V1 BERLTEETAVERHY £, 203 TF 7 a0t 77 —DOEET LR HEYR
DHCP % —/ "D IP 7 RL A& LT, ¥ —7/)b BT LE45H)S MTA 51 CEL £9

PacketCable % V7" — 9% BACC 2T AL ELKHELZBACCIX. A7 a 1227 41—
JV RIZZ 7T, ToD ¥—/3, DNS % —/3, TFTP % — "D 7 ¢ —/L NIz BB A AT LE T,
ZN BTV T, Network Registrar 7R U 3 —CTHIRIICEET D2 0E T H D FH A,
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nbEYa=rd =Nk o TEEMO L DT, MTA /b— MREBHEIZIEET 2 ABEE. Z DFE
HERBEROEBELEZMRIET 27-OICEHINET,

F == OEAIOGEREFIL, 77— 7 VR TEE SN DA ET = — B IXIRICE £ T
WER A, RVIOFEHENIRICE ENTWEEE, RAOIERAEIX, BEET 512 & > TBEH
DHLDTHHVENRDY , BENR—UIMZ 5N TWARWKERHY 4, 272 LF%E LT, iEH
E U TNAEE. BOHHM, BAOEEREEINTHOENEVWERA, F—7AREATEINZ
CableLabs —E 2 7'm 3o #— )L— FEBAEIZ BEFN D CableLabs r—E A 7' 3 A X — L— |
FERAE L LTINS U OE T SBTFEL TW DA, A FEITT 57 N1 ATFEAEORK
FEICRIRT A MERH Y 7,

FEFAES = —  ORRFED 72D D /L— L B {RAS, REC 2459 |58 2L L TWAMERH Y £, =
@ RFC TiX, iEAEARADOKRIEE LTER SN TWET, BHF. X509 GEAE T, FEAEOREIT
FLHNBS I —FHOMRAEOY 7V x7 " E—F L TWHEE, —EHOEN R HE L — L3
A= ENFET, L—ABERCNTHAT-D, 2 DODLFTT 4 —/L RO AL F Y s —FH L T»
RVEATH, 2 004FT 74—V RIZ—HLTWHLEESENHZENHY £, RFC 2459 T
W, RENHEMANA TV HBEFH L CHELIIIATYyTFEESTE D012, FiER14
A7 4 — /v RO AL ZHIRT 2 Z & 28D TWET,

PacketCable ¥ X = U T 11X, ZOHEFEIHICHE-> CTWET, L7722 - T, PacketCable ZEHHED
DER % 51k & 1u7= tbsCertificate.issuer 7 4 — /L K23, 3&7H D HED DER FEibSh -
tbsCertificate.subject 7 4 —/L R L SERIC—H L TV DO MERH Y £9°, EiiX, DER F{b 3z
tbsCertificate.issuer 7 4 —/1 F & tbsCertificate.subject 7 4 —/L KD A F U Wl 2 FEfT45 Z &1
koT, BITELEZY TV ML LR TE ET,

DBEDE T, MBERFEAETF = — BN TEINTWET, ZOHEF = —2FHA LT, X 5-2
IZ7R LT % PacketCable sEFE B DY —7 7 — K (&K TE) IS T 2 KiAZEZMEET
LHVENRHY ET,

ANFESN T L APBFIEIFGEES T, Bl S EEA, Zoid, GEREOAZHIRIE, €
DOFREAE 2 AT LZREHEOF RN E > TV 2R EITH D £ A,

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
m. OL-4409-01-J |



| £5% PacketCable EFEF

iasEeErs W

MTA F/3\A4 REEEAERB

MTA JL— FEEBRE

FNA AFEH ERERE 13 DOCSIS1.1/BPI+ /@ D F N4 A EMEL ZOFEEL-HLDTT, —
HOREEFFFHEDORITLIEAE S L CTEH S 5D, CableLabs 34T PacketCable MTA /L— k
FERHER L— M2 > T E T, BEERETEHEIL, Bx OFT 310 AFEHEICEL T DDA
éj’biﬁ_o

PBEORIZEEN TV BIERIT, RFC 2459 (2Rt~ T2 MZH T  — /v KT AT % PacketCable [E 4G 0
EZRLTWES, T b D PacketCable [EA DEIL, 3 5-2 (296> THRET 2 LENH Y 328,
Validity Period I3F X TREINTWND LBVITTHMERH Y £9, MHT 1 —/L KD PacketCable
TOMEPFIR SN TVRWEEA L, RFC 2459 DA A RTA NI BERH Y £,

Z OREIEIL, MTA b— FEEFE, MTA RUESEATERE, 38 KU MTA 7731 AGEE THERRK &
NHFAEF == O—BE LTHRRET 20 ENH Y £7,

% 5-2 MTA /L— EEBRE

MTA JL— EEBRE

Subject Name Form

PacketCable Euro-PacketCable

C=US C=BE

O=CableLabs O=tComLabs

OU=PacketCable OU=Euro-PacketCable

CN=PacketCable Root Device Certificate Authority |CN=Euro-PacketCable Root Device Certificate
Authority

Intended Usage

Z OFFAET, MTA B EEFTFHEICEL T SO KDC ICE > THEAESNET, ZDiHFHE
IIMTAIC L > THEAESNDZ L0720, MTAMIB IZIZERENER A,

Signed By

HOEA

Validity Period

20 ELL B, ZOREHEZHREIT T OLEDR, FARESOFDHHE THD LAESHET,

Modulus Length

2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true, pathLenConstraint=1)
Cisco Broadband Access Center for Cable 7 FS =X kL—% HM4 K
[ oL-4409-01-J .m



5% PacketCable EFH%E |

N amsEERE

MTA S E(EIAE

Z OFEHEIT, MTA /L— FREF#E, MTA BUEEFRFEAE, B L OMTA 7731 AGEHE T S L
HREAET = — 2 O—E & UTHREET 24803 H Y £ 7, state/province, city, 38 L OHEEFE D7 7
YUVTAE ATV a o7 M) Ba— T, REER T, REERTENELERRALTND
ZERDHY, GEAENEEF LI DFELEFENU EFEET A NS £3, R UHEEHR
DFTRTOFEHER, WERFEZIIBMTOT v 77— FIZHE MTA IR SN D TREMED &
£, MTA I, MTA 731 ZGEREDORITES & MTA WERFENEOY 7V =7 b & i
LC, EHT 2072554 RIRT 208N Y 7, 7734 ZGEHE O authorityKeyldentifier
X, fFET D546, RFC 2459 IZFiik & T2 L8 RIKEEFFEIE D subjectKeyldentifier & —
HFHLTWDHIMERHY 3, O & CNIZH D <CompanyName> 7 4 —/L Rit, 2 DDA L AX A
MTRRDGEVRHY £F,

%53 MTASE%EERE

MTA S EE AR

Subject Name Form

PacketCable Euro-PacketCable

C=US C = <Country of Manufacturer>
O=CableLabs O = <Company Name>

OU=PacketCable [stateOrProviceName = <state/province>]

CN=PacketCable Root Device Certificate Authority |[localityName = <City>]
OU = Euro-PacketCable

[organizationalUnitName = <Manufacturing
Location>]

CN = <Company Name> Euro-PacketCable CA

Intended Usage Z OFEAEITA MTA B35 THE1T S, PacketCable Security Specification THIE STV 5 &
B, WERELEFBMTOT v 77— M) %27 a—F¥yro—Fo—RELTHE
MTA (2l SN2 Z & H Y £3, ZORERFIL, FAMIY FH AT A= L LT MTAMIB (2
FREINET, ZOREHFIL, KDC IZLDFIETIC, MTA 734 ZDT7A 7T 47 4 (MAC
T RUVR) BRGET 572D MTA 734 AGEHE L EHICEH I E T,

Signed By MTA /v — FEEHIEO CA

Validity Period 20 4

Modulus Length 2048

Extensions

keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m].
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>),
basicConstraints[c,m](cA=true, pathLenConstraint=0)

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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| £5% PacketCable EFEF

iasEeErs W

MTA T/\A REEEAZE

ZOFEHIEIL, MTA /L— FEEFIE, MTA BUEEEFENE, B X O MTA 7 /341 AGEHE THERK X
NBFHERAEF = —r DB L L THRIET 26N H Y 9, state/province, city, 3 L ORLEZEE O
T UT 4, AT arOT7 P Ea— b TT, MACT RLRIE, 6 oo XYY 16 i
% (100:60:21:A5:0A:23] 72 &) TRRIBINTWIRLERH Y 7, 16 EHOT VT 7y hF
(A~F) I, KXFTHERENTWDILERDHY £9, MTA 731 AFEAET, B L OEH
LARNWTLTZE0,

% 5-4 MTA T/34 REFEAE

MTA 7/341 REEFAE

Subject Name Form

PacketCable Euro-PacketCable

C=<country> C = <Country of Manufacturer>

O = <Company Name> O = <Company Name>

[ST=<state/province>] [ST=<state/province>]

[L=<city>], OU=PacketCable [L = <City>]

[OU=<Product Name>] OU = Euro-PacketCable

[OU=<Manufacturer’s Facility>] [OU=<Product Name>]

CN=<MAC Address> [OU = <Manufacturing Location>]
CN=<MAC Address>

Intended Usage Z OFEHEIE MTA BEEF I L > TRITSh, BUERFZA VA P— L SN TWET, eV
=27 = NFZOFEEET v T — N TEER A, ZOFEHEE, AR EH AT A—4
ELTMTAMIBIZFRESNET, TOREAFL, 7reya =0T HIIMTA 7134 ZADT7 A7
>7T 474 (MACT FLR) ZRRET D70 S ET,

Signed By MTA $EEHFEHED CA

Validity Period 20 4ELL

Modulus Length 1024, 1536, F 7213 2048

Extensions keyUsage[c,o0](digitalSignature, keyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)

MTA #iE%E 01— FREGEAE
FAAZIL MTA O = — FBGEREHE (CVC) OfEAkIE, DOCSIS fLAf SP-BPI+-111-040407 THSE
S TWVWA DOCSIS 1.1 CVC L [Rl—ThHhHLERH Y £,

Cisco Broadband Access Center for Cable 7 FS =X kL—% HM4 K
| oL-4409-01-y .m



5% PacketCable EFH%E |

N amsEERE

CableLabs H—E X JO/\4 4 —SIBAERE

P —ER T aSAf X —FEHERE X, CableLabs %17 D CableLabs ¥— B X 7w/ \A #— jL— R FE
HENL— Mo TWET, ZOFEEIL, —#HOV—E X 7'r o ¥ —FEEORKIT L #
ELTEA éhiﬁ‘ Y=t R Fa S F—FEHET, A7V aroan—hL VAT AFEHEIC
BEATAEDICHERAINET, —HL VAT AEAERFETLIESIE. a—hL v 2T MG
B2 U CHiBIEEREA BN ES ST E T, HA7E LRWGEIZIE, MRt EFE—e R 7'r
NAZT—=DCAILL>TELENET,

F 55T EENTWAIFRIZ. REC 2459 (ZHe -~ 7= IH T 4 — L R TEATA2EA DO Z R L TWE
T, TNHDOEAEICHE> THRETDILERH Y £, MHET 4 —/L ROEDNFITRENTWHRN
B1%. RFC2459 DH A KT A4 L HETFTAHAMNENRH Y £,

CableLabs Y—E X JO/\{f 4 — JL— FEFEAE

Kerberos S —& B %17 9 (2%, Kerberos 7' @ | =2/L'¢ PKINIT #5538 & f# H L C. F I MTA & KDC
OMEFEIFEZFAT L T LERH Y 9, MTA X, KDC FEHET = — > %5 A 72 PKINIT Reply
A v —V %G LI214IC KDC Z38iE L £9, KDC OFBFE T, MTA |XKDC iEHEF = — v 2K
FELET, ZOF x=—0F, CableLabs —E 2 Fr (& — )L— |k CA 3E4 L7~ KDC OH—
ER Tang F—fEHEEEATHET,

% 5-5 CableLabs Y —EF X FO/\f #— JL— MEBRE

CableLabs H—E X FO/\1 54— JL— FEBAE

Subject Name Form | PacketCable Euro-PacketCable
C=US C=BE
O=CableLabs O=tComLabs
CN=CableLabs Service Provider Root CA CN=tComLabs Service Provider Root CA

Intended Usage ZOREHFEIL, PR TS F— CAGEHFIZEAL T 2O S ET, ZOFEHE
£ MTA IZHGERFIZA VA b=/ & D, 7213 PacketCable Security Specification THLE Z 41T
WHERBY, EXaT a— KA ra—RTA VA —AENET, 7oV a=r7 =T
Ty 7T B LETEETA, ZON— FNEHER I UORHGT 52 AL, MTAMIB 2%
REINEEA,

Signed By HOZ4

Validity Period 20 L E, ZOREAEEBFRITTHLEDRW, ok cesr tHEINET,

Modulus Length

2048

Extensions

keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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| £5% PacketCable EFEF

iasEeErs W

H#—EX JFO/\4 54— CAEHHE

TP —E AR T a g, X —03MEE T HEAEHE T, CableLabs —E A 7'/ 3A Z— JL— | CA |
Lo TELEINET, CableLabs ' —E R Yo (4 ¥ — )b— hiFAE, 774 =— P —ER 7
g X —FEHE, A7 v aroa—h VAT AFEAE, BXOZ R Uo7 47 4 B— 35E
HE TR SN DIEAET = — v O—BRE L THRESNE T, LT 2oz 7 407 ¢ 1%, @
I3 CIZ CableLabs ¥ —E X T/ F— L— FFEAEZFFA L THY, ZOFERAEITL, EHE
Fr—r DY DL E EBITIEINDZ EITH Y AL

=B R Fa g F— CAFEHENT ICHRICGGEAETF = —ICHEN TS —E R 7
A Z—E, B OFEAEZ FRICER CTEET, BERHT, ZOFEHAET = — U 2 REET 2%
TUT 47 4 (72& ZI1E, MTA I3 PKINIT Reply Z#HFEL £9) Z2HERETILEITLH Y THA,
P—ER Fa g — CAGEAEEZER L, DT EL % CableLabs H—E X 7' 3o
F— — FEHEZER L TRET OLERH D 9, 7272 L, AU —ER o (X —DH
LW EEBAETIE, SubjectName ¢ OrganizationName 7 VU B = — M 23LLRT & R CAEICER 72TV D
VERHY EF, O L CNIZdH D <Company> 7 1 —/b RiE, 2 DDA AX A TR D550
b FET,

%56 CableLabs H—E X FO/\1f #— CA SEFA&

CableLabs H—E X FA/\f 4 — JL— FIAE

Subject Name Form | PacketCable Euro-PacketCable
C=<Country> C=<Country>
O=<Company> O=<Company>
CN=<Company> CableLabs Service Provider CA  |CN=<Company> tComLabs Service Provider CA

Intended Usage ZOFERFEIL, P—ER T u s — CAGEAFICEL T LD SN ET, Z OFEHFIR,
% MTA IZBITERRIZA VA b= v &N D>, F 7213 PacketCable Security Specification CTHLE S 41 C
WHEBY, EXaT a—RFNF¥Ura—RCA A=A ENET, TrEVa =T =T
Ty TT= b LiIFTEEEA, T — MEHER JUSIET 5 AT, MTA MIB (25
IRENFER A,

Signed By HCOZ4

Validity Period 20 L L, ZOREAEEZFHITTOLEDR, I RRIOAIHMTH L LHESNET,

Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign
cRLSign), subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)

Cisco Broadband Access Center for Cable 7 FS =X kL—% HM4 K
[ oL-4409-01-J .m



5% PacketCable EFHRE |

N amsEERE

O—Ah)lL S XTL CASIHHE

=R FrAL F—CAlT. B—H) P AT L CA G Tbr—HL v AT LEFAE A )
&R B IR ORFERICFEAEDORITE R ET ARV T, Xy hT—27 $—NF, [
CH—ERX T g =0l oRiE RO Z BHIcBEi cEEd, LR >T, MTAMIB IZ
i, B—v VAT AFEHEICET AERIIE ENEEA (m—Av VAT AFEHETIZ, MTA
DSRFTEHUEN O KDC IZHIR SN2 GG R H D72 TT),

% 5-7 O—#HJL X T L CA SIS

A—AI LR T L CAGEHAE

Subject Name Form

PacketCable Euro-PacketCable

C=<Country> C=<Country>

O=<Company> O=<Company>

OU=<Local System Name> OU=<Local System Name>

CN=<Company> CableLabs Local System CA CN = <Company> tComLabs Local System CA

Intended Usage

P—E R T F—CAlL. a—h/ AT A5 CA GHET e —L o AT LAFEHELZE)
EREIEI B IR ORFERICFEAEDORITERTT A BBV T, *y FU—27 B — %, [H]
CH—ER 7o F—OHIERORAROM %2 B HICBE cxE7, L7 ->7T, MTAMIBIZ
WX, B—/ VAT LIEAEICETAERIIEENEEA (T—H 0 VAT AFEHETIZ, MTA
DEEEHUEAN O KDC IZHIR SN A5 E0RH 572 TT),

Signed By =B R T A F— CAGEE

Validity Period 20 4E

Modulus Length 1024, 1536, 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign). subjectKeyldentifier[n,m],

authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>),
basicConstraints[c,m](cA=true, pathLenConstraint=0)

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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| £5% PacketCable EFEF

iasEeErs W

EH L OMBNEIEE

ZZTCEBTAIEAEIT. TR Te— L VAT A CA FITY—E X Fu g X — CA DWTR
ML > TELENET, MORBEEHAER Z OEEIIRBMENDS Z 2350 £,

RAEITHIEAE
Z DFFHEIL, CableLabs —E 2 Fu/3f ¥ — jL— REFAE, —EB 2 P r o X — CA ZEH
T BROMHBI T AA AR E TR SN DFEAEF = — 0 O—B L L THRIET 2 0ERH Y F
97, PKINIT 1LE& Tid, KDC FEFHEIC subjectAltName v.3 fFFAZIEENE TN CNDE Z L 2Bt L
LTWET, ZOIIROMEIL, KDC @ Kerberos 7'V IS THLLERH Y £4,

% 5-8 RETRERAE

RREITRIAE
C=<Country> C=<Country>
O=<Company>, O=<Company>
[OU=<Local System Name>] [OU = <Local System Name>]
OU= CableLabs Key Distribution Center OU = tComLabs Key Distribution Center
CN=<DNS Name> CN=<DNS Name>

Intended Usage KDC %— DT A T 7 47 4 % PKINIT ZZHHIZ MTA 12k L CRRRET D 2 &, Z DOFEET
PKINIT J&EDH T MTA ICEE NS 72, MTAMIB IZIEE ENTEL T, Y rEYa=v 7 —
NRT v FTF = MBI —FT 52 LI TEEREA,

Signed By =R FaNS F— CAFEAEE I — IV VAT AGEHE

Validity Period 20 4

Modulus Length 1024, 1536, F£ 7213 2048

Extensions keyUsage[c,0](digitalSignature)authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from
CA certificate>)subjectAltName[n,m]

ECXHERE (DF)
Z DFFHEIL, CableLabs 11— 2 Fu/3f ¥ — jb— REEAE, —E 2 P r 4 X — CA ZEH]
T BROMHBI T AA AR E TR SN DFEAEF = — 0 O—B L L THRIET 2 LERH Y F
T, ZOREHFL, EFP—A T ATHEHEND) DFTO7 = —X 11KE R4 A 5

Cisco Broadband Access Center for Cable 7 FS =X kL—% HM4 K
| oL-4409-01-y .m



5% PacketCable EFH%E |

N amsEERE

% 59 DF FEHAE

WZBAT D720 & E T, Local System Name (347> 2 T, v—H/1 V27 A CA
N DOFFREICEL T A EITNETT, IP 7 R L RAIL, 245.120.75.22 72 K OERER 72 Ky MMrx
AFFHNRELTHRET HDMLERDHY £,

DF FEEAE

Subject Name Form | PacketCable Euro-PacketCable
C=<Country> C=<Country>
O=<Company> O=<Company>
[OU = <Local System Name>] [OU = <Local System Name>]
OU=PacketCable Electronic Surveillance OU = Euro-PacketCable Electronic Surveillance
CN=<IP address> CNe = <IP address>

Intended Usage IKE F—&BL &8RS 572012, 14D DF B TIPsec EX =2 VT 4 7Y v o—va VAT D
DIHERENET, ZNHDOEF2 VT 4 7YY —va UE AEMCEES L TWA YTV
7 NI, B LWERE— ) (DF) IKHRESNDMEOH D a—VIFREEATE2— 1 A vk —
ARV Aye—UrEEXET L EXIFEHINET,

Signed By P—E R Fa N X — CAFEEEZITe — v VA7 A CAFENE

Validity Period 20 4~

Modulus Length 2048

Extensions keyUsage[c,0](digitalSignature)

authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)
subjectAltName[n,m] (ANSName=<DNSName>)

PacketCable H—/\ZEBRE

IO OFEHFEIE, CableLabs $— B X Fu/Ng Z— b— NEHE, —E R TS A X —GiEH]
L B—IN VAT A AN —HEHE (I TWDEHE) . BROHBIT A AGEHETHE
MENDAAETF 2 —0 O—RE L THIETDOIVLENDY £7, 216 DOFEAEX, PacketCable ¥
AT AOFFEY — AT 272D SNET, e 2E, 72— X1 IKERBRIZELT HT-
B, F 721 PKINIT KA FRAET D72 DIEH ENL5E03H Y £3°, Local System Name (34~
T a s TER, = VAT A CANZDOFAEICEL T LHEEIMETT, IP7 RLADHE
1%, 245.120.75.22 72 K OREHER) 72 Ky NXEIY 10 ERFLTHRET 2 LN H Y 77, DNS Name O
i1, device.packetcable.com 72 & D5EESA K A A 4 (FQDN) THETL2MLERH Y £,

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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| 5%

PacketCable B E

% 5-10

PacketCable -—/\§EBAZE

iasEeErs W

PacketCable H—/\ZFEAE

Subject Name Form

PacketCable

C=<Country>
O=<Company>
OU=PacketCable
OU=[<Local System Name>]
OU=<Sub-System Name>

CN=<Server Identifier[:<Element ID>]>

<Server Identifier> OfE L, ¥ —/ 3D FQDN 7213 1P 7 K
VARZT HDRERHY £, A7V a T, HoO#KIcan
v () IZ#E T Element ID 252k TX 9 (= > O
#BITZ=EER L),

<Element ID> |Z, #&A X M AvkE—TIZERIND
IDTY, ANV A=V EERTELTNTOY—
NOMAZBIZEENTVWDLILERDD ET, ZDLXH7%
P—E LTIE, CMS, CMTS, BEUOMGC 8% 0 £,
Element ID 1% 5 47 7 v kO 45Hi 2 ASCII 7§ 5t 35 i 307
FIELTERL, AARIBZEAXTEZMOIALET,
Element ID #FEAETHEHT A7 DICEHT 5 & 1%, £
FI3C5:% ASCIL @ 0 (0x48) ([ZAEMT HMENH D £,

7= & 21X, CMTS @ Element ID 78 [311] TIP 7 KL AR
123.210.234.12 TH D6 . CMTS O@FE4 1%
123.210.234.12:00311] 12720 £,
<Sub-System Name> DL, IROWTILNNZT DLENH
D ET,

o R—F—TFuXT0BE bp

o F—TNETLHF—IF—vaL VAT LDEGE

cmts
* Call Management Server D55 : cms
o ATUAT F—hU=ADHE mg

* ATUT F—hIUxA arbr—70%4  mge
« AT 4T TL—Y—DHE i mp

* AT 4T F—F—artu—J054
o TmbETVa=rT —DYA ps

o L a— R — DA ks

o VIUFVUT =T DYE g

mpc

Euro-PacketCable
C=<Country>

O=<Company>

OU = Euro-PacketCable

[OU = <Local System Name>]
OU = <Sub-system Name>

CN=<Server Identifier[:<Element ID>]>

commonName D AR DFERIZ DT
IZ. PKT-SP-SEC-108-030415 # &/ L
TLTEE,

Intended Usage IS OFEHEIL, PacketCable v AT ADKFEY — @RI D70 SN E T, 72 & 2IE,
7 = — X 1 IKE U EL T 572, £7213 PKINIT A3 TTF A R 2 FRAET 5201 S5
LAEn®H 7,
Signed By TLT74=— P =R T a X —FEHEE T — L VAT AGEAE
Validity Period MSO R YU v —IZ X VFEE
Cisco Broadband Access Center for Cable 7 RS =X kL—% H4A K
[ oL-4409-01-J .m



5% PacketCable EFH%E |

N amsEERE

%% 510 PacketCable Y—/\i[BA ™ (#iZ)

PacketCable H-—/\S[EAE
Modulus Length 2048

Extensions keyUsage[c,o0](digitalSignaturekeyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA cert>)
subjectAltName[n,m](dNSName=<DNSName> | iPAddress=<IP AddressName>)

keyUsage # 7134 7> a T, MHTHHEEIX. Z0& 722 )T e L Ty—27 3254
FERHY ET, LAETRICHFAOZRWERY | subjectAltName JA5RIZIE, XIS T DA RIMEN, 7
V7 FDCN T 4=V FTHESNTWVDLEBVIZEENTWVDOLILERH Y £,

CMS FEHED CN 7 h U B =— ML, Element ID (29 54835 D 3, subjectAltName FEFRIC
IZ. CMS D IP 7 KL A2 £ 721X FQDN OWTFHNEENTWAMENH Y £9°, CMTS FEHED
CN 7 R~V t=— MHX, Element ID (2§ 54803 % V) £3, subjectAltName JEIRIZIE, CMTS @ IP
7 RV AEZIEFQDN OWT NN EENTODILERH Y £,

MGC FEFIED® CN 7 VU B = — MHIE, ElementID (29 20BN H Y £, subjectAltName JEIRIC
1%, MGCDIP 7 RLAE721ZFQDN OWTFNNEENTWAHLENRH Y £,

sEEAE K30

HIF S ClX. PacketCable Df-EE&E IS T,

00— FREEEEEAEREfE
CableLabs == — RgRFEFEE (CVC) PKI KM MEE 2R > TH Y, CVC 2 MEE T 53T
@ CableLabs 7R ¥ =7 MIHHATEET, 2FEV, KRA VT FARNT I TFx2HbbdD
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CableLabs O — F#&5if/L— + CA SEEAE

Z OFEMFEIL, CableLabs = — RfRFE/L— b CA GEBHE, CableLabs = — RfRE CA GEHIE, B LW
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%511 CableLabs 21— F#&EiF/L— k CA §FBRE

CableLabs O — F{&5E/L— ~ CA FIBAZE

C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC Root CA CN = tComLabs CVC Root CA
Intended Usage ZOFEAEIX, T — NRRGE CA SEFAEICELA T AR EINET, ZORERAEIL, fERIC
S-MTA RHEREMEA TV ICED HLERH Y £,
Signed By HOEA
Validity Period 20 FELL
Modulus Length 2048

Extensions

KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectkeyidentifier [n,m]
basicConstraints[c,m](cA=true)

CableLabs 00— F1&3E CA SEFAE

CableLabs = — R#FF CA FiFBA#E X, CableLabs == — R#iFE/L— b CA FEBHZE., CableLabs = — RHFE
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CableLabs O— F#&5[ CA SEBASE

Subject Name Form | PacketCable Euro-PacketCable
C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC CA CN = tComLabs CVC CA

Intended Usage Z OFEAZEIL, CableLabs =@ — FfRFE/L— b CA |2 X o> T CableLabs IZFITSNFE T, ZDOFFAE
Noa— FREFEFEAEZRITLE T, ZOiEHEIL, BHERHT S-MTA RERMEA TV IIZED HMLE
BHYET,

Signed By CableLabs = — KffFE/L— k CA

Validity Period CableLabs R U > —IZ X D RE

Modulus Length

2048

Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectKeyldentifier[n,m]
authorityKeyldentifier [n,m]
basicConstraints [c,m](cA=true, pathLenConstraint=0)
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C=<country> C=<Country>
O = <Company Name> O = <Company Name>
[ST=<state/province>] [ST=<state/province>]
[L=<city>] [L = <City>]
CN=<Company Name> Mfg CVC CN=<Company Name> Mfg CVC
Intended Usage CableLabs = — FH#GE CA 13, BRI S 7-FRUERFITH LT, ZOMHELZRITLES, ZOFE
EIL, X272y 7 0T Furn— ROEDIZ CATV FEFICLVREINIZRY v—
THEHSNET,
Signed By CableLabs = — FH#FE CA tComLabs = — RHRFIE CA FiEHE
Validity Period CableLabs 7R U ¥ —IZ X Vg% 7E
Modulus Length 1024, 1536, 2048
Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

Organization ® Company Name & Common Name ¢ Company Name (¥, B2 255013 H 0 3,
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Subject Name Form  |C=<country> C=<Country>
O = <Company Name> O = <Company Name>
[ST=<state/province>] [ST=<state/province>]
[L=<city>] [L = <City>]
CN=<Company Name> Service Provider CVC CN=<Company Name> Service Provider CVC
Intended Usage CableLabs = — FH&FE CA 13, RBASN/BEY—E R T X =I5 LT, ZOFEAELFETL
£9, ZOAEFEL, EXaT YT MU =T FUrn— FORHIC CATV FEFICLVRES
NIZRY) —THA SN ET,
Signed By CableLabs = — NFRGE CA tComLabs = — NFRFE CA FERHE
Validity Period CableLabs 7R U ¥ —IZ X D g% 7E
Modulus Length 1024, 1536, 2048
Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

Organization ® Company Name & Common Name @ Company Name %, 222550850 £7°,

CVC DEEASXTIV X +

S-MTA IX, CVC OFEBHERZY A b (CRL) VA —FLTWAREIHY A,
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