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V= FRFVE—N VT MU =T T T T L— ROBEEEN 2\ 2 DOCSIS (21X HEIL L FH A,
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OFFER, REQUEST, ACK T7F#iX7e ¥ £ A, DHCP H#—/ 375 OFFER JS& N7V IKEETE
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TNy 7 A y—T%F T HI2E, terminal monitor 2~ 2 N (BT term mon) 73 BE
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Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
OL-4409-01-J |



| $4% DOCSIS %

v r—sEutonE B

ToD REEDFEIL

BEU LEDOET 2 &M AT-uBR7246 LTT NNy a< REFEITTLHE, Ty ZITHIRTH7=
® uBR7246 |2 X > T AT ABNEILT D AREMNH D £, ZDFREIZIE. T TOET L TH
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TN AVE =Tz AADAN =7 — %R LET HMEL®HO TN T U AI v X OEEDL LT
HZEHHEETT,

X% RIS DHCP =30 H 7 % » MIEE SN TV DIEAITIE, RNT A —FDFRT T —F Y
YT T—NRNRUNEINEETLADT NN T A v—V THETF 2y 7 LET, ZOEEDO T
TNy a—T 47 TlE, E7 AL DHCP b — MOV —T 4 VT H2RET HLERNH Y 3, £
7. DHCP V— OB EZFHET = v 7 TH5Z L RBEIDLET,

MAC State --->>> 'establish tod state'

BT Ry NU—7 RT A= EAG LT2#%IZ, Time Of Day (TOD; Kf4l) —/SDRf%| 2 2
KT DLENRHY EF, TODIZUTC XA LAZ T (197041 A 1 BS0BEK) #iH L £,
DHCP " HLDX A LA 7y N A7V a  fiaxilihadsd &, BERAZHE T E3, AL,
syslog b A XU h a T OXALAX T IHERHENET,

Rl D=7 —1%, 1ZEAEDYE, DHCP OFREICEY B DH LR L THWET, TOD =7 —|Z
DRMNDEEDRV I IPT RLARS = U= A 7 R ZADMREKE, MiE->72 TOD #— 7
FLARHY E£T, TTFLIMEELZDHCP XT A—F ZRDa~r REEA L TR, HERT
TN a—T 47 a—J )V CRBLET,

-> cmShowDhcpParameters

E e

-> cmAddLogValues (“SEV_ALL FAC_DHCP”)

#BEOa< RIZE>T. DHCP 77 v a v BLOZ AT OF Ry JHAWRENE T,

vxWorks routeShow =1~ > RZHHA L CET LDN—T 4 7 T—T VbR L ET,

tXaVT4 7VII— a3 KE

MAC State --->>> 'security association_state'

T, FEEEENTOARWVWREDTE DD S L —ARALE—TF, ¥F2UF 1 =Dt
X2 T4 T = a i lEoTETALIIPsec DE D72 EFa U T o BRI Z & 248
ELTWET, TORGBIOELT LRGP T, £OM, DOCSIS 1.0 Tid Z DIRFEIZ DU
T, X274 $—HODHCP A7 v a 2 EDMNEOEREZET LATHR— 5L 51
RKDTWET, ZOIRREN DOCSIS TEFINTET MIFEEINDE E T, ZOREBIZET B RE
MWETLATRAETDIZEEFETH THA,
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CMIZHTHIREBIOEHOEE S VX —T =2 AL, YV a =0T = E X7 a—
RLIEZREZ 7 ANTT, ZORET7AMIUT, FTVA NI —A F X7 v T AR —24
F v FVOFIERIS LOFEICNAZ, —E A JTARE, X—RATA ¥ TITANV—RE. &
MR/ EHARE, *y NU—JFBER, Y7 MU T Ty T T L= R 74—V R, T4 V¥ B
FORE—EHEORENGENET,
COREBTRIAMEO M RBEERLELTUL, 77 A VORE, 774V T 7 EAHEDRY |
TFTP Y — 2T 7 BERATERW, 77 A NVERORRY | 77 A JVIZHEA T > a N, A
FTa v OBERE. AT a OBV ERDY 7, =& 201E, R TLV £7213 887 TLV
e LT,

WREZ7AND N T oH T a BN EITHY> T Ny 7 a<wy RERIDRLET,

-> cmAddLogValues (“SEV_ALL FAC_CONFIGFILE”)

B

MAC State --->>> 'registration state'

BWERIT, BT MIMERFEOY 7 v M EHLITEHEER (REG-REQ) #iEE L. CM & CMTS
@ Message Integrity Check (MIC; X v —YDFE2METF = v 7)) HiEELET, CM O MIC 133 E
T ANDEEE Ny VadtB LIEERTHY | RIET 7 A VBRHFRHICH S A ShigholzZ &
BT LANMERT D FEZRMILLE4, CMTS © MIC L L TWET 28, LAEEBROR
XFHHOBRELFENE T, ZOHXAREFRILICMTIS BLO T reYa=v 7 H—Ntko
THHE, Wiz aeya =7 =N Ko TRESNIZET L7210 CMTS ~D X
FREDFASNDZ L 2L E9,

BERBICET DRI, EEAEDOHA, BRETZ 7ANMIZT—RNHDHI a2 R LTWET, £
T AL CMTS Ol CHET 7 A VOBFRENRY R —FEINTNDZ E2HERL T ZEV, CMTS
TH—ER I TR TR T 7 A IVOERBTFAIESNTND I EEHRT DL, £ CMTS I2L -
TR ENTZT a7 7 AN EFHLET. CMTIS D7 —T ) f v —T =2 A AREBLOHRET 7
AT, BRECTHN E MR L T E S0,

TS5AIIN—REDHEL

MAC State --->>> 'establish privacy state!

WOTXTORMEEMT-THA. £ L13 Baseline Privacy Key Management 7’12 ks /L% 4 L C
CMTS L DXR—RT A2 TFTANY—DF IV a VETHILENRDH Y 7,

o ETAVTRITBR=RT53 42 TITANY—%HPR—=FLTN5D,

o Y —ERITFAN, TITANRV—DOFHRTa 774NV ThD,

o R—RATA L TITANR—RENHKRET 7 A MIAFET D,
ZORETEATIHIZTI—DFENELTEZLNDIDIE, RETZ 7 A /LDiRY TT, CM & CMTS
DT TR—=ATA 2 TITAN—PRYR—FINTNBEIEL CMTS DA X —T = A AFE
BIOCMOBEETZ 7 A NTR—=ATA L TITAN—RNHERN /2o TND I EEMBLTLTE
éb\o

b= AR— MRICE 2 =T —BRETIAREELH Y T, —HORXU X —DET LT
1L uBR7246 DA v Z—T 2 A AFRETIRO <~ RPMBIZRDZENRH Y 7,

uBR (config-if)# cable privacy 40-bit-des
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MAC State --->>> 'operational state' cmWriteFlashFile("CM_BOOT", 0x8109180, 0xl3e) by
TID 0x83049b8 (tMACCtrl)

usrEraseSysFlash(1l, 0x1e0900, 0x13e) by TID 0x83049b8 (tMACCtrl)
BB IOR—RATF A T4 R — xIvz—Tay (WERER) DEFIITOND &, £
TAFEEREBLE R T T 4y 7 BRTETHERSTE ET,

BT LMIEERIGEIC /20 £9°8, BEREZHERE L2 WGEE2RH Y £9, Ziud, FFH0ELL
DHCP V —AFHOEER LI L > TRAET D AREM N H Y =7,
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B y—JLEFLORED S TN 2 —TF a2

F—T) ETLORED ST a—Fa 05

ZOHETE, RO —7/)V FT LOIREIZOWTEY EiFEd,

o Fr T A RHE (P.4-10)
o 7T A HRHE (P4-11)

o Ly UVY T rER nit(rl), init(r2), 3 L Winit(re) JREE (P.4-16)

e DHCP : init(d) k& (P.4-18)

e DHCP : init(i) 1kf& (P.4-20)

o TOD ZH#4 : init(t) JRHE (P.4-23)

o FTTay Ty A NGEEBLE ¢ init(o) JRAE (P.4-25)
 online, online(d). online(pk). online(pt) IKHE (P.4-26)
e reject(pk) 3 & DY reject(pt) JIRFE (P.4-29)

o BEE : reject (m) RTE (P.4-31)

o BE : reject (c) IREE (P.4-32)

ZOHETIE, F—TNVETLDT > Z7 2 LEIZONTHBI L, ZORETRIND Radio
Frequency (RF; MEMEE) R %2 N7 Ty a—T 4 735 HECO VT LET,

GE) ZZTHOMED LT, TTTIEH Y THAN RF ICEET ARIETY, Cisco uBR7246VXR
CFDORAALNICHDLCM EOREEZ N T TNy a—TFT 4 7T 50— HEZ T 51203,

ZOHEESRL T IEEN,

Cisco uBR7246VXR THRANIAE AT 5 & b 8] 72 =< > FiZ show cable modem T,

#show cable modem

Interface Prim Online Timing Rec QoS IP address MAC address
Sid State Offset Power

Cable2/0/U0 5 online (pt) 2290 -0.25 5 10.1.1.25 0050.7366.2223
Cable2/0/U0 6 offline 2287 -0.25 2 10.1.1.26 0050.7366.2221

Online State 7 ¢ —/L RIZIRREA £ L 9, WREF, £ 4200Fhnicen £,

& 42 gl

KEEE BTLL]

offline TN ETENETTTA LRI,

init (r1) =T BT ARV S EEE LT,

init (r2) =N BT LN D TR TH B,

init (rc) =TV BT LD DU INET Lz,

init (d) DHCP ZE:R %5245 L7z,

init (i) DHCP JG& %% 5 L1z, IP 7 RLANEID Y THhiz,
init (t) TOD AZHa73BR%A S 4172,

init (0) F T a7 A NMRENBGRE T,
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® 42 HEE @S

N B7L)]

online =T BT AIRGESIL, T —F DOEZIENAREIZ IR o T,

online(d) =TT MIBEEINTZN, TN ETLADFRy NU—7 T ERX
MhZ 72> TN B,

online(pk) =T BT MIBE S, BPLBEICR Y KEK BREID Yo,

online(pt) T BT MMIBEERI I, BPLAAMICAR Y, TEK 8810 4 ToHT,

reject (pk) KEK E7 A F—OHF Y B TRESR S,

reject (pt) TEK €7 A F—0HI Y Y THES I,

reject (m) TN BT LDRERERIT LIEA RAIER MIC (X v =Y O%ERET = v

7) AT& D BEITES SN,

reject (c) =)V BT ADVERERE AT L2, ARIEZR Class of Service (COS; ¥—E &

77 ) &Y, BEITEST SN,

WOHETIL., FHEDOME. BEXONEK, ELVIRE (X F42) 12T 520D FIEICONWT
AL E9,

LAl i oTiE, =70 BT LAPRMUOREEZER L THRE, A7 7 VICRDZERH Y 7,
r—7 )V &7 AT Quadrature Amplitude Modulation (QAM; EAIRIEZF) 7 v 7 NIRRT Db —
MBY 22 B A RIS LET,

Xy UTEENRH (VA ANRELTED),

AN Y — AFLEREEDIE L < 72,

DOCSIS 7 7 A )V THRE I TV A EIEHEMAE L < Zevy,

A AR —=ADT P H ) QAM EFHE S MFAE L7V,

Cisco uBR7246VXR @ cable modem change-frequency CTHiE STV D BRI IE L < 220,

WIZART DL, 5 L TAJIE 72 show controllers cable-modem 0 O H /)#ERDO— T3,

#sh

BCM

cont ¢ 0

Cable interface 0:

CM unit 0, idb 0x8086C88C, ds 0x8086E460, regaddr = 0x2700000, reset_mask 0x80
station address 0030.96£9.65d9 default station address 0030.96£9.65d9

PLD

VERSION: 1

Concatenation: ON Max bytes Q0: 2000 Q1: 2000 Q2: 2000 Q3: 2000

MAC
MAC

MAC
DS:
Us:

State is ds_channel scanning state, Prev States = 3
mcfilter 01E02F00 data mcfilter 00000000

extended header ON
BCM 3300 Receiver: Chip id = BCM3300
BCM 3300 Transmitter: Chip id = 3300

Tuner: status=0x00

Rx:

tuner freq 529776400, symbol rate 5361000, local freqg 11520000
snr_estimate 166 (TenthdB), ber estimate 0, lock threshold 26000
QAM not in lock, FEC not in lock, gam mode QAM 64 (Annex B)

: tx freg 27984000, symbol rate 8 (1280000 sym/sec)

power level: 6.0 dBmV (commanded)
7 (gain in US AMP units)
63 (BCM3300 attenuation in .4 dB units)

. [Rest of the displayed output is omitted]

| oL-4409-01-J
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#show interfaces cable 2/0 upstream 0

Cable2/0: Upstream 0 is up
Received 46942 broadcasts, 0 multicasts, 205903 unicasts
0 discards, 12874 errors, 0 unknown protocol

o711 C Signal to Noise ratio (SNR; 155t HEi bb) OHEEAIL 16.6 dB TJ . CM 2% 64 QAM
TIEFICEMET 572 O 72 EI1% 30 dB LA E T3, DOCSIS DX T A M) —ABLOT v 7 A
b U —ADEFICONTIE, REAFEEZZBL TS0, HEICL > T, B4F7e SNR (34dB 72
E) BELNTNDIDIZ, ANV R )AL RXRED ) A APRGFEETDHZENHYET, Zhix, €
0 ARy B— RCEEST DA ML TF T4 FEBEHA LAV ERHTE A, £ 270 R )
ARX%ERTHLOELT, BETEXRAWVWZT—RHDET, 20T —F, KIZART X D IZ show
interfaces cable 2/0 upstream 0 O H 5 RICHI L £,

fE2Y 10,000 53D 1 ZB 2 TWIUE, A 72UV AR ) A4 ARFET A EEZONE T,

CM TOfili /e AJIEII L~LZ 0dBmV TH Y |
ZOMEIFART MV T FIAFTHETEET, BEHLVSABMMET E 5851, [Cisco uBR 7246
Hardware Installation Guide] DIRICHE- T, T T ar N"—FERELZTIIR RN &0
HVET, BHEL-VULPRTEDA, MBERA— MEGE TSI LICHEEZINZ 5 2 ENNERY;
AbdET, FFEDEEET ) A ANRLTELEEIE, AT T AN THIOEBRE D BRIR D
FIRBIENHY ET,

252845 packets input, 1 uncorrectable

12871 noise, 0 microreflections Total Modems On This Upstream Channel :

active)

Default MAC scheduler

Queue [Rng Polls] 0/64, fifo queueing, 0 drops
Queue [Cont Mslots] 0/104, fifo queueing, 0 drops
Queue [CIR Grants] 0/64, fair queueing, 0 drops
Queue [BE Grants] 0/64, fair queueing, 0 drops
Queue [Grant Shpr] 0/64, calendar queueing, 0 drops
Reserved slot table currently has 0 CBR entries
Req IEs 77057520, Reg/Data IEs 0

Init Mtn IEs 1194343, Stn Mtn IEs 117174

Long Grant IEs 46953, Short Grant IEs 70448

Avg upstream channel utilization : 1%

Avg percent contention slots : 96%

Avg percent initial ranging slots : 4%

Avg percent minislots lost on late MAPs : 0%
Total channel bw reserved 0 bps

CIR admission control not enforced

Current minislot count : 7192093 Flag: 0
Scheduled minislot count : 7192182 Flag: 0

L — O#EPIL -15 dBmv ~ +15 dBmV T,

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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CM T QAM B v 7 PRI L TV A0 E D a3 5121, debug cable-modem mac log verbose
BFATLET, RO LD RENFERBRRINET,
2d18h: 239198.516 CMAC_LOG_LINK_DOWN
2d18h: 239198.516 CMAC_LOG_LINK_ UP
2d18h: 239198.516 CMAC_LOG_STATE_CHANGE ds_channel scanning
state
2d18h: 239198.520 CMAC_LOG _WILL SEARCH DS FREQUENCY BAND  99/805790200/99770
2d18h: 239198.520 CMAC_LOG WILI, SEARCH DS_FREQUENCY BAND  98/601780000/79970
2d18h: 239198.520 CMAC_LOG_WILL,_SEARCH DS_FREQUENCY BAND  97/403770100/59570
2d18h: 239198.524 CMAC_LOG_WILL,_SEARCH DS_FREQUENCY BAND  96/73753600/115750
2d18h: 239198.524 CMAC_LOG_WILL SEARCH DS _FREQUENCY BAND  95/217760800/39770
2d18h: 239198.528 CMAC_LOG _WILL SEARCH DS FREQUENCY BAND  94/121756000/16970
2d18h: 239198.528 CMAC_LOG _WILI, SEARCH DS FREQUENCY BAND  93/175758700/21170
2d18h: 239198.528 CMAC_LOG _WILI, SEARCH DS FREQUENCY BAND  92/79753900/857540
2d18h: 239198.532 CMAC_LOG_WILI,_SEARCH DS_FREQUENCY BAND  91/55752700/677530
2d18h: 239198.532 CMAC_LOG_WILL_SEARCH DS _FREQUENCY BAND  90/177000000/21300
2d18h: 239198.532 CMAC_LOG_WILL_ SEARCH DS _FREQUENCY BAND  89/219000000/22500
2d18h: 239198.536 CMAC_LOG WILL SEARCH DS FREQUENCY BAND  88/141000000/17100
2d18h: 239198.536 CMAC_LOG WILI, SEARCH DS FREQUENCY BAND  87/135012500/13500
2d18h: 239198.540 CMAC_LOG _WILI, SEARCH DS FREQUENCY BAND  86/123012500/12900
2d18h: 239198.540 CMAC_LOG_WILI, SEARCH DS_FREQUENCY BAND  85/405000000/44700
2d18h: 239198.540 CMAC_LOG_WILL SEARCH DS _FREQUENCY BAND  84/339012500/39900
2d18h: 239198.544 CMAC_LOG_WILL SEARCH DS _FREQUENCY BAND  83/333025000/33300
2d18h: 239198.544 CMAC_LOG WILL SEARCH DS FREQUENCY BAND  82/231012500/32700
2d18h: 239198.544 CMAC_LOG _WILI, SEARCH DS FREQUENCY BAND  81/111025000/11700
2d18h: 239198.548 CMAC_LOG WILI, SEARCH DS FREQUENCY BAND  80/93000000/105000
2d18h: 239198.548 CMAC_LOG_WILI, SEARCH DS_FREQUENCY BAND  79/453000000/85500
NOTE—unable to lock on:
2d18h: 239198.552 CMAC_LOG WILL SEARCH SAVED DS FREQUENCY 453000000
2d18h: 239199.672 CMAC LOG DS NO QAM FEC LOCK 453000000
2d18h: 239200.788 CMAC_LOG DS _NO_QAM FEC_LOCK 453000000
2d18h: 239201.904 CMAC_LOG DS _NO_QAM FEC_LOCK 453000000
2d18h: 239203.020 CMAC_LOG_DS_NO_QAM FEC_LOCK 459000000
CM T QAM w v 7 BRI ZDHIDBM E LT, 7y Far"—F TRESNLF T AR —A
HFODBEEEPIELS 2WEERH D £, =& 213, ALCKOERE 6 MHz F ¥ R/VHHRICKHS L7z
National Television Systems Committee (NTSC) ¥~ v 71 LAvE, HOLEEED 651 MHz O
F v /L 100-100 (X 648.0 ~ 654.0 ZfEA L TWET, LarL, 74 X+ U T EAEETIHET S
FHRFENTT v T a2 2 AL TWAGE (e 2, PLAEKEY b 1.75 MHz
RWER AT 5 GIC6U 72 &) F % /1 100-100 TIX/E KL% 649.25 MHz (Z3%7E T 5 205
B ET,
X< HBHDFRY L LT, Cisco Broadband Configurator (cisco.com 75 DX 7 > 12— KTAFA[FE
@ Radio Frequency Info D TIZ& 5 Downstream Frequency 7 4 —/v R TIE L < 72 W EREZ R ET
LT ENBHYET, BE, O T a CCREREAEETOLEXSY EEA, L, BE
et BREDET A ERRDEWE Ty 7 LRTERLRVWE X2 L) 11, Ak X 912
WE) e B2 RIS ALERH Y £, ROT ANy ZTHINE, ZOEAEZRLTVWET, 22
T, CM [ZHHMRAET 453 MHz (21 v 7 Sh, £ D% DOCSIS &RIE 7 7 A /L THRIE Sz 535.25
MHz IZa vy 7 EnET, Lo THr—7 1 723V By FEah, 207 ot AN ERRIZH
VIRENET,
Cisco Broadband Access Center for Cable 7 FS =X kL—% HM4 K
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4d00h: 345773.916 CMAC_LOG WILL SEARCH SAVED DS FREQUENCY 453000000
4d00h: 345774 .956 CMAC_LOG_UCD_MSG_RCVD
4d00h: 345775.788 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000
4d00h: 345775.792 CMAC_LOG_DS_CHANNEL_SCAN COMPLETED
4d00h: 345775.794 CMAC_LOG_STATE_CHANGE wait_ucd_state
4d00h: 345776.946 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345778.960 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345778.962 CMAC_LOG _ALL_UCDS_FOUND
4d00h: 345778.966 CMAC_LOG_STATE_CHANGE wait_map_state
4d00h: 345778.968 CMAC LOG_FOUND US_ CHANNEL 1
4d00h: 345780.996 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345781.000 CMAC_LOG_UCD_NEW_US_FREQUENCY 27984000
4d00h: 345781.004 CMAC_LOG_SLOT_SIZE CHANGED 8
4d00h: 345781.084 CMAC_LOG_UCD_UPDATED
4d00h: 345781.210 CMAC_LOG_MAP_MSG_RCVD
4d00h: 345781.212 CMAC_LOG_INITIAL_RANGING MINISLOTS 40
4d00h: 345781.216 CMAC_LOG_STATE_CHANGE ranging_1_state
4d00h: 345781.220 CMAC_LOG_RANGING OFFSET SET TO 9610
4d00h: 345781.222 CMAC_LOG_POWER_LEVEL_IS 22.0 dBmV (comma)
4d00h: 345781.226 CMAC_LOG_STARTING_RANGING
4d00h: 345781.228 CMAC_LOG_RANGING_ BACKOFF_SET 0
4d00h: 345781.232 CMAC_LOG_RNG_REQ_QUEUED 0
4d00h: 345781.272 CMAC_LOG_RNG REQ TRANSMITTED
4d00h: 345781.280 CMAC_LOG_RNG_RSP_MSG_RCVD
4d00h: 345781.282 CMAC_LOG_RNG_RSP_SID ASSIGNED 3
4d00h: 345781.284 CMAC_LOG_ADJUST_RANGING OFFSET 2288
4d00h: 345781.288 CMAC_LOG_RANGING_OFFSET_SET_TO 11898
4d00h: 345781.292 CMAC_LOG_ADJUST TX_ POWER 7
4d00h: 345781.294 CMAC_LOG_POWER LEVEL IS 24.0 dBmV (comma)
4d00h: 345781.298 CMAC_LOG_STATE CHANGE ranging 2 state
4d00h: 345781.302 CMAC_LOG_RNG_REQ_QUEUED 3
4d00h: 345782.298 CMAC_LOG_RNG_REQ TRANSMITTED
4d00h: 345782.300 CMAC_LOG_RNG_RSP_MSG_RCVD
4d00h: 345782.304 CMAC_LOG_RANGING_SUCCESS
4d00h: 345782.316 CMAC_LOG_STATE_CHANGE dhcp_state
4d00h: 345782.450 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.25
4d00h: 345782.452 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.10.20.1
4d00h: 345782.456 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.10.20.2
4d00h: 345782.460 CMAC_LOG _DHCP_SET GATEWAY ADDRESS
4d00h: 345782.464 CMAC_LOG_DHCP_TZ_OFFSET 0
4d00h: 345782.466 CMAC_LOG_DHCP_CONFIG_FILE NAME frequency.cm
4d00h: 345782.470 CMAC_LOG_DHCP_ERROR ACQUIRING SEC_SVR

ADDR
4d00h: 345782.474 CMAC_LOG_DHCP_COMPLETE
4d00h: 345782.598 CMAC_LOG_STATE_CHANGE establish_tod_ state
4d00h: 345782.606 CMAC_LOG_TOD_REQUEST SENT
4d00h: 345782.620 CMAC_LOG_TOD_REPLY_RECEIVED 3178880491

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
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4d00h: 345782.628 CMAC_LOG_TOD COMPLETE

4d00h: 345782.630 CMAC_LOG_STATE_ CHANGE security associate_
state

4d00h: 345782.634 CMAC_LOG_SECURITY_ BYPASSED

4d00h: 345782.636 CMAC_LOG_STATE_CHANGE configuration file

4d00h: 345782.640 CMAC_LOG_LOADING CONFIG FILE frequency.cm

4d00h: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modemO, changed state to
up
4d00h: 345783.678 CMAC_LOG_CONFIG FILE PROCESS_COMPLETE

NOTE—frequency override:

4d00h: 345783.682 CMAC_LOG_DS_FREQ OVERRIDE 535250000

4d00h: 345783.686 CMAC_LOG_STATE CHANGE reset_hardware state

4d00h: 345784.048 CMAC_LOG_STATE_CHANGE wait_for link up_ state

4d00h: 345784.052 CMAC _LOG DRIVER INIT IDB RESET 0x082A5226

4d00h: 345784 .054 CMAC_LOG_LINK DOWN

4d00h: 345784.056 CMAC_LOG_LINK UP

4d00h: 345784 .062 CMAC LOG STATE CHANGE ds_channel scanning
state

4d00h: 345785.198 CMAC_LOG_DS_NO_QAM FEC_LOCK 535250000

4d00h: 345785.212 CMAC_LOG_DS_TUNER_KEEPALIVE

4d00h: 345787.018 CMAC_LOG_UCD_MSG_RCVD 1

4d00h: 345787.022 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000

Cisco uBR7246VXR L ® cable modem change-frequency TH&E S 7/Z A ENIE L < 20 BT,
CM TREEHE DY D B2 B 5AE L E T, V—F TERE SN EEEDIEL BRI LT id i,
LR E REORERIZ/A Y 77, Cisco uBR7246VXR @ cable modem change-frequency =~ > N|XA4
Tra T, BEITZT 74N P TERSNET,

AU ARNY) = A F ¥ XVORGBIOBEOHENETT 5L ROZRAT L LTHRT v
ANY =N FYRVOFEMTONET, F—7 NV ET AL, Ty T AN —A Fx RLOYH
)72 7 a XT ¢ 3 E £ 415 Upstream Channel Descriptor (UCD; 7 A U — A F X X)L T 4 AT
V7%) ZELET, 7rT7120F N—A RN T4 AT VT RZITERS N T D EEH &
M. T RNVIE, BEOZOMONNT A—=22 8030 £7,

=7V BT ANMEMFREZR UCD % RO bR WGE, ZOFT AMIT v 7 AR — LA F—b
ZDEMEN TN RN T U R =L Fx F RICh D AEERH Y £+, Zhid, r—F O
FICEURZHDELDEEZ HNET, ZDOHATL. show controller cable x =~ > K& H L THeR
TEET, F—7 7 AREAFREZ UCD 2 Ao 62 0WilloEl & LCid, 20— R
T2 T EIEMAC R A=A ST 4 AT VT HNONRTGA—=F PR =ML TRV ENEZD
AVET, ZAuF, Cisco uBR7246VXR DFREIZFEY 238 57>, CM 23 DOCSIS IZHEHL L TUN7RUNF]
HEMERH Y 7,

fEHATEEZ: UCD M R2MmB L, r—7 N BT LI MAP (FFIRIEEIV YTy ) Ave—TVD%
BEMBLET, MAPIZIXT v 7" A b U — AOHIRIEH U Y TR~ » 7R EENTWET, IF
o7y arPgEIi=rny My BT &, lx DT LAIE VS THRET, MAP IZ
X, 7a— K%y A, a7 var_X—A0A T TR (Fld7ue—F¥xy 2 ) L
VUV ITROERLH Y £, — 7L EF A, Cisco uBR7246VXR L v P TR
(RNG-RSP) TIZET 25 E T, MAP D 2O DFHEBIZET LHEOYI L ¥ 0 VR EZFET D
MENH D £7,

T2 # A ~ =22 A CM B A > 7 F 2 A& o b e WA, Cisco
uBR7246VXR DFREIZFR YD R7R2WINE D PEFER L T IEI W, Elo . V—F DI —T N A F—
7 = A A® insertion-interval HHERR T DM NH Y F77,
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Loy 7o+ X init(r1), init(r2). &V init(rc) 1REE
ZOBERETIZ, CM LYy Y S R R L, #Y7 AJ1EE ) L L T Cisco uBR7246VXR
WZEET D DB RREBEN LV EHELET, BFBREFEINAEEENT. BX% 40
~ 50 dBmV T9 (uBR7246 AJJE /173 0dBmV TH HHEAICTESL), ZOMEIZ. ~N—F7 =TI
KXo THERDIGELHVET, XV AN —A Fy RV EREERIC, Ty 7 AR —4A Fy 3%
AMNDOF ¥ U T 4, Cisco uBR7246VXR L I — "3 VARV EFRBITE CTE v MR EREMNT D
FEEL WD RMI ERFONERH Y £7,

CM IV > v 73K (RNG-REQ) A v & — % Cisco uBR7246VXR 126D, L VU FIRE
(RNG-RSP) Ay bB—U RNk RINTL 22, FLIE T3 XA ~—BNUNL5D0EFHET, T3 D
HALT T IBREAELEZGEE. U N TIARESELET, U NTAEENY T A KEELY
boRTE, =T BT ATE D EVES L UL THIO RNG-REQ Z & ELES, Loy s
7a A MAP O A VT F U AER E LT 0 — R v 2 MEKCEA L E 9, 2. Cisco
uBR7246VXR 78, MAP ND =% ¢ A MEFIZEEH T % Service Identifier (SID; —E A ID) & %
72T AZE) BT TWRNWEZD T, 207, 7Jua— KXy 2 s Lo JiFarsryay
NR=2E72Y, aYTa rORBEZITET, TNEMET DL, 7 —7 0V EF7 5L RNG-REQ
EEDOMDT U H N2 RNy 7 A TR EFRET 720D L7 Ny 247 T3 ) X AEE
ZTCWET, ZDO7T /LT U X AL, cable upstream range-backoff =~ > N&fHH L CHRETE ET,

{5158 /)03 Cisco uBR7246VXR (IZ%f L TH4372 L~ULIZiE#ET 5 & Cisco uBR7246VXR (3 — K72
SID % &% RNG-RSP T RNG-REQ IZ/HELET, ZDOSIDIE, Z=Fr¥ A LYV THEAS
D MAP WD =% ¥ X MEERHEBOFEINHEH S NET,

WO, init(r]) PREEICH D CM BSPIHI L > P B 258 T TE RN L AR LTV ET,

r#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power
Cable2/0/U0 6 init (rl) 2813 12.00 2 0 10.1.1.22 0050.7366.1e01

WDT NNy ZE, CMBL P T Tat A0%ETICEBRLTTI ¥4 ~—tiht7Zey, Vky b
S BRI ZR L TUWET, Cisco uBR7246VXR 78 CMAC_LOG_ADJUST TX_POWER £ vt —
EEEFEL, CMIZH L TENZRET L ILIHOBEREZH LTS Z RN £,

1w3d: 871160.618 CMAC_LOG STATE CHANGE ranging 1 state
1w3d: 871160.618 CMAC_LOG RANGING OFFSET SET TO 9610

1w3d: 871160.622 CMAC LOG POWER LEVEL IS 19.0 dBmV (comman)
1w3d: 871160.622 CMAC_LOG STARTING RANGING

1w3d: 871160.622 CMAC_LOG RANGING BACKOFF_SET 0

1w3d: 871160.622 CMAC_LOG RNG REQ QUEUED 0

1w3d: 871160.678 CMAC_LOG RNG REQ TRANSMITTED

1w3d: 871160.682 CMAC LOG RNG RSP MSG RCVD

1w3d: 871160.682 CMAC_LOG RNG RSP _SID ASSIGNED 6

1w3d: 871160.682 CMAC LOG ADJUST RANGING OFFSET 2813

1w3d: 871160.682 CMAC_LOG RANGING OFFSET SET TO 12423

1w3d: 871160.686 CMAC LOG ADJUST TX POWER 48

1w3d: 871160.686 CMAC_LOG STATE CHANGE ranging 2 state
1w3d: 871160.686 CMAC_LOG RNG REQ QUEUED 6

1w3d: 871161.690 CMAC_LOG_RNG_REQ TRANSMITTED

1w3d: 871161.690 CMAC_LOG RNG RSP _MSG RCVD

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
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1w3d: 871161.694 CMAC_LOG_ADJUST TX_ POWER -36
1lw3d: 871161.694 CMAC_LOG_RANGING_CONTINUE
1lw3d: 871162.698 CMAC_LOG_RNG_REQ TRANSMITTED
1w3d: 871162.898 CMAC LOG T3 TIMER
1lw3d: 871163.734 CMAC_LOG_RNG_REQ TRANSMITTED
1w3d: 871163.934 CMAC_LOG_T3_ TIMER
1w3d: 871164 .766 CMAC_LOG_RNG_REQ_TRANSMITTED
1w3d: 871164.966 CMAC_LOG_T3_TIMER

131.CABLEMODEM.CISCO: 1lw3d: %UBR900-3-RESET T3 RETRIES EXHAUSTED: R03.0 Ranging

1w3d: 871164.966 CMAC_LOG_RESET_ T3_RETRIES_ EXHAUSTED
lw3d: 871164 .966 CMAC_LOG_STATE CHANGE reset interface state
1lw3d: 871164.966 CMAC_LOG_STATE_CHANGE reset_hardware_state

Note: init(rl) is ranging 1 state and init(r2) is ranging 2 state

MDA FIZXY, CM TOIREEI ORI EHR TE £,

#sh cont cable-modem 0

BCM Cable interface 0:

CM unit 0, idb 0x2010AC, ds 0x86213E0, regaddr = 0x800000, reset mask 0x80
station address 0050.7366.2223 default station address 0050.7366.2223

PLD VERSION: 32

MAC State is wait for link up state, Prev States = 2
MAC mcfilter 00000000 data mcfilter 00000000

MAC extended header ON
DS: BCM 3116 Receiver: Chip id = 2
US: BCM 3037 Transmitter: Chip id = 30AC

Tuner: status=0x00
Rx: tuner freqg 0, symbol rate 5055932, local_ freqg 11520000
snr_estimate 30640, ber estimate 0, lock threshold 26000
QAM not in lock, FEC not in lock, gam mode QAM 64
Tx: tx_freg 27984000, power level 0x20 (8.0 dBmV), symbol rate 8 (1280000 sym/s)

T=T N T LR D TR B IEICHED RGBT ARETEE ) LAV T TR T E DR
WeBZONET, EAREA— FCREZFHES S 2 LICL VBN ZRETE T, BELZH
R MERITEEE S VL B LET, 20 ~ 30 dBmV OJEN L0 D 2 L 2 BEID L
iﬁ—o

WL >0 2 init(el) D%, 7 — 70 7 AT init(r2) 1SERF T, init(2) TiE, X —7 0 T L
MHDEENIELWNWZ A IV VTG &I, £ DFEFED CiscouBR7246VXR L v — /X TD AFIES]
LAV DOFHFRFIZINED LT 5720, =TV TET AIEEOXA IV T 78y M EE
NNV ERETDILERHY T, ZOREIT=2=%+% A h® RNG-REQ ¥ L U RNG-RSP # v
T—TDORYEY Z@E U TEITENET, RNGRSP A vE—IIi2iE, ¥—7 /0 BF LA THETLAR
TR RWENBLOZ A I A7y FOFTEENREENTHET,

=7 FF AlE, RNG-RSP A v —UTL U P FORMAREND D, £ 7213 init(re) RAE~
DREFEIZEL > TL P 7 N5E T T 5% TRNG-REQ # %8 L. RNG-RSP T & 1T & E1T
LET, =7/ 7T LN it (12) 2> BIEICHED 72 WIEAIE, BB EZHETILERH Y 7,
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init(r2) RHED CM O NFREZRIR LET, Rec Power FIOBRIZH DT AX VAT (*) FiEIE,
A RBITREEN ZOFT LA TT 7T 4 T2l oTWDHZ EERLTWET, B (1) 2%k
IRENTZGEIE, T =TV BT ARRKRIBEBENCELEZI EZERLET,

#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
Sid State Offset Power
Cable2/0/U0 5 init (r2) 2289 *4 .00 2 0 10.1.1.25 0050.7366.2223

DHCP : init(d) {X5E

LoD U IR L, IROBEMEE LTCTDHCP IC L D%y NU— 7 BREDEENMTHONET,

R show cable modem O H /JFRiZ, 7 — 7L FF L7 init(d) IRAEICH D Z &, O F Y DHCP 3
RKECMPOZEFELIZZ EZRLTWET,

#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address |MAC address
Sid State Offset Power
Cable2/0/U0 7 init (d) 2811 0.25 2 0 10.1.1.20 0030.96£9.65d9

M [ init(r]) 275 init(d) £ TORBAERICHERT 52 LITHEELTLLESWV, EX 6N HKN A
&Lrbiﬁo
¢ Cisco uBR7246VXR 7>% DHCP H—/3~0 TP il (2 B3 % R,
* DHCP #—DF T,
o ST 74NV K 5 — Uz A3DHCP — R THREINTWVND
e CM TOREEIIME,

Cisco uBR7246VXR 7> % DHCP $—/NZ PING #3795 Z &LIEXTE E9 23, DHCPIZIEL L 720

T—= b Tz ADRFKEINDEWVSMETEZA2FEENH Y 9, Z ik, DHCP i Cisco
UBR7246VXR 7 —T N A VB —T 2 A ADT T A<V IP T KL AGETE 72, DHCP 7 «
AHNY T2—ATY—APT FLRAELTEHENAZED XV IPT RLRIZITIGETE RN
72HTT,

DHCP IREED~=T 2 A N T T =N NAK TlIR<< XA LT 7 hE LTHEHNDZENILSHV F
9, DHCP * v ¥ —DJEFF1E, DISCOVER, OFFER, REQUEST. ACK T7ittiE7e v £ A,
DHCP ¥—/3/25 OFFER & N2V IRIET /7 — 7L £5 A8 DISCOVER %2415 L TV A4
WD a~< RaMiH LT, CiscouBR7246VXR @ UDP T3 7 & 4 2 L TL 72 &0,

# debug ip udp

4d01h: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

4d01h: BOOTP: opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops

4d01h: UDP: forwarded broadcast 67 from 10.1.1.10 to 10.20.20.9 on Ethernet0
4d01h: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

4d01h: BOOTP: opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops

4d01h: UDP: forwarded broadcast 67 from 10.1.1.10 to 10.20.20.9 on EthernetO
4d01h: UDP: rcvd src=172.17.110.136(67), dst=10.1.1.10(67), length=314
4d01lh: BOOTP: opcode 2 from host 10.20.20.9 on Ethernetl/0, 0 secs, 0 hops

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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4d01h: BOOTP: Broadcasting response 10.20.20.9 -> 10.1.1.20 (Cable2/0)
4d01h: UDP: forwarded broadcast 68 from 10.20.20.9 to 255.255.255.255 on Ca0
4d01h: UDP: rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584
4d01h: BOOTP: opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops
4d01h: UDP: forwarded broadcast 67 from 10.1.1.10 to 110.20.20.9 on EthernetO
4d01h: UDP: rcvd src=10.20.20.9(67), dst=10.1.1.10(67), length=314
4d01h: BOOTP: opcode 2 from host 10.20.20.9 on Ethernetl/0, 0 secs, 0 hops
4d01h: BOOTP: Broadcasting response 10.20.20.9 -> 10.1.1.20 (Cable2/0)
4d01h: UDP: forwarded broadcunast 68 from 10.20.20.9 to 255.255.255.255 on 1
All possible debugging has been turned off
A
ZE AL EOET L %&AH 272 uBR7246 (==Y )L T r— RN R =) ETTF Ny 7 avy
REETTLH LT3y ZIkET 5728 Cisco uBR7246VXR (2 & > TV A7 ApME 1T 5 AlREME
NHYET, ZOHEITE, TRTOFr—71 =7 ACTREN Kb BEARH Y, T3 7
DEERB 2720 £,
TNy T A=V ORIINT y EBRBNRVES, ZOET AOEKLTHL =T A v
4 —7 A A C cable helper-address LOFRELXF =7 LET, ZOXPIELLSFEEINTNT,
DHCP #— DY 7 Xy hDO/Ty b b L—ATH—7 /v £7 L5 DHCP /37 v R 3EE &
NTWRNWZ LR LD, ET LD —T N A v Z—T =4 AOM =7 — & /BT D0, F
721% Cisco uBR7246VXR D7 —T /b A v B —T 2 A AD N7 — %R L E T, WREE @D T
CM D hT7 U AIyZOBEBNEDL BTS2 L BHERTT,
DHCP 4 —/30# 7 % v MEREEEN TS/ MEBIUL, /87 A —F OERE T —H 0 4
TZT—=BRVWNEIMEET LDT Ny T Ayt —VTFzv 7 LET, ZOBEEO T TV
Va—7 47T, CM & DHCP h— A DON—TF 4 v 7 EFET 20ERHY 3, £,
DHCP #—/3OFEER DHCP O 1 IOV T HFEF = v 7 LET,
CM T debug cable-modem mac log verbose =~ > R&E/T L THLNTZT Ny 7 HlZRIRLE
B
lw3d: 865015.920 CMAC_LOG_RANGING_ SUCCESS
lw3d: 865015.920 CMAC_LOG_STATE_CHANGE dhcp_state
lw3d: 865053.580 CMAC_LOG_RNG_REQ TRANSMITTED
1w3d: 865053 .584 CMAC_LOG_RNG RSP _MSG_RCVD
lw3d: 865055.924 CMAC_LOG_WATCHDOG_TIMER
131.CABLEMODEM.CISCO: 1lw3d: %UBR900-3-RESET DHCP WATCHDOG_ EXPIRED:
Cable Interface Reset due to DHCP watchdog timer expiration
1w3d: 865055.924 CMAC_LOG_RESET DHCP WATCHDOG EXPIRED
lw3d: 865055.924 CMAC_LOG STATE CHANGE reset interface state
1w3d: 865055.924 CMAC_LOG_DHCP_PROCESS_ KILLED
lw3d: 865055.924 CMAC LOG STATE CHANGE reset hardware state
FOFITIE, DHCP 7REARKK L, F—7 NV T LRty FEREZENbr0 £,
Cisco Broadband Access Center for Cable 7 FS =X kL—% /(4 F
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DHCP : init(i) $X&&

DHCP ZRA~DIGEZZFELTIP 7 RLANRTF—T7 )0 5 AZE D Y TH N5 & IRD show cable
modem =~ > K TCTHJJ &I AHREEIL init(i) 12720 £,

#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 7 init (1) 2815 -0.25 2 0 10.1.1.20 0030.96£9.65d9

L oFERTIZ, CM 23 init(i) JRAED B SEICHEA TV ER A, show cable modem % # V) K L5179 %
&L RIZ— TV T AT init(r]), init(r2), init(rc). init(d) 3 & T init(i) DO & MERIZIEER L £ 7,

=TV T A init() > HEICEFE R VER E LT, L<HIFERERICRLET,

e DHCP ¥ — _"TIHEZIN TS DOCSIS 7 7 A LBIELL Wy, £72I13ERTH D,
e TFTP YV — O, TP 7 RLANRELL 72, TFTP 4 — "R BFEARFETH D72 L,
o TOD £/-3XA I T F 7%y FOEBISICEET % B,

o DHCP #HEMND Router DFREMNIE L < 720>,

=7 ET AL init() FTEHEGZEL TWADO T, IPT FLADOEBETIERET LTWAZ E2ib
MY ET, 2O E1E, RIRT 7 —T VET L TO debug cable-modem mac log verbose =2~ > N

DHNERP DN £,
3d20h: 334402.548 CMAC_LOG_RANGING SUCCESS
3d20h: 334402.548 CMAC LOG STATE CHANGE dhcp_ state

NOTE—IP address Assigned to CM:

3d20h: 334415.492 CMAC LOG DHCP ASSIGNED IP ADDRESS 10.1.1.20
3d20h: 334415.492 CMAC_LOG DHCP_TFTP SERVER ADDRESS 10.20.20.9
3d20h: 334415.492 CMAC_LOG DHCP TOD SERVER ADDRESS 10.20.20.9
3d20h: 334415.492 CMAC_LOG DHCP SET GATEWAY ADDRESS

3d20h: 334415.492 CMAC_LOG DHCP_TZ OFFSET 0

NOTE-DOCSIS file CM is trying to load:

3d20h: 334415.496 CMAC_LOG_DHCP_CONFIG FILE_ NAME nofile

3d20h: 334415.496 CMAC_LOG_DHCP_ERROR_ACQUIRING SEC_SVR_ADDR

3d20h: 334415.496 CMAC_LOG_DHCP_ERROR_ACQUIRING LOG ADDRESS

3d20h: 334415.496 CMAC_LOG_DHCP_COMPLETE

3d20h: 334415.508 CMAC_LOG_STATE_CHANGE establish tod state

3d20h: 334415.512 CMAC_LOG_TOD_ REQUEST_ SENT 10.20.20.9

3d20h: 334415.524 CMAC_LOG_TOD REPLY RECEIVED 3178343318

3d20h: 334415.524 CMAC_LOG_TOD COMPLETE

3d20h: 334415.528 CMAC_LOG_STATE_CHANGE security association
_state

3d20h: 334415.528 CMAC_LOG_SECURITY_ BYPASSED

3d20h: 334415.528 CMAC_LOG_STATE_CHANGE configuration file

NOTE-DOCSIS file name:
3d20h: 334415.528 CMAC_LOG_LOADING CONFIG FILE nofile

133 .CABLEMODEM.CISCO: 3d20h: $LINEPROTO-5-UPDOWN: Line protocol on Interface cap

3d20h: 334416.544 CMAC LOG CONFIG FILE TFTP FAILED -1
3d20h: 334416.548 CMAC LOG CONFIG FILE PROCESS COMPLETE
3d20h: 334416.548 CMAC LOG RESET CONFIG FILE READ FAILED

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
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FIREIZ, TFTP — N3 AMETHLRIC LI 2= T —BNA LN, REL Ty =7 T AN
Uty hENTRILZ e AL ERIIERT A Z L1270 £,

3d21h:
3d21h:

NOTE-TFTP Server

3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:

3d21h:
3d21h:
3d21h:

133 .CABLEMODEM. CISCO:

3d21h:

3d21h:

336136.520 CMAC_LOG_STATE_CHANGE dhcp_state
336149.404 CMAC_LOG_DHCP_ASSIGNED IP ADDRESS 10.1.1.20

address
336149.404 CMAC_LOG_DHCP_TFTP_SERVER ADDRESS 10.1.1.10
336149.404 CMAC_LOG_DHCP_TOD_ SERVER ADDRESS 10.1.1.20
336149.404 CMAC_LOG_DHCP_SET_ GATEWAY ADDRESS
336149.404 CMAC_LOG_DHCP_TZ OFFSET 0
336149.408 CMAC_LOG_DHCP_CONFIG_FILE_ NAME platinum.cm
336149.408 CMAC_LOG_DHCP_ERROR ACQUIRING SEC_SVR ADDR
336149.408 CMAC_LOG_DHCP_ERROR_ACQUIRING LOG_ADDRES
336149.408 CMAC_LOG_DHCP_COMPLETE
336149.420 CMAC_LOG_STATE CHANGE establish tod state
336149.424 CMAC_LOG_TOD_ REQUEST_ SENT 10.1.1.20
336149.436 CMAC_LOG_TOD REPLY RECEIVED 3178345052
336149.436 CMAC_LOG_TOD_COMPLETE
336149.440 CMAC_LOG_STATE_CHANGE security association

state

336149.440 CMAC_LOG_SECURITY BYPASSED
336149.440 CMAC_LOG_STATE_CHANGE configuration file
336149.440 CMAC_LOG_LOADING CONFIG FILE platinum.cm

336163.252

336163.252

3d21h: $LINEPROTO-5-UPDOWN: Line protocol on Interface cap
CMAC_LOG_RNG_REQ TRANSMITTED

CMAC LOG RNG RSP MSG RCVD

NOTE-TFTP process failing:

3d21h:
3d21h:
3d21lh:
3d21h:

336165.448
336165.448
336165.452

336165.452

CMAC LOG CONFIG FILE TFTP FAILED -1
CMAC LOG CONFIG FILE PROCESS COMPLETE
CMAC LOG RESET CONFIG FILE READ FAILED

CMAC_LOG_STATE CHANGE reset interface_ state

Time of Day (TOD; F¥%|) £72134 A4 07 A7y hOBRBCETIMERDH LI HEL, 7r—7
VBT HIA L TA Y AT —HRTELER A,

3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:
3d21h:

338322.500
338334.260
338334.260
338335.424
338335.424
338335.424
338335.424
338335.424
338335.424
338335.428
338335.428

338335.428

CMAC_LOG_STATE_CHANGE dhcp_state
CMAC_LOG_RNG_REQ TRANSMITTED
CMAC_LOG_RNG RSP _MSG_RCVD

CMAC_LOG_DHCP_ASSIGNED_IP_ ADDRESS 10.1.1.20
CMAC_LOG DHCP_TFTP_ SERVER ADDRESS 10.10.10.1
CMAC_LOG_DHCP_ERROR_ACQUIRING_TOD ADDRESS

CMAC_LOG DHCP_SET GATEWAY ADDRESS

CMAC LOG DHCP ERROR _ACQUIRING TZ OFFSET
CMAC_LOG_DHCP_CONFIG FILE NAME platinum.cm
CMAC_LOG DHCP_ERROR ACQUIRING SEC_SVR ADDR
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

CMAC_LOG DHCP COMPLETE

| oL-4409-01-J
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3d21h:  338335.428 CMAC LOG RESET DHCP FAILED
3d21h:  338335.432  CMAC_LOG_STATE CHANGE
3d21h:  338335.432 CMAC LOG STATE CHANGE
3d21h:  338336.016 CMAC LOG STATE CHANGE

reset_interface_state
reset_hardware_state

wait for link up state

CiscoIOS N—T 2 > 12.1(1) KV bETON—Va U T F—T NV ET LA T4 02T 570
\Z, TOD % DHCP % — NTHETLHILENRHV E L7, LA L, Cisco I0S /N— 3 > 12.1(1) LA
B CIZTOD 1T EHV A, 7277 L, F—7 I EF AT, RICET LB Efx s (I

ATy NERRETOMERDHY £,

344374.528 CMAC_LOG STATE CHANGE dhcp_state
344377.292 CMAC_LOG_RNG REQ TRANSMITTED

344377.292 CMAC_LOG RNG RSP _MSG RCVD

344387.412 CMAC_LOG DHCP_ASSIGNED IP ADDRESS 10.1.1.20
344387.412 CMAC LOG DHCP TFTP SERVER ADDRESS 10.10.10.1

NOTE— TOD server IP address obtained:

344387.412 CMAC_LOG_DHCP_TOD_SERVER ADDRESS 10.10.10.1

344387.412 CMAC_LOG_DHCP_SET_GATEWAY_ ADDRESS

NOTE— Timing offset not specified in DHCP server:

344387.412 CMAC LOG DHCP ERROR ACQUIRING TZ OFFSET

344387.412 CMAC LOG DHCP CONFIG FILE NAME platinum.cm
344387.412 CMAC LOG DHCP ERROR ACQUIRING SEC SVR ADDR

344387.412 CMAC LOG DHCP ERROR ACQUIRING LOG ADDRESS

344387.412 CMAC LOG DHCP COMPLETE

344387.412 CMAC_LOG_RESET DHCP FAILED

NOTE—Modem resetting:

344387.412 CMAC_LOG_STATE_CHANGE reset_interface_ state

WDF Ry ZTIEEA L P—R_EHRELTWEEAN, DHCP y—R_"TEA I 7%y M &

BELTWADT, ¥—T NV EFAIAF L TA N7 T,

3d23h: 345297.516 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20

3d23h: 345297.516 CMAC_LOG_DHCP_TFTP_ SERVER ADDRESS 172.17.110.136
3d23h: 345297.516 CMAC_LOG_DHCP_ERROR ACQUIRING TOD ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_SET GATEWAY ADDRESS

3d23h: 345297.516 CMAC_LOG_DHCP_TZ_OFFSET 0

3d23h: 345297.516 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm

3d23h: 345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING SEC_SVR_ADDR

3d23h: 345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING_ LOG_ADDRESS

3d23h: 345297.520 CMAC_LOG_DHCP_COMPLETE

3d23h: 345297.532 CMAC_LOG_STATE_CHANGE establish tod_state
3d23h: 345297.532 CMAC_LOG_TOD_NOT REQUESTED NO_ TIME ADDR

3d23h: 345297.532 CMAC_LOG_STATE_CHANGE security association

state

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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3d23h: 345297.536 CMAC_LOG_SECURITY BYPASSED
3d23h: 345297.536 CMAC_LOG_STATE_CHANGE configuration file
3d23h: 345297.536 CMAC_LOG_LOADING CONFIG_FILE platinum.cm
3d23h: 345297.568 CMAC_LOG _CONFIG FILE PROCESS COMPLETE
3d23h: 345297.568 CMAC_LOG_STATE_CHANGE registration_state
3d23h: 345297.592 CMAC_LOG_REG_RSP_MSG_RCVD
3d23h: 345297.592 CMAC_LOG_COS_ASSIGNED SID 1/7
3d23h: 345297.596 CMAC_LOG_RNG_REQ QUEUED 7
3d23h: 345297.596 CMAC_LOG_REGISTRATION OK
3d23h: 345297.596 CMAC_LOG_STATE_CHANGE establish privacy sta
te
3d23h: 345297.596 CMAC_LOG_PRIVACY NOT_ CONFIGURED
3d23h: 345297.596 CMAC_LOG_STATE CHANGE maintenance state

133 .CABLEMODEM.CISCO: 3d23h: $LINEPROTO-5-UPDOWN: Line protocol on Interface changed
state to up

DHCP #—/3TC Router 7' v a VREEZZ O o720, Router A7 a v 7 ¢ —/L KT
IP7 FURZIRELZY LTEHAICH, 7 —7 /0 5 A init(l) REED B EICHEE 2L 20 £,
Z N &R debug cable-modem mac log verbose O H /15 RIZ R L E T,

1diéh: 146585.940 CMAC_LOG_CONFIG FILE TFTP_FAILED -1

1diéh: 146585.940 CMAC_LOG_CONFIG FILE PROCESS COMPLETE

1d16h: 146585.944 CMAC_LOG_RESET CONFIG_FILE_ READ FAILED

1diéh: 146585.944 CMAC_LOG_STATE_ CHANGE reset interface_ state
1dleh: 146585.944 CMAC_LOG_STATE_CHANGE reset_hardware_state

TOD 324 : init(t) K8

BT AE, Ry NU—7 RTA—=2EHAG LT2#IZ, Time Of Day (TOD; Ki4l) - — SOReZ| % %
RKIDBENHY ET, TODIZUTC ZA LAZ T (197041 A 1 H b)) &M L E7,
DHCP 6D X A L A7y b ATV a UMEERAGE D & BERZZHECE £, BT,
syslog EA XU b B T DX A LAE U TIEREINET,

WORFTIL, SID 1 BL2 OFET L5 init(t) IRAEIZH D 9, CiscolOS N—T = > 12.1(1) £V b
%D 10S TlE. TOD AT K LTZBAETHOr—7 0V FETF AN T4 2720 9, RO show
cable modem =~ RO NERESH L T ZE W,

#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address

sid State Offset Power

Cable2/0/U0 1 init (t) 2808 0.00 2 0 10.1.1.20 0030.96£9.65d9
Cable2/0/U0 2 init (t) 2809 0.25 2 0 10.1.1.21 0030.96£9.6605
Cable2/0/U0 3 init (1) 2810 -0.25 2 0 10.1.1.22 0050.7366.1e01
2do1h: 177933.712 CMAC_LOG_STATE_CHANGE dhcp_state

2d01h: 177933.716 CMAC_LOG_RNG REQ TRANSMITTED

2do1h: 177933.716 CMAC_LOG_RNG_RSP_MSG_RCVD
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2d01h: 177946 .596 CMAC_LOG DHCP ASSIGNED IP ADDRESS 10.1.1.20

2d01h: 177946 .596 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.20.20.1

2d01h: 177946 .596 CMAC_LOG_DHCP_TOD_ SERVER_ ADDRESS 10.30.30.1

2d01h: 177946 .596 CMAC_LOG_DHCP_SET_GATEWAY ADDRESS

2d01h: 177946 .596 CMAC_LOG_DHCP_TZ OFFSET 0

2d01h: 177946.600 CMAC_LOG _DHCP CONFIG FILE NAME platinum.cm

2d01h: 177946.600 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

2d01h: 177946.600 CMAC_LOG DHCP ERROR ACQUIRING LOG ADDRESS

2d01h: 177946.600 CMAC_LOG_DHCP_COMPLETE

2d01h: 177946.612 CMAC_LOG_STATE CHANGE establish tod state

2d01h: 177946.716 CMAC_LOG_RNG REQ TRANSMITTED

2d01h: 177946.716 CMAC_LOG_RNG_RSP_MSG_RCVD

133 .CABLEMODEM.CISCO:

2d01lh:
2d01h:
2d01h:
2d01h:
2d01h:
2d01lh:
2d01h:
2d01h:
2d01h:
2d01h:
2d01lh:

177947
177947
177948
177948
177954
177954
177954
177960
177960
177960

177961

.716
.716
.616
.716
.616
.716
.716
.616
.712
.716

.716

2d01h:

CMAC_LOG_RNG_REQ TRANSMITTED
CMAC_LOG_RNG_RSP_MSG_RCVD
CMAC LOG TOD REQUEST SENT
CMAC_LOG_RNG_REQ TRANSMITTED
CMAC_LOG_TOD_ REQUEST SENT
CMAC_LOG_RNG_REQ TRANSMITTED
CMAC_LOG_RNG RSP MSG RCVD
CMAC_LOG_TOD_ REQUEST SENT
CMAC_LOG_RNG_REQ TRANSMITTED
CMAC_LOG_RNG_RSP_MSG RCVD

CMAC_LOG_RNG_REQ_TRANSMITTED

$LINEPROTO-5-UPDOWN: Line protocol on Interface cap

10.30.30.1

10.30.30.1

10.30.30.1

131.CABLEMODEM.CISCO: 2d01lh: %UBR900-3-TOD FAILED TIMER EXPIRED:TOD failed, but Cable
Interface proceeding to operational state

2d01h:
2d01h:

2d01h:
2d01h:
2d01lh:
2d01h:
2d01h:
2d01h:
2d01h:
2d01lh:
2d01h:
2d01lh:
NOTE—

2d01h:
2d01h:

2d01h:
2d01h:
2d01h:

177986

177986

177986
177986
177986
177986
177986
177986
177986
177986
177986

177986

.616

.616

.616
.616
.620
.644
. 644
.644
.648
.652
.652

.656

Modem online:

177986

177986

177986
177986

177988

.656

.656

.656
.656

.716

CMAC LOG_TOD WATCHDOG EXPIRED

CMAC_LOG_STATE_CHANGE

CMAC_LOG_SECURITY BYPASSED
CMAC_LOG_STATE CHANGE

CMAC_LOG_LOADING_CONFIG_FILE

CMAC_LOG_CONFIG FILE PROCESS COMPLETE

CMAC_LOG_STATE CHANGE
CMAC_LOG_REG_REQ MSG QUEUED
CMAC_LOG_REG REQ TRANSMITTED
CMAC_LOG_REG_RSP_MSG_RCVD
CMAC_LOG_COS_ASSIGNED SID

CMAC_LOG_RNG_REQ_ QUEUED

CMAC_LOG REGISTRATION OK

CMAC_LOG STATE CHANGE

CMAC_LOG_PRIVACY NOT CONFIGURED

CMAC_LOG_STATE CHANGE

CMAC_LOG_RNG_REQ_TRANSMITTED

security_association_
state

configuration file

platinum.cm

registration state

establish privacy_
statee

maintenance state

l_Cisco Broadband Access Center for Cable 7 FS—X kL—% #H/ K
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Ao —F, 1TEAEDEE. DHCP OREIEHYNH D Z L 2R L TWET, TOD =T —|Z
OIEMNBHREDEYIZIE, KOBLONRHY £97,

o F—h oA T RLADMBE

o [MiE-77TOD #— X7 KL X

HA L P —N~D PING ZFEITLT, IP BEHMEOREN RN L, BLOZ A L S — "B HEHTFT
BETHD I LEZMRLTIIZEN,

AT ar 774 I)VERER : init(o) IKEE

=TV BT AT IREBLOEEHOLTHE A VX —T = AL, T Ya=r 7 —r3n
LA a—RLEREZ7ANVTT, ZORET 7 ANMIUL, TV AR —A FrRxLe7 v
TA MY = Fr RLOBBIERB L OHEICINZ, V—E R 7 FARE, R—=RF7A1 2 FTI74
Ny —RE, SRNEARE, *y NUV—JEBBER, Y7 o7 T 7L —F8 74—
K, Z4VE, BIORCE—EHEORENREENET,

=TV BT AN nit(o) IRIEN B IEICHEF e WS, BFIX, T — TNV ET ARRET 7 A NVDH
voa—RefEL7En, oo — ROW¥E[FNTETWVnEH00, X uroa— KBRS Lo
72l ERLTVWET, ZIUTEROBAPREZ LNET,

o DOCSISEETZ 7 ANLNBELL RV, ENTWS, £HITROBR,

o TFTP Y — "NBHH T 72 IP EEfeE N 727z, TRTP — ZRIETE 220,

e DOCSIS 7 7 A VORISR T A= Z RNB T B, FTITRO B0,

o TFTP H— DT 7 A )V T 7 & AMENME-> TN 5D,

RIEE LT LB init(o) 2R SN D LIFMREG T, init(i) DI init(r]) 25 init(i) £ THMERT S
ZELHDLDOTHERELTLLEIY, LV IEMERREZHWT 521X, show controller cable-modem
0 mac state D ) #FoR L E£97,

ZOFROBERITRELET,

#show controller cable-modem 0 mac state

MAC State: configuration file state
Ranging SID: 4

Registered: FALSE

Privacy Established: FALSE

show cable modem @ H} /1T init(0) 23FK/R S 415 & & IZ debug cable-modem mac log verbose % 51T L
Th, RETZ 7 ANVDPENLTND DD, £720E TFTP H—"OEERRK 2 ONED2 Y £H A,
ZOT Ny ZIEINGOW G EHEHL TWET,

Cisco Broadband Configurator (cisco.com 2>6 D& 7 a— R CTAFRHE) (281 2 Hoh7e il <7
A—=ZDFE LT, NUZ—ID RN H —EAERPENEIIIRONE RN ERET L E
T ZOWE, WOMNEREFLLICHERITRY £7,

w3d: 880748.992  CMAC_LOG STATE_ CHANGE dhcp_state
1w3d: 880751.652  CMAC_LOG_RNG_REQ TRANSMITTED

1w3d: 880751.656  CMAC_LOG RNG RSP_MSG RCVD

1w3d: 880761.876  CMAC_LOG_DHCP_ASSIGNED IP_ADDRESS 10.1.1.20

1w3d: 880761.876  CMAC_LOG_DHCP_TFTP_SERVER ADDRESS 10.10.10.1
1w3d: 880761.876  CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.10.10.1
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1w3

1w3

d:
d:

880761.876  CMAC_LOG DHCP SET GATEWAY ADDRESS

880761.876  CMAC_LOG DHCP_TZ OFFSET

NOTE—Corrupt configuration file:

1w3
1w3
1w3
1w3
1w3
w3
1w3
1w3

1w3

1w3

1w3

1w3

1w3

1w3

133 .CABLEMODEM.CISCO: 00:13:07: $LINEPROTO-5-UPDOWN: Line protocol

cable-modem0, changed state to up

00:13:

00:
00:
00:

00:

00:

d:
d:
d:
d:
d:
d:
d:
d:
d:

d:
d:

d:
d:
d:

13:
13:
13:

13:

13:

08:
08:
08:
08:

08:

08:

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880761.

880762.

880762.

788.
788.
788.
788.

788.

788.

004
004
004
004

008

008

880  CMAC LOG DHCP CONFIG FILE NAME

880  CMAC LOG DHCP ERROR ACQUIRING SEC SVR ADDR

880  CMAC LOG DHCP ERROR ACQUIRING LOG ADDRESS

880  CMAC LOG DHCP_COMPLETE
892  CMAC LOG STATE CHANGE

896  CMAC LOG TOD REQUEST SENT
904  CMAC_LOG_TOD_ REPLY RECEIVED
908  CMAC LOG TOD COMPLETE

908  CMAC_LOG_STATE_CHANGE

908 CMAC_LOG_SECURITY BYPASSED

912  CMAC_LOG_STATE CHANGE

912  CMAC LOG LOADING CONFIG FILE
652  CMAC LOG_RNG_REQ TRANSMITTED

652  CMAC LOG RNG RSP_MSG RCVD

CMAC_LOG_CONFIG_FILE CISCO_BAD TYPE
CMAC_LOG_CONFIG_FILE CISCO_BAD_ TYPE

CMAC LOG CONFIG FILE CISCO BAD TYPE

CMAC LOG CONFIG FILE CISCO BAD ATTR MAX

LENG

CMAC_LOG_CONFIG_FILE PROCESS COMPLETE

CMAC LOG RESET CONFIG FILE READ FAILED

online, online(d). online(pk). online(pt) kK#%E

WX, 7 —T I BT LANLT U TA v AT —F AIZEL T,
ZEERLET,

online

online(pk)

online(pt)

—J5. online(d) I1X. ¥ —T N BT LANA L TA TR STEHDD,
SN xR LET,

#show cable modem

Interface Prim

sid

Cable2/0/U0 4

Cable2/0/U0 5

Cable2/0/U0 6

Online Timing Rec QoS CPE
State Offset Power

online 2810 -0.75 6 0
online (pt) 2290 0.25 5 0
online (d) 2815 0.00 6 0

— 5 DRI

data.cm

establish tod state
10.10.10.1

3180091733

security association
_state

configuration file
state

data.cm

on Interface

155
115
116
128

[Aay

277z

anp

Xy NU—27 T 72 ARES

Ip

10
10

10

address MAC address

.1.1.20 0030.96£9.65d9
.1.1.25 0050.7366.2223

.1.1.27 0001.9659.4461
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online(d) (272 5 JH[K X, #% . Cisco Broadband Configurator (cisco.com 725D 4 7 2 a— RTAF
]HE) @ Radio Frequency info ® TIZ#& % Network Access 473 a N EZHZ /2 > TWA 72D TT,
Network Access [45 7 4 /L b TIXBERT 2> T0ET, TDZ Lk, 0 show cable modem O H
J1& . ¥R® debug cable-modem mac log verbose ® /] CHEgiR CT& £ 97,

04:11:34: 15094.700 CMAC_LOG_STATE_CHANGE dhcp_state
04:11:46: 15106.392 CMAC LOG RNG REQ TRANSMITTED

04:11:46: 15106.396 CMAC_LOG_RNG_RSP_MSG_RCVD

04:11:47: 15107.620 CMAC LOG DHCP_ASSIGNED IP ADDRESS 10.1.1.20
04:11:47: 15107.620 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 172.17.110.136
04:11:47: 15107.620 CMAC_LOG_DHCP_TOD SERVER_ADDRESS 172.17.110.136

04:11:47: 15107.620 CMAC_LOG_DHCP_SET GATEWAY ADDRESS

04:11:47: 15107.620 CMAC_LOG DHCP_TZ OFFSET 0
NOTE—-Network Access disabled:

04:11:47: 15107.624 CMAC_LOG_DHCP_CONFIG_FILE_ NAME noaccess.cm
04:11:47: 15107.624 CMAC_LOG_DHCP_ERROR_ACQUIRING SEC SVR ADDR

04:11:47: 15107.624 CMAC_LOG_DHCP_ERROR_ACQUIRING LOG ADDRES

04:11:47: 15107.624 CMAC LOG DHCP_COMPLETE
04:11:47: 15107.636 CMAC LOG STATE CHANGE establish tod state
04:11:47: 15107.640 CMAC LOG TOD REQUEST SENT 172.17.110.136
04:11:47: 15107.648 CMAC_LOG_TOD REPLY RECEIVED 3179226080

04:11:47: 15107.652 CMAC_LOG_TOD_COMPLETE

04:11:47: 15107.652 CMAC_LOG_STATE_CHANGE security associatio
n_state

04:11:47: 15107.652 CMAC_LOG_SECURITY BYPASSED

04:11:47: 15107.652 CMAC_LOG_STATE_CHANGE configuration file
state

04:11:47: 15107.652 CMAC_LOG_LOADING CONFIG_FILE noaccess.cm

133 .CABLEMODEM.CISCO: 04:11:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface
cable-modem0, changed state to up

04:11:48: 15108.672 CMAC_LOG CONFIG FILE PROCESS COMPLETE
04:11:48: 15108.672 CMAC_LOG_STATE_CHANGE registration_state
04:11:48: 15108.672 CMAC LOG REG REQ MSG QUEUED

04:11:48: 15108.676 CMAC_LOG_REG_REQ TRANSMITTED

04:11:48: 15108.680 CMAC LOG REG RSP MSG RCVD
04:11:48: 15108.680 CMAC_LOG_COS_ASSIGNED_ SID 1/4
04:11:48: 15108.684 CMAC LOG RNG REQ QUEUED 4
04:11:48: 15108.684 CMAC LOG NETWORK ACCESS DENIED

04:11:48: 15108.684 CMAC_LOG_REGISTRATION_OK

04:11:48: 15108.684 CMAC_LOG_STATE_CHANGE establish privacy
state

04:11:48: 15108.684 CMAC_LOG_PRIVACY NOT CONFIGURED

04:11:48: 15108.684 CMAC_LOG_STATE_CHANGE maintenance_state

04:11:49: 15109.392 CMAC_LOG_RNG REQ TRANSMITTED

Cisco Broadband Access Center for Cable 7 RS =X kL—% H4A K
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$7-. 7 —7 /L 5 AT show controllers cable-modem 0 mac state D /1T TR T2 2L b

TEET,

GE) ZofliFEdHTHY, —HMERISNTVET,

Config File:

Network Access:

FALSE <<<<<<<<<<<<<<<<<<<<< network access denied

Maximum CPES: 3
Baseline Privacy:
Auth. Wait Timeout: 10
Reauth. Wait Timeout: 10
Auth. Grace Time: 600
Op. Wait Timeout: 1
Retry Wait Timeout: 1
TEK Grace Time: 600
Auth. Reject Wait Time: 60
cos 1:
Assigned SId: 4
Max Downstream Rate: 10000000
Max Upstream Rate: 1024000
Upstream Priority: 7
Min Upstream Rate: 0
Max Upstream Burst: 0
Privacy Enable: FALSE

online &%, ¥ —7 )V BT LMNA LT A 272V, CiscouBR7246VXR L BIETE A X )2 oT=
Z L AZFEM L EJ, Baseline Privacy Interface (BPI; X—A T A > FT7 A4 N — AL X —T x4 R)
BE TRV E 7 —T N BT AOYTWHLITR LIz L BB L AV T v AT —F AT 7 +

b MIRFELE 72 £97, BPI A

BRESNTWBEEAICIE, AT —4 A online(pk) REREIN TS, £

DF &I online(pt) WRARINET, RDOT Ny T HERRIE, 7 — 7V FF AT debug
cable-modem mac log verbose =~ > R&ZMiH L THRLILZH D 5B, BEIZET 25 721T &2

LTWET,

5d03h:
5d03h:
5d03h:
5d03h:
5d03h:
5d03h:
5d03h:
5d03h:
5d03h:

445197.
445197.
445197.
445197.
445197.
445197.
445197.
445197.

445197.

804
804
812
816
816
816
816
816

820

CMAC_LOG_STATE CHANGE
CMAC_LOG REG REQ MSG QUEUED
CMAC_LOG_REG REQ TRANSMITTED
CMAC_LOG_REG_RSP_MSG_RCVD
CMAC_LOG_COS_ASSIGNED SID
CMAC_LOG_RNG_REQ QUEUED
CMAC_LOG REGISTRATION OK
CMAC_LOG_STATE CHANGE

CMAC_LOG PRIVACY FSM STATE CHANGE

registration_state

1/4

establish privacy_ state

machine: KEK, event/state: EVENT 1 PROVISIONED/STATE A START, new state:
STATE_B_AUTH_WAIT

5d03h:

445197.

828

CMAC_LOG_BPKM_REQ TRANSMITTED
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5d03h: 445197.848  CMAC_LOG_BPKM_RSP_MSG_RCVD
5d03h: 445197.848  CMAC_LOG_PRIVACY FSM STATE_CHANGE

machine: KEK, event/state: EVENT 3 AUTH REPLY/STATE B AUTH WAIT, new state:
STATE_C_AUTHORIZED

5d03h: 445198.524  CMAC LOG PRIVACY FSM STATE CHANGE

machine: TEK, event/state: EVENT 2 AUTHORIZED/STATE A START, new state: STATE B OP WAIT

5d03h: 445198.536  CMAC_LOG RNG REQ TRANSMITTED
5d03h: 445198.536  CMAC LOG RNG RSP _MSG RCVD

5d03h: 445198.536  CMAC_LOG_BPKM REQ TRANSMITTED
5d03h: 445198.536  CMAC LOG BPKM RSP_MSG RCVD

5d03h: 445198.540  CMAC_LOG_PRIVACY FSM_STATE_CHANGE

machine: TEK, event/state: EVENT 8 KEY REPLY/STATE B OP WAIT, new state:
STATE_D_OPERATIONAL

5d03h: 445198.548  CMAC_LOG_PRIVACY INSTALLED KEY FOR SID 4
5d03h: 445198.548 CMAC_LOG_PRIVACY ESTABLISHED

5d03h: 445198.552 CMAC_LOG_STATE_CHANGE maintenance_state
5d03h: 445201.484 CMAC_LOG_RNG REQ TRANSMITTED

5d03h: 445201.484  CMAC_LOG_RNG_RSP_MSG_RCVD

—fIZ, BPLIZRIED & 2 %513, SERRRED BEFE 2 8l T & 72/ o 72 2 & 27" reject(pk) 73R S
NET, ZOREIZOWTIE, reject(pk) 35 L D reject (pt) PETHY EIFTWET,

BPI % [Ef ICHERE S 5 72, 7 Cisco uBR7246VXR & 77— 7L £5F LDl J7 T BPL kA A —
VHEFEITLTLEEY, BPIRGA A=A KL REENTHET,

F 72, Cisco Broadband Configurator (cisco.com 235 DX 7 > m— KTATFA[EE) @ Class of Service
47 a @ F T, &7 Baseline Privacy Enable 7  —/L KiZ 1 &€ L CT< 7Z &\, Cisco
uBR7246VXR CTiL BPI xtin A A =T ZETLTWT, =7/ ET LA TEFETLTOHRWEGR,
Cisco Broadband Configurator C BPI Z T 5 &, 77— /L EF A7) online & offline D] 2 7557
LET,

reject(pk) & & U reject(pt) tR5E

IZ7R$ Cisco uBR7246VXR T show cable modem ™ 7113, reject(pk) IREEZ R L TV ET,

#show cable modem

Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 2 reject (pk) 2812 0.00 6 0 10.1.1.20 0030.96£9.65d9

01:58:51: %UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem
0030.96£9.65d9

BPI OFEICHENH D &, < DA, reject(pk) IREENETREINFE T, —KIT, ZORREITKRD
FIRIZE»TiRZ Y £9,
o WREEESRIZHE END CM OREENENTWD, A X2 FOIELWEFIZOWTIE, o7 v
@ debug cable privacy #Z M L T 72X\,

e cable privacy authenticate-modem %€ =~ > K723 CMTS /L —# ([ZIITFET 503, RADIUS #—3
WZIEFE L2\,

e RADIUS ¥ — SOFRENHEY) TAR,
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Reject(pt) 1, 1@, #E2)7e Traffic Encryption Key (TEK; k7 7 ¢ v 7 B 5Abg) NREK & 70> Tild
Z W F9, CiscouBR7246VXR @ debug cable privacy Z il L7=H IFE RERIRLET,

02:32:08: CMTS Received AUTH REQ.

02:32:08: Created a new CM key for 0030.96£9.65d9.

02:32:08: CMTS generated AUTH KEY.

02:32:08: Input : 70D158F106BOB75

02:32:08: Public Key:

02:32:08: 0x0000: 30 68 02 61 00 DA BA 93 3C E5 41 7C 20 2C D1 87
02:32:08: 0x0010: 3B 93 56 El1 35 7A FC 5E B7 E1 72 BA E6 A7 71 91
02:32:08: 0x0020: F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21 B3 6A BE CE
02:32:08: 0x0030: 6A BE E1 32 A8 67 9A 34 E2 33 4A A4 OF 8C DB BD
02:32:08: 0x0040: DO BB DE 54 39 05 BO EO F7 19 29 20 8C F9 3A 69
02:32:08: 0x0050: E4 51 Cé6 89 FB 8A 8E Cé6 01 22 02 34 C5 1F 87 F6
02:32:08: 0x0060: A3 1C 7E 67 9B 02 03 01 00 01

02:32:08: RSA public Key subject:

02:32:08: 0x0000: 30 7C 30 0D 06 09 2A 86 48 86 F7 0D 01 01 01 05
02:32:08: 0x0010: 00 03 6B 00 30 68 02 61 00 DA BA 93 3C E5 41 7C
02:32:08: 0x0020: 20 2C D1 87 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA
02:32:08: 0x0030: E6 A7 71 91 F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21
02:32:08: 0x0040: B3 6A BE CE 6A BE E1 32 A8 67 9A 34 E2 33 4A A4
02:32:08: 0x0050: OF 8C DB BD DO BB DE 54 39 05 BO EO F7 19 29 20
02:32:08: 0x0060: 8C F9 3A 69 E4 51 C6 89 FB 8A 8E C6 01 22 02 34
02:32:08: 0x0070: C5 1F 87 F6 A3 1C 7E 67 9B 02 03 01 00 01
02:32:08: RSA encryption result = 0

02:32:08: RSA encrypted output:

02:32:08: 0x0000: B6 CA 09 93 BF 2C 05 66 9D C5 AF 67 OF 64 2E 31
02:32:08: 0x0010: 67 E4 2A EA 82 3E F7 63 8F 01 73 10 14 4A 24 ED
02:32:08: 0x0020: 65 8F 59 D8 23 BC F3 A8 48 7D 1A 08 09 BF A3 A8
02:32:08: 0x0030: D6 D2 5B C4 A7 36 C4 A9 28 FO 6C 5D Al 3B 92 A2
02:32:08: 0x0040: BC 99 CC 1F C9 74 F9 FA 76 83 ED D5 26 B4 92 EE
02:32:08: 0x0050: DD EA 50 81 Cé6 29 43 4F 73 DA 56 C2 29 AF 05 53
02:32:08: CMTS sent AUTH response.

02:32:08: CMTS Received TEK REQ.

02:32:08: Created a new key for SID 2.

02:32:08: CMTS sent KEY response.

RAENKRR LI Z D —T NV BT ATOT Ny T RIZRLET,

6d02h: 527617.480 CMAC_LOG_CONFIG FILE PROCESS_COMPLETE

6d02h: 527617.480 CMAC_LOG_STATE CHANGE registration state
6d02h: 527617.484  CMAC_LOG_REG_REQ MSG_QUEUED

6d02h: 527617.488  CMAC_LOG_REG_REQ TRANSMITTED

6d02h: 527617.492  CMAC_LOG_REG RSP_MSG _RCVD

6d02h: 527617.492 CMAC_LOG_COS_ASSIGNED SID 1/2

6d02h: 527617.492 CMAC_LOG_RNG REQ QUEUED 2

6d02h: 527617.492 CMAC_LOG_REGISTRATION_OK

6d02h: 527617.496 CMAC_LOG_STATE CHANGE establish privacy_ state
6d02h: 527617.496  CMAC_LOG PRIVACY FSM STATE_ CHANGE

machine: KEK, event/state: EVENT 1 PROVISIONED/STATE A START, new state:
STATE B_AUTH WAIT

6d02h: 527617.504 CMAC LOG BPKM REQ TRANSMITTED
6d02h: 527617.504 CMAC LOG BPKM RSP MSG RCVD
6d02h: 527617.508 CMAC LOG PRIVACY FSM STATE CHANGE

machine: KEK, event/state: EVENT 2 AUTH REJECT/STATE B AUTH WAIT, new state:
STATE_E AUTH REJ WAIT

129 .CABLEMODEM.CISCO: 6d02h: %CMBPKM-1-AUTHREJECT: Authorization request rejected by
CMTS: Unauthorized CM

6d02h: 527618.588 CMAC LOG RNG REQ TRANSMITTED

6d02h: 527618.592 CMAC_LOG_RNG_RSP_MSG_RCVD

Cisco Broadband Access Center for Cable 7 RS =ZX kL—4% H4A K
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[A4£IZ. Cisco uBR7246VXR T® debug cable privacy (3R DT T —%7R L E T,

02:47:00: CMTS Received AUTH REQ.

02:47:00: Sending KEK REJECT.

02:47:05: %$UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem
0030.96£9.65d9

=7V 5 Al reject(pk) 7> 5 init(rl) F TEERICEE LT 9,

INPIAMIRAET D AREMERH D =T — L LTE, b7 AR — MHlRRIZE D O H Y |
— DR B —DFT 5 TlL CiscouBR7246VXR DA v F—T = A AFRETKRD < BN
RHIENDY T,

(config-if) #cable privacy 40-bit-des

4% - reject (m) K58

BWEBIC, =70 TTF MIMLBERREDOY 7 v b & HITBREER (REG-REQ) 45 L., 77—
% %TA & uBR7246 @ Message Integrity Check (MIC; A v —V D5t F = v 7) HiRELF
T, =7V ETLOMIC IFRET 7 ANVDOERELE NNy VastB LR THY, BEZ 7ML
NHFEFRICHSAINE o2 2 — 70 T ADMERT A TFEAL ML £9. Cisco
uBR7246VXR ® MIC HHEL LTV E9728, cable shared-secret ZR5F CFHNHORE L ZENDH AT
Fp0 £97, ZOHEWEIEFRIT CiscouBR7246VXR B L O 7 n vy a =0 7 $— 2 & » TRk
SN, TaEVasr s =Ko GRRES N — TV BT LTI IR3V—F ~D gk % 7 Al
ENDZEERFELET,

reject(m) REEL 70 B —T )L BT AZiE, AEZMIC BAH Y £9, 2t . ROBHIZ
THRAELET,

o J—TNALH =T A ADY & TITE STz cable shared-secret &, Cisco Broadband
Configurator (cisco.com 7>5H & 71— Ka[EE) @ Miscellaneous 47> 3 > ® FiZdH 5 CMTS
Authentication fE2S— L 72\,

o BETZ7 A/ (DOCSIS 77 A/) BNENATWS

MEZEET DI REZ 7 ANADBAENTH D Z L i L, CMTS Authentication DfE & | 77—
TIA o H— 7::47\0) cable shared-secret <line> TEX /& SV TV AEMNFR—THD Z L 2R L
TL 72 &V, £72. CiscouBR7246VXR TH—E R 7 F & Fu 7 7 A LOIERNF RIS TND =
L BRI D DN Cisco uBR7T246VXR IZ K o TIER ST 7 7 7 A LV AER L £ 7,
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4% : reject (c) tREE
r—7 )V 5 A, RIEZR Class of Service (COS; V—E & 7T &) NFRK TEERIZIILT S &,
reject(c) IRREIZ2 D £3°, BFITRORETEZ Y £,
e uBR7246 NELSR S NUIERED COS 525 Z LidTERW, £iT G52 K5 & Ly,
* Cisco Broadband Configurator (cisco.com 235D % 7> v— K TAFHHE) O Class of Service A
T a Nl HNT A= EORENRMES TWD, 7L X, FLID 2o —E2 77X
MW2OBHBHIRE,
=7 T LMUTESLNTZR D debug cable-modem mac log verbose ® H /& 1x, RIE7Z2 COS
DIRR TEERICKM L2 Z E 2R L TWET,

w3d: 885643.820 CMAC_LOG_STATE_CHANGE registration_state
1w3d: 885643.820 CMAC_LOG_REG_REQ MSG_QUEUED

lw3d: 885643.824 CMAC_LOG_REG_REQ TRANSMITTED

1w3d: 885643.828 CMAC_LOG_REG_RSP_MSG_RCVD

1w3d: 885643.828 CMAC_LOG_SERVICE NOT AVAILABLE 0x01,0x01,0x01

lw3d: 885643.828 CMAC_LOG_RESET_ SERVICE NOT_ AVAILABLE

lw3d: 885643.828 CMAC_LOG_STATE_CHANGE reset interface_ state
1lw3d: 885643.832 CMAC_LOG_STATE_CHANGE reset hardware_state
1w3d: 885644 .416 CMAC_LOG_STATE_CHANGE wait_for link up_ state
lw3d: 885644.420 CMAC_LOG_DRIVER INIT IDB RESET 0x8039E23C

lw3d: 885644.420 CMAC_LOG_LINK DOWN

1w3d: 885644.420 CMAC _LOG_LINK UP

1lw3d: 885644.420 CMAC_LOG_STATE_CHANGE ds_channel_scanning_state

133 .CABLEMODEM. CISCO:

1lw3d: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O, changed state
to down

lw3d: 885645.528 CMAC_LOG_UCD_MSG_RCVD 1

lw3d: 885646 .828 CMAC_LOG_DS_64QAM LOCK_ ACQUIRED 453000000

[A4%1Z. Cisco uBR7246VXR T® debug cable registration (/X ODNEE H ) L £ 7,

sniperf#debug cable registration

CMTS registration debugging is on

sniper#

1d04h: $UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0001.9659.4461 on
interface Cable2/0/U0:

Bad/Missing Class of Service Config in REG-REQ
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