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DHCP
DHCP DHCP
DHCP
DHCP DHCP
DNS IP
DNS IP
WWW.CiSCO.com IP
DNS
e DNS
e DNS
L[]
. DNS

Cisco Broadband Access Center for Cable
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Cisco Network Registrar W
BACC Network Registrar ~ Central Configuration Management CCM
IP
BACC IP
IP Network Registrar
Network Registrar CCM
BACC
e BACC IP
P.9-14
. IP
CCM
)
CCM CNS

Network Registrar 6.1.2.3

BACC CCM

RDU Defaults
P.10-20 RDU Defaults
)
CCM
Cisco Broadband Access Center for Cable
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Key Distribution Center KDC; MTA
~
KDC
KDC
KDC BACC <BACC_HOME>/kdc/solaris/kdc.ini
KDC
e interface address Kerberos KDC
IP

interface address = 10.10.10.1

e FQDN KDC Fully Qualified Domain Name FQDN;

FQDN = kdc.cisco.com

/2

KDC Realm Name interface address  FQDN
Broadband Access Center for Cable Installation Guide

e maximum log file size KDC

KDC

maximum log file size = 1000
e nsaved log files KDC 7
n saved log files = 10

e log debug level

log debug level = 5

e minimum (maximum) ps backoff BACC FQDN-REQUEST KDC
0.1
minimum ps backoff = 150
INI 2-1

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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Broadband Access Center for Cable

2-1 KDC INI

interface address = 10.10.10.1
FQDN = kdc.cisco.com

maximum log file size = 1000

n saved log files = 10

log debug level = 5

minimum ps backoff 150
maximum ps backoff = 300

/2

MTA

KDC

KDC

e maximum ticket duration KDC
m d

168 7

maximum ticket duration = 168

e minimum ticket duration KDC
m d

144 6

minimum ticket duration = 144

Euro-PacketCable

Key Distribution Center KDC;

PacketCable

2-2  Euro-PacketCable

2-2 Euro-PacketCable KDC

[general]
interface address = 10.10.10.1
FQDN = servername.cisco.com

maximum log file size = 10000
n saved log files = 100
log debug level = 5 minimum

ps backoff = 150 maximum
ps backoff = 300
euro-packetcable = true

Euro-PacketCable
KDC

Cisco Broadband Access Center for Cable

tComLabs
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[ |
KDC
KDC BACC Cable Television Laboratories Inc.
CableLabs MTA
p.12-42 KDC
PKCert.sh
KDC
KDC
KDC
KDC
1
2 <BACC_HOME>/kdc
ASCII ASCII

bacckdc.license

bacckdc.license

3 KDC
4 /etc/initd bprAgent restart kdc KDC
S
KDC

OL-4409-01-J |
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BACC KDC

1 KDC

2

3 KDC

4 KDC

KDC
PacketCable Euro-PacketCable

~

DPE

Cisco Broadband Access Center for Cable
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H BACCMIB

BACC MIB

Broadband Access Center for Cable MIB MIB

¢ CISCO-BACC-DPE-MIB P.2-19 MIB
e CISCO-APPLIANCE-MIB P.2-19 MIB
e CISCO-BACC-RDU-MIB P.2-19 SNMP

¢ CISCO-BACC-SERVER-MIB BACC
MIB BACC

ciscoBaccServerStateChanged

2-2 BACC MIB
Cisco Broadband Access Center for Cable Installation Guide

2-2 BACC MIB
MIB
Solaris DPE CISCO-BACC-SERVER-MIB
CISCO-BACC-DPE-MIB
DPE RFC1213 - MIB Il

CISCO-APPLIANCE-MIB

CISCO-BACC-SERVER-MIB

CISCO-BACC-DPE-MIB

RDU CISCO-BACC-SERVER-MIB

CISCO-BACC-RDU-MIB

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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BACC ||
BACC
e SNMP pP.2-19
e BACC P.2-20
SNMP
BACC DPE RDU SNMP v2
BACC SNMP SNMP SNMP
snmp-server CLI DPE  SNMP SNMP
CLI RDU SNMP
SNMP P.12-49 snmpAgentCfgUtil.sh
DPE CLI Cisco Broadband Access Center for Cable Command Line
Reference
MIB
RFC 1213 MIB-II SNMP CISCO-CW-APPLIANCE-MIB
MIB DPE
MIB CPU
2
SNMP CISCO-BACC-DPE-MIB MIB  Solaris DPE
DPE
MIB TFTP ToD
DPE
SNMP Cisco NMS
CISCO-NMS-APPL-HEALTH-MIB NMS
OSS/NMS
MIB
MIB-II
SNMP RDU
cnaHealthNotif
SNMP RDU CISCO-BACC-RDU-MIB
MIB RDU DPE RDU  Network Registrar

MIB  <BACC_HOME>/rdu/mibs

Cisco Broadband Access Center for Cable
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H BAcCC

BACC
BACC

BACC

BACC

BACC

Network Registrar

BACC

SNMP

* BACC
e BACC

e BACC

e BACC

BACC
BACC

BACC
[etc/init.d

2-3 BACC

2-3 BACC

16

BACC

bprAgent
CLlI

CLI  etc/initd

bprAgent start

BACC

bprAgent stop

BACC

H Cisco Broadband Access Center for Cable
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2-3 BACC

BACC ||

bprAgent restart BACC
bprAgent status BACC
bprAgent start <process-name> 1 <process-name>
bprAgent stop <process-name> 1 <process-name>
bprAgent restart <process-name> 1 <process-name>
bprAgent status <process-name> 1

<process-name>
A

2-3 <process-name> rdu kdc dpe SnmpAgent
jrun
CLI Lab DPE
)
RDU  Solaris Solaris reboot
shutdown

Cisco Broadband Access Center for Cable
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DPE RDU DPE RDU
TAC
Regional Distribution Unit
RDU 2 BACC_DATA/rdu/logs
e rdu.log RDU

P.12-40 RDU

e auditlog BACC

Device Provisioning Engine

DPE dpe.log BACC_DATA/dpe/logs
DPE rdu.log
DPE PacketCable DPE
SNMPService.logyyy.log
DPE CLI show packetcable snmp log
BACC_DATA/dpe/logs PacketCable Cisco

Broadband Access Center for Cable Command Line Reference

PacketCable dpe.log SNMP
SNMPService.logyyy.log

2-3
¢ Domain Name
e Date and Time
e Facility BACC

e SubFacility BACC
e Severity Number

P.2-23
0
1
2

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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| |

3

4

5

6

A
1
Cisco TAC
* Message ID
e Message
S
P.12-39 RDU
RDU DPE RDU
DPE
4
4
6
2-3
Domain Sub- Security
Name Data and Time Facility |facility |Level Msg ID |Message
BACC1: 2005316 03:06:11 EST: BPR- RDU- 0236: BPR Regional Distribution Unit starting up
BACC1: 2005 3 16 03:06:15 EST: BPR- RDU- |5 0566: Initialized API defaults
BACC1: 2005 316 03:06:15 EST: BPR- RDU- 5 0567: Initialized CNR defaults
BACC1: 2005 3 16 03:06:15 EST: BPR- RDU- 5 0568: Initialized server defaults
BACC1: 2005 3 16 03:06:18 EST: BPR- RDU- |5 0570: Initialized DOCSIS defaults
BACC1: 2005 3 16 03:06:18 EST: BPR- RDU- |5 0571: Initialized computer defaults
BACC1: 2005 3 16 03:06:19 EST: BPR- RDU- 5 0573: Initialized CableHome defaults
BACC1: 2005 3 16 03:06:19 EST: BPR- RDU- |5 0572: Initialized PacketCable defaults
BACC1: 2005 3 16 03:06:19 EST: BPR- RDU- 5 0569: Created default admin user
BACC1: 2005 3 16 03:06:19 EST: BPR- RDU- |5 0574: Loaded 6 license keys
BACC1: 2005 3 16 03:06:20 EST: BPR- RDU- |5 0575: Database initialization completed in 471 msec
BACC1: 2005 3 16 03:06:25 EST: BPR- RDU- 3 0015: Unable to locate manifest file
BACC1: 2005 3 16 03:06:28 EST: BPR- RDU- 3 0280: Command error
Cisco Broadband Access Center for Cable
| oL-4409-01-y .m
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/2

KDC

dpe.log
DPE  CLI

show log

Cisco Broadband Access Center for Cable Command Line Reference

BACC DHCP

1 DHCP Server

2 DHCP
BACC HTML
o 8
. 9 Broadband Access Center for Cable
BACC
. 10 Broadband Access Center for Cable

BACC

BACC

BACC Sample User Interface SUI;

SuUI 11

BACC
BACC
BACC 0SS
SuUI
iy

SuUl

H Cisco Broadband Access Center for Cable
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o p.3-2
. P.3-7

Cisco Broadband Access Center for Cable
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|
BACC BACC
BACC
e RDU
e DPE
DPE
Solaris DPE
e Network Registrar
S
*
RDU
3-1 RDU
3-1 RDU
No.
1. |BACC Cisco Broadband Access Center for Cable
syslog Installation Guide
2. |BACC BACC
p.8-2
3. BACC
p.8-2
4. P.10-32
5. |RDU P.7-5
6. |RDU SNMP snmpAgentCfgUtil.sh
P.12-49

Access Center for Cable

H Cisco Broadband
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¢

DPE
3-2 3-1 RDU
*
3-2 DPE
No.
1. Cisco Broadband Access Center for Cable
Command Line Interface Reference
password
2. |BACC Cisco Broadband Access Center for Cable
syslog Installation Guide
3. |IP Cisco Broadband Access Center for Cable
Command Line Interface Reference
interface ethernet 0..1 ip address
4, Cisco Broadband Access Center for Cable
* Command Line Interface Reference
interface <0..1> provisioning enabled
5. Cisco Broadband Access Center for Cable
* Command Line Interface Reference
ip default-gateway
6. FQDN FQDN
P.10-40  FQDN
7. |BACC Cisco Broadband Access Center for Cable
* Command Line Interface Reference
dpe shared-secret
8. RDU Cisco Broadband Access Center for Cable
DPE * Command Line Interface Reference
dpe rdu-server (IP)
9. Cisco Broadband Access Center for Cable
NTP Command Line Interface Reference
ntp server (IP)
10. Cisco Broadband Access Center for Cable
* Command Line Interface Reference
dpe provisioning-group primary
11. * Cisco Broadband Access Center for Cable
Command Line Interface Reference
hostname

Cisco Broadband Access Center for Cable
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3-2 DPE
No.
12. * Cisco Broadband Access Center for Cable
Command Line Interface Reference
ip domain-name
13. |1 Cisco Broadband Access Center for Cable
* Command Line Interface Reference
ip name-server
14. Cisco Broadband Access Center for Cable
BACC Command Line Interface Reference
ip route
15. |DPE SNMP Cisco Broadband Access Center for Cable
Command Line Interface Reference SNMP
Agent Commands
16. |RDU p.9-21
Solaris DPE
3-3 3-1 RDU
~
Solaris DPE
DPE RDU SNMP
DPE CLI snmpAgentCfgUtil.sh

P.12-49 snmpAgentCfgUtil.sh

/2

3-3 Solaris DPE

No.
1. |BACC Cisco Broadband Access Center for Cable
syslog Installation Guide
2. Cisco Broadband Access Center for Cable
Command Line Interface Reference
password
3. Cisco Broadband Access Center for Cable
* Command Line Interface Reference
interface ethernet [intfO|intf1]

H Cisco Broadband Access Center for Cable
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3-3 Solaris DPE

No.
4. FQDN FQDN
P.10-40 FQDN
5. |BACC Cisco Broadband Access Center for Cable
* Command Line Interface Reference
dpe shared-secret
6. RDU Cisco Broadband Access Center for Cable
DPE * Command Line Interface Reference
dpe rdu-server (IP)
7. Solaris
NTP
8. Cisco Broadband Access Center for Cable
* Command Line Interface Reference
dpe provisioning-group primary
9. Cisco Broadband Access Center for Cable
BACC Command Line Interface Reference
ip route
10. |DPE SNMP Cisco Broadband Access Center for Cable
Command Line Interface Reference SNMP
Agent Commands
11. |RDU P.9-21

Cisco Broadband Access Center for Cable
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Network Registrar

3-4 3-2 DPE 3-3 Solaris
DPE
BACC DHCP Network Registrar DHCP
)
*
3-4 Network Registrar
No.
1. |Network Registrar Broadband
Access Center for Cable Installation Guide
2. |BACC BACC syslog
syslog Broadband Access
Center for Cable Installation Guide
3. |RDU client-classes scope-selection-tags
Network Registrar
client-classes/scope-selection-tags |User’s Guide
*
4. *
Network Registrar User’s Guide
5. *
Network Registrar User’s Guide
6. |Network Registrar Network Registrar
Network
Registrar User’s Guide
7. RDU P.9-21
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |



||
BACC
BACC
e DOCSIS P.3-7
e PacketCable
PacketCable P.3-8
PacketCable P.3-10
Euro-PacketCable P.3-12
o CableHome P.3-14
S
*
DOCSIS
DOCSIS BACC 3-5 P.3-2
3-5 DOCSIS
RDU
1. DHCP P.10-25 DHCP
2. P.10-2
DOCSIS
3. System Defaults P.10-22
Network Registrar
1. DOCSIS
DHCP
/ Network Registrar User’s Guide

Cisco Broadband Access Center for Cable
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PacketCable
BACC 3 PacketCable
e PacketCable P.3-8
. PacketCable P.3-10
e FEuro-PacketCable P.3-12
~
PacketCable MIB
PacketCable
3-6 PacketCable P.3-2
PacketCable
BACC
~
KDC DPE 5
~
*
3-6 PacketCable
RDU
1. MTA FQDN FQDN
P.10-40 FQDN
2. DHCP P.10-25 DHCP
3. P.10-2
4. SNMPv3 Cisco Broadband Access Center for Cable Command

*

Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable snmp key-material

a

H Cisco Broadband Access Center for Cable
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3-6 PacketCable
DPE
1. KDC * Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration kdc-service-key
2. * | Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration policy-privacy
3. SNMPv3 Cisco Broadband Access Center for Cable Command
* Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable snmp key-material
~
4. PacketCable * Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable enable
5. MTA Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration encryption
KDC
1. KDC KDC P.2-16
<BACC_HOME>/kdc
2 KDC PKCert.sh
P.12-42
3. DPE FQDN |Keygen P.12-47
4, TGT Keygen P.12-47
5. Call Management Server Keygen p.12-47
6. Solaris  NTP
NTP Solaris

Cisco Broadband Access Center for Cable
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DHCP
1. PacketCable changeNRProperties.sh P.12-45
2. MTA DNS DNS
Network Registrar User’s Guide
3. RDU client-classes scope-selection-tags
client-classes/scope-selection-tags Network Registrar User’s Guide
*
DNS
1. DHCP DNS
DNS Network Registrar User’s Guide
2. KDC Network
Registrar User’s Guide
3. KDC SRV SRV
P.10-38  Network Registrar DNS SRV
Network Registrar User’s
Guide
4, KDC DPE
Network Registrar User’s Guide
)
DNS IP DNS
nslookup DNS DNS IP
FQDN
DNS
PacketCable
3-7 PacketCable p.3-2
PacketCable
BACC
)
KDC DPE 5
)

Cisco Broadband Access Center for Cable
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3-7 PacketCable
DPE
1. KDC * Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration kdc-service-key
2. * | Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
ipacketcable registration policy-privacy
3. SNMPv3 Cisco Broadband Access Center for Cable Command
* Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable snmp key-material
~
4. PacketCable * Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable enable
DHCP
1. PacketCable changeNRProperties.sh P.12-45
2. MTA DNS DNS
Network Registrar User’s Guide
3. RDU client-classes scope-selection-tags
client-classes/scope-selection-tags Network Registrar User’s Guide
*
DNS
1. DHCP DNS
DNS Network Registrar User’s Guide
~
DNS IP DNS
nslookup DNS DNS IP
FQDN
DNS

Cisco Broadband Access Center for Cable
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Euro-PacketCable

3-8 Euro-PacketCable

BACC

/2

p.3-2
Euro-PacketCable

3-8 Euro-PacketCable

RDU
1. MTA FQDN FQDN
P.10-40 FQDN
2. DHCP P.10-25 DHCP
3. P.10-2
4. SNMPv3 Cisco Broadband Access Center for Cable Command
* Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable snmp key-material
~
DPE
1. KDC Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration kdc-service-key
2. Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
ipacketcable registration policy-privacy

H Cisco Broadband Access Center for Cable
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3-8 Euro-PacketCable
3. SNMPv3 Cisco Broadband Access Center for Cable Command
* Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable snmp key-material
S
4. PacketCable * Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable enable
5. MTA Cisco Broadband Access Center for Cable Command
Line Interface Reference Cisco Broadband
Access Center for Cable Installation Guide
packetcable registration encryption
KDC
1. KDC KDC P.2-16
<BACC_HOME>/kdc
2. PKCert.sh -e KDC PKCert.sh
P.12-42
3. DPE FQDN |Keygen P.12-47
4, TGT Keygen P.12-47
5. Call Management Server Keygen p.12-47
6. Solaris NTP
NTP Solaris
DHCP
1. PacketCable changeNRProperties.sh P.12-45
2. MTA DNS DNS
Network Registrar User’s Guide
3. RDU client-classes scope-selection-tags
client-classes/scope-selection-tags Network Registrar User’s Guide
*
DNS
1. DHCP DNS
DNS Network Registrar User’s Guide
2. KDC Network

Registrar User’s Guide

Cisco Broadband Access Center for Cable
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3. KDC SRV SRV
P.10-38  Network Registrar DNS SRV
Network Registrar User’s
Guide
4, KDC DPE

Network Registrar User’s Guide

~
DNS IP DNS
nslookup DNS DNS IP
FQDN
DNS
CableHome
CableHome BACC 3-9
p.3-2
3-9 CableHome

RDU
1. DHCP DHCP P.10-25

CableHome

DHCP

2. P.10-2

CableHome
3. System Defaults P.10-22
Network Registrar
1. client-classes scope-selection-tags

CableHome DHCP Network Registrar

client-classes/scope-selection-tags |User’s Guide

H Cisco Broadband Access Center for Cable
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DOCSIS

CHAPTER

BACC DOCSIS
* DOCSIS P.4-1
. DOCSIS MIB P.4-3
* DOCSIS BACC P.4-4
* DOCSIS P.4-5
. P.4-6
. P.4-10
~
BACC DOCSIS P12-12  DOCSIS
DOCSIS 41
41 DOCsIS
DOCSIS DOCSIS DOCSIS Prov  PKT ~ PKT  PKT  MSO
Flow ~ CMMTA ~CMTS = 'ppcp  TFTP  ToD  Server DHCP DNS  TFTP  KDC SYSLOG

Start with DOCSIS 1.1 Initialization/Registration

129537

CM-1 DH();P Broadge;lst Discovér (Request Option C(%)de 22)

CM-2 < DHC‘P Offer (oPtion code (122 w/telephony service provider's DHCP| server address)

CM-3 DHC‘P Requegt

CM-4 < DH?P Ack

CM-5 DO?SIS 1.1 CM config {jle request

CM-6 < DOCSIS 1.1 config file

CM-7 ToD|Request >

CM-8 < ToD|Response

CM-9 C egistratior‘ with CMTS

CM-10 ¢ CMTS Registration ACK

Cisco Broadband Access Center for Cable
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DOCSIS I

W DpocsIs

4-1

DOCSIS

DOCSIS

DOCSIS

CM-1

DHCP

. init(d)

e BACC

e DOCSIS

CNR DHCP
e CNRDHCP
e DHCP

BACC CNR
e BACCCNR
e BACCCNR
o RDU
¢ BACCCNR

RDU

e RDU IP

e RDU

e DPE RDU
e RDU

e RDU

e RDU

DPE

e DPE
e DHCP
e DPE

DPE

DPE

PING

DPE

PING

DPE

RDU

BACC RDU

49187

CM-2

DHCP

DHCP  CMTS

CM-3

DHCP

init(i)

DHCP

CM-4

DHCP

H Cisco Broadband Access Center for Cable
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| 4

DOCSIS

DOCSIS MIB | |
41 DOCSIS
DOCSIS
CM-5 TFTP e init(o)
e CMTS DPE
e TFTP DPE
e DPE RDU
e TFTP DPE
e DPE
e DPEIP IP
Dynamic Shared Secret CMTS
DOCSIS
CM-6 TFTP DPE CMTS
CM-7 ToD init(t) DPE
CM-8 ToD
CM-9 CMTS CM e reject(m) * CMTS BACC DPE DSS
* reject(c) * DOCSIS 1.1 1.0
CM
CM-10 CMTS
e online
e online(d)
e online(pk)
e online(pt)
BACC MIB P.12-6 SNMP Varbind
RDU DOCSIS MIB 2
e DOCS-CABLE-DEVICE-MIB-OBSOLETE
e DOCS-CABLE-DEVICE-MIB mib2
P.12-6 DOCSIS MIB
API rdu.properties MIB
pP.5-7 Euro-PacketCable  MIB
MIB SNMP TLV
pP.12-11 MIB SNMP TLV
Cisco Broadband Access Center for Cable
| oL-4409-01- .m



4 DOCSIS I

Wl DocsIs BACC
DOCSIS BACC
TLV

TLV DOCSIS TFTP DPE

e TLV 19 TFTP Server Timestamp Configure DOCSIS Defaults TFTP Time

Stamp P.10-15 10-5
TLV CMTS DPE NTP

e TLV 20 TFTP Server Provisioned Modem Address Configure DOCSIS Defaults

TFTP Modem Address Option P.10-15 10-5

e TLV6 CM MIC Configuration Setting

e TLV7 CMTS MIC Configuration Setting Configure DOCSIS Defaults CMTS Shared
Secret P.10-15 10-5

A

CMTS MIC CMTS 10S
e TLV39 TLV 40 DOCSIS 2.0 CMTS MIC CMTS I0S 12.3BC

. CMTS 10S BACC
ip dhcp relay information option
no ip dhep relay information check
cable helper-address <x.X.x.x>
cable dhcp-giaddr primary

DPE TFTP IP

DPE TFTP TFTP IP DOCSIS
IP
Cisco CMTS DMIC

TFTP IP no tftp
verify-ip

dpe# no tftp verify-ip
$0K

Cisco Broadband Access Center for Cable
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DOCSIS u

DOCSIS1.0 1.1 2.0

BACC 2.7 DOCSIS10 1.1 2.0 BACC DOCSIS
TLV 12 Broadband Access
Center for Cable

DOCSIS

BACC DOCSIS DHCP
GIADDR DOCSIS
CMTS DOCSIS

DOCSIS P.12-25

DOCSIS DOCSIS

DOCSIS DOCSIS
DOCSIS

DOCSIS
BACC API

/cos/docsis/file/1.0
/cos/docsis/file/1.1
/cos/docsis/file/2.0

DOCSIS DOCSIS
DOCSIS
DOCSIS
RDU

DOCSIS

HFC
DOCSIS
DOCSIS1.0 11 2.0

¢

BACC Cisco uBR7246 CMTS DOCSIS
Cisco uBR7246 CMTS CMTS
DOCSIS

Cisco Broadband Access Center for Cable
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[ |
Operational Support
Services OSS;
>
DOCSIS
DHCP
MAC State --->>> 'establish_dhcp_state'
cmWriteFlashFile ("CM_MACCONFIG", 0x8313db6, 0xl2e) by TID 0x82eb0f8 (tConfigNV)
usrEraseSysFlash(l, 0x1e0400, 0xl2e) by TID 0x82eb0f8 (tConfigNV)
........ cmWriteFlashFile ("CM_DHCPLEASE", 0x810ebed4, 0x24) by TID 0x82d825c (tLease-0)
usrEraseSysFlash(1l, 0x1e0200, 0x24) by TID 0x82d825c (tLease-0)
0SS DHCP
DHCP DISCOVER
UDP 1 DHCP
DHCP DISCOVER
OFFER REQUEST
DHCP ACK NAK IP
NAK
DHCP REQUEST
IP DHCP
REQUEST NAK DHCP
DISCOVER
establish_dhcp_state NAK
[ )
[ )
e DHCP DHCP
OxffffO0bf
DHCP DISCOVER
OFFER REQUEST ACK DHCP OFFER
DISCOVER uBR UDP
uBR# debug ip udp
~
telnet
terminal monitor term mon
term mon term no mon
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |
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| |
UBR7246
UBR7246
ip helper-address DHCP
DHCP
uBR
DHCP
DHCP
DHCP
ToD
MAC State --->>> 'establish_tod_state'
Time Of Day TOD;
TOD UTC 1970 1 1

DHCP
syslog

DHCP TOD

IP TOD
DHCP
-> cmShowDhcpParameters
-> cmAddLogValues (“SEV_ALL FAC_DHCP”)
DHCP
vxWorks routeShow
MAC State --->>> 'security association_state’
IPsec
DOCSIS 1.0
DHCP
DOCSIS
Cisco Broadband Access Center for Cable
| oL-4409-01- .m
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CM

TFTP

TLV TLV
-> cmAddLogValues (“SEV_ALL FAC_CONFIGFILE”)
MAC State --->>> 'registration_state’
REG-REQ CM CMTS
Message Integrity Check MIC; CM MIC
CMTS MIC
CMTS
CMTS
CMTS CMTS
CMTS
CMTS
MAC State --->>> 'establish_privacy_state'
Baseline Privacy Key Management
CMTS
[ ]
[ ]
CM CMTS
CMTS
CM
UBR7246
uBR (config-if)# cable privacy 40-bit-des
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |
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MAC State --->>> 'operational_state' cmWriteFlashFile("CM_BOOT", 0x8109180, 0xl13e) by
TID 0x83049b8 (tMACCtrl)

usrEraseSysFlash(1l, 0x1e0900, 0x13e) by TID 0x83049b8 (tMACCtrl)

DHCP

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



4 DOCSIS I

J P.4-10
. P.4-11
o init(rl) init(r2) init(rc) P.4-16
e DHCP init(d) P.4-18
e DHCP init(i) P.4-20
e TOD init(t) P.4-23
. init(0) P.4-25
e online online(d) online(pk) online(pt) P.4-26
e reject(pk) reject(pt) P.4-29
. reject (m) P.4-31
. reject (c) P.4-32
Radio
Frequency REF;
A
RF Cisco uBR7246VXR
CM
Cisco uBR7246VXR show cable modem
#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 5 online(pt) 2290 -0.25 5 0 10.1.1.25  0050.7366.2223
Cable2/0/U0 6 offline 2287 -0.25 2 0 10.1.1.26  0050.7366.2221
Online State 4-2
4-2
offline
init (r1)
init (r2)
init (rc)
init (d) DHCP
init (i) DHCP
init (t) TOD
init (0)

H Cisco Broadband Access Center for Cable
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online

online(d)

online(pk) BPI KEK

online(pt) BPI TEK

reject (pk) KEK

reject (pt) TEK

reject (m) MIC

reject (c) Class of Service CQOS;

Quadrature Amplitude Modulation QAM,;

e DOCSIS
. QAM
e Cisco uBR7246VXR  cable modem change-frequency

show controllers cable-modem 0
#sh cont ¢ 0

BCM Cable interface 0:

CM unit 0, idb 0x8086C88C, ds 0x8086E460, regaddr = 0x2700000, reset_mask 0x80
station address 0030.96£f9.65d9 default station address 0030.96£9.65d9

PLD VERSION: 1

Concatenation: ON Max bytes Q0: 2000 Q1: 2000 Q2: 2000 Q3: 2000

MAC State is ds_channel_scanning state, Prev States = 3
MAC mcfilter 01E02F00 data mcfilter 00000000

MAC extended header ON
DS: BCM 3300 Receiver: Chip id = BCM3300
US: BCM 3300 Transmitter: Chip id = 3300

Tuner: status=0x00
Rx: tuner_freqg 529776400, symbol_rate 5361000, local_freg 11520000
snr_estimate 166 (TenthdB), ber_estimate 0, lock_threshold 26000
QAM not in lock, FEC not in lock, gam_mode QAM_64 (Annex B)
Tx: tx_freq 27984000, symbol rate 8 (1280000 sym/sec)
power_level: 6.0 dBmV (commanded)
7 (gain in US AMP units)
63 (BCM3300 attenuation in .4 dB units)
.[Rest of the displayed output is omitted]

Cisco Broadband Access Center for Cable

| oL-4409-01-J
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Signal to Noise ratio SNR; 16.6 dB CM 64 QAM
30dB DOCSIS
RF SNR 34dB
show

interfaces cable 2/0 upstream 0
#show interfaces cable 2/0 upstream 0
Cable2/0: Upstream 0 is up

Received 46942 broadcasts, 0 multicasts, 205903 unicasts
0 discards, 12874 errors, 0 unknown protocol

~

10,000 1

252845 packets input, 1 uncorrectable

12871 noise, 0 microreflections Total Modems On This Upstream Channel : 3 (3
active)

Default MAC scheduler

Queue[Rng Polls] 0/64, fifo queueing, 0 drops
Queue[Cont Mslots] 0/104, fifo qgueueing, 0 drops
Queue [CIR Grants] 0/64, fair queueing, 0 drops
Queue[BE Grants] 0/64, fair queueing, 0 drops

Queue [Grant Shpr] 0/64, calendar queueing, 0 drops
Reserved slot table currently has 0 CBR entries

Req IEs 77057520, Reg/Data IEs O

Init Mtn IEs 1194343, Stn Mtn IEs 117174

Long Grant IEs 46953, Short Grant IEs 70448

Avg upstream channel utilization : 1%

Avg percent contention slots : 96%
Avg percent initial ranging slots : 4%
Avg percent minislots lost on late MAPs : 0%

Total channel bw reserved 0 bps
CIR admission control not enforced

Current minislot count : 7192093 Flag: 0
Scheduled minislot count : 7192182 Flag: 0
CM 0 dBmV -15dBmv  +15dBmV

Cisco uBR 7246
Hardware Installation Guide

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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CM  QAM debug cable-modem mac log verbose
2d18h: 239198.516 CMAC_LOG_LINK_DOWN
2d18h: 239198.516 CMAC_LOG_LINK_UP
2d18h: 239198.516 CMAC_LOG_STATE_CHANGE ds_channel_scanning_
state
2d18h: 239198.520 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  99/805790200/99770
2d18h: 239198.520 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  98/601780000/79970
2d18h: 239198.520 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  97/403770100/59570
2d18h: 239198.524 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 96/73753600/115750
2d18h: 239198.524 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  95/217760800/39770
2d18h: 239198.528 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  94/121756000/16970
2d18h: 239198.528 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  93/175758700/21170
2d18h: 239198.528 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  92/79753900/857540
2d18h: 239198.532 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND 91/55752700/677530
2d18h: 239198.532 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  90/177000000/21300
2d18h: 239198.532 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  89/219000000/22500
2d18h: 239198.536 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  88/141000000/17100
2d18h: 239198.536 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  87/135012500/13500
2d18h: 239198.540 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  86/123012500/12900
2d18h: 239198.540 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  85/405000000/44700
2d18h: 239198.540 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  84/339012500/39900
2d18h: 239198.544 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  83/333025000/33300
2d18h: 239198.544 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  82/231012500/32700
2d18h: 239198.544 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  81/111025000/11700
2d18h: 239198.548 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  80/93000000/105000
2d18h: 239198.548 CMAC_LOG_WILL_SEARCH_DS_FREQUENCY_BAND  79/453000000/85500
NOTE—unable to lock on:
2d18h: 239198.552 CMAC_LOG_WILL_SEARCH_SAVED_DS_FREQUENCY 453000000
2d18h: 239199.672 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000
2d18h: 239200.788 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000
2d18h: 239201.904 CMAC_LOG_DS_NO_QAM_FEC_LOCK 453000000
2d18h: 239203.020 CMAC_LOG_DS_NO_QAM_FEC_LOCK 459000000
CM QAM
6 MHz
National Television Systems Committee NTSC 651 MHz
100-100 648.0 654.0
1.75 MHz
Gl CeU 100-100 649.25 MHz
Cisco Broadband Configurator cisco.com
Radio Frequency Info Downstream Frequency
CM 453 MHz DOCSIS 535.25
MHz
Cisco Broadband Access Center for Cable
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4 DOCSIS I

4d00h: 345773.916 CMAC_LOG_WILL_SEARCH_SAVED_DS_FREQUENCY 453000000
4d00h: 345774 .956 CMAC_LOG_UCD_MSG_RCVD
4400h: 345775.788 CMAC_LOG_DS_64QAM LOCK_ACQUIRED 453000000
4d00h: 345775.792 CMAC_LOG_DS_CHANNEL_SCAN_COMPLETED
4d00h: 345775.794 CMAC_LOG_STATE_CHANGE wait_ucd_state
4d00h: 345776.946 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345778.960 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345778.962 CMAC_LOG_ALL_UCDS_FOUND
4d00h: 345778.966 CMAC_LOG_STATE_CHANGE walt_map_state
4d00h: 345778.968 CMAC_LOG_FOUND_US_CHANNEL 1
4d00h: 345780.996 CMAC_LOG_UCD_MSG_RCVD 1
4d00h: 345781.000 CMAC_LOG_UCD_NEW_US_FREQUENCY 27984000
4d00h: 345781.004 CMAC_LOG_SLOT_SIZE_CHANGED 8
4d00h: 345781.084 CMAC_LOG_UCD_UPDATED
4d00h: 345781.210 CMAC_LOG_MAP_MSG_RCVD
4d00h: 345781.212 CMAC_LOG_INITIAL_RANGING_MINISLOTS 40
4d00h: 345781.216 CMAC_LOG_STATE_CHANGE ranging_1_state
4d00h: 345781.220 CMAC_LOG_RANGING_OFFSET_SET_TO 9610
4d00h: 345781.222 CMAC_LOG_POWER_LEVEL_IS 22.0 dBmV (comma)
4d00h: 345781.226 CMAC_LOG_STARTING_RANGING
4d00h: 345781.228 CMAC_LOG_RANGING_BACKOFF_SET 0
4d00h: 345781.232 CMAC_LOG_RNG_REQ_QUEUED 0
4d00h: 345781.272 CMAC_LOG_RNG_REQ_TRANSMITTED
4d00h: 345781.280 CMAC_LOG_RNG_RSP_MSG_RCVD
4d00h: 345781.282 CMAC_LOG_RNG_RSP_SID_ASSIGNED 3
4d00h: 345781.284 CMAC_LOG_ADJUST_RANGING_OFFSET 2288
4d00h: 345781.288 CMAC_LOG_RANGING_OFFSET_SET_TO 11898
4d00h: 345781.292 CMAC_LOG_ADJUST_TX_POWER 7
4d00h: 345781.294 CMAC_LOG_POWER_LEVEL_IS 24.0 dBmV (comma)
4d00h: 345781.298 CMAC_LOG_STATE_CHANGE ranging_2_state
4d00h: 345781.302 CMAC_LOG_RNG_REQ_QUEUED 3
4d00h: 345782.298 CMAC_LOG_RNG_REQ_TRANSMITTED
4d00h: 345782.300 CMAC_LOG_RNG_RSP_MSG_RCVD
4d00h: 345782.304 CMAC_LOG_RANGING_SUCCESS
4d00h: 345782.316 CMAC_LOG_STATE_CHANGE dhcp_state
4d00h: 345782.450 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.25
4d00h: 345782.452 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.10.20.1
4d00h: 345782.456 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.10.20.2
4d00h: 345782.460 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
4d00h: 345782.464 CMAC_LOG_DHCP_TZ_OFFSET 0
4d00h: 345782 .466 CMAC_LOG_DHCP_CONFIG_FILE_NAME frequency.cm
4d00h: 345782.470 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_
ADDR
4d00h: 345782.474 CMAC_LOG_DHCP_COMPLETE
4d00h: 345782.598 CMAC_LOG_STATE_CHANGE establish_tod_state
4d00h: 345782.606 CMAC_LOG_TOD_REQUEST_SENT
4d00h: 345782.620 CMAC_LOG_TOD_REPLY_RECEIVED 3178880491
Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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4d00h: 345782.628 CMAC_LOG_TOD_COMPLETE

4d00h: 345782.630 CMAC_LOG_STATE_CHANGE

4d00h: 345782.634 CMAC_LOG_SECURITY_BYPASSED
4d00h: 345782.636 CMAC_LOG_STATE_CHANGE

4d00h: 345782.640 CMAC_LOG_LOADING_CONFIG_FILE

security associate_
state

configuration_file

frequency.cm

4d00h: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O,changed state to

up
4d00h: 345783.678 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

NOTE—frequency override:

4d00h: 345783.682 CMAC_LOG_DS_FREQ_OVERRIDE
4d00h: 345783.686 CMAC_LOG_STATE_CHANGE

4d00h: 345784.048 CMAC_LOG_STATE_CHANGE

4d00h: 345784.052 CMAC_LOG_DRIVER_INIT_IDB_RESET
4d00h: 345784.054 CMAC_LOG_LINK_DOWN

4d00h: 345784.056 CMAC_LOG_LINK_UP

4d00h: 345784.062 CMAC_LOG_STATE_CHANGE

4400h: 345785.198 CMAC_LOG_DS_NO_QAM FEC_LOCK
4d00h: 345785.212 CMAC_LOG_DS_TUNER_KEEPALIVE
4d00h: 345787.018 CMAC_LOG_UCD_MSG_RCVD

4400h: 345787.022 CMAC_LOG_DS_64QAM LOCK_ACQUIRED

Cisco uBR7246VXR cable modem change-frequency
CM

535250000
reset_hardware_state
wait_for_link_up_state

0x082A5226

ds_channel_scanning_
state

535250000

1
453000000

Cisco uBR7246VXR  cable modem change-frequency

Upstream Channel Descriptor UCD;

UcCD
show controller cable x
UCD
MAC
Cisco uBR7246VXR CM DOCSIS
ucD MAP
MAP
MAP
Cisco uBR7246VXR
RNG-RSP MAP
T2 CM Cisco

uBR7246VXR
insertion-interval

Cisco Broadband Access Center for Cable
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init(r1) init(r2) init(rc)
CM Cisco uBR7246VXR
40
50 dBmV UBR7246 0dBmV
Cisco uBR7246VXR
CM RNG-REQ Cisco uBR7246VXR
RNG-RSP T3 T3
RNG-REQ
MAP Cisco
UBR7246VXR MAP Service Identifier SID; ID
RNG-REQ
cable upstream range-backoff
Cisco uBR7246VXR Cisco uBR7246VXR
SID RNG-RSP RNG-REQ SID
MAP
init(rl) CM
r#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 6 init(rl) 2813 12.00 2 0 10.1.1.22 0050.7366.1e01
CM T3
Cisco uBR7246VXR  CMAC_LOG_ADJUST_TX_POWER
CM
1lw3d: 871160.618 CMAC_LOG_STATE_CHANGE ranging_1_state
1w3d: 871160.618 CMAC_LOG_RANGING_OFFSET_SET_TO 9610
1w3d: 871160.622 CMAC_LOG_POWER_LEVEL_TIS 19.0 dBmV (comman)
1lw3d: 871160.622 CMAC_LOG_STARTING_RANGING
1w3d: 871160.622 CMAC_LOG_RANGING_BACKOFF_SET 0
1lw3d: 871160.622 CMAC_LOG_RNG_REQ_QUEUED 0
1w3d: 871160.678 CMAC_LOG_RNG_REQ_TRANSMITTED
1lw3d: 871160.682 CMAC_LOG_RNG_RSP_MSG_RCVD
1lw3d: 871160.682 CMAC_LOG_RNG_RSP_SID_ASSIGNED 6
1w3d: 871160.682 CMAC_LOG_ADJUST_RANGING_OFFSET 2813
1lw3d: 871160.682 CMAC_LOG_RANGING_OFFSET_SET_TO 12423
1lw3d: 871160.686 CMAC_LOG_ADJUST_TX_ POWER 48
1lw3d: 871160.686 CMAC_LOG_STATE_CHANGE ranging_ 2_state
1w3d: 871160.686 CMAC_LOG_RNG_REQ_QUEUED 6
1w3d: 871161.690 CMAC_LOG_RNG_REQ_TRANSMITTED
1lw3d: 871161.690 CMAC_LOG_RNG_RSP_MSG_RCVD

Cisco Broadband Access Center for Cable
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lw3d: 871161.694 CMAC_LOG_ADJUST_TX POWER -36
1w3d: 871161.694 CMAC_LOG_RANGING_CONTINUE

1w3d: 871162.698 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871162.898 CMAC_LOG_T3_TIMER

1w3d: 871163.734 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871163.934 CMAC_LOG_T3_TIMER

1w3d: 871164.766 CMAC_LOG_RNG_REQ_TRANSMITTED

lw3d: 871164.966 CMAC_LOG_T3_TIMER

131.CABLEMODEM.CISCO: 1lw3d: %UBR900-3-RESET_T3_RETRIES_EXHAUSTED: R03.0 Ranging

1lw3d: 871164.966 CMAC_LOG_RESET_T3_RETRIES_ EXHAUSTED
1lw3d: 871164.966 CMAC_LOG_STATE_CHANGE reset_interface_state
1lw3d: 871164.966 CMAC_LOG_STATE_CHANGE reset_hardware_state

Note: init(rl) is ranging_ 1_state and init(r2) is ranging_2_state

CM

#sh cont cable-modem 0

BCM Cable interface 0:

CM unit 0, idb 0x2010AC, ds 0x86213E0, regaddr = 0x800000, reset_mask 0x80
station address 0050.7366.2223 default station address 0050.7366.2223

PLD VERSION: 32

MAC State is wait_for_link up_state, Prev States = 2
MAC mcfilter 00000000 data mcfilter 00000000

MAC extended header ON
DS: BCM 3116 Receiver: Chip id = 2
US: BCM 3037 Transmitter: Chip id = 30AC

Tuner: status=0x00
Rx: tuner_freq 0, symbol_rate 5055932, local_freqg 11520000
snr_estimate 30640, ber_estimate 0, lock_threshold 26000
QAM not in lock, FEC not in lock, gam_mode QAM_64
Tx: tx_freqg 27984000, power_level 0x20 (8.0 dBmV), symbol_rate 8 (1280000 sym/s)

20 30dBmV
init(rl) init(r2) init(r2)
Cisco UBR7246VXR
RNG-REQ RNG-RSP
RNG-RSP
RNG-RSP init(rc)
RNG-REQ RNG-RSP

init (r2)

| oL-4409-01-J
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init(r2) CM Rec Power *
!
#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 5 init(r2) 2289 *4.00 2 0 10.1.1.25 0050.7366.2223
DHCP init(d)
DHCP
show cable modem init(d) DHCP
CM
#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address |MAC address
sid State Offset Power
Cable2/0/U0 7 init(d) 2811 0.25 |2 0 10.1.1.20 0030.96£9.65d9
CM init(r1) init(d)
e Cisco uBR7246VXR DHCP IP
e DHCP
. DHCP
e CM
S
Cisco uBR7246VXR DHCP PING DHCP
DHCP Cisco
UBR7246VXR IP DHCP
IP IP
DHCP NAK
DHCP DISCOVER OFFER REQUEST ACK
DHCP OFFER DISCOVER
Cisco uBR7246VXR  UDP

# debug ip udp

4d01h: UDP:
4d01h: BOOTP:
4d01h: UDP:
4d01h: UDP:
4d01h: BOOTP:
4d01h: UDP:
4d01h: UDP:
4d01h: BOOTP:

rcvd src=0.0.0.0(68),

dst=255.255.255.255(67), length=584

opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops

forwarded broadcast 67 from 10.1.1.10 to 10.20.20.9 on Ethernet0

rcvd src=0.0.0.0(68),

dst=255.255.255.255(67), length=584

opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops

forwarded broadcast 67 from 10.1.1.10 to 10.20.20.9 on EthernetO

rcvd src=172.17.110.136(67),

dst=10.1.1.10(67), length=314

opcode 2 from host 10.20.20.9 on Ethernetl/0, 0 secs, 0 hops

H Cisco Broadband Access Center for Cable
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4d01h:
4d01h:
4d01h:
4d01h:
4d01h:
4d01h:
4d01h:
4d01h:
4d01h:

BOOTP:

UDP:

UDP:

BOOTP:

UDP:

UDP:

BOOTP:

BOOTP:

UDP:

Broadcasting response 10.20.20.9 -> 10.1.1.20 (Cable2/0)
forwarded broadcast 68 from 10.20.20.9 to 255.255.255.255 on CaO0
rcvd src=0.0.0.0(68), dst=255.255.255.255(67), length=584

opcode 1 from host 0.0.0.0 on Cable2/0, 0 secs, 0 hops

forwarded broadcast 67 from 10.1.1.10 to 110.20.20.9 on EthernetO
rcvd src=10.20.20.9(67), dst=10.1.1.10(67), length=314

opcode 2 from host 10.20.20.9 on Ethernetl/0, 0 secs, 0 hops
Broadcasting response 10.20.20.9 -> 10.1.1.20 (Cable2/0)
forwarded broadcunast 68 from 10.20.20.9 to 255.255.255.255 on 1

All possible debugging has been turned off

uBR7246
Cisco UBR7246VXR

DHCP

Cisco uBR7246VXR

CM
DHCP

DHCP
CM

lw3d:
1w3d:
1w3d:
lw3d:
1w3d:

131.CABLEMODEM.CISCO:

cable helper-address

865015.
865015.

865053
865053

865055.

920
920

.580
.584

924

debug cable-modem mac log verbose

DHCP
CM DHCP
DHCP
CMAC_LOG_RANGING_SUCCESS
CMAC_LOG_STATE_CHANGE dhcp_state

CMAC_LOG_RNG_REQ_TRANSMITTED
CMAC_LOG_RNG_RSP_MSG_RCVD
CMAC_LOG_WATCHDOG_TIMER

lw3d: %UBR900-3-RESET_DHCP_WATCHDOG EXPIRED:

Cable Interface Reset due to DHCP watchdog timer expiration

1w3d:
1w3d:
1w3d:
lw3d:

865055.
865055.
865055.
865055.

924
924
924
924

DHCP

CMAC_LOG_RESET_DHCP_WATCHDOG_EXPIRED
CMAC_LOG_STATE_CHANGE reset_interface_state
cMAC_LOG_DHCP_PROCESS_KILLED

CMAC_LOG_STATE_CHANGE reset_hardware_state

| oL-4409-01-J
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[ |
DHCP init(i)
DHCP IP show cable
modem init(i)
#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 7 init (i) 2815 -0.25 2 0 10.1.1.20 0030.96£9.65d9
CM  init(i) show cable modem
init(rl) init(r2) init(rc) init(d) init(i)
init(i)
e DHCP DOCSIS
e TFTP IP TFTP
e TOD
e DHCP Router
init(i) IP
debug cable-modem mac log verbose

3d20h: 334402.548 CMAC_LOG_RANGING_SUCCESS
3d20h: 334402.548 CMAC_LOG_STATE_CHANGE dhcp_state

NOTE—IP address Assigned to CM:

3d20h:
3d20h:
3d20h:
3d20h:
3d20h:

334415.492
334415.492
334415.492
334415.492

334415.492

NOTE—-DOCSIS file CM

3d20h:
3d20h:
3d20h:
3d20h:
3d20h:
3d20h:
3d20h:
3d20h:
3d20h:

3d20h:
3d20h:

334415.496
334415.496
334415.496
334415.496
334415.508
334415.512
334415.524
334415.524

334415.528

334415.528

334415.528

CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS
CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS
CMAC_LOG_DHCP_TOD_SERVER_ADDRESS
CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
CMAC_LOG_DHCP_TZ_OFFSET

is trying to load:
CMAC_LOG_DHCP_CONFIG_FILE_NAME
CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS
CMAC_LOG_DHCP_COMPLETE
CMAC_LOG_STATE_CHANGE
CMAC_LOG_TOD_REQUEST_SENT
CMAC_LOG_TOD_REPLY_RECEIVED
CMAC_LOG_TOD_COMPLETE

CMAC_LOG_STATE_CHANGE

CMAC_LOG_SECURITY_BYPASSED

CMAC_LOG_STATE_CHANGE

NOTE—-DOCSIS file name:

3d20h:

133 .CABLEMODEM.CISCO:

3d20h:
3d20h:
3d20h:

334415.528

334416.544
334416.548
334416.548

CMAC_LOG_LOADING_CONFIG_FILE
3d20h: S$SLINEPROTO-5-UPDOWN: Line protocol on
CMAC_LOG_CONFIG_FILE_TFTP_FAILED
CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

CMAC_LOG_RESET_CONFIG_FILE_READ FAILED

10.1.1.20
10.20.20.9
10.20.20.9

nofile

establish_tod_state
10.20.20.9
3178343318

security_association
_state

configuration_file

nofile

Interface cap

-1

H Cisco Broadband Access Center for Cable
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TFTP
3d21h: 336136.520 CMAC_LOG_STATE_CHANGE dhcp_state
3d21h: 336149.404 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
NOTE-TFTP Server address
3d21h: 336149.404 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.1.1.10
3d21h: 336149.404 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.1.1.20
3d21h: 336149.404 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
3d21h: 336149.404 CMAC_LOG_DHCP_TZ_OFFSET 0
3d21h: 336149.408 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm
3d21h: 336149.408 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
3d21h: 336149.408 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRES
3d21h: 336149.408 CMAC_LOG_DHCP_COMPLETE
3d21h: 336149.420 CMAC_LOG_STATE_CHANGE establish_tod_state
3d21h: 336149.424 CMAC_LOG_TOD_REQUEST_SENT 10.1.1.20
3d21h: 336149.436 CMAC_LOG_TOD_REPLY_RECEIVED 3178345052
3d21h: 336149.436 CMAC_LOG_TOD_COMPLETE
3d21h: 336149.440 CMAC_LOG_STATE_CHANGE security association_
state
3d21h: 336149.440 CMAC_LOG_SECURITY_BYPASSED
3d21h: 336149.440 CMAC_LOG_STATE_CHANGE configuration_file
3d21h: 336149.440 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm
133 .CABLEMODEM.CISCO: 3d21h: %LINEPROTO-5-UPDOWN: Line protocol on Interface cap
3d21h: 336163.252 CMAC_LOG_RNG_REQ_TRANSMITTED
3d21h: 336163.252 CMAC_LOG_RNG_RSP_MSG_RCVD
NOTE—-TFTP process failing:
3d21h: 336165.448 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1
3d21h: 336165.448 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE
3d21h: 336165.452 CMAC_LOG_RESET_CONFIG_FILE_READ_FAILED
3d21h: 336165.452 CMAC_LOG_STATE_CHANGE reset_interface_state
Time of Day TOD;
3d21h: 338322.500 CMAC_LOG_STATE_CHANGE dhcp_state
3d21h: 338334.260 CMAC_LOG_RNG_REQ_TRANSMITTED
3d21h: 338334.260 CMAC_LOG_RNG_RSP_MSG_RCVD
3d21h: 338335.424 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
3d21h: 338335.424 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.10.10.1
3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_TOD_ADDRESS
3d21h: 338335.424 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
3d21h: 338335.424 CMAC_LOG_DHCP_ERROR_ACQUIRING_TZ_OFFSET
3d21h: 338335.424 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm
3d21h: 338335.428 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
3d21h: 338335.428 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS
3d21h: 338335.428 CMAC_LOG_DHCP_COMPLETE
Cisco Broadband Access Center for Cable
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3d21h: 338335.428 CMAC_LOG_RESET_DHCP_FAILED
3d21h: 338335.432 CMAC_LOG_STATE_CHANGE reset_interface_state
3d21h: 338335.432 CMAC_LOG_STATE_CHANGE reset_hardware_state
3d21h: 338336.016 CMAC_LOG_STATE_CHANGE wait_for_link up_state
S
Cisco 10S 12.1(1)
TOD DHCP Cisco 10S 12.1(1)
TOD
344374.528 CMAC_LOG_STATE_CHANGE dhcp_state
344377.292 CMAC_LOG_RNG_REQ_TRANSMITTED
344377.292 CMAC_LOG_RNG_RSP_MSG_RCVD
344387.412 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
344387.412 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.10.10.1
NOTE— TOD server IP address obtained:
344387.412 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.10.10.1
344387.412 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

NOTE— Timing offset not specified in DHCP server:

344387.

344387.
344387
344387
344387
344387

NOTE—Modem resetting:

344387.

3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:
3d23h:

412 CMAC_LOG_DHCP_ERROR_ACQUIRING TZ_OFFSET
412 CMAC_LOG_DHCP_CONFIG_FILE_NAME

.412 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
.412 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS
.412 CMAC_LOG_DHCP_COMPLETE

.412 CMAC_LOG_RESET_DHCP_FAILED

platinum.cm

reset_interface_state

10.1.1.20
172.17.110.136

0

platinum.cm

establish_tod_state

412 CMAC_LOG_STATE_CHANGE
DHCP

345297.516 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS
345297.516 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS
345297.516 CMAC_LOG_DHCP_ERROR_ACQUIRING_TOD_ADDRESS
345297.516 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS
345297.516 CMAC_LOG_DHCP_TZ_OFFSET
345297.516 CMAC_LOG_DHCP_CONFIG_FILE_NAME
345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
345297.520 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS
345297.520 CMAC_LOG_DHCP_COMPLETE
345297.532 CMAC_LOG_STATE_CHANGE
345297.532 CMAC_LOG_TOD_NOT_REQUESTED_NO_TIME_ADDR
345297.532 CMAC_LOG_STATE_CHANGE

security_association_
state

H Cisco Broadband Access Center for Cable
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||
3d23h: 345297.536 CMAC_LOG_SECURITY_BYPASSED
3d23h: 345297.536 CMAC_LOG_STATE_CHANGE configuration_file
3d23h: 345297.536 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm
3d23h: 345297.568 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE
3d23h: 345297.568 CMAC_LOG_STATE_CHANGE registration_state
3d23h: 345297.592 CMAC_LOG_REG_RSP_MSG_RCVD
3d23h: 345297.592 CMAC_LOG_COS_ASSIGNED_SID 1/7
3d23h: 345297.596 CMAC_LOG_RNG_REQ_QUEUED 7
3d23h: 345297.596 CMAC_LOG_REGISTRATION_OK
3d23h: 345297.596 CMAC_LOG_STATE_CHANGE establish_privacy_sta
te
3d23h: 345297.596 CMAC_LOG_PRIVACY_NOT_CONFIGURED
3d23h: 345297.596 CMAC_LOG_STATE_CHANGE maintenance_state
133.CABLEMODEM.CISCO: 3d23h: %LINEPROTO-5-UPDOWN: Line protocol on Interface changed
state to up
DHCP Router Router
IP init(i)
debug cable-modem mac log verbose
1d16h: 146585.940 CMAC_LOG_CONFIG_FILE_TFTP_FAILED -1
1d16h: 146585.940 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE
1d16h: 146585.944 CMAC_LOG_RESET_CONFIG_FILE_READ_FAILED
1dl6h: 146585.944 CMAC_LOG_STATE_CHANGE reset_interface_state
1dléh: 146585.944 CMAC_LOG_STATE_CHANGE reset_hardware_state
TOD init(t)
Time Of Day TOD;
TOD UTC 1970 1 1
DHCP
syslog
SID 1 2 init(t) Cisco 10S 12.1(1)
10S TOD show
cable modem
#show cable modem
Interface Prim Online Timing Rec QoS CPE IP address MAC address
sid State Offset Power
Cable2/0/U0 1 init(t) 2808 0.00 2 0 10.1.1.20 0030.96£9.65d9
Cable2/0/U0 2 init(t) 2809 0.25 2 0 10.1.1.21 0030.96£9.6605
Cable2/0/U0 3 init (i) 2810 -0.25 2 0 10.1.1.22 0050.7366.1e01
2d01h: 177933.712 CMAC_LOG_STATE_CHANGE dhcp_state
2d01h: 177933.716 CMAC_LOG_RNG_REQ_TRANSMITTED
2d01h: 177933.716 CMAC_LOG_RNG_RSP_MSG_RCVD
Cisco Broadband Access Center for Cable
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2d01lh: 177946.596 CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS 10.1.1.20
2d01h: 177946.596 CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS 10.20.20.1
2d01lh: 177946.596 CMAC_LOG_DHCP_TOD_SERVER_ADDRESS 10.30.30.1
2d01h: 177946 .596 CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

2d01h: 177946.596 CMAC_LOG_DHCP_TZ_OFFSET 0

2d01lh: 177946.600 CMAC_LOG_DHCP_CONFIG_FILE_NAME platinum.cm
2d01h: 177946.600 CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

2d01lh: 177946.600 CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

2d01h: 177946.600 CMAC_LOG_DHCP_COMPLETE

2d01h: 177946 .612 CMAC_LOG_STATE_CHANGE establish_tod_state
2d01h: 177946.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01h: 177946.716 CMAC_LOG_RNG_RSP_MSG_RCVD

133.CABLEMODEM.CISCO: 2d0l1h: $LINEPROTO-5-UPDOWN: Line protocol on Interface cap

2d01h: 177947.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01h: 177947.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01h: 177948.616 CMAC_LOG_TOD_REQUEST_SENT 10.30.30.1
2d01h: 177948.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01h: 177954.616 CMAC_LOG_TOD_REQUEST_SENT 10.30.30.1
2d01h: 177954.716 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01h: 177954.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01h: 177960.616 CMAC_LOG_TOD_REQUEST_SENT 10.30.30.1
2d01h: 177960.712 CMAC_LOG_RNG_REQ_TRANSMITTED

2d01h: 177960.716 CMAC_LOG_RNG_RSP_MSG_RCVD

2d01h: 177961.716 CMAC_LOG_RNG_REQ_TRANSMITTED

131.CABLEMODEM.CISCO: 2d01h: %UBR900-3-TOD_FAILED_ TIMER EXPIRED:TOD failed, but Cable
Interface proceeding to operational state

2d01h: 177986.616 CMAC_LOG_TOD_WATCHDOG_EXPIRED

2d01h: 177986.616 CMAC_LOG_STATE_CHANGE security_association_
state

2d01lh: 177986.616 CMAC_LOG_SECURITY_BYPASSED

2d01h: 177986.616 CMAC_LOG_STATE_CHANGE configuration_file

2d01h: 177986.620 CMAC_LOG_LOADING_CONFIG_FILE platinum.cm

2d01lh: 177986.644 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

2d01h: 177986.644 CMAC_LOG_STATE_CHANGE registration_state

2d01h: 177986.644 CMAC_LOG_REG_REQ_MSG_QUEUED

2d01h: 177986.648 CMAC_LOG_REG_REQ_TRANSMITTED

2d01h: 177986.652 CMAC_LOG_REG_RSP_MSG_RCVD

2d01lh: 177986.652 CMAC_LOG_COS_ASSIGNED_SID 1/1

2d01h: 177986.656 CMAC_LOG_RNG_REQ_QUEUED 1

NOTE— Modem online:

2d01h: 177986.656 CMAC_LOG_REGISTRATION_OK

2d01h: 177986.656 CMAC_LOG_STATE_CHANGE establish_privacy_
statee

2d01lh: 177986.656 CMAC_LOG_PRIVACY_NOT_CONFIGURED

2d01h: 177986.656 CMAC_LOG_STATE_CHANGE maintenance_state

2d01h: 177988.716 CMAC_LOG_RNG_REQ_TRANSMITTED

Cisco Broadband Access Center for Cable
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DHCP

. TOD

PING IP

init(o)

nit(o)
e DOCSIS
e TFTP IP TFTP
e DOCSIS
e TFTP

init(o) init(i)
0 mac state

#show controller cable-modem 0 mac state

MAC State:
Ranging SID:
Registered:

Privacy Established:

show cable modem

Cisco Broadband Configurator

w3d: 880748.992
lw3d: 880751.652
lw3d: 880751.656
1w3d: 880761.876
lw3d: 880761.876
lw3d: 880761.876

configuration_file_state
4
FALSE

FALSE

init(o)
TFTP

cisco.com
ID

CMAC_LOG_STATE_CHANGE
CMAC_LOG_RNG_REQ_TRANSMITTED
CMAC_LOG_RNG_RSP_MSG_RCVD
CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS
CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS

CMAC_LOG_DHCP_TOD_SERVER_ADDRESS

Cisco Broadband Access Center for Cable

TOD

init(rl) init(i)
show controller cable-modem

debug cable-modem mac log verbose

dhcp_state

10.1.1.20
10.10.10.1
10.10.10.1

| oL-4409-01-J
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1lw3d:
1w3d:

880761.
880761.

876
876

CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

CMAC_LOG_DHCP_TZ_OFFSET

NOTE—Corrupt configuration file:

lw3d:
1w3d:
1w3d:
1w3d:
1w3d:
lw3d:
1w3d:
lw3d:
lw3d:

lw3d:
lw3d:

1w3d:
1w3d:
1w3d:

880761.
880761.
880761.
880761.
880761.
880761.
880761.
880761.
880761.

880761.
880761.

880761.
880762.
880762.

880
880
880
880
892
896
904
908
908

908
912

912
652
652

CMAC_LOG_DHCP_CONFIG_FILE_NAME

data.cm

CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR

CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRESS

CMAC_LOG_DHCP_COMPLETE
CMAC_LOG_STATE_CHANGE
CMAC_LOG_TOD_REQUEST_SENT
CMAC_LOG_TOD_REPLY_RECEIVED
CMAC_LOG_TOD_COMPLETE

CMAC_LOG_STATE_CHANGE

CMAC_LOG_SECURITY_BYPASSED

CMAC_LOG_STATE_CHANGE

CMAC_LOG_LOADING_CONFIG_FILE
CMAC_LOG_RNG_REQ_TRANSMITTED

CMAC_LOG_RNG_RSP_MSG_RCVD

establish_tod_state
10.10.10.1
3180091733

security_association
_state

configuration_file_
state

data.cm

133 .CABLEMODEM.CISCO: 00:13:07: $LINEPROTO-5-UPDOWN: Line protocol on Interface

cable-modem0,

00:13:08:
00:13:08:
00:13:08:
00:13:08:

00:13:08:
00:13:08:

788.004
788.004
788.004
788.004

788.008
788.008

online online(d) online(pk)

e online

e online(pk)

e online(pt)
online(d)

#show cable modem

Interface Prim

sid

Cable2/0/U0 4

Cable2/0/U0 5

Cable2/0/U0 6

changed state to up

CMAC_LOG_CONFIG_FILE_CISCO_BAD_TYPE 155
CMAC_LOG_CONFIG_FILE_CISCO_BAD_ TYPE 115
CMAC_LOG_CONFIG_FILE_CISCO_BAD_ TYPE 116
CMAC_LOG_CONFIG_FILE_CISCO_BAD ATTR_MAX 128

LENG

CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

CMAC_LOG_RESET_CONFIG_FILE_READ_FAILED

online(pt)
Online Timing Rec QoS CPE
State Offset Power
online 2810 -0.75 6 0
online (pt) 2290 0.25 5 0
online (d) 2815 0.00 6 0

IP address MAC address

10.1.1.20 0030.96£9.65d9
10.1.1.25 0050.7366.2223
10.1.1.27 0001.9659.4461

H Cisco Broadband Access Center for Cable
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online(d)

Network Access

04:
04:
04:
04:
04:
04:
04:
04:

11:
11:
11:
11:
11:
11:
11:
11:

34:
46:
46:
47 :
47
47 :
47
47 :

15094.700
15106.392
15106.396
15107.620
15107.620
15107.620
15107.620
15107.620

Cisco Broadband Configurator cisco.com

Radio Frequency info Network Access

debug cable-modem mac log verbose

CMAC_LOG_STATE_CHANGE
CMAC_LOG_RNG_REQ_TRANSMITTED
CMAC_LOG_RNG_RSP_MSG_RCVD
CMAC_LOG_DHCP_ASSIGNED_IP_ADDRESS
CMAC_LOG_DHCP_TFTP_SERVER_ADDRESS
CMAC_LOG_DHCP_TOD_SERVER_ADDRESS
CMAC_LOG_DHCP_SET_GATEWAY_ADDRESS

CMAC_LOG_DHCP_TZ_OFFSET

NOTE—Network Access disabled:

04:
04:
04:
04:
04:
04:
04:
04:
04:

04:
04:

04:11:47:

11:
11:
11:
11:
11:
11:
11:
11:
11:

11:
11:

47
47 :
47
47 :
47 :
47
47 :
47
47 :

47 :
47 :

15107.624
15107.624
15107.624
15107.624
15107.636
15107.640
15107.648
15107.652
15107.652

15107.652
15107.652

15107.652

133 .CABLEMODEM.CISCO:

cable-modem0,
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:
04:11:48:

04:11:48:
04:11:48:
04:11:49:

15108.672
15108.672
15108.672
15108.676
15108.680
15108.680
15108.684
15108.684
15108.684
15108.684

15108.684
15108.684
15109.392

CMAC_LOG_DHCP_CONFIG_FILE_NAME
CMAC_LOG_DHCP_ERROR_ACQUIRING_SEC_SVR_ADDR
CMAC_LOG_DHCP_ERROR_ACQUIRING_LOG_ADDRES
CMAC_LOG_DHCP_COMPLETE
CMAC_LOG_STATE_CHANGE
CMAC_LOG_TOD_REQUEST_SENT
CMAC_LOG_TOD_REPLY_RECEIVED
CMAC_LOG_TOD_COMPLETE

CMAC_LOG_STATE_CHANGE

CMAC_LOG_SECURITY_BYPASSED

CMAC_LOG_STATE_CHANGE

CMAC_LOG_LOADING_CONFIG_FILE

show cable modem

dhcp_state

10.1.1.20
172.17.110.136
172.17.110.136

noaccess.cm

establish_tod_state
172.17.110.136
3179226080

security_associatio
n_state

configuration_file_
state

noaccess.cm

04:11:48: 3LINEPROTO-5-UPDOWN: Line protocol on Interface

changed state to up

CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE
CMAC_LOG_STATE_CHANGE
CMAC_LOG_REG_REQ_MSG_QUEUED
CMAC_LOG_REG_REQ_TRANSMITTED
CMAC_LOG_REG_RSP_MSG_RCVD
CMAC_LOG_COS_ASSIGNED_SID
CMAC_LOG_RNG_REQ_QUEUED
CMAC_LOG_NETWORK_ACCESS_DENIED
CMAC_LOG_REGISTRATION_OK

CMAC_LOG_STATE_CHANGE

CMAC_LOG_PRIVACY_NOT_CONFIGURED
CMAC_LOG_STATE_CHANGE

CMAC_LOG_RNG_REQ_TRANSMITTED

Cisco Broadband Access Center for Cable

registration_state

1/4

establish_privacy_
state

maintenance_state
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show controllers cable-modem 0 mac state

Config File:

Network Access: FALSE <<<<<<<<<<<<<<<<<<<<< network access denied

Maximum CPEs:

Baseline Privacy:

cos

Auth. Wait Timeout:
Reauth. Wait Timeout:
Auth. Grace Time:

Op. Wait Timeout:
Retry Wait Timeout:

TEK Grace Time:

Auth. Reject Wait Time:

1:
Assigned SId:
Max Downstream Rate:
Max Upstream Rate:
Upstream Priority:
Min Upstream Rate:
Max Upstream Burst:

Privacy Enable:

online

3

10
10
600

600
60

4
10000000
1024000
7

0

0

FALSE

Cisco uBR7246VXR

Baseline Privacy Interface BPI;

BPI
online(pt)

cable-modem mac log verbose

online(pk)

debug

5d03h: 445197.804 CMAC_LOG_STATE_CHANGE registration_state
5d03h: 445197.804 CMAC_LOG_REG_REQ_MSG_QUEUED

5d03h: 445197.812 CMAC_LOG_REG_REQ_TRANSMITTED

5d03h: 445197.816 CMAC_LOG_REG_RSP_MSG_RCVD

5d03h: 445197.816 CMAC_LOG_COS_ASSIGNED_SID 1/4

5d03h: 445197.816 CMAC_LOG_RNG_REQ_QUEUED 4

5d03h: 445197.816 CMAC_LOG_REGISTRATION_OK

5d03h: 445197.816 CMAC_LOG_STATE_CHANGE establish_privacy_state
5d03h: 445197.820 CMAC_LOG_PRIVACY_FSM _STATE_CHANGE

machine: KEK, event/state: EVENT_1_PROVISIONED/STATE_A_START, new state:

STATE_B_AUTH_WAIT

5d03h:

445197.

828

CMAC_LOG_BPKM_REQ_TRANSMITTED

H Cisco Broadband Access Center for Cable
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5d03h:
5d03h:

machine:

STATE_C_AUTHORIZED

5d03h:
machine:
5d03h:
5d03h:
5d03h:
5d03h:
5d03h:

machine:

STATE_D_OPERATIONAL

5d03h:
5d03h:
5d03h:
5d03h:
5d03h:

BPI

UBR7246VXR
Cisco Broadband Configurator

reject(pk)

BPI

Cisco Broadband Configurator

445198.548
445198.548 CMAC_LOG_PRIVACY_ESTABLISHED
445198.552 CMAC_LOG_STATE_CHANGE
445201.484 CMAC_LOG_RNG_REQ_TRANSMITTED

445201.484 CMAC_LOG_RNG_RSP_MSG_RCVD

reject(pk) reject (pt)

Cisco uBR7246VXR

BPI K1

cisco.com
Baseline Privacy Enable

BPI

BPI

reject(pt)
Cisco UBR7246VXR

show cable modem

#show cable modem

Interface Prim

sid

Cable2/0/U0 2

01:58:51:

%UBR7200-5-UNAUTHSIDTIMEOUT:

Rec
Power

Online QoS

State

Timing
Offset

reject (pk) 2812

0030.96£9.65d9

BPI

reject(pk)

CM

CPE

0.00 6 0

new state:

445197.848 CMAC_LOG_BPKM_RSP_MSG_RCVD
445197.848 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE
KEK, event/state: EVENT_3_AUTH_REPLY/STATE_B_AUTH WAIT,

new state: STATE_B_OP_WAIT

445198.524 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE
TEK, event/state: EVENT_2_ AUTHORIZED/STATE_A_START,
445198.536 CMAC_LOG_RNG_REQ_TRANSMITTED
445198.536 CMAC_LOG_RNG_RSP_MSG_RCVD
445198.536 CMAC_LOG_BPKM_REQ_TRANSMITTED
445198.536 CMAC_LOG_BPKM_RSP_MSG_RCVD
445198.540 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE
TEK, event/state: EVENT_8_KEY_REPLY/STATE_B_OP_WAIT, new state:

CMAC_LOG_PRIVACY_INSTALLED_KEY_FOR_SID 4

maintenance_state

reject(pk)

BPI

Class of Service
1 Cisco

online  offline

reject(pk)

IP address MAC address

10.1.1.20 0030.96£9.654d9

CMTS deleted BPI unauthorized Cable Modem

debug cable privacy

e cable privacy authenticate-modem CMTS

* RADIUS

Cisco Broadband Access Center for Cable

RADIUS

| oL-4409-01-J
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Reject(pt) Traffic Encryption Key TEK;
Cisco uBR7246VXR  debug cable privacy

02:32:08: CMTS Received AUTH REQ.

02:32:08: Created a new CM key for 0030.96£9.65d49.

02:32:08: CMTS generated AUTH_KEY.

02:32:08: Input : 70D158F106BOB75

02:32:08: Public Key:

02:32:08: 0x0000: 30 68 02 61 00 DA BA 93 3C E5 41 7C 20 2C D1 87
02:32:08: 0x0010: 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA E6 A7 71 91
02:32:08: 0x0020: F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21 B3 6A BE CE
02:32:08: 0x0030: 6A BE E1 32 A8 67 9A 34 E2 33 4A A4 OF 8C DB BD
02:32:08: 0x0040: DO BB DE 54 39 05 BO EO F7 19 29 20 8C F9 3A 69
02:32:08: 0x0050: E4 51 C6 89 FB 8A 8E C6 01 22 02 34 C5 1F 87 F6
02:32:08: 0x0060: A3 1C 7E 67 9B 02 03 01 00 01

02:32:08: RSA public Key subject:

02:32:08: 0x0000: 30 7C 30 OD 06 09 2A 86 48 86 F7 0D 01 01 01 05
02:32:08: 0x0010: 00 03 6B 00 30 68 02 61 00 DA BA 93 3C E5 41 7C
02:32:08: 0x0020: 20 2C D1 87 3B 93 56 E1 35 7A FC 5E B7 E1 72 BA
02:32:08: 0x0030: E6 A7 71 91 F4 68 CB 86 A8 18 FB A9 B4 DD 5F 21
02:32:08: 0x0040: B3 6A BE CE 6A BE E1 32 A8 67 9A 34 E2 33 4A A4
02:32:08: 0x0050: OF 8C DB BD DO BB DE 54 39 05 BO EO F7 19 29 20
02:32:08: 0x0060: 8C F9 3A 69 E4 51 C6 89 FB 8A 8E C6 01 22 02 34
02:32:08: 0x0070: C5 1F 87 F6 A3 1C 7E 67 9B 02 03 01 00 01
02:32:08: RSA encryption result = 0

02:32:08: RSA encrypted output:

02:32:08: 0x0000: B6 CA 09 93 BF 2C 05 66 9D C5 AF 67 OF 64 2E 31
02:32:08: 0x0010: 67 E4 2A EA 82 3E F7 63 8F 01 73 10 14 4A 24 ED
02:32:08: 0x0020: 65 8F 59 D8 23 BC F3 A8 48 7D 1A 08 09 BF A3 A8
02:32:08: 0x0030: D6 D2 5B C4 A7 36 C4 A9 28 FO 6C 5D Al 3B 92 A2
02:32:08: 0x0040: BC 99 CC 1F C9 74 F9 FA 76 83 ED D5 26 B4 92 EE
02:32:08: 0x0050: DD EA 50 81 C6 29 43 4F 73 DA 56 C2 29 AF 05 53
02:32:08: CMTS sent AUTH response.

02:32:08: CMTS Received TEK REQ.

02:32:08: Created a new key for SID 2.

02:32:08: CMTS sent KEY response.

6d02h: 527617.480 CMAC_LOG_CONFIG_FILE_PROCESS_COMPLETE

6d02h: 527617.480 CMAC_LOG_STATE_CHANGE registration_state
6d02h: 527617.484 CMAC_LOG_REG_REQ_MSG_QUEUED

6d02h: 527617.488 CMAC_LOG_REG_REQ_TRANSMITTED

6d02h: 527617.492 CMAC_LOG_REG_RSP_MSG_RCVD

6d02h: 527617.492 CMAC_LOG_COS_ASSIGNED_SID 1/2

6d02h: 527617.492 CMAC_LOG_RNG_REQ_QUEUED 2

6d02h: 527617.492 CMAC_LOG_REGISTRATION_OK

6d02h: 527617 .496 CMAC_LOG_STATE_CHANGE establish_privacy_state
6d02h: 527617.496 CMAC_LOG_PRIVACY_FSM_STATE_CHANGE

machine: KEK, event/state: EVENT 1 PROVISIONED/STATE A_START, new state:
STATE_B_AUTH_WAIT

6d402h: 527617.504 CMAC_LOG_BPKM_REQ_ TRANSMITTED
6d02h: 527617.504 CMAC_LOG_BPKM_RSP_MSG_RCVD
6d402h: 527617.508 CMAC_LOG_PRIVACY_ FSM STATE_CHANGE

machine: KEK, event/state: EVENT_2_ AUTH REJECT/STATE_B_AUTH_WAIT, new state:
STATE_E_AUTH_REJ WAIT

129 .CABLEMODEM.CISCO: 6402h: %CMBPKM-1-AUTHREJECT: Authorization request rejected by
CMTS: Unauthorized CM

6d02h: 527618.588 CMAC_LOG_RNG_REQ TRANSMITTED

6d02h: 527618.592 CMAC_LOG_RNG_RSP_MSG_RCVD

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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Cisco uBR7246VXR debug cable privacy

02:47:00: CMTS Received AUTH REQ.

02:47:00: Sending KEK REJECT.

02:47:05: $UBR7200-5-UNAUTHSIDTIMEOUT: CMTS deleted BPI unauthorized Cable Modem
0030.96£9.65d9

reject(pk) init(rl)

Cisco uBR7246VXR

(config-if) #cable privacy 40-bit-des

reject (m)

REG-REQ
UBR7246  Message Integrity Check MIC;
MIC
Cisco
UBR7246VXR  MIC cable shared-secret
Cisco uBR7246VXR

reject(m) MIC

. cable shared-secret Cisco Broadband
Configurator cisco.com Miscellaneous CMTS
Authentication

. DOCSIS

CMTS Authentication
cable shared-secret <line>
Cisco uBR7246VXR
Cisco UBR7246VXR

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m
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reject (c)
Class of Service COS;

reject(c)
e UuBR7246 COoS
e Cisco Broadband Configurator cisco.com Class of Service
ID
2
debug cable-modem mac log verbose COsS
w3d: 885643.820 CMAC_LOG_STATE_CHANGE registration_state
1lw3d: 885643.820 CMAC_LOG_REG_REQ_MSG_QUEUED
1w3d: 885643.824 CMAC_LOG_REG_REQ_TRANSMITTED
1lw3d: 885643.828 CMAC_LOG_REG_RSP_MSG_RCVD
1w3d: 885643.828 CMAC_LOG_SERVICE_NOT_ AVAILABLE 0x01,0x01, 0x01
1lw3d: 885643.828 CMAC_LOG_RESET_SERVICE_NOT_ AVAILABLE
1w3d: 885643.828 CMAC_LOG_STATE_CHANGE reset_interface_state
1w3d: 885643.832 CMAC_LOG_STATE_CHANGE reset_hardware_state
1w3d: 885644 .416 CMAC_LOG_STATE_CHANGE wait_for_link_up_state
1lw3d: 885644.420 CMAC_LOG_DRIVER_INIT_IDB_RESET 0x8039E23C
1lw3d: 885644.420 CMAC_LOG_LINK_DOWN
1w3d: 885644.420 CMAC_LOG_LINK_UP
1w3d: 885644.420 CMAC_LOG_STATE_CHANGE ds_channel_scanning_state
133 .CABLEMODEM.CISCO:
1w3d: $LINEPROTO-5-UPDOWN: Line protocol on Interface cable-modem0O, changed state
to down
1w3d: 885645.528 CMAC_LOG_UCD_MSG_RCVD 1
1w3d: 885646.828 CMAC_LOG_DS_64QAM_LOCK_ACQUIRED 453000000

Cisco uBR7246VXR debug cable registration

sniper#debug cable registration

CMTS registration debugging is on

sniper#

1d04h: %UBR7200-5-CLASSFAIL: Registration failed for Cable Modem 0001.9659.4461 on
interface Cable2/0/U0:

Bad/Missing Class of Service Config in REG-REQ

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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PacketCable

PacketCable
PacketCable

e PacketCable EMTA pP.5-2
e PacketCable EMTA  BASIC P.5-5
e Euro-PacketCable P.5-6

PacketCable

e eMTA P.5-8
. p.5-12

N P.5-13

N p.5-17

PacketCable MTA Device Provisioning Specification PKT-SPPROV1.5-101-050128
www.packetcable.com

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m
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Ml PacketCable EMTA

PacketCable EMTA

PacketCable PacketCable
Secure
PacketCable Secure Kerberos
MTA MTA
SNMPv3
BACC PacketCable
PacketCable EMTA
PacketCable
5-1 PacketCable
MTA
5-1 MTA
Fow owwmTa omts 5SS PRERS PO SOV orice  ONs  TRTP Kbo  SYSLOG
Start with DOCSIS 1.1 Initialization/Registration
CM-1 DHCP Broadr‘.":;sl Discovér (Requests Option Code 122 ):
CM-2 DHCP Offer (option code‘ 122 w/telephony ser‘\/lce provider's DHCP server address)
CM-3 DHCP Requgst
CM-4 DHCP Ack
CM-5 DOC:)SIS CM config file gequest
CM-6 DO?SIS config file
CM-7 ToD Request
CM-8 Tod Response
CM-9 CN] registration with CMTS
CM-10 CMTS Regislr‘alion ACK 1
Complete DOCSIS 1.1 Initialization/Registration
MTA-1 DHéP Broadcast Discover (‘im‘ludp Oo‘tion code 66 w/MTA de‘ ice identifier, option Coc‘ie 43 & req| ‘ests Opiion‘ 122)
MTA-2 DHCP Offer (option codé 122 w/nar‘ne of provi‘sioninq realm)
MTA-3 DHCP Request
MTA-4 DHCP Ack
MTA-5 DHCP Request
MTA-6 DNS Srv (KDC host nhame associated with the provisioning REALM
MTA-7 DNS Request
MTA-8 DNS Response (KDC IP'Address)
MTA-9 AS Request
MTA-10 AS Reply
MTA-11 TGS Request
MTA-12 TGS Reply
MTA-13 AP Request (KeyMgmt P‘rol Vers. l‘-’rotocol ID‘ KRB_AP! REQ,, Ciphersuites,|SHA-1 HMAC)
MTA-14 AP F‘eD|V (Ke! qutProtVers Fro(ocol ID }‘(RB AP_REQ,, ciphersuite selected, key lifetime, Ack req HMAC),
MTA-15 SNMP Inform (see table for data list)
MTA-16 SNNVIP Get Relquest(s) for MTA device capabilities (optional/iterative)
MTA-17 SNI\‘ P Get Response(s) ‘containinQ‘MTA deyjce capabilities (optional/iterative)
MTA-18 ! 1 ! MTA co:nfiq file
MTA-19 SNMP Set with URL encoded file download access method (TFTP or,HTTP), filename, hash, and encryption key (if required)
MTA-20 Resolve TETP server FQDN
MTA-21 TFTP server IP Address
MTA-22 Telephony config file request
MTA-23 Telephony config file ‘
MTA-24 MTA send telephony ser\‘/ice provider SYSLOG a notification of provisioning completed (Optional),
MTA-25 SNI\‘/IP Notify c ‘ MAC addr‘ess, ESN, pass/fail)

ompletion of telepho ‘1y Qrovis'@\ning (MTA

Cisco Broadband Access Center for Cable

120491

OL-4409-01-J |
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PacketCable

PacketCable EMTA

Y
KDC
CM-1 10 DOCSISCM PacketCable DHCP
MTA DHCP 122 MTA DHCP
DHCP OFFER
MTA-1 4 DHCP MTA PacketCable MTA
SECURE BASIC
MTA 122 DHCP
122 PacketCable ProvServ
MTA KDC ProvServer
CMTS DHCP CMTS
DHCP
MTA CMTS DHCP DPE
CMTS
Network Registrar  DHCP IP
BACC cnr_ep.properties PacketCable CNR
properties
B PacketCable DHCP BACC
MTA MTA-1 2
DHCP 122 FQDN
DHCP 12 DHCP 15
MTA
DHCP
3. MTA-5 8 MTA DHCP 122
KDC DNS SRV KDC IP
Network Registrar DNS
DNS
Network Registrar DNS Network Registrar
DNS
DNS cnr_ep.properties DNS KDC
SRV DNS A
4. MTA-9 AS REQ KDC MTA
KDC AS_REQ
KDC MTA_Root MTA
AS_REQ KDC
MTA_Root
Cisco Broadband Access Center for Cable
| oL-4409-01- .m
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Ml PacketCable EMTA

5. FQDN_REQ FQDN_REP KDC MTA MAC
MTA ProvServ ProvServ MAC
FQDN FQDN KDC KDC MTA
FODN FQDN_REP FQDN
DNS MTA
MTA  DHCP 122 ProvServ. FQDN  AS_REP
KDC KDC FQDN ProvServ  IP
KDC DPE KDC KDC
KDC
6. MTA-10 AS_REP KDC MTA
KDC
MTA MTA KDC MTA
MTA
MTA-1 KDC.cer P.12-42 KDC
PKCert.sh
KDC AS_REP
MTA MTA-1 MTA-10
7. MTA-13 AP_REQ MTA MTA-10 DHCP 122
ProvServ
8. MTA-14 AP_REP ProvServ KDC AP_REQ MTA
ProvServ AP_REP  SNMPv3
SNMPv3
9. MTA-15 SnmpV3Inform MTA ProvServ
10. MTA-19 SNMPV3 SET  ProvServ MTA URL
SNMPV3SET MTA
11. MTA-22 23 MTA TFTP VolP
BACC TFTP DPE
12. MTA-25 SnmpV3Inform MTA ProvServ

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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PacketCable EMTA BASIC | |
PacketCable EMTA BASIC
BACC PacketCable BASIC BASIC DOCSIS
BASIC.1
1. MTA-1
2. MTA-2 BASIC.1 MTA
122 6
DHCP OFFER BASIC.1
MTA BASIC.1
OFFER IP
122.3 file siaddr MTA
3. MTA-3 4 MTADHCP REQUEST ACK
4. MTA MTA-22 file siaddr MTA
TFTP
A
MTA ProvServ
BASIC.2 BASIC.1
e MTA DHCP 122 6 BASIC.2
. MTA-25 MTA SNMPv2c INFORM
INFORM DHCP 122 3
BASIC PacketCable DOCSIS
e MTA ToD
e MTA
SHA1 pktcMtadevConfigFileHash SNMP varbind End
of File TLV TLV 11
e BASIC.2 MTA
SNMPv2c¢c INFORM INFORM MTA
BACC
DPE RDU
BACC INFORM
DOCSIS 4 DOCSIS
~
PacketCable BASIC PacketCable BASIC eMTA
eMTA BASIC DHCP
DISCOVER 60 TLV5.18
Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m
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Ml Euro-PacketCable

PacketCable TLV 38 MIB

BACC PacketCable 1.5 MIB
BACC PacketCable TLV 38 TLV
SNMP TLV TLV 38
SNMP v2C
BACC PacketCable MTA SNMP v2C TRAP SNMP v2C INFORM
Euro-PacketCable
Euro-PacketCable North American PacketCable
e FEuro-PacketCable MIB
e Euro-PacketCable MTA_Root.cer
Euro-PacketCable kdc.ini euro-packetcable = true
p.2-15 Euro-PacketCable
Euro-PacketCable PacketCable Ipktcbl/prov/locale
EURO NA North America
P.12-25
Euro-PacketCable MIB
Euro-PacketCable MIB IETF MIB MTA
MIB SNMPVarBind PacketCable MIB  Euro
MIB PacketCable  Euro-PacketCable
PacketCable cw29_config.tmpl Euro-PacketCable

ecwl5 mta_config.tmpl <BACC_HOME>/rdu/samples

BACC Euro-PacketCable MIB

e DOCS-IETF-BPI2-MIB

* INTEGRATED-SERVICES-MIB
¢ DIFFSERV-DSCP-TC

* DIFFSERV-MIB

e TCOMLABS-MIB

¢ PKTC-TCOMLABS-MTA-MIB
¢ PKTC-TCOMLABS-SIG-MIB

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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Euro-PacketCable MIB

Configuration > Defaults > System Defaults

Euro-PacketCable ~ MIB BACC
BACC RDU
PacketCable MIB
e rdu.properties RDU
MIB RDU
e Prov APl  changeSystemDefaults() RDU
/snmp/mibs/mibList properties
Prov API

MIB

Euro-PacketCable

SNMPPropertyKeys.MIB_LIST

/snmp/mibs/mibList=SNMPv2-SMI, SNMPv2-TC, INET-ADDRESS-MIB, CISCO-SMI,CISCO-TC, SNMPv2-MIB
,RFC1213-MIB, IANAifType-MIB, IF-MIB, DOCS-IF-MIB, DOCS-IF-EXT-MIB, DOCS-BPI-MIB, CISCO-CABL
E-SPECTRUM-MIB, CISCO-DOCS-EXT-MIB, SNMP-FRAMEWORK-MIB, DOCS-CABLE-DEVICE-MIB, DOCS-CABLE-
DEVICE-MIB-OBSOLETE, DOCS-Q0S-MIB, CISCO-CABLE-MODEM-MIB, DOCS-IETF-BPI2-MIB, INTEGRATED-S
ERVICES-MIB, DIFFSERV-DSCP-TC, DIFFSERV-MIB, TCOMLABS-MIB, PKTC-TCOMLABS-MTA-MIB, PKTC-TCOM

LABS-SIG-MIB

Cisco Broadband Access Center for Cable

| oL-4409-01-J
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N eMTA
eMTA
PacketCable eMTA
eMTA
Network Registrar BACC
Network Registrar
DNS BACC
DHCP BACC
PacketCable eMTA 25
BASIC eMTA
PacketCable 25
. P.5-8
. P.5-10
eMTA
e DHCP
e DNS
e PacketCable
e Call Management Server
eMTA CM MTA
1 CM MTA
MAC DHCP IP
eMTA 3 1 MTA
2 MTA
MTA KDC 3
KDC MTA
KDC KDC
MTA MTA
MTA
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |
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PacketCable

eMTA | |
DHCP
DOCSIS IP
DHCP MTA
DOCSIS CPE DHCP IP
DNS Kerberos PacketCable 122
FQDN
~
DHCP 122
1
DHCP IP MTA
PacketCable BACC BACC 122
ToD DNS TFTP
Network Registrar
DNS
DNS PacketCable BACC
DPE PacketCable
A
FQDN DHCP MTA 122
KDC Kerberos FQDN SRV
SRV Kerberos A
MTA Call Management Server CMS
A MTA A
CMS MTA FQDN MTA
MTA A DNS DDNS
DDNS Cisco Network Registrar
KDC MTA KDC MTA MTA
KDC KDC KDC DPE
MTA
PacketCable
PacketCable SNMP MTA MTA
MTA MTA
SNMPv3 SNMPv3 MTA
KDC BACC
DPE
Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



5 PacketCable |

H evmTA

Call Management Server

Call Management Server CMS

PacketCable

PacketCable
NCS Restart in

PacketCable MTA

PacketCable
KDC MTA

PacketCable
MTA

PacketCable

$BACC_HOME/kdc/solaris/packetcable/certificates

QoS
MTA
Progress RSIP CMS
eMTA
. P.5-10
o P.5-11
e MTA P.5-11
MTA_Root.cer MTA
MTA_Root.cer
MTA
PacketCable
KDC MTA
Telnet HTTP
KDC

e CableLabs_Service Provider_Root.cer
e Service_Provider.cer
e Local_System.cer

e KDC.cer
e MTA_Root.cer
4 MTA_Root.cer
MTA KDC MTA
)
KDC P.12-42 KDC
PKCert.sh

H Cisco Broadband Access Center for Cable
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eMTA ||
PacketCable
CableLabs_Service_Provider_Root.cer Windows Subject OrgName 0]
= CableLabs CN=CABLELABS GENERATED TEST
ROOT FOR EQUIPMENT TEST PURPOSES ONLY
KDC KDC.cer BACC DNS
MTA
KDC $BACC_HOME/kdc/solaris
KDC_private_key.pkcs8
KDC_private_key_proprietary
BACC BACC DHCP
DHCP BACC
MTA
MTA CMS
MTA MTA 122
MTA
122 122
DEF.COM MTA pktcMtaDevRealm
ASCII Cisco Broadband Configurator 10
68.69.70.46.67.79.77
Web ASCII
Cisco Broadband Access Center for Cable
| oL-4409-01-4 .m
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[ |
PacketCable MTA Device Provisioning Specification 25 eMTA
5-1
o pP.5-12
e FEthereal SnifferPro P.5-12
e Network Registrar 2 name_dhcp_1 log name_dns_1 log  Network Registrar
DHCP DNS
e $BACC_HOME/kdc/logs/kdc.log KDC MTA KDC
DPE
e $BACC_DATA/dpe/logs/dpe.log MTA SNMPv3
DPE show log CLI
S
SNMP
PacketCable
Cisco Broadband
Access Center for Cable Command Line Interface Reference
Ethereal SnifferPro
eMTA CableLabs
Ethereal PacketCable
Kerberos AS AP
U DHCP CMTS
IP DHCP IP
o DHCP 25
eMTA IP
5-1 5 25
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |
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||
MTA 5-1
5-1
KDC KDC
KDC KDC $BACC_HOME/kdc
MTA BACC
Devices
BACC MTA MTA
DHCPCriteria BACC PacketCable DHCP
Network Registrar Network Registrar
Cisco
Broadband Access Center for Cable Installation
Guide
BACC DOCSIS DHCP
MTA  DHCP DHCP DNS
DHCP cnr_ep.properties
DNS
DNS
DHCP cnr_ep.properties
122 1 DHCP
DHCP
KDC.log cnr_ep.properties MTA cnr_ep.properties  DNS
ethereal DNS
MTA KDC
Kerberos
SRV
_kerberos._udp 0 0 88 <KDC FQDN>
KDC A Kerberos SRV
FQDN A
DPE FQDN dpe.properties  provFQDNSs DPE
FQDN IP
Cisco Broadband Access Center for Cable
| oL-4409-01- .m
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5-1

Kerberos  AS-Request MTA KDC MTA_Root.cer
KDC MTA MTA_Root.cer
MTA
MTA
KDC
FQDN DHCP
BACC
BACC NTP
p.3-8 PacketCable
Broadband Access Center
for Cable Command Line Interface Reference
KDC DPE 3
$BACC_HOME/kdc/solaris/keys
— e mtafgdnmap,dpe.abc.com@DEF.COM
e mtaprovsrvr,dpe.abc.com@DEF.COM
e krbtgt, DEF.COM@DEF.COM
DPE FQDN
dpe.properties KDCServiceKey
keygen
KDC  AS-Request MTA MTA KDC
AS-Reply 5-1 KDC
9 10
MTA 9
MTA
Y KDC

H Cisco Broadband Access Center for Cable
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PacketCable

5-1
AP Request AP Reply BACC NTP
5-1 14 P.3-8 PacketCable
Broadband Access Center
for Cable Command Line Interface Reference
FQDN DPE DNS
dpe.properties  provFQDNSs
DPE FQDN
IP
MTA DPE
MTA DPE TFTP
TFTP
MTA TFTP DPE
MTA
Network Registrar  MTA TFTP DPE BACC
TFTP
MTA MTA
dpe.log .
DPE
SNMP Inform 5-1 ¢
25
o 122
RSIP MTA MTA CMS DNS
MTA CMSFQDN IP
5-1
25 MTA CMS IP
CMS MTA
KDC FQDN
Cisco BTS 10200
MTA MTA pktcMtaDevCmsIPsecCtrl
5-1 1
25 MTA NCS
CMS FQDN KDC BTS
ASCII ASCII
Cisco Broadband Access Center for Cable
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5-1

MTA MTA  Cisco BTS 10200
5-1 25
RSIP

MTA  Cisco BTS 10200

eMTA DNS

DNS eMTA
DNS
DDNS
Cisco Network Registrar

H Cisco Broadband Access Center for Cable
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| |
BACC PacketCable 5-2 MTA CableLabs
2
5-2 PacketCable
MTA F/84 R CableLabs —E X
=] TONAE—pERE
CablelLabs
MTA JL—h H—F 2
TONR( 5 — JL—Fk
MTA I T
HExE | TE
= F0/31%— CA |
[
[
MTA || A=A YRTF L
FRL—52CA L
I I \ I 3
[ kDC LJ | DF LJ ]%wﬁtﬂ g
BACC PacketCable
e RFC 2459 Internet X.509 Public Key Infrastructure Certificate and CRL Profile
e DOCSIS Baseline Privacy Plus Interface Specification SP-BPI+-111-040407 2004 4 7
S
Euro-PacketCable PacketCable PKT-SP-SEC-108-030415
Euro-PacketCable
Euro-PacketCable  PacketCable Euro-PacketCable
PKTSP-SEC-108-030415 PacketCable
Euro-PacketCable PacketCable
Euro-PacketCable Euro-PacketCable
PKT-SP-SEC-108-030415 PacketCable PacketCable
Euro-PacketCable
Euro-PacketCable MTA DOCSIS CVC CA Euro-DOCSIS
CVC CA CM
Euro-PacketCable MTA tComLabs CVC
tComLabs CVC CA CvC
Cisco Broadband Access Center for Cable
| oL-4409-01-J .m



5 PacketCable |

PacketCable

MTA
MTA + MTA + MTA
MTA MTA MTA
MTA MTA
MTA
CableLabs CableLabs
RFC 2459
RFC X.509
2
2 RFC 2459
PacketCable PacketCable
DER tbsCertificate.issuer DER
tbsCertificate.subject DER
tbsCertificate.issuer tbsCertificate.subject

5-2
PacketCable

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |
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MTA
DOCSIS1.1/BPI+
CableLabs PacketCable MTA
RFC 2459 PacketCable
PacketCable 5-2
Validity Period PacketCable
RFC 2459
MTA
MTA MTA MTA
5-2 MTA
MTA

Subject Name Form

PacketCable
C=Us
O=CableLabs
OU=PacketCable

CN=PacketCable Root Device Certificate Authority

Euro-PacketCable
C=BE

O=tComLabs
OU=Euro-PacketCable

CN=Euro-PacketCable Root Device Certificate

Authority
Intended Usage MTA KDC
MTA MTA MIB
Signed By
Validity Period 20
Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true, pathLenConstraint=1)
Cisco Broadband Access Center for Cable
| oL-4409-01-4 .m



5 PacketCable |

|
MTA
MTA MTA MTA
state/province city
1
MTA
MTA MTA MTA
authorityKeyldentifier
RFC 2459 subjectKeyldentifier
O CN <CompanyName> 2
5-3 MTA
MTA
Subject Name Form | PacketCable Euro-PacketCable
C=USs C = <Country of Manufacturer>
O=CableLabs O = <Company Name>
OU=PacketCable [stateOrProviceName = <state/province>]

CN=PacketCable Root Device Certificate Authority |[localityName = <City>]
OU = Euro-PacketCable

[organizationalUnitName = <Manufacturing
Location>]

CN = <Company Name> Euro-PacketCable CA

Intended Usage MTA PacketCable Security Specification
MTA MTA MIB
KDC MTA MAC
MTA
Signed By MTA CA
Validity Period 20
Modulus Length 2048

Extensions

keyUsage[c,m](keyCertSign, cRLSign) subjectKeyldentifier[n,m]
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)
basicConstraints[c,m](cA=true, pathLenConstraint=0)

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



| 5 PacketCable

MTA
MTA MTA MTA
state/province city
MAC 6 16
00:60:21:A5:0A:23 16
A F MTA
5-4 MTA
MTA
PacketCable Euro-PacketCable

Subject Name Form

C=<country>

O = <Company Name>
[ST=<state/province>]
[L=<city>], OU=PacketCable
[OU=<Product Name>]
[OU=<Manufacturer’s Facility>]

CN=<MAC Address>

C = <Country of Manufacturer>

O = <Company Name>
[ST=<state/province>]

[L = <City>]

OU = Euro-PacketCable
[OU=<Product Name>]

[OU = <Manufacturing Location>]

CN=<MAC Address>

Intended Usage MTA
MTA MIB MTA
MAC
Signed By MTA CA
Validity Period 20
Modulus Length 1024 1536 2048

Extensions keyUsage[c,0](digitalSignature, keyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)
MTA
MTA CVvC DOCSIS SP-BPI1+-111-040407
DOCsIS 1.1 CVC
Cisco Broadband Access Center for Cable
| oL-4409-01- .m



5 PacketCable |

[ |
CableLabs
CableLabs CableLabs
CA
5-5 RFC 2459
RFC 2459

CableLabs

Kerberos Kerberos PKINIT MTA KDC

MTA KDC PKINIT Reply
KDC KDC MTA KDC
CableLabs CA KDC

5-5 CableLabs

CableLabs

Subject Name Form

PacketCable

C=Us

O=CableLabs

CN=CableLabs Service Provider Root CA

Euro-PacketCable

C=BE

O=tComLabs

CN=tComLabs Service Provider Root CA

Intended Usage

CA

MTA PacketCable Security Specification
MTA MIB
Signed By
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |



| 5 PacketCable

CA
CableLabs CA
CableLabs
CableLabs
CA
MTA  PKINIT Reply
CA CableLabs
SubjectName  OrganizationName
O CN <Company> 2
5-6 CableLabs CA
CableLabs
PacketCable Euro-PacketCable

Subject Name Form

C=<Country>
O=<Company>

CN=<Company> CableLabs Service Provider CA

C=<Country>
O=<Company>

CN=<Company> tComLabs Service Provider CA

Intended Usage

CA

MTA PacketCable Security Specification
MTA MIB
Signed By
Validity Period 20
Modulus Length 2048

Extensions keyUsage[c,m](keyCertSign
cRLSign), subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)
Cisco Broadband Access Center for Cable
| oL-4409-01- .m



5 PacketCable |

[ |
CA
CA CA
MTA MIB
MTA
KDC
5-7 CA
CA
PacketCable Euro-PacketCable

Subject Name Form

C=<Country>
O=<Company>
OU=<Local System Name>

CN=<Company> CableLabs Local System CA

C=<Country>
O=<Company>
OU=<Local System Name>

CN = <Company> tComLabs Local System CA

Intended Usage CA CA
MTA MIB
MTA
KDC
Signed By CA
Validity Period 20
Modulus Length 1024, 1536, 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign) subjectKeyldentifier[n,m]
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)
basicConstraints[c,m](cA=true, pathLenConstraint=0)
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |



| 5 PacketCable

||
CA CA
CableLabs CA
PKINIT KDC subjectAltName v.3
KDC  Kerberos
5-8
Subject Name Form | PacketCable Euro-PacketCable
C=<Country> C=<Country>
O=<Company>, O=<Company>
[OU=<Local System Name>] [OU = <Local System Name>]
OU= CableLabs Key Distribution Center OU =tComLabs Key Distribution Center
CN=<DNS Name> CN=<DNS Name>
Intended Usage KDC PKINIT MTA
PKINIT MTA MTA MIB
Signed By CA
Validity Period 20
Modulus Length 1024 1536 2048
Extensions keyUsage[c,0](digitalSignature)authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from
CA certificate>)subjectAltName[n,m]

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



5 PacketCable |

|
DF
CableLabs CA
DF 1 IKE
Local System Name CA
IP 245.120.75.22
4
5-9 DF

DF

Subject Name Form | PacketCable Euro-PacketCable
C=<Country> C=<Country>
O=<Company> O=<Company>
[OU = <Local System Name>] [OU = <Local System Name>]
OU=PacketCable Electronic Surveillance OU = Euro-PacketCable Electronic Surveillance
CN=<IP address> CNe = <IP address>

Intended Usage IKE 1 DF
DF
Signed By CA CA
Validity Period 20
Modulus Length 2048

Extensions keyUsage[c,0](digitalSignature)
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA certificate>)
subjectAltName[n,m] (ANSName=<DNSName>)

PacketCable

CableLabs
PacketCable
1IKE
PKINIT Local System Name
CA IP
245.120.75.22 DNS Name
device.packetcable.com FQDN
Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



| 5 PacketCable
| |
5-10 PacketCable
PacketCable

Subject Name Form

PacketCable

C=<Country>

O=<Company>

OU=PacketCable

OU=[<Local System Name>]
OU=<Sub-System Name>

CN=<Server Identifier[:<Element ID>]>

<Server ldentifier> FQDN IP

Element ID

<Element ID>
ID

CMS CMTS MGC
ElementID 5 ASCII
Element ID

ASCII 0 0x48

CMTS
123.210.234.12
123.210.234.12:00311

Element ID 311 IP

CMTS

<Sub-System Name>

cmts
e Call Management Server cms
. mg
. mgc
. mp
. mpc
. ps
. rks

Euro-PacketCable

C=<Country>

O=<Company>

OU = Euro-PacketCable

[OU = <Local System Name>]

OU = <Sub-system Name>
CN=<Server Identifier[:<Element ID>]>

commonName
PKT-SP-SEC-108-030415

Intended Usage

PacketCable

1IKE PKINIT

Signed By

Validity Period

MSO

Cisco Broadband Access Center for Cable
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5 PacketCable |

5-10 PacketCable

PacketCable
Modulus Length 2048
Extensions keyUsage[c,0](digitalSignaturekeyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=<subjectKeyldentifier value from CA cert>)
subjectAltName[n,m](dNSName=<DNSName> | iPAddress=<IP AddressName>)
keyUsage
subjectAltName
CN
CMS CN Element ID subjectAltName
CMS IP FQDN CMTS
CN Element ID subjectAltName CMTS IP
FQDN
MGC CN Element ID subjectAltName
MGC IP FQDN
PacketCable
CableLabs CVC PKI cvC
CableLabs
CableLabs
1
CableLabs CVC eMTA
cvC
. DER
. 3
. F4 10 65537
Cisco Broadband Access Center for Cable
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| 5 PacketCable

||
CableLabs CA
CableLabs CA CableLabs CA
pP.5-18
5-11 CableLabs CA
CableLabs CA
Subject Name Form | PacketCable Euro-PacketCable
C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC Root CA CN =tComLabs CVC Root CA
Intended Usage CA
S-MTA
Signed By
Validity Period 20
Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectkeyidentifier [n,m]
basicConstraints[c,m](cA=true)
CableLabs CA
CableLabs CA CableLabs CA CableLabs
CA
pP.5-18
CableLabs CA S-MTA 1 CableLabs
CVCCA
5-12 CableLabs CA
CableLabs CA
Subject Name Form | PacketCable Euro-PacketCable
C=US C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC CA CN =tComLabs CVC CA
Intended Usage CableLabs CA CableLabs
S-MTA
Signed By CableLabs CA
Validity Period CableLabs
Modulus Length 2048

Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectKeyldentifier[n,m]
authorityKeyldentifier [n,m]
basicConstraints [c,m](cA=true, pathLenConstraint=0)
Cisco Broadband Access Center for Cable
| oL-4409-01-4 .m



5 PacketCable |

5-13

CableLabs CA

CATV

Subject Name Form

PacketCable
C=<country>
O = <Company Name>

[ST=<state/province>]

Euro-PacketCable
C=<Country>
O = <Company Name>

[ST=<state/province>]

[L=<city>] [L = <City>]
CN=<Company Name> Mfg CVC CN=<Company Name> Mfg CVC
Intended Usage CableLabs CA
CATV
Signed By CableLabs CA tComLabs CA
Validity Period CableLabs

Modulus Length

1024, 1536, 2048

Extensions

extendedKeyUsage [c,m] (id-kp-codeSigning)
authorityKeyldentifier [n,m]

Organization ~ Company Name = Common Name

Company Name

H Cisco Broadband Access Center for Cable

OL-4409-01-J |



| 5 PacketCable

CA

CableLabs CA CableLabs

p.5-18

Subject Name Form

C=<country>

O = <Company Name>
[ST=<state/province>]
[L=<city>]

CN=<Company Name> Service Provider CVC

C=<Country>

O = <Company Name>
[ST=<state/province>]
[L = <City>]

CN=<Company Name> Service Provider CVC

Intended Usage CableLabs CA

CATV
Signed By CableLabs CA tComLabs CA
Validity Period CableLabs

Modulus Length

1024, 1536, 2048

Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)
authorityKeyldentifier [n,m]
Organization ~ Company Name  Common Name  Company Name
cvC
S-MTA CcvC CRL
Cisco Broadband Access Center for Cable
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CableHome

CableHome
CableHome SNMP DHCP 2

Cisco Broadband Access Center for Cable
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6 CableHome

[ | CableHome
CableHome
CableHome
6-1
6-1 CableHome
J 0SS/
« B ——|7—yon—
SYSLOG/SNMP:5
WAN-Data
1. DHCP:1 WAN-Man IP IP
DHCP TFTP
2. TOD:2 MSO
3. TFTP:3 1
4. TFTP:A4 3
5. SYSLOG/SNMP:5 SYSLOG
SNMP PDU BACC
6. DHCP:6 3 WAN-Data IP
1 MIB WAN-Data
IP
Cisco Broadband Access Center for Cable
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| 6 CableHome

CableHome

CableHome
Network Registrar CMTS
Network Registrar
1 WAN-Man WAN-Man
WAN-Data
2
Network Registrar User’s Guide
3 WAN-Man
4 WAN-Data
5
RDU
RDU CableHome
e CableHome WAN-Man P.6-3
e CableHome WAN-Data P.6-4
CableHome WAN-Man
1 WAN-Man DHCPCriteria

Network Registrar CableHome WAN-Man

2 WAN-Man

e /cos/chWanMan/file CableHome
¢ /chWanMan/firewall/file

Cisco Broadband Access Center for Cable
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6 CableHome |
W cableHome
CableHome WAN-Data
WAN-Data IP WAN-Data
1 WAN-Data DHCPCriteria
2 WAN-Data ClassOfService
Device Provisioning Engine
CableHome DPE
1 CableHome WAN-Man DHCP 60
CableHomel.0 CableHomel.1
MIB CableHome
CableHome
DHCP DHCP 60 CableHomel.0 CableHomel.1
2 WAN-Data IP
e WAN-Man TLV 28 cabhCdpWanDatalpAddrCount 0
U CPE WAN-Data IP
3 CableHome
e unprov-wan-man.cfg
o CPE 2 WAN-Man
Web
4 CableHome
Cisco Broadband Access Center for Cable
m. 0L-4409-01-J |



RDU RDU
Broadband Access Center for Cable BACC

RDU
RDU
RDU
RDU
[ ]
RAM
o RDU 8192
Solaris

| oL-4409-01-J
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RDU

RDU

root
root root
sudo root
)
Broadband Provisioning Registrar BPR
P.7-5
RDU bpr.db
<BACC_DATA>/rdu/db
BACC_DATA
p.7-8
Y
RDU 10 MB
BACC_DBLOG
<BACC_DBLOG>/rdu/dblog
pP.7-8
10g.00000001 10g.00000002
S

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



RDU

/2

bpr.db <BACC_DATA>/rdu/db

e DB_VERSION
RDU

e history.log

RDU

Cisco Broadband Access Center for Cable

| oL-4409-01-J



RDU
e BACC_DATA 3 b5KB
e BACC_DBLOG 500 MB
disk_monitor.sh
P.12-54 disk_monitor.sh
RDU syslog syslog
RDU RDU RDU
RDU
RDU
p.7-8
)
P.12-54

disk_monitor.sh

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



RDU

o RDU

. RDU

root

RDU
RDU
RDU
RDU
RDU

<BACC_DATA>/rdu/bin backupDb.sh

120%

backupDb.sh

backupDbb.sh /var/backup

e /var/backup

Ivar/backup/rdu-backup-
09252002-130345 rdu-backup-
09252002-130345

/2

rdu-backup-MMddyyyy-HHmmss
rdu-backup-04272003-175430
2003 4 27 5 54 30

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



backupDb.sh

)

backupDb.sh —help

-nosubdir
RDU
RDU
RDU
)
RDU
RDU
10 60
<BACC_DATA>/rdu/bin recoverDb.sh

recoverDb.sh

# recoverDb.sh /var/backup/rdu-backup-04272003-130345
Ivar/backup/rdu-backup-04272003-130345

history.log

/

recoverDb.sh —help

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



| |
RDU
RDU
S
<BACC_DATA>/rdu/bin restoreDb.sh RDU
RDU
S
restoreDb.sh RDU
restoreDb.sh
# restoreDb.sh /var/backup/rdu-backup-04272003-130345
Ivar/backup/rdu-backup-042752003-130345 RDU
~
restoreDb.sh —help
RDU RDU

history.log

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



|
RDU BPR
1 2
e BACC DATA
e BACC _DBLOG
<BACC_DATA>/bpr_definitions.sh
BACC

1 J/etc/init.d/bprAgent stop BACC
2 <BACC_DATA>/bpr_definitions.sh
3 BACC_DATA BACC_DBLOG
4
5 BACC_DATA BACC_DBLOG
6 /etc/init.d/bprAgent start BACC BACC
7

RDU Cisco Broadband Access Center for Cable Installation

Guide

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



Broadband Access Center for Cable BACC

9 Broadband Access Center for Cable
BACC
Device Provisioning Engine DPE CLI

Cisco Broadband Access Center for Cable Command Line Interface Reference

| oL-4409-01-J

Cisco Broadband Access Center for Cable ]



H BAcCC

BACC

BACC BACC URL
BACC /
p.8-7 Users
BACC
1 Web BACC 8-1

8-1

Windows 2000 Service Pack 2 Internet Explorer 6.0
Netscape 4.7

Red Hat Linux 7.1 Netscape 4.7
Solaris 2.9 Netscape 4.7

http://<machine_name>:8100/adminui/

e <machine_name> Regional Distribution Unit RDU

e 8100
8100

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



BACC

Broadband Access Center for Cable
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4 admin changeme

RDU FQDN  User Login

OK
b. Add License Keys

~

10 Broadband Access Center for Cable

6 Login Main Menu 8-2

Cisco Broadband Access Center for Cable
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H BAcCC

8-2 Main Menu
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BACC

1 Logout

2 OK User Login 8-1

Cisco Broadband Access Center for Cable
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BACC 8-3 3

o Logout

[ ]

BACC

[ ]

BACC View Delete Submit Reset

8-3
Logouk
o Fa4T

(1L | e 1 Favwwys

I'i.ll Liiwan i | = 1

ETTETETY  Cabes Py 1 S |

11 Uylmartsi

Wprpge Chmn o Sevecn
|- AL E
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; Paim U RREDE R
8-3
Users

Cisco Broadband Access Center for Cable
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W Main Menu

Main Menu
Main Menu

e Configuration
e Devices

* Servers

e Nodes

o Users

Configuration

Configuration

e DHCP

Devices

Devices

e DHCP
. FQDN

* MAC

Servers
Servers

e DPE Device Provisioning Engine
e NR Network Registrar

e RDU Regional Distribution Unit

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



Main Menu H
Nodes
Nodes
BACC
Users
BACC
BACC / 3
BACC 1
/
/
/
/
/
~
BACC 2.7 /

Cisco Broadband Access Center for Cable
[ oL-4409-01-J .m



BACC 1

Cisco Broadband Access Center for Cable
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CHAPTER 9

Broadband Access Center for Cable

Broadband Access Center for Cable BACC

BACC
N P.9-2
. P.9-5
. P.9-18
N p.9-21

v

Cisco Broadband Access Center for Cable
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9 Broadband Access Center for Cable |

BACC BACC

2

P.8-7 Users

BACC 1

1  Main Menu Users
9-1

Manage Users

9-1 Manage Users

Logsganinl

Configesten | Devices | Muodes | Ssresrs

Ik i b Adec R s bl alin

Capes Sriinis

Manags Laers
U D paga 18 e (edd, modily o dabins| s

fce Dy Arvtart Adenuseaie Amad Wres [i]
adnn A siraba1 A sirais E
Resull Pagess 1 i |

2 Add Add User

3

4

/ pP.8-7
Users

Cisco Broadband Access Center for Cable
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| 9 Broadband Access Center for Cable

6 Submit Manage Users
)
)
admin
1 Main Menu Users Manage User
2 Modify User
3
4 Submit Manage Users

Cisco Broadband Access Center for Cable
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9 Broadband Access Center for Cable |

Manage Users

1 Main Menu Users Manage User
A
admin
2 Delete Delete User
3 OK

Manage Users

Cisco Broadband Access Center for Cable
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| 9 Broadband Access Center for Cable

Devices

. P.9-8
e RDU

P.9-14

P.9-15

P.9-15
. P.9-16
. P.9-16
. pP.9-17
. P.9-17

Manage Devices
Manage Devices Main Menu Devices
9-2

9-2 Manage Devices

L isganial

Conllge wiies

Iihid o I oheeRad i i v ion

Capes Srrias

Manages Devices
Uhgi thiss page 15 masegs [ald, eiote ai seaich) destas, ihee 18 Aes this detads of b disca Rl

Swaiih Tyjie AL Bl ai MAC Sddvics welldeaiil Paijie Slu

[WAL Acdrees Search =] f [543 Eaaich |

Add | Deiwe | Fogeneesie | Feisn | Fowel| Usmlsis | Uwegier |

|demmifimy

Cisco Broadband Access Center for Cable

| oL-4409-01-J
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Manage Devices 2

Search Type

e DHCP

* FQDN

* MAC

FQDN

¢ modem10.cisco.com
e *_cisco.com

e *com

Y *

Page Size 1
25 50 75

Add

Add RDU
P.9-14

Delete

Delete RDU
pP.9-15

Cisco Broadband Access Center for Cable
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| 9 Broadband Access Center for Cable

Regenerate

Regenerate
DHCP
DHCP

generationConfiguration()

Relate

Relate MAC

Reset

Reset

Unrelate

Unregister

Unregister

Identifier

Device Type

e ATAI186

e ATAI188

e CableHomeManData
e (CableHomeManWan
e DOCSISmodem

e Computer

e PacketCableMTA

Status

API

Details

P.9-9

Cisco Broadband Access Center for Cable
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9 Broadband Access Center for Cable |

BACC
View Details
Manage Devices Search Type
1
P.8-8
~
1000 1 75
<BACC_HOME>/rdu/conf/adminui.properties
/adminui/maxReturned bprAgent restart jrun [etc/init.d/
BACC JRun
L[]
. RDU
L[]
. DHCP DHCP
. DHCP RDU DHCP
DHCP
. DHCP DHCP DHCP
)
DHCP DHCP
DHCP
DHCP
e Fully Qualified Domain Name FQDN; Fully Qualified Domain Name
FQDN MAC DNS FQDN
WWW.CiSC0.com WWW cisco 2
.com 1
e IP IP IP DHCP

Cisco Broadband Access Center for Cable
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¢ MAC MAC MAC
MAC
MAC
P.12-55 MAC
~
MAC 3 MAC
1,6,aa:bb:cc:dd:ee:ff aa:bb:cc
o 1D ID
Details View Device Details
9-3 View Device Details

View Device Details

9-3

Cisco Broadband Access Center for Cable
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9-3 View Device Details
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9-1
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9-1 View Device Details
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9-1 View Device Details
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e Devices Type
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CableHomeManData
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Computer
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e MAC Address
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e Host Name
e Domain Name
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6 Submit RDU
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e Device Provisioning Engine P.9-21
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e Regional Distribution Unit p.9-27
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9-3 View Device Provisioning Engines Details
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9-6 View Regional Distribution Unit Details
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Configuration
Class of Service

Add Add Class of Service

Class of Service Type

Property Name Property Value
DOCSIS Gold-Classic
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b. DOCSIS
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d. Property Value Gold-Classic.cm
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PacketCable

/cos/packetCableMTA/file
Packetcable

CableHomeWanMan
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Class of Service Name

Class of Service Type

Property Name/Value

Property Name

Property Value

Add

Property Name

Property Value

Submit

Reset

Property Value

A

Property Name

H Cisco Broadband Access Center for Cable

OL-4409-01-J |



| 10 Broadband Access Center for Cable

1 Configuration

2 Class of Service

3

4 Modify Class of Service

Property Name
Add

Property Name

Delete
Property Value
S
5 Submit Submit
6 OK Manage Class of Service

BACC
API
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The following error(s) occurred while processing your request.
Error: Class Of Service [sample-COS] has devices associated with it, unable to delete

Please correct the error(s) and resubmit your request.

sample-COS
1 Configuration
2 Class of Service
3 Delete
S
unprovisioned-docsis
4 OK Cancel Manage Class of Service

10-1

¢
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Submit
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10-3 ATA 186 Defaults Configure Defaults
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Automatic FQDN Generation
2
e Enabled FQDN
e Disabled FQDN
A
P.10-40 FQDN
CMTS Shared Secret BACC CMTS MIC
CMTS
CMTS
CMTS Default Docsis CMTS DOCSIS
Version DOCSIS
1.0
Relay Agent IP Addressto  |CMTS
CMTS Version Mapping file CMTS DOCSIS
~
TFTP TFTP
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Network Registrar Defaults

BACC Network Registrar NR
BACC DHCP
BACC DPE
DHCP
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N

BPR 2.0 Network Registrar

NR Attributes from Request RDU
Dictionary as Bytes (for 2.5 Network Registrar
Extensions)
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BACC 2.5 Network
Registrar
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||
10-6 Network Registrar Defaults Configure Default

NR Attributes from Request RDU
Directory as Strings (for 2.5 Network Registrar
Extensions)

)

BACC 2.5 Network
Registrar

NR Attributes from RDU
Environment Directory Network Registrar

)

BPR 2.0 BACC 2.5

Network Registrar

Submit

Configure Defaults

Reset

Network Registrar
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PacketCable Defaults
PacketCable Defaults
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10-7 PacketCable

Defaults Configure Defaults

Default DHCP Criteria DHCP
DHCP
SNMP Set Timeout SNMP
MTA Provisioning MTA MTA
Notification
e On Failure
e On Success

During Provisioning
Always

Never

Automatic FQDN Generation

Fully Qualified Domain Name FQDN;
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RDU Defaults

RDU Defaults RDU Defaults 10-9
RDU  Network Registrar
CNS Network Registrar User’s Guide
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10-9

10-8

10-8 RDU Defaults Configure Defaults

Configuration Extension Point

Device Detection Extension

DHCP DISCOVER

Point DOCSIS
Publishing Extension Point RDU
RDU
Extension Point Jar File Search 4 Jar
Order
CCM Server IP Address CCM IP
CCM Server Port BACC CCM
CCM Server User CCM
CCM Server Password CCM
CCM Server Confirm Password |CCM
CCM Server CCM BACC
CCM Server Timeout (ms) BACC CCM

RDU

P.10-34 Regional Distribution Unit
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System Defaults

Systems Defaults System Defaults 10-10

10-10 System Defaults Configure Defaults
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10-10 10-9

10-9 System Defaults Configure Defaults

SNMP Write Community SNMP
String write
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SNMP Read Community String |SNMP MIB
read
read
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Promiscuous Mode

e Enable BACC
e Disable BACC

Default Provisioned CPE CPE DHCP
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DHCP
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Supplemental MIB List RDU MIB
Excluded MIB Tokens MIB
Excluded Supplemental MIB MIB Excluded MIB Tokens
Tokens
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Gateway xGCP Control Protocol Defaults

XGCP VolP

XGCP Defaults  Configure Defaults 10-11 BACC
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DHCP ||
BACC Network Registrar
DHCP provisioned-docsis DHCP tagProvisioned
DHCP DOCSIS
Network Registrar IP Network Registrar
tagProvisioned

DHCP Criteria
1 Configuration
2 DHCP Criteria Manage DHCP Criteria

DHCP

DHCP
1 DHCP Criteria Add Add DHCP Criteria
2 DHCP
3 DHCP
4

S

DHCP
Network Registrar
Network Registrar User’s Guide
Network Registrar CLI Reference DHCP
5 DHCP Property Name
Property Value

6 Add
7 Submit RDU DHCP Manage DHCP

Criteria
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W DHCP
DHCP
DHCP
1 Manage DHCP Criteria DHCP Modify DHCP
Criteria
2
3 Submit RDU DHCP Manage DHCP
Criteria
S
DHCP
DHCP DHCP DHCP
DHCP
1 Configuration
2 DHCP Criteria Manage DHCP Criteria
3 Delete
4 OK Cancel Manage
DHCP Criteria
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DHCP
DHCP DHCP
DHCP
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10-12

10-11

10-11 Manage External Files

External Files *
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Page Size

Search External Files

Delete

Add

External Files list

N

View

Export
1 Configuration
2 External Files Manage External Files
3 Add Add External Files
4 Source filename External filename

N

Browse
12 MB
5 Submit Manage External Files
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Internet Explorer Netscape Navigator
1 Configuration
2 External Files
3
4 Export
5 BACC
1 Configuration
2 External Files
3 External Files
4 Search External Files
5 1
6 Delete
~
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e Permanent

e Evaluation

BACC

Manage License Keys 10-15
BACC DOCSIS PacketCable MTA
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1 Configuration

2 Licenses

3 Cisco Technical Assistance Center TAC
TAC

4 License Key

a

Add/Upgrade
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Ml Regional Distribution Unit

Regional Distribution Unit

BACC
. P.10-34
e RDU P.10-34
e RDU P.10-35
~
1 Java
2 Jar
3 Jar jar
Jar
RDU
Jar
1 P.10-28 Jar
S
Browse P.10-34 Jar

External File Name
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Regional Distribution Unit | |

2 Submit

S

jar BACC

3 RDU Defaults  Configure Defaults Jar Extension Point

Jar File Search Order
4 Publishing Extension Point
5 Submit RDU
6 RDU

RDU
RDU View Regional Distribution Unit Details

Jar
p.9-27 Regional Distribution Unit
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BACC

Manage Publishing 10-16

2

BACC
10-16

10-16 Manage Publishing
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RDU
1 Configuration
2 Publishing Manage Publishing
3 Modify Publishing Plug-Ins
Modify Publishing Plug-Ins 10-12
10-12 Modify Publishing Plug-ins
Plug-In
Server
Port
IP Address IP
1
User
Password
Confirm Password
4 Server Port IP Address User Password Confirm Password
5 Submit Reset
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Bl Network Registrar DNS

SRV

Network Registrar DNS SRV

Network Registrar DNS KDC

~

Network Registrar

DNS
DNS SRV
Kerberos voice.acme.com
KDC Network Registrar DPE KDC

FQDN  kdc.acme.com

1 nrcmd CLI /opt/nwreg2/local/usrbin
2 Kerberos
nrcmd> zone voice.acme.com create primary <address of nameserver> hostmaster

nrcmd>
nrcmd>
nrcmd>

SRV

zone voice.acme.com. addRR _kerberos. udp. srv 0 0 88 <address of KDC>

DNS

save
dns reload
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PacketCable MTA RDU DPE SNMPV3
PacketCable MTA RDU DPE
SNMPV3
BACC SNMPV3 MTA
RDU MTA  SNMPV3
DPE RDU
SNMPV3 BACC API
)
2 RDU
DPE CLI
)
CMTS BACC
1 <BACC_HOME>/rdu/bin RDU
generateSharedSecret.sh <password>
<password> 6 20 46

<BACC_HOME>/rdu/conf
keymaterial.txt

2 1 <password>
DPE packetcable snmp key-material DPE CLI

DPE 46 RDU
DPE MTA
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H FaDN

FQDN

PacketCable KDC Fully Qualified
Domain Name FQDN; FQDN BACC
BACC FQDN 1
BACC
FQDN
BACC FQDN

prefix<htype>-<hlen>-aa-bb-cc-dd-ee-ffsuffix.domain

e prefix suffix domain BACC
API
Y
FQDN prefix1,6,aa-bb-cc-dd-ee-ffsuffix domain
e 1,6,aa-bb-cc-dd-ee-ff MAC

PacketCable MTA
BACC
MAC FQDN

MAC 1,6,aa:bb:cc:dd:ee:ff FQDN

aa-bb-cc-dd-ee-ff.domain

PacketCable
PacketCable MTA
BACC MTA
MTA
BACC

FQDN

BACC System Defaults
Technology Defaults DHCP Criteria Class of Service
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FQDN ||
FQDN
FQDN
. FQDN
. FQDN 62
. FQDN 254
)
FQDN RFC1035
FQDN
FQDN
1 /fgqdn/domain
DNS
pctest.com PacketCable
)
BACC DHCP
2 Submit
MAC 1,6,aa:bb:cc:dd:ee:ff 1-6-aa-bb-cc-dd-ee-ff.pctest.com
FQDN Automatic FQDN Generation
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H FaDN
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Broadband Access Center for Cable BACC Sample User Interface SUI;

Sul BACC
BACC (ORN
SuUlI

Sul
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BACC
BACC
Sul
2
SulI
ID
ID BACC
ID
BACC
ID
Sul
ID
BACC 2
L]
SulI
SUlI sampleui.properties
sampleui.properties P.11-12 sampleui.properties

Sul
SuUl

startSampleUI.sh

SuUl

stopSampleUI.sh

N

<BACC_HOME>/rdu/sampleUl/bin
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SUI
Sul
BACC sampleui.properties
pP.11-12 sampleui.properties
BACC
SuI
DHCP
Blue SuUl Gold BACC
residential-provisioned DHCP SUI
SuUI
Internet Service Provider ISP;
BACC
RDU Defaults
)
SuUl
PC
ISP
ISP DHCP
ISP 1

ISP

Technician Login

Cisco Broadband Access Center for Cable
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Sul
SuUl 4

e full

e createonly

e readonly

e tech
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SuUl
Sul

. P.11-5
. P.11-6
N ISP P.11-6

Web

1 SUI  sampleui.properties

. Sul

MSO

2 SuUl sampleui.properties

4 SUI  sampleui.properties ISP

. ISP
ISP

. ISP

5 Register This Computer

Cisco Broadband Access Center for Cable
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Web
1 SuUl
2 SUIl  sampleui.properties ISP
. ISP
ISP
. ISP
3 Register This Computer
ISP
Web
1 SuUl ISP
. ISP
ISP
. ISP
2 Register This Computer
Sul
. p.11-7
. p.11-7

H Cisco Broadband Access Center for Cable
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Web
1 SUI  sampleui.properties
. Sul
L[]
MSO
2 Sul sampleui.properties
L[]
3
Web

Cisco Broadband Access Center for Cable
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SUI
SUI
if applicable
SUlI
. p.11-8
e IP p.11-8
¢ MAC p.11-8
IP
IP BACC
IP
MAC IP
MAC
MAC BACC
MAC
MAC IP
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SuUl
o P.11-9
o P.11-9
o P.11-10
o P.11-10
SUl
1 SuUl Create

a new Account

2 Create a new Account

3 Sul MAC

1 SuUl
IP MAC

2 Sul

4 Update

5 SuUl
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1 SUl
IP MAC

2 Sul

3 MAC
4 Update

5 SuUl
MAC

SUl Subscriber
PC

1 SUl
IP MAC

2 SuUl

3 Delete

4 SuUl
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usl
SUl
IP MAC
SUI
Delete acount X
SuUI Delete
Delete acount
SUI

Cisco Broadband Access Center for Cable
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[ | sampleui.properties

sampleui.properties

sampleui.properties
<BACC_HOME>/rdu/conf

(C) Copyright 2001-2003 by Cisco Systems, Inc.
This program contains proprietary and confidential information.
All rights reserved. This software shall not be used by an party

except by prior written consent of Cisco Systems.

DO NOT CHANGE. This is the version of the properties file which

is used during execution and for system updates.

H* H H FH FH FHF H H

version=1.2

FHHE R R R
# System connection information.

FHH R A
#

# BPR RDU connection information

#

adminuser=admin

adminpass=admin

host=localhost

port=49187

HHHA AR R
# Provisioning configuration parameters

FHAH AR R R R

#

# Administrator access credentials

#

# 3 levels of access: full, createonly, and readonly

# full -- can create and read accounts

# createonly -- can only create new accounts

# readonly -- can only read accounts

# tech -- technician access for auto-provisioning modems
# (The default access level is 'full')

#

# The user.number must equal the number of user accounts
# being tracked. If the number is 4, there must exist

# entries for users 1-4.

#

user .number=4
user.l.name=admin
user.l.password=changeme

.name=config

1
user.l.access=full
user.2

2

user.?2.password=changeme

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |



| 11

user.

user.

user.

user.

user.

user.

H F o FH FH H H H H H H FH o HF

2

3

3
user.3.access=readonly

4

4

4

sampleui.properties

.access=createonly
.name=monitor

.password=changeme

.name=tech

.password=changeme

.access=tech

Indicates if promiscuous-mode is enabled

promiscuous-mode is a special mode of BPR in which computers are not

tracked by the provisioning system. (true/false)

This is controled by setting the RDU Defaults option:

ModemKeys . PROMISCUOUS_MODE_ENABLED

Indicates if technician auto-provisioning is enabled

This mode allows a technician to provision a new account in the field

without requiring the MAC address to be pre-registered.

techprovisioning.enabled=true

H* H H H FH o H

Indicates if technician username/password is required for modem

registration

If technician username/password is not required, then this

demo can be used to simulate modem self-registration

techprovisioning.authentication=false

H FH FH FH o HF H H H H H FH o FH FH FH H

Unprovisioned configuration (for disabled modems)

The client class should match the unprovisioned client class configured
in CNR. The service must be unique (i.e. NOT have the same name of

any of the services specified below) .

These values are controlled by setting the DOCSIS Defaults options, use:
TechnologyDefaultsKeys.DOCSIS_DEFAULT_CLASS_OF_SERVICE
TechnologyDefaultsKeys.DOCSIS_DEFAULT_DHCP_CRITERIA

TechnologyDefaultsKeys.COMPUTER_DEFAULT_DHCP_CRITERIA

Classes of Service for Modems

The DHCP criterias specified here must match valid

DHCP criterias specified in the RDU. If promiscuous

mode is enabled, you must specify CPE DHCP criterias.

Cisco Broadband Access Center for Cable
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[ | sampleui.properties
#
# The service.number must equal the number of services
# being tracked. If the number is 3, there must exist
# entries for services 1-3.
#

service.number=3

service.l.name=gold
service.l.title=1.5Mb/s Lightning Fast!
service.l.dhcpcriteria=ccProvisionedDOCSISModem
service.l.cpedhcpcriteria=provcpetagProvisionedPromiscuousCpe
service.2.name=silver
service.2.title=512Kb/s Power User
service.2.cpedhcpcriteria=provcpetagProvisionedPromiscuousCpe
service.3.name=bronze
service.3.title=64kb/s Economy Service

service.

1

1

2

2
service.2.dhcpcriteria=ccProvisionedDOCSISModem

2

3

3

3.dhcpcriteria=ccProvisionedDOCSISModem

3

service.3.cpedhcpcriteria=provcpetagProvisionedPromiscuousCpe

ISPs for Computers

#
#
#
# The computerisp.number must equal the number of ISPs
# available. If the number is 1, there must exist

# entries for ISPs 1-1.

#

computerisp.number=1

computerisp.l.name=msonet

computerisp.l.title=MSO.net Services

computerisp.l.dhcpcriteria=ccProvisionedComputer

Default COS, DHCPCriteria and CPE DHCPCriteria
that modem and computers are placed in when modem's

access is disabled through administrator UI

Appropriate DOCSISClassOfService and DHCPCriteria objects have

to be pre-created in the RDU

disabled.modem.cpedhcpcriteria=disabled-computer -- defined a
DHCPCriteria which computer's behind the modem get when modem's

access is disabled

H+ H= H H H FH FH FH FH FH H H

disabled.modem.cos=disabled
disabled.modem.dhcpcriteria=disabled-modem

disabled.modem.cpedhcpcriteria=disabled-computer

Cisco Broadband Access Center for Cable
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Broadband Access Center for Cable

Broadband Access Center for Cable BACC

o P.12-2
o P.12-25
e RDU P.12-39
¢ KDC PKCert.sh P.12-42
e changeNRProperties.sh P.12-45
e Keygen P.12-47
e snmpAgentCfgUtil.sh P.12-49
o disk_monitor.sh P.12-54
e MAC P.12-55
)
<BACC_HOME>
Cisco Broadband Access Center for Cable
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BACC PacketCable DOCSIS CableHome

PacketCable

DOCSIS CableHome PacketCable DOCSIS
CableHome ASCII BACC tmpl
API
RDU
BACC RDU

<BACC_HOME>/rdu/samples

e BACC
e DOCSIS10 11 2.0RFI
e PacketCable 1.0 11
e MTA
e CableHome 1.0
. SNMP MIB DOCS-CABLE-DEVICE-MIB
4
. p.12-3
. P.12-3
. P.12-4
. P.12-5
Include
PacketCable DOCSIS
CableHome  TLV type length value 12-1
12-1
<comment> ::= #[ascii-string]
<include> ::= include “<filename.tmpl>”
<option-description> ::= option <option-num> [instance <instance-num>] <option-value>
<option-num> ::= <unsigned-byte>[.<unsigned-byte>]*
<option-value> ::= <well-defined-value> | <custom-value>
<well-defined-value> ::= <option-value-string>[,<option-value-string>]*
<custom-value> ::= <ascii-value> | <hex-value> | <ip-value> | <snmp-value>
<ascii-value> ::= ascii <ascii-string>
<hex-value> ::= hex <hex-string>
<ip-value> ;= ip <ip-string>

Cisco Broadband Access Center for Cable
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||
12-1
<instance-num> ::= <unsigned integer>
<template> ::= <template-statement>*
<template-statement> ::= <comment> | <include> | <option-description>
<snmp-value> ::= snmp <snmpvar-0id>,<snmpvar-type>,<snmpvar-value>
# 12-1

12-1

#

# Template for gold service

#

option 3 1 # enabling network access

12-2 include

include include
include
RDU
RDU
e 12-2  12-3

# Valid, including common options

include "common_options.tmpl"

12-3 include

# Invalid, using location modifier
include "../common_options.tmpl"

# Invalid, using incorrect file suffix
include "common_options.common"

# Invalid, not using double quotes
include common_options.tmpl

| oL-4409-01-J
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PacketCable DOCSIS CableHome ID
2

L[]

L[]
option 43 TLV

P.12-5
P.12-9
P.12-12 DOCSIS
option 43
e ASCII ASCII NULL ASCII
e hex 16 2
01 1 0001
2
e |P IP 4
IP 10.10.10.1 0AOAOAQL
1
1
option 11  SNMP Varbind
P.12-6 SNMP Varbind
option 4.1 option 4
12-4 125 option

12-4 option

# Valid, specifying the number for well known option 3
option 3 1

# Valid, specifying the number for option 4 sub-option 1
option 4.1 1

# Valid, specifying a vendor option as hex
option 43.200 hex 00000C

# Valid, specifying a vendor option as ascii
option 43.201 ascii "enable log"

# Valid, specifying a vendor option as IP
option 43.202 ip 10.4.2.1

Cisco Broadband Access Center for Cable
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12-5 option

# Invalid, using hex with incorrect hex separator
option 43.200 hex 00.00.0C

# Invalid, not using double quotes when needed
option 43.201 ascii enable log

# Invalid, not specifying IP address correctly
option 43.202 ip 10-10-10-1

# Invalid, specifying the description for option "Network Access Control"
option "Network Access Control" 1

# Invalid, specifying top level option
option 4

Tag-Length-Value TLV
12-6  12-7 TLV
10S 2 10S DOCSIS

12-6 10S

# Valid, each IOS command gets its own TLV
option 43.8 instance 1 00-00-0C

option 43.131 instance 1 ascii "login"

option 43.8 instance 2 00-00-0C

option 43.131 instance 2 ascii "password cable"

12-7 10S

# Invalid, IOS commands are grouped into one TLV
option 43.8 00-00-0C

option 43.131 ascii "login"

option 43.131 ascii "password cable"

# Invalid, using instance on non-compound options
option 3 instance 1 1

~

option 43.8 Organizationally Unique Identifier OUI 12-4
00-00-0C

Cisco Broadband Access Center for Cable
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SNMP Varbind

DOCSIS option 11  PacketCable option 64 CableHome option 28
Identifier OID; OID

MIB
OID OID
MIB
e SNMPv2-SMI
e SNMPv2-TC
e CISCO-SMI
e CISCO-TC
e SNMPv2-MIB
e RFC1213-MIB
¢ |ANAIfType-MIB
e IF-MIB

DOCSIS MIB
DOCSISMIB  RDU

¢ DOCS-IF-MIB

e DOCS-BPI-MIB

¢ CISCO-CABLE-SPECTRUM-MIB

¢ CISCO-DOCS-EXT-MIB

¢ SNMP-FRAMEWORK-MIB

¢ DOCS-CABLE-DEVICE-MIB

¢ DOCS-CABLE-DEVICE-MIB-OBSOLETE
e CISCO-CABLE-MODEM-MIB

RDU DOCS-CABLE-DEVICE MIB 2

e DOCS-CABLE-DEVICE-MIB-OBSOLETE
e DOCS-CABLE-DEVICE-MIB mib2

MIB OID .experimental... MIB OID

DOCS-CABLE-DEVICE-MIB MIB OID
DOCS-CABLE-DEVICE-MIB
DOCS-CABLE-DEVICE-MIB-OBSOLETE

12-8 129 MIB OID

12-8 MIB OID

# Valid, uniquely identifying an OID

MIB

Object
RDU

RDU

MIB OID

MIB OID

option 11 .experimental.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccess

Entry.docsDevNmAccessStatus.l, Integer, 4

H Cisco Broadband Access Center for Cable
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12-9 MiB OID DOCS-CABLE-DEVICE-MIB

# Valid, Non-Fully Qualified MIB OID.
option 11 .docsDevNmAccessStatus.l, Integer, 4

DOCSISCM  DOCS-CABLE-DEVICE-MIB-OBSOLETE
MIB OID

PacketCable MIB
PacketCable North American MIB  RDU

e CLAB-DEF-MIB

¢ PKTC-MTA-MIB

e PKTC-SIG-MIB

e PKTC-EVENT-MIB

CableHome MIB
CableHome MIB  RDU
* CABH-CAP-MIB
e CABH-CDP-MIB
¢ CABH-CTP-MIB
e CABH-PS-DEV-MIB
e CABH-QOS-MIB
¢ CABH-SEC-MIB
MIB BACC

e CABH-CTP-MIB RMON2-MIB TOKEN-RING-RMON-MIB
e CABH-SEC-MIB DOCS-BPI2-MIB

RDU

¢

DataType.STRING

. PacketCable DOCSIS CableHome
e DHCP

Cisco Broadband Access Center for Cable
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e ${var-name}
e ${var-name, ignore}

e ${var-name, default-value}
12-10 12-11 option 11

12-10

# Valid, using macro variable for max CPE's, straight substitution
option 18 ${MAX_CPES}

# Valid, using macro variable for max CPE's, ignore option if variable not found
# option 18 will not be defined in the DOCSIS configuration file if MAX_ CPES

# is not found in the properties hierarchy

option 18 ${MAX_CPES, ignore}

# Valid, using macro variable for max CPE's with a default value
option 18 ${MAX_ CPES, 1}
# Valid, using macro variable for vendor option

option 43.200 hex ${MACRO_VAR_HEX}

# Valid, using macro variable for vendor option
option 43.201 ascii ${MACRO_VAR_ASCIT}

# Valid, using macro variable for vendor option
option 43.202 ip ${MACRO_VAR_IP}

# Valid, using macro variable in double quotes
option 18 "${MAX CPES}"

# Valid, using macro variable within a value
option 43.131 ascii "hostname S${HOSTNAME}"

# Valid, using macro variables in multi-valued options

option 11 S${ACCESS_CONTROL_MIB,
.mib-2.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccessEntry . docsDevNmAc
cessControl.l}, Integer, ${ACCESS_CONTROL_VAL, 3}

# Valid, using macro variable in an include statement
include "${EXTRA_TEMPLATE}"

# Valid, using macro variable in an include statement with a default value
include "S${EXTRA_TEMPLATE, modem_reset.tmpl}"

# Valid, using macro variable in an include statement with a default value
include "S${EXTRA_TEMPLATE, modem_reset}.tmpl"

# Valid, using macro variable in an include statement with an ignore clause
include "${MY_TEMPLATE, ignore}"

12-11

# Invalid, using macro variable as the option number
option ${MAX_CPES} 1

# Invalid, using macro variable with space in name
option 18 S${MAX CPES}

Cisco Broadband Access Center for Cable
m. OL-4409-01-J |




| 12 Broadband Access Center for Cable

12-2
12-2
0 false 1 true 0
16 000102030405060708
2
P 10.10.10.1
IP IP 10.11.12.13,10.11.12.14
MAC : 00:01:02:03:04:05
6 16
2
00-01-02-03-04-05
MAC 00:01:02:03:04:05:06:07:08:09:0A:0B
12
2
00-01-02-03-04-05-06-07-08-09-0A-0B
MAC
MAC
NVTASCII ASCII This is an ASCII string
NULL
OID SNMP OID sysinfo.0
OIDCF SNMP OID sysinfo.0,1
0 1
Oul : 00-00-0C
3 16
2

Cisco Broadband Access Center for Cable
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12-2

SNMPVarBind SNMP OID .experimental .docsDev .docsDevMIBOb]
ch)tczz]sevaAccessTable .docsDevNmAcces
sEntry.docsDevNmAccessStatus.1,
INTEGER, 4

e BITS
e Counter
¢ Counter32
e Counter64
e (Gauge
e Gauge32
e INTEGER
¢ Integer32
e IpAddress
e OCTETSTRING
e OBJECTIDENTIFIER
e Opaque
* TimeTicks
e Unsigned32
~
OCTETSTRING NULL
16
16 ‘aa:bb:cc’
1 8 12
12,14

8 255 14

16 0 65535 1244

32 0 4294967295 3455335

8 1 8 3,12324

16 1 16

8 2 8 1,3

3 3 8 1,2,3

ZTASCII ASCII This is an ASCII string

NULL

H Cisco Broadband Access Center for Cable
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||

BITS

BITS intervall interval2 interval3 0

12 1 0

option 11 .pktcSigDevROCadence.0,STRING,"0 1 2 3 4 5 6 7 8 9 10 11 12 13 14"

FFFEO00000000000

option 11 .pktcSigDevROCadence.0,STRING, "intervall interval2 interval3

intervald interval5 interval6 interval7 interval8 interval9 intervallO

intervalll intervall2 intervall3 intervall4d intervall5"
OCTETSTRING

OCTETSTRING NULL 16

16 ‘aa:bb:cc’

MIB SNMP TLV

RDU MiIB SNMP TLV DOCSIS PacketCable

CableHome RDU DOCSISOptionFactory

public OptionValue createOptionValue (OptionSyntax syntax, String optionNumStr,

String[] optionValueList)

public OptionSyntax.SNMP OID, Type, Value
optionValueL.ist
RDU RDU MIB SNMP

TLV

option <option-number> snmp <OID>, <Type>, <Value>

# DOCS-CABLE-DEVICE-MIB:
option 11 snmp .docsDevNmAccessIp.l,IPADDRESS,192.168.1.1

# Arris vendor specific SNMP TLV (OID numbers only, mix names/numbers)
option 11 snmp .1.3.6.1.4.1.4115.1.3.1.1.2.3.2.0, INTEGER, 6
option 11 snmp .enterprises.4115.1.3.1.1.2.3.2.0, INTEGER, 6

# NOTE: trailing colon required for single octet
option 11 snmp .1.3.6.1.2.1.69.1.2.1.6.3, STRING, 'cO:'

SNMP
IETF SMI SNMP API
Integer32 INTEGER
Integer Enumerated INTEGER
Unsigned32 UNSIGNED32

| oL-4409-01-J
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[ |
IETF SMI SNMP API
Gauge32 GAUGE
Counter32 COUNTER
Counter64 COUNTER64
Timeticks TIMETICKS
OCTET STRING STRING
OBJECT IDENTIFIER OBJID
IpAddress IPADDRESS
BITS STRING
SMI Integer32 Integer32 INTEGER
OCTET STRING OCTET STRING OCTETSTRING STRING
SNMP TLV SNMP TLV RDU MIB
SNMP TLV
/ OID 0 .n
DOCSIS
12-3 DOCSIS
12-3 DOCSIS
DOCSIS
1.0 1.1 |2.0
0 PAD N/A True |v |V |V
1 32 62500 False |v/ |v' |V
2 8 False |v' |v* |V
ID
3 False |v' |v* |V
4 False |v' |v* |V
41 ID 8 1 False |v/ |v' |V
16
42 32 False |v' |v* |V
43 32 False |v' |v* |V
4.4 8 8 False |v' |v* |V
45 32 False |v' |v' |V
Cisco Broadband Access Center for Cable
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12-3 DOCSIS

DOCSIS

1.0 1.1 |2.0
4.6 16 False |v' |v |V
4.7 CoS False |v' |v |V
6 CM MIC 16 False |v' |v' |V
7 CMTS MIC 16 False |v' |v* |V
9 NVTASCII True |v' |V |V
10 SNMP OIDCF True |v' |v |V
11 SNMP  MIB SNMPVarBind True |v' |v |V
14 CPE MAC |MAC True |v' |v |V
15 NVTASCII False |v' |v |V
15.2 NVTASCII False |v' |v' |V
15.3 1 NVTASCII False |v' |v' |V
15.4 2 NVTASCII False |v' |v' |V
15.5 3 NVTASCII False |v' |v* |V
15.6 8 False |v' |v |V
15.7 NVTASCII False |v' |v' |V
15.8 NVTASCII False |v' |v' |V
15.9 DHCP False |[v' |v* |V
15.10 DHCP IP False |v' |v |V
15.11 RADIUS NVTASCII False |v' |v' |V
15.12 PPP 8 False |v' |v' |V
15.13 8 False |v' |v* |V
16 SNMP IP IP False |v |v |V
17 False |v' |v' |V

Cisco Broadband Access Center for Cable

| oL-4409-01-J



12

Broadband Access Center for Cable

12-3 DOCSIS
DOCSIS
1.0 1.1 |2.0
17.1 32 1 False v/ |v |V
30
17.2 32 1 False v/ |v |V
30
17.3 32 1 False |v/
1800
17.3 32 1 False v |V
6047999
17.4 32 1 False v/ |v |V
10
17.5 32 1 False v/ |v |V
10
17.6 TEK 32 1 False |v/
1800
17.6 TEK 32 1 False v |V
302399
17.7 32 1 False |v' |v' |V
600
17.8 SA 32 1 False v v
18006
17.9 32 1 False v v
10
18 CPE 32 1 False |v/ |v' |V
19 TFTP 32 False |v' |v |V
20 TFTP IP False |v' |v |V
21 IP False |v' |v |V
TFTP
22 True v |V
221 8 1 False v |V
255
22.2 16 1 False v v
65535
22.3 16 1 False v v
65535
22.4 32 1 False v v
225 8 False v |V
Cisco Broadband Access Center for Cable
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12-3 DOCSIS

DOCSIS

1.0 (1.1 2.0
22.6 False v |V
22.7 8 3 False v |V
22.8 False v |V
22.8.1 False v |V
22.8.2 8 26 False v |V
22.8.3 ZTAASCII False v |V
22.9 P False v |V
22.9.1 IP |3 False v |V

8
22.9.2 P 16 258 False v |V
22.9.3 IP P False v |V
22.9.4 IP P False v |V
22.9.5 IP IP False v |V
22.9.6 P IP False v |V
22.9.7 TCP/UDP 16 False v |V
22.9.8 TCP/UDP 16 False v |V
22.9.9 TCP/UDP 16 False v |V
22.9.10 TCP/UDP 16 False v |V
22.10 LLC False v |V
22.10.1 MAC MAC False v |V
22.10.2 MAC MAC False v |V
22.10.3 Ethertype/DSAP/MacType 8 False v |V
16

22.11 IEEE 802.1P/Q False v |V
22.11.1 IEEE 802.1P User_Priority |8 8 False v |V
22.11.2 IEEE 802.1Q VLAN_ID 16 False v |V
22.43 False v |V

Cisco Broadband Access Center for Cable
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12-3 DOCSIS
DOCSIS
1.0 1.1 2.0
22.43.8 ID oul False v |V
23 True v |V
23.1 8 1 False v |V
255
23.2 16 False v |V
23.3 16 1 65535 |False v |V
23.4 32 1 65535 |False v |V
23.5 8 1 False v |V
23.6 False v |V
23.7 8 3 False v |V
23.8 False v |V
23.8.1 False v |V
23.8.2 8 26 v |V
23.8.3 ZTASCII False v |V
23.9 P False v |V
23.9.1 IP |8 False v |V
23.9.2 P 16 258 False v |V
23.9.3 P IP False v |V
23.9.4 IP IP False v |V
2395 P IP False v |V
23.9.6 IP IP False v |V
23.9.7 TCP/UDP 16 False v |V
23.9.8 TCP/UDP 16 False v |V
23.9.9 TCP/UDP 16 False v |V
23.9.10 TCP/UDP 16 False v |V
23.10 LLC v
23.10.1 MAC MAC False v |V
Cisco Broadband Access Center for Cable
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12-3 DOCSIS
DOCSIS
1.0 1.1 |20
23.10.2 MAC MAC False v |V
23.10.3 Ethertype/DSAP/MacType 8 False v |V
16
23.11 IEEE 802.1P/Q False v |V
23.11.1 IEEE 802.1P User_Priority 8 8 False v |V
23.11.2 IEEE 802.1Q VLAN_ID 16 False v |V
23.43 False v |V
23.43.8 ID OuUl False v |V
24 True v |V
24.1 16 1 False v |V
24.3 16 False v |V
24.4 ZTASCII False v |V
24.5 True v |V
245.1 8 False v |V
245.2 8 26 False v |V
24.5.3 ZTASCII False v |V
24.6 QO0S 8 8 False v |V
24.7 8 8 False v |V
24.8 32 False v |V
24.9 32 False v |V
24.10 32 False v |V
24.11 16 False v |V
24.12 QOS 16 False v |V
24.13 QO0S 16 False v |V
24.14 16 False v |V
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12-3 DOCSIS
DOCSIS
1.0 (1.1 2.0
24.15 8 1 False v |V
6
24.16 / 32 512 False v |V
24.17 32 False v |V
24.18 32 False v |V
24.19 16 False v |V
24.20 32 False v |V
24.21 32 False v |V
24.22 8 128 False v |V
24.23 8 False v |V
IP
24.24 32 False v |V
24.43 PHS False v |V
24.43.8 ID Ooul False v |V
25 True v |V
25.1 16 1 False v |V
25.3 16 False v |V
25.4 ZTASCII False v |V
25.5 True v |V
25.5.1 8 False v |V
25.5.2 8 26 False v |V
25.5.3 ZTASCII False v |V
25.6 QO0S 8 8 False v |V
25.7 8 8 False v |V
25.8 32 False v |V
25.9 32 False v |V
25.10 32 False v |V
25.11 16 False v |V
Cisco Broadband Access Center for Cable
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12-3 DOCSIS
DOCSIS
1.0 (1.1 2.0
25.12 QOSs 16 False v IV
25.13 QO0S 16 False v |V
25.14 32 False v |V
25.43 PHS False v |V
25.43.8 ID oul False v |V
26 True v |V
26.1 8 1 False v |V
26.2 16 1 False v |V
26.3 16 1 False v |V
26.4 32 1 False v |V
26.5 8 4 False v |V
26.6 False v |V
26.6.1 8 False v |V
26.6.2 8 26 False v |V
26.6.3 ZTASCII False v |V
26.7 False v |V
PHSF
26.8 8 1 False v |V
PHSI
26.9 False v |V
PHSM
26.10 8 False v |V
PHSS
26.11 False v |V
PHSV
26.43 PHS False v |V
26.43.8 ID Ooul False v |V
28 16 False v |V
29 False v |V
32 CcVvC False v |V
33 CcVvC False v |V
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12-3 DOCSIS
DOCSIS
1.0 1.1 |20
34 SnmpV3 Kickstart False v |V
34.1 SnmpV3 Kickstart NVTASCII False v |V
34.2 SnmpV3 Kickstart False v |V
35 False v |V
36 CPE IP IP False v |V
37 False v |V
38 False v |V
docsisV3
38.1 IP IP False v |V
38.2 UDP |16 False v |V
38.3 PS 8 False v |V
38.4 32 False v |V
38.5 8 False v |V
38.6 oID False v |V
38.7 SNMP V3 NVTASCII False v |V
39 Enable 2.0 Enable/Disable False v
40 Enable Test SubOptions True v
41 SubOptions True v
41.1 SubOptions True v
4111 16 False v
41.1.2 32 False v
41.2 SubOptions True v
41.2.1 16 False v
Cisco Broadband Access Center for Cable
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12-3 DOCSIS
DOCSIS
1.0 (1.1 2.0
4122 32 62500 False v
41.2.3 32 62500 False v
41.2.4 32 False v
41.3 32 True v
42 MAC MAC True v
43 True (v |V |V
43.1 32 False |v |v' |V
43.2 32 False |v' |v' |V
433 NVTASCII False |v' |v* |V
43.4 16 False |v' |v' |V
438 ID oul False |v' |v* |V
43.9 False |v' |v* |V
43.10 8 False |v |v* |V
43.11 IP True |v' |v |V
43.11.1 IP 8 False |v' |v* |V
43.11.2 32 False |v' |v* |V
43.128 10S NVTASCII False |v/ |v* |V
43.129 NVTASCII False |v' |v* |V
10S
43.131 10S CLI NVTASCII True |v |V |V
43.132 1.0 Plus False |v' |v* |V
43.132.1 |1.0 Plus ID 8 False |v' |v* |V
43.132.2 ID 8 False |v' |v |V
43.132.3 16 1 False |v' |v' |V
65535
43.132.4 32 1 False |v' |v* |V
65535
43.132.5 8 0 False |v' |v |V
127

Cisco Broadband Access Center for Cable
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12-3 DOCSIS
DOCSIS
1.0 1.1 2.0
43.132.6 8 0 False |v' |v |V
127
43.132.7 16 0 False v |v |V
4096
43.132.8 False |v' |v |V
43.132.8.1 16 1 False |v' |v* |V
4096
43.132.8.2 16 16 False |v' |v |V
4096
43.132.8.3 16 0 False |v' |v* |V
1000
43.132.9 8 1 False |v' |v |V
16
43.132.10 False |v' |v* |V
43.132.11 8 1 False |v' |V |V
16
43.132.12 NVTASCII False |v' |v* |V
43.132.13 16 1 False |v' |V |V
10080
43.132.14 |COS NVTASCII False |v |v' |V
43.133 8 0 False |v' |v |V
ID 15
43.134 suU NVTASCII False |v' |v* |V
255 EOD N/A False |v' |v* |V
Cisco Broadband Access Center for Cable
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PacketCable
12-4 BACC PacketCable 1.0 MTA
12-4 PacketCable MTA 1.0
PacketCable
1.0 1.1
11 SNMP  MIB 1 True |v~ v
SNMPVarBind
38 SNMPv3 SubOptions True |v~ v
38.1 SNMPvV3 IP |IP False |v/ v
38.2 SNMPvV3 16 False |v/ v
UDP
38.3 SNMPvV3 SNMPTrapType 1 5 False |v/ v
384 |SNMPv3 16 False |v/ v
385 SNMPv3 16 0 255 False |v* v
38.6 oID False |y’ v
38.7 NVTASCII False |v/ v
43 SubOptions True |v/ v
43.8 ID Ooul False |v/ v
64 SNMP  MIB 2 True |v~ v
SNMPVarBind
254 8 1 255 |False |v~ v
/
CableHome
12-5 BACC CableHome
12-5 CableHome
CableHome
1.0
0 PAD True |v/
9 NVTASCII False |v/
10 SNMP OIDCF True |v/
Cisco Broadband Access Center for Cable
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12-5 CableHome

CableHome

1.0
12 IP IP False |v/
14 CPE MAC MAC True |v/
21 IP False |v/

TFTP
28 SNMP  MIB SNMPVarBind True |v/
32 CcvC False |v*
33 cvCe True |v/
34 SnmpV3 Kickstart SubOptions False |v*
34.1 SnmpV3 Kickstart NVTASCII False |v*
38 SNMPv3 SubOptions True |v/
38.1 SNMPv3 IP IP False |v/
38.2 SNMPvV3 UDP |16 False |v/
38.3 SNMPv3 SNMPTrapType False |v*
38.4 SNMPv3 16 False |v*
38.5 SNMPv3 16 False |v/
38.6 oID False |v/
38.7 NVTASCII False |v*
43 SubOptions True |v/
43.1 ID Oul False |v*
53 PS MIC PS False |v/
20 SHA-1
255 EOD False |v*
Cisco Broadband Access Center for Cable
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| |
PacketCable 1.0 DOCSIS 1.0/1.1/2.0 CableHome
P.12-2
RDU <BACC_HOME>/rdu/bin
RDU
e BACC /opt/CSCObpr
e RDU admin
e RDU changeme
S
o P.12-28
o P.12-29
o pP.12-32
o P.12-33
o P.12-35
o P.12-36
. P.12-37
runCfgUtil.sh
runCfgUtil.sh (options)
(options)
e -c<secret> DOCSIS CMTS
-C cisco
e -cablehome CableHome
-docsis -pkt
e d -e
e -docsis DOCSIS -pkt

Cisco Broadband Access Center for Cable
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* - -d
e -g docsis packetcable cablehome
e -h<host:port> 49187
® -i <device id>
ID  1,6,00:00:00:00:00:01 -i 1,6,00:00:00:00:00:01
_u _p
-m

e | <filename>

any file -l any file -r
e -loc PacketCable na euro
na MTA  euro-MTA euro
* -m <macros> key=value
key_1=value_ 1, key 2=value 2 2

-i
e -p<password> RDU
123456 -p 123456

e -0 <filename>

op_file -0 op_file
e -pkt PacketCable MTA -docsis
e -r<filename> RDU
file25 -r file25 -u
-p -1
* s
e -t PacketCable secure basic secure
e -u<username> RDU
admin -u admin
* -v <version> DOCSIS DOCSIS 1.1
-v1.l
DOCSIS 2.0

¢

option 19 TFTP
option20 TFTP
BACC TFTP option6 CM MIC 7 CMTSMIC
Message
Integrity Check MIC;

Cisco Broadband Access Center for Cable
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BACC

1 P.12-2
2

a.

b. RDU
3 RDU
4

a.

b. RDU
5

runCfgUtil.sh
BACC

runCfgUtil.sh

runCfgUtil.sh -g -1 <binary_ file> -o <template_file>

° 9
e -l <binary_file>
*.cm bronze.cm
e -0 <template_file>
*.tmpl

test.tmpl

| oL-4409-01-J
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runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -pkt -1 <file>

o -pkt packetcable MTA

o <file>

1 /opt/CSCObpr/rdu/samples/packet_cable

S

unprov_packet_cable.tmpl
PacketCable MTA -pkt

runCfgUtil.sh -pkt -1 unprov_packet_cable.tmpl

e -pkt packetcable MTA

e unprov_packet_cable.tmpl

Cisco Broadband Access Center for Cable
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||
Off File Bytes Option Description Value
0 FEO0101 254 Telephony Config File 1
Start/End
3 0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.private.ent
2B06010401A30B erprises.cableLabs.clabProject.cl
0202010101 abProjPacketCable.pktcMtaMib.pktc
0700020102 MtaMibObjects .pktcMtaDevBase.
pktcMtaDevEnable d.0, INTEGER,
false(2)
0 error(s), 0 warning(s) detected. Parsing of unprov_packet_cable.tmpl was successful.

The file unprov_packet_cable.tmpl was parsed successfully in 434 ms.
The parser initialization time was 92 ms.
The parser parse time was 342 ms.

runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -r <file> -u <username> -p <password>

o -r<file> RDU
e -u<username> RDU

e -p<password> RDU

RDU

1 /opt/CSCObpr/rdu/samples/docsis

N

unprov.tmpl DOCSIS
-docsis

runCfgUtil.sh -r <unprov.tmpl> -u <admin> -p <changeme> -docsis

| oL-4409-01-J
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e unprov.tmpl

e admin

e changeme

¢ -docsis DOCSIS

)

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FA00 4.2 Maximum Downstream Rate 128000 bits/sec

14 03040000FA00 4.3 Maximum Upstream Rate 64000 bits/sec

20 040101 4.4 Upstream Channel Priority 1

252 06108506547F 6 CM MIC Configuration Setting 8506547FC9152B44
C9152B44DB95 DB955420843EF6FE
5420843EF6FE

270 0710644B675B 7 CMTS MIC Configuration Setting 644B675B70B7BD3E
70B7BD3E09AC 09AC210F794A1E8F
210F794A1E8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.

The file unprov.tmpl was parsed successfully in 375 ms.

The parser initialization time was 63 ms.

The parser parse time was 312 ms.
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runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -e -docsis -1 <file> -c <secret>

e -
e -docsis DOCSIS
o

o <file>

e -c<secret> DOCSIS
-C Cisco

1 /opt/CSCObpr/rdu/samples/docsis

~

CMTS

unprov.tmpl
-docsis

DOCSIS

runCfgUtil.sh -e -docsis -1 unprov.tmpl -c shared

e -
e -docsis DOCSIS
o
unprov.tmp
e shared

Cisco Broadband Access Center for Cable
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off File Bytes Option Description Value

0 030100 3 Network Access Control Off

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040001F400 4.2 Maximum Downstream Rate 128000 bits/sec

14 03040000FAQ0 4.3 Maximum Upstream Rate 64000 bits/sec

20 040101 4.4 Upstream Channel Priority 1

252 06108506547F 6 CM MIC Configuration Setting 8506547FC9152B44
C9152B44DB95 DB955420843EF6FE
5420843EF6FE

270 0710644B675B 7 CMTS MIC Configuration Setting 644B675B70B7BD3E
70B7BD3E09AC 09AC210F794A1E8F
210F794A1E8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.

The file unprov.tmpl was parsed successfully in 375 ms.
The parser initialization time was 63 ms.
The parser parse time was 312 ms.

runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -e -1 <file> -m <“macros”’>

e -

o

e <file>

e -m

e <*macros”> 2

1 /opt/CSCObpr/rdu/samples/templates

Cisco Broadband Access Center for Cable
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3 macrol option 3 macroll option
4.2

4 macrol 1 macroll 64000

runCfgUtil.sh -e -1 macro.tmpl -m "macrol=1l,,macroll=64000"

* -
e -unprov.tmpl
* macrol=1, macro11=64000

2
Ooff File Bytes Option Description Value
0 030101 3 Network Access Control On
3 041F 4 Class of Service
5 010101 4.1 Class ID 1
8 02040000FA00 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FAQ0 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1
0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.

The file macro.tmpl was parsed successfully in 854 ms.
The parser initialization time was 76 ms.
The parser parse time was 778 ms.

runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -e -1 <file> -i <MAC> -u <username> -p <password>

e ¢
o

o <file>

LI

e <MAC> MAC

e -y<username> RDU

Cisco Broadband Access Center for Cable
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e -p<password> RDU

1 /opt/CSCObpr/rdu/samples/templates

2
macro.tmpl
3 macrol option 3 macroll option
4.2
4 RDU
macrol 1 macroll 64000
5

runCfgUtil.sh -1 macro.tmpl -i "1,6,00:01:02:03:04:05" -u admin -p changeme

e macro.tmpl

e 1,6,00:01:02:03:04:05 MAC MAC

e admin

e changeme

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FA00 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FA00 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1

0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.

The file macro.tmpl was parsed successfully in 823 ms.
The parser initialization time was 102 ms.
The parser parse time was 803 ms.

Cisco Broadband Access Center for Cable
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1

runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -1 <input_file> -o <output_file>

o -
e <input_file>

e -0

e <output_file>

/opt/CSCObpr/rdu/samples/templates

unprov.cm

runCfgUtil.sh -1 unprov.tmpl -o unprov.cm

e unprov.tmpl

e unprov.cm

# /opt/CSCObpr/rdu/bin/runCfgUtil.sh -1 unprov.tmpl -0 unprov.cm
Broadband Provisioning Registrar Configuration Utility
Version: 2.7

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 595 ms.

The parser initialization time was 262 ms.

The parser parse time was 333 ms.

Cisco Broadband Access Center for Cable
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runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -d -1 <file>

o <file>

1 /opt/CSCObpr/rdu/samples/packet_cable

runCfgUtil.sh -d -1 unprov_packet_cable.bin

e unprov_packet_cable.bin

Off File Bytes Option

0 FE0101 254
0B153013060E 11

3 2B06010401A30
B020201010107
00020102

Description
Telephony Config File Start/End

SNMP MIB Object

Value
1

.iso.org.dod.internet.
private.enterprises.ca
bleLabs.clabProject.
clabProjPacketCa
ble.pktcMtaMib.pktcMta
MibObjects
.pktcMtaDevBase.
pktcMtaDevEnable

d.0, INTEGER, fals e (2)

H Cisco Broadband Access Center for Cable
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runCfgUtil.sh

runCfgUtil.sh

runCfgUtil.sh -d -r <file> -u <username> -p <password>

-d
-r
<file> RDU

-u <username> RDU
-p <password> RDU

RDU

/2

RDU

RDU  localhost:49187

runCfgUtil.sh -4 -r unprov.cm -u admin -p changeme

Off

14
20

252

unprov.cm RDU
admin
changeme

File Bytes
030100

041F

010101
02040001F400
03040000FA00
040101

06108506547F
C9152B44DB95
5420843EF6FE

Option

B W

=W N e

Description
Network Access Control
Class of Service
Class ID
Maximum Downstream Rate
Maximum Upstream Rate

Upstream Channel Priority

CM MIC Configuration Setting

Cisco Broadband Access Center for Cable

unprov.cm

Value

Off

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

| oL-4409-01-J
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270 0710644B675B 7 CMTS MIC Configuration Setting 644B675B70B7BD3E
70B7BD3E09AC 09AC210F794A1ESF
210F794A1E8F

288 FF 255 End-of-Data Marker

289 00 0 PAD

290 00 0 PAD

291 00 0 PAD

0 error(s

), 0 warning(s) detected. Parsing of unprov.tmpl was successful.

The file unprov.tmpl was parsed successfully in 375 ms.
The parser initialization time was 63 ms.
The parser parse time was 312 ms.

PacketCable BASIC

runCfgUtil.sh

runCfgUtil.sh

PacketCable BASIC BASIC

PacketCable BASIC

runCfgUtil.sh -t <basic/secure>

e -basic PacketCable BASIC MTA
e -secure PacketCable BASIC MTA
Cisco Broadband Access Center for Cable
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RDU | |
RDU RDU
RDU <BACC_HOME>/rdu/bin
12-6
12-6
RDU
RDU
RDU admin RDU changeme RDU
RDU
setLogLevel.sh [0..6] [-help] [-show] [-default] [-debug]
* -[0.6]
0
1
2
3
4
5
6
e -help
e -show RDU
Cisco Broadband Access Center for Cable
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N RDU

¢

RDU

e -default

RDU

e -debug RDU

e RDU
e RDU

RDU

<BACC_HOME>/rdu/bin

setLogLevel.

Please type

Please type

Please type

changeme

Please type

P.12-40
P.12-41

setLogLevel.sh 4

RDU

sh 4

RDU username:

RDU

RDU username:

RDU password:

RDU

RDU password:

4

RDU Log level was changed from 5 (notification) to 4 (warning).

admin

changeme

RDU

admin

H Cisco Broadband Access Center for Cable
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RDU

RDU

RDU
RDU

<BACC_HOME>/rdu/bin

setLogLevel.

Please type

RDU

Please type

Please type

RDU

Please type

The logging

All tracing

sh -show

RDU username:

admin Enter

RDU username: admin

RDU password:

changeme Enter

RDU password: changeme

is currently set at level: 4 (warning)

is currently disabled.

Cisco Broadband Access Center for Cable

RDU

RDU
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H kbpC PKCert.sh

KDC PKCert.sh

PKCert KDC KDC
CableLabs KDC
e Cablelabs_Service_Provider_Root.cer
e Service_Provider.cer
e Local_System.cer
e KDC.cer
KDC
)
KDC
PKCert
<BACC__HOME>/kdc PKCert

PKCert.sh [function] [option]

e [function]

-c KDC P.12-43

-v  PacketCable

v

KDC

P.12-44 KDC

e [option]
PKCert

H Cisco Broadband Access Center for Cable
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KDC PKCert.sh
KDC
/opt/CSCObpr/kdc KDC
PKCert.sh -§ <dir> -d <dir> -c <cert> -e -r <realm> -a <name> -k <keyFile> [-n <serial>] [-0]
e -a<name> KDC DNS
e -c<CertFile> DER
e -d <directory>
e -¢ Euro-PacketCable
e -k <Key File> DER
® -n<Serial#>
e -0
e -r<Realm> KDC Kerberos
e -s <directory>
subject alternate name
e KDC
e MTA KDC DNS
PKCert.sh -c "-s . \
-d /opt/CSCObpr/kdc/solaris/packetcable/certificates \
-k CLCerts/Test_LSCA_privkey.der \
-c CLCerts/Test_LSCA.cer \
-r PCTEST.CISCO.COM \
-n 100 \
-a kdc.pctest.cisco.com \
-0o"
/opt/CSCObpr/kdc/solaris/packetcable/certificates/KDC.cer
/opt/CSCObpr/kdc/solaris/packetcable/certificates/KDC_private_key.pkcs8 KDC
realm PCTEST.CISCO.COM 100 KDC FQDN
kdc.pctest.cisco.com
S
/opt/CSCObpr/kdc/solaris/packetcable/certificates/KDC_private_key.pkcs8
/opt/CSCObpr/kdc/solaris/KDC_private_key.pkcs8
-0
Cisco Broadband Access Center for Cable
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H kbpC PKCert.sh

KDC

X.509

N

X.509

PKCert.sh -v -? PKCert

/opt/CSCObpr/kdc

PKCert.sh -v-S<dir>-d<dir> -0 -r <dir>

e -s<directory>
e -d <directory>
e -0

e -r <directory>

PKCert.sh -v \

"-s .\

-d /opt/CSCObpr/kdc/solaris/packetcable/certificates \
o

KDC

H Cisco Broadband Access Center for Cable
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changeNRProperties.sh

BACC

<BACC_HOME>/cnr_ep/bin

1 <BACC_HOME>/cnr_ep/bin
2 changeNRProperties.sh
changeNRProperties.sh <options>

<options>
e -help

e -e <enabled|disabled> PacketCable enable
-e enabled

. d -d

e -s<secret> BACC
-s secret

Network Registrar DHCP

changeNRProperties.sh

BACC

changeNRProperties.sh

-help

-e disabled

secret

e -f<fgdn> RDU FQDN rdu.cisco.com
-f rdu.cisco.com

e -p<port> RDU 49187

-p 49187
e -r <realm> PacketCable PacketCable realm  CISCO.COM

-r CISCO.COM

)

* -g <prov group>
groupl -g groupl
e -t <00|01> PacketCable TGT
-t 00 -t 01

e -a<ip> PacketCable DHCP

DHCP IP 10.10.10.2 -2 10.10.10.2
e -b<ip> PacketCable DHCP

DHCP IP 10.10.10.4 -b 10.10.10.4

-b null
e -y<ip> PacketCable DNS PacketCable

DNS IP 10.10.10.6 -y 10.10.10.6

e -z <ip> PacketCable DNS

DNS IP 10.10.10.8 -2 10.10.10.8

-z null

Cisco Broadband Access Center for Cable
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Hl changeNRProperties.sh

3 DHCP

Network Registrar NR Extensions Properties

# /opt/CSCObpr/cnr_ep_bin/changeNRProperties.sh -g primaryl
Current NR Properties:

RDU Port: 49187

RDU FQDN: rdu.acme.com

Provisioning Group: primaryl

Shared Secret: fggTaLgO0XwKRs

PacketCable Enable: enabled

PacketCable TGT: 01

PacketCable Realm: ACME.COM

PacketCable Primary DHCP Server: 192.168.1.2
PacketCable Secondary DHCP Server: NOT SET
PacketCable Primary DNS Server: 192.168.1.2
PacketCable Secondary DNS Server: NOT SET

/

NR DHCP

# /opt/CSCObpr/cnr_ep_bin/changeNRProperties.sh -d
Current NR Properties:

RDU Port: 49187

RDU FQDN: rdu.acme.com

Provisioning Group: primaryl

Shared Secret: fggTaLgOXwKRs

PacketCable Enable: enabled

PacketCable TGT: 01

PacketCable Realm: ACME.COM

PacketCable Primary DHCP Server: 192.168.1.2
PacketCable Secondary DHCP Server: NOT SET
PacketCable Primary DNS Server: 192.168.1.2
PacketCable Secondary DNS Server: NOT SET

Cisco Broadband Access Center for Cable
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Keygen ||
Keygen
keygen PacketCable KDC
3 DES 3DES
KDC DPE FQDN
KDC KDC
DPE CLI DPE FQDN
KDC KDC
DPE FQDN
<BACC_HOME>/kdc DPE

FQDN

Keygen

keygen [options] <fqgdn> <realm> <password>

options
o

e -v -version

e -q -quiet

e -c -cms CMS

e <fqdn> DPE

e <realm> Kerberos

e <password>
6 20

mtafgdnmap, <fgdn>@<REALM>
mtaprovsrvr, <fgdn>@<REALM>
krbtgt, <REALM>@<REALM>

KDC DPE

bash-2.05b$ keygen dpe.cisco.com CISCO.COM changeme

KDC

mtafgdnmap, dpe.cisco.com@CISCO.COM
mtaprovsrvr,dpe.cisco.com@CISCO.COM
krbtgt, CISCO.COMECISCO.COM

<BACC_HOME>/kdc/solaris/keys

A

KDC

Cisco Broadband Access Center for Cable
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Hl Keygen

BPR KDC

/etc/init.d/bprAgent restart kdc

CMS

bash-2.05b$ keygen -c¢ cms-fgdn.com CMS-REALM-NAME changeme

CMS <BACC_HOME>/kdc/solaris/keys

cms, cms-fgdn . com@CMS-REALM-NAME

S

PacketCable registration kdc-service-key
Cisco Broadband Access Center for Cable Command
Line Reference
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snmpAgentCfgUtil.sh ||

snmpAgentCfgUtil.sh

snmpAgentCfgUtil.sh Solaris SNMP
<BACC_HOME>/snmp/bin
SNMP
SNMP

~

Solaris SNMP 8001

RDU SNMP

N P.12-49

N P.12-50

e SNMP P.12-50
¢ SNMP P.12-51
¢ SNMP P.12-51

e SNMP P.12-51

¢ SNMP P.12-52

¢ SNMP P.12-52

e SNMP P.12-53

SNMP SNMP

> snmpAgentCfgUtil.sh add host <host-addr> community <community> [udp-port <port>]

e <host-addr> IP FQDN
e <community> SNMP

e <port> SNMP UDP

snmpAgentCfgUtil.sh

> snmpAgentCfgUtil.sh add host test.cisco.com community trapCommunity udp-port 162
OK
Please restart [stop and start] SNMP agent.

Cisco Broadband Access Center for Cable
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Ml snmpAgentCfgUtil.sh

SNMP SNMP

snmpAgentCfgUtil.sh delete host <host-addr>

e <host-addr>

snmpAgentCfgUtil.sh

> ./snmpAgentCfgUtil.sh delete host test.cisco.com

OK

Please restart [stop and start] SNMP agent.

SNMP
SNMP

snmpAgentCfgUtil.sh add community string [ro | rw]

e <string> SNMP

* <ro> ro get
ro get set
NMS
o <rw> rw SNMP
set rw rw
OID

)

ro rw bprread  bprwrite

BACC
SNMP

> snmpAgentCfgUtil.sh add community fsda54 ro

OK

Please restart [stop and start] SNMP agent.

H Cisco Broadband Access Center for Cable

OL-4409-01-J |



| 12
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SNMP

snmpAgentCfgUtil.sh

SNMP SNMP

snmpAgentCfgUtil.sh delete community string [ro | rw]

e <string> SNMP
* <ro> ro

o <rw> rw

/2

ro rw P.12-50

SNMP

SNMP

SNMP

> snmpAgentCfgUtil.sh delete community fsda54 ro
OK
Please restart [stop and start] SNMP agent.

BACC Solaris

SNMP

SNMP

snmpAgentCfgUtil.sh start

BACC Solaris

SNMP

snmpAgentCfgUtil.sh stop

Cisco Broadband Access Center for Cable

SNMP

SNMP
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Ml snmpAgentCfgUtil.sh

SNMP
SNMP RDU SNMP
8001
SNMP
snmpAgentCfgUtil.sh udp-port <port>
<port> SNMP
SNMP
SNMP
254
SNMP
snmpAgentCfgUtil.sh location <location>
<location>
SNMP rack 5D
snmpAgentCfgUtil.sh location “equipment rack 5D”
SNMP
SNMP
255
SNMP
snmpAgentCfgUtil.sh contact <contact-info>
<contact-info> SNMP
Ace Duffy 1234

snmpAgentCfgUtil.sh contact "“Ace Duffy - ext 1234”

Cisco Broadband Access Center for Cable
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SNMP

SNMP

snmpAgentCfgUtil.sh

SNMP

snmpAgentCfgUtil.sh show

# ./snmpAgentCfgUtil.sh show

Location
Contact John

Port Number 8001
Notification Type

Washington_1

trap

Notification Recipient Table

[ Host IP address, Community, UDP Port ]
[ 10.10.10.1, public 162 1]
Access Control Table
Read Only Communities
baccread
Read Write Communities
baccwrite
SNMP
SNMP

snmpAgentCfgUtil.sh inform [retries timeout]

SNMP

| trap

Cisco Broadband Access Center for Cable
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disk_monitor.sh

disk_monitor.sh

disk_monitor.sh <BACC_HOME>/rdu/sample/tools

60 Solaris  syslog

/2

disk_monitor.sh <BACC_DATA>

<BACC_DBLOG>

# ./disk_monitor.sh (file system-directory) (x)

e (file system-directory)
* (®

/var/CSCObpr

# ./disk_monitor.sh /var/CSCObpr 80

80%

80%

syslog

Dec 7 8:16:03 perf-u80-1 BPR: [ID 702911 localé6.warning] File system /var/bpr usage is

81% (threshold is 80%)

H Cisco Broadband Access Center for Cable
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MAC ||
BACC
MAC RDU
DPE  Network Registrar
DPE Network Registrar RDU RDU
DPE Network Registrar RDU
)
DPE MAC IP
Network Registrar
IP DPE
GUI
100
P.9-5

Cisco Broadband Access Center for Cable
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H mAC
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BACC UNIX  syslog syslog UNIX
/ BACC  syslog

BACC

BACC

XXX-#-####. <Message>

e XXX
RDU Regional Distribution Unit
DPE Device Provisioning Engine

AGENT rduSnmpAgent dpeSnmpAgent
NR_EP Network Registrar
KDC
* 1 3
3
o H##

¢ <Message>

Cisco Broadband Access Center for Cable
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RDU
RDU  syslog <BACC_DATA>/rdu/logs/rdu.log
A-1 RDU
A-1 RDU
RDU-1-101: RDU ran out of disk space RDU

12 Broadband Access Center for Cable

RDU-1-103: RDU ran out of memory RDU

RDU-1-111: Evaluation key for technology
[<technology_name>] expired

TAC
RDU-1-115: You have used [<percent>]% of
available [<technology_name>] licenses.
80%
BPR-RDU-4-1140: DNS took [X] seconds for BACC
lookup of address [10.0.0.1/test.com]; Check DNS IP
configuration and health of servers 60

Cisco Broadband Access Center for Cable
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Solaris DPE

DPE  syslog DPE
DPE show log Cisco Broadband
Access Center for Cable Command Line Reference
DPE RDU
<BACC_DATA>/rdu/logs/rdu.log A-2 Solaris DPE
A-2 DPE
DPE-1-102: DPE ran out of disk space DPE
3
a.
DPE CLI clear bundles
b. DPE CLI clear logs
c. DPE CLI  clear cache
DPE RDU
DPE-1-104: DPE ran out of memory DPE
DPE
DPE
DPE-1-109: Failed to connect to RDU RDU
a. DPE
b. dpe rdu-server DPE RDU
c. RDU
RDU
DPE RDU

Cisco Broadband Access Center for Cable
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syslog
<BACC_DATA>/agent/logs/ agent_console.log

The [rdu] unexpectedly terminated
RDU <BACC_DATA>/rdu/logs/rdu.log
A-3

A-3

AGENT-3-9001: Failed to start the [<component>]

AGENT-3-9002: The [<component>] unexpectedly
terminated

AGENT-3-9003: Failed to stop the [<component>]

AGENT-6-9004: The [<component>] has started

AGENT-6-9005: The [<component>] has stopped

A-3 [<component>]

e rdu
e dpe
e jrun
e rduSnmpAgent
e dpeSnmpAgent
e kdc

Cisco Broadband Access Center for Cable
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Network Registrar
BAC  Network Registrar syslog
Network Registrar
A-4 Network Registrar
NR_EP-1-106: Failed to connect to RDU Network Registrar RDU
RDU
RDU
RDU Network Registrar
RDU PING RDU
PING 2
2
2
NR_EP-1-107: Failed to connect to any Network Registrar DPE
DPEs
DPE  Network Registrar
DPE
Network
Registrar DPE
DPE
Network Registrar RDU
DPE
Network Registrar DPE
2
2
NR_EP-6-108: The BACC NR extensions Network Registrar
have started
NR_EP-6-109: The BACC NR extensions Network Registrar
have stopped
NR_EP-6-110: Registered with RDU Network Registrar RDU
[address and port] [address and port] Network
Registrar RDU

Cisco Broadband Access Center for Cable
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H ccwm RDU

CCM RDU

RDU
rdu.log

Network Registrar CCM

BACC 2.7 3

rdu.cisco.com: 2005 02 09 13:25:11 EST:

%$BPR-RDU-3-1146:

PACE-13: Failed to add

reservation [10.10.10.1] for [1,6,03:03:14:00:00:21] using client-class

[unprovisioned-docsis] and selection-tag [NULL];

rdu.cisco.com: 2005 02 09 13:25:11 EST:
reservation [10.10.10.1] for [1,6,03:03:14:00:00:211;

rdu.cisco.com: 2005 02 09 13:25:11 EST:

[AddReservation:

%$BPR-RDU-3-1147:

%$BPR-RDU-4-1145:

FORWARD_FAILED]

Failed to remove

The use of

selection-criteria exclusion tags [black] is not allowed when adding a lease

reservation. They will be ignored.

e rdu.cisco.com RDU FQDN
e 20050209 13:25:11 EST

e %BPR-RDU-#-#### RDU # ID  ####
e [10.10.10.1] IP
e [1,6,03:03:14:00:00:21] IP MAC 2
BACC MAC
Network Registrar
BACC
[OBJECT_EXISTS]
MAC [1,6,03:03:14:00:00:21] [11.100.14.21]
IP IP
IP IP
Cisco Broadband Access Center for Cable
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cCMm RDU ||
[RemoveReservation: NOT_FOUND]
MAC [1,1,35] [11.100.0.103] CCM
CCM
CCM
[AddReservation: INVALID_PARENT]
CCM IP CCM
IP
CCM
DHCP
[AddReservation: INVALID_SECOND_PARENT]
CCM
DHCP
IP /
CCM
DHCP
[AddReservation: FORWARD_FAILED]
CCM CCM IP
/ CCM
2
1
3 A B C A B
C AddReservation API
IP B
rdu.log

Cisco Broadband Access Center for Cable
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W ccm RDU
AddReservation API
IP
~
B
2
3 A B C A B C
AddReservation API
testl Network Registrar testl
IP B
rdu.log
testl
Network Registrar IP
[AddReservation: AX_ETIME]
CCM
P.10-20 RDU Defaults
[AddReservation: INVALID_OBJECT]
MAC IP
MAC IP
Selection-criteria exclusion tags will be ignored
[black]
DHCP
Cisco Broadband Access Center for Cable
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CCM RDU
[AX_EIO]
RDU CCM
RDU CCM
[AX_EPIPE]
RDU CCM
RDU CCM

Cisco Broadband Access Center for Cable
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APPENDIX

PacketCable DHCP
BACC

PacketCable PacketCable DHCP BACC
<BACC_HOME>/cnr_ep/conf/cnr_ep.properties Network
Registrar cnr_ep.properties

PacketCable BACC
CoS
API RDU

cnr_ep.properties

A
P.12-45 changeNRProperties.sh
BACC PacketCable DHCP 122 RFC 3495 3594
PacketCable DHCP 177 BACC 122
177 DHCP
122 177
eMTA
122 177 DHCP BACC 177
122
<BACC_HOME>/cnr_ep/conficnr_ep.properties 1
Cisco Broadband Access Center for Cable
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| 122 BACC
122 BACC
B-1 RFC-3495 RFC-3594 122 BACC
B-1 DHCP 122 BACC

DHCP BACC

6 IP addr [cce/dns/primary

6 IP addr [cce/dns/secondary

122.1 IP addr [cce/dhep/primary

122.2 IP addr /cce/dhep/secondary

122.3 FQDN [ccc/prov/fqdn
S

122.3 BACC

122.4 Integer [cce/kerb/auth/backoff/nomTimeout
[ccc/kerb/auth/backoff/maxTimeout
[ccc/kerb/auth/backoff/maxRetries

122.5 Integer [ccc/kerb/app/backoff/nomTimeout
[ccc/kerb/app/backoff/maxTimeout
[ccc/kerb/app/backoff/maxRetries

122.6 String [ccc/kerb/realm

122.7 Boolean [cceltgt

122.8 Integer [ccc/provi/timer

122.9 Integer [ccc/security/ticket/invalidation

[ccc/kerb/auth/backoff/lnomTimeout /ccc/kerb/auth/backoff/maxTimeout

[ccc/kerb/auth/backoff/maxRetries 1 3
/ccc/kerb/app/backoff/nomTimeout /ccc/kerb/app/backoff/maxTimeout
/ccc/kerb/app/backoff/maxRetries 1 3

Cisco Broadband Access Center for Cable
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177 BACC
177 BACC
PacketCable Compliance Wave 26 177 122
MTA 177
177 BACC B-2
B-2 DHCP 177 BACC
177 BACC

177.1 ip addr Ipktcbl/dhcp/primary

177.2 ip addr Ipktcbl/dhcp/secondary

177.3 fqdn Ipktcbl/snmp/entity/fqdn

177.4 ip addr Ipktcbl/dns/primary

177.5 ip addr Ipktcbl/dns/secondary

177.6 string Ipktcbl/snmp/realm

177.7 boolean Ipktcbl/snmp/tgt

177.8 integer Ipktcbl/provisioning/timer

177.10 integer Ipktcbl/kerberos/authentication/backoff/nomTimeout
Ipktcbl/kerberos/authentication/backoff/maxTimeout
Ipktcbl/kerberos/authentication/backoff/maxRetries

177.11 integer Ipktcbl/kerberos/application/backoff/nomTimeout
Ipktcbl/kerberos/application/backoff/maxTimeout
Ipktcbl/kerberos/application/backoff/maxRetries

177.12 integer Ipktcbl/snmp/kerberos/ticket/invalidation

Cisco Broadband Access Center for Cable
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[ | 177 BACC
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APPENDI X C

Broadband Access Center for Cable

API

java
API Java
BACC 2.7 API Javadoc

DHCP
API API javadoc

| oL-4409-01-J
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. P.C-3
. P.C-6

. P.C-8

. P.C-10
. P.C-12

. P.C-13

. P.C-16

. 100 P.C-19

. P.C-21

. P.C-24

P.C-25
o NAT

o NAT

. DHCP P.C-30

. P.C-31

. RDU P.C-32

. P.C-33

. P.C-34

. P.C-35

. P.C-37

P.C-26
P.C-29

PacketCable eMTA
PacketCable eMTA
PacketCable eMTA

SNMP

DOCSIS

P.C-39
P.C-41
P.C-43
P.C-45

. P.C-46

. P.C-48

e CableHome WAN-Man P.C-49

J CableHome P.C-51

e (CableHome WAN-Man P.C-53

e CableHome WAN-Man P.C-55
. P.C-58

OL-4409-01-J |
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DOCSIS
Web
DOCSIS
1 DOCSIS
2 BACC
IP
3 Web DNS Web
0SS
4
5
IP BACC BACC

// First we query the computer's information to find the modem's
// MAC address. We use the computers IP address (the web browser
// received this when the subscriber opened the service providers
// web interface)

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)
// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not

// attempting to reset the device

LeaseResults computerLease =

getAllForIPAddress ("10.0.14.38");
// ipAddress: restricted access.

// Derive the modem MAC address from the computer's network
// information. The 1,6, is a standard prefix for an Ethernet
// device. The fully qualified MAC address is required by BACC

String modemMACAddress = "1,6," +

computerLease.getSingleLease () .get (RELAY_AGENT_REMOTE_ID) ;

Cisco Broadband Access Center for Cable
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/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7

Now let’s provision the modem and the computer in the same
batch. This can be done because the activation mode of this
batch is NO_ACTIVATION. More than one device can be operated
on in a batch if the activation mode does not lead to more
than one device being reset. NO_ACTIVATION will generate a
configuration for the devices. However it will not attempt
to reset the devices. The configuration can be generated
because the devices have booted. NO_CONFIRMATION is the
confirmation mode because we are not attempting to reset

the modem. We do not want to reset the modem here because

we want to notify the user to reset their computer. If we
reset the modem in this batch, we will not be able to notify
the user of anything until the modem has come back online.
To add a DOCSIS modem:

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

add (
DeviceType: DOCSIS,
// deviceType: DOCSIS
modemMACaddress,
// macAddress: derived from computer lease
null,
// hostName: not used in this example
null,
// domainName: not used in this example
"0123-45-6789",
// ownerID: here, account number from billing system
"Silver",
// ClassOfService
"provisionedCM",
// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
null
// properties: not used
)i
// properties: not used
String computerMACAddress = computerLease.
getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;
// Create a Map for the computer's properties

Map properties;

/7
/7
/7
/7
/7
/7

Setting the property IPDeviceKeys.MUST_BE_BEHIND_DEVICE

on the computer ensures that when the computer boots it
will only receive its provisioned access when it is behind
the given device. If it is not behind the given device,

it will receive default access (unprovisioned). This makes
the computer “fixed” behind the specified modem.

properties.put (IPDeviceKeys.MUST_BE_BEHIND_DEVICE,

modemMACaddress) ;

add (

DeviceType.COMPUTER,

// deviceType: COMPUTER

H Cisco Broadband Access Center for Cable
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null)

computerMACAddress,

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system

null,

// classOfService : get the default COS
"provisionedCPE",

// DHCP Criteria: Network Registrar uses this to

// select a modem lease granting provisioned IP address
properties

// properties:

)

performOperation(DeviceOperation.RESET, modemMACaddress,

get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;

/7
/7
/7
/7
/7
/7
/7

AUTOMATIC is the activation mode because we are attempting

to reset the modem so that it receives its new class of service.
NO_CONFIRMATION is the confirmation mode because we don't

want the batch to fail if we can't reset the modem. The user

may have power cycled the modem when they rebooted their computer.
Send a batch to reset the modem now that the user has been
notified to reboot their computer.

performOperation (

DeviceOperation.RESET,

//deviceOperation: Reset operation
modemMACaddress,

// macAddress:Modem's MAC address
null

// properties: not used

| oL-4409-01-J
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Multiple Service Operator MSO;
2

2 Web
Web

BACC

DNS
(ORN

BACC

// First we query the computer's lease information to its
// MAC address. We use the computers IP address (the web browser

// received this when the subscriber opened the service providers

// web interface)

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

/ NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not

// attempting to reset the device.

LeaseResults computerLease =

getAllForIPAddress ("10.0.14.39");
// ipAddress: restricted access.

String computerMACAddress = computerLease.

getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;

H Cisco Broadband Access Center for Cable
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// We have the MAC address now. Let’s add the computer to BACC.
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION will generate a configuration for the computer.
// However it will not attempt to reset the computer (this

// can not be done). The configuration can be generated because
// the device has booted. NO_CONFIRMATION is the confirmation

// mode because we are not attempting to reset the modem.

Map properties; // Map containing the properties for the computer

// Setting the property IPDeviceKeys.MUST_BE_BEHIND_DEVICE on
// the computer ensures that when the computer boots, it will
// only receive its provisioned access when it is behind the

// given device. If it is not behind the given device, it

// will receive default access (unprovisioned) and hence the

// fixed mode.

properties.put (IPDeviceKeys.MUST_BE_BEHIND_ DEVICE, modemMACaddress) ;

// The IPDeviceKeys.MUST_BE_IN_PROV_GROUP property ensures that

// the computer will receive its provisioned access only when

// it’s brought up in the specified provisioning group. This prevents
// the computer (and/or the modem) from moving from one locality to
// to another locality.

properties.put (IPDeviceKeys.MUST_ BE_IN_PROV_GROUP, “bostonProvGroup”) ;

add (

DeviceType.COMPUTER,

// deviceType: COMPUTER
computerMACAddress,

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system

null,

// classOfService: get the default COS
"provisionedCPE",

// DHCP Criteria: Network Registrar uses this to

// select a modem lease granting provisioned IP address
properties

// properties:

)

BACC

Cisco Broadband Access Center for Cable
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You haven’t paid your bill so your Internet access has been disabled.

BACC

// The service provider'’s application uses a provisioning client
// to get a list of all of the subscriber's devices.

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a query.
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the devices.

getAllForOwnerID (

"0123-45-6789"); // Query all the devices for this account number
// For each device in the retrieved list:

// We are only interested in the modems. If we disable network
// access of the modems, we disable network access for all the

// subscriber’s devices. If we are using roaming standard mode,

// we may also change the computer's network access (DHCPCriteria)
// because the subscriber may still be able to access the network
// from a different modem.

DeviceLoop:

{

if (Device.deviceType == DOCSIS_MODEM)
{

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC is the activation mode because we are

// attempting to reset the modem so that becomes

// disabled. NO_CONFIRMATION is the confirmation mode

// because we do not want the batch to fail if we cannot
// reset the modem. If the modem is off, it will

// be disabled when it is turned back on.

// Let’'s change the COS of the device so that it will restrict
// the bandwidth usage of the modem.

changeClassOfService (
Device.MAC_ADDRESS,

// macAddress: unique identifier for this modem

Cisco Broadband Access Center for Cable
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"DisabledCOS") ;

// newClassOfService:

//
//
//
//

Let’s change the DHCP Crtieria so

a spoofing DNS server so that the
access page.
changeDHCPCriteria (
Device.MAC_ADDRESS,
// macAddress: unique

"DisabledDHCPCriteria") ;

// newDHCPCriteria:

}

// end DeviceLoop

~

address from a disabled CNR scope.

restricts bandwidth usage

that the modem will get an IP
This scope also points to
subscriber gets a restricted

identifier for this modem

disables Internet access

DisabledCOS

CPE

Cisco Broadband Access Center for Cable
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4 BACC IP

5 BACC IP

// To provision a computer:

// First we query the computer's lease information to its

// MAC address. We use the computers IP address (the web browser
// received this when the subscriber opened the service provider’s
// web interface)

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device

LeaseResults computerLease =

getAllForIPAddress ("10.0.14.38");
// ipAddress:

String computerMACAddress = computerLease.

getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;

Cisco Broadband Access Center for Cable
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// MSO admin UI calls the provisioning API to provision a computer.
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION will generate a new configuration for the computer
// however it will not attempt to reset it.
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the computer because this cannot be done.
add (
DeviceType.COMPUTER,
// deviceType: Computer
computerMACAddress,
// macAddress: derived from computer lease
null,
// hostName: not used in this example
null,
// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system

null,

// ClassOfService : get the default COS
"provisionedCPE",

// DHCP Criteria: Network Registrar uses this to

// select a modem lease granting provisioned IP address
null

// properties: not used

IPDeviceKeys.MUST_BE_BEHIND_DEVICE

Cisco Broadband Access Center for Cable
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Silver Gold
)
1
Silver Gold

2 BACC API

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC will generate a configuration for the device

// and will attempt to reset the device

// The configuration will be able to be generated because

// the device has booted. NO_CONFIRMATION is the confirmation

// mode because we don't want the batch to fail if the reset failed.

// This use case is a perfect example of the different

// confirmation modes that could be used instead of

// NO_CONFIRMATION. These confirmation modes give you

// a method to test whether a configuration was taken by

// a device. Also, these modes will take more time because

// the batch has to wait for the modem to reset.

changeClassOfService (

"1,6,00:11:22:33:44:55",
// macAddress: unique identifier for this modem
"Gold"
// newClassOfService

)

3 Gold
Cisco Broadband Access Center for Cable
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BACC

~

unregister API

API CommandStatusCodes .CMD_ERROR_DEVICE_UNRE-
GISTER_UNREGISTERED_ERROR

// MSO admin UI calls the provisioning API to get a list of
// all the subscriber's devices.

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a query.
// NO_CONFIRMATION is the confirmation mode because we are
// not attempting to reset the devices.

getAllForOwnerID (

"0123-45-6789") ;
// query all the devices for this account number

// We need to unregister all the devices behind each modem(s) or else the
// unregister call for that modem will fail.

// for each computer in the retrieved list:
DeviceLoop:

{

if (Device.deviceType == COMPUTER)
{

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because we can’t
// to reset Computers.

// NO_CONFIRMATION is the confirmation mode because

// the unregister call will not reset the devices.
unregister (

Device.MAC_ADDRESS,
// macAddress: unique identifier for this device

Cisco Broadband Access Center for Cable
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// for each modem in the retrieved list:
DeviceLoop:

{

if (Device.deviceType == DOCSIS_MODEM)
{
get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC is the activation mode because we want
// to reset as we unregister the device.

unregister (

Device.MAC_ADDRESS,
// macAddress: unique identifier for this device

// end DeviceLoop.

/2

Cisco Broadband Access Center for Cable
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/I MSO admin Ul calls the provisioning API to get a list of

/1 all the subscriber's devices.

get-new-batch(NO_ACTIVATION, NO_CONFIRMATION)

/I NO_ACTIVATION is the activation mode because this is a query.
/I NO_CONFIRMATION is the confirmation mode because we are

/I not attempting to reset the devices.

getAllForOwnerID (

"0123-45-6789") ;
// query all the devices for this account number

/I for each device in the retrieved list:

DeviceLoop:

{

// get a new batch for each modem being deleted

if (Device.deviceType == DOCSIS_MODEM)

{
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)
// NO_ACTIVATION is the activation mode because we don’t want
// to reset as we are deleting the device.
// NO_CONFIRMATION is the confirmation mode because
// the delete call will not reset the devices.
delete(

Device.MAC_ADDRESS,

// macAddress: unique identifier for this device

true

// deleteDevicesBehind: deletes CPEs behind this modem.

}

//end DeviceLoop.

Cisco Broadband Access Center for Cable
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DOCSIS
DOCSIS
1 DOCSIS
2 BACC
3 DNS
0SS
4
IP BACC
BACC

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a

// query. NO_CONFIRMATION is the confirmation mode because

// we are not attempting to reset the device.

// First we query the computer's information to find the

// modems MAC address.

// We use the computer’s IP address (the web browser

// received this when the subscriber opened the service

// provider’s web interface). We also assume that “bostonProvGroup”
// is the provisioning group used in that locality.

List provGroupList;
provGroupList = provGroupList.add(“bostonProvGroup”) ;
Map computerLease = getAllForIPAddress (

"10.0.14.38",

// ipAddress: restricted access computer lease
provGroupList

// provGroups: List containing provgroup)

// Derive the modem MAC address from the computer's network

/l information.The 1,6, is a standard prefix for an Ethernet

/I device.The fully qualified MAC address is required by BACC

String modemMACAddress = "1,6," +

computerLease.GetSingleLease () .get (RELAY_AGENT_REMOTE_ID) ;

Cisco Broadband Access Center for Cable
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get-new-batch(NO_ACTIVATION, NO_CONFIRMATION)

/I Now let's provision the modem
/I NO_ACTIVATION will generate a configuration for the

/ modem, however it will not attempt to reset it
/I The configuration will be able to be generated because

/l the modem has booted.
/I NO_CONFIRMATION is the confirmation mode because we
/I are not attempting to reset the modem

/I Create a Map for the properties of the modem

Map properties;
/I Set the property ModemKeys.PROMISCUOUS_MODE_ENABLED

/I to enable promiscuous mode on modem

properties.put(ModemKeys.PROMISCUOUS_MODE_ENABLED, "enabled");

properties.put(ModemKeys.CPE_DHCP_CRITERIA, "provisionedCPE");

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
modemMACaddress,

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// ClassOfService
"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

properties

// properties:

Cisco Broadband Access Center for Cable
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performOperation(...)

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC is the activation mode because we are attempting

// to reset the modem so that it receives the new class of service.
// NO_CONFIRMATION is the confirmation mode because we don't want
// the batch to fail if we can't reset the modem. The user might

// have power cycled the modem when they rebooted their computer

// send a batch to reset the modem now that the user has been
// notified to reboot their computer
performOperation (
DeviceOperation.RESET,
//deviceOperation: Reset operation
modemMACaddress,
// macAddress:Modem's MAC address

null

// properties : not used

BACC

API

H Cisco Broadband Access Center for Cable
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100 | |

100

100

MAC

2 BACC
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100

Owner ID

// get a single batch for bulk load or 100 modems

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// The activation mode for this batch should be NO_ACTIVATION.
// NO_ACTIVATION should be used in this situation because no

// network information exists for the devices because they

// have not booted yet. A configuration can’t be generated if no
// network information is present. And because the devices

// have not booted, they are not online and therefore cannot

// be reset. NO_CONFIRMATION is the confirmation mode because

// we are not attempting to reset the devices.

// Create a Map for the properties of the modem

Map properties;

// Set the property ModemKeys.PROMISCUOUS_MODE_ENABLED to
// enable promiscuous mode on modem.

// This could be done at a system level if promiscuous mode
// 1is your default provisioning mode.

properties.put (ModemKeys.PROMISCUOUS_MODE_ENABLED, "enabled")

// The ModemKeys.CPE_DHCP_CRITERIA is used to specify the DHCP
// Criteria to be used while selecting IP address scopes for
// CPEs behind this modem in the promiscuous mode.

properties.put (ModemKeys.CPE_DHCP_CRITERIA, "provisionedCPE") ;
// for each modem MAC-address in list:

ModemLoop:
{

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
modemMACaddress,

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// ClassOfService
"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

properties
// properties:
)

)
//end ModemLoop.

H Cisco Broadband Access Center for Cable
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4 MAC
BACC CPE DHCP
Network Registrar

BACC
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/I MSO admin Ul calls the provisioning API to pre-provision

// an HSD modem.

get-new-batch(NO_ACTIVATION, NO_CONFIRMATION)

/I The activation mode for this batch should be NO_ACTIVATION.

/I NO_ACTIVATION should be used in this situation because no

/I network information exists for the modem because it has not

/I booted. A configuration cannot be generated if no network

/I information is present.And because the modem has not booted,

/I it is not online and therefore cannot be reset.

/I NO_CONFIRMATION is the confirmation mode because we are not
/[ attempting to reset the modem.

// Create a map for the properties of the modem.

Map properties;

// Set the property ModemKeys.PROMISCUOUS_MODE_ENABLED to enable

/I promiscuous mode on modem

properties.put(ModemKeys.PROMISCUOUS_MODE_ENABLED, "enabled")

properties.put(ModemKeys.CPE_DHCP_CRITERIA, "provisionedCPE");

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
"1,6,00:11:22:33:44:55",

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// ClassOfService

"provisionedCM",

H Cisco Broadband Access Center for Cable
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// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

properties

// properties:

6 BACC

7 BACC

Cisco Broadband Access Center for Cable
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/2

MAC

1 MAC MAC

get-new-batch(NO_ACTIVATION, NO_CONFIRMATION)

// NO_ ACTIVATION is the activation mode because we will
// not be able to reset as the new modem has not booted

// on the network.

// NO_CONFIRMATION is the confirmation mode because we are
// not trying to reset the modem

// To change the MAC address of a DOCSIS modem:

changeMACAddress (
"1,6,00:11:22:33:44:55"
// o0ld macAddress: unique identifier for the old modem
"1,6,11:22:33:44:55:66"

//// new macAddress: unique identifier for the new modem

Cisco Broadband Access Center for Cable
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2
2
CPE
~
API
1 2
2
3 CPE BACC
2
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W NAT

NAT

Network Address Translation NAT; DHCP
DOCSIS 5
NAT
1 NAT DHCP
2 BACC
3 DHCP IP
4 DNS
0SS
5
NAT
NAT

get-new-batch(NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a query.
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device.

// First we query the computer's information to find the modems
// MAC address.

// With NAT, the computer is never seen by the Network Registrar
// DHCP server. Instead, the modem has translated the IP address
// it assigned to the computer, so the web browser sees the

// modem's IP address. When the lease data is examined, the MAC
// address for the device and the relay-agent-remote-id are the
// same, indicating that this is an unprovisioned modem device,
// which is therefore presumed to be performing NAT.

LeaseResults modemLease =

getAllForIPAddress("10.0.14.38");
// ipAddress: restricted access.

String modemMACAddress = modemLease.

getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;

Cisco Broadband Access Center for Cable
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NAT

/I MSO client registration program then calls the provisioning

// API to provision the NAT modem (with an appropriate class of
// service for NAT).

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION will generate a configuration for the modem
// however it will not attempt to reset it.

// The configuration will be able to be generated because the
// modem has booted. NO_CONFIRMATION is the confirmation mode
// because we are not attempting to reset the modem

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
modemMACAddress,

// macAddress: derived from its lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// ClassOfService
"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

null

// properties: not used

Cisco Broadband Access Center for Cable
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W NAT

7 performOperation(...)

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

/I AUTOMATIC is the activation mode because we are attempting

/1 to reset the modem so that it receives its new class of service.

/I NO_CONFIRMATION is the confirmation mode because we don't want
/I the batch to fail if we can't reset the modem.The user might

I/l have power cycled the modem when they rebooted their computer

/I send a batch to reset the modem now that the user has been

/I notified to reboot their computer

performOperation (
DeviceOperation.RESET,
//deviceOperation: Reset operation
"1,6,00:11:22:33:44:55",
// macAddress:Modem's MAC address
null

// properties : not used

/2

NAT
NAT
NAT

Cisco Broadband Access Center for Cable
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NAT

NAT

NAT DHCP

API

/

NAT
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[ | DHCP

DHCP

Network Registrar IP
DHCP DHCP
IP
1 DOCSIS DHCP newmodemCriteria

get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;

// AUTOMATIC is the Activation mode because we are attempting
// to reset the modem so that a phone line is disabled

// NO_CONFIRMATION is the Confirmation mode because we don't
// want the batch to fail if we can't reset the modem.

// This use case assumes that the DOCSIS modem has been
// previously added to the database
changeDHCPCriteria (

"1,6,ff:00:ee:11:dd:22"

// Modem's MAC address or FQDN
"newmodemCriteria"

2 newmodemCriteria IP

Cisco Broadband Access Center for Cable
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DeviceListener
deletedDevice(DeviceEvent ev)

public DeviceDeletionLogger

extends DeviceAdapter
//Extend the DeviceAdapter class.

{
public void deletedDevice (DeviceEvent ev)
//Override deletedDevice.
{
logDeviceDeletion (ev.getDeviceID()) ;
//Log the deletion.
}
}

PACEConnection

DeviceDeletionLogger deviceDeletionLogger =
new DeviceDeletionLogger () ;

// Modem's MAC address or FQDN
"newmodemCriteria"

qualifier = new DeviceEventQualifier();

// We are interested only in device deletion.
qualifier.setDeletedDevice () ;

// Add device listener using PACEConnection
connection.addDeviceListener (deviceDeletionLogger,

)

Cisco Broadband Access Center for Cable
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qualifier

| oL-4409-01-J



C Broadband Access Center for Cable

[ | RDU

RDU

RDU

MessagingAdapter
MessagingL.istener

connectionStopped(MessagingEvent ev)

// Extend the service provider’s Java program using the
// provisioning client to receive Messaging events.
public MessagingNotifier

extends MessagingAdapter
//Extend the MessagingAdapter class.

{
public void connectionStopped (MessagingEvent ev)
//Override connectionStopped.
{
doNotification(ev.getAddress (), ev.getPort());
//Do the notification.
}
}

2 PACEConnection

MessagingQualifier qualifier =

new MessagingQualifier();
qualifier.setAllPersistentConnectionsDown () ;
MessagingNotifier messagingNotifier = new MessagingNotifier();

connnection.addMessagingListener (messagingNotifier, qualifier
)

Cisco Broadband Access Center for Cable
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BatchAdapter
BatchListener

completion(BatchEvent ev)

public BatchCompletionLogger

extends BatchAdapter
//Extend the BatchAdapterclass.

public void completion (BatchEvent ev)

//Override completion.

logBatchCompletion (ev.BatchStatus () .getBatchID()) ;

//Log the completion.

PACEConnection

BatchCompletionLogger batchCompletionLogger

new BatchCompletionLogger () ;
Qualify All qualifier = new Qualify All();

connection.addBatchListener (batchCompletionLogger , qualifier
)

Cisco Broadband Access Center for Cable
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MAC

1 MAC
2 BACC
get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;
// MSO admin UI calls the provisioning API to query the details
// for the requested device. Query may be performed based on MAC
// address or IP address, depending on what is known about the
// device.
Map deviceDetails =
getDetails(
"1,6,00:11:22:33:44:55",
// macORFgdn: unique identifier for the device
true
// needLeaseInfo: yes we need it
}i
3
IP
ID
// extract device detail data from the map
String deviceType = (String)deviceDetails.get (DEVICE_TYPE) ;
String macAddress = (String)deviceDetails.get (MAC_ADDRESS) ;
String ipAddress = (String)deviceDetails.get (IP_ADDRESS) ;
String relayAgentID = (String)deviceDetails.get (RELAY AGENT_ID) ;
Boolean isProvisioned = (Boolean)deviceDetails.get (IS_PROVISIONED) ;
// The admin UI now formats and prints the detail data to a view page
Cisco Broadband Access Center for Cable
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DOCSIS default

DOCSIS

BACC MAC

get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;

// Create a MACAddressSearchType to indicate search by
// default class of service.
MACAddressSearchType mst =
new MACAddressSearchType.getByDefaultClassOfService (
DeviceType.DOCSIS) ;
// Create a MACAddressSearchFilter to get 20 devices
// at a time. This indicates that we have a page size of 20.
MACAddressSearchFilter mySearchFilter =

new MACAddressSearchFilter (

mst,

// type: MAC address search type
false,

// isInclusive:
20

// maximumReturned:
)
// MAC address to start the search from.

String startMac = null;

// A list containing the MAC addresses returned from
// search.
List devicelList = null;

// If the size of deviceList is equal to 20 then
// there may be devices matching the search criteria.
while ((deviceList == null) ||

(deviceList.size() == 20))

| oL-4409-01-J

Cisco Broadband Access Center for Cable ]



C Broadband Access Center for Cable |

// Use the provisioning API call to search BACC

// database. The search starts from the MAC address
// "startMac". If "startMac" is null then the search
// starts from the very begining of the index.
devicelList = search (mySearchFilter, startMac) ;

// See Step 3 for the definition of processMACAddressList

startMac = processMACAddressList (devicelList) ;

}
3 BACC
MAC
1
processMACAddressList (List deviceList)
{
Iterator iter = devicelist.iterator();
String startMac = null;
while (iter.hasNext())
{
startMac = (String) iter.next();
// Get details for this device
Map detailMap = getDetails (
startMac,
// MAC of current device
true
// yes, we need lease info
);
// extract device detail data from each map
// this can be used for displaying in UI
String deviceType = (String)detailMap.get (DEVICE_TYPE) ;
String macAddress = (String)detailMap.get (MAC_ADDRESS) ;
String clientClass = (String)detailMap.get (CLIENT_CLASS) ;
Boolean isProvisioned = (Boolean)detailMap.get (IS_PROVISIONED) ;
// format and print above data in output line
}
// We return the last MAc address in the list
// so that the next search can be started from here
return startMAC;
}

Cisco Broadband Access Center for Cable
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2 BACC MAC

// Create a MACAddressPattern corresponding to the requested
// vendor prefix
MACAddressPattern pattern =
new MACAddressPattern (
"1,6,f£:00:ee:*",
// macAddressPattern: the requested vendor prefix

)i
// Create a MACAddressSearchType to indicate search by
// MAC address pattern
MACAddressSearchType mst =

new MACAddressSearchType.getDevices (pattern) ;

// Create a MACAddressSearchFilter to get 20 devices
// at a time. This indicates that we have a page size of 20.
MACAddressSearchFilter mySearchFilter =

new MACAddressSearchFilter (

mst,

// type: MAC address search type
false,

// isInclusive:
20

// maximumReturned:
)

// MAC address to start the search from.
String startMac = null;

// A list containing the MAC addresses returned from
// search.

List devicelList = null;

// If the size of deviceList is equal to 20 then
// there may be devices matching the search criteria.

while ((deviceList == null) ||

(deviceList.size() == 20))

Cisco Broadband Access Center for Cable
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// Use the provisioning API call to search BACC

// database. The search starts from the MAC address
// "startMac". If "startMac" is null then the search
// starts from the very begining of the index.
devicelList = search (mySearchFilter, startMac) ;

// See Step 3 for the definition of processMACAddressList

startMac = processMACAddressList (devicelList) ;

}
BACC
MAC
processMACAddressList (List deviceList)
{
Iterator iter = devicelist.iterator();
String startMac = null;
while (iter.hasNext())
{
startMac = (String) iter.next();
// Get details for this device
Map detailMap = getDetails (
startMac,
// MAC of current device
true
// yes, we need lease info
)
// extract device detail data from each map
// this can be used for displaying in UI
String deviceType = (String)detailMap.get (DEVICE_TYPE) ;
String macAddress = (String)detailMap.get (MAC_ADDRESS) ;
String clientClass = (String)detailMap.get (CLIENT_CLASS) ;
Boolean isProvisioned = (Boolean)detailMap.get (IS_PROVISIONED) ;
// format and print above data in output line
}
// We return the last MAc address in the list
// so that the next search can be started from here
return startMac;
}

H Cisco Broadband Access Center for Cable
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PacketCable eMTA

PacketCable eMTA

/

PacketCable
MTA

MTA MTA

eMTA

DHCP
BACC

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// Let’s provision the modem and the MTA component in the same
// batch. This can be done because the activation mode of this
// batch is NO_ACTIVATION. More than one device can be operated
// on in a batch if the activation mode does not lead to more
// than one device being reset.

// To add a DOCSIS modem:

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
*1,6,01:02:03:04:05:06",

// macAddress: scanned from the label
null

// hostName: not used in this example
null

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// classOfService
"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

null

// properties: not used

| oL-4409-01-J
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Ml PacketCable eMTA

3 MTA DHCP
BACC

// Continuation of the batch in Step2
// To add the MTA component:

add (

DeviceType.PACKET_CABLE_MTA,
// deviceType: PACKET_CABLE_MTA

*1,6,01:02:03:04:05:07",
// macAddress: scanned from the label

null,
// hostName: not used in this example, will be auto generated

null,
// domainName: not used in this example, will be auto generated.
// The FgdnKeys.AUTO_FQDN_DOMAIN property must be set somewhere in the
// property hierarchy.

"0123-45-6789",
// ownerID: here, account number from billing system

"Silver",
// ClassOfService

"provisionedMTA",
// DHCP Criteria: Network Registrar uses this to
// select an MTA lease granting provisioned IP address

null
// properties: not used

)i
4 MTA
5 MTA

Cisco Broadband Access Center for Cable
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PacketCable eMTA | |
SNMP Element Manager PacketCable eMTA
Element Manager ~ PacketCable eMTA SNMPv3
)
RW MIB BACC eMTA
eMTA MIB MTA
API performOperation() MTA MAC
MTA Element
Manager SNMP
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION) ;
// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.
// NO_CONFIRMATION is the confirmation mode because we are
// not attempting to reset the device.
// The goal here is to create a new user on the MTA indicated
// by the MAC address. The other parameter needed here is the new
// user name, which is passed in the Map.
// Create a map that contains one element - the name of
// the new user to be created on the MTA
HashMap map = new HashMap() ;
map.put ( SNMPPropertyKeys.CLONING_USERNAME, "newUser" );
// The first param is the actual device operation to perform.
performOperation (
DeviceOperation.ENABLE_SNMPV3_ACCESS,
// deviceOperation : ENABLE_SNMPV3_ACCESS
"1,6,00:00:00:00:00:99",
// macORFgdn : MAC Address of the modem
map
// parameters: operation specific parameters
)
2 API 1 MTA
SNMPv3
BACC 2
RDU auth priv

auth priv
eMTA

Cisco Broadband Access Center for Cable
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W PacketCable eMTA SNMP

~

auth priv rdu.properties
SNMPPropertyKeys.CLONING_AUTH_PASSWORD  /snmp/cloning/auth/password
SNMPPropertyKeys.CLONING_PRIV_PASSWORD /snmp/cloning/priv/password

SNMPv3 MTA

Cisco Broadband Access Center for Cable
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PacketCable eMTA
PacketCable eMTA
PacketCable eMTA 1
eMTA 2
eMTA 2
~
eMTA 2
1 BACC API eMTA
eMTA 2
eMTA eMTA

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.

// NO_CONFIRMATION is the Confirmation mode because we are not
// disrupting the device.

changeClassOfService (

"1,6,f£f:00:ee:11:dd:22" // eMTA’'s MAC address or FQDN

, "twoLineEnabledCOS" // This COS supports two lines.
)

2 BACC eMTA  SNMP
eMTA

// The goal here is to enable a second phone line, assuming one
// phone line is currently enabled. We will be adding a new
// row to the pktcNcsEndPntConfigTable.

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.

// NO_CONFIRMATION is the confirmation mode because we are

// not attempting to reset the device.

Cisco Broadband Access Center for Cable
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Ml PacketCable eMTA

// Create a map containing one element - the list of SNMP
// variables to set on the MTA
HashMap map = new HashMap () ;

// Create an SnmpVarList to hold SNMP varbinds
SnmpVarList list = new SnmpVarList () ;

// An SnmpVariable represents an oid/value/type triple.

// pktcNcsEndPntConfigTable is indexed by the IfNumber, which in this
// case we will assume is interface number 12 (this is the last
// number in each of the oids below.

// The first variable represents the creation of a new row in
// pktcNcsEndPntConfigTable we are setting the RowStatus

// column (column number 26). The value of 4 indicates that
// a new row is to be created in the active state.
SnmpVariable variable = new SnmpVariable (

".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.26.12",
ngw,
SnmpType.INTEGER ) ;

list.add( variable );

// The next variable represents the call agent id for this new
// interface, which we'll assume is 'test.com'
SnmpVariable variable = new SnmpVariable (

".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.1.12",
"test.com",
SnmpType.STRING ) ;

list.add( variable );

// The final variable represents the call agent port
SnmpVariable variable = new SnmpVariable (

".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.2.12",
"2728",
SnmpType.INTEGER ) ;

list.add( variable );

// Add the SNMP variable list to the Map to use in the API call
map.put ( SNMPPropertyKeys.SNMPVAR_LIST, list );

// Invoke the BACC API to do incremental update on the eMTA.
performOperation( DeviceOperation.INCREMENTAL_UPDATE // device operation

,"1,6,00:00:00:00:00:99" // MAC Address
, map // Parameters for the operation
)

3 eMTA 2 eMTA 1

Cisco Broadband Access Center for Cable
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BACC

DOCSIS
DOCSIS
DOCSIS
CPE Gold
DOCSIS DOCSIS
Gold DHCP

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

Map properties;

// Set the property ModemKeys.PROMISCUOUS_MODE_ENABLED to enable
// promiscuous mode on modem

properties.put (ModemKeys.PROMISCUOUS_MODE_ENABLED, "enabled")

// No CPE DHCP Criteria is specified.
// The CPEs behind the modem will use the default provisioned
// promiscuous CPE DHCP criteria specified in the system defaults.

// This custom property corresponds to a macro variable in the
// DOCSIS template for “gold” class of service indicating the
// maximum number of CPEs allowed behind this modem. We set it
// to two CPEs from this customer.

properties.put (*docsis-max-cpes”, "2");

// To add a DOCSIS modem:

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
*1,6,01:02:03:04:05:06",

// macAddress: scanned from the label
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system

"gold",
// classOfService:
"provisionedCM",
// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
properties

// properties:

)

| oL-4409-01-J

Cisco Broadband Access Center for Cable ]



C Broadband Access Center for Cable

/2

BACC API

MAC

BACC
MSO

// MSO admin UI calls the provisioning API to query the details
// for the requested device.
Map deviceDetails =

getDetails(
"1,6,00:11:22:33:44:55",

// macORFgdn: unique identifier for the device

true
// needLeaseInfo: yes we need it

}i
// extract device detail data from the map
String deviceType = (String)deviceDetails.get (DEVICE_TYPE) ;
String macAddress = (String)deviceDetails.get (MAC_ADDRESS) ;
String ipAddress = (String)deviceDetails.get (IP_ADDRESS) ;
String relayAgentID = (String)deviceDetails.get (RELAY_ AGENT_ID) ;
Boolean isProvisioned = (Boolean)deviceDetails.get (IS_PROVISIONED) ;

// service provider admin UI displays this information.

// Let’s save the OID_REVISION_NUMBER property so that we can se in
// step 3.

String oidRevisionNumber = (String)deviceDetails.get (OID_REVISION_NUMBER) ;

H Cisco Broadband Access Center for Cable
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DHCP
BACC API

// We need a reference to Batch instance so that ensureConsistency()
// method can be invoked on it.
Batch batch = conn.newBatch() ;

List oidList = new ArrayList();
// Add the oid-rev number saved from step 2 to the list
oidList.add(oidRevisionNumber) ;

// Sends a list of OID revision numbers to validate before processing the
// batch. This ensures that the objects specified have not been modified
// since they were last retrieved.
batch.ensureConsistency (oidList) ;

batch.changeClassOfService (

"1,6,00:11:22:33:44:55",
// macORFgdn: unique identifier for the device.

" gold"

// newCOSName : Class of service name.

)
batch.changeDHCPCriteria (
"1,6,00:11:22:33:44:55",
// macORFgdn: unique identifier for the device.
"specialDHCPCriteria"

// newDHCPCriteria : New DHCP Criteria.
)

// This batch fails with BatchStatusCodes.BATCH_NOT_CONSISTENT,

// in case if the device is updated by another client in the mean time.
// If there is a conflict occurs, then the service provider client

// is responsible for resolving the conflict by querying the database
// again and then applying changes appropriately.

Gold DHCP

| oL-4409-01-J
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MSO 1 10 MB
1 MB 56 KB
1 MB
~
Web
1 MSO NetFlow MAC
1MB Gold
2 10 MB 0SS
0SS BACC API Gold Gold-throttled

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC is the activation mode because we are

// attempting to reset the modem so that it

// receives low bandwidth service.

// NO_CONFIRMATION is the confirmation mode

// because we do not want the batch to fail if we cannot
// reset the modem. If the modem is off, when it will

// be disabled when it is turned back on.

// Let’s change the COS of the device so that it restricts
// bandwidth usage of the modem.
changeClassOfService (
Device.MAC_ADDRESS,
// macAddress: unique identifier for this modem
"Gold-throttled") ;

// newClassOfService: restricts bandwidth usage to 56k

3 0SS BACC API Gold

Cisco Broadband Access Center for Cable
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CableHome WAN-Man

CableHome WAN-Man

CableHome

CableHome
WAN-Man

2 DHCP
BACC

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// Let’s provision the modem and the WAN-Man component in the same
// batch.

// To add a DOCSIS modem:
add (
DeviceType.DOCSIS,
// deviceType: DOCSIS
“1,6,01:02:03:04:05:06",
// macAddress: scanned from the label
null,
// hostName: not used in this example
null,
// domainName: not used in this example
"0123-45-6789",
// ownerID: here, account number from billing system
"Silver",
// classOfService
"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

null

// properties: not used

Cisco Broadband Access Center for Cable
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CableHome WAN-Man

3 WAN-Man DHCP
BACC
// Continuation of the batch in Step2
// To add the WAN-Man component:
add (
DeviceType.CABLEHOME_WAN_MAN,
// deviceType: CABLEHOME_WAN_MAN
*1,6,01:02:03:04:05:07",
// macAddress: scanned from the label
null,
// hostName: not used in this example.
null,
// domainName: not used in this example.
"0123-45-6789",
// ownerID: here, account number from billing system
"silverWanMan",
// ClassOfService
"provisionedWanMan",
// DHCP Criteria: Network Registrar uses this to
// select an MTA lease granting provisioned IP address
null
// properties: not used
) ;
4 CableHome
5 CableHome

H Cisco Broadband Access Center for Cable
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CableHome
CableHome
WAN-Man
1
2
BACC

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// Let’s provision the modem and the WAN-Man component in the same

// batch.
// To add a DOCSIS modem:
add (
DeviceType.DOCSIS,
// deviceType: DOCSIS
*1,6,01:02:03:04:05:06",
// macAddress: scanned from the label
null,
// hostName: not used in this example
null,

// domainName: not used in this example

"0123-45-6789",

// ownerID: here, account number from billing system

"Silver",
// classOfService

"provisionedCM",

CableHome W

CableHome

DHCP

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

null

// properties: not used

Cisco Broadband Access Center for Cable
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| CableHome

3 WAN-Man DHCP
BACC

// Continuation of the batch in Step2
// To add the WAN-Man component:

// Create a Map to contain WanMan’'s properties
Map properties;

// The fire wall configuration for the Wan Man component is specified
// using the CableHomeKeys.CABLEHOME_WAN_MAN_FIREWALL_FILE property.
// This use case assumes that the firewall configuration file named

// “firewall file.cfg” is already present in the RDU database and the
// firewall configuration is enabled in the Wan Man configuration file
// specified with the corresponding class of service.

properties.put (CableHomeKeys .CABLEHOME_WAN_MAN_FIREWALL_FILE,
“firewall_ file.cfg”);

add (
DeviceType.CABLEHOME_WAN_MAN,
// deviceType: CABLEHOME_WAN_MAN
*1,6,01:02:03:04:05:07",
// macAddress: scanned from the label
null,
// hostName: not used in this example.
null,
// domainName: not used in this example.
"0123-45-6789",
// ownerID: here, account number from billing system
"silverWanMan",
// ClassOfService
"provisionedWanMan",
// DHCP Criteria: Network Registrar uses this to
// select an MTA lease granting provisioned IP address
properties
// properties: contains the firewall config file
)i
4 CableHome
5 CableHome WAN-Man

Cisco Broadband Access Center for Cable
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CableHome WAN-Man | |

CableHome WAN-Man

CableHome WAN-Man

CableHome WAN-Man
MAC

1 WAN-Man MAC
2 BACC MAC
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION) ;
// MSO admin UI calls the provisioning API to query the details
// for the requested device.
Map deviceDetails =
getDetails(
1,6,00:11:22:33:44:55","
// macORFgdn: unique identifier for the device
true
// needLeaseInfo: yes we need it
}i
3

Cisco Broadband Access Center for Cable

| oL-4409-01-J .m




C Broadband Access Center for Cable |

Hl cableHome WAN-Man

// extract device details information from the map

String deviceType = (String) deviceDetails.get (DeviceDetailsKeys.DEVICE_TYPE) ;
String macAddress = (String) deviceDetails.get (DeviceDetailsKeys.MAC_ADDRESS) ;
String ipAddress = (String) deviceDetails.get (DeviceDetailsKeys.IP_ADDRESS) ;
String relayAgentID = (String) deviceDetails.get (

DeviceDetailsKeys.RELAY_AGENT_ID) ;
Boolean isProvisioned = (Boolean) deviceDetails.get(

DeviceDetailsKeys.IS_PROVISIONED) ;
String formation = (String) deviceDetails.get (

IPDeviceCapabilities.FORMATION) ;

String deviceList (String) deviceDetails.get (
IPDeviceCapabilities.DEVICE_LIST) ;
String serNum = (String) deviceDetails.get (
IPDeviceCapabilities.SERIAL_NUMBER) ;
String hwVer = (String) deviceDetails.get (
IPDeviceCapabilities.HARDWARE_VERSION) ;
String swVer = (String) deviceDetails.get (
IPDeviceCapabilities.SOFTWARE_VERSION) ;
String brVer = (String) deviceDetails.get (
IPDeviceCapabilities.BOOT_ROM_VERSION) ;
String vendorOui = (String) deviceDetails.get (
IPDeviceCapabilities.VENDOR_OUTI) ;
String modelNum = (String) deviceDetails.get (
IPDeviceCapabilities.MODEL_NUMBER) ;
String vendorNum = (String) deviceDetails.get (
IPDeviceCapabilities. VENDOR_NAME)
String sysDesc = (String) deviceDetails.get (
IPDeviceCapabilities.SYSTEM _DESCRIPTION) ;
String fwVer = (String) deviceDetails.get (
IPDeviceCapabilities.FIRMWARE_VERSION) ;
String fwVer = (String) deviceDetails.get (
IPDeviceCapabilities.FIREWALL_VERSION) ;

// The admin UI now formats and prints the detail data to a view page

Cisco Broadband Access Center for Cable
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CableHome WAN-Man [ |
CableHome WAN-Man
CableHome
CableHome
CableHome
1 CableHome
2 CableHome BACC
2 CPE CableHome WAN-Man
~
DOCSIS 2 CPE
BACC
DOCSIS 1 2 CPE
DOCSIS
3 BACC CableHome WAN-Man IP CableHome
CableHome
CableHome CableHome
4 CableHome
IP
DNS Web
0SS
5
CableHome
6 CableHome
IP BACC
BACC

Cisco Broadband Access Center for Cable
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Hl cableHome WAN-Man

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// NO_ACTIVATION is the activation mode because this is a

// query. NO_CONFIRMATION is the confirmation mode because

// we are not attempting to reset the device.

// First we query the computer's information to find the

// modems MAC address.

// We use the computers IP address (the web browser

// received this when the subscriber opened the service

// providers web interface). We also assume that “bostonProvGroup”
// 1is the provisioning group used in that locality.

List provGroupList;
provGroupList = provGroupList.add(“bostonProvGroup”) ;
Map computerLease = getAllForIPAddress (

"10.0.14.38",
// ipAddress: restricted access computer lease

provGroupList
// provGroups: List containing provgroup)

// Derive the modem MAC address from the computer's network
// information. The 1,6, is a standard prefix for an Ethernet
// device. The fully qualified MAC address is required by BPR

String modemMACAddress = "1,6," +

computerLease.getSingleLease () .get (RELAY_AGENT_REMOTE_ID) ;

get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)

// Now let's provision the modem

// NO_ACTIVATION will generate a configuration for the

// modem however it will not attempt to reset it

// The configuration will be able to be generated because
// the modem has booted.

// NO_CONFIRMATION is the confirmation mode because we

// are not attempting to reset the modem

// Create a Map for the properties of the modem

Map properties;
// Set the property ModemKeys.PROMISCUOUS_MODE_ENABLED
// to enable promiscuous mode on modem

properties.put (ModemKeys.PROMISCUOUS_MODE_ENABLED, "enabled");
properties.put (ModemKeys.CPE_DHCP_CRITERIA, "provisionedCPE") ;

add (

DeviceType.DOCSIS,

// deviceType: DOCSIS
modemMACaddress,

// macAddress: derived from computer lease
null,

// hostName: not used in this example
null,

// domainName: not used in this example
"0123-45-6789",

// ownerID: here, account number from billing system
"Silver",

// ClassOfService

H Cisco Broadband Access Center for Cable
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CableHome WAN-Man

"provisionedCM",

// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

properties

// properties:

8 performOperation(...)

get-new-batch (AUTOMATIC, NO_CONFIRMATION)

// AUTOMATIC is the activation mode because we are attempting

// to reset the modem so that is receives its new class of service
// NO_CONFIRMATION is the confirmation mode because we don't want
// the batch to fail if we can't reset the modem. The user might
// have power cycled the modem when they rebooted their computer
// send a batch to reset the modem now that the user has been

// notified to reboot their computer

performOperation (
DeviceOperation.RESET,
//deviceOperation: Reset operation
modemMACaddress,
// macAddress:Modem's MAC address
null

// properties : not used

9 CableHome DHCP
IP CableHome
CableHome

~

WAN-Man WAN-Data

DeviceType. CABLEHOME_WAN_DATA

Cisco Broadband Access Center for Cable

| oL-4409-01-J



C Broadband Access Center for Cable |

DHCP

. IP P.C-58
N P.C-60
N IP P.C-61
. IP P.C-62
N IP P.C-63
e BACC P.C-64
e BACC CCM P.C-65
e BACC CCM P.C-65
API
API

e |PDevice.add(DeviceType DeviceType, String macAddress, String hostName, String domainName,
String ownerlID, String cosName, String dhcpCriteria, Map Properties)

¢ |PDevice.changeProperties(String macORFqdn, Map newPropToAdd, List propToDelete)
¢ |PDevice.changeMACAddress(String macORFqdn, String newMAC)
e |PDevice.delete(String macORFqdn, Boolean deleteDevicesBehind)

IP
BACC BACC
IPDeviceKeys.IP_RESERVATION IP
IP
IP
1 BACC
IP 10.10.10.1

Cisco Broadband Access Center for Cable
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MAC FQDN
BACC BACC IPDeviceKeys.IP_RESERVATION
IP 10.10.10.1
Map properties;
// Set the property IPDeviceKeys.IP_RESERVATION to a specific
// IP address
properties.put( IPDeviceKeys.IP_RESERVATION, "10.10.10.1");
// To add a DOCSIS modem:
get-new-batch (NO_ACTIVATION, NO_CONFIRMATION)
add (
DeviceType.DOCSIS,
// deviceType: DOCSIS
"1,6,01:02:03:04:05:06",
// macAddress: scanned from the label
null,
// hostName: not used in this example
null,
// domainName: not used in this example
"0123-45-6789",
// ownerID: here, account number from billing system
" gOld" ,
// classOfService:
"provisionedCM",
// DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
properties
// properties:
)
BACC BACC/Network Registrar MAC
01:02:03:04:05:06 10.10.10.1
IP 10.10.10.1
API RDU
MAC 01:02:03:04:05:06
10.10.10.1

BACC/Network Registrar

| oL-4409-01-J
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IP BACC
BACC IPDeviceKeys.IP_RESERVATION IP

1 1P 10.10.10.1 BACC

2 BACC API IP
10.10.10.5

get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;

// AUTOMATIC is the Activation mode because we are attempting
// to reset the device

// NO_CONFIRMATION is the Confirmation mode because we don't
// want the batch to fail if we can't reset the modem.

// This use case assumes that the DOCSIS modem has been
// previously added to the database

Map properties;
// Set the property IPDeviceKeys.IP_RESERVATION to a specific
// IP address

properties.put( IPDeviceKeys.IP_RESERVATION, "10.10.10.5");
// To reassign a different IP to:

changeProperties (

"1,6,01:02:03:04:05:06",
// macAdd
properties, null

3 MAC 01:02:03:04:05:06 10.10.10.1 BACC/Network Registrar
MAC 01:02:03:04:05:06 10.10.10.5 BACC/Network
Registrar

4 PACE
AUTOMATIC
IP 10.10.10.5

API RDU

MAC
01:02:03:04:05:06 10.10.10.1 BACC/Network

Cisco Broadband Access Center for Cable
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||
Registrar MAC 01:02:03:04:05:06 10.10.10.5
BACC/Network Registrar
IP
IP BACC
MAC
IP
IP
IP 10.10.10.5 BACC
BACC MAC
01:02:03:04:05:06 MAC 01:02:03:04:05:07
get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;
// NO_ ACTIVATION is the activation mode because we will
// not be able to reset as the new device has not booted
// on the network.
// NO_CONFIRMATION is the confirmation mode because we are
// not trying to reset the device
// To change the MAC address of a device:
changeMACAddress (
"1,6,01:02:03:04:05:06",
// o0ld macAddress: unique identifier for the old device
"1,6,01:02:03:04:05:07"
//// new macAddress: unique identifier for the new device
)
MAC 01:02:03:04:05:06 10.10.10.5 BACC/Network Registrar
MAC 01:02:03:04:05:07 10.10.10.5 BACC/Network
Registrar
MAC 01:02:03:04:05:07
IP 10.10.10.5
API RDU
MAC
01:02:03:04:05:06 10.10.10.5 BACC/Network
Registrar MAC 01:02:03:04:05:07 10.10.10.5
BACC/Network Registrar

Cisco Broadband Access Center for Cable
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IP
IP BACC
IP IP
Network Registrar/BACC DHCP
IP IP
1 IP 10.10.10.5 BACC
2 BACC API

get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;

// AUTOMATIC is the Activation mode because we are attempting
// to reset the device

// NO_CONFIRMATION is the Confirmation mode because we don't
// want the batch to fail if we can't reset the modem.

// Add the property IPDeviceKeys.IP_RESERVATION the list to be removed
list.add( IPDeviceKeys.IP_RESERVATION) ;

// To reassign a different IP to:

changeProperties (

"1,6,01:02:03:04:05:07",
// macAdd
null, list

3 MAC 1,6,01:02:03:04:05:07 10.10.10.5
4

AUTOMATIC Network Registrar/BACC

DHCP IP
IP
API RDU
MAC
01:02:03:04:05:07 10.10.10.5

BACC/Network Registrar

Cisco Broadband Access Center for Cable
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BACC/Network Registrar IP IP
IP BACC
BACC IPDeviceKeys.IP_RESERVATION IP
IPDeviceKeys.IP_ RESERVATION
IP IP
1 IP BACC Network Registrar/BACC
DHCP IP
2 BACC API IP
get-new-batch (AUTOMATIC, NO_CONFIRMATION) ;
// AUTOMATIC is the Activation mode because we are attempting
// to reset the device
// NO_CONFIRMATION is the Confirmation mode because we don't
// want the batch to fail if we can't reset the modem.
Map properties;
// Set the property IPDeviceKeys.IP_RESERVATION to a specific
// IP address
properties.put( IPDeviceKeys.IP_RESERVATION, "10.10.10.1");
// To reassign a different IP to:
changeProperties (
"1,6,01:02:03:04:05:08",
// macAdd
properties, null
) :
3 MAC 01:02:03:04:05:08 10.10.10.1 BACC/Network Registrar
Cisco Broadband Access Center for Cable
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[ |
4
AUTOMATIC
IP 10.10.10.1
API RDU
MAC 01:02:03:04:05:08
10.10.10.1 BACC/Network
Registrar BACC/Network Registrar
DHCP IP IP
BACC
IP BACC
BACC IP
1 IP 10.10.10.5 BACC
2 BACC
BACC
BACC BACC
delete(
"1,6,01:02:03:04:05:07",
// macAdd
// deleteDevicesBehind ress: unique identifier for this device
true: deletes CPEs behind this modem.
) :
3 MAC 01:02:03:04:05:07 10.10.10.5 BACC/Network Registrar
API RDU
MAC 01:02:03:04:05:07
10.10.10.5 BACC/Network
Registrar
Cisco Broadband Access Center for Cable
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BACC CCM
BACC CCM 0SS
API CCM CCM CCM
BACC/Network Registrar
1 0SS P.C-58 API
API
2 RDU RDU
CCM P.C-58 API
API

3 CC™M API

CommandStatusCodes .CMD_ERROR_CCM_UNREACHABLE

BACC CCM
BACC CCM 0SS
API
BACC/Network Registrar
1 0SS P.C-58 API
API
2 RDU RDU CCM
P.C-58 API
API

3 API CommandStatusCodes

.CMD_ERROR_CCM_NOT_CONFIGURED

Cisco Broadband Access Center for Cable
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API

BACC

Broadband Access BACC

Center for Cable

CMTS

CMTS

CPE

D

Device Provisioning DPE
Engine

DOCSIS BACC

Data Over Cable Service
Interface Specification

DOCSIS

DOCSIS

Customer premises equipment

DOCSIS

GLOSSARY

Application programming interface

BACC

Cable modem termination system

Data over cable service interface specification DOCSIS

Cisco Broadband Access Center for Cable
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CMTS
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DPE

DSTB

FQDN

KDC

MAC

MSO

MTA

NAT

NR

NTP

Device provisioning engine DPE BACC

Digital set-top box

Fully qualified domain name  FQDN

cisco WWW.CiSC0.com

FQDN

Kerberos PacketCable MTA

LAN

IEEE MAC

Multiple service operator

PacketCable

NAT

Translation

Cisco Network Registrar
DNS DOCSIS PC

Network Time Protocol

NTP

MAC

TV

32

Network Address
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RDU

TFTP

TLV

Trivial File Transfer
Protocol

Type Length Value

Regional distribution unit RDU

Trivial File Transfer Protocol

Type-Length-Value DOCSIS

TFTP

TLV

BACC
API BACC

FTP

PacketCable

Glossary W

Gateway

U
uBr Universal Broadband Router  Cisco 7246 7223

DOCSIS CMTS  Cisco
\'}
Voice over IP VolP
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