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4-8
[related/classesOfService
DHCP
Y
API API
getClassOfServiceProperties |PolicyKeys.RELATED_CLASS_OF_
SERVICE
getDHCPCriteriaDetails
[related/dhcpCriteria
DHCP DHCP
N
DHCP
API API
getClassOfServiceProperties |PolicyKeys.RELATED_DHCP_
CRITERIA
getDHCPCriteriaDetails
API
. DHCP
Device Detection Context
. DHCP

DHCP

Cisco Broadband Access Center
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CHAPTER

Broadband Access Center BAC

° P.5-2
N p.5-2
SNMP VarBind P.5-7
P.5-9
SNMP TLV P.5-11
P.5-15
i P.5-23

Cisco Broadband Access Center
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BAC PacketCable DOCSIS CableHome
PacketCable DOCSIS
CableHome PacketCable DOCSIS CableHome
ASCII BAC .tmpl

Application Programming Interface API;

RDU
BAC RDU
BPR_HOME/rdu/templates
¢ BAC
e DOCSIS10 11 20 3.0RFI
¢ DOCSIS 2
e PacketCable1.0 1.1 15
e Multimedia Terminal Adapter MTA,;
e CableHome 1.0
. SNMP MIB DOCS-CABLE-DEVICE-MIB
. P.5-3
. P.5-3
. pP.5-4
. P.5-5
e OUI P.5-5
comment include
PacketCable DOCSIS CableHome  Type Length Value TLV
TLV Ooul
5-1
5-1
<comment> ::= #[ascii-string]
<include> = include "<filename.tmpl>"
<option-description> ::= option <option-num> [instance <instance-num:>] [oui <oui>] <option-value>
<option-num> ::= <unsigned-byte>[.<unsigned-byte>]*

Cisco Broadband Access Center
OL-12296-01-J |



||
5-1
<option-value> ::= <well-defined-value> | <custom-value>
<well-defined-value> ::= <option-value-string>[,<option-value-string>]*
<custom-value> ::= <ascii-value> | <hex-value> | <ip-value> | <snmp-value>
<ascii-value> ::= ascii <ascii-string>
<hex-value> ::= hex <hex-string>
<ip-value> = ip <ip-string>
<instance-num> ::= <unsigned integer>
<template> .:= <template-statement>*
<template-statement> ::= <comment> | <include> | <option-description>
<snmp-value> ::= <snmpvar-oid>,<snmpvar-type>,<snmpvar-value>
# 5-1
5-1
#
# Template for gold service
#
option 3 1 # enabling network access
include include
include
RDU
RDU
. 5-2 5-3

5-2 include

# Valid, including common options
include "common_options.tmpl"

5-3 include

# Invalid, using location modifier
include "../common_options.tmpl"

# Invalid, using incorrect file suffix
include "common_options.common"

# Invalid, not using double quotes
include common_options.tmpl

| oL-12296-01-J
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PacketCable DOCSIS CableHome ID
2
Option 43 TLV
P.5-5
P.5-15
P.B-2 DOCSIS
Option 43
e ASCIlI ASCII NULL ASCII
* hex 16 2
01 1 0001
2

e IP IP 4

IP 10.10.10.1  0AOAO0A01
e SNMPVarBind SNMP OID
1

1
Option 11 SNMP VarBind
P.5-7 SNMP VarBind
Option 4.1 Option
4 5-4 5-5 option
5-4 option

# Valid, specifying the number for well known option 3
option 3 1

# Valid, specifying the number for option 4 sub-option 1
option 4.1 1

# Valid, specifying a vendor option as hex
option 43.200 hex 00000C

# Valid, specifying a vendor option as ascii
option 43.201 ascii "enable log"

# Valid, specifying a vendor option as IP
option 43.202 ip 10.4.2.1

Cisco Broadband Access Center
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Ooul

||

5-5 option
# Invalid, using hex with incorrect hex separator
option 43.200 hex 00.00.0C
# Invalid, not using double quotes when needed
option 43.201 ascii enable log
# Invalid, not specifying IP address correctly
option 43.202 ip 10-10-10-1
# Invalid, specifying the description for option "Network Access Control"
option "Network Access Control" 1
# Invalid, specifying top level option
option 4

TLV
5-6 5-7 TLV 10S
2 10S DOCSIS
5-6 10S

# Valid, each IOS command gets its own TLV
option 43.8 instance 1 00-00-0C

option 43.131 instance 1 ascii "login"

option 43.8 instance 2 00-00-0C

option 43.131 instance 2 ascii "password cable"

5-7 10S
# Invalid, IOS commands are grouped into one TLV
option 43.8 00-00-0C
option 43.131 ascii "login"

option 43.131 ascii "password cable"

# Invalid, using instance on non-compound options
option 3 instance 1 1

S

Option 43.8 Organizationally Unique Identifier OUI 5-4
00-00-0C
Ooul Option 43
BAC 4.0 TLV 43
5-8 oul XX-XX-XX
* FF-FF-FF DOCSIS ID
e 00-00-0C Option 43
ID

Cisco Broadband Access Center
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5-8 L2VPN
L2VPN  BAC

TLV
¢ OUI=FF-FF-FF DOCSIS 4351 43522
e 0OUI=00-00-0C Option 43 43.1

DOCSIS TLV 43 TLV
N DOSCIS OXFFFFFF
. subTLV 0x00000C
5-8 Ooul

# Upstream L2VPN Classifier Example

# This example shows how to classify upstream traffic from a specific CPE
onto an upstream L2VPN service flow, in which other CPE attached to
the cable modem forward to the non-L2VPN forwarder, as depicted below.

H* H

This example also demonstrates that when using the DOCSIS extension
field (TLV 43) to encode general extension information (GEI), you do
not need to specify oui=FF-FF-FF. You only need to specify the OUI tag when
general extension encoding is not used and vendor-specific encoding is used.

HH H H I

# Upstream L2VPN Classifier Cable Modem Config File

# (43) Per-CM L2VPN Encoding
# GEI (43.8) Vendor ID : OxFFFFFF for GEI
option 43.8 instance 1 ff-ff-ff

# GEI (43.5) for L2VPN Encoding
# GEI (43.5.1) VPNID Subtype
option 43.5.1 instance 1 0234560003

# GEI (43.5) for L2VPN Encoding

# GEI (43.5.2) IEEE 802.1Q Format Subtype
# VLAN ID 25

option 43.5.2.2 instance 1 25

# Cisco Specific Vendor Option Encodings
# (43.8) Vendor ID : 00-00-0C (Cisco Vendor ID)
option 43.8 instance 2 00-00-0C

# Cisco Vendor Specific option (43.1)

# Static Downstream Frequency

# Frequency 402750000

option 43.1 instance 2 oui 00-00-0C 402750000

# Cisco Specific Vendor Option Encodings
# (43.8) Vendor ID : 00-00-0C (Cisco Vendor ID)
option 43.8 instance 3 00-00-0C

# Cisco Vendor Specific option (43.3)

# Update Boot Monitor Image

# image name (boot_monitor_image.bin)

option 43.3 instance 3 oui 00-00-0C boot_monitor_image.bin

Cisco Broadband Access Center
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5-9 5-10 Oul

5-9 oul

# Invalid, OUI tag needs to be present for each 43 suboption if/when general extension
# encoding is not used and vendor-specific encoding is used.

option 43.8 00-00-0C

option 43.3 boot_monitor_image.bin

5-10 Oul

# Invalid, when both OUI and instance modifier are used in authoring a template,
# "instance" modifier needs to occur before "oui" modifier.

option 43.8 instance 1 00-00-0C

option 43.3 oui 00-00-0C instance 1 boot_monitor_image.bin

SNMP VarBind

DOCSIS Option 11  PacketCable Option 64 CableHome Option 28 Object
Identifier OID OID MIB RDU MIB
OID
OID RDU MIB

e SNMPv2-SMI

¢ SNMPv2-TC

¢ CISCO-SMI

e CISCO-TC

¢ SNMPv2-MIB

* RFC1213-MIB

* |ANAIfType-MIB
e IF-MIB

DOCSIS MIB
DOCSIS MIB RDU

e DOCS-IF-MIB

¢ DOCS-BPI-MIB

¢ CISCO-CABLE-SPECTRUM-MIB

¢ CISCO-DOCS-EXT-MIB

¢ SNMP-FRAMEWORK-MIB

¢ DOCS-CABLE-DEVICE-MIB

¢ DOCS-CABLE-DEVICE-MIB-OBSOLETE
¢ CISCO-CABLE-MODEM-MIB

RDU DOCS-CABLE-DEVICE MIB 2

¢ DOCS-CABLE-DEVICE-MIB-OBSOLETE
¢ DOCS-CABLE-DEVICE-MIB mib2

Cisco Broadband Access Center
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PacketCable MIB

CableHome MIB

MIB OID .experimental... MIB OID

DOCS-CABLE-DEVICE-MIB MIB OID
DOCS-CABLE-DEVICE-MIB
DOCS-CABLE-DEVICE-MIB-OBSOLETE

5-11 5-12 MIB OID

5-11 MIB OID

# Valid, uniquely identifying an OID

MIB OID

MIB OID

option 11 .experimental.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccess

Entry.docsDevNmAccessStatus.l, Integer, 4

5-12 MIB OID DOCS-CABLE-DEVICE-MIB

# Valid, NonFully Qualified MIB OID.
option 11 .docsDevNmAccessStatus.l, Integer, 4

DOCSISCM  DOCS-CABLE-DEVICE-MIB-OBSOLETE
MIB OID

PacketCable MIB RDU

e CLAB-DEF-MIB

e PKTC-MTA-MIB

e PKTC-SIG-MIB

e PKTC-EVENT-MIB

CableHome MIB  RDU

¢ CABH-CAP-MIB
e CABH-CDP-MIB
e CABH-CTP-MIB
¢ CABH-PS-DEV-MIB
e CABH-QOS-MIB
e CABH-SEC-MIB

MIB BAC

e CABH-CTP-MIB RMON2-MIB TOKEN-RING-RMON-MIB
¢ CABH-SEC-MIB DOCS-BPI2-MIB

I Cisco Broadband Access Center
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RDU

DataType.STRING

DHCP
PacketCable DOCSIS CableHome

${var-name}

${var-name, ignore}

${var-name, default-value}

Cisco Broadband Access Center
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5-13 5-14 Option 11

5-13

# Valid, using macro variable for max CPE's, straight substitution
option 18 ${MAX_CPES}

# Valid, using macro variable for max CPE's, ignore option if variable not found
# option 18 will not be defined in the DOCSIS configuration file if MAX_ CPES

# is not found in the properties hierarchy

option 18 ${MAX_ CPES, ignore}

# Valid, using macro variable for max CPE's with a default value
option 18 S${MAX_ CPES, 1}

# Valid, using macro variable for vendor option
option 43.200 hex ${MACRO_VAR_HEX}

# Valid, using macro variable for vendor option
option 43.201 ascii ${MACRO_VAR_ASCII}

# Valid, using macro variable for vendor option
option 43.202 ip ${MACRO_VAR_IP}

# Valid, using macro variable in double gquotes
option 18 "${MAX_CPES}"

# Valid, using macro variable within a value
option 43.131 ascii "hostname ${HOSTNAME}"

# Valid, using macro variables in multi-valued options

option 11 ${ACCESS_CONTROL_MIB,
.mib-2.docsDev.docsDevMIBObjects.docsDevNmAccessTable.docsDevNmAccessEntry.docsDevNmAc
cessControl.1l}, Integer, ${ACCESS_CONTROL_VAL, 3}

# Valid, using macro variable in an include statement
include "S${EXTRA_TEMPLATE}"

# Valid, using macro variable in an include statement with a default value
include "S${EXTRA_TEMPLATE, modem_reset.tmpl}"

# Valid, using macro variable in an include statement with a default value
include "S${EXTRA_TEMPLATE, modem_reset}.tmpl"

# Valid, using macro variable in an include statement with an ignore clause
include "S${MY_TEMPLATE, ignore}"
5-14

# Invalid, using macro variable as the option number
option ${MAX_CPES} 1

# Invalid, using macro variable with space in name
option 18 ${MAX CPES}

Cisco Broadband Access Center
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SNMP TLV
BAC Option 11 64 SNMP TLV
e DOCSIS Broadband Access Center for Cable BACC 2.0
e PacketCable BACC 25
e CableHome BACC 2.6
SNMP TLV BAC SNMP TLV
SNMP OID MIB MIB
SNMP OID SNMP TLV SNMP TLV
MIB SNMP TLV MIB SNMP TLV
MIB SNMP TLV
RDU MIB DOCSIS PacketCable CableHome SNMP
TLV RDU DOCSISOptionFactory
public OptionValue createOptionValue (OptionSyntax syntax, String optionNumStr,
String[] optionValueList)
public OptionSyntax.SNMP OID Type Value
optionValueList
RDU RDU MIB SNMP

TLV

option option-number snmp OID, Type, Value

# DOCS-CABLE-DEVICE-MIB:
option 11 snmp .docsDevNmAccessIp.l,IPADDRESS,192.168.1.1

# Arris vendor specific SNMP TLV (OID numbers only, mix names/numbers)
option 11 snmp .1.3.6.1.4.1.4115.1.3.1.1.2.3.2.0, INTEGER, 6
option 11 snmp .enterprises.4115.1.3.1.1.2.3.2.0, INTEGER, 6

# NOTE: trailing colon required for single octet
option 11 snmp .1.3.6.1.2.1.69.1.2.1.6.3, STRING, 'cO:'

5-2 SNMP

5-2 SNMP
IETF SMI SNMP API
Integer32 INTEGER
Integer Enumerated INTEGER
Unsigned32 UNSIGNED32
Gauge32 GAUGE
Counter32 COUNTER
Counter64 COUNTERG64

Cisco Broadband Access Center
[ oL-12296-01-J



5-2 SNMP
IETF SMI SNMP API
Timeticks TIMETICKS
OCTET STRING STRING
OBJECT IDENTIFIER OBJID
IpAddress IPADDRESS
BITS STRING

SMI Integer32 Integer32 INTEGER

OCTET STRING OCTET STRING OCTETSTRING STRING

SNMP TLV SNMP TLV RDU MIB
SNMP TLV
/ oID 0 n
MIB SNMP TLV
MIB RDU SNMP OID
SNMP TLV
BACC 2.6
SNMP OID MIB MIB BAC RDU
MIB MIB SNMP OID SNMP TLV
MIB RDU
1 MIB BPR_HOME/rdu/mibs
2 /docsis/mibs/custom/mibList MIB

a. rdu.properties

RDU

BPR_HOME/rdu/conf

b. api.properties

Y

runCfgUltil.sh

api.properties

BAC

BPR_HOME/rdu/conf

api.properties /docsis/mibs/custom/mibList Aurris
embedded MTA eMTA MIB
BAC RDU

3 /etc/init.d/bprAgent restart rdu

I Cisco Broadband Access Center
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ARRIS MTA ARRIS MIB

Amrris SNMP TLV

option 11 .ppCfgMtaCountryTemplate.0, INTEGER, 9
MIB

¢ ARRIS-MIB

¢ ARRIS-CM-CAPABILITY-MIB

¢ ARRIS-CM-DEVICE-MIB

¢ ARRIS-MTA-DEVICE-MIB

e PACKETPORT-MIB

MIB BPR_HOME/rdu/mibs api.properties
rdu.properties

/docsis/mibs/custom/mibList=ARRIS-MIB,ARRIS-CM-CAPABILITY-MIB,ARRIS-CM-DEVICE-MIB,ARRIS-
MTA-DEVICE-MIB,PACKETPORT-MIB

BACC 2.7

BACC 2.7 /docsis/mibs/custom/mibList /snmp/mibs/mibList

SNMP OID MIB MIB BAC RDU
MIB MIB SNMP OID SNMP TLV

MIB  BAC RDU
1 BAC
2 Configuration > Defaults
3 Configure Defaults System Defaults
4 MIB List MIB

5 Submit

2.7 MIB
MIB

MIB Cisco Technical Assistance Center

Cisco Broadband Access Center
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MIB
MIB MIB
BAC
MIB
Y
BAC MIB MIB
¢ /docsis/mibs/custom/mibL.ist BACC 2.6.x
e /snmp/mibs/MibList BACC 2.7.x
runCfgUtil.sh api.properties
runCfgUltil.sh BPR_HOME/rdu/bin
Y
BACC 2.7.x /snmp/mibs/MibList
2.6.x /docsis/mibs/custom/mibList
1 api.properties Configure runCfgUtil.sh
api.properties BAC
MIB
#
# Enable logging to the console
#

/server/log/l/level=Info

/server/log/l/properties=level
/server/log/l/service=com.cisco.csrc.logging.SystemLogService
/server/log/l/name=Console

#

# Enable trace categories

#

/server/log/trace/rduserver/enable=enabled

#

# The list of MIBs to be added.

#
/snmp/mibs/MibList=arrishdr.mib,arris_cm_capability.mib,arris_mta_device.mib,arris_sip
.mib,arris_cm.mib,pp.mib,blp2.mib,dev0.mib, docs_evnt.mib,gos.mib, test.mib,usb.mib, snmp
v2_conf.mib,rfcl1493 .mib,rfcl1907 .mib,rfc2011.mib,rfc2013.mib, rfc2233 .mib,rfc2571.mib, rf
c2572.mib,rfc2573 .mib,rfc2574 .mib, rfc2575.mib, rfc2576 .mib, rfc2665.mib, rfc2669.mib,rfc2
670.mib, rfc2786 .mib, rfc2851.mib, rfc2933 .mib,rfc 3083 .mib

2 runCfgUtil.sh Option 11 Option 64 SNMP
/snmp/mibs/MibList
MIB MIB
3 MIB
/snmp/mibs/MibList MIB

Cisco Broadband Access Center
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4 BACC
BACC 2.7
a. Configuration > Defaults System
Defaults
b. MIB List
RDU MIB
)
RDU
api.properties MIB List /snmp/mibs/mibList
BACC 2.6
a. rdu.properties /docsis/mibs/custom/mibList
BPR_HOME/rdu/conf
b. /etc/init.d/bprAgent restart rdu BAC RDU
RDU MIB
5-3
5-3
8 0
1
permit
deny
e 0
e permit
o 1
e deny

Cisco Broadband Access Center
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5-3
8 1
2
SNMPv3 Access View
included
excluded
o 1
¢ included
SNMPv3 Access View
e 2
e excluded
8 1
2
Read-only
Read-write
o 1
e read-only
e 2
e read-write
Actlnact 8 0
1
TLV
Inactive
Active
e 0
e inactive
TLV
e 0
e active
BitFlag8 8 0XFE
16
BitFlag32 32 O0xXFFFF0000
16
0 false 1 true 0
1

Cisco Broadband Access Center
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5-3
Bytel6 32 16 16
CMTS MIC BAC CMTS
MIC
0x
16 000102030405060708
2
CPE 8 0
1
Disabled
Enabled
e 0
e 1
DSC 8 DSC 0
e 0 DSC
e 1 DSC
e 2 DSC
EnableDisable 8 0
1
Disabled
Enabled
0
o 1

Cisco Broadband Access Center
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5-3
Inet 1 InetAddressTypeCode 1,10.112.125.111
e 1 I1Pv4 2,0:0:0:0:0:££££:8190:3426
e 2 IPv6
IPv4 IPv6
IPv4 5
1+4 IPv6 17 1+16
IP 4 10.10.10.1
8
|IPv6 IPv6 XEXEXEX XXX 2001:db8:0:0:8:800:200c:417a
X 8 16
1 4 16
IPv4 IPV6 | IPv4 IPv6 10.112.125.111
0:0:0:0:0:££££:8190:3426
IP IP 10.11.12.13,10.11.12.14
IPV6 IPv6 2001:db8:0:0:8:800:200c:417a, £
£01:0:0:0:0:0:0:101
MAC _ 00:01:02:03:04:05
6 16 00-01-02-03-04-05
2
MAC . - 00:01:02:03:04:05:06:07:08:09:
12 0A:0B
2 00-01-02-03-04-05-06-07-08-09-
0A-0B
6 MAC
6 MAC
NoLV null
NVTASCII ASCII NULL This is an ASCII string
oID SNMP OID sysinfo.0
OIDCF SNMP OID sysinfo.0,1
0 1

I Cisco Broadband Access Center
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OonOff

TLV

On
TLV

Off

Oul

16

00-00-0C

RFC868

RFC868

32
MM/dd/yyyy HH:mm:ss

0
"12/31/1899 19:00:00"
4294967295

"02/07/2036 01:28:15"

[ ]
w N -k O

[
~

CMTS

0

Cisco Broadband Access Center
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SNMPVarBind

SNMP OID

BITS

Counter
Counter32
Counter64
Gauge

Gauge32
INTEGER
Integer32
IpAddress
OCTETSTRING
OBJECTIDENTIFIER
Opaque
TimeTicks
Unsigned32

OCTETSTRING
16

‘aa:bb:cc' )

NULL

16

.experimental.docsDev.docsDevM
IBObjects.docsDevNmAccessTable
.docsDevNmAccessEntry.docsDevN
mAccessStatus.l, INTEGER, 4

SrvChangeAct

3 8
SrvChangeAct

PHS
PHS
PHS

w N = O

PHS

12
12,14

I Cisco Broadband Access Center
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5-3
IPv4 4 IPv4
IP , 10.112.125.111,5678
IPv6
IPv6 2001.db8.0.0.8.800.200c.417a,5
678
. IPV6 2001:db8:0:0:8:800:200c:417a, 5
' 678
e |Pv6
XIXIXIXIXIXIX:X, 1234 X
8 16
1 4 16
8 0 255 14
16 0 65535 1244
32 0 4294967295 3455335
8 1 8 |3,12324
16 1 16
8 2 1,3
8
3 3 1,2,3
8 8
8
0 = verify
1 = don't verify
e 0
[ )
e 1
e Don't Verify
~
Verify TLV ~ true  false
DOCSIS 1.1 Option
26.11
ZTASCII ASCII NULL This is an ASCII string

Cisco Broadband Access Center
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BITS
BITS intervall interval2 interval3 012
1 0
option 11 .pktcSigDevROCadence.0,STRING,"0 1 2 3 4 56 7 8 9 10 11 12 13 14"
FFFEO00000000000
option 11 .pktcSigDevROCadence.0,STRING, "intervall interval2 interval3
intervald interval5 interval6 interval7 interval8 interval9 intervallO
intervalll intervall2 intervall3 intervall4 intervall5"
OCTETSTRING
OCTETSTRING NULL 16
16 'aa:bb:cc’

Cisco Broadband Access Center
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PacketCable 1.0/1.1/1.5 DOCSIS 1.0/1.1/2.0/3.0
CableHome
P.5-2

RDU
BPR_HOME/rdu/bin

RDU

e BAC /opt/CSCObac

e RDU admin
e RDU changeme

. p.5-24

e BAC P.5-25

. P.5-26

. pP.5-28
. P.5-29
. P.5-32

. P.5-33

. P.5-34

. P.5-35

. P.5-36

e PacketCable Basic P.5-37

. TLV 43 P.5-39
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runCfguUtil.sh
BPR_HOME/rdu/bin

runCfgUtil.sh options

options
e -csecret DOCSIS CMTS
-C cisco
e -cablehome CableHome
-docsis -pkt
e -e
e -docsis DOCSIS -pkt
e -y version DOCSIS DOCSIS 1.1
-v 11
DOCSIS 2.0 BAC 10 11 20 3.0
* - -d
e -g DOCSIS PacketCable CableHome
e -hhost:port 49187
* -jdevice-id
MAC 1,6,00:00:00:00:00:01 -i 1,6,00:00:00:00:00:01
DUID  00:03:00:01:00:18:68:52:75:c0
-1 00:03:00:01:00:18:68:52:75:¢c0 -u -p
-m
e -l filename
any_file -l any_file -r
e -loc PacketCable na euro
na MTA  euro-MTA euro
® -m macros key=value
key 1=value_1,key 2=value 2 2
-i
e -ppassword RDU
123456 -p 123456
e -ofilename
op_file -0 op_file
e -pkt PacketCable MTA -docsis
e -rfilename RDU
file25 -r file25
_u _p
-l
* s
e -t PacketCable Secure Basic Secure
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OL-12296-01-J |



||
* -u username RDU
admin -u admin
Y
Option 19 TFTP
Option 20 TFTP
BAC TFTP options6 CM MIC 7 CMTS MIC
Message
Integrity Check MIC;
BAC
BAC
1 P52
2
CRS

a.

b. RDU
3 RDU
4 P.5-29

a.

b. RDU
5

Cisco Broadband Access Center
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runCfgUtil.sh
BAC

runCfgUtil.sh -g -1 binary_file -o template_file

© g

e -l binary_file

.cm
bronze.cm
e -0 template_file
.tmpl
test.tmpl
1 /opt/CSCObac/rdu/samples/docsis
2 unprov.cm

/opt/CSCObac/rdu/bin# runCfgUtil.sh -g -1 unprov.cm -o test.tmpl -docsis

-docsis DOCSIS

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Fi
## Template File Generator

## Generated on Fri Oct 12 16:12:51 EST 2007

Fi

HHAHFHH AR R
## Each generated option will be represented by the following:
## The first line will represent a description of the

## generated option

## The second line will represent the generated option

## The third line will represent the custom version

## of the generated option

Ei

# (3) Network Access Control
Option 3 01
# Option 3 hex 01

# (4.1) Class ID
Option 4.1 1
# Option 4.1 hex 01

# (4.2) Maximum Downstream Rate
Option 4.2 128000
# Option 4.2 hex 0001F400

# (4.3) Maximum Upstream Rate
Option 4.3 64000
# Option 4.3 hex 0000FA00

# (4.4) Upstream Channel Priority
Option 4.4 1
# Option 4.4 hex 01

# (4.5) Guaranteed Minimum Upstream Channel Data Rate
Option 4.5 0
# Option 4.5 hex 00000000

# (4.6) Maximum Upstream Channel Transmit Burst
Option 4.6 1600
# Option 4.6 hex 0640

# (4.7) Class-of-Service Privacy Enable
Option 4.7 00
# Option 4.7 hex 00

# (11) SNMP MIB Object

Option 11

.iso.org.dod.internet.experimental .docsDev.docsDevMIBObjects.docsDevNmAccessTable.docs
DevNmAccessEntry.docsDevNmAccessStatus.1l, INTEGER, createAndGo

# Option 11 hex 3082000F060A2B060103530102010701020104

# (18) Maximum Number of CPEs
Option 18 1
# Option 18 hex 01

Cisco Broadband Access Center
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runCfgUtil.sh

runCfgUtil.sh -pkt -I file

e -pkt PacketCable MTA

1 /opt/CSCObac/rdu/samples/packet_cable

unprov_packet_cable.tmpl PacketCable MTA -pkt

/opt/CSCObac/rdu/bin# runCfgUtil.sh -pkt -1 unprov_packet_cable.tmpl

unprov_packet_cable.tmpl

Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Off File Bytes Option Description Value
0 FE0101 254 Telephony Config File 1
Start/End
3 0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.privat
2B06010401A30B e.enterprises.cablelLabs.clab
0202010101 Project.clabProjPacketCable.
0700020102 pktcMtaMib.pktcMtaMibObjects
.pktcMtaDevBase.
pktcMtaDevEnabled. 0, INTEGER,
false(2)
0 error(s), 0 warning(s) detected. Parsing of unprov_packet_cable.tmpl was successful.

The file unprov_packet_cable.tmpl was parsed successfully in 434 ms.
The parser initialization time was 92 ms.
The parser parse time was 342 ms.

Cisco Broadband Access Center
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runCfgUtil.sh

runCfgUtil.sh -docsis -r file -u username -p password
* r RDU

o file
e -uusername RDU
e -ppassword RDU

e -docsis DOCSIS
RDU
1
unprov.tmpl DOCSIS -docsis

/opt/CSCObac/rdu/bin# runCfgUtil.sh -docsis -r unprov.tmpl -u admin -p changeme

e unprov.tmpl
e admin
e changeme

A

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility

Version: 4.0, Revision:

Off
0

3

5

8
14
20

252

270

288
289
290
291

0 error(s),

File Bytes
030101

041F

010101
02040000FA00
03040000FA00
040101

06108506547F
C9152B44DB95
5420843EF6FE

0710644B675B
70B7BD3E09AC
210F794A1E8F

FF
00
00
00

0 warning(s)

1.26

Option Description

3 Network Access Control

4 Class of Service

4.1 Class ID

4.2 Maximum Downstream Rate

4.3 Maximum Upstream Rate

4.4 Upstream Channel Priority

6 CM MIC Configuration Setting
7 CMTS MIC Configuration Setting
255 End-of-Data Marker

0 PAD

0 PAD

0 PAD

Value

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

644B675B70B7BD3E
09AC210F794A1ESF

detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 375 ms.
The parser initialization time was 63 ms.

The parser parse time was 312 ms.

runCfgUtil.sh

runCfgUtil.sh -e -docsis -1 file -c secret

1 /opt/CSCObac/rdu/templates

-e

-docsis

-l

file

-c DOCSIS
secret

unprov.tmpl

DOCSIS

CMTS

DOCSIS

cisco

-docsis

I Cisco Broadband Access Center
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/opt/CSCObac/rdu/bin# runCfgUtil.sh -e -docsis -1 unprov.tmpl -c shared

unprov.tmpl

shared

Broadband Access Center Configuration Utility

Version: 4.0, Revision:

Off
0

14
20

252

270

288
289
290
291

0 error(s),

File Bytes
030100

041F

010101
02040001F400
03040000FA00
040101

06108506547F
C9152B44DB95
5420843EF6FE

0710644B675B
70B7BD3E09AC
210F794A1E8F

FF
00
00
00

0 warning(s)

1.26

Option Description

3 Network Access Control

4 Class of Service

4.1 Class ID

4.2 Maximum Downstream Rate

4.3 Maximum Upstream Rate

4.4 Upstream Channel Priority

6 CM MIC Configuration Setting
7 CMTS MIC Configuration Setting
255 End-of-Data Marker

0 PAD

0 PAD

0 PAD

Value

Off

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

644B675B70B7BD3E
09AC210F794A1ESF

detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 375 ms.
The parser initialization time was 63 ms.

The parser parse time was 312 ms.

Cisco Broadband Access Center
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runCfgUtil.sh

runCfgUtil.sh -e -l file -m "macros"

e -¢

o

o file

e -m

e "macros" 2

1 /opt/CSCObac/rdu/templates

2

3 macrol option 3 macroll
option 4.2

4 macrol 1 macroll 64000

5

/opt/CSCObac/rdu/bin# runCfgUtil.sh -e -1 macro.tmpl -m "macrol=1l, ,macroll=64000"

e macro.tmpl
e macrol=1, macrol1=64000

Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FA00 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FA00 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1

0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.

The file macro.tmpl was parsed successfully in 854 ms.
The parser initialization time was 76 ms.
The parser parse time was 778 ms.

Cisco Broadband Access Center
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runCfgUtil.sh

runCfgUtil.sh -e -r file -i MAC -u username -p password

-r RDU

MAC MAC
-u username RDU
-p password RDU

macro.tmpl

macrol option 3 macroll

option 4.2

RDU
macrol 1 macroll 64000

/opt/CSCObac/rdu/bin# runCfgutil.sh -e -r macro.tmpl -i "1,6,00:01:02:03:04:05" -u admin

-p changeme

macro.tmpl
1,6,00:01:02:03:04:05 MAC MAC

admin
changeme

| oL-12296-01-J
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Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Off File Bytes Option Description Value

0 030101 3 Network Access Control On

3 041F 4 Class of Service

5 010101 4.1 Class ID 1

8 02040000FA00 4.2 Maximum Downstream Rate 64000 bits/sec
14 03040000FAQ0 4.3 Maximum Upstream Rate 64000 bits/sec
20 040101 4.4 Upstream Channel Priority 1

0 error(s), 0 warning(s) detected. Parsing of macro.tmpl was successful.

The file macro.tmpl was parsed successfully in 159 ms.
The parser initialization time was 42 ms.
The parser parse time was 117 ms.

runCfgUtil.sh

runCfgUtil.sh -l input_file -o output_file
o -
e input_file
* -0

e output_file

1 /opt/CSCObac/rdu/templates

3 unprov.cm

/opt/CSCObac/rdu/bin# runCfgUtil.sh -1 unprov.tmpl -o unprov.cm

e unprov.tmpl

e unprov.cm

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility
Version: 4.0

0 error(s), 0 warning(s) detected. Parsing of unprov.tmpl was successful.
The file unprov.tmpl was parsed successfully in 595 ms.

The parser initialization time was 262 ms.

The parser parse time was 333 ms.

runCfgUtil.sh

runCfgUtil.sh -d -1 file

1 /opt/CSCObac/rdu/samples/packet_cable

/opt/CSCObac/rdu/bin# runCfgUtil.sh -d -1 unprov_packet_cable.bin

unprov_packet_cable.bin

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Warning: Expecting config file of type docsis, but input file is of type pktcl.O.
Decoding as pktcl.O

Off File Bytes Option Description Value
0 FEO0101 254 Telephony Config File 1
Start/End
0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.privat
3 2B06010401A30B02 e.enterprises.cablelLabs.clab
0201010107000201 Project.clabProjPacketCable.
02 pktcMtaMib.pktcMtaMibObjects

.pktcMtaDevBase.pktcMtaDevEn
abled.0, INTEGER, fals e(2)

DOCSIS
PacketCable -pkt
PacketCable

/opt/CSCobac/rdu/bin/# runCfgUtil.sh -d -pkt -1 unprov_packet_cable.bin

runCfgUtil.sh

runCfgUtil.sh -d -r file -u username -p password

e d
. RDU
« file RDU

* -uusername RDU
e -ppassword RDU

RDU

1 unprov.cm
RDU  localhost:49187

/opt/CSCObac/rdu/bin# runCfgUtil.sh -d -r unprov.cm -u admin -p changeme
e unprov.cm RDU

e admin
e changeme

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility

Ver
Off
0

3

5

8
14
20

252

270

288
289
290
291

0 error(s),

sion: 4.0,
File Bytes
030100

041F

010101
02040001F400
03040000FA00

040101

06108506547F
C9152B44DB95
5420843EF6FE

0710644B675B
70B7BD3E09AC
210F794A1E8F

FF
00
00
00

Revision:

0 warning(s)

1.26

Option Description

3 Network Access Control

4 Class of Service

4.1 Class ID

4.2 Maximum Downstream Rate

4.3 Maximum Upstream Rate

4.4 Upstream Channel Priority

6 CM MIC Configuration Setting
7 CMTS MIC Configuration Setting
255 End-of-Data Marker

0 PAD

0 PAD

0 PAD

detected. Parsing of unprov.tmpl wa

The file unprov.tmpl was parsed successfully in 375 ms.
The parser initialization time was 63 ms.
The parser parse time was 312 ms.

PacketCable Basic
runCfgUtil.sh

PacketCable Basic

runCfgUtil.sh -t {basic | secure} -pkt -r filename -u username -p password

basic PacketCable Basic

secure PacketCable Basic

-r
filename

-u username RDU
-p password RDU
-pkt

PacketCable Basic

1 PacketCable Basic
example_mta_config.tmpl

RDU

MTA

MTA

PacketCable MTA

Basic

Basic

Cisco Broadband Access Center

Value

Off

1

128000 bits/sec
64000 bits/sec
1

8506547FC9152B44
DB955420843EF6FE

644B675B70B7BD3E
09AC210F794A1ESF

s successful.

BASIC
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/opt/CSCObac/rdu/bin# runCfgUtil.sh -t basic -pkt -r example_mta config.tmpl -u admin

-p changeme
e example_mta_config.tmpl Basic

e admin

e changeme

Broadband Access Center Configuration Utility
Version: 4.0, Revision: 1.26

Off File Bytes Option Description Value
0 FE0101 254 Telephony Config File 1
Start/End
3 0B153013060E 11 SNMP MIB Object .iso.org.dod.internet.privat
2B06010401A3 e.enterprises.cablelLabs.clab
0B0202010101 Project.clabProjPacketCable.
0700020101 pktcMtaMib.pktcMtaMibObjects

.pktcMtaDevBase.pktcMtaDevEn
abled.0, INTEGER, true (1)

26 0B2530230610 11 SNMP MIB Object .iso.org.dod.internet.privat
2B06010401A3 e.enterprises.cablelabs.clab
0B0202020102 Project.clabProjPacketCable.
01010109040F pktcSigMib.pktcSigMibObjects
434D532E4950 .pktcNcsEndPntConfigObjects.
464F4E49582E pktcNcecsEndPntConfigTable.pkt
434F4D cNcsEndPntConfigEntry.pktcNc

sEndPntConfigCallAgentId.9, S
TRING,CMS.IPFONIX.COM

371 FEOL1FF 254 Telephony Config File 255
Start/End
0 error(s), 0 warning(s) detected. Parsing of example_mta_config.tmpl was successful.

The file example_mta_config.tmpl was parsed successfully in 100 ms.
The parser initialization time was 44 ms.
The parser parse time was 56 ms.

.tmpl
Basic
Secure Basic
Secure Basic
a. Secure

# runCfgUtil -1 input_static_filename -pkt -g -0 output_template_filename
b. Secure Basic
# runCfgUtil -t basic -1 input_template_name -pkt -0 output_Basic_static_filename

Basic Basic

Cisco Broadband Access Center
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||
TLV 43
runCfgUtil.sh TLV 43
runCfgUtil.sh -docsis -r filename -u username -p password
e -docsis DOCSIS
e filename
* r RDU
e -uusername RDU
e -ppassword RDU
RDU TLV 43
1 test.tmpl
DOCSIS -docsis

/opt/CSCObac/rdu/bin# runCfgUtil.sh -docsis -r test.tmpl -u admin -p changeme
e test.tmpl DOCSIS

e admin

e changeme

Cisco Broadband Access Center
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Broadband Access Center Configuration Utility

Version: 4.0, Revision:

Off

0
2
7
9

16
18
22
24

29
35
37

42
66
84

102
103

0 error(s),

File Bytes
2B14
0803FFFFFF
050D

010502345600
03

0204
02020019
2B0OB
080300000C

010418017A30
2B1D
080300000C

0316626F6F74
5F6D6F6E6974
6F725F696D61
67652E62696E

061071E79068
3DE8B9950536
8936F4C5312F

0710DBOEED14
B5B3428D2B15
0DA582B41A54

FF
00

0 warning (s)

1.26
Option
43
43.8
43.5
43.5

43.5.2

43
43.8

43.1
43
43.8

43.3

255
0

Description

DOCSIS Extension Field
Vendor ID

L2VPN Encoding

VPNID Subtype

NSI Encapsulation Subtype
IEEE 802.1Q Format Subtype
DOCSIS Extension Field

Vendor ID

Static Downstream Frequency
DOCSIS Extension Field

Vendor ID

Update Boot Monitor Image

CM MIC Configuration Setting

CMTS MIC Configuration Setting

End-of-Data Marker

PAD

The file test.tmpl was parsed successfully in 250 ms.
The parser initialization time was 109 ms.
The parser parse time was 141 ms.

Value

FF-FF-FF

0234560003

25

00-00-0C
SYSTEMS,

(CISCO
INC.)

402750000

00-00-0C
SYSTEMS,

(CISCO
INC.)

boot_monitor_image.bin

71E790683DE8B995
05368936F4C5312F

DBOEED14B5B3428D
2B150DA582B41A54

detected. Parsing of test.tmpl was successful.

I Cisco Broadband Access Center
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CHAPTER

DOCSIS

Broadband Access Center BAC DOCSIS

e DOCSIS P.6-2
. DOCSIS MIB P.6-9
e DOCSIS BAC P.6-10
* |Pv6 P.6-13
. P.6-19
~
BAC DOCSIS P.B-2 DOCSIS
e DOCSIS 3.0

CM-SP-SECv3.0-104-070518
CM-SP-PHY3.0-104-070518
CM-SP-MULPIv3.0-104-070518
CM-SP-0OSSIv3.0-103-070518

e DOCSIS 2.0
CM-SP-RFI2.0-112-071206
L2VPN CM-SP-L2VPN-106-071206

Cisco Broadband Access Center
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6  DOCSIS |
B Dpocsis
DHCPv4  DHCPv6  DOCSIS
e DOCSIS DHCPv4 P.6-2
e DOCSIS DHCPv6 P.6-5
DOCSIS DHCPv4
6-1  DHCPv4 DOCSIS
6-1 DOCSIS DHCPv4
DOCSIS DOCSIS DOCSIS7aEva=>s KT PKT PKT  MSO

JH=  CMMTA = OQMTS = ‘phcp  TFTP oD #— DHCP  DNS  TFTP  KDC >'OG
DOCSIS 1.1 #H#AL/ & &A ohia

OM-1 DHCR J'0—HRgtv R Mgt

oM-2 < DHCR # 77—

av-3 DHCR ZR

OM-4 < DHOCR B2

OM-5 DOGSIS CM B FEI7AILFK

ov-6 <« DOCSIS 1.1 BEI7A)L

CM-7 ToD ZE3K >

ov-8 <« ToD &

CM-9 CMTS ~? CM &% -
M10 | oMTY BRER 2

I Cisco Broadband Access Center
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6 DOCSIS

6-1

DOCSIS DHCPv4

DOCSIS

DOCSIS

DOCSIS DHCPv4

CMm! -1

DHCP

init(d)

e BAC

DOCSIS

Cisco Network Registrar DHCP
e DHCP
e DHCP

BAC Network Registrar
* Network Registrar DPE

e Network Registrar

. RDU

* Network Registrar DPE
RDU

RDU

e RDU IP
e RDU
e DPE
e RDU
e RDU
e RDU

RDU  PING

DPE

e DPE

e DHCP DPE
e DPE

PING

RDU

49187

DPE

CM-2

DHCP

DHCP  Cable Modem Termination System

CMTS;

CM-3

DHCP

o init(i)
s DHCP

CM-4

DHCP

Cisco Broadband Access Center
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6 DOCSIS |

M  pocsis

6-1 DOCSIS DHCPv4

DOCSIS DHCPv4
CM-5 TFTP ¢ Init(o)
e CMTS DPE
e TFTP DPE
e DPE RDU
e TFTP DPE
* DPE
e DPEIP IP
CMTS
DOCSIS
CM-6 TFTP DPE CMTS
CM-7 ToD init(t) DPE
CM-8 ToD
CM-9 CMTS CM * reject(m) * CMTS BAC DPE DOCSIS
e reject(c) * DOCSIS 1.1
1.0
CM-10 |CMTS
e online
e online(d)
e online(pk)
e online(pt)

Cisco Broadband Access Center
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| 6 DOCsIs

DOCSIS DHCPv6
6-2  DHCPv6 DOCSIS

6-2 DOCSIS DHCPv6

Y St S A B A
FELAONYST CAD 2T EEEG L

ES
EL

AR
e FEL & =FIEN

A= 0

RELAY-BEFLY

raar L
2R

EELAY-FOEM

RELAY-FEFLY

&
N5 (Ol
DD 1T OE®GL

Ted Lt

DOCsIs

IETE

FFaie
{Rapid Comil

FEMLTLEY

o

TFTF TP BN

TFIP-ESF (BEZ F 4 1)

DHCPv6  DOCSIS
IPv6

IPv6
o IPv6

Cisco Broadband Access Center
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6

DOCSIS |

M  pocsis

6-2 6-2 DOCSIS
6-2 DOCSIS DHCPv6
MAC
EUI-64 64 Extended Unique Identifier IPv6
NS DAD NS
Duplicate Address Detection
DAD; DAD
NS
MAC
HFC
RS RS
CMTS
RA
RA CMTS RA
RA
. IPv6
e DHCPv6
. CMTS

I Cisco Broadband Access Center
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| s DOCSIS

6-2 DOCSIS DHCPv6

DOCSIS

DHCPv6

DHCP

init6(s)
o IPv6
e BAC

DOCSIS

Network Registrar DHCP
e DHCPv6
e DHCP

BAC RDU

BAC Network Registrar
¢ Network Registrar DPE

¢ Network Registrar
IPv6 DPE

i RDU

e Network Registrar DPE
RDU

RDU
e RDU IP
e RDU
e DPE RDU  PING

e RDU
e RDU

e RDU

DPE
e DPE

e |Pv6

e DHCP DPE PING
e DPE IPv6

49187

Cisco Broadband Access Center
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6 DOCSIS |

M  pocsis

6-2 DOCSIS DHCPv6

Relay-Forw
DHCPv6 DHCPv6
* Peer-address
e Link-address
e Interface ID
Relay-Repl
CMTS
DHCP init6(a)
DHCP DHCP  CMTS
init6(r)
DHCP
IP
Relay-Forw DHCPv6
Relay-Repl
CMTS
CMTS init6(i)
DHCP
Y
DHCPv6 Rapid Commit Rapid Commit 4
2 2
4
Relay-Forw Relay-Repl
Rapid Commit DHCP Relay-Forw
Relay-Repl Rapid Commit
DHCP Relay-Reply
NS DAD DHCPv6
DAD
IP
ToD
IPv6 RFC |init6(t) DPE
868 Time of Day
IPv6 DHCPv6

I Cisco Broadband Access Center
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| s DOCSIS

DOCSIS MIB ||

6-2 DOCSIS DHCPv6

TFTP

TFTP TFTP * init6(0)

IPv6 e CMTS DPE

e TFTP DPE

e DPE RDU

DHCPv6

e TFTP DPE
e DPE
e DPEIP IP
Dynamic
Shared Secret CMTS
DOCSIS

TFTP RSP DPE CMTS

IPv6

DOCSIS MIB

BAC MIB p.5-7 SNMP VarBind
RDU DOCSIS MIB 2

¢ DOCS-CABLE-DEVICE-MIB-OBSOLETE
¢ DOCS-CABLE-DEVICE-MIB mib2

p.5-7 DOCSIS MIB

Application Programming Interface  API;
rdu.properties MIB
P.7-34 Euro-PacketCable MIB

SNMP TLV

N MIB p.5-11 MIB SNMP TLV

. MIB p.5-12 MIB SNMP TLV
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6 DOCSIS |

B pocsis BAC
DOCSIS BAC
TLV
DPE DOCSIS TFTP TLV
e TLV 19 TFTP Configure DOCSIS Defaults
TFTP Time Stamp Option 13-3
TLV CMTS DPE NTP
e TLV 20 TLV 59 IPv4 IPV6 TFTP
Configure DOCSIS Defaults TFTP Modem Address Option
13-3
Y
DPE TFTPIP Cisco CMTS DSS P.6-10
DPE TFTP IP Cisco CMTS  DSS
TFTP

e TLV6 CMMIC

e TLV7 CMTSMIC Configure DOCSIS Defaults CMTS Shared Secret
13-3
e TLV43.6.x CMTS MIC Configure DOCSIS Defaults CMTS Shared
Secret 13-3
Y
CMTS MIC CMTS I0S
e TLV39 TLV 40 DOCSIS 2.0 CMTS MIC CMTS 10S 12.3BC
. CMTS I0S BAC
ip dhcp relay information option
no ip dhcp relay information check
cable helper-address x.x.x.x
xXX.X  Network Registrar DHCP IP
IPv6 cable helper-address
ipv6 dhcp relay destination ipv6-address [interface-type interface-number]
cable dhcp-giaddr primary
DPE TFTP IP
DPE TFTP TFTP IP DOCSIS
IP
Cisco CMTS DMIC
TFTP IP no service
tftp 1..1 ipv4 | ipv6 verify-ip Cisco Broadband Access

Center DPE CLI Reference 4.0
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| s DOCSIS

DOCSIS BAC u
DOCSIS1.0 11 2.0 3.0
BAC 4.0 DOCSIS1.0 11 20 3.0 TLV P.5-2
BAC DOCSIS
P.B-2 DOCSIS
DOCSIS
BAC DOCSIS DHCP
2 CMTS DOCSIS
e DHCPv4 Option82 DHCPv6 Option 17 DOCSIS
e GIADDR CMTS DOCSIS
DOCSIS BAC DOCSIS
CMTS
DOCSIS DOCSIS 2.0 CMTS DOCSIS 1.1
DOCSIS 1.1
DOCSIS
BAC DOCSIS DHCP
Vendor Class Identifier Option 60
docsisl. 1:XXXXXX XXXXXX ASCII
docsis IXXXXXXX 16 DOCSIS
CMTS DOCSIS
BAC CMTS CMTS
DOCSIS
e DHCPv4 Relay Agent Option 82 CMTS CMTS
DOCSIS DHCP
CMTS DOCSIS
e DHCPv6 Vendor-specific Information Option 17
Relay-forward Relay-reply
DHCPv6 DHCPv6
BAC DHCP GIADDR CMTS
DOCSIS CMTS IP
DOCSIS
/docsis/cmts/version/giaddrToVersionMap GIADDR
DOCSIS
giaddr-docsis-map.txt RDU
giaddr-docsis-map.txt RDU
e Configuration.addFile() API
. Configuration > Files P.13-19
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DOCSIS |

M  pocsis

BAC

giaddr-docsis-map.txt

IPv4 _dotted decimal_address_string, DOCSIS_version_string

e |IPv4_dotted_decimal_address_string CMTS

e docsis_version_string

DOCSIS

DHCP

/docsis/cmts/version/default

giaddr-docsis-map.txt

A

replaceExternalFile API

CMTS

DOCSIS

DOCSIS

DOCSIS
DOCSIS

CMTS

DOCSIS

/docsis/version

DOCSIS
P.5-23

DOCSIS

RDU DOCSIS Version Selector

RDU

DOCSIS
BAC DOCSIS

/cos/docsis/file/1.
/cos/docsis/file/1.
/cos/docsis/file/2.

/cos/docsis/file/3
/cos/docsis/file/3

DOCSIS

BAC

0
1
0
.0/IPv4
.0/IPv6

DOCSIS

DOCSIS

DOCSIS

DOCSIS

DOCSIS

DOCSIS

BAC

/cos/docsis/file/docsis_version_string

API

DOCSIS

I Cisco Broadband Access Center
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IPv6 n
DOCSIS
DOCSIS
DOCSIS BAC DOCSIS
DOCSIS
IPv6
BAC CableLabs DOCSIS DOCSIS 3.0
DOCSIS 3.0 DOCSIS
e IPv6
DOCSIS CMTS
OpenCable Application Platform RNG-200 STB
IP PacketCable Multimedia Terminal Adapter MTA,;
eSAFE embedded Service/Application Functional Entities
BAC TFTP ToD IPv6 IPv6
BAC IPv6
IPv6 IPv6
32 128
. IPv6
IP BAC IPv4  IPv6 IPv4
IPv6 DOCSIS
P.6-15
Y
IP IPv4 IPv6
DHCPv6 DOCSIS IPv6 DHCP DHCPv6
DOCSIS  DHCPv6
P.6-5 DOCSIS DHCPv6
BAC IPv6 IPv6
IPv6 root

# ifconfig intf inet6 plumb up

intf IPv6

| oL-12296-01-J
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T

¢

plumb

# ifconfig bge0 inet6 plumb up
# ifconfig 100 inet6 plumb up

# /usr/lib/inet/in.ndpd
# touch /etc/hostname6.intf

intf IPv6

BAC IPv6

IPv6 P.6-14

. P.6-15
IPv6  DHCP P.6-15

. P.6-15

IPv6

IPv6 128 : 16 16
16 A B C D E F

2031:0000:130£:0000:0000:09c0:876a:130b

. 0 09c0 9cO 0000 O

2031:0:130f::09c0:876a:130b
f01:0:0:0:0:0:1

ffol::1
fe80::/10

ff00::/8 IPv6

IPv6 IPv4 v 10 4 IPv4
::c0a8:1e01 IPv4 ::192.168.30.1

Cisco Broadband Access Center
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IPv6 n
RFC 4213 IPv4  IPv6
IPv4d  IPVv6
BAC IP
e IPv4 DHCPv4 IPv4
e IPv6 DHCPv6 IPV6
IPv6 Time-of-Day
. IPv6  IPv4
DHCPv6  DHCPv4 IPv6
Time-of-Day
)
BAC IP
DHCPv4 DHCPv6
DHCPv6
1Pv4 IPv6 IP
v4 v6 1 IPv4
IPv6
IPv4  IPv6
2 IP
DOCSIS IPv4 IPv6
IPvé DHCP
DOCSIS 3.0 DHCPv4  DHCPv6 DHCPv6
DHCPv4 DHCPv6 BAC
DHCPv6 User Guide for Cisco Network Registrar
7.0
BAC 4.0  Network Registrar
BAC Network Registrar DHCP
DHCP BAC DHCP
DHCP BAC
Network Registrar BAC
BAC Network Registrar
3

Cisco Broadband Access Center
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T

J DHCP
. DHCP
. DHCP
J BAC RDU
BAC  Network Registrar
DHCP
DHCP
e DHCPV4
e DHCPv4
DHCPv4 Option 82
e DHCPV4

DHCP
DHCP
DHCP

relay-agent-info

relay-agent-remote-id

file DHCPv4

e Network Registrar drop
BAC 4.0 Network Registrar 7.0 2 API BAC
API DHCPv4 DHCPv6
e DEXAPI 1 API Network Registrar DHCPv4
e DEX API 2 Network Registrar DHCPv4
DHCPv6
BAC Network Registrar API DEX API 2
DHCPv6
DHCPv6
BAC DHCPv6 3
Y
Configuration > Defaults > NR Defaults
. 4.0 Network Registrar 6-3
e BAC4.0 DHCPv4  Network Registrar 6-4
. CMTS BAC 4.0
DHCPv6  Network Registrar DHCPv4
1
DHCPv6 6-5
6-3 BAC 4.0 Network Registrar

I Cisco Broadband Access Center
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IPv6 u
6-3 BAC 4.0 Network Registrar
/enrExtension/attributesRequiredinRequest  |RDU Network
Registrar
API

CNR_ATTRIBUTES_REQUIRED_IN_REQUEST_DICTIONARY

fenrExtension/attributesToPullFromRequest | Network Request
AsBytes

API

CNR_ATTRIBUTES_TO_READ_FROM_REQUEST_DICTIONARY_
AS_BYTES

[enrExtension/attributesToPullFromRequest | Network Registrar

AsStrings
API
CNR_ATTRIBUTES_TO_READ_FROM_REQUEST_ DICTIONARY_
AS_STRINGS

[enrExtension/attributesToReadFrom Network Registrar

EnvironmentDictionary
API
CNR_ATTRIBUTES_TO_READ_FROM_ENVIRONMENT_
DICTIONARY

6-4 BAC 4.0 DHCPv4  Network Registrar

6-4 BAC 4.0 DHCPv4 Network Registrar

/enrExtension/attributesRequiredInV4 RDU Network
Request Registrar
API

CNR_ATTRIBUTES_REQUIRED_IN V4 REQUEST DICTIONARY

/enrExtension/attributesToPullFromV4 Network Registrar
RequestAsBytes

API

CNR_ATTRIBUTES_TO_READ_FROM_V4_REQUEST_DICTIONARY _
AS_BYTES

/enrExtension/attributesToPullFromV4 Network Registrar
RequestAsStrings

API

CNR_ATTRIBUTES_TO_READ_FROM_V4_REQUEST_DICTIONARY__
AS_STRINGS

Cisco Broadband Access Center
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T

6-5 BAC 4.0 DHCPv6  Network Registrar

6-5 BAC 4.0 DHCPv6 Network Registrar

/enrExtension/attributesRequiredInV6 RDU Network
Request Registrar DHCPv6
API

CNR_ATTRIBUTES_REQUIRED_IN_V6_REQUEST_DICTIONARY

[enrExtension/attributesToPullFromV6 | Network Registrar DHCPv6
RequestAsBytes

API

CNR_ATTRIBUTES_TO_READ_FROM_V6_REQUEST_DICTIONARY_
AS_BYTES

/enrExtension/optionsRequiredInVé RDU Network
Request Registrar DHCPv6

DHCP

API

CNR_OPTIONS_REQUIRED_IN_V6_REQUEST_DICTIONARY

[enrExtension/optionsToPullFromV6 Network Registrar DHCPv6

Request AsBytes DHCP
API
CNR_OPTIONS_TO_READ_FROM_V6_REQUEST DICTIONARY_AS_
BYTES
/enrExtension/attributesRequiredInV6 RDU Network
Relay Registrar DHCPv6 Relay-Forward
API

CNR_ATTRIBUTES_REQUIRED_IN_V6_RELAY_DICTIONARY

fenrExtension/attributesToPullFromV6 | Network Registrar DHCPv6 Relay-Forward
RelayAsBytes

APl
CNR_ATTRIBUTES_TO_READ_FROM_V6_RELAY DICTIONARY_AS_
BYTES
/enrExtension/optionsRequiredinVéRelay |RDU Network
Registrar DHCPv6 Relay-Forward
DHCP
APl
CNR_OPTIONS_REQUIRED_IN_V6_RELAY DICTIONARY
[enrExtension/optionsToPullFromV6 Network Registrar DHCPv6 Relay-Forward
RelayAsBytes DHCP
APl
CNR_OPTIONS_TO_READ_FROM_V6_RELAY DICTIONARY_AS_
BYTES

Cisco Broadband Access Center
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||
IPv6
IPv6 BAC 2
. DPE 3-3
. Network Registrar 3-5
BAC RDU DHCP Network Registrar
IP BAC IPv4d  IPv6
BAC
. P.6-19
. IP P.6-19
RDU Network Registrar IP
DNS BAC
RDU Network
Registrar IP
RDU
Network Registrar IPv4  IPV6
RDU RDU
BAC Network Registrar 1
i IP
e IP IP
RDU

RDU  Network Registrar

P.12-29

IP
BAC

RDU

Cisco Broadband Access Center

RDU  Network Registrar

LeaseQuery AutoConfig
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|
BAC 6-1 IP
6-1
IP
IPv4 1 67
IPv6 547
1 IP
RDU 547 67
RDU
DHCPv4 /DHCPv6 lease query port(s) (Udp/67 and Udp/547) is in use.
Configuring the RDU to use a dynamic port for DHCPv4/DHCPv6 lease query.
BPR_HOME/rdu/conf/rdu.properties 0
/cnrQuery/clientSocketAddress=0.0.0.0:0
/cnrQuery/ipvé/clientSocketAddress=[::]:0
IP
/cnrQuery/clientSocketAddress=10.1.2.3:166
/cnrQuery/ipvé/clientSocketAddress=[2001:0DB8:0:0:203:baff:fel2:d5ea]:1547
RDU IP
N
rdu.properties RDU
[etc/init.d/bprAgent restart rdu
BAC
BAC
o IPV4
e IPv6
IPv4
BAC IPv4 BAC
GIADDR DHCP IP
RDU IP

Cisco Broadband Access Center
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DHCP IP
IP RDU

GIADDR IP rdu.properties
lenrQuery/giaddr GIADDR  10.10.10.1

/cnrQuery/giaddr=10.10.10.1

rdu.properties /etc/init.d/bprAgent restart rdu
RDU

IPv6

BAC IPv6
rdu.properties

lenrQuery/ipvé/linkAddress=IPv6 address

/enrQuery/ipv6/peerAddress=IPv6 address

/cnrQuery/ipv6e/linkAddress=2001:0DB8:0:0:203:baff:fel2:d5ea
/cnrQuery/ipvé/peerAddress=2001:0DB8:0:0:203:baff:fel2:d5ea

BAC  Network Registrar
RDU
IPv6 IPv6 Network Registrar

[etc/init.d/bprAgent restart rdu RDU

IPv6

rdu.example.com: 2007 10 18 19:40:30 EDT: $BAC-RDU-7-DEBUG_DHCP_IF_IPV6:
PACE-2:ServerBatch[Batch:rdu.example.com/10.10.10.1:1b994de:115b52abeb4:80000278] :
Peer[rdu.example.com:33743]: Querying single prov group for DUID
[00:03:00:01:23:45:67:89:98:56] via DHCPv6 LEASEQUERY packet [version V6, message-type
12, hop-count 0, link-address 2001:0DB8:0:0:203:baff:fel2:d5ea, peer-address
2001:0DB8:0:0:203:baff:fel2:d5ea, (relay_msg (9) option (52 bytes) version V6,
message-type 14, transaction-id 13401290, (client-identifier (1) option (9 bytes)
00:11:22:33:44:55:66:77:88), (lg-query (44) option (31 bytes) query-type 2,
link-address 0:0:0:0:0:0:0:0, (client-identifier (1) option (10 bytes)
00:03:00:01:23:45:67:89:98:56)))1

Cisco Broadband Access Center
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|
AIC Echo
AIC Echo
Network Registrar
IP 10111 1456
AIC Echo
e 67 IPv4
e 546 IPv6
AIC Echo 1456
1Pv4 AIC Echo
IPv4
IPv6 AIC Echo
IPv6
546 547
RDU 6
RDU P.10-5 RDU
e dhcpleasequeryv4 IPv4
e dhcpleasequeryv6 IPv6
IPv6
IPv6
. 2 Network Registrar
1
. 2 Network Registrar
e 1 Network Registrar
2 Network Registrar 1
IPv6
1 Network Registrar
2 Network Registrar
RDU 1 IP
IP
. Devices > Device Details
e API client-ipaddress

Cisco Broadband Access Center
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||
2 Network Registrar
Network Registrar
DHCPv6
Leasequery OPTION_CLT_TIME client-last-transaction-time
1 Network Registrar
2 Network Registrar
OPTION_LQ_CLIENT_LINK
BAC  Network Registrar IP
BAC
IP
IP
Devices > Device Details
IP
IP Devices > Device
Details IP API

iaprefix

Cisco Broadband Access Center
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PacketCable

PacketCable

PacketCable
e PacketCable eMTA pP.7-2
e PacketCable eMTA  Basic pP.7-31

e Euro PacketCable P.7-33

PacketCable P.16-12 PacketCable
eMTA

PacketCable Multimedia Terminal Adapter MTA,;
PKT-SP-PROV1.5-103-070412
PacketCable  Web

Cisco Broadband Access Center
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B PpacketCable eMTA

PacketCable eMTA

PacketCable PacketCable
Secure
PacketCable Secure Kerberos
MTA BAC Key Distribution Center
KDC; Kerberos MTA
SNMPv3

BAC PacketCable
PacketCable

7-1 PacketCable eMTA
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PacketCable eMTA ||
Y
KDC KDC
embedded Multimedia Terminal Adapter eMTA,;
7-1 PacketCable
71 PacketCable eMTA
CM-1 DHCP DHCPv4 DHCPv6 DOCSIS CM
CM-2 DHCP PacketCable DHCP MTA
CM-3 DHCP DHCP MTA DHCP DHCP
CM-4 DHCP
CM-5 DOCSIS1.1CM
CM-6 DOCSIS 1.1
CM-7 ToD
CM-8 ToD
CM-9 CMTS
CM
CM-10 |CcMTS

Cisco Broadband Access Center
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W PpacketCable eMTA

71 PacketCable eMTA

MTA-1  |DHCP DHCP MTA
MTA-2  |DHCP

MTA-3 |DHCP MTA

MTA4 | DHCP DHCP Option 122

KDC

e CMTS DHCP

e MTA CMTS DHCP

IP

CMTS DHCP

. CMTS

e Cisco Network Registrar  DHCP

PacketCable MTA

Secure Basic
DHCP Option 122

PacketCable

MTA

e BAC cnr_ep.properties
PacketCable Network Registrar

C PacketCable DHCP

BAC
MTA MTA-2
DHCP Option 122
FQDN DHCP Option 12
DHCP Option 15
MTA-5 |DNS MTA DHCP Option 122
MTA-6 |DNS Srv KDC DNS SRV KDC IP
MTA-7 |DNS
MTA-8 |DNS
. Network Registrar DNS
DNS

* Network Registrar DNS
Network Registrar DNS

e DNS cnr_ep.properties DNS
KDC SRV DNS A
MTA-9 |AS AS-REQ KDC MTA
e KDC AS-REQ
e KDC MTA_Root
MTA  AS-REQ
KDC MTA_Root

I Cisco Broadband Access Center
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PacketCable eMTA ||
71 PacketCable eMTA
MTA-9a |MTA FQDN KDC MTA MAC MTA
MTA-9b |MTA FQDN MAC
FQDN FODN KDC KDC
MTA FODN  FQDN-REP FQDN
o DNS
MTA MTA  DHCP Option 122
FQDN  AS-REP KDC KDC
FQDN IP
e KDC DPE KDC
KDC
KDC
MTA-10 |AS AS-REP KDC MTA
KDC MTA MTA KDC
MTA
MTA MTA-1
KDC.cer P.14-3 PKCert.sh
KDC
AS-REP
MTA MTA-1  MTA-10
MTA-11 |TGS MTA-10 MTA Ticket-Granting-Ticket
TGT; MTA MTA-10
TGT Ticket-Granting-Server
KDC
MTA-12 | TGS KDC TGS MTA
MTA-13 |AP AP-REQ MTA MTA-10 DHCP Option 122
MTA-14 |AP AP-REP KDC AP-REQ
MTA AP-REP
SNMPv3 SNMPv3
MTA-15 |SNMP MTA
MTA-16 |SNMP SNMPv3 DPE
MTA 1 SNMPv3 MTA
DPE

Cisco Broadband Access Center
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W PpacketCable eMTA

71 PacketCable eMTA
MTA-17 |SNMP SNMPv3 MTA MTA-16 MTA
DPE
MTA-18 |MTA MTA-16 MTA-17
DPE MTA
MTA-19 |SNMP SNMPv3 MTA URL
SNMPv3
MTA
MTA-20 |TFTP FQDN DNS URL IPv4 FQDN
MTA DNS
FQDN TFTP HTTP IPv4
MTA-21 |TFTP IP DNS DNS MTA-20
IPv4 IP
MTA-22 MTA TFTP VolP
BAC TFTP DPE
MTA-23
MTA-24 |MTA MTA syslog
MTA-25 MTA
SEC-1 MTA BAC
SEC-10 MTA CMS Kerberos
PacketCable Security

I Cisco Broadband Access Center
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PacketCable eMTA

kpc W

PacketCable eMTA KDC
PacketCable Secure Kerberos MTA
BAC KDC  Kerberos KDC
P.2-14 Key Distribution Center
KDC
e KDC p.7-7
e KDC P.7-9
e KDC P.7-9
o P.7-10
KDC
KDC BAC BPR_HOME/kdc/solaris/kdc.ini
A
kdc.ini
KDC KDC

¢ interface address KDC Kerberos

IP

interface address = 10.10.10.1

* FQDN KDC

FODN = kdc.example.com

s

Fully Qualified Domain Name FQDN;

FQDN

Broadband Access Center 4.0

KDC Realm Name
Installation and Setup Guide for Cisco

e maximum log file size KDC
KDC

maximum log file size = 1000

Cisco Broadband Access Center

KB

| oL-12296-01-J
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W PpacketCable eMTA

KDC

e nsaved log files KDC 7

n saved log files = 10
e |og debug level

log debug level = 5

7-2 KDC
7-2 KDC
0
1
2
{8-7} 3
* minimum (maximum) ps backoff KDC  FQDN-Request BAC
0.1
minimum ps backoff = 150
INI 7-1
7-1 kdc.ini
interface address = 10.10.10.1
FQODN = kdc.example.com
maximum log file size = 1000
n saved log files = 10
log debug level = 5
minimum ps backoff = 150
maximum ps backoff = 300
N
MTA KDC
KDC

I Cisco Broadband Access Center
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PacketCable eMTA kpc W
e maximum ticket duration KDC
m d
168 7 PacketCable Security
maximum ticket duration = 168
e minimum ticket duration KDC
m d
144 6
minimum ticket duration = 144
KDC
KDC BAC Cable Television Laboratories, Inc.
CableLabs MTA
Y
KDC
PKCert KDC
PKCert CableLabs
P.14-3 PKCert.sh
PKCert KDC
KDC
KDC
KDC
1
2 BAC root
3

ASCII
ASCII

KDC

Cisco Broadband Access Center
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PacketCable eMTA KDC

4 KDC [etc/init.d

BAC KDC
KDC
BPR_HOME/kdc/solaris/packetcable/certificates

BAC BPR_HOME/kdc/solaris/packetcable/certificates

7-3
BPR_HOME/kdc/solaris/packetcable/certificates

7-3 PacketCable

bprAgent restart kdc

PacketCable X.509

MTA MTA_Root.cer

CableLabs_Service_Provider_Root.cer

CA Service_Provider.cer

CA |Local_System.cer

KDBC KDC.cer
KDC
KDC KDC.cer BPR_HOME/kdc/solaris/packetcable/certificates
KDC_private_key.pkcs8 BPR_HOME/kdc/solaris/
KDC
KDC
Y
KDC
KDC

I Cisco Broadband Access Center
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PacketCable eMTA koc H
)
KDC
1 PacketCable PacketCable
7-4 CISCO.COM 2 CIsCO1.cOM
CIsCO2.coM
7-4
BPR_HOME/kdc/solaris CISCO.COM
KDC
BPR_HOME/kdc/solaris/packetcable/certificates CISCO.COM
e MTA_Root.cer
e CableLabs_Service Provider_Root.cer
e Service_Provider.cer
e Local_System.cer
e KDC.cer
Directory /CISCO1.COM
Directory /CISCO2.COM
BPR_HOME/kdc/solaris/packetcable/certificates/CISCO1. CISCO1.COM
CcoM e KDC.cer
e KDC
BPR_HOME/kdc/solaris/packetcable/certificates/CISCO2. CISC0O2.COM
CcoM e KDC.cer
e KDC
KDC
KDC
RDU DPE Network Registrar

Installation and Setup Guide for the Cisco Broadband Access Center 4.0

KDC
CISCO.COM
CISCO1.COM  CISCO2.COM

3 MTA Motorola SBV 5120 MTA Linksys CM2P2 MTA
SA WebStar DPX 2203 MTA MTA 1
Motorola ~ CISCO.COM Linksys MTA  CISCO1.COM SA
MTA  CISCO2.COM

Cisco Broadband Access Center
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W PpacketCable eMTA KDC

N

KDC

1 DPE

a. show run PacketCable

PacketCable service packetcable 1..1 enable

dpe# show run
aaa authentication local
dpe port 49186
dpe provisioning-group primary default
service packetcable 1 enable
snmp-server location equipmentrack5D
snmp-server udp-port 8001
tacacs-server retries 2
tacacs-server timeout 5

Cisco Broadband Access Center DPE CLI Reference 4.0

b. show run KDC DPE

service packetcable 1..1 registration kdc-service-key

dpe# show run
aaa authentication local
debug dpe events
dpe port 49186
service packetcable 1 enable
service packetcable 1 registration kdc-service-key <value is set>
snmp-server contact AceDuffy-extl1234

Cisco Broadband Access Center DPE CLI Reference 4.0

c. PacketCable SNMPv3 DPE RDU
show run
service packetcable 1..1 snmp key-material

dpe# show run
aaa authentication local
debug dpe events
dpe port 49186
service packetcable 1 enable
service packetcable 1 registration kdc-service-key <value is set>
service packetcable 1 snmp key-material <value is set>

Cisco Broadband Access Center DPE CLI Reference 4.0

Cisco Broadband Access Center
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PacketCable eMTA koc W
A
DPE PacketCable dpe reload
2 Network Registrar cnr_ep.properties [cce/kerb/realm
CISCO.COM
BPR_HOME/cnr_ep/conf more cnr_ep.properties
/opt/CSCObac/cnr_ep/conf# more cnr_ ep.properties
#DO NOT MODIFY THIS FILE.
#This file was created on Wed, March 4 06:34:34 EDT 2007
/rdu/port=49187
/rdu/fgdn=dped.cisco.com
/cache/provGroupList=Default
/cnr/sharedSecret=£fggTaLg0XwKRs
/pktcbl/enable=enabled
/ccc/tgt=01
/ccc/kerb/realm=CISCO.COM
/ccc/dhep/primary=10.10.0.1
/ccce/dns/primary=10.10.0.1
3 BAC CMTS
4 cnr_ep.properties DNS DNS
DNS > Forward Zones > List/Add Zones Network Registrar
S
KDC SRV DNS A
CISCO.COM CiIscoi1.com CISCO2.COM SRV 1
KDC
User Guide for
Cisco Network Registrar 7.0
5 PKCert.sh
a. CISCO1.COM CISCO2.coMm

BPR_HOME/kdc/solaris/packetcable/certificates

/opt/CSCObac/kdc/solaris/packetcable/certificates# mkdir CISCO1l.COM
/opt/CSCObac/kdc/solaris/packetcable/certificates# mkdir CISCO2.COM

Solaris

CableLabs_Service_Provider_Root.cer
Service_Provider.cer

Cisco Broadband Access Center
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PacketCable eMTA

KDC

Local_System.cer
MTA_Root.cer
Local_System.der

# cd /var
# mkdir certsInput

S

Ivar [certsInput

Solaris

Solaris cp
BPR_HOME/kdc/solaris/packetcable/certificates
CableLabs_Service_Provider_Root.cer
Service_Provider.cer
Local_System.cer
MTA_Root.cer

Solaris cp

KDC

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer
-r CISCO.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local_System.der

Certificate File: /var/certsInput/Local_System.cer

Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0=CableLabs\, Inc.,O0U=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key_ proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/solaris/
packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/
kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/solaris)

P.14-3 PKCert.sh

KDC.cer KDC BPR_HOME/kdc/solaris/packetcable/certificates
Solaris cp

Cisco Broadband Access Center
OL-12296-01-J |
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PacketCable eMTA koc H
g- KDC_private_key.pkcs8 KDC
BPR_HOME/kdc/solaris Solaris
cp
h. KDC_private_key proprietary. KDC
BPR_HOME/kdc/solaris Solaris
cp

i CISCO1.COM KDC

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer
-r CISCO1.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local_System.der

Certificate File: /var/certsInput/Local_System.cer

Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0=CableLabs\, Inc.,OU=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key_ proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/solaris/
packetcable/certificates)
Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/

kdc/solaris)
Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/solaris)
P.14-3 PKCert.sh
j. KDC.cer
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO1.COM
Solaris cp
k. KDC_private_key.pkcs8
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO1.COM
Solaris cp
1. KDC_private_key proprietary.
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO1.COM
Solaris cp

Cisco Broadband Access Center
[ oL-12296-01-J
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W PpacketCable eMTA KDC

m. CISCO2.COM KDC

# ./opt/CSCObac/kdc/PKCert.sh -c "-s /var/certsInput -d /var/certsOutput
-k /var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer
-r CISCO2.COM -n 100 -a bactest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local_System.der

Certificate File: /var/certsInput/Local_System.cer

Realm: CISCO.COM

Serial Number: 100

DNS Name of KDC: bactest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,O=CableLabs\, Inc.,O0U=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e. /opt/CSCObac/kdc/solaris/
packetcable/certificates)
Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e. /opt/CSCObac/

kdc/solaris)
Copy KDC_private_key_proprietary. to the KDC platform directory (i.e. /opt/CSCObac/
kdc/solaris)
P.14-3 PKCert.sh
n. KDC.cer
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO2.COM
Solaris cp
o. KDC_private_key.pkcs8
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO2.COM
Solaris cp
p. KDC_private_key proprietary.
BPR_HOME/kdc/solaris/packetcable/certificates /CISCO2.COM
Solaris cp
6 KeyGen PacketCable

packetcable registration kdc service-key
DPE

# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCO.COM changeme
# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCOl1l.COM changeme
# /opt/CSCObac/kdc/keygen bactest.cisco.com CISCO2.COM changeme

P.14-9 KeyGen

Cisco Broadband Access Center
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PacketCable eMTA kpc W

/opt/CSCObac/kdc/solaris/keys# 1ls -1

total 18

—rwW-Yr—--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
—rwW-Yr—--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root
—rwW-Yr—--r-- 1 root
-rw-r--r-- 1 root
-rw-r--r-- 1 root

Solaris

other
other
other
other
other
other
other
other
other

Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov
Nov

NN DN DNDDDNDDNDDNDDNDDN

e N L i

09
09
09
09

09
09
09
09

BPR_HOME/kdc

Cisco Broadband Access Center

144
144
144
144
09:
144
144
144
144

44

BPR_HOME/kdc/solaris/keys

krbtgt,CISCO1.COMECISCOLl.COM

krbtgt, CISCO2.COMECISCO2.COM
krbtgt,CISCO.COMECISCO.COM

mtafgdnmap, bactest.cisco.com@CISCOLl.COM
mtafgdnmap, bactest.cisco.com@CISCO2.COM
mtafgdnmap, bactest.cisco.com@CISCO.COM
mtaprovsrvr,bactest.cisco.com@CISCOl.COM
mtaprovsrvr,bactest.cisco.com@CISCO2.COM
mtaprovsrvr,bactest.cisco.com@CISCO.COM
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PacketCable eMTA KDC

10

/opt/CSCObac/kdc# 1s
PKCert.sh internal keygen lib pkcert.log solaris bacckdc.license

/opt/CSCObac/kdc# cd /internal/bin
/internal/bin# 1ls
kdc runKDC.sh shutdownKDC.sh

# cd /opt/CsScCObac/kdc/lib
# 1s
libgcc_s.so.1 libstdc++.s0.5 libstlport_gcc.so

# cd /opt/CSCObac/solaris/logs
# 1s
kdc.log kdc.log.1l

# cd /opt/CSCObac/solaris
# 1s
logs kdc.ini packetcable KDC_private_key_ proprietary.

# cd keys

# 1s

krbtgt,CISCO1l.COMERCISCOL.COM
krbtgt,CISCO2.COMECISCO2.COM
krbtgt,CISCO.COME@CISCO.COM

mtafgdnmap, bactest.cisco.com@CISCOl.COM
mtafgdnmap, bactest.cisco.com@CISCO2.COM
mtafgdnmap, bactest.cisco.com@CISCO.COM
mtaprovsrvr,bactest.cisco.com@CISCOl.COM
mtaprovsrvr,bactest.cisco.com@CISCO2.COM
mtaprovsrvr,bactest.cisco.com@CISCO.COM

# cd ./solaris/packetcable/certificates

# 1s

KDC.cer

Local_System.cer

CableLabs_Service_Provider_Root.cer MTA_Root.cer
CISCO1l.coMm Service_Provider.cer
CISCO2.COM

# cd ./solaris/packetcable/certificates/CISCOl.COM
# 1s

KDC.cer

KDC_private_key_proprietary.

# cd ./solaris/packetcable/certificates/CISCO2.COM:
# 1s

KDC.cer
KDC_private_key_proprietary.

Solaris

KDC

# /etc/init.d/bprAgent restart kdc

p.9-2 BAC

BAC

a. CISCOl1.COM DHCP

I Cisco Broadband Access Center
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PacketCable eMTA koc H
1. Configuration > DHCP Criteria > Manage DHCP Criteria Add
2. Add DHCP Criteria
3. DHCP Name ciscol
4. Submit
5. Manage DHCP Criteria ciscol DHCP criteria Modify
DHCP Criteria
6. Property Name [/ccel/kerb/realm Property Value CIscol.coM
7. Add Submit
P.13-15 DHCP
CISCO2.COM DHCP
1. Configuration > DHCP Criteria > Manage DHCP Criteria Add
2. Add DHCP Criteria
3. DHCP Name cisco2
4. Submit
5. Manage DHCP Criteria cisco2 DHCP criteria Modify
DHCP Criteria
6. Property Name [ccelkerb/realm Property Value cisco2.COM
7. Add Submit
P.13-15 DHCP
BAC
Motorola MTA
1. Configuration > Files Manage Files
2. Add Add Files
3. File Type CableLabs Configuration Template
4. mot-mta.tmpl Motorola MTA
7-2
5. Submit
P.13-18
BAC
Linksys MTA
1. Configuration > Files Manage Files
Add Add Files
File Type CableLabs Configuration Template
4. linksys-mta.tmpl Linksys MTA
7-3

Cisco Broadband Access Center
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B packetCable eMTA KDC
5. Submit
P.13-18
e. BAC
SA MTA
1. Configuration > Files Manage Files
2. Add Add Files
File Type CableLabs Configuration Template
4. sa-mta.tmpl SA MTA
7-4
5. Submit
P.13-18
f. CISCO.COM
1. Configuration > Class of Service
2. Add Add Class of Service
3. CIsco.coM mot-mta
4, PacketCableMTA
5. Property Name /cos/packetCableMTA/file
mot-mta.tmpl CISCO.COM Motorola MTA
6. Add Submit
P.13-2
g. CISCO1.COM
1. Configuration > Class of Service
2. Add Add Class of Service
3. CISCol.CcoM linksys-mta
4, PacketCableMTA
5. Property Name /cos/packetCableMTA/file
linksys-mta.tmpl CiIscol.coMm Linksys
MTA
6. Add Submit
p.13-2
h. CISC0O2.COM
1. Configuration > Class of Service
2. Add Add Class of Service
3. CIscol.com sa-mta
4, PacketCableMTA
5. Property Name /cos/packetCableMTA/file
sa-mta.tmpl CISCO2.COM SA MTA

6. Add Submit
P.13-2

Cisco Broadband Access Center
OL-12296-01-J |
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11

Motorola SBV5120

b. MTA
PacketCable

10-f
e. DHCP

f. Submit
7-2 Motorola MTA

7-2 Motorola MTA

Modity Device

saluildss iMaw Ban. puge ta mesddy o Sevew

ikl

PacketCable eMTA koc H

sample-bronze-docsis

Devices > Manage Devices
Modify Device

bacclab.cisco.com

mot-mta

default

Pwaca Trpa Pachsti ablaliTA
WAL R T T

T |

1Al Mess T
[armaan hiwrna: *:mﬂnbrnmr\-

Charige ibimrar |

Trgitiras Clikh OF Farear | e e =
Megrutwred BT Crtuma |t =

om0 o e et 6§ e e M

Cisco Broadband Access Center
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i
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WM PacketCable eMTA KDC
2
Linksys CM2P2
a. sample-bronze-docsis
b. MTA Devices > Manage Devices
PacketCable Modify Device
(o bacclab.cisco.com
d. linksys-mta
10-g
e. DHCP ciscol
10-a CISCo1.com DHCP
f. Submit

7-3 Linksys MTA

7-3 Linksys MTA

Mocdfy Device

'LII""':I.'.' Iina Twa pags fa moedy 8 dewre

Darec Typs Pl atbab i,

ALY B3 [0 000 DO 16

i |

Hanl Mars | e rze e 1

[ ris boira [Baerish pess.eom

Corrorr tderiban I

Raguiomes Ciery O Sanicy [ v i =]

Bageriwmd (0P © ngwr [onzat =

T " T

[ T T e F e T R e e =] [ .
S | Pr] :

3

SA WebStar DPX 2203

a. sample-bronze-docsis

b. MTA Devices > Manage Devices
PacketCable Modify Device

Cisco Broadband Access Center
OL-12296-01-J |
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d.

e.

f. Submit
7-4 SA MTA
7-4 SA MTA

el

Modly Device

10-h

DHCP
10-b

cliga | USETe pagn i madly 4 drvoe

PacketCable eMTA koc H

bacclab.cisco.com

sa-mta

cisco2
CISCO2.COM DHCP

Drviin Trwew Pauk A Tl 1A,

MAT Bamvr Fesmmmwnn
e |

L [1 e

Tamas Hama jrserisn e ene

e I

Negrinres Sl O Tarace: [wreea =l
Regeniaras [HER Criwria frment |

[P e o b ks i B n b e B ] | [ ﬂ
e :
12 Ethereal
KDC DPE
1
CISCO.COM Motorola SBV 5120 MTA  KDC
DPE
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B packetCable eMTA KDC

KDC Motorola MTA

INFO [Thread-4] 2007-02-07 07:56:21,133 (DHHelper.java:114) - Time to create DH key
pair(ms): 48

INFO [Thread-4] 2007-02-07 07:56:21,229 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-4] 2007-02-07 07:56:21,287 (DHHelper.java:150) - Time to create shared
secret: 57 ms.

INFO [Thread-4] 2007-02-07 07:56:21,289 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed
AS Request: 1133717956 Received from /10.10.1.2

INFO [Thread-4] 2007-02-07 07:56:21,298 (KRBProperties.java:612) - Replacing
property: 'minimum ps backoff' 0l1d Value:'150' New Value: '150'

INFO [Thread-4] 2007-02-07 07:56:21,324 (KDCMessageHandler.java:257) - AS-REQ
contains PKINIT - QA Tag.

INFO [Thread-4] 2007-02-07 07:56:21,325 (KDCMessageHandler.java:279) - PK Request

from MTA received. Client is MTA - QA Tag

INFO [Thread-4] 2007-02-07 07:56:21,365

Reply AS-REP Sent to /10.10.1.2:1039 Time (ms) :
WARN [main] 2005-11-07 07:56:23,193 (KDC.java:
INFO [main] 2005-11-07 07:56:23,195 (KDC.java:
INFO [main] 2005-11-07 07:56:23,195 (KDC.java:
INFO [main] 2005-11-07 07:56:23,196 (KDC.java:
INFO [main] 2005-11-07 07:56:23,197 (KDC.java:
INFO [main] 2005-11-07 07:56:23,197 (KDC.java:
DPE Motorola MTA

dpe.cisco.com: 2007 02 07 07:56:24 EST:
dpe.cisco.com:
MTA: <<HW_REV: 1.0,
SBV5120-2.9.0.1-SCM21-SHPC, MODEL:
dpe.cisco.com: 2007 02 07 07:56:24

Received From 10.10.1.2.]

SBV5120>>]

dpe.cisco.com: 2007 02 07 07:56:24 EST:
for device [1,6,01:11:82:61:5e:30]
dpe.cisco.com: 2007 02 07 07:56:24 EST:

to 10.10.1.2]

dpe.cisco.com: 2007 02 07 07:56:24
request from [10.10.1.2:1190] for
dpe.cisco.com: 2007 02 07 07:56:25 EST:

Provisioning State INFORM Received from 10.10.1.2.

(KDCMessageHandler.java:208)

EST: %BAC-PKTSNMP-6-0764:
%$BAC-DPE-6-0688:
%BAC-PKTSNMP-6-0764:
EST: %BAC-TFTP-6-0310:

[bpr0106001182615e300001]
$BAC-PKTSNMP-6-0764:

- ##MTA-9b KDC

290
113) - Statistics Report ASREP's: 1
121) - /pktcbl/mtaAsRepSent: 10
121) - /pktcbl/DHKeygenTotalTime: 1043
121) - /pktcbl/mtaAsRegRecvd: 10
121) - /pktcbl/DHKeygenNumOps: 20
121) - /pktcbl/total: 60

$BAC-DPE-6-4178: Adding Replay Packet: [1]
2007 02 07 07:56:24 EST: %BAC-PKTSNMP-6-0764:
VENDOR: Motorola Corporation, BOOTR:

[System Description for
SW_REV:

8.1,
[##MTA-15 SNMPv3 INFORM

Received key material update
[##MTA-19 SNMPv3 SET Sent

Finished handling [read]

[##MTA-25 SNMP

Value: 1]

2
CISCO1.COM Linksys CM2P2 MTA KDC
DPE

KDC Linksys MTA

INFO [Thread-8] 2007-02-07 08:00:10,664 (DHHelper.java:114) - Time to create DH key
pair (ms): 49

INFO [Thread-8] 2007-02-07 08:00:10,759 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-8] 2007-02-07 08:00:10,817 (DHHelper.java:150) - Time to create shared
secret: 57 ms.

INFO [Thread-8] 2007-02-07 08:00:10,819 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed
AS Request: 1391094112 Received from /10.10.1.5

INFO [Thread-8] 2007-02-07 08:00:10,828 (KRBProperties.java:612) - Replacing
property: 'minimum ps backoff' 0l1d Value:'1l50' New Value: '150°'

INFO [Thread-8] 2007-02-07 08:00:10,860 (KDCMessageHandler.java:257) - AS-REQ
contains PKINIT - QA Tag.

INFO [Thread-8] 2007-02-07 08:00:10,862 (KDCMessageHandler.java:279) - PK Request

from MTA received. Client is MTA - QA Tag

INFO [Thread-8] 2007-02-07 08:00:10,901
Reply AS-REP Sent to /10.10.1.5:3679 Time(ms) :
WARN [main] 2007-02-07 08:00:13,383 (KDC.java:
INFO [main] 2007-02-07 08:00:13,384 (KDC.java:
INFO [main] 2007-02-07 08:00:13,384 (KDC.java:

(KDCMessageHandler.java:208)

- ##MTA-9b KDC

296
113) - Statistics Report ASREP's: 1
121) - /pktcbl/mtaAsRepSent: 11
121) - /pktcbl/DHKeygenTotalTime: 1141

I Cisco Broadband Access Center
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DPE Linksys MTA
dpe.cisco.com: 2007 02 07 08:00
dpe.cisco.com: 2007 02 07 08:00
dpe.cisco.com: 2007 02 07 08:00
MTA: Linksys Cable Modem with 2
BOOTR: 2.1.6V, SW_REV:

dpe.cisco.com: 2007 02 07 08:00
Received From 10.10.1.5.]
dpe.cisco.com: 2007 02 07 08:00

for device [1,6,00:0£:68:£9:42:
dpe.cisco.com: 2007 02 07 08:00
to 10.10.1.5]

dpe.cisco.com: 2007 02 07 08:00

request from [10.10.1.5:1032]

dpe.cisco.com: 2007

:10
:12
:12

Phone Ports
2.0.3.3.11-1102,

:12
:12
f6]
:12

:18

PacketCable eMTA kpc W

EST: %BAC-DPE-6-4112: Adding Replay Packet:
EST: %BAC-DPE-6-4178: Adding Replay Packet:
EST: %BAC-PKTSNMP-6-0764: [System Description for
(CM2P2) <<HW_REV: 2.0, VENDOR: Linksys,
MODEL: CM2P2>>]

[1
[]

EST: %BAC-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM
EST: %BAC-DPE-6-0688: Received key material update
EST: $BAC-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent
EST: %BAC-TFTP-6-0310: Finished handling [read]

for [bpr0106000£68£942£60001]
02 07 08:00:18 EST:
Provisioning State INFORM Received from 10.10.1.5.

$BAC-PKTSNMP-6-0764:
Value: 1]

[##MTA-25 SNMP

3
CISCO2.COM SA WebStar DPX 2203 MTA

KDC DPE

KDC SA MTA

INFO [Thread-6] 2007-02-07 08:01:31,556 (DHHelper.java:114) - Time to create DH key
pair(ms): 49

INFO [Thread-6] 2007-02-07 08:01:31,652 (DHHelper.java:114) - Time to create DH key
pair(ms): 50

INFO [Thread-6] 2007-02-07 08:01:31,711 (DHHelper.java:150) - Time to create shared
secret: 57 ms.

INFO [Thread-6] 2007-02-07 08:01:31,715 (PKAsRegMsg.java:104) - ##MTA-9a Unconfirmed
AS Request: 575634000 Received from /10.10.1.50

INFO [Thread-6] 2007-02-07 08:01:31,727 (KRBProperties.java:612) - Replacing
property: 'minimum ps backoff' 01d Value:'150' New Value: '150'

INFO [Thread-6] 2007-02-07 08:01:31,752 (KDCMessageHandler.java:257) - AS-REQ
contains PKINIT - QA Tag.

INFO [Thread-6] 2007-02-07 08:01:31,753 (KDCMessageHandler.java:279) - PK Request

from MTA received. Client is MTA - QA Tag

INFO [Thread-6] 2007-02-07 08:01:31,792 (KDCMessageHandler.java:208) - ##MTA-9b KDC
Reply AS-REP Sent to /10.10.1.50:3679 Time(ms): 292

WARN [main] 2007-02-07 08:01:33,423 (KDC.java:113) - Statistics Report ASREP's: 1
INFO [main] 2007-02-07 08:01:33,424 (KDC.java:121) - /pktcbl/mtaAsRepSent: 12

INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktcbl/DHKeygenTotalTime: 1240
INFO [main] 2007-02-07 08:01:33,425 (KDC.java:121) - /pktcbl/mtaAsRegRecvd: 12

INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pktcbl/DHKeygenNumOps: 24
INFO [main] 2007-02-07 08:01:33,426 (KDC.java:121) - /pktcbl/total: 72

DPE SA MTA
dpe.cisco.com: 2007 02 07 08:01:31 EST: $BAC-DPE-6-4112: Adding Replay Packet: [1]
dpe.cisco.com: 2007 02 07 08:01:33 EST: %BAC-DPE-6-4178: Adding Replay Packet: [1]
dpe.cisco.com: 2007 02 07 08:01:33 EST: %BAC-PKTSNMP-6-0764: [System Description for

MTA:
VENDOR: S-A, BOOTR:
dpe.cisco.com: 2007 02 07 08:01
Received From 10.10.1.50.]

dpe.cisco.com: 2007 02 07 08:01
for device [1,6,00:0£:24:d8:6e:

dpe.cisco.com: 2007 02 07 08:01
to 10.10.1.50]

dpe.cisco.com: 2007 02 07 08:01
request from [10.10.1.50:1037]
dpe.cisco.com: 2007 02 07 08:01

S-A WebSTAR DPX2200 Series DOCSIS
2.1.6b, SW_REV: vl

:33

:33
£5]
:33

:38
for
:39

Provisioning State INFORM Received

Cisco Broadband Access Center

E-MTA Ethernet+USB
.0.1r1133-0324,

(2)Lines VOIP <<HW_REV: 2.0,
MODEL: DPX2203>>]

EST: %BAC-PKTSNMP-6-0764: [##MTA-15 SNMPv3 INFORM
EST: %BAC-DPE-6-0688: Received key material update
EST: %BAC-PKTSNMP-6-0764: [##MTA-19 SNMPv3 SET Sent
EST: %BAC-TFTP-6-0310: Finished handling [read]
[bpr0106000£24d86e£50001]

EST: %BAC-PKTSNMP-6-0764: [##MTA-25 SNMP

from 10.10.1.50. Value: 1]
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W PpacketCable eMTA KDC

Motorola SBV5120 MTA 7-2  Linksys CM2P2 MTA 7-3 SA
WebStar DPX2203 MTA 7-4

MTA

7-2 Motorola MTA

#

# Example PacketCable MTA template: mot-mta.tmpl

#

# Note that this template is specific to the TI 401 MTA.
# This template must be modified to the specifics of your MTA.
#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.O0, INTEGER, true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNesEndPntConfigEntry.pktcNesEndPntConfigCallAgentId. 9, ST
RING,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNecsEndPntConfigEntry.pktcNecsEndPntConfigCallAgentId.10,S
TRING,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by
the device.

#
# "CableLabs, Inc."
option 11

.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCO.COM', STRING, "
'43:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E"'"

#

# Set the realm name and IPSec control for the CMS.

#

option 11
.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER,
true

option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRIN
G,CISCO.COM

#

# Finally, the end marker.

#

option 254 255

Cisco Broadband Access Center
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PacketCable eMTA kpc W

7-3 Linksys MTA

CISCO1.COM

#

# Example PacketCable MTA template: linksys-mta.tmpl

#

# Note that this template is specific to the TI 401 MTA.
# This template must be modified to the specifics of your MTA.
#

# First, the start marker.

#

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.O,INTEGER, true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNecsEndPntConfigEntry.pktcNesEndPntConfigCallAgentId.9, ST
RING,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNcecsEndPntConfigEntry.pktcNesEndPntConfigCallAgentId.10,S
TRING,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by
the device.

#
# "CableLabs, Inc."
option 11

.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCO1.COM', STRING,
"'43:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E"'"

#

# Set the realm name and IPSec control for the CMS.
#

option 11

.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER,
true

option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRIN
G,CISCOl.CcoM

#

# Finally, the end marker.

#

option 254 255

| oL-12296-01-J
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PacketCable eMTA KDC

7-4 SA MTA

CISCO2.COM

Example PacketCable MTA template: sa-mta.tmpl

Note that this template is specific to the TI 401 MTA.
This template must be modified to the specifics of your MTA.

First, the start marker.

H oF FH FH H H H I

option 254 1

#

# Enable MTA

#

option 11 .pktcMtaDevEnabled.O,INTEGER, true

#

# Set CMS FQDN for each endpoint on the MTA.

# NOTE: the indexes (9 and 10 here) will differ per manufacturer.

#

option 11
.pktcNcsEndPntConfigTable.pktcNecsEndPntConfigEntry.pktcNesEndPntConfigCallAgentId.9, ST
RING,CMS.CISCO.COM

option 11
.pktcNcsEndPntConfigTable.pktcNcecsEndPntConfigEntry.pktcNesEndPntConfigCallAgentId.10,S
TRING,CMS.CISCO.COM

#

# Set the realm org name. This MUST match that contained in the cert chain used by
the device.

#
# "CableLabs, Inc."
option 11

.pktcMtaDevRealmTable.pktcMtaDevRealmEntry.pktcMtaDevRealmOrgName. 'CISCO2.COM', STRING,
"'43:61:62:6C:65:4C:61:62:73:2C:20:49:6E:63:2E"'"

#

# Set the realm name and IPSec control for the CMS.
#

option 11

.pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsIpsecCtrl. 'CMS.CISCO.COM', INTEGER,
true

option 11
pktcMtaDevCmsTable.pktcMtaDevCmsEntry.pktcMtaDevCmsKerbRealmName. 'CMS.CISCO.COM', STRIN
G,CISCO2.COM

#

# Finally, the end marker.

#

option 254 255

Cisco Broadband Access Center
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Network Registrar DNS SRV ||

Network Registrar DNS SRV

Network Registrar DNS KDC
Network Registrar

N

DNS
DNS SRV
Kerberos voice.example.com
KDC Network Registrar DPE KDC
FQDN kdc.example.com
1 nremd lopt/nwreg2/local/usrbin

2
3 Kerberos
nrcmd> zone voice.example.com create primary address_of nameserver hostmaster
address_of_nameserver IP
4 SRV
nrcmd> zone voice.example.com. addRR _kerberos._ _udp. srv 0 0 88 KDC_FQDN
KDC_FQDN KDC FQDN
5 DNS

nrcmd> save

nrcmd> dns reload

Cisco Broadband Access Center
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N PacketCable MTA RDU DPE SNMPv3
PacketCable MTA RDU DPE
SNMPv3

BAC SNMPv3 MTA

RDU MTA  SNMPv3
DPE RDU
SNMPv3 BAC Application
Programming Interface API;
Y
2
1. RDU
2. DPE CLI
Y
CMTS BAC
1 BPR_HOME/rdu/bin RDU
# generateSharedSecret.sh password
password 6 20 46
keymaterial.txt
BPR_HOME/rdu/conf
2 1 password
DPE service packetcable 1..1 snmp key-material DPE CLI

DPE 46 RDU DPE

MTA

I Cisco Broadband Access Center

OL-12296-01-J |



PacketCable

PacketCable eMTA Basic

PacketCable eMTA Basic
BAC DOCSIS PacketCable
Basic 7-5 7-1 BASIC.1
7-5 PacketCable eMTA Basic
MTA-1 |DHCP
MTA-2 |DHCP BASIC.1 MTA
Option 122
6 BASIC.1
DHCP
BASIC.1
MTA Option 122.3
IP
file siaddr MTA
MTA-3 |DHCP MTA DHCP
MTA-4 |DHCP
MTA-22 MTA MTA-22 file
siaddr MTA
MTA-23 TFTP
BAC TFTP DPE
Y
MTA
BASIC.2 BASIC.1
e BASIC.2 MTA  DHCP Option 122 6
. MTA-25 MTA SNMPv2c INFORM
DHCP Option 122 3

PacketCable Basic DOCSIS
e MTA ToD
e MTA SHA1

pktcMtadevConfigFileHash SNMP VarBind EoF TLV TLV

11
e MTA BASIC.2
SNMPv2c MTA
BAC DPE
RDU BAC

DOCSIS 6 DOCSIS

Cisco Broadband Access Center
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| PacketCable eMTA Basic

Y
PacketCable Basic PacketCable Basic eMTA
eMTA DHCP Option 60 TLV 5.18
Basic

PacketCable TLV 38 MIB

BAC PacketCable 1.5 MIB

BAC  PacketCable TLV 38 TLV

SNMP TLV TLV 38

SNMP v2C

BAC  PacketCable MTA SNMP v2C TRAP  INFORM

Cisco Broadband Access Center
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Euro PacketCable

Euro-PacketCable

PacketCable

Euro-PacketCable MIB

Euro PacketCable W

e FEuro PacketCable MIB
e Euro PacketCable MTA_Root.cer
Euro-PacketCable kdc.ini euro-packetcable true
KDC Euro-PacketCable tComLabs
Euro PacketCable KDC
[generall]
interface address = 10.10.10.1
FQDN = servername.cisco.com
maximum log file size = 10000
n saved log files = 100
log debug level = 5 minimum
ps backoff = 150 maximum
ps backoff = 300
euro-packetcable = true
Euro PacketCable PacketCable Ipktcbl/prov/locale
EURO NA North America
P.5-23
Euro-PacketCable MIB IETF MIB MTA

Euro PacketCable

BAC

MIB SNMP VarBinds
PacketCable
PacketCable

ecwl5 _mta_config.tmpl

MIB

Euro-PacketCable MIB

DOCS-IETF-BPI12-MIB
INTEGRATED-SERVICES-MIB
DIFFSERV-DSCP-TC
DIFFSERV-MIB
TCOMLABS-MIB
PKTC-TCOMLABS-MTA-MIB
PKTC-TCOMLABS-SIG-MIB

Cisco Broadband Access Center

PacketCable  Euro-PacketCable

Euro-PacketCable

cw29_config.tmpl
BPR_HOME/rdu/samples
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[ | Euro PacketCable

Euro-PacketCable MIB

Euro-PacketCable MIB BAC MIB BAC
RDU PacketCable MIB

e rdu.properties RDU

. Configuration > Defaults > System Defaults

MIB RDU
e Prov API changeSystemDefaults() RDU
/snmp/mibs/mibList properties SNMPPropertyKeys.MIB_LIST Prov
API Comma-Separated Value CSV;
MIB

/snmp/mibs/mibList=SNMPv2-SMI, SNMPv2-TC, INET-ADDRESS-MIB, CISCO-SMI,CISCO-TC, SNMPv2-MIB
,RFC1213-MIB, IANAifType-MIB, IF-MIB, DOCS-IF-MIB, DOCS-IF-EXT-MIB, DOCS-BPI-MIB, CISCO-CABL
E-SPECTRUM-MIB, CISCO-DOCS-EXT-MIB, SNMP-FRAMEWORK-MIB, DOCS-CABLE-DEVICE-MIB, DOCS-CABLE-
DEVICE-MIB-OBSOLETE, DOCS-Q0S-MIB, CISCO-CABLE-MODEM-MIB, DOCS-IETF-BPI2-MIB, INTEGRATED-S
ERVICES-MIB, DIFFSERV-DSCP-TC, DIFFSERV-MIB, TCOMLABS-MIB, PKTC-TCOMLABS-MTA-MIB, PKTC-TCOM
LABS-SIG-MIB

Cisco Broadband Access Center
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CableHome

CableHome
CableHome
CableHome
CableHome
CableHome
8-1 CableHome
CableHome

Jn— R—a)L DHCP

H—ER Y=

EE

CableHome D #NHA1E & %7€ ZBHtA

SNMP

CH-SP-CH1.0-105-030801

8-1
FybD—4
Joo e
(NMS)

DHCP JO—K v A& (CableHome T/ 31 R FIFEST)

DHCP #7—(CableHome H—E RZBRET HHITATYarizasd,
siaddr Z4—JLR & file 74—ILRIZ PS BRET7AILIEREZST)

CHAPTER

DHCP 2
SYSLOG TFTP
H—/\ H—/\

Y

CableHome 77470 4—ILEREIT7AINER (AT av)

»
>

CHPSWMD-1
CHPSWMD-2 P

CHPSWMD-3 DHCP ZE3X

CHPSWMD-4 _ DHCP ¥R

CHPSWMD-5 ~ ToD B3R .

CHPSWMD-6 L TOD & i

CHPSWMD-7  TFTP PS BET7ALER

CHPSWMD-8 < TFTP 2D PS FBEIT7HIL

CHPSWMD-9

CHPSWMD-10 l¢«__CableHome 7 A7 24— LERFEI7AIN (T aV)
CHPSWMD-11

CableHome SYSLOG & NMS (F7=[ELVF'HA) DTAE 3= 5E T @Al

Cisco Broadband Access Center

| oL-12296-01-J

210855



8 CableHome |

| CableHome

8-1 CableHome

8-1 CableHome

CHPSWMD-1 |DHCP WAN-MAN IP
CHPSWMD-2 |DHCP CableHome Option 177
DHCP
e 3 SNMP Entity Address
e 6 Kerberos
Key
Distribution Center KDC;
DNS
e 51 Kerberos IP
1 Key Distribution Center
file siaddr
CHPSWMD-3 |DHCP DHCP
DHCP DHCP
CHPSWMD-4 |DHCP DHCP IPv4
DHCP DHCP
DHCP
cabhPsDevProvMode
Time of Day
cabhPsDevTimeServerAddr
CHPSWMD-5 |ToD DHCP Option 4
Time of Day
CHPSWMD-6 |ToD Time of Day uTC
CHPSWMD-7 |TFTP PS
TFTP
CHPSWMD-8 | CableHome TFTP
IP

I Cisco Broadband Access Center
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CableHome
8-1 CableHome
CHPSWMD-9 |CableHome CHPSWMD-8
TFTP TFTP
CHPSWMD-9
CHPSMWD-10
CHPSWMD-10 |CableHome TFTP
TFTP
CHPSWMD-11 |CableHome SYSLOG
BAC syslog
NMS SNMP

Cisco Broadband Access Center
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N CableHome
CableHome
Cisco Network Registrar Cable Modem Termination System CMTS;
Network Registrar
1 WAN-MAN WAN-MAN
WAN-Data
User Guide for Cisco Network Registrar 7.0
2 WAN-MAN
3 WAN-Data
4
RDU
RDU CableHome
e CableHome WAN-MAN P.8-4
e CableHome WAN-Data pP.8-4

CableHome WAN-MAN

1. WAN-MAN  DHCP
Network Registrar CableHome WAN-MAN

2. WAN-MAN
/cos/chWanMan/file CableHome

/chWanMan/firewall/file

CableHome WAN-Data
WAN-Data IP

1. WAN-Data DHCP
2. WAN-Data

WAN-Data

I Cisco Broadband Access Center
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CableHome ||
DPE
CableHome DPE
1 CableHome WAN-MAN DHCP Option 60
CableHomel.0 CableHomel.1
MIB CableHome
CableHome
DHCP DHCP Option60  CableHomel.0 CableHomel.1
2 WAN-Data IP
e WAN-MAN TLV 28 cabhCdpWanDatalpAddrCount 0
J WAN-Data IP
3 CableHome
e unprov-wan-man.cfg
. 2 WAN-MAN
Web

Cisco Broadband Access Center
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| CableHome

Cisco Broadband Access Center
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CHAPTER

Broadband Access Center

Broadband Access Center BAC

« BAC P.9-2
. P.9-4
. P.9-5
e SNMP P.9-5

s BAC P.9-6

Cisco Broadband Access Center
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B BAC
BAC BAC
BAC BAC
1
BAC
BAC
Y
Cisco Network Registrar BAC
SNMP
1 5
5 5
1
1 A
2. BAC 1
BAC 2 2
4. BAC 4 3
5. BAC 16
BAC
BAC
BAC
[etc/init.d/bprAgent
BAC
9-1 BAC Command-Line Interface CLI;
9-1 BAC CLI
bprAgent start BAC
bprAgent stop BAC
bprAgent restart BAC

Cisco Broadband Access Center
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N

9-1 BAC CLI

BAC

bprAgent status

BAC

bprAgent start process-name

process-name

bprAgent stop process-name

process-name

bprAgent restart process-name

process-name

bprAgent status process-name

process-name

process-name

e rdu RDU

e dpe DPE

e kdc KDC

e snmpAgent SNMP
e tomcat

e cli DPECLI

Solaris
BAC

reboot

BAC

Solaris shutdown

Solaris
BAC
BAC

BAC

BPR_HOME/agent/logs/agent.log

localé

Cisco Broadband Access Center

syslog
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BAC BAC Web

« DHCP

i 11 BAC

. 12 BAC

. 13 Broadband Access Center BAC

Cisco Broadband Access Center
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BAC CLI Telnet SSH DPE DPE
10S CLI
CLI TACACS+
DPE CLI 2323 Telnet
DPE CLI
CLI
# telnet local_hostname 2323
# telnet 0 2323
DPE CLI
CLI
# telnet remote-hostname 2323
A
CLI Telnet CLI
# letc/init.d/bprAgent start cli
CLI DPE
changeme
DPE CLI Cisco Broadband Access Center DPE CLI
Reference 4.0

BAC RDU DPE
BAC SNMP SNMP
snmp-server CLI

SNMP

SNMP
DPE CLI
Reference 4.0

Cisco Broadband Access Center

SNMP v2
SNMP
DPE  SNMP
RDU SNMP
P.10-11 snmpAgentCfgUtil.sh

Cisco Broadband Access Center DPE CLI
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N BAC
BAC
9-2 BAC
9-2 BAC
BAC
P.5-23
BAC BAC BAC
BAC
P.9-2
RDU RDU RDU
P.10-5

PacketCable KDC PKCert.sh

KDC p.14-3
KeyGen PacketCable KeyGen

P.14-9
Network Registrar Network Registrar DHCP changeNRProperties.sh
BAC P.14-11
SNMP SNMP snmpAgentCfgUtil.sh
P.10-11
P.16-6
BundleState.sh
P.16-11
1 disk_monitor.sh

P.14-13

I Cisco Broadband Access Center
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CHAPTER 10

Broadband Access Center

Broadband Access Center BAC RDU DPE
o P.10-2
e SNMP P.10-10
o P.10-17

Cisco Broadband Access Center
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RDU DPE DPE
RDU

Cisco Technical Assistance Center

RDU DPE

10-1

e Domain Name

e Date and Time

e Facility BAC
e Sub-facility BAC

e Severity Level
7 10-1
P.10-3

10-1

7 1
Cisco Technical Assistance Center

e MsgID

* Message

Cisco Broadband Access Center
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Broadband Access Center

10-1

Domain Name

bac.example.com:

bac.example.com:
bac.example.com:
bac.example.com:
bac.example.com:
bac.example.com:
bac.example.com:

bac.example.com:
bac.example.com:

bac.example.com:

bac.example.com:

bac.example.com:

Sub-  Severity Msg
Data and Time Facility facility Level ID Message
200796 03:06:11 EST: %BAC- RDU- 5 0236: Broadband Access Center Regional
Distribution Unit starting up
2007 9 6 03:06:15 EST:  %BAC- RDU- 5 0566: Initialized API defaults
2007 96 03:06:15 EST:  %BAC- RDU- 5 0567: Initialized Network Registrar defaults
2007 9 6 03:06:15 EST: ~ %BAC- RDU- 5 0568: Initialized Server defaults
2007 9 6 03:06:18 EST: %BAC- RDU- 5 0570: Initialized DOCSIS defaults
2007 96 03:06:18 EST: %BAC- RDU- 5 0571: Initialized Computer defaults
2007 96 03:06:19 EST:  %BAC- RDU- 5 0573: Initialized CableHome WAN-MAN
defaults
2007 96 03:06:19 EST:  %BAC- RDU- 5 0572: Initialized PacketCable defaults
2007 9 6 03:06:19 EST: %BAC- RDU- 5 0569: Created default admin user
2007 96 03:06:20 EST:  %BAC- RDU- 5 0575: Database initialization completed in
[471] msec
2007 9 6 03:06:25 EST:  %BAC- RDU- 3 0015: Unable to locate manifest file
200796 03:06:28 EST: %BAC- RDU- 3 0280: Command error
RDU DPE
RDU DPE
4
4
6
KDC
DPE DPE log level
Cisco Broadband Access Center DPE CLI Reference 4.0
RDU P.10-5 RDU

Cisco Broadband Access Center
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25 MB Application Programming
Interface AP,
ServerDefaultsKeys.SERVER_LOG_MAXSIZE
XXX.N.log
e XXX
e N 1 200
Y
RDU DPE 200
rdulog 25 MB rdu.l.log
25 MB rdu.2.log rdu.3.log
rdu.4.log rdu.7.log
rdu.log
RDU
RDU 2 BPR_DATA/rdu/logs
e rdu.log RDU
P.10-6 RDU
e auditlog BAC
6 RDU
rdu.log
rdu.log
1  Servers RDU

View Regional Distribution Unit Details
2 RDU LogFile View Details £

View Log File Contents rdu.log

Cisco Broadband Access Center
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audit.log

RDU

audit.log

Servers RDU

View Regional Distribution Unit Details

Audit Log File View Details

View Log File Contents

RDU
setLogLevel.sh

10-2

10-2

audit.log

RDU
BPR_HOME/rdu/bin

Cisco TAC

RDU

Cisco Broadband Access Center
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|
Y
RDU
setLogLevel.sh
setLogLevel.sh -[0..6] [-help] [-show] [-default] [-debug]
e -[0..6] 10-2
e -help
e -show RDU
e -default RDU 5
e -debug RDU
Y
e RDU P.10-6
e RDU p.10-7
RDU
RDU
setLogLevel.sh 4
RDU RDU admin
changeme
RDU

1 BPR_HOME/rdu/bin
2 RDU

# setLogLevel.sh 4

Please type RDU username:
3 RDU admin

Please type RDU username: admin

Please type RDU password:

Cisco Broadband Access Center
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4 RDU RDU changeme

Please type RDU password: changeme

4

RDU Log level was changed from 5 (notification) to 4 (warning).

RDU
RDU

e RDU

e RDU admin
. changeme
RDU

1 BPR_HOME/rdu/bin

2
# setLogLevel.sh -show
Please type RDU username:
3 RDU admin Enter
Please type RDU username: admin
Please type RDU password:
4 RDU changeme Enter

Please type RDU password: changeme

The logging is currently set at level: 4 (warning)
All tracing is currently disabled.

Cisco Broadband Access Center
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|
DPE
DPE BPR_DATA/dpe/logs dpe.log
DPE
SNMPService.logyyy.log DPE
DPE
CLI service packetcable 1..1 show snmp log

BPR_DATA/dpe/logs

rdu.log

PacketCable

DPE

PacketCable

Cisco Broadband Access Center DPE CLI Reference 4.0

PacketCable dpe.log
SNMPService.logyyy.log

SNMP

dpe.log
show log
CLI Reference 4.0

BAC

1 Servers > DPEs
2 DPE
View Device Provisioning Engines Details

3 dpe.log Log Files

DPE CLI
Cisco Broadband Access Center DPE

DPE

DPE Log File  View Details

I Cisco Broadband Access Center
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||
Network Registrar
BAC  Cisco Network Registrar DHCP DHCP
cnr-install-path/name_dhcp_1_log cnr-install-path
DHCP
Ivar/nwreg2/local/logs/name_dhcp_1_log
DHCP
10-3
extension-trace-level
10-3 DHCP
0
1 DPE RDU
2
3 16
4 DPE
Network Registrar Web Ul
1 Network Registrar Web Ul
2 DHCP DHCP Server
3 Local DHCP Server
4 Edit DHCP Server Extensions
5 extension-trace-level Modify Server
6 DHCP
S
DHCP User Guide for Cisco Network Registrar 7.0

Cisco Broadband Access Center
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H  snwp

BAC SNMP SNMP

BAC

SNMP

BAC RDU DPE SNMP v2

BAC SNMP SNMP SNMP
snmp-server CLI DPE  SNMP
SNMP RDU SNMP
SNMP P.10-11 snmpAgentCfgUtil.sh
DPE CLI Cisco Broadband Access Center DPE CLI

Reference 4.0

MIB
BAC MIB 10-4 BAC MIB
10-4 BAC MIB
MiB

DPE CISCO-BACC-SERVER-MIB

CISCO-BACC-DPE-MIB
RDU CISCO-BACC-SERVER-MIB

CISCO-BACC-RDU-MIB
SNMP CISCO-BACC-SERVER-MIB MIB BAC

MIB

BAC
ciscoBaccServerStateChanged
RDU SNMP RDU CISCO-BACC-RDU-MIB

MIB RDU RDU DPE RDU

Network Registrar
SNMP cnaHealthNotif RDU
DPE SNMP DPE
CISCO-BACC-DPE-MIB DPE
MIB TFTP ToD DPE
SNMP CISCO-NMS-APPL-HEALTH-MIB MIB Cisco
NMS
NMS
OSS/NMS MIB  MIB-II

Cisco Broadband Access Center
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N

SNMP | |

BPR_HOME/rdu/mibs MIB

snmpAgentCfgUtil.sh

snmpAgentCfgUtil.sh Solaris SNMP

SNMP

SNMP

N

BPR_HOME/snmp/bin

Solaris

SNMP 8001

RDU SNMP

* SNMP
¢ SNMP
¢ SNMP
e SNMP
¢ SNMP
¢ SNMP
e SNMP
¢ SNMP
* SNMP

SNMP

P.10-11
P.10-12
pP.10-12
P.10-13
P.10-13
p.10-14
P.10-14
P.10-14
P.10-15
P.10-15
P.10-15

SNMP

snmpAgentCfgUtil.sh add host ip-addr community community [udp-port port]

* ip-addr

IP

e community SNMP

e port SNMP

UDP

# ./snmpAgentCfgUtil.sh add host 10.10.10.5 community trapCommunity udp-port 162

OK

Please restart [stop and start] SNMP agent.

Cisco Broadband Access Center

| oL-12296-01-J
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H  snwp
Y
[etc/init.d/bprAgent restart snmpAgent
SNMP P.9-2
BAC
SNMP SNMP
snmpAgentCfgUtil.sh delete host ip-addr
ip-addr IP
# ./snmpAgentCfgUtil.sh delete host 10.10.10.5
OK
Please restart [stop and start] SNMP agent.
Y
[etc/init.d/bprAgent restart snmpAgent
SNMP pP.9-2
BAC
SNMP

SNMP SNMP
snmpAgentCfgUtil.sh add community string [ro | rw]

e string SNMP

* ro ro

ro
NMS
° rw rw SNMP
rw rw
OID
Y
ro rw baccread baccwrite

BAC

I Cisco Broadband Access Center
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SNMP

SNMP

SNMP ||

# ./snmpAgentCfgUtil.sh add community fsda54 ro
OK
Please restart [stop and start] SNMP agent.

A

[etc/init.d/bprAgent restart snmpAgent
SNMP P.9-2
BAC

SNMP SNMP

snmpAgentCfgUtil.sh delete community string [ro | rw]

e string SNMP

* 1o
¢ rw
ro rw P.10-12 SNMP

# ./snmpAgentCfgUtil.sh delete community fsda54 ro
OK
Please restart [stop and start] SNMP agent.

A

[etc/init.d/bprAgent restart snmpAgent
SNMP p.9-2
BAC

BAC Solaris SNMP

SNMP [etc/init.d/bprAgent start snmpAgent BAC
p.9-2
BAC

# ./snmpAgentCfgUtil.sh start
Process snmpAgent has been started

| oL-12296-01-J
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H  snwp
SNMP
BAC Solaris SNMP
)
SNMP [etc/init.d/bprAgent stop snmpAgent BAC
P.9-2
BAC
# ./snmpAgentCfgUtil.sh stop
Process snmpAgent has stopped
SNMP
SNMP RDU
SNMP 8001
snmpAgentCfgUtil.sh udp-port port
port SNMP
# ./snmpAgentCfgUtil.sh udp-port 8001
OK
Please restart [stop and start] SNMP agent.
~
[etc/init.d/bprAgent restart snmpAgent
SNMP P.9-2
BAC
SNMP

SNMP

255

snmpAgentCfgUtil.sh location location

location

SNMP rack 5D

# ./snmpAgentCfgUtil.sh location “equipmentrack5D”
OK
Please restart [stop and start] SNMP agent.

I Cisco Broadband Access Center
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SNMP

SNMP

SNMP

SNMP | |

A

[etc/init.d/bprAgent restart snmpAgent
SNMP p.9-2
BAC

SNMP

255

snmpAgentCfgUtil.sh contact contact-info

contact-info SNMP

Terry 1234
# ./snmpAgentCfgUtil.sh contact "“Terry-extl1234”

OK
Please restart [stop and start] SNMP agent.

N

[etc/init.d/bprAgent restart snmpAgent
SNMP p.9-2
BAC

SNMP

# ./snmpAgentCfgUtil.sh show

Location : equipmentrack5D
Contact : Terry-extl1234
Port Number : 8001
Notification Type : trap

Notification Recipient Table
[ Host IP address, Community, UDP Port ]
[ 10.10.10.5 , trapCommunity , 162 ]
Access Control Table :
Read Only Communities
baccread
Read Write Communities
baccwrite

SNMP
SNMP

snmpAgentCfgUtil.sh inform [retries timeout] | trap

| oL-12296-01-J
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W snwp

# ./snmpAgentCfgUtil.sh inform retries 3 timeout 1000
OK
Please restart [stop and start] SNMP agent.

Y
[etc/init.d/bprAgent restart snmpAgent
SNMP P.9-2
BAC

snmpAgentCfgUtil.sh show

# ./snmpAgentCfgUtil.sh show

Location : equipmentrack5D
Contact : Terry-extl1234
Port Number : 8001
Notification Type : inform
Notification Retries : 3

Notification Timeout : 1000

Notification Recipient Table
[ Host IP address, Community, UDP Port ]
[ 10.10.10.5 , trapCommunity , 162 ]
Access Control Table :
Read Only Communities
baccread
Read Write Communities
baccwrite

Cisco Broadband Access Center
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||
BAC RDU DPE
RDU DPE
e DPECLI
e RDU DPE DPE
CLI
1. Server
DPEs NRs Provisioning Group RDU
2.
DPEs BAC DPE
RDU RDU

DPEs Manage Device Provisioning Engine
DPE DPE

RDU View Regional Distribution Unit Details

DPE CLI

DPE show dpe DPE
DPE
10-2

DPE
DPE
DPE

Cisco Broadband Access Center
[ oL-12296-01-J
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10-2 show dpe

DPE

dpe# show dpe

BAC Agent is running

Process dpe is running

Version BAC 4.0 (SOL_CBAC4_0_IL_000000000000).

Caching 1 device configs and 1 external files.

0 sessions succeed and 0 sessions failed.

0 file requests succeed and 0 file requests failed.

0 immediate proxy operations received: 0 succeed, and 0 failed.
Connection status is Ready.

Running for 4 hours 30 mins 16 secs.

DPE

dpe_host# show dpe
BAC Agent is running
Process dpe is not running

Cisco Broadband Access Center DPE CLI Reference 4.0

Cisco Broadband Access Center
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Broadband Access Center BAC

N P.11-1
o P.11-3
i P.11-6

adminui.properties

# /etc/init.d/bprAgent start tomcat

# /etc/init.d/bprAgent stop tomcat

# /etc/init.d/bprAgent restart tomcat

adminui.properties

BAC BPR_HOME/rdu/conf
adminui.properties
® /adminui/port RDU 49187
® /adminui/faqdn RDU
FQDN bac_test. EXAMPLE.COM
® /adminui/maxReturned 1000

Cisco Broadband Access Center
[ oL-12296-01-J



® /adminui/pageSize 1
75

® /adminui/refresh

® /adminui/extensions BAC

® /adminui/maxFileSize

® /adminui/refreshRate

90

® /adminui/file/extensions

® /adminui/timeout

® /adminui/noOfLines

11-1  adminui.properties

/adminui /port=49187

/adminui/fgdn=doc.example.com

/adminui/maxReturned=1000
/adminui/pageSize=25
/adminui/refresh=disabled

/adminui/extensions=enabled
/adminui /maxFileSize=40000000

/adminui/refreshRate=90
/adminui/timeout=300
/adminui/noOfLines=250

.bin

.cm

250

25 50

/adminui/refresh

rdu.log

Jjar

dpe.log

I Cisco Broadband Access Center
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BAC BAC

BAC
p.12-2

BAC

11-1 BAC

URL

Windows 2000 Service Pack 2

Internet Explorer 6.0

Firefox 1.5
Red Hat Linux (7.1) Firefox 1.5
Solaris (2.9) Firefox 1.5

http://machine name.port_number/

e machine_name RDU

A

HTTP over SSL HTTPS

https://machine name:port_number/

e port_number

HTTP over TCP 8100
HTTP over SSL 8443

11-1

Cisco Broadband Access Center
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111
Broadband Access Center
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3 admin changeme

Change Password 11-2

11-2 Change Password

Cisco Broadband Access Center
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4 Login

Main Menu 11-3

11-3 Main Menu
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P.13-23
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BAC
1 Logout
2 OK
Login 11-1
BAC
11-2
11-2
5-3 View Details
m Delete
s) Export
. 12

. 13 Broadband Access Center

Cisco Broadband Access Center
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CHAPTER 12

Broadband Access Center BAC

BAC
N p.12-2
J p.12-5
i P.12-19
N P.12-23

¢

Cisco Broadband Access Center
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BAC
BAC
BAC / 3
BAC 1
/
/
/
/
/
Y
BAC 4.0 /
BAC

Cisco Broadband Access Center
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BAC 1

1 Users

Manage Users

2 Add Add User

7 Submit

Manage Users

A

Cisco Broadband Access Center

| oL-12296-01-J



12 |

1 Users
Manage User

2 Modify User

4 Submit

Manage Users

Manage Users admin

1 Users
Manage User

2 Delete i |
Delete User

3 OK

Manage Users

Cisco Broadband Access Center
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Devices

. P.12-5
e RDU

P.12-14
P.12-15
P.12-15
. P.12-10

. P.12-16
. p.12-17

o P.12-18

Manage Devices

Manage Devices Devices
Main Menu  Devices Manage Devices

BAC

Manage Devices Search Type
Manage Devices 2

e Search Type

. IP Address
MAC Address MAC Address Node Name Node Type Owner ID

Manage Devices

e DUID Search IPv6 DHCP Unique Identifier DUID
DUID 2
ID
00:03:00:01:02:03:04:05:07:a0
P.16-3 ID

e FQDN Search DNS Fully
Qualified Domain Name FQDN;
MAC www.myhost.example.com
myhost example 2 .com

Cisco Broadband Access Center
[ oL-12296-01-J
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e |P Address Search DHCP IP
¢ MAC Address Search MAC
MAC 3 MAC
1,6,aa:bb:cc:dd:ee:ff aa:bb:cc MAC
Address Search
P.16-3 ID
¢ Node Search
e Owner ID Search ID
ID
e Provisioning Group Search
e Class of Service Search
Registered Class of Service Search
Related Class of Service Search
Selected Class of Service Search RDU
e DHCP Criteria Search
Registered DHCP Criteria Search DHCP
Related DHCP Criteria Search DHCP DHCP
Selected DHCP Criteria Search RDU DHCP
DHCP
~
Related Class of Service  Selected Class of Service Related DHCP Criteria  Selected

DHCP Criteria
Criteria

Related Class of Service

Selected Class of Service Selected DHCP

Related DHCP Criteria

BAC

12-1

I Cisco Broadband Access Center
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12-1
DUID Search DUID *
DUID
DUID  00:03:00:01:02:03:04:05:06:a0
00:03:*
FQDN Search FQDN
FQODN

FQDN  IGW-1234. EXAMPLE.COM

e *example.com

e *com

° *

IP Address Search

IP Address

IP 10.10.10.10
10.10.10.10

MAC Address Search

MAC
* MAC

MAC 1,6,aa:bb:cc:dd:ee:ff
1,6,*

Node Search

Node Name (Node Type)

system-diagnostics (system)

Owner ID Search

Owner ID

ID  100000000000xxXxX
100000000000xxxxx

Provisioning Group Search

Provisioning Group name

Registered Class of Service Search

Class of Service (Type)

Registered Class of Service

Registered DHCP Criteria Search

DHCP Criteria (Type)

Registered DHCP Criteria

Cisco Broadband Access Center
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12-1

Related Class of Service Search Class of Service (Type)

Related Class of Service

Related DHCP Criteria Search DHCP Criteria (Type)

Related DHCP Criteria

Selected Class of Service Search | Class of Service (Type)

Selected Class of Service

Selected DHCP Criteria Search DHCP Criteria (Type)

Selected DHCP Criteria

12-1 DUID Manage Devices

12-1  Manage Devices

Broadband Access Center

rCinkgs s AN lnran

Wt eBrvar Hale: Sedrors il

| Manage Devics
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Manage Devices Page Size
25 50 75
1
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* Regenerate Regenerate
P.12-16

¢ Relate Relate MAC
P.12-17

e Reset Reset

e Unrelate Unrelate
P.12-17

¢ |dentifier

e Device Type

CableHome MAN-Data

CableHome MAN-WAN

DOCSIS Modem

Computer

PacketCable Multimedia Terminal Adapter (MTA)
Set-top box (STB)

e Status
Application Programming Interface API;

e Details
P.12-10

Cisco Broadband Access Center

DUID

||
1,000 1 75
1. BPR_HOME/rdu/conf/adminui.properties /adminui/maxReturned
2. BAC Tomcat
# /etc/init.d/bprAgent restart tomcat
e Add Add RDU P.12-14
e Delete Delete RDU P.12-15

| oL-12296-01-J
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View Details )

N

View Device Details

View Device Details
12-2

12-2 View Device Details

Device Details

Device Type DOCSIS
MAC Address MAC
DUID DUID
FQDN FQDN
IGW-1234.EXAMPLE.COM
Host Name FQDN IGW-1234
Domain Name FODN
EXAMPLE.COM
oID MIB SNMP
Revision Number oID
Behind Device
Provisioning Group
Provisioning Group Details
Registered DHCP Criteria DHCP DHCP
Modify DHCP Criteria DHCP
Systems Defaults
DHCP
Device Properties
Device Provisioned State
Device Registered State
Client Identifier DHCP ID

Client Request Host Name

DHCP

I Cisco Broadband Access Center
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12-2 View Device Details

Registered Class of Service

Modify Class of
Service

Selected Class of Service

Owner ldentifier

Detected Properties

RDU

Selected Properties

RDU

Is Behind Required Device

DeviceDetailsKeys.IS_ BEHIND_REQUIRED_DEVICE

false

Is In Required Provisioning
Group

IPDeviceKeys.MUST_BE_IN_PROV_GROUP

false

Selected Access

* REGISTERED

¢ PROMISCUOUS

e DEFAULT

¢ OTHER BAC

Selected Class of Service

Modify Class of Service

Selected DHCP Criteria

DHCP

Modify DHCP Criteria

Selected Explanation

| oL-12296-01-J
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12-2 View Device Details

Selected Reason

e NOT_BEHIND_REQUIRED_DEVICE
e NOT_IN_REQUIRED_PROV_GROUP

e NOT_REGISTERED

¢ OTHER

e PROMISCUOUS_ACCESS_ENABLED

e REGISTERED

e RELAY_NOT_IN_REQUIRED PROV_GROUP
e RELAY_NOT_REGISTERED

Related Node Name

(Node Type) Modify Node
P.12-19

DHCPv4 Information

S

DHCPv4

DHCP Inform Dictionary Cisco Network Registrar RDU
BAC

DHCP Request Dictionary Network Registrar RDU
DHCP DHCP

DHCP Response Dictionary BAC

DHCP Environment BAC
Dictionary

Lease v4 Information

S

Lease v4

IP Address IPv4
DHCP Lease Properties IPv4 Network Registrar RDU

Cisco Broadband Access Center
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12-2  View Device Details
DHCPv6 Information
Y
DHCPv6
DHCPvV6 Inform Dictionary Cisco Network Registrar RDU
BAC
DHCPvV6 Request Network Registrar RDU
Dictionary DHCP DHCP
DHCPv6 Relay Request Network Registrar RDU
Dictionary DHCP
CMTS CMTS CMTS
DOCSIS
DHCPv6 Response BAC
Dictionary
DHCPv6 Environment BAC
Dictionary Network Registrar Default Configuration > Defaults > NR
Defaults Environment Dictionary Attributes
Lease v6 Information
Y
Lease v6
IP Address IPv6
DHCPv6 Lease Properties | IPv6 Network Registrar ~ RDU

Technology-Specific Information

Y
XGCP Ports Gateway Control Protocol
DOCSIS DOCSIS
Devices RDU
e RDU

| oL-12296-01-J
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e Device Type BAC

CableHomeWanData
CableHomeWanMan
Computer
DOCSISModem
PacketCableMTA
STB

e MAC Address MAC

MAC
) : 1,6,00:00:00:00:00:AE

e DUID DUID
DUID
00:03:00:01:02:03:04:05:06:a0
e Host Name node.example.com FQDN
node
e Domain Name node.example.com
FQDN example.com
e Owner ldentifier ID
1000000000000000000

e Registered Class of Service

e Registered DHCP Criteria DHCP
DHCP
1 Manage Devices Add
Add Device
2
3 MAC DUID
4 DHCP

Cisco Broadband Access Center
OL-12296-01-J |
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* Property Name
e Property Value
6 Submit
1 Manage Devices Identifier
Modify Device
2 Add
Delete
3 Submit

Reset

p.15-7

1 Manage Devices

3 Delete

RDU

Cisco Broadband Access Center
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Regenerate API
DPE
Regenerate
DHCP
BAC
Configuration Regeneration Service
CRS;
i DHCP
e DHCP
i API
e DPE RDU
BAC
generationConfiguration()
. DHCP
DHCP
DHCP
. DOCSIS
)
DPE DPE
DPE

1 Manage Devices

I Cisco Broadband Access Center
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3 Regenerate
RDU
DHCP
DHCP
DHCP
MAC DUID
system-diagnostics (system)
1
1 Manage Devices
2
3 Relate
Relate Device to Node
4
Nodes Control Shift
5 Submit
View Details Device Details Related Node Name

Node Type

Cisco Broadband Access Center
[ oL-12296-01-J



12 |

1 Manage Devices
2 ID Unrelate

Unrelate Device from Node

3

o Nodes Control Shift
4 Submit

Manage Devices
1 Manage Devices Search Type Node Search

Node Name Node Type

2 Node Name Node Type

3 Search

Reset

1 Manage Devices

Cisco Broadband Access Center
OL-12296-01-J |
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||
3 Reset
BAC
Main Menu Nodes Manage Nodes
Node Type
1 Manage Nodes Add
Add Node Type
2
Property Name Property Value Add
Property Name  Property Value
3 Submit
RDU Manage

Node

1 Manage Nodes

Modify Node Type

Cisco Broadband Access Center
[ oL-12296-01-J
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¢

Property Name/Property Value

Delete

2 Submit
Manage Node

1 Manage Nodes Delete i |

2 OK
Manage Nodes
1 Manage Nodes Search Type Nodes
2 Add
Add Node
3 Node Type

S

Property Name Property Value Add
Property Name  Property Value

Cisco Broadband Access Center
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||
4 Submit
RDU Manage Nodes
1 Manage Nodes Search Type Nodes
2
e By Node Type
e By Node Name Node or Node Wildcard
*
3 Search
4 Devices View Details
Manage Devices Node Search
5 Manage Devices P.12-5
1 Manage Nodes
Modify Node
Property Name/Property Value
Delete

2 Submit

Manage Nodes

Cisco Broadband Access Center
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Manage Nodes

Delete
/
1 Manage Nodes Search Type Nodes
2
3 Search
4 Relate to Node Unrelate from Node
Relate Node Unrelate Node
5 Node Type
6 Submit
Manage Nodes
1 Manage Nodes Search Type Nodes
2
3 Search
4

Modify Node

Cisco Broadband Access Center
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||
BAC
e Device Provisioning Engine P.12-23
e Network Registrar p.12-27
. P.12-29
e Regional Distribution Unit P.12-31
Device Provisioning Engine
Manage Device Provisioning Engines Servers > DPEs BAC
DPE DPE DPE
DPE
12-3
Y
RDU DPE RDU DPE DNS
Network Registrar DPE
12-3  View Device Provisioning Engines Details
Device Provisioning Engine Details
Host Name DPE
Port DPE RDU DPE
IP Address DPE IP
Primary Provisioning Group(s) DPE
Provisioning Group Details
Secondary Provisioning DPE
Group(s) DPE
Provisioning Group
Details
Properties DPE
Version DPE
Up Time DPE

Cisco Broadband Access Center

| oL-12296-01-J



12 |

12-3  View Device Provisioning Engines Details

State DPE

e Registering
e Initializing

e Synchronizing

¢ Ready
e Offline
P.2-8 DPE RDU
S
Offline Uptime
Offline
DPE
Protocol Services
DPE TFTP ToD
TFTPv4 TFTPv4  DPE
TFTPv6 TFTPv6 DPE
ToDv4 ToDv4 DPE
ToDv6 ToDv6 DPE
Registered Capabilities
RDU DPE
IPv4 - DOCSIS 1.0/1.1 IPv4 DPE DOCSIS 1.0 11
IPv4 - DOCSIS 2.0 IPv4 DPE DOCSIS 2.0
IPv4 - DOCSIS 3.0 IPv4 DPE DOCSIS 3.0
IPv4 - PacketCable IPv4 DPE PacketCable
IPv4 - CableHome IPv4 DPE
IPv6 - DOCSIS 3.0 IPv6 DPE DOCSIS 3.0

Cisco Broadband Access Center
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12-3  View Device Provisioning Engines Details

Dynamic TFTP Compression

S

DPE TFTP
DPE

TFTP DPE

DPE Servers > Provisioning
Groups
p.2-17

Log File

DPE Log File

View Details

View Log File Contents dpe.log

Cache Statistics

Hits

DPE

Misses

DPE

Lease Updates

IPv4 IPv6

Files

DPE

Configurations

TFTP Statistics v4

Packets Received

DPE TFTPv4

Packets Dropped

DPE

TFTPv4

Packets Successful

TFTPv4

Packets Failed

TFTPv4

TFTP Statistics v6

Packets Received

DPE TFTPV6

Packets Dropped

DPE

TFTPV6

Packets Successful

TFTPV6

Packets Failed

TFTPv6

Time of Day Statistics v4

Packets Received

DPE Time of Day v4

Packets Dropped

DPE

Time of Day v4

Packets Successful

Time of Day v4

Packets Failed

Time of Day v4

| oL-12296-01-J
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12-3  View Device Provisioning Engines Details

Time of Day Statistics v6

Packets Received DPE Time of Day v6

Packets Dropped DPE Time of Day v6
Packets Successful Time of Day v6

Packets Failed Time of Day v6

PacketCable SNMP Statistics
SNMP Informs Successful

SNMP Sets Successful SNMP
SNMP Configuration Informs PacketCable MTA
Successful SNMP
SNMP Configuration Informs PacketCable MTA
Failed SNMP
PacketCable MTA Statistics
MTA AP Requests Received |DPE  MTA AP-REQ
MTA AP Responses Sent DPE MTA AP-REP
PacketCable KDC Statistics
KDC FQDN Requests Received |KDC DPE FQDN-REQ
KDC FQDN Responses Sent DPE KDC FQDN-REP
Configured Network Interfaces
Provisioning Group DPE
Communication
IPv4 Provisioning IPv4 DPE
e |Pv4
e FQDN
Y
DPE IPv4
IPv6 Provisioning IPv6 DPE
* |Pv6
e FQDN
N
DPE IPv6

Cisco Broadband Access Center
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| 12

||
Network Registrar
Manage Network Registrar Extension Points Servers > NRs RDU BAC
Network Registrar
Network Registrar RDU
Network Registrar
Network Registrar
12-4
12-4  Network Registrar Extension Point Details
Network Registrar Extension Point Details
Host Name Network Registrar
IP Address Network Registrar IP
Provisioning Group Network Registrar
Provisioning Group Details
Properties Network Registrar
Version
Up Time Network Registrar
State DPE
e Registering
e |Initializing
e Synchronizing
e Ready
e Offline
p.2-8 DPE RDU
Y
Offline Uptime
Offline
DPE
Protocol Services
DHCPv4 DHCPv4
DHCPv6 DHCPv6

Cisco Broadband Access Center
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12-4

Network Registrar Extension Point Details

Registered Capabilities

IPv4 - DOCSIS 1.0/1.1 Network Registrar DPE DOCSIS 1.0
11 IPv4
IPv4 - DOCSIS 2.0 Network Registrar DPE DOCSIS 2.0
IPv4
IPv4 - DOCSIS 3.0 Network Registrar DPE DOCSIS 3.0
IPv4
IPv4 - PacketCable Network Registrar DPE  PacketCable
IPv4
IPv4 - CableHome Network Registrar DPE
IPv4
IPv6 - DOCSIS 3.0 Network Registrar DPE DOCSIS 3.0
IPv6
Network Registrar Extension Point Statistics
DHCPv4 Packets Received DHCPv4
DHCPv4 Packets Ignored DHCPv4
DHCPv4 Packets Dropped DHCPv4
DHCPv4 Packets Successful DHCPv4
DHCPV4 Packets Failed DHCPv4
DHCPv6 Packets Received DHCPv6
DHCPv6 Packets Ignored DHCPv6
DHCPv6 Packets Dropped DHCPv6
DHCPv6 Packets Successful DHCPv6
DHCPvV6 Packets Failed DHCPv6
Device Provisioning Engine Details
N
Network Registrar DPE
DPE DPE IP
Port DPE RDU
Type DPE DPE DPE
Status DPE

I Cisco Broadband Access Center
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||
Manage Provisioning Groups Servers > Provisioning Groups
12-5
12-5 View Provisioning Group Details
Provisioning Group Details
Name Manage Provisioning Groups
Primary Device Provisioning DPE
Engine View
Device Provisioning Engine Details
Secondary Device DPE
Provisioning Engine View
Device Provisioning Engine Details
Network Registrar Extension Network

Points

Registrar

View Network Registrar Extension Point Details

Number of Devices

Lease Query Management

LeaseQuery AutoConfig

RDU
Network Registrar
IPv4 IPv6
RDU Network Registrar
Y
Configured IP Address List |DHCPv4
(1Pv4) RDU Network Registrar IPv4
Configured IP Address List |DHCPv6
(IPv6) RDU Network Registrar IPV6

Cisco Broadband Access Center
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12-5 View Provisioning Group Details

Capabilities Management

DPE
RDU
Disabled
p.2-17
e Enabled
e Disabled
e Not Capable BAC 4.0
IPv4 - DOCSIS 1.0/1.1 DOCSIS 1.0 11
IPv4
DPE DHCPv4 Network
Registrar DHCP TFTPv4
IPv4 - DOCSIS 2.0 IPv4 DOCSIS 1.0 1.1
DOCSIS 2.0
IPv4 - DOCSIS 3.0 IPv4 DOCSIS10 11 20 3.0
DPE
BAC 4.0
IPv4 - PacketCable IPv4 PacketCable MTA
DPE  PacketCable
IPv4 - CableHome IPv4
IPv6 - DOCSIS 3.0 Ipv6 DOCSIS 3.0
DPE DHCPv6 Network
Registrar DHCP TFTPv6
Dynamic TFTP Compression DPE TFTP
DPE TFTP
DPE
TFTP
DPE BAC4.0

I Cisco Broadband Access Center
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Regional Distribution Unit

Server RDU 12-6 RDU
12-6  View Regional Distribution Unit Details

Regional Distribution Unit Details

Host Name RDU

Port DPE RDU

49187 RDU

IP Address RDU IP

Properties RDU

Version RDU

Up Time RDU

State RDU

Ready

PACE Statistics

Batches Processed RDU

Batches Succeeded RDU

Batches Dropped RDU

Batches Failed RDU

Average Processing Time |RDU

Average Batch Processing |RDU

Time
Configuration Regeneration Statistics

State

e |dle CRS

e Regeneration CRS
e Waiting Regeneration CRS

CRS

rdu.log

Requests Processed RDU
Log Files

RDU Log File View Details

View Log File Contents rdu.log
Audit Log File View Details

View Log File Contents audit.log

Cisco Broadband Access Center
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12-6  View Regional Distribution Unit Details

Device Statistics

Y
Device Statistics
RDU
e DOCSIS
e PacketCable MTA
e CableHome WAN-Data/WAN-MAN
e STB
Y
JAR JAR

Device Statistics

Cisco Broadband Access Center
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CHAPTER 13

Broadband Access Center

Configuration Broadband Access Center BAC

 DHCP

e RDU

FQDN

p.13-2
P.13-6
p.13-7
P.13-15
P.13-18
P.13-23
p.13-27
P.13-30
P.13-32
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BAC
DOCSIS DOCSIS
BAC

13-1 Configuration > Class of Service > Manage Class of Service

13-1 Manage Class of Service

Class of Service

Class of Service

* CableHome WAN-Data

e CableHome WAN-MAN

e Computer

e DOCSIS Modem

e PacketCable Multimedia Terminal Adapter (MTA)

e STB
A
P.13-7
Class of Service
1 Manage Class of Service Class of Service
2 Add
Add Class of Service
3 Class of Service Type
Gold-Classic DOCSIS
Class of Service Name  Gold-Classic
DOCSISModem
4 Property Value
[cos/docsis/file Property Value Gold-Classic.cm

Cisco Broadband Access Center
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)
DOCSISModem
/cos/docsis/file
DOCSIS
BAC
DOCSIS
DOCSIS 1
DOCSIS
e /cos/docsis/file/1.0 DOCSIS 1.0
e /cos/docsis/file/1.1 DOCSIS 1.1
e /cos/docsis/file/l2.0 DOCSIS 2.0
e /cos/docsis/file/3.0/ipv4  IPv4 DOCSIS 3.0
e /cos/docsis/file/3.0/ipv6  IPv6 DOCSIS 3.0
PacketCable
/cos/packetCableMTA/file
PacketCable
CableHome WAN-MAN
/cos/cableHomeWanMan/file
CableHome WAN-MAN
5 Add
6 Submit
Manage Class of Service
Property Name
Property Value
Y
Configuration Regeneration Service CRS; DPE
CRS
CRS View RDU Details

Cisco Broadband Access Center
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1 Manage Class of Service

Modify Class of Service

Property Name
Add

Property Name

Delete

2 Submit
Submit
3 OK

Manage Class of Service

Cisco Broadband Access Center
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BAC Application
Programming Interface API,

unprovisioned-docsis

The following error(s) occurred while processing your request.
Error: Class Of Service [sample-CoS] has devices associated with it, unable to delete

Please correct the error(s) and resubmit your request.

sample-CoS

1 Manage Class of Service

2 Delete i |

Cisco Broadband Access Center
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RDU
Configuration > Custom Property
> Manage BAC Custom Properties
pP.4-7
Node Node Type

1 Manage BAC Custom Properties Add

Add Custom Property
2
3
4 Submit

Manage BAC Custom Properties

1 Manage BAC Custom Properties
2 Delete

Manage BAC Custom Properties

Cisco Broadband Access Center
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| |
Regional Distribution Unit RDU  Network Registrar
Configuration > Defaults Configure Defaults
Default
e CableHome WAN pP.13-7
. P.13-8
e DOCSIS P.13-8
e Network Registrar P.13-9
e PacketCable P.13-11
e RDU P.13-12
. P.13-12
e STB P.13-14
CableHome WAN
CableHome WAN 2 1 WAN-Data
1 WAN-MAN
¢ CH WAN-Data Defaults CableHome WAN-Data Defaults
WAN-Data
e CH WAN-MAN Defaults CableHome WAN-MAN Defaults
WAN-MAN
WAN 13-2
13-2 Configure Defaults-CH WAN-Data/CH WAN-MAN Defaults
CableHome WAN-Data Defaults/CableHome WAN-MAN Defaults
Extension Point WAN
Disruption Extension Point WAN
Service-level Selection DHCP
Extension Point
Default Class of Service WAN-Data
WAN
Default DHCP Criteria DHCP
DHCP

WAN

Cisco Broadband Access Center
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|
13-2 Configure Defaults-CH WAN-Data/CH WAN-MAN Defaults
Automatic FQDN Generation
2
e Enabled FQDN
e Disabled FQDN
)
P.13-32 FQDN
Computer Defaults BAC
13-2
~
DHCP
DOCSIS
DOCSIS Defaults BAC
13-3

13-3 Configure Defaults-DOCSIS Defaults

Extension Point DOCSIS
Disruption Extension Point DOCSIS
Service-level Selection DHCP

Extension Point

Default Class of Service

Default DHCP Criteria DHCP
DHCP

TFTP Modem Address Option | TFTP

TFTP Time Stamp Option TFTP

Cisco Broadband Access Center
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13-3  Configure Defaults-DOCSIS Defaults
Y
TFTP DOCSIS
TFTP TFTP
Automatic FQDN Generation
2
e Enabled FQDN
e Disabled FQDN
Y
P.13-32 FQDN
CMTS Shared Secret CMTS MIC BAC
CMTS
CMTS
CMTS Default DOCSIS Version CMTS DOCSIS
DOCSIS
1.0
Relay Agent IP Address to CMTS
CMTS Version Mapping file CMTS DOCSIS
Y
DHCP
TFTP TFTP
Network Registrar
BAC Cisco Network Registrar NR BAC
DHCP
BAC DPE DHCP
NR Defaults Network Registrar
13-4
13-4  Configure Defaults-Network Registrar Defaults

NR Extension Point Settings (BAC 2.6, 2.7)

Attributes Required in Request
Dictionary

RDU Network Registrar

Attributes from Request
Dictionary as Bytes

RDU Network

Registrar

Cisco Broadband Access Center
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13-4

Configure Defaults-Network Registrar Defaults

Attributes from Request RDU Network
Directory as Strings Registrar
NR Extension Point Settings (BAC 4.0)
Attributes Required in DHCPv4 | Network Registrar RDU
Request Dictionary Network Registrar DHCPv4
ID relay-agent-remote-id

Network Registrar
Attributes from DHCPv4 RDU Network
Request Dictionary as Bytes Registrar DHCPv4
Attributes from DHCPv4 RDU Network
Request Dictionary as Strings  |Registrar DHCPv4
Attributes Required in DHCPV6 | Network Registrar RDU
Request Dictionary Network Registrar DHCPv6

none
Options Required in DHCPV6 | Network Registrar RDU
Request Dictionary Network Registrar DHCPv6
DHCP

Attributes from DHCPv6 RDU Network
Request Dictionary as Bytes Registrar DHCPv6
Options from DHCPv6 Request RDU Network
Dictionary as Bytes Registrar DHCPv6 DHCP
Attributes Required in DHCPV6 | Network Registrar RDU

Relay Dictionary

Network Registrar DHCPv6

peer-address

Options Required in DHCPv6
Relay Dictionary

Network Registrar RDU
Network Registrar DHCPv6
DHCP

Attributes from DHCPv6 Relay
Dictionary as Bytes

Network Registrar RDU
Network Registrar DHCPv6

Options from DHCPvV6 Relay
Dictionary as Bytes

Network Registrar RDU
Network Registrar DHCPv6
DHCP
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||
13-4  Configure Defaults-Network Registrar Defaults
NR Extension Point Environment Settings
Attributes from Environment RDU Network
Dictionary Registrar

N

Network Registrar

PacketCable

PacketCable Defaults PacketCable
PacketCable Defaults
13-5

13-5 Configure Defaults-PacketCable Defaults

PacketCable

Extension Point

Disruption Extension Point

Service-level Selection
Extension Point

Default Class of Service

Default DHCP Criteria

DHCP

DHCP

SNMP Set Timeout SNMP
MTA Provisioning Notification |MTA
MTA
e On Failure

e On Success
e During Provisioning
e Always

e Never

Automatic FQDN Generation | Fully Qualified Domain Name FQDN;

Cisco Broadband Access Center
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RDU

RDU Default RDU
RDU Network Registrar User Guide for
Cisco Network Registrar 7.0

13-6 RDU Defaults

13-6  Configure Defaults-RDU Defaults

Configuration Extension Point
Device Detection Extension DHCP
Point DOCSIS
Publishing Extension Point RDU
RDU
Extension Point JAR File Search 4 JAR
Order
CCM Server IP Address CCM 1P
CCM Server Port BAC CCM
CCM Server User CCM
CCM Server Password CCM
CCM Server Confirm Password |CCM
CCM Server CCM BAC
CCM Server Timeout BAC CCM
CRS Configuration Regeneration Service CRS;
2
e Enable BAC CRS
e Disable BAC CRS
Y
RDU P.13-27 RDU
Systems Defaults System Defaults 13-7
A
BAC API

Cisco Broadband Access Center
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||
13-7 System Defaults Configure Defaults
System Defaults
SNMP Write Community String  |SNMP
write
write private
SNMP Read Community String  |[SNMP MIB
read
read public
Default Device Type for Device RDU
Detection
e DOCSIS
¢ COMPUTER
e PacketCableMTA
e STB
e CableHomeWanMan
e CableHomeWanData
e None
S
COMPUTER
None RDU
Maximum Diagnostics Device MAC
Count
MIB List RDU RDU MIB
Supplemental MIB List RDU MIB
Excluded MIB Tokens MIB
Excluded Supplemental MIB MIB Excluded MIB Tokens

Tokens

Promiscuous Policy Settings

CableHome WanData CableHome WAN-Data
Promiscuous Mode
CableHome WanMan CableHome WAN-MAN

Promiscuous Mode

Computer Promiscuous Mode

PacketCable Promiscuous Mode

PacketCable

STB Promiscuous Mode

STB

Cisco Broadband Access Center
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|
13-7 System Defaults Configure Defaults
System Defaults
CableHome WanData WAN-Data
Promiscuous DHCP Criteria DHCP
CableHome WanMan WAN-MAN
Promiscuous DHCP Criteria DHCP
Computer Promiscuous DHCP
Criteria DHCP
Packetcable Promiscuous DHCP PacketCable
Criteria DHCP
STB Promiscuous DHCP Criteria STB
DHCP
CableHome WanData WAN-Data
Promiscuous Class of Service
CableHome WanMan WAN-MAN
Promiscuous Class of Service
Computer Promiscuous Class of
Service
Packetcable Promiscuous Class of PacketCable
Service
STB Promiscuous Class of STB
Service
STB
STB Defaults RNG-200 STB OpenCable Application Platform
STB
13-8

13-8 Configure Defaults-STB Defaults

Extension Point STB
Disruption Extension Point STB
Service-level Selection Extension DHCP
Point
Default Class of Service STB
STB

Default DHCP Criteria DHCP

DHCP

STB
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DHCP u
13-8 Configure Defaults-STB Defaults
Automatic FQDN Generation
2
e Enabled FQDN
e Disabled FQDN
Y
P.13-32 FQDN
Y
API
BAC DHCP Network Registrar
provisioned-docsis DHCP tagProvisioned
DHCP DOCSIS Network
Registrar IP Network Registrar tagProvisioned
DHCP Criteria Configuration > DHCP Criteria
DHCP DHCP Manage DHCP Criteria
DHCP
DHCP
1 Manage DHCP Criteria Add
Add DHCP Criteria
2 DHCP
3 DHCP
4
Y
DHCP
Network Registrar
/docs User
Guide for Cisco Network Registrar 7.0 CLIFrame.html
DHCP
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B pHcP

5 DHCP Property Name Property Value
6 Add
7 Submit

DHCP RDU Manage DHCP Criteria

DHCP
)
DHCP
DHCP

1 Manage DHCP Criteria DHCP Criteria

Modify DHCP Criteria
2
3 Submit

RDU DHCP Manage DHCP Criteria

DHCP
DHCP DHCP DHCP
DHCP
Y
DHCP DHCP
DHCP
DHCP DHCP
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DHCP

1 Manage DHCP Criteria DHCP Delete

2 OK

Manage DHCP Criteria
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BAC DOCSIS PacketCable MTA WAN-MAN
TFTP
o DOCSIS PacketCable CableHome
S
tmpl P.5-2
gold.cm Gold DOCSIS BAC
BAC
10S

13-9 View Files

13-9 View Files
Search Type BAC

e Search by File Name

e Search by File Type
Firmware File
CableLabs Configuration File CableLabs
CableLabs Configuration Template CableLabs

Generic File
JAR File JAR
MIB File MIB

Search Criteria

*.cm .cm
bronze*

Page Size

I Cisco Broadband Access Center
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13-9 View Files

Files

View

File Type

Export

1 View Files Add

Add Files

2 File Type

Browse

CableLabs Configuration Template Firmware File
6

a. CableLabs Configuration Template Firmware File RDU
DPE Is Deliverable Enabled

BAC CableLabs Config Template
Firmware File

Firmware File Enabled
CableLabs Configuration File Enabled
CableLabs Configuration Template Disabled
Generic File Disabled
JAR File Disabled
MIB File Disabled

b. Firmware File

Cisco Broadband Access Center
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5 Submit

S,

4 MB 4 MB

View Files

DOCSIS PacketCable

1 View Files

2 View Details &

View File

13-1

13-1

Wiew Fils

T oo g T _iC bbb D
Fiiw ippe CABLELAET FTATIC _COHFIGURATION

leibh
£iied
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)

13-2 JAR

13-2 JAR

Wiew File
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1 View Files Files
Replace File
2 RDU
Browse
3 Submit
BAC
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4 OK

View Files

s

Internet Explorer Netscape Navigator
1 View Files Files
2
3 Export L4
4 BAC
1 View Files
Files
2 1
3 Delete

A

Cisco Broadband Access Center
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P.13-2

BAC
Release Notes for
Cisco Broadband Access Center 4.0

BAC

e  Permanent

e Evaluation

Pis

BAC

BAC

BAC
BAC
3 IP 10,000
30,000 IP

BAC

DOCSIS
PacketCable MTA

CableHome WAN-MAN WAN-Data

Cisco Broadband Access Center
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. CPE

¢

BAC
e DPE
e KDC

DPE
KDC BAC BAC

BAC BAC

¢

13-3 Manage License Keys

13-3 Manage License Keys

Lim e

Broadband Acces

Orvices | Kudes | Eereeen | U

Lhisbit sdrer Bala: ASmeaitife

Manage Liceres Keys
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Release Notes for Cisco Broadband Access Center 4.0

BAC

1 Configuration > License Keys

A

Main Menu

Manage License Keys

2 License File

Browse

3 Add/Upgrade

RDU

DPE

Manage License Keys

RDU

Cisco Broadband Access Center
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1 Configuration > License Keys
Manage License Keys

2 Delete

3 Yes

Manage License Keys

N

audit.log

Cisco Broadband Access Center
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RDU

BAC
BAC
BAC RDU
1
13-10 BAC RDU
13-10 RDU
DHCP
BAC
N P.13-28
e RDU P.13-29
e RDU P.13-29

Cisco Broadband Access Center
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N Rou

s

Java

JAR

JAR
Java

Name: com/cisco/support/extensions/configgeneration
Specification-Title: "DOCSIS TOD synchronization"
Specification-Version: "1.0"

Specification-Vendor: "General Cable, Inc."
Implementation-Title: "Remove the time-servers DHCP option"
Implementation-Version: "1.0"

Implementation-Vendor: "Cisco Systems, Inc."

Java JAR
BAC
JAR
RDU
Servers > RDU > View Regional Distribution Unit Details
JAR
Device Statistics
RDU
3 JAR
C:\>jar cmOvf manifest.txt removetimeservers.jar com
added manifest
adding: com/ (in = 0) (out= 0) (stored 0%)
adding: com/cisco/(in = 0) (out= 0) (stored 0%)
adding: com/cisco/support/(in = 0) (out= 0) (stored 0%)
adding: com/cisco/support/extensions/ (in = 0) (out= 0) (stored 0%)
adding: com/cisco/support/extensions/configgeneration/(in = 0) (out= 0) (stored 0%)

adding: com/cisco/support/extensions/configgeneration/
RemoveTimeServersExtension.class (in = 4038) (out= 4038) (stored 0%)

C:\>

I Cisco Broadband Access Center
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RDU u
JAR
JAR
RDU
JAR
1 P.13-19 JAR
AR Browse P.13-28
JAR
File Name
2 Submit
3 RDU Defaults JAR Extension Point JAR File Search Order
4  Publishing Extension Point
o JAR RDU
JAR JAR
5 Submit RDU
6 RDU
RDU
RDU View Regional Distribution Unit Details
JAR

P.12-31 Regional Distribution Unit

Cisco Broadband Access Center
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BAC
Manage Publishing
~ BAC
JAR BAC P.13-19
Manage Publishing
1 Configuration
2 Publishing

Manage Publishing

3
2
RDU
1 Configuration
2 Publishing Manage Publishing
3 Modify Publishing Plug-Ins
Modify Publishing Plug-Ins 13-11

Cisco Broadband Access Center
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13-11 Modify Publishing Plug-ins

Plug-In

Server

Port

IP Address IP

User

Password

Confirm Password

4 Server Port IP Address User Password Confirm Password

5 Submit

Cisco Broadband Access Center
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u FQDN
PacketCable FQDN
BAC KDC FQDN
BAC FQDN 1
BAC
FQDN
BAC MAC IPv6 DHCP Unique Identifier
DUID FQDN
MAC FQDN

prefix{htype-hlen-aa-bb-cc-dd-ee-ff \ 00:00:00:00:00:00:00:00}suffix.domain

e prefix suffix
API

e htype hlen

1,6,aa-bb-cc-dd-ee-ff

e (00:00:00:00:00:00:00:00

prefix  suffix

BAC

FQDN

domain BAC
aa-bb-cc-dd-ee-ff MAC
Ipv6 DUID
PacketCable MTA
prefix  suffix
FQDN MAC

DUID

ID

prefix{htype-hlen-aa-bb-cc-dd-ee-ff \ 00:00:00:00:00:00:00:00} .domain

ID

{htype-hlen-aa-bb-cc-dd-ee-f£f | 00:00:00:00:00:00:00:00}suffix.domain

aaal-6-aa-bb-cc-dd-ee-ffbbb.domain

¢ MAC

1-6-aa-bb-cc-dd-ee-ff.domain

aaa00-00-00-00

aaa bbb MAC
FQDN
1,6,aa:bb:cc:dd:ee:ff
aaa bbb DUID
FQDN

-00-00-00-00bbb.domain

e DUID 00:00:00:00:00:00:00:00

00-00-00-00-00

FQDN

-00-00-00-00-aa.domain

aaa MAC

aaal-6-aa-bb-cc-dd-ee-ff.domain

1,6,aa:bb:cc:dd:ee:ff

FQDN

00:00:00:00:00:00:00:00

FQDN

1,6,aa:bb:cc:dd:ee:ff

I Cisco Broadband Access Center
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FQDN L
o bbb MAC 1,6,aa:bb:cc:dd:ee:ff FQDN
1-6-aa-bb-cc-dd-ee-ffbbb.domain
PacketCable
PacketCable MTA BAC
MTA
MTA BAC
FQDN
BAC
DHCP
FQDN
FQDN
o FQDN
. FQDN 63
. FQDN 254
Y
FQDN RFC1035
FQDN
FQDN
1 /fgdn/domain
DNS example.com
PacketCable
Y
BAC DHCP
2 Submit
MAC 1,6,aa:bb:cc:dd:ee:ff 1-6-aa-bb-cc-dd-ee-ff.example.com

FQDN

Cisco Broadband Access Center
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| FQDN

Automatic FQDN Generation
pP.13-7
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Broadband Access Center BAC

¢ BAC p.14-2
e PKCert.sh P.14-3
e KeyGen P.14-9
e changeNRProperties.sh P.14-11
e disk_monitor.sh P.14-13
N
BPR_HOME

Cisco Broadband Access Center
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B BAC
BAC 14-1
BAC
14-1 BAC
BAC
P.5-23
BAC BAC BAC
BAC
P.9-2
RDU RDU RDU
P.10-5
PacketCable KDC PKCert.sh
KDC P.14-3
KeyGen PacketCable KeyGen
P.14-9
Network Registrar Cisco Network Registrar DHCP changeNRProperties.sh
BAC P.14-11
SNMP SNMP snmpAgentCfgUtil.sh
P.10-11
P.16-6
BundleState.sh
P.16-11
1 disk_monitor.sh
P.14-13
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PKCert.sh

PKCert.sh

PKCert KDC

KDC

KDC

PKCert

PKCert

PKCert.sh

BPR_HOME/kdc

PKCert.sh function option

KDC

function
-c KDC
-v  PacketCable

P.14-3  KDC
P.14-4

-z pkceert.log

N

KDC

P.14-5

option

KDC

1 /opt/CSCObac/kdc

PKCert.sh

PKCert.sh -s dir -d dir -c cert -e -r realm -a name -k keyFile [-n serial#] [-0]

-s dir

-d dir

-c cert DER
-e Euro-PacketCable

-rrealm KDC
-aname KDC DNS
-k keyFile DER
-n serial#

Kerberos

-0

Cisco Broadband Access Center
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M pPkcCertsh

e KDC
. MTA KDC DNS

# ./PKCert.sh -c "-s . -d /opt/CSCObac/kdc/solaris/packetcable/certificates

-k CLCerts/Test_LSCA privkey.der -c CLCerts/Test_LSCA.cer -r PCTEST.CISCO.COM -n 100
-a kdc.pctest.cisco.com -o"

Pkcert Version 1.0

Logging to pkcert.log

Source Directory:

Destination Directory: /opt/CSCObac/kdc/solaris/packetcable/certificates

Private Key File: CLCerts/Test_LSCA_privkey.der

Certificate File: CLCerts/Test_LSCA.cer

Realm: PCTEST.CISCO.COM

Serial Number: 100

DNS Name of KDC: kdc.pctest.cisco.com

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,0=CableLabs\, Inc.,O0U=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /opt/CSCObac/kdc/solaris/packetcable/certificates/KDC_private_key.pkcs8
File written:
/opt/CSCObac/kdc/solaris/packetcable/certificates/KDC_private_key_proprietary.
File written: /opt/CSCObac/kdc/solaris/packetcable/certificates/KDC_PublicKey.der
File written: /opt/CSCObac/kdc/solaris/packetcable/certificates/KDC.cer

KDC Certificate Successfully Created at
/opt/CSCObac/kdc/solaris/packetcable/certificates/KDC.cer

/opt/CSCObac/kdc/solaris/packetcable/certificates/KDC.cer
/opt/CSCObac/kdc/solaris/packetcable/certificates/KDC_private_key.pkcs8

KDC PCTEST.CISCO.COM 100 KDC

Fully Qualified Domain Name FQDN; kdc.pctest.cisco.com
KDC
X.509
X.509
Y

PKCert.sh -v -? PKCert KDC
KDC

1 /opt/CSCObac/kdc

2 PKCert.sh

Cisco Broadband Access Center
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1

PKCert.sh -v -s dir -d dir -r dir

e -sdir
e -ddir
e -0

e -rdir

# ./PKCert.sh

PKCert.sh

-v "-s /opt/CSCObac/kdc/TestCerts -d

/opt/CSCObac/kdc/solaris/packetcable/certificates -o"

Pkcert Version 1.0

Logging to pkcert.log

Output files will overwrite existing
Cert Chain(0) Service
[Local File]

[PacketCable Name]
CableLabs_Service_Provider_Root.cer
Service_Provider.cer
Local_System.cer

KDC.cer

Chain Type:

Cert Chain(1l)
[Local File]
[PacketCable Name]
MTA_Root.cer
File written:

Chain Type: Device

files in destination directory

Provider
[Certificate Label]

CableLabs_Service_Provider_Root.cer
Service_Provider.cer
Local_System.cer

KDC.cer

[Certificate Label]

MTA_Root.cer

/opt/CSCObac/kdc/solaris/packetcable/certificates/CablelLabs_Service_Provider_Root.cer

File written:
File written:
File written:

Service Provider Certificate Chain Written to Destination Directory
/opt/CSCObac/kdc/solaris/packetcable/certificates

File written:

/opt/CSCObac/kdc/solaris/packetcable/certificates/MTA_Root.cer

Device Certificate Chain Written to Destination Directory
/opt/CSCObac/kdc/solaris/packetcable/certificates

BPR_HOME/kdc

/opt/CSCObac/kdc

PKCert.sh

PKCert.sh -s dir -d dir -k keyFile -c cert -r realm -a name -n serial# -0 {-z error | info | debug}

e -sdir

pkcert.log

Cisco Broadband Access Center

/opt/CSCObac/kdc/solaris/packetcable/certificates/Service_Provider.cer
/opt/CSCObac/kdc/solaris/packetcable/certificates/Local_System.cer
/opt/CSCObac/kdc/solaris/packetcable/certificates/KDC.cer

| oL-12296-01-J
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M pPkcCertsh

e -ddir

e -k keyFile DER
e -ccert DER

e -rrealm KDC Kerberos

e -aname KDC DNS

e -nserial#

* -0

e -z pkcert.log

error
info
debug

# ./PKCert.sh -c "-s /var/certsInput -d /var/certsOutput -k
/var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer -r
PCTEST.CISCO.COM -n 100 -a kdc.pctest.cisco.com -0 -z error"
Pkcert Version 1.0

Logging to pkcert.log

Source Directory: /var/certsInput

Destination Directory: /var/certsOutput

Private Key File: /var/certsInput/Local_System.der

Certificate File: /var/certsInput/Local_System.cer

Realm: PCTEST.CISCO.COM

Serial Number: 100

DNS Name of KDC: kdc.pctest.cisco.com

Setting debug to error

WARNING - Certificate File will be overwritten

SP Cert subject name: C=US,O=CableLabs\, Inc.,0U=ABC Cable Company,CN=Shared-01
CablelLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs8

File written: /var/certsOutput/KDC_private_key proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e.
/opt/CSCObac/kdc/solaris/packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e.
/opt/CSCObac/kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e.
/opt/CSCObac/kdc/solaris)

Cisco Broadband Access Center
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PKCert.sh ||

# ./PKCert.sh -c "-s /var/certsInput
> -d /var/certsOutput
> -k /var/certsInput/Local_System.der
> -¢ /var/certsInput/Local_System.cer
> -r PCTEST.CISCO.COM
> -n 100
> -a kdc.pctest.cisco.com
> -0 -z info"
INFO [main] 2007-05-02 06:32:26,280 (PKCert.java:97) - Pkcert Version 1.0
Pkcert Version 1.0
Logging to pkcert.log
Source Directory: /var/certsInput
Destination Directory: /var/certsOutput
Private Key File: /var/certsInput/Local_System.der
Certificate File: /var/certsInput/Local_System.cer
Realm: PCTEST.CISCO.COM
Serial Number: 100
DNS Name of KDC: kdc.pctest.cisco.com
Setting debug to info

INFO [main] 2007-05-02 06:32:26,289 (PKCCreate.java:69) - PKCCreate startup
WARNING - Certificate File will be overwritten
INFO [main] 2007-05-02 06:32:26,291 (PKCCreate.java:341) - WARNING - Certificate File

will be overwritten

SP Cert subject name: C=US,0O=CableLabs\, Inc.,OU=ABC Cable Company,CN=Shared-01
CableLabs Local System CA

File written: /var/certsOutput/KDC_private_key.pkcs$8

File written: /var/certsOutput/KDC_private_key proprietary.

File written: /var/certsOutput/KDC_PublicKey.der

File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e.
/opt/CSCObac/kdc/solaris/packetcable/certificates)

Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e.
/opt/CSCObac/kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e.
/opt/CSCObac/kdc/solaris)

3

A

# ./PKCert.sh -c "-s /var/certsInput -d /var/certsOutput -k
/var/certsInput/Local_System.der -c /var/certsInput/Local_System.cer -r
PCTEST.CISCO.COM -n 100 -a kdc.pctest.cisco.com -o -z debug"
INFO [main] 2007-05-02 06:32:06,029 (PKCert.java:97) - Pkcert Version 1.0
Pkcert Version 1.0
Logging to pkcert.log
Source Directory: /var/certsInput
Destination Directory: /var/certsOutput
Private Key File: /var/certsInput/Local_System.der
Certificate File: /var/certsInput/Local_System.cer
Realm: IPFONIX.COM
Serial Number: 100
DNS Name of KDC: bacdev3-dpe-4.cisco.com
Setting debug to debug
INFO [main] 2007-05-02 06:32:06,038 (PKCCreate.java:69) - PKCCreate startup
WARNING - Certificate File will be overwritten

Cisco Broadband Access Center
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PKCert.sh

INFO [main] 2007-05-02 06:32:06,039
will be overwritten
DEBUG [main] 2007-05-02 06:32:06,054
DEBUG [main] 2007-05-02 06:32:06,056

(PKCCreate.java:341)

(PKCert.java:553)
(PKCert.java:583)

/var/certsInput/Local_System.der Read. Length: 1218

DEBUG [main] 2007-05-02 06:32:06,062
DEBUG [main] 2007-05-02 06:32:06,063

(PKCert.java:553)
(PKCert.java:583)

/var/certsInput/Local_System.cer Read. Length: 943

DEBUG [main] 2007-05-02 06:32:06,064
/opt/CSCObac/lib/pkcerts. jar

DEBUG [main] 2007-05-02 06:32:06,065
/opt/CSCObac/lib/pkcerts.jar

DEBUG [main] 2007-05-02 06:32:06,067
Tag_Packetcable_Tag/

DEBUG [main] 2007-05-02 06:32:06,068

Tag_Packetcable_Tag/CableLabs_Service_Provider_Root.cer

DEBUG [main] 2007-05-02 06:32:06,115
Tag_Packetcable_Tag/Manu.cer
DEBUG [main] 2007-05-02 06:32:06,116

Tag_Packetcable_Tag/Service_Provider.

DEBUG [main] 2007-05-02 06:32:06,121
DEBUG [main] 2007-05-02 06:32:06,827
C=US, O=CableLabs\, Inc.,0OU=ABC Cable

SP Cert subject name: C=US,0O=CablelLabs)\,

CableLabs Local System CA
DEBUG [main] 2007-05-02 06:32:07,687

(PKCert.java:455)

(PKCert.java:456)

(PKCert.java:460)

(PKCert.java:460)

(PKCert.java:472)

(PKCert.java:472)
cer

(PKCCreate.java:91)

(KDCCert.java:98)

- WARNING - Certificate File

Characters Read: 1218
Binary File:

Characters Read: 943
Binary File:

Jar File Path:

Opened jar file:

Jar entry unfiltered:

Jar entry unfiltered:

File:

File:

- Found 7 files in jar.
SP Cert subject name:

Company, CN=Shared-01 CableLabs Local System CA

(KDCCert.java:293)

C=US,0=CableLabs\, Inc.,0U=ABC Cable Company,CN=Shared-01

DEBUG [main] 2007-05-02 06:32:07,699

(KDCCert.java:231)

org.bouncycastle.asnl.DERGeneralString@bd0Obdeab

DEBUG [main] 2007-05-02 06:32:07,700

(KDCCert.java:231)

org.bouncycastle.asnl.DERGeneralString@5035bc0

DEBUG [main] 2007-05-02 06:32:07,701

(KDCCert.java:231)

org.bouncycastle.asnl.DERGeneralString@5035bc0

DEBUG [main] 2007-05-02 06:32:07,703
IMPLICIT
DER ConstructedSequence

(KDCCert.java:210)

2)

Inc.,0U=ABC Cable Company,CN=Shared-01

Setting issuer to:
CableLabs Local System CA
DERVisibleToGeneral

DERVisibleToGeneral

DERVisibleToGeneral

DERCombineTagged [0]

org.bouncycastle.asnl.DERGeneralString@5035bc0

ObjectIdentifier(1.3.6.1.5.2.
Tagged [0]
DER ConstructedSequence
Tagged [0]
Tagged [1]
DER ConstructedSeguence
Tagged [0]
Integer(2)
Tagged [1]

DER ConstructedSeqguence
org.bouncycastle.asnl.DERGeneralString@bdObdeatb
org.bouncycastle.asnl.DERGeneralString@5035bc0

File written: /var/certsOutput/KDC_private_key.pkcs8
File written: /var/certsOutput/KDC_private_key proprietary.
File written: /var/certsOutput/KDC_PublicKey.der
File written: /var/certsOutput/KDC.cer

KDC Certificate Successfully Created at /var/certsOutput/KDC.cer

Copy KDC.cer to the KDC certificate directory (i.e.
/opt/CSCObac/kdc/solaris/packetcable/certificates)
Copy KDC_private_key.pkcs8 to the KDC platform directory (i.e.

/opt/CSCObac/kdc/solaris)

Copy KDC_private_key_proprietary. to the KDC platform directory (i.e.

/opt/CSCObac/kdc/solaris)

I Cisco Broadband Access Center
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KeyGen ||
KeyGen
KeyGen PacketCable KDC
Triple Data Encryption Standard triple DES 3DES KDC
DPE FQDN DPE
CLI DPE FQDN
KDC KDC
DPE FQDN
KeyGen BPR_HOME/kdc DPE FQDN

DPE DPE CLI

kdc-service-key

DPE CLI Reference 4.0

service packetCable 1..1 registration

Cisco Broadband Access Center

KDC
KDC

keygen options fqdn realm password

e options

-?

-v -version

-q -quiet

-C -cms  CMS
e fgdn DPE FQDN
e realm Kerberos
e password

6 20

3

mtafgdnmap,fqdn@REALM

mtaprovsrvr,fqdn@REALM
krbtgt, REALM@REALM

e fgdn DPE FQDN
e REALM Kerberos

# keygen dpe.cisco.com CISCO.COM changeme

KDC

mtafgdnmap, dpe.cisco.com@CISCO.COM
mtaprovsrvr,dpe.cisco.com@CISCO.COM
krbtgt,CISCO.COME@CISCO.COM

Cisco Broadband Access Center

KDC

0x0000

BPR_HOME/kdc/solaris/keys
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N KeyGen

KDC BAC
KDC

# /etc/init.d/bprAgent restart kdc

CMS

# keygen -c cms-fgdn.com CMS-REALM-NAME changeme

CMS BPR_HOME/kdc/solaris/keys

cms, cms-fgdn . com@CMS-REALM-NAME

KDC
KDC DPE
KeyGen service packetCable 1..1 registration kdc-service-key DPE
DPE
BPR_HOME/dpe/conf dpe.properties
Ipktcbl/regsvr/KDCServiceKey=

# more dpe.properties
/pktcbl/regsvr/KDCServiceKey=2e:d5:ef:e9:5a:4e:d7:06:67:dc:65:ac:bb:89:e3:2c:bb:
71:5£:22:bf:94:cf:2c
Y
KDC BPR_HOME/kdc/solaris/keys
od -Ax -tx1 mtaprovsrvr,fqdn@REALM

e fqgdn DPE FQDN

e REALM Kerberos

dpe.properties Ipktcbl/regsvr/KDCServiceKey=

# od -Ax -txl mtaprovsrvr,dpe.cisco.com@CISCO.COM
0000000 00 00 2e d5 ef e9 5a 4e d7 06 67 dc 65 ac bb 89
0000010 e3 2c bb 71 5f 22 bf 94 cf 2c

000001a

KDC DPE

Cisco Broadband Access Center
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changeNRProperties.sh

changeNRProperties.sh ||

BAC Network Registrar DHCP
BPR_HOME/cnr_ep/bin changeNRProperties.sh
BPR_HOME/cnr_ep/bin
changeNRProperties.sh
changeNRProperties.sh options
options
* -help -help

e -epenabled | disabled PacketCable

-ep enabled

e -ecenabled | disabled CableHome

¢ d

e -ssecret BAC
-s secret

-ec enabled

-d

BAC

-ep disabled

-ec disabled

secret

-ffqdn RDU FQDN
-f rdu.example.com

-p port RDU
-p 49187

-r realm PacketCable
-r EXAMPLE.COM

S

rdu.example.com

49187

PacketCable EXAMPLE.COM

-g prov_group
-g groupl
-t 00|01 PacketCable TGT
-t 00

-a ip PacketCable DHCP
DHCP IP 10.10.10.2

-b ip PacketCable DHCP
DHCP IP 10.10.10.4
-b null NULL

-y ip PacketCable DNS
DNS IP

Cisco Broadband Access Center

10.10.10.6

groupl

TGT
-1 01

-a10.10.10.2

-b 10.10.10.4

PacketCable
-y 10.10.10.6

| oL-12296-01-J
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N changeNRProperties.sh

e -zip PacketCable
IP
NULL

e -0 prov_ip man_ip

10.10.10.7

3 DHCP

NR

DNS

10.10.10.8 -2 10.10.10.8

-0 10.10.10.7 10.14.0.4
-0 10.10.10.7 null

Network Registrar

# /opt/CSCObac/cnr_ep_bin/changeNRProperties.sh -g primaryl
Current NR Properties:

RDU Port: 49187

RDU FQDN: rdu.example.com
Provisioning Group: primaryl
Shared Secret: fggTaLg0XwKRs

PacketCable Enable:

CablelLabs client TGT:

enabled

01

CablelLabs client Realm: EXAMPLE.COM

CableLabs client Primary DHCP Server: 10.10.1.2
CableLabs client Secondary DHCP Server: NOT SET
CableLabs client Primary DNS Server: 10.10.1.2

CableLabs client Secondary DNS Server: NOT SET

DNS
-z null

DPE
IP
NULL

NR DHCP

# /opt/CSCObac/cnr_ep_bin/changeNRProperties.sh -4
Current NR Properties:

RDU Port: 49187

RDU FQDN: rdu.example.com
Provisioning Group: primaryl
Shared Secret: fggTaLgOXwKRs

PacketCable Enable:

CableLabs client TGT:

enabled

01

CableLabs client Realm: EXAMPLE.COM

CableLabs client Primary DHCP Server: 10.10.1.2
CableLabs client Secondary DHCP Server: NOT SET
CablelLabs client Primary DNS Server: 10.10.1.2

CableLabs client Secondary DNS Server: NOT SET

I Cisco Broadband Access Center

OL-12296-01-J |



disk_monitor.sh ||

disk_monitor.sh

disk_monitor.sh BPR_HOME/rdu/samples/tools 1

60 Solaris  syslog

disk_monitor.sh BPR_DATA BPR_DBLOG

disk_monitor.sh filesystem-directory x [filesystem-directory* x*]
e filesystem-directory
¢ X

e filesystem-directory*

o x*

/var/CSCObac 80

# ./disk _monitor.sh /var/CSCObac 80

80
syslog

Dec 7 8:16:06 perf-u80-1 BPR: [ID 702911 localé6.warning] File system /var/bpr usage is
81% (threshold is 80%)

disk_monitor.sh
&

# ./disk _monitor.sh /var/CSCObac 80 &
1020

| oL-12296-01-J
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| disk_monitor.sh

Cisco Broadband Access Center
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RDU
Broadband Access Center BAC

RDU
RDU
RDU
. RDU

CHAPTER 1

RDU
BAC RDU

RDU

8192
Solaris

| oL-12296-01-J
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RDU
RDU
root
root
root sudo
root
RDU bpr.db
BPR_DATA/rdu/db
BPR_DATA
P.15-9

S

RDU 25 MB

BPR_DBLOG
BPR_DBLOG/rdu/dblog
P.15-9
1og.00000001 1og.00000002

N

1GB

I Cisco Broadband Access Center
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rdu.db BPR_DATA/rdu/db
¢ DB_VERSION
RDU
e history.log
RDU

Cisco Broadband Access Center
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e RDU

BPR_DATA

BPR_DBLOG 500 MB

2 b5KB

disk_monitor.sh
P.14-13 disk_monitor.sh
RDU syslog syslog
RDU RDU RDU
out of disk space
RDU
RDU
P.15-9
Y
P.14-13

disk_monitor.sh

I Cisco Broadband Access Center
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RDU
. RDU
. RDU
Y
root
RDU
RDU
RDU
RDU
RDU
BPR_HOME/rdu/bin backupDb.sh
120%
—nosubdir
backupDb.sh history.log
backupDb.sh —help

Cisco Broadband Access Center
[ oL-12296-01-J



Ivar/backup

# backupDb.sh /var/backup

Database backup started

Back up to: /var/backup/rdu-backup-20070316-031028

Copying DB_VERSION. Size: 396 bytes.
DB_VERSION: 100% completed.

Copying bpr.db. Size: 434176 bytes.
bpr.db: 100% completed.

Copying log.0000000001. Size: 469268 bytes.
1log.0000000001: 100% completed.

Copying history.log. Size: 574 bytes.
history.log: 100% completed.

Database backup completed

20070316-031028
rdu-backup-20070316-031028

rdu-backup-yyyyMMdd-HHmmss

rdu-backup-20070316-031028

Ivar/backup/rdu-backup-

2007 3 16 3 10 28
Y
verifyDb.sh
BPR_HOME/rdu/internal/db/bin
verifyDb.sh
RDU
RDU
RDU

I Cisco Broadband Access Center
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RDU
RDU
10 60
BPR_HOME/rdu/bin recoverDb.sh
recoverDb.sh —help
# recoverDb.sh /var/backup/rdu-backup-20070316-031028
R RS S S S S S S SRS SRR EEEEEE SRR EEEEEEEEEEEEEEEEEEEEEEEEEEE S
* *
* Recovery process modifies the backup snapshot of *
* the database. You should never do recovery without *
* making a copy of the database and log files you *
* are using for recovery. *
* *
khkhkhkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhhhkhkhbhrhkhkhkhkkhkhhhhkhrhrhrhkhkhkkhhhhhxxx
To start recovery please type "yes" and enter: yes
Database recovery started
Recovering in: /var/backup/rdu-backup-20070316-031028
This process may take a few minutes.
Database recovery completed
Ivar/backup/rdu-backup-20070316-031028
history.log
RDU
RDU
BPR_HOME/rdu/bin restoreDb.sh RDU
RDU

Cisco Broadband Access Center
[ oL-12296-01-J



15 |

restoreDb.sh /etc/init.d/bprAgent stop rdu RDU
rdu/db rdu/dblog
restoreDb.sh -help

# restoreDb.sh /var/backup/rdu-backup-20070316-031028

Restoring RDU database...
Restoring from: /var/backup/rdu-backup-20070316-031028

Copying bpr.db. Size: 434176 bytes.
bpr.db: 100% completed.

Copying log.0000000001. Size: 471261 bytes.
1log.0000000001: 100% completed.

Copying history.log. Size: 1260 bytes.
history.log: 100% completed.

Copying DB_VERSION. Size: 396 bytes.
DB_VERSION: 100% completed.

Database was successfully restored
You can now start RDU server.

Ivar/backup/rdu-backup-20070316-031028 RDU

RDU RDU

history.log

Cisco Broadband Access Center
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RDU BAC
e BPR_DATA
BAC DPE
RDU SNMP
e BPR_DBLOG
BPR_DATA/bpr_definitions.sh
BAC
1 /etc/init.d/bprAgent stop BAC BAC
2 BPR_HOME/bpr_definitions.sh
3 BPR_DATA BPR_DBLOG
4
5 BPR_DATA BPR_DBLOG
6 /etc/init.d/bprAgent start BAC BAC
7

Cisco Broadband Access Center
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N  Rou

RDU

RDU Installation and Setup Guide for Cisco Broadband Access
Center 4.0

Cisco Broadband Access Center
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CHAPTER 16

Broadband Access Center

Broadband Access Center BAC

i pP.16-2
. 1D P.16-3
. P.16-6
N P.16-11
e DOCSIS P.16-11
* PacketCable eMTA P.16-12
BAC FAQ E Broadband Access Center
FAQ

Cisco Broadband Access Center
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BAC 16-1
16-1
1. BAC BAC [ |
BAC
P.9-2
2. BAC (M |
RDU RDU P.10-4
DPE DPE P.10-8
3. P.12-23 [ |
4, RDU P.12-23 [ |
DPE
5. syslog A (|
6 (M |
CPU Solaris
7. show device-config |
DPE Cisco Broadband Access Center
DPE CLI Reference 4.0
8 (M |
P.16-3
9. RDU DPE RDU [ |
P.10-5
log level Cisco
Broadband Access Center DPE CLI
Reference 4.0

Cisco Broadband Access Center
OL-12296-01-J |
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ID ||
1
RDU
Application Programming Interface API;
DPE DPE RDU
1
BAC ID MAC DUID
RDU

BPR_DATA/rdu/logs

DPE  Cisco Network Registrar
RDU RDU
troubleshooting.log

troubleshooting.log rdu.log dpe.log audit.log
DPE Network Registrar RDU DPE Network Registrar
RDU
DPE MAC DUID IP
DPE Network Registrar IP
RDU DPE
1
BAC RDU
Manage Devices Add
P.12-14
25

Configuration > Defaults

Systems Defaults
Maximum Diagnostics Device Count

| oL-12296-01-J
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ID
MAC DUID
pP.12-17
16-2
16-2 /
4. BPR_DATA/rdu/logs/troubleshooting.log
MAC DUID
system system-diagnostics
API
1 Manage Devices Search Type Node Search
2 Node Name (Node Type)
system-diagnostics (system)
3 Search
Y
RDU rdu.log

DPE dpe.log

p.10-2

Cisco Broadband Access Center
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MTA

bac-test.example.com:2005 03 04 18:38:24 EST:%BAC-DIAGNOSTICS-3-4055: [##MTA-9a
Unconfirmed FQDN Request Received from [/10.10.10.5 ['kdcquery']. Client with IP
Address [10.10.20.2] and MAC Address [1,6,00:00 :ca:b7:7e:9111]
bac-test.example.com:2005 03 04 18:38:24 EST:%BAC-DIAGNOSTICS-3-4082:[Results of BACC
Lookup. FQDN: [1-6-00-00-ca-b7-7e-91.example.com MAC: 1,6,00:00:ca:b7:7e:91. Client
with IP Address [10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:91]11]]
bac-test.example.com:2005 03 04 18:38:24 EST:%$BAC-DIAGNOSTICS-3-4070: [##MTA-9b FQDN
Reply Sent to [/10.10.20.2(41142) for MTA 1,6,00:00:ca:b7:7e:91. Client with IP
Address [10.10.20.2] and MAC Address [1,6, 00:00:ca:b7:7e:9111]
bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-4132: [##MTA-13
Incoming APREQ received from [/10.10.20.2:1293. Client with IP Address [10.10.20.2]
and MAC Address [1,6,00:00:ca:b7:7e:91]111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-4141: [##MTA-13 APREP
sent to [/10.10.20.2(1293) For MTA 1,6,00:00:ca:b7:7e:91. Client with IP Address
[10.10.20.2] and MAC Address [1,6,00:00: ca:b7:7e:91111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-0764:[[##MTA-15 SNMPv3
INFORM Received From 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111

bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-0764:[[##MTA-19 SNMPv3
SET Sent to 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111

bac-test.example.com:2005 03 04 18:38:26 EST:%$BAC-DIAGNOSTICS-3-1092:[Received a TFTP
[read] request from [10.10.20.2:1271] for [bpr01060000cab77e910002]; Client with MAC
Address [1,6,00:00:ca:b7:7e:91] and IP Address [10.10.20.21]]
bac-test.example.com:2005 03 04 18:38:26 EST:%BAC-DIAGNOSTICS-3-1155: [##MTA-23
Finished handling [read] request from [10.10.20.2:1271] for [bpr01060000cab77e910002];
Transferred [236] bytes to Client with MAC Address [1,6,00:00:ca:b7:7e:91] and IP
Address [10.10.20.21]1]

bac-test.example.com:2005 03 04 18:38:27 EST:%$BAC-DIAGNOSTICS-3-0764: [ [##MTA-25 SNMP
Provisioning State INFORM Received from 10.10.20.2. Client with IP Address
[10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:9111]1

bac-test.example.com:2005 03 04 18:38:27 EST:%$BAC-DIAGNOSTICS-3-0764:[[MTA
Configuration Confirmed, Returned 'pass' as the final MTA provisioning state for
10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111

| oL-12296-01-J
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BAC
i startDiagnostics.sh
. stopDiagnostics.sh
. statusDiagnostics.sh
cron

e RDU BPR_HOME/rdu/diagnostics/bin
e DPE BPR_HOME/dpe/diagnostics/bin
e Cisco Network Registrar BPR_HOME/cnr_ep/diagnostics/bin

bundleState.sh
P.16-11

startDiagnostics.sh
startDiagnostics.sh 2

startDiagnostics.sh

startDiagnostics.sh [-r response_file] | [-g response_file] [-help]

e startDiagnostics.sh
e response_file

e -rresponse_file

e -gresponse_file
e -help -help

I Cisco Broadband Access Center
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startDiagnostics.sh

startDiagnostics.sh
RDU DPE Network Registrar

startDiagnostics.sh [-help]

e startDiagnostics.sh
e -help -help

# ./startDiagnostics.sh

Please enter directory where to put output files [] /var/CSCObac
Please enter the duration of the diagnostic (sec) [600]

Please select statistics you would like to gather on RDU

CPU statistics (y/n/q)? [yl
Process statistics (y/n/q)? [n]
I0 statistics (y/n/q)? [yl

Memory statistics (y/n/q)? [yl
Network statistics (y/n/q)? [y]
RDU API traffic (y/n/q)? [yl

RDU CNR traffic (y/n/q)? [yl

RDU DPE traffic (y/n/q)? [yl

RDU CNR extension traffic (y/n/q)? [y]
RDU SNMP traffic (y/n/q)? [yl
System Configuration (y/n/q)? [yl

Enter addition argument for RDU API traffic
Please enter RDU Server port [49187]

Enter addition arguments for RDU DPE traffic
Enter DPE ip addr if you want to capture traffic by ip addr [] 10.10.29.1
Enter DPE port number if you want to capture traffic by port number [] 49186

Enter addition arguments for RDU CNR_EX traffic
Enter Ip addr if you want to capture traffic by Cnr Extension IP addr [] 10.10.85.2
Enter port number if you want to capture traffic by Cnr Extension port []

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.
You could run bundleState.sh to bundle the output when diagnostics is complete.

e RDU-API
e RDU-DPE
e RDU-Network Registrar

Cisco Broadband Access Center
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startDiagnostics.sh

System Configuration

startDiagnostics.sh

Cisco Technical Assistance Center
System Diagnostics Capture

(yv/n/qa)? [yl

P.16-11

startDiagnostics.sh

1

startDiagnostics.sh {-g response_file | -r response_file} [-help]

© g

* r
e response_file

e -help

-help

# ./startDiagnostics.sh -g response.txt

Please enter directory where to put output files [] /var/CSCObac
Please enter the duration of the diagnostic (sec) [600]

Please select statistics you would like to gather on RDU

CPU statistics (y/n/q)? [yl

Process statistics
IO statistics (y/n/q)?
Memory statistics
Network statistics

RDU API traffic
RDU CNR traffic
RDU DPE traffic

(y/n/q)? [n]
[yl
(yv/n/q)? [yl
(yv/n/a)? [yl
(y/n/q)? [yl n
(yv/n/qa)? [yl

(y/n/q)? [yl n

RDU CNR extension traffic (y/n/qg)? [yl n

RDU SNMP traffic

System Configuration

(yv/n/qa)? [yl
(yv/n/a)? [yl

Finished generate response file (response.txt).

I Cisco Broadband Access Center
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response.txt startDiagnostics.sh

BPR_HOME/rdu/diagnostics/bin

test.bundle.direcotry=/var/CSCObac
test.bundle.duration.sec=100
test.cpu.enable=true
test.process.enable=false
test.io.enable=true
test.memory.enable=true
test.network.enable=true
test.rdu_api_traffic.enable=true
test.rdu_cnr_traffic.enable=true
test.rdu_dpe_traffic.enable=true
test.rdu_cnr_ex_traffic.enable=true
test.rdu_snmp_traffic.enable=true
test.system_config.enable=true
test.rdu.port=49187
test.dpe.port=49186
test.dpe.ip=10.10.29.1
test.cnr_ex.ip=10.10.85.2
test.cnr_ex.port=

EOF

# ./startDiagnostics.sh -r response.txt

RDU

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.

startDiagnostics.sh

statusDiagnostics.sh

statusDiagnostics.sh

statusDiagnostics.sh

S

statusDiagnostics.sh -help

# ./statusDiagnostics.sh
CPU diagnostic is running.
Process diagnostics stopped.
I0 diagnostic is running.
Memory diagnostic is running.
Network diagnostic is running.
Rdu api traffic diagnostic is running.
Rdu cnr traffic diagnostic is running.
Rdu dpe traffic diagnostic is running.

Rdu cnr_ex traffic diagnostic is running.

Rdu snmp traffic diagnostic is running.

Cisco Broadband Access Center
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|
stopDiagnostics.sh
stopDiagnostics.sh 1
stopDiagnostics.sh

stopDiagnostics.sh

stopDiagnostics.sh [-help]

e stopDiagnostics.sh
e -help -help

# ./stopDiagnostics.sh

This script allowed to stop specific diagnostic or all diagnostics.
If you would like to stop specific diagnostics, say no to question below.

Would you like to stop all diagnostics (y/n/q)? [yl

stopDiagnostics.sh

stopDiagnostics.sh

stopDiagnostics.sh -a [-help]

° -a

e -help -help

# ./stopDiagnostics.sh -a
#

Cisco Broadband Access Center
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BPR_HOME/{rdu | dpe}/diagnostics/bin

Technical Assistance Center

bundleState.sh
zip tar

e captureConfiguration.sh

e startDiagnostics.sh BAC
System Configuration

System Configuration (y/n/q)? [yl

P.16-6 startDiagnostics.sh

bundleState.sh archive_directory output_directory [-help]

e archive_directory
e output_directory
e -help -help

# ./bundleState.sh /var/CSCObac /var/CSCObac
/var/CSCObac/state-20071129-064042

Creating state bundle for Cisco support...

+ /var/CSCObac/state-20071129-064042 .bpr

+ Compressing state bundle...

+ Size: 3736K compressed, 83776K uncompressed

DOCSIS

BAC Cisco uBR7246 CMTS DOCSIS

P.16-6
Cisco

bundleState.sh

startDiagnostics.sh

Troubleshooting uBR Cable Modems Not Coming Online

http://www.cisco.com/en/US/tech/tk86/tk89/technologies_tech_note09186a0080094ebl.shtml

Cisco Broadband Access Center
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W PpacketCable eMTA

PacketCable eMTA
PacketCable
. P.16-15
. P.16-16
. P.16-20
PacketCable Multimedia Terminal Adapter MTA,;
PKT-SPPROV1.5-101-050128
PacketCable  Web
PacketCable MTA eMTA
eMTA
Network Registrar  BAC
Network Registrar
DNS BAC
BAC
PacketCable eMTA
PacketCable 25

7 PacketCable

. P.16-12
i P.16-14

eMTA

* eMTA
e DHCP

e DNS
e KDC

e PacketCable

eMTA

eMTA MTA
CM MTA MAC

DHCP IP eMTA

1 MTA 2 MTA
MTA KDC
KDC MTA
KDC
KDC MTA
MTA

DHCP

25
eMTA

I Cisco Broadband Access Center
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PacketCable eMTA n
DHCP
DOCSIS DHCP IP
MTA DOCSIS CPE DHCP
IP DNS Kerberos PacketCable Option 122
FQDN
Y
DHCP Option 122
1
DHCP IP MTA
PacketCable BAC BAC ToD DNS
TFTP Option 122
Network Registrar
DNS
Domain Name System DNS; PacketCable
PacketCable BAC Device
Provisioning Engine DPE Fully Qualified Domain Name FQDN; DHCP
Option 122 MTA A
KDC Kerberos FQDN SRV
SRV Kerberos A
MTA Call Management Server CMS;
A CMS MTA
FQDN MTA MTA A
MTA A DNS
DDNS DDNS
Cisco Network Registrar
KDC
KDC MTA MTA KDC
MTA KDC DPE
MTA
PacketCable
PacketCable MTA MTA SNMP
MTA MTA
SNMPv3 SNMPv3 KDC
MTA BAC DPE
Cisco Broadband Access Center
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W PpacketCable eMTA

CMS
PacketCable QoS MTA
PacketCable Network Call Signaling NCS;
Restart in Progress  RSIP; CMS
eMTA
. P.16-14
. P.16-15
e MTA P.16-15
MTA_Root.cer MTA PacketCable MTA
MTA
PacketCable
PacketCable
KDC MTA KDC MTA
PacketCable
MTA Telnet HTTP
PacketCable

BPR_HOME/kdc/solaris/packetcable/certificates
KDC
e CableLabs Service Provider_Root.cer
e Service_Provider.cer
e Local_System.cer
e KDC.cer
e MTA_Root.cer

4 MTA_Root.cer
MTA KDC MTA
~
KDC P.14-3 PKCert.sh

Cisco Broadband Access Center
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MTA

PacketCable eMTA ||

PacketCable Windows
CableLabs_Service_Provider_Root.cer Subject OrgName O = CableLabs

Subject Alternative CN=CABLELABS GENERATED TEST
ROOT FOR EQUIPMENT TEST PURPOSES ONLY

KDC KDC.cer BAC DNS

MTA org

KDC BPR_HOME/kdc/solaris
KDC_private_key.pkcs8
KDC_private_key proprietary

BAC DHCP
BAC
DHCP Criteria BAC
MTA CMS
MTA MTA  Option 122
MTA Option 122
Option 122
DEF.COM MTA pktcMtaDevRealm
68.69.70.46.67.79.77 ASCII Cisco Broadband Configurator
10
Web ASCII
PacketCable MTA 25 eMTA
7-1

. P.16-15

e Ethereal SnifferPro P.16-16

e Network Registrar 2 name_dhcp_1_log name_dns_1 log

Network Registrar DHCP
DNS
e BPR_HOME/kdc/logs/kdc.log KDC MTA KDC
DPE

| oL-12296-01-J
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W PpacketCable eMTA

e BPR_DATA/dpe/logs/dpe.log SNMPv3  MTA
~
CLI SNMP
PacketCable
Cisco
Broadband Access Center DPE CLI Reference 4.0
Ethereal SnifferPro
eMTA CableLabs
Ethereal PacketCable
Kerberos AS AP
. DHCP CMTS IP
DHCP IP
U DHCP 25 eMTA
IP
7-1 5 25
16-3 eMTA
16-3
KDC KDC
KDC KDC BPR_HOME/kdc
MTA BAC
Devices
BAC MTA MTA
DHCP PacketCable DHCP
BAC
Network Registrar Network Registrar

Installation and Setup Guide for Cisco
Broadband Access Center 4.0

Option 122 BAC
DOCSIS DHCP

Cisco Broadband Access Center
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PacketCable eMTA n
16-3
MTA DHCP DHCP DNS
DHCP cnr_ep.properties DNS
DNS
DHCP cnr_ep.properties
Option 122 1 DHCP
DHCP
kdc.log Ethereal cnr_ep.properties MTA cnr_ep.properties  DNS
MTA
KDC DNS
Kerberos
_kerberos._udp 00 88 KDC FQDN SRV
KDC A Kerberos SRV
FQDN A
DPE FQDN dpe.properties  provFQDNSs DPE

FQDN IP

Cisco Broadband Access Center
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W PpacketCable eMTA

16-3
Kerberos AS MTA KDC MTA MTA_Root.cer
KDC MTA_Root.cer
MTA
MTA
KDC
FQDN DHCP
BAC
BAC NTP
p.3-7 PacketCable
Broadband Access Center DPE CLI Reference
4.0
KDC DPE BPR_HOME/kdc/solaris/keys
3
% e mtafgdnmap,dpe.abc.com@DEF.COM
e mtaprovsrvr,dpe.abc.com@DEF.COM
e krbtgt, DEF.COM@DEF.COM
DPE FQDN
dpe.properties KDCServiceKey
KeyGen
KDC AS / MTA MTA KDC
7-1 9 KDC
10
TMA
9 MTA
KDC
A

Cisco Broadband Access Center
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PacketCable eMTA ||
16-3
AP / 7-1 BAC NTP
14 P.3-7 PacketCable
Broadband Access Center DPE CLI Reference
FQDN DPE DNS
dpe.properties provFQDNs
DPE FQDN IP
MTA DPE
MTA DPE TFTP
TFTP
MTA TFTP DPE
MTA
Network Registrar ~ MTA BAC TFTP DPE
TFTP
MTA MTA
DPE .
dpe.log
SNMP Inform 7-1 °
25
e Option 122
RSIP MTA MTA CMS DNS
MTA CMS FQDN IP
7-1
25 MTA CMS IP
MTA CMS MTA
FQDN Cisco BTS
KDC 10200
MTA
7-1 pktcMtaDevCmsIPsecCtrl
25 1 MTA KDC BTS
NCS
CMS FQDN ASCII
ASCII

Cisco Broadband Access Center
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W PpacketCable eMTA

16-3
MTA MTA  Cisco BTS 10200 Cisco BTS 10200 MTA
7-1
25 RSIP
eMTA DNS eMTA DNS
DNS
DDNS

Cisco Network Registrar

BAC PacketCable 16-1 MTA
CableLabs 2

16-1 PacketCable

MTA 5751 X CableLabs y—E R
=] Tanga B
CableLabs
MTA JL— —E 2 FOs81 45—
JL—k
MTA l
mpzs || H—ER FA/AF—
CA L
[ [
MTA | O—AlL YRTL
ARL—% CA |
\

129909

][KDCM ’[DF LJ ][%ow_:ﬂ

PacketCable BAC
e RFC 2459 Internet X.509 Public Key Infrastructure Certificate and CRL Profile
e DOCSIS Baseline Privacy Plus Interface Specification SP-BPI+-111-040407 2004 4 7

Cisco Broadband Access Center
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PacketCable eMTA ||
Y
Euro PacketCable PacketCable [PKT-SP-SEC-108-030415]
Euro-PacketCable
Euro PacketCable  PacketCable Euro PacketCable
PacketCable
[PKTSP-SEC-108-030415]
PacketCable Euro-PacketCable
Euro PacketCable Euro-PacketCable PacketCable
PacketCable  [PKT-SP-SEC-108-030415] Euro-PacketCable
Euro-PacketCable eMTA DOCSIS CVC CA
Euro-DOCSIS CVC CA
Euro PacketCable MTA tComLabs CVC tComLabs CVC CA
CcvC
PacketCable
MTA
MTA + MTA + MTA
MTA MTA MTA
MTA MTA
MTA
CableLabs
CableLabs
RFC 2459 RFC 2459
X.509
2
RFC 2459
PacketCable PacketCable
DER tbsCertificate.issuer DER
tbsCertificate.subject DER
tbsCertificate.issuer tbsCertificate.subject

Cisco Broadband Access Center
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W PpacketCable eMTA

16-1
PacketCable

MTA
DOCSIS1.1/BPI+
CableLabs PacketCable MTA
RFC 2459 PacketCable
PacketCable 16-4
PacketCable
RFC 2459
MTA
MTA MTA MTA
16-4 MTA
16-4 MTA
MTA
Subject Name Form |PacketCable Euro PacketCable
C=USs C=BE
O=CableLabs O=tComLabs
OU=PacketCable OU=Euro-PacketCable
CN=PacketCable Root Device Certificate |CN=Euro-PacketCable Root Device
Authority Certificate Authority
Intended Usage MTA
KDC MTA
MTA MIB
Signed By
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true, pathLenConstraint=1)

Cisco Broadband Access Center
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PacketCable eMTA n
MTA
MTA MTA MTA
MTA MTA MTA
MTA
RFC 2459
authorityKeyldentifier subjectKeyldentifier 0o
CN  CompanyName 2
16-5 MTA
16-5 MTA
MTA
Subject Name Form |PacketCable Euro PacketCable
C=US C=Country of Manufacturer
O=CableLabs O=Company Name
OU=PacketCable [stateOrProvinceName = State/Province]
CN=PacketCable Root Device [localityName=City]
Certificate Authority OU=Euro-PacketCable
[organizationalUnitName= Manufacturing
Location]
CN=Company Name Euro-PacketCable CA
Intended Usage MTA PacketCable
MTA
MTA MIB
KDC MTA MAC
MTA
Signed By MTA CA
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m],
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate), basicConstraints[c,m](cA=true, pathLenConstraint=0)
MTA
MTA MTA MTA
MAC 6 16 00:60:21:A5:0A:23
16 A F
MTA
16-6 MTA

| oL-12296-01-J
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W PpacketCable eMTA

16-6 MTA

MTA

Subject Name Form | PacketCable Euro PacketCable
C=Country C=Country of Manufacturer
O=Company Name O=Company Name
[ST=State/Province] [ST=State/Province]
[L=City], OU=PacketCable [L=City]
[OU=Product Name] OU=Euro-PacketCable
[OU=Manufacturer’s Facility] [OU=Product Name]
CN=MAC Address [OU=Manufacturing Location]

CN=MAC Address
Intended Usage MTA
MTA MIB
MTA
MAC

Signed By MTA CA

Validity Period 20

Modulus Length 1024 1536 2048

Extensions keyUsage[c,0](digitalSignature, keyEncipherment)
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate)

MTA
eMTA cvC DOCSIS SP-BPI+-111-040407
DOCSIS 1.1 CVC
CableLabs

CableLabs CableLabs

CA

16-7 RFC 2459
RFC 2459

Cisco Broadband Access Center
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PacketCable eMTA ||
CableLabs
Kerberos Kerberos PKINIT
MTA KDC MTA KDC
PKINIT Reply KDC KDC
MTA CableLabs CA KDC
KDC
16-7 CableLabs
16-7 CableLabs
CableLabs
Subject Name Form |PacketCable Euro PacketCable
C=UsSs C=BE
O=CableLabs O=tComLabs

CN=CableLabs Service Provider Root CA

CN=tComLabs Service Provider Root CA

Intended Usage

CA

MTA

PacketCable

MTA
MIB
Signed By
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign)
subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)
CA
CableLabs CA
CableLabs
CableLabs
CA
MTA  PKINIT Reply
CA CableLabs
SubjectName  OrganizationName 0] CN
Company 2
16-8 CableLabs CA

Cisco Broadband Access Center

| oL-12296-01-J



16 Broadband Access Center |
B packetCable eMTA
16-8 CableLabs CA
CableLabs
Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company

CN=Company CableLabs Service
Provider CA

CN=Company tComLabs Service
Provider CA

Intended Usage

CA

MTA

PacketCable

MTA
MIB
Signed By
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,m](keyCertSign
cRLSign), subjectKeyldentifier[n,m]
basicConstraints[c,m](cA=true)
CA
CA CA
MTA MIB
MTA KDC
16-9 CA
16-9 CA
CA
Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company

OU=Local System Name

CN=Company CableLabs Local System
CA

OU=Local System Name

CN=Company tComLabs Local System
CA

Intended Usage

CA

MTA

KDC

CA

MTA MIB

I Cisco Broadband Access Center
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PacketCable eMTA
16-9 CA
CA
Signed By CA
Validity Period 20
Modulus Length 1024, 1536, 2048
Extensions keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m],
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate), basicConstraints[c,m](cA=true, pathLenConstraint=0)
CA CA
KDC
CableLabs CA
PKINIT KDC subjectAltName v.3
KDC  Kerberos

16-10 KDC

16-10 KDC
Subject Name Form |PacketCable Euro PacketCable

C=Country C=Country
O=Company, O=Company

[OU=Local System Name]

OU= CableLabs Key Distribution Center

[OU=Local System Name]

OU=tComLabs Key Distribution Center

CN=DNS Name CN=DNS Name
Intended Usage KDC PKINIT MTA
PKINIT MTA MTA MIB
Signed By CA
Validity Period 20
Modulus Length 1024 1536 2048

Extensions

keyUsage[c,0](digitalSignature)authorityKeyldentifier[n,m](keyldentifier=
subjectKeyldentifier value from CA certificate)subjectAltName[n,m]

Cisco Broadband Access Center
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W PpacketCable eMTA

DF
CableLabs CA
DF 1IKE
Local System Name CA
IP 245.120.75.22
4
16-11 DF
16-11 DF
DF
Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country
O=Company O=Company
[OU=Local System Name] [OU=Local System Name]
OU=PacketCable Electronic Surveillance |OU=Euro-PacketCable Electronic
CN=IP address Surveillance
CNe=IP address
Intended Usage IKE 1 DF IPsec
DF
Signed By CA CA
Validity Period 20
Modulus Length 2048
Extensions keyUsage[c,0](digitalSignature)
authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA
certificate)
subjectAltName[n,m] (dANSName=DNSName)
PacketCable
CableLabs
PacketCable
1IKE
PKINIT Local System Name
CA IP
245.120.75.22 10 DNS Name
device.packetcable.com FQDN

16-12 PacketCable Server

I Cisco Broadband Access Center

OL-12296-01-J |



| 16 Broadband Access Center

PacketCable eMTA

16-12 PacketCable

PacketCable

Subject PacketCable Euro PacketCable

Name Form | c=Country C=Country
O=Company O=Company

OU=PacketCable
OU=[Local System Name]
OU=Sub-System Name

CN=Server Identifier[:Element ID]

Server ldentifier FQDN IP
Element ID
Element ID
ID
CMS CMTS MGC
(8l 5
ASCII Element ID
Element ID
ASCII 0 0x48
CMTS ElementID 311 IP
123.210.234.12 CMTS
123.210.234.12:00311
Sub-System Name
. bp
cmts
. cms
[ ] mg
. mgc
[ ] mp
° mpc
[ ] pS
. rks
[ ] Sg

OU=Euro-PacketCable
[OU=Local System Name]
OU=Sub-system Name

CN=Server ldentifier[:Element
ID]

commonName

[PKT-SP-SEC-108-030415]

Intended
Usage

PacketCable
1 IKE

PKINIT

Signed By

Cisco Broadband Access Center
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W PpacketCable eMTA

16-12 PacketCable

PacketCable

Validity MSO

Period

Modulus 2048

Length

Extensions  |keyUsage[c,0](digitalSignaturekeyEncipherment)

authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value from CA cert)

subjectAltName[n,m](dNSName=DNSName | iPAddress=IP AddressName)

KeyUsage
subjectAltName
CN
CMS CN Element ID subjectAltName CMS
IP FQDN CMTS CN
Element ID subjectAltName CMTS IP FQDN
MGC CN Element ID subjectAltName MGC
IP FQDN
PacketCable
CableLabs CVC PKiI cvC
CableLabs CableLabs
1
CableLabs CVC eMTA
cvC
. DER
. 3
. F4 10 65537

I Cisco Broadband Access Center
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| 16 Broadband Access Center
PacketCable eMTA u
CableLabs CA
CableLabs CA CableLabs CA
P.16-21
16-13 CableLabs CA
16-13 CableLabs CA
CableLabs CA
Subject Name Form |PacketCable Euro PacketCable
C=Us C=BE
O=CableLabs O =tComLabs
CN=CableLabs CVC Root CA CN =tComLabs CVC Root CA
Intended Usage CA
S-MTA
Signed By
Validity Period 20
Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)
subjectkeyidentifier [n,m]
basicConstraints[c,m](cA=true)
CableLabs CA
CableLabs CA CableLabs CA CableLabs
CA
P.16-21
CableLabs CA S-MTA 1 CableLabs
CVCCA
16-14 CableLabs CA
16-14 CableLabs CA
CableLabs CA
Subject Name Form |PacketCable Euro PacketCable
C=Us C=BE
O=CableLabs O =tComLabs

CN=CableLabs CVC CA CN =tComLabs CVC CA

Intended Usage CableLabs CA CableLabs
S-MTA

Signed By CableLabs CA

Validity Period CableLabs

Cisco Broadband Access Center

| oL-12296-01-J



16

Broadband Access Center

W PpacketCable eMTA

16-14 CableLabs CA
CableLabs CA
Modulus Length 2048
Extensions KeyUsage [c,m] (keyCertSign, cRL Sign)

subjectKeyldentifier[n,m]
authorityKeyldentifier [n,m]

basicConstraints [c,m](cA=true, pathLenConstraint=0)

CableLabs CA
CATV
16-15
16-15
Subject Name Form |PacketCable Euro PacketCable
C=Country C=Country

O=Company Name
[ST=State/Province]

[L=City]

O=Company Name
[ST=state/province]

[L=City]

CN=Company Name Mfg CVC

CN=Company Name Mfg CVC

Intended Usage CableLabs CA

CATV
Signed By CableLabs CA tComLabs CA
Validity Period CableLabs

Modulus Length 1024, 1536, 2048
extendedKeyUsage [c,m] (id-kp-codeSigning)

authorityKeyldentifier [n,m]

Extensions

Organization ~ Company Name Common Name  Company Name

OL-12296-01-J |
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PacketCable eMTA n
CableLabs CA CableLabs
CA
P.16-21
16-16
16-16
Subject Name Form |C=Country C=Country
O=Company Name O=Company Name
[ST=State/Province] [ST=State/Province]
[L=City] [L=City]
CN=Company Name Service Provider CN=Company Name Service Provider
CvC CvC
Intended Usage CableLabs CA
CATV
Signed By CableLabs CA tComLabs CA
Validity Period CableLabs
Modulus Length 1024, 1536, 2048
Extensions extendedKeyUsage [c,m] (id-kp-codeSigning)
authorityKeyldentifier [n,m]

Organization ~ Company Name  Common Name  Company Name

CcvC
cve CRL S-MTA

Cisco Broadband Access Center
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APPENDIX

Broadband Access Center BAC

e RDU P.A-2
e DPE P.A-3
. P.A-5
e Network Registrar P.A-6
BAC syslog syslog Solaris
/ BAC  syslog
BAC
BAC

XXX-#-####. Message

e XXX
RDU Regional Distribution Unit
DPE Device Provisioning Engine

AGENT rduSnmpAgent dpeSnmpAgent
NR_EP Cisco Network Registrar
KDC
LI A-1
A-1
1
2
3
6
o H##
e Message

Cisco Broadband Access Center
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N Rou

RDU

A-2 RDU

A-2 RDU

RDU-1-101: RDU ran out of disk space

RDU

RDU

14

RDU-1-103: RDU ran out of memory

RDU

RDU

RDU-1-111: Evaluation key for technology
[technology_name] expired

TAC

RDU-1-115: You have used [] percent of
available [technology_name] licenses.

80%

RDU-1-122: DNS took [] seconds for lookup of
address [ip/hostname].Check DNS configuration
and health of servers

DNS

BAC

60

RDU-2-119: Directory [] that contains the RDU
database has a filesystem block size of [] bytes
that does not match the required size of []
bytes.Corruption may occur.

8 KB
BAC

Installation and Setup Guide for the Cisco

Broadband Access Center 4.0

RDU-2-200: Directory [] that contains the RDU
database transaction logs has a filesystem block
size of [] bytes that does not match the required
size of [] bytes.Corruption may occur.

8 KB
BAC

Installation and Setup Guide for the Cisco

Broadband Access Center 4.0

N

RDU  syslog

BPR_DATA/rdu/logs/rdu.log

I Cisco Broadband Access Center
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DPE ||
DPE  syslog DPE
DPE show log Cisco Broadband
Access Center DPE CLI Reference 4.0
DPE RDU
BPR_DATA/rdu/logs/rdu.log
A-3 DPE
A-3 DPE
DPE-1-102: DPE ran out of disk space DPE
3
a.
DPE
CLI clear bundles
b. DPE CLI clear logs
(o DPE CLI clear cache
DPE RDU
DPE-1-104: DPE ran out of memory DPE
DPE
DPE
DPE

DPE-1-109: Failed to connect to RDU RDU

a. DPE

b. dpe rdu-server DPE

RDU
c. RDU
RDU
DPE RDU
DPE-1-117: DPE license nodes have been |DPE BAC DPE
exceeded or there is no valid DPE license
DPE

Cisco Broadband Access Center
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W ore

A-3 DPE

DPE-1-116: DPE evaluation license has |DPE
expired.Dropping DPE connections and TAC
deleting DPEs from database

DPE-2-118: Directory [] that contains the 8 KB

DPE’s cache has a filesystem block size of DPE
[1 bytes that does not match the required
size of [] bytes.Corruption may occur.

Installation and Setup Guide for the Cisco Broadband
Access Center 4.0
DPE-1-121: Cannot start the server due to DPE
an invalid encryption key.

Cisco Broadband Access Center
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syslog
BPR_DATA/agent/logs/agent_console.log

The rdu unexpectedly terminated RDU
BPR_DATA/rdu/logs/rdu.log A-4

A-4

AGENT-3-9001: Failed to start the [component]

AGENT-3-9002: The [component] unexpectedly
terminated

AGENT-6-9004: The [component] has started

AGENT-6-9005: The [component] has stopped

AGENT-3-9003: Failed to stop the [component]

AGENT-3-9003: Failed to create listener thread;
[error no]Failed to close listen socket;
[error no] Failed to cancel listen thread, and so on

A-4 [component]

e rdu

e dpe

e tomcat

e cli

e snmpAgent
e kdc

Cisco Broadband Access Center
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Network Registrar

Network Registrar

BAC Network Registrar
Network Registrar

A-5 Network Registrar

A-5 Network Registrar

syslog

NR_EP-1-106: Failed to connect to RDU | Network Registrar RDU
RDU
RDU
RDU Network Registrar
RDU ping RDU
ping 2
2
2
NR_EP-1-107: Failed to connect to any Network Registrar DPE
DPEs
DPE  Network Registrar

Network Registrar

DPE

RDU
DPE

Network Registrar
DPE

2

DPE
Network Registrar

NR_EP-6-108: The BAC NR extensions
have started

Network Registrar

NR_EP-6-109: The BAC NR extensions
have stopped

Network Registrar

NR_EP-6-110: Registered with RDU
[address and port]

Network Registrar
and port

Network Registrar

RDU address

RDU

NR_EP-1-111: Failed to find usable (best)
DPEs

Network Registrar

DPE

I Cisco Broadband Access Center
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APPENDIX

BAC
[ ]
P.5-15
o 1
e DOCSIS P.B-2
e PacketCable P.B-20
e CableHome P.B-21

Cisco Broadband Access Center
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M  pocsis

B-1 DOCSIS
B-1 DOCSIS

DOCSIS

1.0 [1.1 |2.0 |3.0
0 PAD v v v v
1 32 62500 v vy
2 8 v v v |v

ID

3 v v v |v

v v v v
4.1 ID 8 1 16 v v [V |V
4.2 32 v v v |V
4.3 32 v |v v |V
4.4 8 8 vy
4.5 32 v v v |V
4.6 16 v v v [V
4.7 v v v v
6 CM MIC 16 v v v v
7 CMTS MIC v v v v
9 NVTASCII v v v |v
10 SNMP OIDCF v v vV |V
11 SNMP  MIB SNMPVarBind v v v |v
14 CPE MAC |MAC v v
15 v v v v
15.2 NVTASCII v v v v
15.3 1 NVTASCII v v v v
15.4 2 NVTASCII v v v v
155 3 NVTASCII v v v v

I Cisco Broadband Access Center
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DOCSIS
B-1 DOCSIS

DOCSIS

1.0 [1.1 |2.0 |3.0
15.6 8 v v |v v
15.7 NVTASCII v v |v v
15.8 NVTASCII v v |v v
15.9 DHCP v v vV |V
15.10 DHCP IP v v |v v
15.11 RADIUS NVTASCII v v v |v
15.12 PPP 8 v v v |V
15.13 32 v v v [V
16 SNMP IPv4 IP v v v |v
17 v v |v v
17.1 32 1 30 v o Iv v v
17.2 32 1 130 v v vV
17.3 32 1 1800 v
17.3 32 1 v v |v

6047999

17.4 32 1 10 v o Iv v [V
17.5 32 1 10 v o Iv v [V
17.6 TEK 32 1 1800 v
17.6 TEK 32 1 302399 v v
17.7 32 1 600 NG v v v
17.8 SA 32 1 10 volv v
17.9 SA 32 1 10 v v v
18 CPE 8 v v v |v
19 TFTP 32 v v v |v

Cisco Broadband Access Center
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M  pocsis

B-1 DOCSIS

DOCSIS

1.0 |1.1 (2.0 |3.0
20 TFTP IP Voo
21 IP v v v [V

TFTP
22 v v v
22.1 8 1 255 v v [V
222 16 1 65535 Voo
22.3 16 1 65535 Voo
22.4 32 1 v v |V
22.5 8 v v v
22.6 Actlnact v v |V
22.7 8 3 v v v
22.9 IPv4 v v v
22.9.1 3 v v v
IPv4 8

22.9.2 IP 16 258 v v v
2293 IPv4 IP v v |V
22.9.4 IPv4 IP v v |V
22.9.5 IPv4 IP v v |V
22.9.6 IPv4 IP v v |V
22.9.7 TCP/UDP 16 v v v
22.9.8 TCP/UDP 16 v v v
22.9.9 TCP/UDP 16 v v v
229.10 |TCP/UDP 16 v v v
22.10 LLC v v v

I Cisco Broadband Access Center
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DOCSIS ||
B-1 DOCSIS
DOCSIS
1.0 |1.1 |2.0 (3.0
22.10.1 MAC MAC v v |V
22.10.2 MAC MAC v v |V
22.10.3 Ethertype/DSAP/ 8 v v |V
MacType 16
22.11 IEEE 802.1P/Q v v
22.11.1 IEEE 802.1P User_Priority 8 8 v v [V
22.11.2 |IEEE 802.1Q VLAN_ID 16 v v v
22.12 IPV6 v
22.12.1 IPV6 3 v
8
22122 |IPv6 32 1 v
22.12.3  |IPv6 16 258 v
22124 |Ipv6 IPV6 v
22125  ||pv6 8 129 v
22126 |IPv6 IPV6 v
22.12.7  |IPv6 8 129 v
22.13 CM v
CMIM
22.43 v v v
22.43.8 ID oul v v v
22.43.5 L2VPN v |V
22.435.1 |VPNID v |V
22.435.2 |NSI v v
2243521 v o
22435.2.2 |IEEE 802.1Q 16 v v
22.435.2.3 ||EEE 802.1ad 32 v o

Cisco Broadband Access Center
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M  pocsis

B-1 DOCSIS

DOCSIS

1.0 [1.1 [2.0 [3.0
2243524 |MPLS Inet v v
2243525 |L2TPv3 Inet v
224353 |eSAFE DHCP v
224354 |cM v
224355 ID 0 16 v v
224356 ID 0 16 v
224357 ID 0 16 v
22.43.5.8 8 0 7 vV
22.43.5.9 16 v v
22.43.5.43
23 v v v
231 8 1 255 v v |V
232 16 1 65535 Voo
233 16 1 65535 v v
23.4 32 1 v v |V
235 8 v v v
23.6 v v v
23.7 8 3 v v v
23.8 v IV
23.9 IPva oo
23.9.1 3 vy

IPv4 8

23.9.2 IP 16 258 VoV
2393  |Ipva 1P vV
2394  |Ipv4 1P vV

I Cisco Broadband Access Center
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DOCSIS ||
B-1 DOCSIS
DOCSIS
1.0 (1.1 |2.0 |3.0
2395 IPv4 IP v v
23.9.6 IPv4 IP v v |V
23.9.7 TCP/UDP 16 v v v
23938 TCP/UDP 16 v v v
23.9.9 TCP/UDP 16 v IV v
23.9.10 |TCP/UDP 16 v v v
23.10 LLC v v
23.10.1 MAC MAC v v |V
23.10.2 MAC MAC v v |V
23.10.3  |Ethertype/DSAP/MacType 8 v v [V
16
23.11 IEEE 802.1P/Q v v v
23.11.1 |IEEE 802.1P User_Priority |8 8 v v |v
23.11.2  |IEEE 802.1Q VLAN_ID 16 v v |v
23.12 IPV6 v
23.12.1  |Ipve 3 v
8
23122 |IPv6 32 1 v
23.12.3  |IPv6 16 258 v
23124  |IPv6 IPv6 v
23.125 |IPv6 8 129 v
23.12.6  |IPv6 IPv6 v
23.12.7  |IPv6 8 129 v
23.43 v v v
23.435 L2VPN v |V
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M  pocsis

B-1 DOCSIS

DOCSIS

1.0 [1.1 (2.0 [3.0
23.435.1 |VPNID v
234352 |NSI v
23.435.2.1 v v
23.435.2.2 |IEEE 802.1Q 16 o
23.435.2.3 |IEEE 802.1ad 32 v
2343524 |MPLS Inet v v
2343525 |L2TPv3 Inet v
23.43.5.3 |eSAFE DHCP v |V
234354 |cM v v
23.4355 ID 0 16 v v
23.43.5.6 ID 0 16 v
23.435.7 ID 0 16 v
23.435.8 8 0o 7 v v
23.43.5.9 16 v v
23.43.5.43 v v
23.43.8 ID oul v v v
24 v v v
241 16 1 v v |V
24.3 16 v v v
24.4 ZTASCII v v
24.6 Qos 8 A
24.7 8 8 v v v
24.8 32 Vv
249 32 v v |V

Cisco Broadband Access Center

B-8
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DOCSIS u
B-1 DOCSIS
DOCSIS
1.0 (1.1 (2.0 (3.0

24.10 32 v v
24.11 16 v v |V
24.12 QoS 16 v v |V
24.13 QoS 16 v v |V
24.14 16 v v v
24.15 1 6 v v [V
24.16 / 32 512 v v |V
24.17 32 v v |V
24.18 32 v v |V
24.19 16 v v |V
24.20 32 v v |V
24.21 32 v v |V
24.22 8 128 v v |V
24.23 IPv4 8 vy
24.24 32 v v v
24.25 8 4 12 v
24.26 8 1248 v

16
24.27 SID 8 256 v
24.28 SID 32 429496729 v

6
24.29 SID 32 429496729 v

6
24.30 SID 16 65535 v
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M  pocsis

B-1 DOCSIS

DOCSIS

1.0 1.1 [2.0 3.0
24.31 32 v
24.32 32 v
24.33 32 v
24.34 32 v
24.43 QoS v v v
24.43.8 ID oul v v v
24435 [L2VPN v
24.435.1 |VPNID i
244352 |NSI vV
24.4352.1 v v
2443522 |IEEE 802.1Q 16 Y
2443523 |IEEE 802.1ad 32 v
2443524 |MPLS Inet v v
2443525 |L2TPv3 Inet v v
24.43.5.3 |eSAFE DHCP v |V
244354 |CM v v
244355 ID 0 16 v v
24.43.5.6 ID 0 16 v
24.43.5.7 ID 0 16 v v
24.435.8 8 0 7 v v
24.435.9 16 v v
24.435.43
25 v v v
25.1 16 1 v v v
25.3 16 v v v

I Cisco Broadband Access Center
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DOCSIS
B-1 DOCSIS
DOCSIS
1.0 [1.1
25.4 ZTASCII v
256 QoS 8 |8 v
25.7 8 8 v
25.8 32 \
25.9 32 v
25.10 32 v
25.11 16 v
25.12 QoS 16 v
25.13 QoS 16 v
25.14 32 \
25.23 IPv4 8
DSCP

25.31 32

25.32 32

25.33 32

25.34 32

25.43 QoS v
25.43.8 ID oul v
26 v
26.1 8 1 v
26.2 16 1 v
26.3 16 1 v
26.4 32 1 4
26.5 SrvChangeAct 4 v

Cisco Broadband Access Center
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B-1  DOCSIS

DOCSIS

1.0 1.1 |2.0 3.0
26.7 v v v

PHSF
26.8 8 v v v
PHSI
26.9 v v v
PHSM
26.10 8 v v v
PHSS
26.11 v v v
PHSV

26.13 8 v
26.43 PHS v v v
26.43.8 ID oul v v v
28 16 v v |V
29 v v v
32 cve v v v
33 cvC v v v
34 SnmpV3 Kickstart v v v
341 SnmpV3 Kickstart NVTASCII v v v
34.2 SnmpV3 Kickstart v v
35 v v v
36 CPE IPv4 1P v v v
37 v v v
38 SNMPvV3 v v v
38.1 SNMPv3 IPv4 |IP v v v
38.2 SNMPV3 UDP |16 v v v
38.3 SNMPV3 SNMP 5 v v v
38.4 SNMPV3 16 v v v
38.5 SNMPv3 16 255 Voo

I Cisco Broadband Access Center
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DOCSIS ||
B-1 DOCSIS
DOCSIS
1.0 1.1 [2.0 (3.0
38.6 oID v v
38.7 NVTASCII v v v
38.8 SNMPV3 IPV6 |IPV6 v
39 Enable 2.0 vV
40 Enable Test v |V
41 v v
41.1 v v
4111 16 v v
4112 32 62500 vV
41.2 v v
41.2.1 16 v v
41.2.2 32 62500 v
41.2.3 32 62500 v
41.2.4 32 v v
41.3 16 v |V
42 MAC MAC v
43 DOCSIS Voo
OUI FF-FF-FF
43.1 CM 32 v
ID
43.2 CM 32 v
43.3 CM 32 v
ID
434 CM ID 16 v
435 L2VPN v
435.1 VPNID v

Cisco Broadband Access Center
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M  pocsis

B-1 DOCSIS

DOCSIS

1.0 [1.1 [2.0 [3.0
435.2 NSI v
4352.1 v v
435.2.2 |IEEE 802.1Q 16 v
43523 ||EEE 802.1ad 32 v
43524 |MPLS Inet v v
43525 [L2TPv3 Inet v
4353  |eSAFE DHCP v v
435.4 CcM v
4355 ID 0 16 v
435.6 ID 0 16 v
435.7 ID 0 16 v
43.5.8 8 0o 7 v |V
4359 16 v
43.5.43 v
436 CMTS MIC v
43.6.1 CMTS MIC  HMAC |8 1 2 43 v
4362 CMTS MIC v
4363 CMTS MIC v
437 SAV v
43.7.1 CMTS ZTASCII 1 15 v v

SAV

437.2 SAV VoV
43721 |sav IPv4 IPV6 VoV
43722 |SAV 8 129 v
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DOCSIS ||
B-1 DOCSIS
DOCSIS
1.0 1.1 [2.0 (3.0
43.8 ID oul v v v
43.9 v
43.9.1 32 v
43.9.2 32 v
43.10 IP v
43.10.1 CMTS 1P [INVTASCII 1 15 v
43.10.2 IP v
43.10.2.1 8 v
43.10.2.2 v
43.10.2.3 IPv4 IPv6 v
43.10.2.4 8 129 v
43.10.2.5 IPv4 IPV6 v
43.10.2.6 8 129 v
43.10.3 16 v
43 DOCSIS v IV v
OUI 00-00-0C
43.1 32 v v
432 Sync 32 v Yo
43.3 NVTASCII v v |v v
434 16 VoIV
43.8 ID Oul v v v |V
43.9 v v |v v
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M  pocsis

B-1 DOCSIS
DOCSIS
1.0 (1.1 |2.0 [3.0
43.10 8 v v v |V
43.11 IP v v v |V
43.11.1 IP 8 v v vV |V
43.11.2 32 v o Iv v |V
43.128 10S NVTASCII v v
43.129 NVTASCII v v v |V
10S
43.131 I0S CLI NVTASCII v v v |V
43.132 1.0 Plus v v v |V
43.132.1 |1.0 Plus 1D 8 v v v |V
43.132.2 ID 8 v v v |V
43.132.3 16 1 65535 v o Iv v |V
43.132.4 32 1 65535 v v vV |V
43.132.5 8 0 127 v v vV |V
43.132.6 8 0 127 v v vV |V
43.132.7 16 0 4096 v v vV
43.132.8 v v |V |V
43.132.8.1 16 1 4096 v v vV |V
43.132.8.2 16 16 4096 v v vV |V
43.132.8.3 16 0 1000 v v v |V
43.132.9 8 1 16 v v v |V
43.132.10 v v |V |V
43.132.11 8 1 16 v v vV |V
43.132.12 NVTASCII v v v |V

I Cisco Broadband Access Center
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DOCSIS ||
B-1 DOCSIS
DOCSIS
1.0 [1.1 |2.0 |3.0
43.132.13 16 1 10080 v |V v
43.132.14 |cOS NVTASCII v v v |v
43.133 8 0 15 v v vV |V
ID

43.134 SuU NVTASCII v v v |v
45 v v

DUT
451 v v

DUT
45.2 v v

DUT

CMIM

53 SNMPv1v2c v
53.1 SNMPv1v2c ZTASCII 1 32 v
53.2 SNMPv1v2c v
53.2.1 SNMPv1v2c v
53.2.2 SNMPv1v2c v
53.3 SNMPv1v2c v
53.4 SNMPv1v2c ZTASCII 1 32 v
54 SNMPv3 v
54.1 SNMPv3 ZTASCII 1 32 v
54.2 SNMPV3 olID v
54.3 SNMPV3 1 16 v
54.4 SNMPv3 v
55 SNMP CPE CPE v
56 v
56.1 8 v
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B-1 DOCSIS

DOCSIS

1.0 1.1 [2.0 3.0
56.2 32 v
58 IPV6 v

IPV6 TFTP
59 TFTP IPV6 v
IPV6
60 v
60.1 8 1 255 v
60.2 16 1 65535 v
60.5 8 v
60.6 Actlnact v
60.7 8 3 v
60.9 IPv4 v
60.9.1 3 v
IPv4 8

60.9.2 1P 16 258 v
60.9.3 IPv4 P v
60.9.4 IPv4 IP v
60.95  |IPv4 IP v
60.9.6  |IPv4 IP v
609.7  |TCP/UDP 16 v
6098  |TCP/UDP 16 v
60.9.9  |TCP/UDP 16 v
60.9.10 |TCP/UDP 16 v
60.10 LLC v
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B-1 DOCSIS
DOCSIS
1.0 [1.1 |2.0 |3.0
60.10.1 MAC MAC v
60.10.2 MAC MAC v
60.10.3  |Ethertype/DSAP/MacType 8 16 v
60.11 IEEE 802.1P/Q v
60.11.1 IEEE 802.1P User_Priority 8 8 v
60.11.2  |IEEE 802.1Q VLAN_ID 16 v
60.12 IPV6 v
60.12.1 IPV6 3 v
8
60.12.2  |IPv6 32 1 v
60.12.3  |IPv6 16 258 v
60.12.4  |IPv6 IPV6 v
60.12.5  |IPv6 8 129 v
60.12.6  |IPv6 IPv6 v
60.12.7  |IPv6 8 129 v
60.13 CM v
CMIM
60.43 v
60.43.8 ID oul v
61 CPE IPv6 IPv6 N v
62 v
ID
63 CPE |16 v
IPv6
64 CMTS 4
64.1 IPv4 IPV6 v
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B-1 DOCSIS
DOCSIS
1.0 [1.1 |2.0 |3.0
64.2 IPv4 IPV6 v
64.3 v
CMIM
255 EOD v v v |V
PacketCable
B-2 BAC PacketCable MTA
B-2 PacketCable MTA
PacketCable
1.0 (1.1 1.5
11 SNMP  MIB 1 v v v
SNMPVarBind
38 SNMPv3 v v v
38.1 SNMPv3 IP IP v v v
38.2 SNMPv3 UDP |16 Voo
383  |SNMPv3 SNMP 5 o v
384  |SNMPv3 16 v v
38.5 SNMPvV3 16 255 v v
38.6 OoID v v |v
38.7 NVTASCII v v |v
43 v v |v
43.8 ID Oul v v |V
64 SNMP  MIB 2 v v v
SNMPVarBind
254 8 1 v v |v
/ 255
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CableHome
B-3 BAC CableHome
B-3 CableHome
CableHome
1.0

0 PAD v

NVTASCII v
10 SNMP OIDCF v
12 IP IP v
14 CPE MAC MAC
21 1P v

TFTP
28 SNMP  MIB SNMPVarBind v
32 cve v
33 cve v
34 SnmpV3 Kickstart 4
34.1 SnmpV3 Kickstart NVTASCII v
38 SNMPv3 v
38.1 SNMPv3 IP IP v
38.2 SNMPv3 UDP 16 v
38.3 SNMPv3 SNMP 1 v
38.4 SNMPV3 16 4
38.5 SNMPV3 16 4
38.6 OoID v
38.7 NVTASCII v
43 v
43.1 ID oul v
53 PS MIC PS 20 v
SHA-1

255 EOD v
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PacketCable DHCP
BAC

PacketCable PacketCable DHCP BAC
e Option122 BAC P.C-2
e Option177 BAC P.C-3
BPR_HOME/cnr_ep/conf/cnr_ep.properties Cisco Network
Registrar cNnr_ep.properties
PacketCable BAC

Application Programming Interface API;
RDU cnr_ep.properties

P.14-9 KeyGen

BAC PacketCable DHCP Option 122 RFC 3495 3594 PacketCable
DHCP Option 177 BAC Option 122 177
DHCP Option 122 177
eMTA
Option 122 177 DHCP BAC Option 177
Option 122
BPR_HOME/cnr_ep/conflcnr_ep.properties 1

| oL-12296-01-J
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M option122 BAC

Option 122 BAC

C-1 RFC 3495 RFC 3594  Option 122 BAC
C-1 DHCP Option 122 BAC

DHCP BAC

6 IP addr /cce/dns/primary

6 IP addr /ccc/dns/secondary

122.1 IP addr /cce/dhep/primary

122.2 IP addr /cce/dhep/secondary

122.3 FQDN [cce/prov/fadn
A

Option 122.3 BAC

122.4 Integer [ccelkerb/auth/backoff/nomTimeout
[cce/kerb/auth/backoff/maxTimeout
[cce/kerb/auth/backoff/maxRetries

1225 Integer /ccelkerb/app/backoff/nomTimeout
[cce/kerb/app/backoff/maxTimeout
/ccelkerb/app/backoff/maxRetries

122.6 String /ccelkerb/realm

122.7 Boolean [cccltgt

122.8 Integer [ccclprovitimer

122.9 Integer [ccce/security/ticket/invalidation

[/ccc/kerb/auth/backoff/nomTimeout  /ccc/kerb/auth/backoff/maxTimeout

[/ccc/kerb/auth/backoff/maxRetries

1

3

/ccc/kerb/app/backoff/nomTimeout  /ccc/kerb/app/backoff/maxTimeout
/ccc/kerb/app/backoff/maxRetries

3
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BAC

Option 177

Option 177 BAC
BAC
PacketCable Compliance Wave 26 Option 177 MTA
Option 122 Option 177
Option 177 BAC C-2
C-2 DHCP Option 177 BAC

Option 177 BAC

177.1 ip addr Ipktcbl/dhcp/primary

177.2 ip addr Ipktcbl/dhcp/secondary

177.3 fqdn /pktchbl/snmp/entity/fqdn

177.4 ip addr pktcbl/dns/primary

1775 ip addr Ipktcbl/dns/secondary

177.6 string Ipktcbl/snmp/realm

177.7 boolean /pktchl/snmpl/tgt

177.8 integer Ipktcbl/provisioning/timer

177.10 integer Ipktcbl/kerberos/authentication/backoff/nomTimeout
Ipktcbl/kerberos/authentication/backoff/maxTimeout
Ipktcbl/kerberos/authentication/backoff/maxRetries

177.11 integer Ipktcbl/kerberos/application/backoff/nomTimeout
Ipktcbl/kerberos/application/backoff/maxTimeout
Ipktcbl/kerberos/application/backoff/maxRetries

177.12 integer Ipktcbl/snmp/kerberos/ticket/invalidation
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API

Application Programming Interface API;
API
Java Cisco Broadband Access Center

(BAC)4.0 API Javadoc

DHCP
API API Javadoc

e API P.D-2
J P.D-5

| oL-12296-01-J

Cisco Broadband Access Center |



API |

Y

API

API

API

1 Provisioning APl Command Engine PACE

//
//
//
//
//
//

The PACE connection to use throughout the example. When
executing multiple batches in a single process, it is advisable
to use a single PACE connection that is retrieved at the start
of the application. When done with the connection, YOU MUST
explicitly close the connection with the releaseConnection ()
method call.

PACEConnection connection = null;

// Connect to the Regional Distribution Unit (RDU).
//
// The parameters defined at the beginning of this class are
// used here to establish the connection. Connections are
// maintained until releaseConnection() is called. If
// multiple calls to getInstance() are called with the same
// arguments, you must still call releaseConnection() on each
// connection you received.
//
// The call can fail for one of the following reasons:
// - The hostname / port is incorrect.
// - The authentication credentials are invalid.
try
{
connection = PACEConnectionFactory.getInstance (
// RDU host rduHost,
// RDU port rduPort,
// User name userName,
// Password password) ;
}
catch (PACEConnectionException e)
{
// Handle connection error:
System.out.println("Failed to establish a PACEConnection to [" +

userName + "@" + rduHost + ":" + rduPort + "]; " +
e.getMessage () ) ;

System.exit (1) ;

}

I Cisco Broadband Access Center
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// To perform any operations in the Provisioning API, you must
// first create a batch. As you add commands to the batch,

// nothing gets executed until you post the batch.

// Multiple batches can be started concurrently against a

// single connection to the RDU.

Batch myBatch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

getDetails(...)

// Use the Provisioning API to get all of the information for

// the specified MAC address. Since methods aren't actually

// executed until the batch is posted, the results are not

// returned until after post() completes. The getCommandStatus ()
// followed by getData() calls must be used to access the results
// once the batch is posted.

final DeviceID modemMACAddress = DeviceID.getInstance("1,6,00:11:22:33:44:55",
KeyType.MAC_ADDRESS) ;

List options = new ArrayList();
options.add(DeviceDetailsOption.INCLUDE_LEASE_INFO) ;

myBatch.getDetails (modemMACAddress, options);

Regional Distribution Unit RDU

// Executes the batch against the RDU. All of the
// methods are executed in the order entered.

BatchStatus bStatus = null;

try

{

// Post batch in synchronous fashion without a timeout. This method will block
until

// results are returned. Other API calls are available to submit a batch with
timeout // or in asynchronous (non-blocking) fashion.

bStatus = myBatch.post();

}

catch (ProvisioningException pe)

{

System.out.println("Failed to query for modem with MAC address [" +

modemMACAddress + "]; " + pe.getMessage());

System.exit (2) ;
}

| oL-12296-01-J
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// Check if any errors occurred during the execution of the

// batch. Exceptions occur during post() for truly exceptional
// situations such as failure of connectivity to RDU.

// Batch errors occur for inconsistencies such as no lease

// information for a device requiring activation. Command

// errors occur when a particular method has problems, such as
// trying to add a device that already exists.

//check batchStatus and commandStatus
//for any error

CommandStatus commandStatus = null;
if (batchStatus.getCommandCount () > 0)

{
commandStatus = batchStatus.getCommandStatus (0) ;
}
if (batchStatus.isError ()
|| commandStatus == null
|| commandStatus.isError())
{
System.out.println("Failed to query for modem with MAC address [" +
modemMACAddress + "]; " + bs.getStatusCode().toString() + ", "
+ bs.getErrorMessage()) ;
for (int i = 0; i < bs.getCommandCount(); i++)
{
CommandStatus cs = bs.getCommandStatus (i) ;
System.out.println("Cmd " + i + ": status code "
+ cs.getStatusCode() .toString() + ", " + cs.getErrorMessage());
}
}

// Successfully queried for device.

System.out.println("Queried for DOCSIS modem with MAC address ["+
modemMACAddress + "1");

// Display the results of the command (TreeMap is sorted). The
// data returned from the batch call is stored on a per-command
// basis. In this example, there is only one command, but if

// you had multiple commands all possibly returning results, you
// could access each result by the index of when it was added.
// The first method added is always index 0. From the status of
// each command, you can then access the accompanying data by

// using the getData() call. Since methods can return data of

// different types, you will have to cast the response to the

// type indicated in the Provisioning API documentation.

Map deviceData = (Map)bStatus.getCommandStatus(0).getDatal() ;
// Created a sorted map view

Map<String, Object> deviceDetails = new TreeMap (deviceData) ;
for (String key: deviceDetails.keySet())

System.out.println(" " + key + "=" + deviceDetails.get(key));

Cisco Broadband Access Center
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// Once the last batch has been executed, the connection can
// be closed to the RDU. It is important to explicitly

// close connections since it helps ensure clean shutdown of
// the Java virtual machine.

connection.releaseConnection() ;

P.D-6
P.D-9
P.D-11
P.D-13
P.D-16
P.D-17
P.D-20
100 P.D-24
P.D-26
P.D-28
2 P.D-29
NAT P.D-30
NAT P.D-31
DHCP P.D-32
P.D-33
RDU P.D-34
P.D-35
P.D-35
P.D-40
P.D-42
PacketCable eMTA P.D-43
PacketCable eMTA SNMP P.D-44
PacketCable eMTA P.D-46
DOCSIS p.D-48
P.D-50
P.D-53
CableHome WAN-MAN P.D-54
CableHome P.D-56
CableHome WAN-MAN P.D-58
CableHome WAN-MAN P.D-59
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DOCSIS
Web
DOCSIS
1 DOCSIS
2 BAC
IP
3 Web DNS Web
0SS
4
5
IP BAC BAC

// First we query the computer's information to find the

// modem's MAC Address. We use the computer IP Address (the web browser
// received this when the subscriber opened the service provider’s

// web interface

PACEConnection connection = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "changeme");

// NO_ACTIVATION is the activation mode because this is a query.
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device.
// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.
Batch batch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// register getAllForIPAddress to the batch
batch.getAllForIPAddress("10.0.14.38");

BatchStatus batchStatus = null;

// post the batch to RDU server

Cisco Broadband Access Center
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try

{

batchStatus = batch.post () ;
}

catch(ProvisioningException e)

{

e.printStackTrace() ;

}

// Get the LeaseResults object after posting a batch.

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;
LeaseResults computerLease = (LeaseResults)commandStatus.getDatal() ;
// Derive the modem MAC address from computer's network

// information. The "1,6" is a standard prefix for an Ethernet

// device. The fully qualify MAC Address is required by BACC
StringBuffer modemMACAddress = new StringBuffer () ;
modemMACAddress.append("1,6, ") ;

modemMACAddress.append (computerLease.getSingleLease () .get ("relay-agent-remote-id"))

// Create MacAddress object from the string
MACAddress modemMACAddressObject = new MACAddress (modemMACAddress.toString()) ;

List<DeviceID> modemDeviceIDList = new ArrayList<DeviceID>();
modemDeviceIDList.add (modemMACAddressObject) ;

// Create a new batch to add modem device
batch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// Register add API to the batch

batch.add (DeviceType.DOCSIS, modemDeviceIDList,
null, null, "0123-45-6789", "silver", "provisioned-cm", null);

// post the batch to RDU server
// Derive computer MAC address from computer's network information.

String computerMACAddress =
(String) computerLease.getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;

// Create a map for computer property.

Map<String, Object> properties = new HashMap<String, Object>();
properties.put (IPDeviceKeys.MUST BE_BEHIND_ DEVICE, modemMACAddress.toString());

List<DeviceID> compDeviceIDList = new ArrayList<DeviceID> () ;
MACAddress computerMACAddressObject = new MACAddress (computerMACAddress) ;

compDeviceIDList.add (computerMACAddressObject) ;

// Register add API to the batch

Cisco Broadband Access Center
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batch.add (DeviceType.COMPUTER, compDeviceIDList,
null, null, "0123-45-6789", null, "provisioned-cpe", properties);
try
{
batchStatus = batch.post();
}

catch(ProvisioningException e)

{
e.printStackTrace() ;

6 performOperation(DeviceOperation deviceOperation, DevicelD
devicelD, Map<String,Object> parameters

// Reset the computer
// Create a new batch

batch = connection.newBatch (
// No reset
ActivationMode.AUTOMATIC,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;
// Register performOperation command to the batch
batch.performOperation (DeviceOperation.RESET, modemMACAddressObject, null) ;
// Post the batch to RDU server
try
{
batchStatus = batch.post() ;

}
catch(ProvisioningException e)
{

e.printStackTrace() ;

}

Cisco Broadband Access Center
OL-12296-01-J |



| D API

Mmultiple System Operator MSO;

2 1
1 BAC
2 Web DNS
Web 0SS
3
4
IP BAC BAC

// First we query the computer's information to find the
// modem's MAC Address. We use the computer IP address (the web browser
// received this when the subscriber opened the service provider’s
// web interface.
PACEConnection connection = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "changeme") ;
// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device
// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.
Batch batch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;

// register getAllForIPAddress to the batch

batch.getAllForIPAddress ("10.0.14.39");
BatchStatus batchStatus = null;

// post the batch to RDU server

Cisco Broadband Access Center
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try

{

}

batchStatus = batch.post () ;

catch(ProvisioningException e)

{

}
//

e.printStackTrace() ;

Get the LeaseResults object after posting a batch.

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;

LeaseResults computerLease = (LeaseResults)commandStatus.getDatal() ;

// derive the modem MAC address from computer's network

//
//

information. The "1,6" is a standard prefix for an Ethernet
device. The fully qualify MAC Address is required by BACC

StringBuffer modemMACAddress = new StringBuffer();
modemMACAddress.append("1,6,");
modemMACAddress.append (computerLease.getSingleLease () .get ("relay-agent-remote-id"))

7

// derive computer MAC address from computer's network information.

String computerMACAddress =
(String) computerLease.getSingleLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;

//Create a map for computer property.

Map<String, Object> properties = new HashMap<String, Object>();

//
//
//
//
//

setting IPDeviceKeys.MUST_BE_BEHIND_DEVICE on the computer ensures
that when the computer boots, it will only receive its provisioned

access when it is behind the given device. If it is

not behind

the given device, it will receive default access (unprovisioned)

and hence fixed mode.

properties.put (IPDeviceKeys.MUST BE_BEHIND_DEVICE, modemMACAddress) ;

//
/7
//
//
/7

properties.put (IPDeviceKeys.MUST_ BE_IN_PROV_GROUP,

the IPDeviceKeys.MUST_BE_IN_PROV_GROUP ensures that
will receive its provisioned access only when it is
the specified provisioning group. This prevents the
(and/or) the modem from moving from one locality to
locality.

the computer
brought up in
computer
another

"bostonProvGroup") ;

List<DeviceID> compDeviceIDList = new ArrayList<DeviceID> () ;
MACAddress computerMACAddressObject = new MACAddress (computerMACAddress) ;
compDeviceIDList.add (computerMACAddressObject) ;

batch = connection.newBatch (

//

// No reset
ActivationMode.NO_ACTIVATION,

// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database
PublishingMode.NO_PUBLISHING) ;

register add API to the batch
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batch.add(
DeviceType.COMPUTER, // deviceType: Computer
compDeviceIDList, // compDeviceIDList: the list of DeviceIDs derived from
// computerLease
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerName
null, // class of service: get the default COS
"provisionedCPE", // dhpcCriteria: Network Registrar uses this to
// select a modem lease granting provisioned IP
address properties // device properties

// post the batch to RDU server

try
{
batchStatus = batch.post () ;
}
catch (ProvisioningException e)
{
e.printStackTrace() ;
}
}
}
5
BAC
You haven’t paid your bill so your Internet access has been disabled.
1

BAC

Cisco Broadband Access Center
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PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

//get all for owner ID

Batch batch = conn.newBatch() ;
batch.getAllForOwnerID("0123-45-6789") ;

BatchStatus batchStatus = null;

try
{
batchStatus = batch.post() ;
}
catch (Exception e)
{
e.printStackTrace() ;
}

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;

//batch success without error, retrieve the result

RecordSearchResults rcSearchResult = (RecordSearchResults)commandStatus.getDatal() ;
List<RecordData> resultList = rcSearchResult.getRecordDatal() ;

if (resultList != null)

{

// getting the data

for (int 1=0; i<resultList.size(); i++)
{

RecordData rd = resultList.get(i);
Map<String, Object> detailMap = rd.getDetails();

//get the deviceType from the detail map

String deviceType =
(String)detailMap.get (DeviceDetailsKeys.DEVICE_TYPE) ;

Key primaryKey = rd.getPrimaryKey () ;

//only interest in DOCSIS

if (DeviceType.getDeviceType (deviceType)
.equals (DeviceType.DOCSIS) )

//change COS

batch = conn.newBatch() ;
batch.changeClassOfService( (DeviceID)primaryKey, "DisabledCOS") ;

//change DHCPCriteria
batch.changeDHCPCriteria ( (DevicelID)primaryKey, "DisabledDHCPCriteria");

batchStatus = null;

try
{
batchStatus = batch.post () ;
}
catch (Exception e)
{
e.printStackTrace() ;
}
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}

//disable computer

else if (DeviceType.getDeviceType (deviceType)
.equals (DeviceType.COMPUTER) )

//change DHCPCriteria

batch = conn.newBatch() ;

batch.changeClassOfService( (DevicelID)primaryKey,
"DisabledComputerCOS") ;

batch.changeDHCPCriteria ( (DevicelD)primaryKey,
"DisabledComputerDHCPCriteria") ;

batchStatus = null;
try
{
batchStatus = batch.post() ;
}
catch (Exception e)
{
e.printStackTrace() ;

DisabledCOS

CPE

BAC

Cisco Broadband Access Center
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5 BAC IP

// First we query the computer's information to find the

// modem's MAC Address. We use the computer IP address (the web browser
// received this when the subscriber opened the service provider’s

// web interface

PACEConnection connection = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "changeme");

// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device
// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.
Batch batch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// register getAllForIPAddress to the batch
batch.getAllForIPAddress("10.0.14.38");

BatchStatus batchStatus = null;

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

// Get the LeaseResults object after posting a batch.

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;
LeaseResults computerLease = (LeaseResults)commandStatus.getDatal();
// derive computer MAC address from computer's network information.

String computerMACAddress =
(String) computerLease.getSinglelLease () .get (DeviceDetailsKeys.MAC_ADDRESS) ;
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List<DeviceID> compDeviceIDList = new ArrayList<DeviceID> () ;
MACAddress computerMACAddressObject = new MACAddress (computerMACAddress) ;
compDeviceIDList.add (computerMACAddressObject) ;

// NO_ACTIVATION will generate new configuration for the computer,
// however it will not attempt to reset it.

// NO_CONFIRMATION is the confirmation mode because we are not

// attempting to reset the computer because this cannot be done.

batch = connection.newBatch (
// No reset

ActivationMode.NO_ACTIVATION,

// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database
PublishingMode.NO_PUBLISHING) ;

// register add API to the batch

batch.add(

DeviceType.COMPUTER, // deviceType: Computer

compDeviceIDList, // compDeviceIDList: the list of DeviceIDs derived from
// computerLease

null, // hostName: not used in this example

null, // domainName: not used in this example

"0123-45-6789", // ownerName

null, // class of service: get the default COS

"provisionedCPE", // dhpcCriteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address

null // properties: not used

)

// post the batch to RDU server

try
{

batchStatus = batch.post() ;
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

N

IPDeviceKeys.MUST_BE_BEHIND_DEVICE
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Silver Gold

Silver Gold

2 BAC API

// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device
// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.
Batch batch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

// replace changeClassOfService to this. Make sure the comment
// on top of this line is still there.

batch.changeClassOfService (new MACAddress("1,6,00:11:22:33:44:55")
// the MACAddress object

"Gold") ;

// post the batch to the RDU

BatchStatus batchStatus = null;
try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;

Cisco Broadband Access Center
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Gold

2-b

BAC

s

unregister  API
API
CommandStatusCodes.CMD_ERROR_DEVICE_UNRE- GISTER_UNREGISTERED_ERROR

// MSO admin UI calls the provisioning API to get a list of
// all the subscriber's devices.

// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (

"localhost", 49187, "admin", "adminl23");

// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the device
// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.
Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,

// No need to confirm activation

ConfirmationMode.NO_CONFIRMATION,

Cisco Broadband Access Center
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// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
batch.getAllForOwnerID("0123-45-6789"

// query all the devices for this account number
)

BatchStatus batchStatus = null;

try
{
batchStatus = batch.post();
}
catch (Exception e)
{
e.printStackTrace() ;
}

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;

//batch success without error, retrieve the result

RecordSearchResults rcSearchResult = (RecordSearchResults)commandStatus.getDatal() ;
List<RecordData> resultList = rcSearchResult.getRecordDatal() ;

// We need to unregister all the devices behind each modem(s) or else the
// unregister call for that modem will fail.

if (resultList != null)
{

//Unregister the COMPUTER

for (int i=0; i<resultList.size(); i++)
{

RecordData rd = resultList.get(i);
Map<String, Object> detailMap = rd.getDetails();

//get the deviceType from the detail map

String deviceType = (String)detailMap.get (DeviceDetailsKeys.DEVICE_TYPE) ;

//only interest in DOCSIS

if (DeviceType.getDeviceType (deviceType) .equals (DeviceType.COMPUTER) )
{
Key primaryKey = rd.getPrimaryKey () ;

batch = conn.newBatch() ;
batch.unregister ( (DevicelID)primaryKey) ;

batchStatus = null;
try
{

batchStatus = batch.post() ;
}
catch(ProvisioningException e)
{

e.printStackTrace() ;

// for each modem in the retrieved list:

for (int i=0; i<resultList.size(); i++)

{

RecordData rd = resultList.get(i);

Map<String, Object> detailMap = rd.getDetails() ;

Cisco Broadband Access Center
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//get the deviceType from the detail map

String deviceType = (String)detailMap.get (DeviceDetailsKeys.DEVICE_TYPE) ;

//only interest in DOCSIS

if (DeviceType.getDeviceType (deviceType) .equals (DeviceType.DOCSIS))
{

Key primaryKey = rd.getPrimaryKey () ;

batch = conn.newBatch() ;

batch.unregister ( (DevicelD)primaryKey) ;

batchStatus = null;

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

// Create a new connection
PACEConnection conn =

PACEConnectionFactory.getInstance("localhost", 49187, "admin", "adminl23");

// NO_ACTIVATION is the activation mode because this is a query

// NO_CONFIRMATION is the confirmation mode because we are not

// attempting to reset the device

// NO_PUBLISHING is the publishing mode because we are not attempting

// to publish to external database.

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publisining to external database
PublishingMode.NO_PUBLISHING) ;
batch.getAllForOwnerID("0123-45-6789" // query all the devices for this
account // number

)

BatchStatus batchStatus = null;

try
{
batchStatus = batch.post();
}
catch (Exception e)
{
e.printStackTrace() ;
}
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CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;

//batch success without error, retrieve the result
RecordSearchResults rcSearchResult =
(RecordSearchResults)commandStatus.getDatal() ;

List<RecordData> resultList = rcSearchResult.getRecordDatal() ;

if (resultList != null)
{

// for each modem in the retrieved list, delete it
for (int 1=0; i<resultList.size(); i++)

RecordData rd = resultList.get(i);
Map<String, Object> detailMap = rd.getDetails();

//get the deviceType from the detail map

String deviceType = (String)detailMap.get (DeviceDetailsKeys.DEVICE_TYPE) ;

//only interest in DOCSIS

if (DeviceType.getDeviceType (deviceType) .equals (DeviceType.DOCSIS))

{

Key primaryKey = rd.getPrimaryKey () ;
//change COS

batch = conn.newBatch() ;
batch.delete( (DevicelID)primaryKey, true);
batchStatus = null;

try

{

batchStatus = batch.post();

}

catch(ProvisioningException e)

{

e.printStackTrace() ;
}
}
}
}
DOCSIS
DOCSIS
1 DOCSIS
2 BAC
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BAC

/7
PAC

Bat

//
/7
//
//
/7
//
//
/7
//
//

Lis

pro

bat

Bat

/7

try
{

DNS
0SS

IP BAC

Create a new connection

EConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

ch batch = conn.newBatch (

// No reset

ActivationMode.NO_ACTIVATION,

// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
NO_ACTIVATION is the activation mode because this is a
query. NO_CONFIRMATION is the confirmation mode because
we are not attempting to reset the device.
First we query the computer's information to find the
modem’s MAC address.
We use the computer’s IP address (the web browser
received this when the subscriber opened the service
provider’s web interface).
We also assume that "bostonProvGroup"

is the provisioning group used in that locality.

t<String> provGroupList = new ArrayList<String>();

vGroupList.add("bostonProvGroup") ;

ch.getAllForIPAddress ("10.0.14.38",

// ipAddress: restricted access computer lease
provGroupList

// provGroups: List containing provgroup

)

chStatus batchStatus = null;

post the batch to RDU server

batchStatus = batch.post () ;
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catch(ProvisioningException e)
{

e.printStackTrace() ;

// Get the LeaseResults object after posting a batch.

CommandStatus commandStatus = batchStatus.getCommandStatus(0) ;

LeaseResults computerLease = (LeaseResults)commandStatus.getDatal() ;

// Derive the modem MAC address from the computer's network

// information. The 1,6, is a standard prefix for an Ethernet
// device. The fully qualified MAC address is required by BACC

StringBuffer modemMACAddress = new StringBuffer();

modemMACAddress.append ("1,6,") ;

modemMACAddress.append (computerLease.getSingleLease() .get ("relay-agent-remote-id"))

7

//create MacAddress object from the string

MACAddress modemMACAddressObject

List<DeviceID> modemDeviceIDList

new MACAddress (modemMACAddress.toString()) ;

new ArrayList<DeviceID> () ;

modemDeviceIDList.add (modemMACAddressObject) ;

// NO_ACTIVATION is the activation mode because this is a query
// NO_CONFIRMATION is the confirmation mode because we are not

// attempting to reset the device

// NO_PUBLISHING is the publishing mode because we are not attempting
// to publish to external database.

batch = conn.newBatch (

// No reset

ActivationMode.NO_ACTIVATION,

// No need to confirm activation

ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

Map<String, Object> properties =

// Set the property PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED

new HashMap<String,

// to enable promiscuous mode on modem

Object> () ;

properties.put (PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED, Boolean.TRUE) ;

properties.put (PolicyKeys.COMPUTER_DHCP_CRITERIA,

// enable promiscuous mode by changing the technology default

batch.changeDefaults (DeviceType.DOCSIS,

properties, null);

// post the batch to RDU server

try
{

"provisionedCPE") ;

I Cisco Broadband Access Center

OL-12296-01-J |



API

batchStatus = batch.post();

}
catch(ProvisioningException e)
{
e.printStackTrace() ;
}

batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

// select a modem lease granting provisioned IP address

batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
modemDeviceIDList, // macAddress: derived from computer lease
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // ClassOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
null // properties:

performOperation(...)

// Reset the computer

// create a new batch

batch = conn.newBatch (
// No reset
ActivationMode.AUTOMATIC,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;

// register performOperation command to the batch

batch.performOperation (DeviceOperation.RESET,
modemMACAddressObject, null);

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

Cisco Broadband Access Center
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BAC

API

100
100

MAC

2 BAC

Owner ID

// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

// The activation mode for this batch should be NO_ACTIVATION.
// NO_ACTIVATION should be used in this situation because no

// network information exists for the devices because they

// have not booted yet. A configuration can’t be generated if no
// network information is present. And because the devices

// have not booted, they are not online and therefore cannot

// be reset. NO_CONFIRMATION is the confirmation mode because

// we are not attempting to reset the devices.

// Create a Map for the properties of the modem

Cisco Broadband Access Center
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Map properties;

// Set the property PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED to

// enable promiscuous mode on modem.

// This could be done at a system level if promiscuous mode

// is your default provisioning mode.

properties.put (PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED, Boolean.TRUE) ;

// The PolicyKeys.CPE_DHCP_CRITERIA is used to specify the DHCP
// Criteria to be used while selecting IP address scopes for

// CPE behind this modem in the promiscuous mode.

properties.put (PolicyKeys.COMPUTER_DHCP_CRITERIA, "provisionedCPE") ;

// enable promiscuous mode by changing the technology default

batch.changeDefaults (DeviceType.DOCSIS, properties,
BatchStatus batchStatus = null;

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

// for each modem MAC-address in list:
ModemLoop:
{
batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

// select a modem lease granting provisioned IP address

batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
modemMACAddressList, // modemMACAddressList: the list of deviceID
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // ClassOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
properties // properties:

)

try

{
batchStatus = batch.post() ;

}

catch(ProvisioningException e)

Cisco Broadband Access Center
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e.printStackTrace() ;
}
// end ModemLoop.

1
2
3
4 MAC
BAC CPE DHCP
Network Registrar
BAC
5

// MSO admin UI calls the provisioning API to pre-provision
// ~an HSD modem.

// Create a new connection

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;

// The activation mode for this batch should be NO_ACTIVATION.

// NO_ACTIVATION should be used in this situation because no
// network information exists for the modem because it has not

Cisco Broadband Access Center
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// booted. A configuration cannot be generated if no network

// information is present. And because the modem has not booted,
// it is not online and therefore cannot be reset.

// NO_CONFIRMATION is the confirmation mode because we are not
// attempting to reset the modem.

// Create a map for the properties of the modem.

Map<String, Object> properties = new HashMap<String, Object>();

// Set the property PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED
// to enable promiscuous mode on modem

properties.put (PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED, Boolean.TRUE) ;

properties.put (PolicyKeys.COMPUTER_DHCP_CRITERIA, "provisionedCPE") ;

// enable promiscuous mode by changing the technology default
batch.changeDefaults (DeviceType.DOCSIS, properties, null);
BatchStatus batchStatus = null;

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

batch = conn.newBatch(
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
MACAddress macAddressObject = new MACAddress("1,6,00:11:22:33:44:55");

List<DeviceID> modemDeviceIDList = new ArrayList<DeviceID> () ;
modemDeviceIDList.add (macAddressObject) ;

batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
modemDeviceIDList, // macAddress: derived from computer lease
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // ClassOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
null // properties:

// post the batch to RDU server

try

| oL-12296-01-J
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batchStatus = batch.post();

}
catch(ProvisioningException e)

{

e.printStackTrace() ;

6 BAC

7 BAC

v

MAC

1 MAC MAC

// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");
batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation

ConfirmationMode.NO_CONFIRMATION,

// No publishing to external database

Cisco Broadband Access Center
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PublishingMode.NO_PUBLISHING) ;

MACAddress macAddressObject = new MACAddress("1,6,00:11:22:33:44:55");
List<DeviceID> modemDeviceIDList = new ArrayList<DeviceID>();
modemDeviceIDList.add (macAddressObject) ;

// o0ld macAddress: unique identifier for the old modem
MACAddress oldMacAddress = new MACAddress("1,6,00:11:22:33:44:55");

// new macAddress: unique identifier for the new modem

MACAddress newMacAddress = new MACAddress("1,6,00:11:22:33:44:66");
List<DeviceID> newDeviceIDs = new ArrayList<DeviceID>();
newDeviceIDs.add (newMacAddress) ;

batch.changeDevicelID(oldMacAddress, newDevicelDs) ;

// post the batch to RDU server

try
{
batchStatus = batch.post () ;
}
catch (ProvisioningException e)
{
e.printStackTrace() ;
}
}
2
3
2
2
API
CPE
1 2
2
CPE BAC
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NAT
Network Address Translation NAT; DHCP
DOCSIS 5
NAT
1 NAT DHCP
2 BAC
3 DHCP IP
4 DNS
0SS
5
NAT
NAT
P.D-6
~
NAT
NAT
NAT
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NAT

NAT DHCP

v

API

NAT
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DHCP

Network Registrar IP
DHCP DHCP
IP
1 DOCSIS DHCP newmodemCriteria

// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");
Batch batch = conn.newBatch (
// No reset
ActivationMode.AUTOMATIC,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// AUTOMATIC is the Activation mode because we are attempting
// to reset the modem so that a phone line is disabled
// NO_CONFIRMATION is the Confirmation mode because we don't
// want the batch to fail if we can't reset the modem.
// This use case assumes that the DOCSIS modem has been
// previously added to the database
batch.changeDHCPCriteria (
new MACAddress("1l,6,ff:00:ee:11:dd:22"), // Modem's MAC address or FQDN
"newmodemCriteria"
)

// post the batch to RDU server

BatchStatus batchStatus = null;

try

{
batchStatus = batch.post() ;

}

catch(ProvisioningException e)

{
e.printStackTrace() ;

}

}
2 newmodemCriteria IP
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DeviceAdapter
DeviceListener

deletedDevice(DeviceEvent ev)

public DeviceDeletionLogger
extends DeviceAdapter

//Extend the DeviceAdapter class.

{
public void deletedDevice (DeviceEvent ev)
//Override deletedDevice.
{
logDeviceDeletion (ev.getDeviceID()) ;
//Log the deletion.
}
}
PACEConnection

DeviceDeletionLogger deviceDeletionLogger =
new DeviceDeletionLogger () ;

// Modem's MAC address or FQDN "newmodemCriteria"
DeviceEventQualifier qualifier = new DeviceEventQualifier();
// We are interested only in device deletion.
qualifier.setDeletedDevice () ;

// Add device listener using PACEConnection

connection.addDevicelListener (deviceDeletionLogger, qualifier
)

Cisco Broadband Access Center
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RDU

RDU

1 MessagingAdapter
MessagingListener
connectionStopped(MessagingEvent ev)

// Extend the service provider'’s Java program using the
// provisioning client to receive Messaging events.
public MessagingNotifier

extends MessagingAdapter

//Extend the MessagingAdapter class.

{
public void connectionStopped (MessagingEvent ev)
//Override connectionStopped.
{
doNotification(ev.getAddress(), ev.getPort());
//Do the notification.
}
}

2 PACEConnection

MessagingQualifier qualifier =new MessagingQualifier();
qualifier.setConnectionDown () ;

MessagingNotifier messagingNotifier = new MessagingNotifier();
connnection.addMessaginglListener (messagingNotifier, qualifier

)

PACEConnection RDU

Cisco Broadband Access Center
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BatchAdapter
BatchListener
completion(BatchEvent ev)

public BatchCompletionLogger
extends BatchAdapter

//Extend the BatchAdapterclass.

public void completion (BatchEvent ev)

//Override completion.

{
logBatchCompletion (ev.BatchStatus () .getBatchID()) ;
//Log the completion.

PACEConnection

BatchCompletionLogger batchCompletionLogger = new BatchCompletionLogger () ;
BatchEventQualifier qualifier = new BatchEventQualifier();
connection.addBatchListener (batchCompletionLogger , qualifier

)

MAC

MAC

Cisco Broadband Access Center
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2 BAC

// The host name or IP address of the RDU. It is

// recommended that you normally use a fully-qualified domain name
// since it lends itself to the greatest flexibility going forward.
// For example, you could change the host running RDU without

// having to reassign IPs. For that reason, having an alias for

// the machine is better than a specific name.

final String rduHost = "localhost";

// The port number of RDU on the server.

final int rduPort = 49187;

// The user name for connecting to RDU.

final String userName = "admin";

// The password to use with the username.

final String password = "changeme";

A e e e
// DEVICE PARAMETERS, see IPDevice.getDetails()

/] T oo

// The MAC address of the modem to be queried. MAC addresses in BAC
// must follow the simple "1,6,XX:XX:XX:XX:XX:XX" format.

final DeviceID modemMACAddress = DeviceID.getInstance("1,6,00:11:22:33:44:55",
KeyType .MAC_ADDRESS) ;

// The PACE connection to use throughout the example. When

// executing multiple batches in a single process, it is advisable
// to use a single PACE connection that is retrieved at the start
// of the application. When done with the connection, YOU MUST

// explicitly close the connection with the releaseConnection()

// method call.

PACEConnection connection = null;

// 1) Connect to the Regional Distribution Unit (RDU).

//

// The parameters defined at the beginning of this class are
// used here to establish the connection. Connections are

// maintained until releaseConnection() is called. If

// multiple calls to getInstance() are called with the same
// arguments, you must still call releaseConnection() on each
// connection you received.

//

// The call can fail for one of the following reasons:

// - The hostname / port is incorrect.

// - The authentication credentials are invalid.

try

{

connection = PACEConnectionFactory.getInstance (
// RDU host rduHost,

// RDU port rduPort,

// User name userName,

// Password password

)

}

catch (PACEConnectionException e)
{

// failed to get a connection

Cisco Broadband Access Center
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System.out.println("Failed to establish a PACEConnection to [" +
userName + "@" + rduHost + ":" + rduPort + "]; " +
e.getMessage () ) ;

System.exit (1) ;

}

// 2) Create a new batch instance.

//

// To perform any operations in the Provisioning API, you must
// first start a batch. As you make commands against the batch,
// nothing will actually start until you post the batch.

// Multiple batches can be started concurrently against a

// single connection to the RDU.

Batch myBatch = connection.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// 3) Register the getDetails(...) with the batch.
// Use the Provisioning API to get all of the information for
// the specified MAC address. Since methods aren't actually
// executed until the batch is posted, the results are not
// returned until after post() completes. The getCommandStatus ()
// followed by getData() calls must be used to access the results

// once the batch is posted.

final DeviceID modemMACAddress = DeviceID.getInstance("1,6,00:11:22:33:44:55",
KeyType .MAC_ADDRESS) ;

List options = new ArrayList();
options.add (DeviceDetailsOption.INCLUDE_LEASE_INFO) ;

myBatch.getDetails (modemMACAddress, options);

// 4) Post the batch to the server.

//

// Executes the batch against the RDU. All of the

// methods are executed in the order entered and the data

// changes are applied against the embedded database in RDU.

BatchStatus bStatus = null;

try
{
bStatus = myBatch.post();
}
catch (ProvisioningException pe)
{
System.out.println("Failed to query for modem with MAC address [" +

modemMACAddress + "]; " + pe.getMessage());

System.exit (2) ;

}

// 5) Check to see if the batch was successfully posted.

//

// Verify if any errors occurred during the execution of the
// batch. Exceptions occur during post() for truly exception
// situations such as failure of connectivity to RDU.

// Batch errors occur for inconsistencies such as no lease

Cisco Broadband Access Center
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// information for a device requiring activation. Command
// errors occur when a particular method has problems, such as
// trying to add a device that already exists.

if (bStatus.isError())
{
// Batch error occurred.

System.out.println("Failed to query for modem with MAC address [" +
modemMACAddress + "]; " + bStatus.getErrorMessage());

System.exit (3) ;
}

// Successfully queried for device.
System.out.println("Queried for DOCSIS modem with MAC address ["+
modemMACAddress + "1");

// Display the results of the command (TreeMap is sorted). The
// data returned from the batch call is stored on a per-command
// basis. In this example, there is only one command, but if

// you had multiple commands all possibly returning results, you
// could access each result by the index of when it was added.
// The first method added is always index 0. From the status of
// each command, you can then access the accompanying data by

// using the getData() call. Since methods can return data of

// different types, you will have to cast the response to the

// type indicated in the Provisioning API documentation.

Map<String, Object> deviceDetails = new HashMap<String,
Object> ( (Map)bStatus.getCommandStatus (0) .getData()) ;

String deviceType = (String)deviceDetails.get (DeviceDetailsKeys.DEVICE_TYPE) ;
String macAddress = (String)deviceDetails.get (DeviceDetailsKeys.MAC_ADDRESS) ;
String fgdn = (String)deviceDetails.get (DeviceDetailsKeys.FQDN) ;

String duid = (String)deviceDetails.get (DeviceDetailsKeys.DUID) ;

String host = (String)deviceDetails.get (DeviceDetailsKeys.HOST) ;

String domain = (String)deviceDetails.get (DeviceDetailsKeys.DOMAIN) ;

// if the device is DocsisModem, get the COS

String cos = (String)deviceDetails.get (DeviceDetailsKeys.CLASS_OF_SERVICE) ;
String dhcpCriteria = (String)deviceDetails.get (DeviceDetailsKeys.DHCP_CRITERIA) ;
String provGroup = (String)deviceDetails.get (DeviceDetailsKeys.PROV_GROUP) ;

Boolean isProvisioned =

(Boolean)deviceDetails.get (DeviceDetailsKeys.IS_PROVISIONED) ;

String ownerID = (String)deviceDetails.get (DeviceDetailsKeys.OWNER_ID) ;

Boolean isRegistered = (Boolean)deviceDetails.get (DeviceDetailsKeys.IS_REGISTERED) ;
String oidNumber =

(String)deviceDetails.get (GenericObjectKeys.OID_REVISION_NUMBER) ;

// 1if the device is a modem, get the device behind
String relayAgentMacAddress =

(String)deviceDetails.get (DeviceDetailsKeys.RELAY_AGENT_MAC) ;
String relayAgentDUID =

(String)deviceDetails.get (DeviceDetailsKeys.RELAY_AGENT_DUID) ;

// get the map of Device property

Cisco Broadband Access Center
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Map deviceProperties = (Map)deviceDetails.get (DeviceDetailsKeys.PROPERTIES) ;

// get the map of discovery data v4

Map dhcpdiscovermapvéd =
(Map)deviceDetails.get (DeviceDetailsKeys.DISCOVERED_DATA_DHCPV4) ;

// if discovery data is not null, get the inform, response, request and environment
// map from discovery data map

Map dhcpInformMap = (Map)dhcpdiscovermapvéd.get ("INFORM") ;
Map dhcpRespMap = (Map)dhcpdiscovermapv4d.get ("RESPONSE") ;
Map dhcpRegMap = (Map)dhcpdiscovermapvé.get ("REQUEST") ;

Map dhcpEnvMap = (Map)dhcpdiscovermapv4d.get ("ENVIRONMENT") ;

// get the map of lease query vi4

Map leasemapv4 = (Map)deviceDetails.get (DeviceDetailsKeys.LEASE_QUERY_DATA_DHCPV4) ;
String leaseTime = (String)leasemapvi4.get (CNRNames.DHCP_LEASE TIME.toString()) ;
String rebindingTime =

(String) leasemapv4.get (CNRNames .DHCP_REBINDING_TIME.toString()) ;

String clientLastTransTime =
(String) leasemapv4.get (CNRNames.CLIENT LAST TRANSACTION_TIME.toString());
String clientIPAddress=
(String) leasemapv4.get (CNRNames .CLIENT_IPADDRESS.toString());
String relayAgentRemoteID=
(String) leasemapv4.get (CNRNames .RELAY_AGENT_REMOTE_ID.toString()) ;
String relayAgentCircuitID=
(String) leasemapv4.get (CNRNames.RELAY_AGENT_CIRCUIT_ID.toString());

// get the map of discovery DHCP v6

Map dhcpdiscovermapvé =
(Map)deviceDetails.get (DeviceDetailsKeys.DISCOVERED_DATA_DHCPV6) ;

// if discovery data is not null , get the inform, response, request and
environment
// map from discovery data map

Map dhcpvéeInformMap = (Map)dhcpdiscovermapv6.get ("INFORM") ;

Map dhcpv6RespMap = (Map)dhcpdiscovermapvé.get ("RESPONSE") ;

Map dhcpv6RegMap = (Map)dhcpdiscovermapvé.get ("REQUEST") ;

Map dhcpv6RelRegMap = (Map)dhcpdiscovermapvé.get ("RELAY_REQUEST") ;

Map dhcpv6EnvMap = (Map)dhcpdiscovermapvé.get ("ENVIRONMENT") ;

// get the map of lease query V6

Map leasemapvé6 = (Map)deviceDetails.get (DeviceDetailsKeys.LEASE_QUERY_DATA_DHCPV6) ;

String ilaprefixkey = (String)leasemapvé6.get (CNRNames.IAPREFIX.toString());
String iaaddrkey = (String)leasemapvé6.get (CNRNames.IAADDR.toString()) ;
String leasetimev6 = (String)leasemapvé6.get (CNRNames.VALID_LIFETIME.toString());
String renewaltimevé6 =
(String) leasemapvé6 .get (CNRNames . PREFERRED_LIFETIME. toString()) ;
String dhcplasttranstimevé =
(String) leasemapvé .get (CNRNames .CLIENT LAST_TRANSACTION_TIME) ;
String clientIpAddressv6 = (String)leasemapvé6.get (CNRNames.CLIENT_IPADDRESS) ;
String relayagentremoteidvé =
(String) leasemapvé .get (CNRNames .RELAY_AGENT_REMOTE_ID) ;
String relayagentcircuitidvé =
(String) leasemapvé6 .get (CNRNames .RELAY_AGENT_CIRCUIT_ID) ;
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DOCSIS

DOCSIS

2 BAC DOCSIS MAC

public static void getAllDevicesByDeviceType () throws Exception {
DeviceSearchType dst = DeviceSearchType.getByDeviceType (
DeviceType.getDeviceType (DeviceTypeValues.DOCSIS_MODEM) ,
ReturnParameters.ALL) ;

RecordSearchResults rs = null;
SearchBookmark sb = null;

rs = searchDevice(dst, sb);
sb = rs.getSearchBookmark() ;

while (sb != null)

{
// print out the data in the record search result.
sb = printRecordSearchResults(rs) ;

// call the search routine again
rs = searchDevice(dst, sb);

}
private static RecordSearchResults searchDevice (DeviceSearchType dst,
SearchBookmark sb) throws Exception {
RecordSearchResults rs = null;
final Batch batch = s_conn.newBatch() ;
final int numberOfRecordReturn = 10;

//calling the search API
batch.searchDevice (dst, sb, numberOfRecordReturn) ;

// Call the RDU.
BatchStatus batchStatus = batch.post();

// Check for success.
CommandStatus commandStatus = null;

if (0 < batchStatus.getCommandCount ())
{
commandStatus = batchStatus.getCommandStatus(0) ;
}
//check to see if there is an error
if (batchStatus.isError()
| | batchStatus.isWarning()
|| commandStatus == null
|| commandStatus.isError())
{
System.out.println("report batch error.");
return null;

Cisco Broadband Access Center
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//batch success without error, retrieve the result
//this is a list of devices

rs = (RecordSearchResults)commandStatus.getDatal() ;
return rs;

private static SearchBookmark printRecordSearchResults (RecordSearchResults rs)
throws Exception {

SearchBookmark sb = rs.getSearchBookmark() ;

List<RecordData> rdlist = rs.getRecordDatal();
Iterator<RecordData> iter = rdlist.iterator();

while (iter.hasNext())

{
RecordData rdObj = iter.next();
Key keyObj = rdObj.getPrimaryKey () ;

System.out.println("DeviceOID: " + ((DeviceID)keyObj) .getDeviceId());

//this is for secondary keys.
List<Key> deviceList = rdObj.getSecondaryKeys () ;

if (deviceList != null && !deviceList.isEmpty())
{

for (int i=0; i<deviceList.size(); i++)

{

Key key = deviceList.get(i);
System.out.println("DeviceID : " + key.toString());

}

return sb;

Cisco Broadband Access Center
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1
2 BAC MAC
MAC P.D-40

DevicelIDPattern pattern = new MACAddressPattern("1l,6,22:49:*");
DeviceSearchType dst = DeviceSearchType.getDevices (pattern, ReturnParameters.ALL) ;
// To set up search for class of service:
DeviceSearchType searchType = DeviceSearchType.getByClassOfService (
new ClassOfServiceName (name), AssociationType
.valueOf (association), ReturnParameters.ALL) ;

3 BAC

MAC

// calling the search procedure

rs searchDevice (connection, dst, sb);
sb = processRecordSearchResults(rs) ;

if (rs != null)

while (sb != null)
{
// The search returns a search bookmark, which can be used to make
// the next search call that would return next set of results

rs = searchDevice (connection, dst, sb);
sb = processRecordSearchResults(rs) ;

Cisco Broadband Access Center
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PacketCable eMTA

PacketCable
MTA

MTA MTA

eMTA
DHCP
BAC
// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");
Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;
// Let’s provision the modem and the MTA component in the same
// batch. This can be done because the activation mode of this
// batch is NO_ACTIVATION. More than one device can be operated
// on in a batch if the activation mode does not lead to more
// than one device being reset.
// To add a DOCSIS modem:
List<DeviceID> modemDeviceIDList = new ArrayList<DeviceID>();
modemDeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:06")) ;
batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
modemDeviceIDList, // macAddress: scanned from the label
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // classOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
null // properties: not used
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3 MTA
BAC

List<DeviceID> packetcableMTADeviceIDList =

DHCP

new ArrayList<DevicelID> () ;

packetcableMTADeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:07"));

// Continuation of the batch in Step2

// To add the MTA component:

batch.add(
DeviceType.PACKET CABLE_MTA,
packetcableMTADeviceIDList,
null,
auto
null,

"0123-45-6789",
system

"Silver",
"provisionedMTA",

null
)

BatchStatus batchStatus = null;

// post the batch to RDU server

try
{
batchStatus = batch.post();
}
catch(ProvisioningException e)

{

e.printStackTrace() ;

4 MTA

5 MTA

PacketCable eMTA SNMP

SNMP Element Manager

//
//
//

//
//
//
//
//

//
//
//
//
//

deviceType: PACKET_CABLE_MTA

macAddress: scanned from the label

hostName: not used in this example, will be
// generated

domainName: not used in this example, will be

auto generated. The FgdnKeys.AUTO_FQDN_DOMAIN

property must be set somewhere in the property

hierarchy.

ownerID: here, account number from billing
ClassOfService

DHCP Criteria: Network Registrar uses this to

select an MTA lease granting provisioned IP
address
properties: not used

PacketCable eMTA

Element Manager PacketCable eMTA SNMPv3
Y
RW MIB BAC eMTA
eMTA MIB MTA

Cisco Broadband Access Center
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API performOperation(...) MTA MAC
MTA Element

Manager SNMP

// Create a new connection
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;
// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.
// NO_CONFIRMATION is the confirmation mode because we are
// not attempting to reset the device.
// The goal here is to create a new user on the MTA indicated
// by the MAC address. The other parameter needed here is the new
// user name, which is passed in the Map.
// Create a map that contains one element - the name of

// the new user to be created on the MTA

HashMap<String, Object> map = new HashMap<String, Object>();
map.put ( SNMPPropertyKeys.CLONING_USERNAME, "newUser" );

// The first param is the actual device operation to perform.

batch.performOperation (

DeviceOperation.ENABLE_SNMPV3_ACCESS, // deviceOperation
ENABLE_SNMPV3_ACCESS

new MACAddress("1,6,00:00:00:00:00:99"), // macORFgdn : MAC Address of the
modem

map // parameters: operation specific

// parameters
)

BatchStatus batchStatus = null;
// post the batch to RDU server

try
{
batchStatus = batch.post();

}
catch(ProvisioningException e)

{

e.printStackTrace() ;

API 1 MTA
SNMPv3
BAC 2
RDU auth priv
auth priv
eMTA

| oL-12296-01-J
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|
Y
auth priv rdu.properties
SNMPPropertyKeys . CLONING_AUTH_PASSWORD /snmp/cloning/auth/password
SNMPPropertyKeys .CLONING_PRIV_PASSWORD /snmp/cloning/priv/password
3
SNMPv3 MTA
PacketCable eMTA
PacketCable eMTA 1
eMTA 2
eMTA 2
Y
eMTA 2
1 BAC API eMTA
eMTA 2
eMTA eMTA

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;
// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.
// NO_CONFIRMATION is the Confirmation mode because we are not
// disrupting the device.
batch.changeClassOfService (
new MACAddress("1,6,ff:00:ee:11:d4d:22"), / eMTA’'s MAC address or FQDN

"twoLineEnabledCOS" // This COS supports two lines.
)

Cisco Broadband Access Center
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BatchStatus batchStatus = null;

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

BAC eMTA  SNMP
eMTA

// The goal here is to enable a second phone line, assuming one
// phone line is currently enabled. We will be adding a new
// row to the pktcNcsEndPntConfigTable.

batch = conn.newBatch(
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION) ;

// NO_ACTIVATION is the activation mode because we don’t want to
// reset the device.

// NO_CONFIRMATION is the confirmation mode because we are

// not attempting to reset the device.

// Create a map containing one element - the list of SNMP

// variables to set on the MTA

HashMap<String, Object> map = new HashMap<String, Object>();
// Create an SnmpVarList to hold SNMP varbinds
SnmpVarList list = new SnmpVarList () ;

// An SnmpVariable represents an oid/value/type triple.

// pktcNcsEndPntConfigTable is indexed by the IfNumber, which in this case we will
// assume is interface number 12 (this is the last number in each of the oids
below) .

// The first variable represents the creation of a new row in

// pktcNcsEndPntConfigTable we are setting the RowStatus

// column (column number 26). The value of 4 indicates that

// a new row is to be created in the active state.

SnmpVariable variable = new SnmpVariable( ".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.26.12",
"4", SnmpType.INTEGER ) ;
list.add( variable );

// The next variable represents the call agent id for this new
// interface, which we'll assume is 'test.com'

variable = new SnmpVariable( ".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.1.12", "test.com",
SnmpType.STRING ) ;
list.add( variable );

// The final variable represents the call agent port

| oL-12296-01-J
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variable = new SnmpVariable( ".1.3.6.1.4.1.4491.2.2.2.1.2.1.1.2.12", "2728",
SnmpType.INTEGER ) ;

list.add( variable );

// Add the SNMP variable list to the Map to use in the APT call

map.put ( SNMPPropertyKeys.SNMPVAR_LIST, list );

// Invoke the BACC API to do incremental update on the eMTA.

batch.performOperation (

DeviceOperation.INCREMENTAL_UPDATE, // device operation
new MACAddress("1,6,00:00:00:00:00:99"), // MAC Address
map // Parameters for the operation

)
// post the batch to RDU server

try
{

batchStatus = batch.post();
}

catch(ProvisioningException e)

{
e.printStackTrace() ;

3 eMTA 2 1
eMTA

DOCSIS

2 CPE
Gold DOCSIS

DOCSIS DOCSIS
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2 Gold DHCP
BAC

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation

ConfirmationMode.NO_CONFIRMATION) ;

Map<String, Object> properties = new HashMap<String, Object>();

// Set the property PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED to enable
// promiscuous mode on modem

properties.put (PolicyKeys.COMPUTER_PROMISCUOUS_MODE_ENABLED, Boolean.TRUE) ;
// enable promiscuous mode by changing the technology default
batch.changeDefaults (DeviceType.DOCSIS, properties, null) ;

BatchStatus batchStatus = null;

// post the batch to RDU server

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

// No CPE DHCP Criteria is specified.

// The CPE behind the modem will use the default provisioned

// promiscuous CPE DHCP criteria specified in the system defaults.
// This custom property corresponds to a macro variable in the

// DOCSIS template for “gold” class of service indicating the

// maximum number of CPE allowed behind this modem. We set it

// to two sets of CPE from this customer.

properties = new HashMap<String, Object>();
properties.put ("docsis-max-cpes", "2");

batch = conn.newBatch(
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;

// To add a DOCSIS modem:

List<DeviceID> deviceIDList = new ArrayList<DevicelID>() ;

Cisco Broadband Access Center
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deviceIDList.add(new MACAddress("1,6,01:02:03:04:05:06"));

deviceType: DOCSIS

macAddress: scanned from the label
hostName: not used in this example
domainName: not used in this example

ownerID: here,
classOfService:

account number from billing system

DHCP Criteria: Network Registrar uses this to
select a modem lease granting provisioned IP address
properties:

batch.add(
DeviceType.DOCSIS, //
deviceIDList, //
null, //
null, //
"0123-45-6789", //
"gold", //
"provisionedCM", //

//

properties //

)

try

{
batchStatus = batch.post();

}

catch (ProvisioningException e)

{
e.printStackTrace() ;

}

BAC API

s

MAC

I Cisco Broadband Access Center
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2 BAC
MSO

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
final DeviceID modemMACAddress = DeviceID.getInstance("1,6,00:11:22:33:44:55",
KeyType .MAC_ADDRESS) ;
List<DeviceDetailsOption> options = new ArrayList<DeviceDetailsOption>();
options.add (DeviceDetailsOption.INCLUDE_LEASE_INFO) ;
// MSO admin UI calls the provisioning API to query the details
// for the requested device. Query may be performed based on MAC
// address or IP address, depending on what is known about the
// device.
batch.getDetails (modemMACAddress, options);

// post the batch to RDU server

BatchStatus batchStatus = null;

try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;
}

Cisco Broadband Access Center
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3 DHCP
BAC API

Map<String, Object> deviceDetails = new TreeMap ( (Map<String,
Object>)batchStatus.getCommandStatus (0) .getData()) ;

// extract device detail data from the map

String deviceType = (String)deviceDetails.get (DeviceDetailsKeys.DEVICE_TYPE) ;
String macAddress = (String)deviceDetails.get (DeviceDetailsKeys.MAC_ADDRESS) ;
String relayAgentID = (String)deviceDetails.get (DeviceDetailsKeys.RELAY_AGENT_MAC) ;

Boolean isProvisioned =
(Boolean)deviceDetails.get (DeviceDetailsKeys.IS_PROVISIONED) ;

// Let’'s save the OID_REVISION_NUMBER property so that we can set it in
// step 3.

String oidRevisionNumber =
(String)deviceDetails.get (GenericObjectKeys.OID_REVISION_NUMBER) ;

// We need a reference to Batch instance so that ensureConsistency ()
// method can be invoked on it.

batch = conn.newBatch() ;
List<String> oidList = new ArrayList<String>();

// Add the oid-rev number saved from step 2 to the list
oidList.add(oidRevisionNumber) ;

// Sends a list of OID revision numbers to validate before processing the
// batch. This ensures that the objects specified have not been modified

// since they were last retrieved.

batch.ensureConsistency (oidList) ;
batch.changeClassOfService (

new MACAddress("1,6,00:11:22:33:44:55"), // macORFgdn: unique identifier for
the // device.

"gold" // newCOSName : Class of service
name.

)

batch.changeDHCPCriteria (

new MACAddress("1,6,00:11:22:33:44:55"), // macORFgdn: unique identifier for
the // device.
"specialDHCPCriteria" // newDHCPCriteria : New DHCP
Criteria.

// This batch fails with BatchStatusCodes.BATCH_NOT_CONSISTENT,

// in case 1f the device is updated by another client in the meantime.
// If a conflict occurs, then the service provider client

// 1is responsible for resolving the conflict by querying the database
// again and then applying changes appropriately.

4 DHCP Gold

Cisco Broadband Access Center
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MSO 1 10 MB
10 MB 56 KB
10 MB
Y
Web
1 MSO NetFlow MAC
1 MB Gold
2 10 MB 0SS
OSS BAC API Gold Gold-throttled
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");
Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// AUTOMATIC is the activation mode because we are
// attempting to reset the modem so that it
// receives low bandwidth service.
// NO_CONFIRMATION is the confirmation mode
// because we do not want the batch to fail if we cannot
// reset the modem. If the modem is off, then it will
// be disabled when it is turned back on.
// Let’s change the COS of the device so that it restricts
// bandwidth usage of the modem.
batch.changeClassOfService (
new MACAddress("1,6,00:11:22:33:44:55"), // macAddress: unique identifier for
// this modem
"Gold-throttled" // newClassOfService: restricts

// bandwidth usage to 56k
)

BatchStatus batchStatus = null;

Cisco Broadband Access Center
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|
// post the batch to RDU server
try
{
batchStatus = batch.post();
}
catch(ProvisioningException e)
{
e.printStackTrace() ;
}
}
3 0SS BACAPI Gold
CableHome WAN-MAN
CableHome
CableHome
WAN-MAN
1
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2 DHCP
BAC
PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");
Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// Let’s provision the modem and the WAN-Man component in the same
// batch.
// To add a DOCSIS modem:
List<DeviceID> docisDevicelIDList = new ArrayList<DevicelID> () ;
docisDeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:06"));
batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
docisDeviceIDList, // macAddress: scanned from the label
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // classOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
null // properties: not used
)
3 WAN-MAN DHCP
BAC
List<DeviceID> wanManDeviceIDList = new ArrayList<DevicelID> () ;
wanManDeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:07"));
batch.add(
DeviceType.CABLEHOME_WAN_MAN, // deviceType: CABLEHOME_WAN_MAN
wanManDeviceIDList, // macAddress: scanned from the label
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing
// system
"silverWanMan", // classOfService
"provisionedWanMan", // DHCP Criteria: Network Registrar uses this
to
// select a modem lease granting provisioned IP
// address
null // properties: not used
)
}
4 CableHome
5 CableHome

Cisco Broadband Access Center
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CableHome
CableHome
CableHome
WAN-MAN
1
2 DHCP
BAC

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database
PublishingMode.NO_PUBLISHING) ;
// Let’s provision the modem and the WAN-Man component in the same
// batch.

// To add a DOCSIS modem:

List<DeviceID> docisDevicelIDList = new ArrayList<DevicelID>();
docisDeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:06"));

batch.add(
DeviceType.DOCSIS, // deviceType: DOCSIS
docisDeviceIDList, // macAddress: scanned from the label
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing system
"Silver", // classOfService
"provisionedCM", // DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP address
null // properties: not used

Cisco Broadband Access Center
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3 WAN-MAN DHCP
BAC
// Continuation of the batch in Step 2
// To add the WAN-Man component:
// Create a Map to contain WanMan’'s properties
Map<String, Object> properties = new HashMap<String, Object>();
// The fire wall configuration for the Wan Man component is specified
// using the CableHomeKeys.CABLEHOME WAN_ MAN_FIREWALL_FILE property.
// This use case assumes that the firewall configuration file named
// “firewall_file.cfg” is already present in the RDU database and the
// firewall configuration is enabled in the Wan Man configuration file
// specified with the corresponding class of service.
properties.put (CableHomeKeys.CABLEHOME_WAN_MAN_ FIREWALL_FILE, "firewall_ file.cfg");
List<DeviceID> wanManDeviceIDList = new ArrayList<DeviceID>();
wanManDeviceIDList.add (new MACAddress("1,6,01:02:03:04:05:07"));
batch.add(
DeviceType.CABLEHOME_WAN_MAN, // deviceType: CABLEHOME_WAN_MAN
wanManDeviceIDList, // macAddress: scanned from the label
null, // hostName: not used in this example
null, // domainName: not used in this example
"0123-45-6789", // ownerID: here, account number from billing
system
"silverWanMan", // classOfService
"provisionedWanMan", // DHCP Criteria: Network Registrar uses this to
// select a modem lease granting provisioned IP
// address
null // properties: not used
)
BatchStatus batchStatus = null;
// post the batch to RDU server
try
{
batchStatus = batch.post();
}
catch(ProvisioningException e)
{
e.printStackTrace() ;
}
}
4 CableHome
5 CableHome WAN-MAN
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CableHome WAN-MAN
CableHome WAN-MAN

CableHome WAN-MAN
MAC

1 WAN-MAN  MAC

2 BAC MAC

PACEConnection conn = PACEConnectionFactory.getInstance (
"localhost", 49187, "admin", "adminl23");

Batch batch = conn.newBatch (
// No reset
ActivationMode.NO_ACTIVATION,
// No need to confirm activation
ConfirmationMode.NO_CONFIRMATION,
// No publishing to external database

PublishingMode.NO_PUBLISHING) ;

final DeviceID modemMACAddress = DeviceID.getInstance("1,6,00:11:22:33:44:55",
KeyType.MAC_ADDRESS) ;

List<DeviceDetailsOption> options = new ArrayList<DeviceDetailsOption>();
options.add(DeviceDetailsOption.INCLUDE_LEASE_INFO) ;

// MSO admin UI calls the provisioning API to query the details
// for the requested device. Query may be performed based on MAC
// address or IP address, depending on what is known about the
// device.

batch.getDetails (modemMACAddress, options) ;
// post the batch to RDU server

BatchStatus batchStatus = null;
try
{

batchStatus = batch.post();
}
catch(ProvisioningException e)
{

e.printStackTrace() ;

Cisco Broadband Access Center
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Map<String, Object> deviceDetails = new TreeMap ( (Map<String,
Object>)batchStatus.getCommandStatus (0) .getData()) ;

// extract device detail data from the map

String deviceType = (String)deviceDetails.get (DeviceDetailsKeys.DEVICE_TYPE) ;
String macAddress = (String)deviceDetails.get (DeviceDetailsKeys.MAC_ADDRESS) ;
String relayAgentID = (String)deviceDetails.get (DeviceDetailsKeys.RELAY_ AGENT_MAC) ;
Boolean isProvisioned =

(Boolean)deviceDetails.get (DeviceDetailsKeys.IS_PROVISIONED) ;

String deviceID = (String) deviceDetails.get (CNRNames.DEVICE_ID.toString());
String serNum = (String)
deviceDetails.get (CNRNames.DEVICE_SERIAL_NUMBER. toString()) ;
String hwVer = (String)

deviceDetails.get (CNRNames.HARDWARE_VERSION_NUMBER. toString()) ;
String swVer = (String)

deviceDetails.get (CNRNames.SOFTWARE_VERSION_NUMBER. toString()) ;
String brVer = (String) deviceDetails.get (CNRNames.BOOT_ROM_VERSION.toString());
String vendorOui = (String) deviceDetails.get (CNRNames.VENDOR_OUI.toString()
String modelNum = (String) deviceDetails.get (CNRNames.MODEL_NUMBER.toString (

(

(
)
))
String vendorNum = (String) deviceDetails.get (CNRNames.VENDOR_NAME.toString()) ;

7

// The admin UI now formats and prints the detail data to a view page
}

CableHome WAN-MAN

CableHome

CableHome

CableHome

1 CableHome

2 CableHome BAC
2 CPE CableHome WAN-MAN
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Y
DOCSIS 2 CPE
BAC
DOCSIS 1
2 CPE
DOCSIS
3 BAC CableHome WAN-MAN IP CableHome
CableHome
CableHome CableHome
4 CableHome
IP
DNS
0SS
5
CableHome
6 CableHome
IP BAC
BAC

7
8 performOperation(...)

// create a new batch

batch = conn.newBatch (

// No reset

ActivationMode.AUTOMATIC,

// No need to confirm activation

ConfirmationMode.NO_CONFIRMATION) ;

// register performOperation command to the batch

batch.performOperation (DeviceOperation.RESET, modemMACAddressObject, null);

// post the batch to RDU server

try
{
batchStatus = batch.post();
}
catch(ProvisioningException e)

{

e.printStackTrace() ;

I Cisco Broadband Access Center
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9 CableHome DHCP
IP CableHome
CableHome

WAN-MAN WAN-Data

DeviceType. CABLEHOME_WAN_DATA

Cisco Broadband Access Center

| oL-12296-01-J



D API |

Cisco Broadband Access Center
OL-12296-01-J |



APPENDIX E

Broadband Access Center
FAQ

BAC FAQ
e BAC P.E-2
o IPV6 P.E-4
e CMTS P.E-7
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W BAC

BAC

BAC FAQ
e Registrar ?
e Network Registrar ?
e DPE ?
Registrar ?
e BAC /opt/CSCObac

e Cisco Network Registrar  /opt/nwreg2

Network Registrar

1 Network Registrar root

2 libbprextensions.so NR_HOME/local/extensions/dhcp/dex/
3 cnr_ep.properties BPR_HOME/cnr_ep/conf

4 Network Registrar nrcmd

NR_HOME/local/usrbin/nrcmd -s -b < BPR_HOME/cnr_ep/bin/bpr_cnr_enable_extpts.nrcmd

Network Registrar

1 Network Registrar root

NR_HOME/local/usrbin/nrcmd -s -b < BPR_HOME/cnr_ep/bin/bpr_cnr_disable_extpts.nrcmd

3 NR_HOME/local/extensions/dhcp/dex/ libbprextensions.so
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BAC u
Network Registrar ?
Network Registrar
1 Network Registrar Web Ul admin
changeme
2 DHCP > DHCP Server
Manage DHCP Server
3 DHCP Server
Edit DHCP Server
4 Extensions extension-trace-level 3 4
5 Logging incoming-packet-detail

outgoing-packet-detail
6 Modify Server

7 DHCP

DPE ?
DPE DPE

DP