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Router#enable

Router#configure terminal

Router (config) #cns id string my-asset-tagl
Router (config) #cns id string my-asset-tagl event
Router (config) #cns id string my-asset-tagl image
Router (config) #end
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Authentication settings:

Cisco IOS Devices are normally authenticated before being allowed to connect to the Event
Gateway/Config Server. Disabling authentication will increase security risk.
Enable authentication (y/n)? [n] y
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cns password </XA U — K>
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Router (config) # cns password fgfgl23
Router (config) # end

[ oL-17341-02-J

Cisco Configuration Engine 4 YA hL—%3> a2 74F¥aL—2av #4F35 I



7% Cisco CNS Configuration Engine ® SSL £¥a T« |

| CNS T—2 x v b & Configuration Engine %21 71
3z 1
ig=g |

CNS =— ¥ = v hxtJin T /34 A & CNS Configuration Engine f#¢> CNS i#{51%, 128 £~ h SSL 7'=
AN DI AL ZFH LTS TEET, ZAUCED, CNS ==V = > FIET /A 2 &

CNS Configuration Engine [ D512, =R D SSL 51k

T R aBREOT R TORERbTEH ISNET,

SSL 5 5L eI B# 9% CNS Configuration Engine ¥ v v 7 v 7 a7 a0 7w 7 kB IRIOR
LET,

...other prompts....
Encryption settings:

Enable cryptographic (crypto) operation between Event Gateway (s)/Config

server and device(s) (y/n)? [n] y
Certificates already exist. Overwrite (y/n)? y
Enter certificate FTP server (hostname.domainname or IP address): cert-host.mydomain.com

Enter username used for FTP server: cnsie

Enter FTP password: **x*xx*xx*

Re-enter FTP password: *****xx

Enter absolute pathname of remote key file: /tftpboot/server.key

Enter absolute pathname of remote certificate file: /tftpboot/server.cer
Enabling plaintext operation will increase security risk.

Enable plaintext operation between Config Server and devices/GUI
administration (y/n)? [y] n

Enable plaintext operation between Event Gateway and devices (y/n)? [y] n
Enter port number for https web access: [443]

...other prompts....
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W
o < 2a. ServerHello
% < 2b. Certificate Server sends signed certificate
ﬁ 2c. ServerHelloDone

Client verifies certificate signer is in its
acceptable Certificate Authority (CA)

3a, ClientkeyExchange list.

o 3b. CertificateVerify
o = Client generates session key to be
a 2 Changqu:lherSpecP used fgr encryption and 5en;5 it to the
v server encrypted with the server's
public key (from certificate received in
step 2.)
4a. ChangeCipherSpec Server uses pri"jrate key to decrypt client
=t -+ generated session key.
& 4b. Finished
e connection encrypted) (Client HTTF Request and Server HTTP
W J Response)

B {EBEDET

P— MU THELEE Y VT v % & Cisco [0S 7731 A & CNS Configuration Engine fij C\ 2T
t, SSL M 5LilfE 2B CTE £9, ¥—U— K encrypt ZHE L7172 10S a~ 2 RIZ L » CTHERENRIT
ENFECNS ==V x> b £ D K P —EREFILTT T, SSL THE{LIhET,

Cisco 10S v12.3(4)T SEBIEH—

l Cisco Configuration Engine 1 YR bL—¥ a3y av74¥al—vav (4 F35

CNS Configuration Engine % 721% SSL Cisco 10S 7 /34 A% E L CGEHEZEOTFT /34 A SSL k
T ABNRA 2 FPOREERAITHANC, SSL FEAFE Y —N (RFAMRA M) &by T v 7205
NHY ET,

Cisco IOS FEFEY— T, I 4 ~ VEEHERE 7w F =1L LT HTTP Lo Simple Certificate
Enrollment Protocol (SCEP) ##aHR— kL,
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crypto pki server {cs-label} request pkes10 terminal pem

Cisco |I0OS MOFIFAEZEX I0S v F

Cisco I0S

SCEP {2 & % Cisco I0S CPE 7 /31 ADFEHEZRTIL, RO=2<w > REFERLET,
crypto pki server {cs-label} request pkes10 url {url}

f&E+ % URL 1%, Cisco IOS CPE 7 /31 AT SCEP 12L& % F T A FARA » FOREICHEM S5 /82
<7,

iIREH—NDOty F TPy

Wiz, IOSCS Dy 7 v 7BIV a7 4 X2 b—2a yOffilRE R LET, Z05H, —
K EEATEL DM A ZHEAOICE X T EW, 10S fFFHEY—ROFEMAL Y 7 v FI2o0n
T#B4 % ¥ =2 2> MZ Cisco.com B AFTEXEJ,

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #ip http server

Router (config) #crypto pki server IOS-CA-10090

Router (cs-server) #issuer-name CN=My Company,L=San Francisco CA,C=us
Router (cs-server) #grant auto

)

% This will cause all certificate requests to be automatically granted.

Are you sure you want to do this? [yes/no]l: yes

Router (cs-server) #no shutdown

% Once you start the server, you can no longer change some of % the configuration.
Are you sure you want to do this? [yes/no]: yes

% Generating 1024 bit RSA keys ...[OK]

Mar 13 02:15:37.029: %$SSH-5-ENABLED: SSH 1.99 has been enabled

% Certificate Server enabled.
Router (cs-server) #end

I0S GEAZE Y —/\DBEEES (L— ) EAZEORTR

10S FFHEY — T CA DEAD (BCEL SNT) SSLAFHEZFRTHICIT. kOoa~<y R&24H
LET, 2T, ZOCAICL>TRITENZTRTO SSL FFHELZRIET D, TUVXLVEL SN
FEAETY,
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show crypto ca certificate

ORI, V—% a7k TO erypto ca certificate =~ ROMEHAHEEZRLET,

Routerf#show crypto ca certificates
CA Certificate
Status: Available
Certificate Serial Number: 01
Certificate Usage: Signature
Issuer:
cn=My Company
1=San Francisco CA
c=us
Subject:
cn=My Company
1=San Francisco CA
c=us
Validity Date:
start date: 02:15:39 UTC Mar 13 2004
end date: 02:15:39 UTC Mar 13 2007
Associated Trustpoints: IOS-CA-10090

show crypto pki server

WoHNX, V—% Fu 7 hTO cerypto pkiserver 2~ FOFAFTEEZRLET,

Router#show crypto pki server
Certificate Server IOS-CA-10090:
Status: enabled, configured
CA cert fingerprint: 7F1AEE23 9067BD38 97137AE7 24C80C37
Granting mode is: auto
Last certificate issued serial number: Ox1
CA certificate expiration timer: 02:15:39 UTC Mar 13 2007
CRL NextUpdate timer: 02:15:49 UTC Mar 20 2004
Current storage dir: nvram:
Database Level: Minimum - no cert data written to storage

I0S SEAE Y —/ N\~ D E R

Z 2T, I0S SEHEY — RA~OBEFIEIZOWTHIA L £7,

SCEP 7o oL 2R L-EIREDERE

SCEP &, TXT® Cisco I0S 7 /34 X THERE X 5 AEW H 58 515 T3, SCEP B&ICBT 5 10S 7
FTAT o FDAT 4 F2alb—va rOBIERIRLETS,
crypto ca identity SSLrootCA

enrollment url http://myIOSCAserver.com
exit

WARMNSDIAE— T F R—X #FERHLI-AEAEDOERF

avy R T4 UBEIIEI0S 2~y RaDT 72 AMENLETT, GEBEER LSS Om TR v
V=) kyva VIlEICH I SNETR, INHEFEOT A VB REINER A, TivE CNS
Configuration Engine THEMT 211X, HAINEHREHICTFAME LTI 7 A M2 — L TR
FLET, FHEZERET 0T, koa~vwr FEEHRALET,
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Router#crypto pki server iosca request pkcsl0 terminal
<<paste request>>
<<copy certificate>>

SR DN D DEEFDHI
WOFIL,. CNS Configuration Engine OFFAEE R 2 AT 2 k2R LET,

SERAESESRIZIE PEM ~v X —C 7 v X —% 1352 N TE £,

Cisco-1711l#crypto pki server IOS-CA-10090 request pkcsl0 terminal
Enter Base64 encoded or PEM formatted PKCS10 enrollment request.
End with a blank line or "quit" on a line by itself.

————— BEGIN CERTIFICATE
REQUEST----MIIDQODCCAigCAQAWgawxCzAJBgNVBAYTAIVTMRMWEQYDVQQOIEwWpDYWxpZm9ybmlh
MREwDwYDVQQHEWhTYW4gSm9zZTELMBkGAIUEChMSQ212zY28gU31zdGVtcyBJbmMu
MSYwJAYDVQQLEx1OTVRHIENOUyYBDb25maWdlcmFO0aWOuIEVUuZ21uZTENMASGALIUE
AxXMEPb3B1lczEhMB8GCSQGSIb3DQEJARYSZW1pal3VsaWNAY21zY28uY29tMIIBIJAN
BgkghkiG9wOBAQEFAAOCAQS8AMI IBCGKCAQEA84y2NEOC1GY5nnubkG6u2Z2YAxKTh
Qy+9UPSfeVYHE3EWuUQNuZ1ljoxX0d40+/FTfeOEdhh9fsertl+wNavHXwpngDfhx59
dbRduYekAmL7kPVutelBtVB6yJJ7yWROGW3pG5PinMPXwNQhSRZHgBVBusWtdsD/
/cloTMly4F2vgYmSVaEOSHLR1Q1JKO+010x91BzGxH8S2BpfdjwBKwO2MzRFgPhV
PgjtMvNDA47DgwfcuSiO61iWlCv/g3GgzBT/G6sWzEf6ah2+kTLQOgOXX1im5b9J2HE
IIniAwohSqg+kHo8f/cbg+WT/BwLaUl630ZXiNKUxeYBYCuzZ7GGMkRHVWQIDAQAB
OE4wGAYJKoZIhveNAQKHMQsTCWNyaWlzb24 1NTAyBgkqhkiGIw0OBCQIxJRMS TmV0
d29yayBNYW5hZ2VtZW50IFR1Y2hub2xvZ3kgR3JvdXAwDQYJKoZ IThvcNAQEEBQAD
ggEBABtrhmhJYP3iD5iencZzQr4P8bwD]jtYAS4BOEpFAfeymGV5ZSKMM3pLEbac8
1VL2EbLwB1G25024PiFOmysw60+ehmR4TR1yI3pMZ70Tn71md4a3z04GAw609q4u
xPEWx07LckkGdmaZAd5t 9+hLrBWTg+gZmZszVkenhBPIEADh8gNOXKM5xd9IVtio
JZNJVeXP1lVXWFT/nIz+BaVolJenuqrB6wgWjMoAfvknr2v9axIf8P6380vPSX3wU
H+JUNCYTa4hXoX8sK9xeoHpgNyvVMz 6ntAgHe+JjJyfR1Lxqg/hnbcem831yr2Mix
% Granted certificate:
MIIDBzCCANCgAwIBAgIBAJANBgkghkiGOwOBAQQFADAIMOswWCQYDVQQGEWJ1lczEZ
MBcGA1UEBxXMQU2FuIEZyYW5jaXNjbyBDQTETMBEGALIUEAXMKTXkgQ29tcGFueTAe
FwOWNDAzZMTMwM] IzNDRaFwOwWNTAzMTMwM] I zZNDRaMIGsMQswCQYDVQQGEwWJVUzZET
MBEGA1UECBMKQ2FsaWZvcmS5pYTERMASGALIUEBXMIU2FuIEpvc2UxGzAZBgNVBAOT
EkNpc2NvIFN5c3R1bXMgSW57LjEMMCQGALUECXMATk1URYBDT 1MgQ2 9uZmlndXJh
dG1lvbiBFbmdpbmUxDTALBgNVBAMTBGOwdXMxITAfBgkghkiGOwOBCQOEWEMVtaWt 1l
PG1jOGNPc2NVLMNVDbTCCASIWDQYJK0oZIhveNAQEBBQADggEPADCCAQOoCggEBAPOM
tjJRNAtRMOZ57m5BurtmWAMSu4UMvvVDON31WBxNxFrkDbmZY 6FzneNPvxU33jhHY
YfXTHQ7ZfsDWrx18KZ4A34cefXWOXbmHpAJi+5D1brXtQbVQesiSe81lkaBlt6RuT
4pzD18DUIUKWRAAVQbrFrXbA//3Ja0zJcuBdr6omJk1WhNEhy0dUIiSjvtIjsfYge
xsR/EtgaX3Y8ASsDtJMORYD4AVT4I7TLzOwOOW4AMH3LkojupY1ltQr/4NxoMwU/xur
Fs3+modvpEy0KvV14puW/Sdh3yCJ4gMKIUqvpB6PH/3G6v1k/wcC21Net6GV45S1
MXmAWArs2exhjJER1cECAWEAAaMiMCEwHwWYDVROjBBgwFoAUUMc3z2kTZuJ3JJAW
BQGz2gYFGuQwWDQYJKoZ IThvcNAQEEBQADgGYEAHOsmp3H2wii8NaoYV8uXsbIYyk5V
KDIPpB3EX6G74b6MG0egzH+39HYJIT7S7uevyPEbMglxusJoeRmUGL0GricJcml PUL
cqgqgSt+nueOpiZs0WlpwqungY¥TkTy3DPloyxSWA1Xe9sIJQXcPvppj+7KvpIvckCk
RggVxWGlaPcBTYI=

3
S
o
S

PEM WA DOGEHENLERGEIL. RO PEM ~y ¥ —2F#TEMLET,

[ oL-17341-02-J
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Hence the issued request would end up with headers above and below it’s first and last
data lines:

————— BEGIN CERTIFICATE----MIIDBzCCAnCgAwIBAgIBAjANBgkghkiGOwOBAQQFADAIMOswCQYDVQQGEWJlczEZ
MBCcGA1UEBxXMQU2FUIEZyYW57aXNjbyBDQTETMBEGAIUEAXMKTXkgQ29tcGFueTAe

FwOwNDAzMTMwM] I zZNDRaFwOwNTAzMTMwM]j I zZNDRaMIGsMQswCQYDVQQGEwJVUzET
MBEGA1UECBMKQ2FsaWZvcmS5pYTERMASGALUEBXMIU2FuIEpvc2UxGzAZBgNVBAOT
EkNpc2NvIEFNS5c3R1bXMgSW5jLjEMMCQGAIUECxXMdTk1URYBDT1MgQ2 9uZmlndXJh
dGlvbiBFbmdpbmUxDTALBgNVBAMTBGOwdXMxITAfBgkghkiGO9wOBCQEWEMVtaWt 1l
PG1jOGNPc2NVLMNVbTCCASIWDQYJKoZIhveNAQEBBQADggEPADCCAQOoCggEBAPOM

tJRNAtRMOZ 5 7m5Bur tmWAMSu4UMvvVDON31WBxNxFrkDbmZY 6FzneNPvxU33jhHY
YEXTHQ7ZfsDWrx18KZ4A34cefXWOXbmHpAJi+5D1brXtQbVQesiSe81lkaBlt6RuT
4pzD18DUIUKWRAAVQbrFrXbA//3Ja0zJcuBdr6omJk1WhNEhy0dUIiSjvtIjsfYge
xsR/EtgaX3Y8ASsDtjMORYDAVT4AIT7TLzQwOOW4AMH3LkojupYltQr/4NxoMwU/xur
Fs3+modvpEy0KvV14puW/Sdh3yCJ4gMKIUqQvpB6PH/3G6v1k/wcC21Net6GV4§S1
MXmAWArs2exhjJER1cECAWEAAaMiMCEwHWYDVROjBBgwFoAUUMc3z2kTZuJ3JJAW

BQGz2gYFGuQwWDQYJKoZ IThvcNAQEEBQADgGYEAHOsmp3H2wii8NaoYV8uXsbIYyk5V
KDIpB3EX6G74b6MG0egzH+39HYJT7S7uevyPEbMglxusJoeRmUG10GricJcml PUL
cqgqgSt+nueOpiZs0WlpwqungY¥TkTy3DPloyxSWA1Xe9sIJQXcPvppj+7KvpIvckCk

RggVxWGlaPcBTYI=

————— END CERTIFICATE----

o)L avr REHA

ZITIR, T aw s REEON I ERLET,

§5 ¥ —& SSLAIAEERDIERK

WKDOTFNAEIX, CNS CE TO RSA ¥—D A& SSL GEAEEROAROEARZ R L ET, Ek S izFE
AEI AW ZES ZRE VTN E T, FERAEBL ZRITAEDN B4 EH SSL AEAZEO RHICHEHAT 5
HODT, TNEILIC CANSEBEAFFARENKIESNET,

CNS Configuration Engine ® 2> Y —/VEZIImRICE 7 A L, ZZICRTIEICa~v>y FE2 AL
iﬁ—o

S

GE) Yoo rvrAngid, REIOGCTERIMERT2MAD T 7 A VAICEES MR DMLENRDH Y £
T ZZITARTHAET A MREECEBRICAEK S 7z OpenSSL O TH Y | ZHEAORIE CTOH T
LIV LEALRDGBERHY ET, LBEOT XA FTIX, a~vy FAEERI N O A3 EikE T
F¥ T Fr INTEBVITREINTWET, CNS Configuration Engine 234 > A b —/L ZH TN T,
TCP/IP * v U =78ty b7 v 7ENTND Z LR L TIEEN,

RSA ¥—0D4 K

l Cisco Configuration Engine 1 YR bL—¥ a3y av74¥al—vav (4 F35

CNS Configuration Engine ® 2> Y —/ /L E 3R 2 7 A L, RSA ¥—7 L HEB L HR %
BT ATEDICRO vy RE AR LET,

* % openssl genrsa -out /root/server.key 1024

Generating RSA private key, 1024 bit long modulus
................. ++++++
FHEEEE

e is 65537 (0x10001)

OL-17341-02-J |
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RSA ¥—0D 7 7 1 LFiREDEE
RSA ¥—D7 7 A NVITAHLZLE S 51213, kROa~vr FefHLES,

* % chown -v root:root /root/server.key

changed ownership of “/root/server.key' to root:root

* % chmod -v 400 /root/server.key

mode of ‘/root/server.key' changed to 0400 (r-------- )

SSL RIBAEZE A ERDER
SSL REMHEZB A ERZAEKT DI1TIT, koa~xr R LET,

* % openssl req -new -key /root/server.key -out /root/server.csr

Using configuration from /usr/share/ssl/openssl.cnfer.key -out /root/server.csr
You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:US

State or Province Name (full name) [Berkshire]:California

Locality Name (eg, city) [Newbury]:San Jose

Organization Name (eg, company) [My Company Ltd]:Cisco Systems Inc.

Organizational Unit Name (eg, section) []:Network Management Technology Group
Common Name (eg, your name or your server's hostname) []:opus
Email Address []:administrator@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:ciscol23

An optional company name []:.

FFROFIENZET L7z 5, v2.0 Privacy Enhanced Mail (PEM) #:X o SSL FEEE A ERE v — v
@ CNS Configuration Engine 7 7 A /L A7 AZ/ERR LEF, SSL AEEIL, THEMHOIEHES —
FILCADBLERETINENRLD £79, ZORRT, BLAEEETL7-9DIT servercsr 7 7 A /v
% CAIZEfETEET,

WOHNL, PEMIERICT DRIO7 7 AV ERLET,

Ny B —TFTHAN [aee BEGIN CERTIFICATE REQUEST----- ] T HE—TFAN (e END

[root@opus root]# more /root/server.csr

————— BEGIN CERTIFICATE
REQUEST----MIICETCCAX0oCAQAwWgbcxCzAJBgNVBAYTAIVTMRMWEQYDVQQIEwpDYWxpZm9ybmlh
MREwDwYDVQQOHEWhTYW4gSm9zZTEbMBkGAIUEChMSQ212zY28gU31zdGVtcyBJbmMu
MSwwKgYDVQQLEYNOZXR3b3JrIE1lhbmFnZW11bnQgVGVjaG5vbGIneSBHcm91cDEN
MASGA1UEAXMEbL3B1czEMMCQGCSQGSIb3DOEJARYXYWRtaWSpc3RyYXRvekBI aX N
by5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYOAMIGJAOGBALSPTB5cijXDFzGmGxDK
zZ5FpR1I8PfzJI/21EfOUzKwE fzbUmMKESLOTTQ3g1Y7Qbh71%BUlrVsc4IlpwHyKu
JOGNhG8wJCUau3ErmhExXEM/OunD6zXU1VT/CSvMzG2e615JHEBIuZyL/LWEiaA+0
+7N1igI/xgsYPAUVdheEOqgkdAgMBAAGGGTAXBgkghkiGIwOBCQcxChMIY21zY28x
MjMwDQYJKoZIhvcNAQEEBQADGYEAQfwCy/fceFdy/xgpps6GSkRt8EB6gsMwNV2E
Cp+FQROCKIONcpNwNezevbhgpNoaVhsmXgfbAw8mVxJWLJeLelBhf9GBXPwIttgLJd
IyfNZfagXMkW+S9z53MnPXg49RaT07itYkge/1h6RV4ATeHY JhPkHGUuFeb9GsKM4X
B351Eeo=

————— END CERTIFICATE REQUEST----

Cisco Configuration Engine f YA kL—> 3> av74Xal—>3ay AL K35
| oL-17341-02-J .m
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B IWERSNI-RITHEHIAE

SSL GERIEZR servercsr 7 7 A VEGEHEY —NIZa e — L, CS/CA DELAZBET 57 DICiRH
LET, CS/ICAEBRENENENDRY 2 —IZfE-> T CNS Configuration Engine DFEFHE Rk %
CS/CA D/— FFEHETREEL . B4 SN F%h7e SSL iEAE % server.cer &9 451D PEM B
D77 ANTEELET, GEAEZZITRS72H, ZOBLA R EGEWE % CNS Configuration Engine
DIEEDOT 4 V7 NUVERIFIPFIP 7 9 A7 ML T 7 BATE DB FTP — N2 a v —F721%
B LE T,

CNS Configuration Engine SEEAE O AB DT R

S1THH SSL

l Cisco Configuration Engine 1 YR bL—¥ a3y av74¥al—vav (4 F35

CNS Configuration Engine FEFIEONE Z K59 5121, CNS Configuration Engine =2 &Y — /LT
(—=1r&LT0) koa~vr FeFTLES, HAODOHRIZT ) 7%k S (serial:) 28V £,

[root@nugi root]# openssl x509 -noout -text -in /etc/tibgate/server.crt
...... other data.......

X509v3 Authority Key Identifier:
keyid:28:B6:86:CF:E5:52:C9:8C:23:BA:C2:A2:A0:22:F1:DA:5E:77:53:30
DirName:/Email=administrator@mycompany.com/C=US/ST=CA/L=San Jose/O=Company Co
Inc./OU=Dept/CN=Personnel
serial:4D:00:F1:83:1F:8D:56:AC:4F:63:BF:0A:CA:AB:4F:00

SEREN L Ea—

CNS Configuration Engine E# 3% CNS Configuration Engine |2 = &°— L7z &, CNS Configuration
Engine fEIEDOEL SNT-AFE 7 L Ea—T 570012, FEHE server.cer 7 7 A MZx L TIRD
OpenSSL =2~ F&EMFHLET,

root@opus root]# openssl x509 -noout -text -in /root/server.cer

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 2 (0x2)
Signature Algorithm: mdSWithRSAEncryption
Issuer: C=us, L=San Francisco CA, CN=My Company
Validity
Not Before: Mar 13 02:23:44 2004 GMT
Not After : Mar 13 02:23:44 2005 GMT
Subject: C=US, ST=California, L=San Jose, 0O=My Company., OU=Personnel Dept,
CN=myhostname/Email=administrator@company.com
co.com
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (2048 bit)

Modulus (2048 bit):
00:£3:8c:b6:34:4d:02:d4:66:39:9e:7b:9b:90:6e:
ae:d9:96:00:cd4:ae:el1:43:2f:bd:50:£4:9£:79:56:
07:13:71:16:09:03:6e:66:58:e8:5c:e7:78:d3:ef:
c5:4d:£7:8e:11:d8:61:f5:fb:letae:d9:7e:c0:d6:
af:1d:7c:29:9e:00:df:87:1e:7d:75:b4:5d:09:87:
a4:02:62:fb:90:f5:6e:b5:ed:41:05:50:7a:¢c8:92:
Tb:c9:64:68:19:6d:e9:1b:93:e2:9c:c3:d7:c0:d4:
21:49:16:47:80:15:41:ba:c5:ad:76:c0:£ff:£d:c9:
68:ec:c9:72:e0:5d:af:a9:89:92:55:a1:34:48:72:
1:d5:08:89:28:ef:b4:88:ec:7d:88:1c:c6:cd:7f:
12:d8:1a:5£:76:3c:01:2b:03:06:33:34:45:80:£8:
55:3e:08:ed:32:£3:43:03:8e:¢3:83:07:dc:b9:28:
8e:ea:58:96:d4:2b:£f£:83:71:a0:cc:14:ff:1b:ab:

16:cd:fe:9a:87:6f:ad4:4c:bd:2a:£5:75:e2:9b:96:
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£d:27:61:df:20:89:e2:03:0a:21:4a:af:a4:1e:8f:
1f:fd:c6:ea:£9:64:£f£:07:02:da:53:5e:b7:a1:95:
e2:34:a5:31:79:80:58:0a:ec:d9%:ec:61:8c:91:11:
db5:cl
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Authority Key Identifier:
keyid:52:67:37:CF:69:13:66:E2:77:24:90:16:05:01:B3:DA:06:05:1A:E4
Signature Algorithm: md5WithRSAEncryption
lc:eb:26:a7:71:£6:c2:28:bc:35:aa:18:57:cb:97:b1:b2:18:
ca:4e:55:28:32:29:07:71:17:e8:6e:£8:6£:a3:06:d1:e8:33:
1f:ed:£fd:1d:82:53:ed:2e:ee:7a:fc:8f:11:03:20:d7:1b:ac:
26:87:91:99:41:a5:d0:6a:2:70:97:26:94:£5:0b:72:aa:92:
b7:e9:ee:78:ea:62:66:cd:16:d6:9c:2a:ba:7a:98:4e:44:£2:
dc:33:£5:a3:2c:52:58:0d:57:7b:db:08:25:05:dc:3e:fa:69:
8f:ee:ca:be:92:2£:72:40:a4:46:a8:15:c5:61:b5:68:£7:01:
4d:82
[root@opus root]#

Engine MFEEAEER

Wiz, 7 * kA CNS Configuration Engine TO & — L iEAEER OB 2R LET, EHAEZEZER (*.csr)
= —%% CNS Configuration Engine TIERL L., CA 1% DFEAFHICES L THZZ2FEAE (*.cer)
B LET,

[root@opus root]# openssl req -new -key /root/server.key -out /root/my-cnsce.csr

Using configuration from /usr/share/ssl/openssl.cnf

You are about to be asked to enter information that will be incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:us

State or Province Name (full name) [Berkshire]:California
Locality Name (eg, city) [Newbury]:San Francisco

Organization Name (eg, company) [My Company Ltd]:Company Co Inc.

Organizational Unit Name (eg, section) []:Department
Common Name (eg, your name or your server's hostname) []:my-cnsce
Email Address []:administrator@company.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:2FCE2F9EF109E

An optional company name []:Company Co Inc.
[root@nugi root]#

Configuration Engine T® SSL O&%ht

CNS Configuration Engine ® = > YV — /L E 7213 RIZ/L— & LTr Z A L, CNS Configuration
Engine Dty b7 v 7 70/ T LEF(TLTa~<r FSetup ICAY £3, 22k Y, CNS
Configuration Engine & v +7 v 7O LR ECEE 2 M, TOEHELTE2EHATEE T, Z0H
Bl RBROFANTSSL #HC L, F—LitHEOLHEZEELET,

[ oL-17341-02-J
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CNS Configuration Engine T®D SSL Ot v 7 74l
WX, 7 A MH® SSL xth& CNS Configuration Engine Ot~ M7 v FHEHE 2R LET,

======CNS Configuration Engine SETUP

Please review the following parameters:

username for user-level shell account: admin

password for user-level shell account:

ethO IP address: 10.1.2.8

ethO network mask: 255.255.255.0

eth0 default gateway IP address: 10.1.2.7 ethl IP address:

primary DNS server IP address: 10.1.2.3

secondary DNS server IP address (optional):

Configuration Engine login name: gui-admin

Configuration Engine login password: ****xx

internal LDAP server password: **¥kkkkkx

Enable cryptographic (crypto) operation between Event Gateway(s)/Config server and
device(s) (y/n)? yes

Certificates already exist. Overwrite (y/n)? no

Enable plaintext operation between Config Server and devices/GUI administration (y/n)? no
Enable plaintext operation between Event Gateway and devices (y/n)? no
Enable authentication (y/n)? no

NSM directive (none, default, http): default

Enable Event Gateway debug log (y/n)?no

log file rotation timer (minutes, 0 = no rotation): 15

max log file size (Kbytes): 3072

the max versions of log file (0-99): 1

number of Event Gateways that will be started with crypto operation: 1
number of Event Gateways that will be started with plaintext operation: 1
CNS Event Bus Network Parameter: 10.1.25.18

CNS Event Bus Service Parameter: 7500

Re-configure IMGW (y/n)? no

Warning: setup cannot be aborted while committing changes.

Commit changes (y/n):yes

Cisco I0S SSL

Z 2T, Cisco I0S SSL DR GESIEIZ SV THII L £,

CiscolIOS SSL +5 R biRA V FDERTE

CiscoI0S Tix, SCEP #fffH L Ty hU—Z LD N T A MKRA LV FNERETEET, F7-,
terminal 7V a Y EFHL T, FTAMRA U FERAT V=0 X UTDLRETHIELTEET,
WMARETCKRIARNRA L FEMVMT DI, BEOEXN T a— RT3 X4ER’HD T, WmRNL
AN+ 551 TIE Base 64 = a— RIERXAHEH L £,

SCEP #fERALf~ CPESSL F3 X rRA VI
WOBIL, SCEP 71 ha L zMALTRT A ML FEBRET 2 EER LET,

|

Router (config) #crypto ca trustpoint company.com
Router (config) #enrollment mode ra

Router (config) #enrollment url http://my-iosca:80/
Router (config) #usage ssl-client

Router (config) #revocation-check none

Router (config) #crypto ca authenticate att.com

Cisco Configuration Engine f YA kL—> 3> oY 74 F¥al—43> HL K35
m. OL-17341-02-J |
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Certificate has the following attributes:

Fingerprint: 1D74D54A 464207FD 817901A4D 67B5112B

% Do you accept this certificate? [yes/no]l: yes

Trustpoint CA certificate accepted.

|

crypto ca certificate chain company.com

certificate ca 4D69F1831F8D56AF4F63BFOF1B6B4F9B

308202F2 3082029C A0030201 0202104D 69F1821F 8D56AC4F 63BFOACA AB4FI9F30
0D06092A 864886F7 0D010105 05003081 97312139 1F06092A 864886F7 0D010901
1612656D 696B756C 69634063 6973636E 2E636F6D 310B3009 06035504 06130255
53310B30 09060355 04081302 43413111 300F0603 55040713 084D696C 70697461
73311B30 19060355 040A1312 43697365 6F205379 7374656D 7320496E 632E3113
30110603 55040B13 OA434E53 2D494E77 4D425531 13301106 03550403 130A494E
534D4255 2D434131 301E170D 30333035 32383232 34333533 5F970D30 35303532
38323235 3231325A 30819731 21301F06 092A8648 86F70D01 09011612 656D696B
756C6963 40636973 636F2E63 6F6D310B 30090603 55040613 02123331 0B300906
03550408 13024411 3111300F 06035504 0713084D 696C7069 74617331 1B301906
0355040A 13124369 73636F20 53797374 656D7320 496E632E 31133011 06035504
0B130A43 4E532D49 4E534D42 55311330 11060355 0403130A 494E534D 42552D43
4131305C 300D0609 2A864886 F70D0101 01050003 4B003048 02410097 2E2CEDSE
BOF1194F 572E3275 F54F8C92 1A489BD4 CAD7701B 2275EA6B 3520DC29 7D17A1C4
AC6EB48C BO3B1AF1 8CDAB68A A31FB15A 55325A45 032106E6 8214B902 03010001
A381C130 81BE300B 0603551D 0F040403 0201C630 0F060355 1D130101 FF040530
030101FF 301D0603 551D0EO04 16041428 B686CFE5 52C98C23 BAC2A2A0 22F1DASE
77533030 6D060355 1D1F0466 3064302F A02DA02B 86296874 74703A2F 2F67696C
6C696761 6E2F4365 7274456E 726F6C6C 2F494E53 4D42552D 4341312E 63726C30
31A02FAO0 2D862B66 696C653A 2F2F5C5C 67696C6C 6967616E 5C436572 74456E72
6F6C6C5C 494E534D 42552D43 41312E63 726C3010 06092B06 01040182 37150104
03020100 300D0609 2A864886 F70D0101 05050003 41012C82 FA96ED42 329B01B7
83A48A06 4CEDFE36 2CF9706D 1ED1B7C8 882B0B4C 039A4E15 14B410FC 4258FFED
C8069002 76446090 CA22B642 B4207869 F495F8F2 BA5S1

quit

WANSDAE— T K R—X MEFEALCPESSL F5 R FRA Uk

wOHL, ERE Yy a v EFEHL Ty Y=V ETCRIANRA Y NERET A HFiEEZ R LET,

Router (config
Router (config

( #crypto ca trustpoint company.com
(

Router (config
(
(
(

f#enrollment mode ra
#enrollment terminal
#usage ssl-client
#revocation-check none
#

Router (config
Router (config

Router (config
|

Router (config) #crypto ca authenticate company.com
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself

————— BEGIN CERTIFICATE----MIIC8jCCApygAwIBAgIQTWNXgX+
NVgxPY78KyqtPnzANBgkghkiGOwOBAQUFADCB
1zEhMB8GCSgGSIb3DQEJARYSZW1lpa3VsaWNAY21zY28uY29tMQOswCQYDVQQGEWJIV
UzELMAkKGA1UECBMCQOEXETAPBgNVBACTCE1pbHBpdGFzMRswGQYDVQQKExJDaXNj
byBTeXN0ZW1lzIEluYy4xEzARBgNVBASTCkKkNOUy1JT1NNQlUxXxEzARBgNVBAMTCk1O
UO1CVS1DQTEwWHhcNMDMwNTI4M]jIOMzUzWhcNMDUWNTI4MjI1MIEYyWjCB1zEhMB8G
CSgGSIb3DQEJARYSZW1lpal3VsaWNAY21zY28uY29tMOswCQYDVQOGEWJIVUZzELMAkKG
A1UECBMCQOEXETAPBgNVBACTCE1pbHBpdGEFzMRswGQYDVQQOKExJDaXNjbyBTeXNO
ZW1zIEluYy4xEzARBgXMAASTCkNOUy1JTINNQ1UxEzZARBgGNVBAMTCk10U01CVS1D
QTEWXDANBgkghkiGOwOBAQEFAANLADBIAKEAly4sT7V6w8R1PVy4ydfVPjJIaSIvU
ytdwGyJlémslINwpfRehxKxutIywOxrxjNg2igMfsVpVM1pFAYEG50IUuQIDAQAB
04HBMIG+MASGA1UdDWQEAWIBxjAPBgNVHRMBAf8EBTADAQH/MBOGA1UdADgQWBBQO
tobP5VLJjCO6wgKgIvHaXndTMDBtBgNVHREEZ jBkMC+gLaArhilodHRwOi18vZ21ls

Cisco Configuration Engine f YA kL—> 3> av74Xal—>3ay AL K35
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bG1lnYW4vQ2VydEVucm9sbCOJITINNQI1UtQOEXLmNybDAx0oC+gLYYrZmlsZTovLlxc
Z221sbGlnYW5cQ2VydEVuUcmIsbFxJTINNQlUtQOEXILmNybDAQBgkrBgEEAYI3FQEE
AwIBADANBgkghkiG9wOBAQUFAANBACYC+pbtQjKbAbeDpIoGTO3+N1iz5¢cG0e0bfl
1CsLTAOaThUUtBD8Q17j/7cgGkAJ2RGCQYyiK20rQgeGn0lfjyukE=

————— END CERTIFICATE----quit

Certificate has the following attributes:

Fingerprint: 1D74D54A B64207FD 81831A4D 1EDF56194

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

o

% Certificate successfully imported

show crypto ca trustpoint I0S a7 > F

WOFNL, WOH N E&HEDFEERLET, ZOFOEREL T —/L RiE Serial Number T9,

Router#show crypto ca trustpoints
Trustpoint company-IOS-CA:
Subject Name: mytrustpoint

CN = Department

OU = Personnel

O = Company Co Inc.
L = San Francisco
ST = CA

Cc = Us

EA = administrator@company.com

Serial Number: 4D69F1831F8Ef1344F63BFOACAAB4FIF
Certificate configured.

CEP URL: <http://my-iosca>

OpenSSL FGERAEDHZ K
Z Z Tl OpenSSL GEMAEDIERICTHOWTHIA L E 7,

REAES X UX—DRR

FEAER L OF —ITIROEADRH Y £7,

e PEM

e DER
o PKCS#12

PEM
Z L OpenSSL CEF &L 57 7 4 /v b DA T, CNS Configuration Engine v1.4 DIgi CfEFI T %
Me— DX T, ZOERIIE, §_XTDOT T4 X—F F¥— (RSABLODSA), X7V v 7 F—
(RSA BELUIDSA), BLWY (x509) FEHEEZEHDH Z LN TEEJ, PEM (21X Base64 T a—
F&Etiz DER JERDOT —Z B S, s ASCIL ~v XA —THENDZDT, VAT ABTOTF
AN F— FOEREIZE L TWET,

DER

DER Rz, §_XCOTTIAR_R—F F— RT Vo7 F— BIOGEHEZEDALZLNTEE
T, DER ICBMEN 5T —#1X ASNI DER ERIZHEWVWE T, ZHITIFEAEDT T OFDFT 7 4L k
BT,
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PKCS#12
PKCS#12 IX PFX 7 7 A L & BRI E T, :ﬂ5@774/1/ WZiZ, 3 XTOFI7 A4 _X— K F— N
TVy 2 F—, BLIOHHAEFELEZDLZENTEET, HUEANA T VR THRMINET,
FEMIZ DWW TIE, http://www.drh-consultancy.demon.co.uk/pkes12faq.html/ S L T 7230y,
X509 PEM GEHEDTERIIR O LBV TT,
(~ v 2 — 15 )
—————— BEGIN (TRUSTED|X509) CERTIFICATE---- (

Certificate Data)
—————— END (TRUSTED|X509) CERTIFICATE---

OpenSSL [ &k ZFIBAERX D EHR
Z ZTiE. OpenSSL ¥V — v a i L CREER R EZEH T 25 FIHICOWTHBIL 9, FEMic o0 T
I, OpenSSL @ R¥ 2 A hEZRL TS EE W,

OpenSSL 75 PKCS#12 ~D &k
WOHFIE, OpenSSL % PKCS#H12 IZ BT 5 HEERLET,

openssl pkcsl2 -export -in pem-certificate-and-key-file -out
pkcs-12-certificate-and-key-file

openssl pkcsl2 -export -in pem-certificate-file -inkey pem-key-file -out
pkcs-12-certificate-and-key-file

PKCS#12 /&5 PEM ~0 OpenSSL D%
WOBE, OpenSSL % PKCS#12 7°5 PEM ICEMT 5 FikErm L ET,

openssl pkcsl2 -in pkcs-12-certificate-file -out pem-certificate-file
openssl pkcsl2 -in pkcs-12-certificate-and-key-file -out pem-certificate-and-key-file

PEM/DER » & DER/PEM ~® OpenSSL DO ZE4

WOFIL, OpenSSL % PEM/DER » & DER/PEMPKCS#12 IZEH#d 2 k%R LET,

openssl dsa -inform PEM|DER -outform DER|PEM -in pem-file|der-file -out der-file|pem-file

OpenSSL JERAFED K
WoOHIL, OpenSSL FEHEDOHAZ R L 7,

OpenSSL From PEM/DER to DER/PEM - RSA Keys
openssl rsa -inform PEM|DER -outform DER|PEM -in pem-file|der-file -out der-file|pem-file

CNSSSLBEED FZ T a—TFT42Y

1T & 7= CNS Configuration Engine FEBEH DA % CNS Configuration Engine TH/RT 51213, Ik
o) OpenSSL 2~ REFE[TLET, ZOV 7Tk, 22D F AR TI0S CS/CA IZ L - THEBRIZE

ITENTRERAELLIG L2 DT, T2 THEET NS EERMMIT. Serial Number: DK< 16
’iiﬁw)i%ﬂfﬂ‘o ZHUIREIT SN EO VY T AR S ERLET,
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SSL ;EEAE DR

OB, SSLREAEZ R RT L HIELRLET,

openssl x509 -noout -text -in /etc/tibgate/server.crt

Certificate:
Data:

Version: 3

Signature Algorithm:

(0x2)
Serial Number:
15:79:ce:3e:00:00:e£:00:00:04

shalWithRSAEncryption

Issuer: Email=administrator@mycompany.com,
Co Inc., OU=Department,

Validity

Not Before:

CN=Personnel

May 30 01:52:27 2003 GMT

c=us,

ST=CA, L=San Francisco, O=Company

ST=California,

:df:
el:
Of:
Tf:
fd:
ee:
fe:

Not After May 30 02:02:27 2004 GMT
Subject: Email=administrator@mycompany.com, C=us,
O=Company Inc., OU=Department, CN=config-engine
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public Key: (1024 bit)

Modulus (1024 bit):
00:c8:5a:71:55:£8:30:21:da:ef:f1:6f:5c:eb
92:66:be:d2:7f:86:65:e7:el:de:fd:c2:ac:le:
e9:7a:a2:64:20:81l:ed:ab6:ff:£8:85:ab:fc:63:
d3:71:93:b1:6b:31:£5:0b:11:64:¢c1:dc:29:88:
ab:81:69:bf:£f0:81:5c:af:1b:86:9d:14:30:47:
44:04:ea:3e:e6:e0:2b:7d:33:d4:37:ba:a9:ba:
29:2f£:52:29:£3:2:26:60:5d:¢c7:6d:25:92:80:
16:07:£8:¢c9:2d:75:6£:29:4c:17:3c:85:70:ad:

65:aa:ea:cb5:e0:09:47:24:el
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:

35:7E:67:7C:B9:AC:79:ED:34:CB:08:DF:AB:1E:C6:0D:FC:41:3B:71

X509v3 Authority Key Identifier:

keyid:28:B6:86:CF:E5:52:C9:8C:23:BA:C2:A2:A0:22:F1:DA:5E:77:53:30

cl:

L=San Jose,

DirName:/Email=administrator@mycompany.com/C=US/ST=CA/L=San Jose/O=Company

Co Inc./OU=Department/CN=Marketing

serial:4D:69:F1:1F:EF:8E:56:AC:4F:63:BF:0A:CA:AB:4F:9F

X509v3 CRL Distribution Points:
URI:http://my-iosca/
URI:file://\\my-iosca

Authority Information Access:

CA Issuers - URI:http://my-iosca
CA Issuers - URI:file://\\my-iosca
Signature Algorithm: shalWithRSAEncryption

24:d7:86:57:95:78:08:60:8d:88:ab:6b:46:76:bc:45:ce:59:
6c:af:29:43:17:22:a21:78:d0:65:8a:11:79:ef:6b:15:84:8b:
bf:40:de:%9a:08:81:8c:da:ea:el:0c:fb:bb:0c:8d:96:74:31:

30:a0:12:de:19:ca:1b:24:60:0d

SSL FSUHH LI VDTNV BT

SSL v Hor v avoF Ny FHNERFTHICE, Woavy R LES, ssldump 7w 7
Z 5% OpenSSL Y — % v hO—HTHY, SSL T A MRSV FEREB LA T LB

HET,

/opt/CSCOcnsie/tools/ssldump -A -e -N -d -i ethO port 443

..0r more simply..
/opt/CSCOcnsie/tools/ssldump -i eth0 port 443
/opt/CSCOcnsie/tools/ssldump -i eth0 port 11012

l Cisco Configuration Engine 1 YR bL—¥ a3y av74¥al—vav (4 F35

OL-17341-02-J |



| 7% Cisco CNS Configuration Engine ® SSL #¥al) 7«

CNS T—x v k& Configuration Engine D2%2U5+ M

..and the operator can easily pipe these to a file as such:
/opt/CSCOcnsie/tools/ssldump -i eth0 port 443 > ssl http.log
/opt/CSCOcnsie/tools/ssldump -i ethO port 11012 > ssl event.log

IOSSSL FIXAAD S TN a—TF425

KD debug B LV show 2w FiZ, SSLEF =2V T4 LA ¥YE2YR—FT21FLALEDIOS CPE T
FEHTEET, Zhboavwr N, CPET A ATSSLZ 7947 hTIARKRA L FDEY b
Ty T TNy T T BRI OT N TOFRE AN — 2 TR LT,

PKI F/8vy 5 a< > K

woHiL, PKIT Ny 7 a<v RERLET,

debug crypto pki transactions
debug crypto pki messages

SSL F/\yY av Uk

woHNE, SSLT Ny 7 a<w RERrLET,

debug ssl traffic
debug ssl error
debug ssh hdshake

show crypto A< > F

OB, crypto =~ RERLET,

show crypto key pubkey-chain rsa
show crypto ca trustpoints
show crypto ca certificate

show crypto key pubkey-chainrsa a2 > F
WOBIL, 10S T/3A ANZHETFDH T A RKRA Y FAEAEO T Y v 7 =D HhERLET,

Routerf#show crypto key pubkey-chain rsa
Codes: M - Manually configured, C - Extracted from certificate

Code Usage IP-Address/VRF Keyring Name

C Signing default X.500 DN name:
CN = IOS-CAl
OU = Marketing
O = Company Co Inc.

L = San Jose
ST = CA
Cc = US

EA = administrator@company.com

show crytpo ca trustpoint

WROFNE, 10S T34 228135 I0S SSL T A FaRA » FEHEDONE L EADH D ZRLE T,

Router#show crypto ca trustpoints
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Trustpoint cisco-ssl-home:
Subject Name:
CN = IOS-CAl
OU = Marketing
O = Company Co Inc.

L = San Jose
ST = CA
Cc = USs

EA = administrator@company.com

Serial Number: 4D69F1E1DSF8D6AC4F63BFOACAABAFIF

Certificate configured.
CEP URL: http://my-iosca

show crypto ca certificate

WoOBlE, 10S 7 /34 A2 T % show crypto ca cert [0S =2~ > KO AZERLET,

Router#show crypto ca cert
CA Certificate
Status: Available

Certificate Serial Number: 2D19F1841F8D56AC4F63BFOACLDB4FOF

Certificate Usage: Signature

Issuer:

CN = IOS-CAl

OU = Marketing

O = Company Co Inc.

L = San Jose

ST = CA

Cc = US

EA = administrator@company.com
Subject:

CN = IOS-CAl
OU = Marketing
O = Company Co Inc.

L = San Jose
ST = CA
Cc = US

EA = administrator@company.com
CRL Distribution Point:
http://my-iosca
Validity Date:
start date: 22:43:53 UTC May 28 2003
end date: 22:52:12 UTC May 28 2005
Associated Trustpoints: ssl-home

CNS ID DX

woOBIE, CNSID O Z R LET,

Router#enable
Router#configure terminal

Enter configuration commands, one per line.

Router (config) #cns id ?

End with CNTL/Z.

Async Async interface

BVI Bridge-Group Virtual Interface
CDMA-Ix CDMA Ix interface

CTunnel CTunnel interface

Dialer Dialer interface

Ethernet IEEE 802.3

FastEthernet FastEthernet IEEE 802.3
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Group-Async Async Group interface

Lex Lex interface

Loopback Loopback interface

MEFR Multilink Frame Relay bundle interface
Multilink Multilink-group interface

Tunnel Tunnel interface

Vif PGM Multicast Host interface

Virtual-PPP Virtual PPP interface

Virtual-Template Virtual Template interface
Virtual-TokenRing Virtual TokenRing

Vlan Catalyst Vlans

hardware-serial Use hardware serial number as unique ID
hostname Use hostname as unique ID

string Use an arbitrary string as the unique ID

CNSIDARY rIT—V A1 03—T x4 REDOSHE

WoOFNL, CNSID Xy hU—2 f v F—T = A ZAEOH N ZRLET,

Router#enable

Router#configure terminal

Router# (config) #cns id FastEthernet 0 ?
ipaddress Use IP address as unique ID
mac-address Use MAC address as unique ID

Router (config) #cns id Async 1 ?
ipaddress Use IP address as unique ID
mac-address Use MAC address as unique ID

CNSID/\—Fox7 VITFILEE

wOHL, CNSID "— KR =7 U TAEEDHIERLET,

Router (config) #cns id hardware-serial ?
event Set this ID as the event ID

image Set this ID as the image ID

<cr>

THY—R—F N—F0z7 SUTFILBEBZSORR

woOFNL, ~F—FR—F =Ry 7 ST ALRFOHNERLET,

Router#enable

Router#config terminal

Router (config) #do show version

Cisco IOS Software, C1700 Software (C1700-ADVENTERPRISEK9-M), Experimental Version 12.3
Copyright (c) 1986-2004 by Cisco Systems, Inc.

Compiled Fri 13-Feb-04 20:04 by ntimms

ROM: System Bootstrap, Version 12.2(7r)XM4, RELEASE SOFTWARE (fcl)

cisco-1711 uptime is 2 days, 19 hours, 27 minutes

System returned to ROM by reload

System restarted at 07:51:21 UTC Thu Mar 4 2004

System image file is "flash:cl700-adventerprisek9-mz.24.Feb.2004"

This product contains cryptographic features and is subject to United States and local
country laws governing import, export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import, export, distribute or use
encryption. Importers, exporters, distributors and users are responsible for compliance
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with U.S. and local country laws. By using this product you agree to comply with
applicable laws and regulations. If you are unable to comply with U.S. and local laws,
return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html
If you require further assistance please contact us by sending email to export@cisco.com.

Cisco 1711 (MPC862P) processor (revision 0x100) with 116939K/14133K bytes of memory.
Processor board ID FOC07271A6Q (2119579075), with hardware revision 0000
MPC862P processor: part number 7, mask 0

Ethernet interface

FastEthernet interfaces

Serial interface

terminal line

1 Virtual Private Network (VPN) Module

32K bytes of NVRAM.

32768K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102

R I

N—F9zF7I)F7ILD CNS £ A—2 ID DERR

WoBIE, "— R =TI TALDCNS A A—VOH N ERLET,

Router#enable

Router#configure terminal

Router (config) #cns id hardware-serial image
Router (config) #do show cns image status

CNS Image Agent ID: FOCO07271A6Q

Number of failed upgrades: 0

Number of successful upgrades: 0

Messages received: 8

Receive errors: 1

Bad XML format:1 Not Supported:0 Invalid Parameter:0
Memory exhausted:0 File too large:0 Operation failed:0
File Errors:0 Auth Errors: O

Transmit Status

TX Attempts:7

Successes:6 Failures 3

Detailed Failures

Memory exhausted:0 queue error:0 external error:0
other error:3

N—F9x7LYFPIDCNS avT74FaL—3viID

WROFENE, "— R =TI TALDODCNS a7 4 Falb—yaryIDoOoHhzrRrLET,

Router#enable

Router#configure terminal

Router (config) #cns id hardware-serial

Router (config) #do show cns config connections
The partial configuration agent is enabled.
Configuration server: 10.1.25.94

Port number: 80

Encryption: disabled

Config id: FOCO07271A6Q

Connection Status:

The initial configuration agent is not running.
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~

GE) N— R =7 U 71D i show version 2~ R TERENDID THHD . CNS=—TV = M Eo
THETT A ZADHF—FR— Ko REINET, ZORETIXTIIX., $5E D Cisco I0S 7 /31 A
DY X —VIEHENTWA VI TAESLRIUTHAIGE ERRDLERH £7,

£ Db DIFEHRIF

BMOEREGEDLIZDIZIRO R¥a A FEaSZRTEET,

Cisco 10S SIBAEHY—/\

Cisco 108 FEHE Y — ROFEMIC OV TIE, IRO URLIZHD RF 2 A FEZRL TSN,

http://'www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature guide09186a00801d1cb0.h
tml

SR Y—\DT—45 —F
FEREY —AROT—F — FOFEMIZOWTIE, RO URL IZHDHHE R¥ 2 A hESRLTLE
é I/ \O
http://www.cisco.com/en/US/tech/tk583/tk372/tech_brief09186a00801e05dc.html

Cisco 10S PKI

CiscolOS Y7+ x7 Release 123 T/ tXaY 574 a< UK

For more information on Cisco IOS software releases and security commands, see the command
reference document at:

http://'www.cisco.com/en/US/products/sw/iosswrel/ps5207/products _command_reference_chapter09186
a00801a7f81.html

SSLNTVYY ¥— AV IFRF9F~

SSL AT Y w7 2= A2 TFRATFTIZF ¥ DFEMIONTIE, KO URLICHEBERT A b ~AL—r—%
ZHLTLEEN,

http://www.cisco.com/en/US/tech/tk583/tk618/technologies white_paper09186a0080179739.shtml

RELX L) TABRER—ADT7IVEX arv rO—)L

FEHEEX 2V T BER—ADOT 78X 3 b — L OFEMIZ DWW TIE, RO URL IZH D R 2 £
VEREBRLTLZE N,

http://'www.cisco.com/en/US/products/sw/iosswrel/ps1839/products_feature guide09186a00801541ce.h
tml

Cisco I0S fIRAgEY—/\DT—4% o—Fb

Cisco [0S ZFEY — D F —% o — FOFEMIZHONWTIE, RO URLIZHAH R¥F 2 Ay FESRLT
<TZEW,
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http://'www.cisco.com/en/US/tech/tk583/tk372/tech_brief09186a00801e05dc. html
http://'www.cisco.com/warp/public/cc/pd/iosw/prodlit/certs_ds.pdf

Cisco 10S FSIFAEH—/I\ELUVUY T FH 7 Release 123 T

Cisco IOS +— "B LY 7 h 7 =7 Release 12.4 OFFEMIZHOWTIX, kD URLIZHD RF o A b
EHEBL T ZEN,

http://'www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature guide09186a00801d1cb0.h
tml

{EETE 5/L— MEREEHEES

FHETE 20— PR OFEMIZ oW TR, RO URLIZHD FFa X FEZRLTES0,

http://www.cisco.com/en/US/products/sw/iosswrel/ps1834/products_feature guide09186a008007fect.ht
ml.

Online Certificate Status Protocol

Online Certificate Status Protocol ®FEAMMIZ DWW TIE, KD URL IZHD R¥x = A bEBRLTLE
é I/\O

http.://'www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature_guide09186a00801a755b.
html.

230 SCEP Rh—L R—D
SCEP & — L N—=TY OFFMMZ DN TIE, O URL IZHD FFa Ay FESBLTI S0,
http://www.cisco.com/warp/public/cc/pd/sqsw/tech/scep_wp.html.

CiscolOS Y7 77 Release 12.3 T

CiscoIOS ¥ 7 b7 =7 Release 12.3 T 8 LN RSA F— XT OFEEMIZHOWTIE, DO URLIZHD K
FaRAFEZRLTIEZN,

http://'www.cisco.com/en/US/products/sw/iosswrel/ps5207/products_feature guide09186a00801d1cb4.h
tml.

FSRERAVF DR
RTZARKA U b A~y ROFEMIZOWTIE, RO URLIZHD RF¥a AL hESRL T ZE0,
http://'www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/fttrust. htm.
SEEAE SR ORI

AEAEAR G OMEBEILIR OFEMIC SOV T, RO URL IZH D FFra A FE2ZL T ZE0,
http://'www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/ftenrol2. htm.

o
a0

Ty TDHRE

DNRX—=2D7 7R a2y ta—VHOK S~y 7OFREICHET H5MONTIE, kO URL IZH D
R XA hESRLTITEEN,

http://www.cisco.com/warp/public/471/vpn_dn.html - tools
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BHD RSA ¥— R7 DY KR—F

BED RSA F— X7 DV R— FOFEMIZONTIE, RO URLIZHD RF a4 baZRLTI7ZEN,

http://www.cisco.com/univercd/cc/td/doc/product/software/ios122/122newft/122t/122t8/ftmltkey.htm
-42193.

Simple Certificate Enroliment Protocol

Simple Certificate Enrollment Protocol ®FEMHIZDWCTIE kD URL IZH 5 R¥a A v hESBRLTL
TEEWN,
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