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NAM NAM Web NAM Traffic Analyzer

NAM Web CiscoWorks 2000 Simple
Network Management Protocol SNMP;
NAM Traffic Analyzer Web NAM /

NAM Traffic Analyzer CLI
NAM 1 NAM Traffic Analyzer

NAM Traffic Analyzer

[ ]

e SPAN

L]

[ ]

[ ]

[ ]

NAM Traffic Analyzer NAM TACACS+
TACACS+ Web
NAM
Cisco NetScout nGenius Real-Time Monitor RTM SNMP
NAM Cisco NetScout nGenius RTM  Cisco Works 2000 LAN Management
Solution LMS RTM CiscoWorks
URL
http://www.Cisco.com/univercd/cc/td/doc/product/lan/cat6000/fam_mod/rel2_1_2/ol_2428.htm
RMON SNMP CLI NAM
NAM NAM ip
http server enable CLI NAM Traffic Analyzer NAM Traffic
Analyzer
NAM Traffic Analyzer User Guide for the Network Analysis Module
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NAM 1-1 STATUSLED SHUTDOWN 1

1-1 Network Analysis Module

STATUS LED SHUTDOWN R4 >
STATUS LED
STATUS LED NAM 1-3
1-3 STATUS LED
NAM
3
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¢ NAM
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NAM
SHUTDOWN
NAM STATUS LED NAM
NAM NAM
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NAM
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--install
Catalyst NAM
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SHUTDOWN
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2 NAM |

|
)
2.1(1)
URL
http://lwww.cisco.com/cgi-bin/tablebuild.pl/cat6000-serv-maint
2-1  Catalyst Cisco 10S
NAM
2-1 NAM
Catalyst Java
Cisco 10S
1
WS-SVC-NAM-1 |3.5(1) 1.1(1)m 7.3(1) 12.1(13)E3 — Internet 1.3.1 03
WS-SVC-NAM-2 21(1) Supervisor Engine 1A MSFC2 Explorer 6.0
' 2 2 Supervisor Engine 2 Windows 2000 1.4.1 02
12.1(19)E1
MSFC2 Netscape 7.0 14102
Supervisor Engine 1A |7.1 Windows | Windows
2000 Solaris {2000
1.4.0 01
Solaris
12.2(14)SX1
8.2(1) WS( SL)JP720
WS-SUP720
WS-SVC-NAM-1 |3.4(1) 1.1(1)m 7.3(1) 12.1(13)E® — Internet 1.3.1 03
WS-SVC-NAM-2 21(1) Supervisor Engine 1A MSFC2 Explorer 6.0
' 2 4 Supervisor Engine 2 Windows 2000 1.4.1 02
12.1(19)E1
MSFC2 Netscape 7.0 1.4.1 .02
Supervisor Engine 1A |7.1 Windows | Windows
2000 Solaris {2000
1.4.0_01
Solari
82(0) 12.2(14)SX1 onarts
WS-SUP720 WS-SUP720
1. Traffic Analyzer Java Java Virtual Machine JVM
Java JVM
2. MSFC1 MSFC2 Supervisor 1A MSFC2 Supervisor 2
3. 12.1(13)E 12.1(13)E11  12.1(13)E3  13E
4. MSFC1 MSFC2 Supervisor 1A MSFC2 Supervisor 2
5. 12.1(13)E 12.1(13)E11  12.1(13)E3  13E
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2-2 NAM
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NAM

Catalyst 6500

CHAPTER

Catalyst 6000 Cisco 7600

Network Analysis Module NAM;

e NAM p.3-1
e NAM p.3-2
. p3'13
NAM Cisco 10S Catalyst
NAM Quick Start Guide for the Catalyst 6500 Series and Cisco 7600 Series
Network Analysis Module
NAM VLAN Access Control List
VACL; VLAN NetFlow Data Export
NDE; NetFlow Switched Port Analyzer SPAN;
NAM
p.3-2
NAM
p.3-13
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3 NAM |

H NAM
WS-SVC-NAM-1 SPAN 1
WS-SVC-NAM-2 VACL SPAN
2 SPAN  GUI
data-port 1 data-port 2 CLI SPAN
1-2 p.l1-4
VACL SPAN 3-1 NAM
SPAN VACL
3-1 NAM SPAN VACL

NAM-1 NAM-2

1 SPAN 2 SPAN

1 VACL 1 SPAN 1 VACL

2 VACL
SPAN URL
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/span.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8_2/confg_gd/span.htm
VACL URL
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/vacl.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_82/confg_gd/acc_list.htm#1053650
NDE URL
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/nde.htm#1035105
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 2/confg_gd/nde.htm
VACL NDE SPAN NAM
e Cisco 10S p.3-2
e Catalyst p.3-9
Cisco I0S
1 VLAN NAM
VLAN VLAN
SPAN

CLI NAM Traffic Analyzer SPAN

NAM

Fast EtherChannel SPAN
VLAN SPAN

SPAN URL Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide
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| 3 NAM

NAM

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/index.htm

NAM SPAN

NAM SPAN

Router (config)# monitor session {session_number}

{source {interface type slot/port} | {vlan VLAN
vlan_ID}} [, | - | r® | tx | both]
Router (config)# monitor session {session_number} NAM 1 SPAN
{destination analysis module NAM module number
data-port port}
Router (config)# no monitor session session_number
Router (config)# monitor session {session_number} SPAN
{filter {(vlan_ID} [, | - 1} VLAN
Router # show monitor session {session_number}
NAM SPAN
Router# show monitor
Session 1
Source Ports:
RX Only: None
TX Only: None
Both: None
Source VLANs:
RX Only: None
TX Only: None
Both: None
Destination Ports:None
Filter VLANSs: None
Session 2
Source Ports:
RX Only: None
TX Only: None
Both: None
Source VLANs:
RX Only: None
TX Only: None
Both: None
Destination Ports:None
Filter VLANS: None
Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# monitor session 1 source vlan 1 both
%
CLI NAM-1 SPAN NAM-1
SPAN data-port 1 NAM-2  SPAN data-port 1 data-port 2
Catalyst 6500 [Cisco 7600 Network Analysis Module
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3 NAM |
H NAM
Router#
00:21:10:%SYS-5-CONFIG_I:Configured from console by console
Router# conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# monitor session 1 destination analysis-module 8 data-port 1
Router# show monitor
Session 1
Type :Local Session
Source Ports:
RX Only: None
TX Only: None
Both: None
Source VLANSs:
RX Only: None
TX Only: None
Both: 1
Source RSPAN VLAN:None
Destination Ports:analysis-module 8 data-port 1
Filter VLANS: None
Dest RSPAN VLAN: None
Session 2
Type :Local Session
Source Ports:
RX Only: None
TX Only: None
Both: None
Source VLANs:
RX Only: None
TX Only: None
Both: None
Source RSPAN VLAN:None
Destination Ports:None
Filter VLANS: None
Dest RSPAN VLAN: None
VACL
Cisco 10S Release 12.1(13)E1l VACL
Catalyst LAN VACL ACL
p.3-13
WAN VACL
WAN SPAN NAM WAN
CLI VACL
WAN IP
NAM SPAN VACL
SPAN VACL VLAN
Cisco 10S Release 12.1(13)El VACL
Catalyst LAN VACL
ACL
Catalyst 6500 [/Cisco 7600 Network Analysis Module
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NAM

Asynchronous Transfer Mode ATM,; WAN
VACL NAM

Cat6500# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cat6509 (config)# access-1list 100 permit ip any any

Cat6509 (config)# wvlan access-map wan 100

Cat6509 (config-access-map) # match ip address 100

Cat6509 (config-access-map)# action forward capture

Cat6509 (config-access-map) # exit

Cat6509 (config)# vlan filter wan interface ATM6/0/0.1
Cat6509 (config)# analysis module 3 data-port 1 capture allowed-vlan 1-4094
Cat6509 (config)# analysis module 3 data-port 1 capture
Cat6509 (config) # exit

WAN
VLAN ID

Cat6509# show cwan vlan
Hidden VLAN swidb->if_number Interface

1017 94 ATM6/0/0.1

VLAN ID NAM

Cat6509 (config)# analysis module 3 data-port 1 capture allowed-vlan 1017

VLAN 1017
VLAN ID NAM WAN

Cat6509 (config)# analysis module 3 data-port 1 capture allowed-vlan 1

LAN VLAN VACL
LAN VLAN SPAN NAM
NAM
LAN NAM
LAN VLAN VACL VLAN 1
172.20.122.226 3
NAM
Cat6500# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Cat6500 (config)# access-list 100 permit ip any any
Cat6500 (config)# access-1list 110 permit ip any host 172.20.122.226
Cat6500 (config)# wvlan access-map lan 100
Cat6500 (config-access-map)# match ip address 110
Cat6500 (config-access-map)# action forward capture
Cat6500 (config-access-map) # exit
Cat6500(config)# vlan access-map lan 200
Cat6500 (config-access-map)# match ip address 100
Cat6500 (config-access-map)# action forward
Cat6500 (config-access-map) # exit
Cat6500 (config)# vlan filter lan vlan-list 1
Cat6500 (config)# analysis module 3 data-port 1 capture allowed-vlan 1
Cat6500(config)# analysis module 3 data-port 1 capture
Cat6500 (config)# exit
Catalyst 6500 [Cisco 7600 Network Analysis Module
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3 NAM |

H NAM
NDE
NDE
NDE 3 IP
NAM NDE
NetFlow NAM NDE
ifIndex.3000
NetFlow NDE NDE NAM
NDE
NDE
NDE Cisco I0S NDE
1 NDE

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface type slot/port

2 NetFlow

Router (config)# ip route-cache flow

3 NAM UDP 3000

Router (config)# ip flow-export destination NAM-address 3000

A

uUbP 3000
NAM NDE NAM
NAM IP
NDE

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface vlan 2

Router (config)# ip route-cache flow

Router (config)# ip flow-export destination 172.20.104.74 3000
Router (config) # exit

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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MLS

Catalyst 6500

NAM | |

NDE

Policy Feature Card PFC; Multilayer Switching [MLS;
] NDE

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

NDE

Router (config)# mls nde sender version version-number

~

NAM NDE 1 56 7 8 8
NAM NDE
NDE Cisco I0S

NDE

Router (config)# mls flow ip [interface-full | full]

N

full

NetFlow

Router (config)# mls nde sender

NetFlow NAM UDP 3000

Router (config)# ip flow-export destination NAM-Address 3000

Multilayer Switch Feature Card MSFC; NDE

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# mls nde sender version 5

Router (config)# mls flow ip full

Router (config)# mls nde sender

Router (config)# ip route-cache flow

Router (config)# ip flow-export destination 172.20.104.74 3000
Router# show ip cache flow

Router# show ip flow export

| oL-9179-01-J
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H NAM

PFC NDE URL
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/12_1e/swconfig/nde.htm - xtocid14

8 NDE

NAM NDE
NDE
NetFlow NDE 8 1
8 NAM
1 NDE 8

Router (config)# ip flow-aggregation cache aggregation-type

2

Router (config-flow-cache) # enable
3 NAM UDP 3000

Router (config-flow-cache)# export destination NAM-Address 3000
4 NDE

Router# show ip cache flow-aggregation aggregation-type

NDE 8

Router (config)# ip flow-aggregation cache prefix

Router (config-flow-cache) # enable

Router (config-flow-cache)# export destination 172.20.104.74 3000
Router (config-flow-cache)# exit

Router (config)# show ip cache flow-aggregation prefix

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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| 3 NAM

NAM
Catalyst
1 VLAN NAM
VLAN
SPAN
Remote SPAN RSPAN CLI  NAM Traffic
Analyzer NAM Traffic Analyzer
SPAN RSPAN Catalyst 6500 Series Switch Software Configuration Guide
Configuring SPAN and RSPAN
RSPAN NAM  SPAN SPAN RSPAN
VLAN ID SPAN
nam_module/port
N
CLI NAM-1 SPAN
3 NAM-2 SPAN SPAN
7 NAM
S
NAM SPAN
NAM
Fast EtherChannel SPAN
VLAN SPAN
SPAN RSPAN
NAM  SPAN
NAM  SPAN set span {src_mod/src_ports | src_vlans | sc0} {dest_mod | dest_port}
[rx | tx | both] [inpkts {enable | disable}] [learning {enable |
disable}] [multicast {enable | disable}] [filter vlans...][create]
5 NAM-2  SPAN VLAN 1
Console> (enable) set span 1 5/7
Catalyst 6500 [Cisco 7600 Network Analysis Module
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H NAM

LAN VACL
WAN VACL VLAN
Catalyst VACL VLAN VLAN
VLAN
VACL VLAN 1 NAM-1 6/3
IP
Console> (enable) set security acl ip LANCAPTURE permit ip any any capture
Console> (enable) commit
Console> (enable) set security acl map LANCAPTURE 1
Console> (enable) set security acl capture 6/3
VACL VLAN 1
Console> (enable) set sec acl ip LANCAPTURE permit ip host 172.20.122.70 host
172.20.122.226 capture
Console> (enable) set security acl ip LANCAPTURE permit ip any any
Console> (enable) commit
Console> (enable) set security acl map LANCAPTURE 1
Console> (enable) set security acl capture 6/3
NDE
NAM NDE NetFlow
NAM NDE
NAM ifIndex.3000
ifIndex.50000
A
NetFlow MSFC Catalyst 6500 Series Switch
Software Configuration Guide
~
NetFlow CLI NetFlow

NAM Traffic Analyzer  GUI

[/Cisco 7600 Network Analysis Module
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NAM ||
NDE
Catalyst NetFlow
1 NDE set mls nde version nde-version-number
Y
NAM NDE 1567
8 8
NAM
NDE
NDE Cisco I10S
2 NDE full set mls flow full
~
NAM NDE
NDE
3 NAM NDE set snmp extendedrmon netflow [enable | disable] mod
set mls nde NAM-address 3000
NDE set mls nde enable
if-index set mls nde destination-ifindex enable
set mls nde source-ifindex enable
~
NetFlow
NAM
6 NDE
show snmp and show mls nde
show mls nde

Catalyst 6500 [Cisco 7600 Network Analysis Module
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H NAM

NetFlow

Console> (enable) set snmp extendedrmon netflow enable 2
Snmp extended RMON netflow enabled

Console> (enable) show snmp

RMON: Enabled

Extended RMON NetFlow Enabled : Module 2

Traps Enabled:

None

Port Traps Enabled: None

Community-Access Community-String
read-only public
read-write private
read-write-all secret
Trap-Rec-Address Trap-Rec-Community
S
NAM Catalyst 6500 Series Software Configuration Guide

set mls nde collector_ip [udp_port_number]

NDE
NDE
NDE NAM
NDE
1 VLAN set mls bridged-flow-statistics enable vlan-list
2 NDE NAM  UDP 3000 set mls nde NAM-address 3000

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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| |
NAM
RMON
RMON SNMP
SNMP autostart
NAM
autostart NAM
VLAN
N
autostart
~
autostart NAM
e addressMap — RMON2-MIB RFC 2021 addressMapTable
NMS  addressMapMaxDesiredEntries NAM -1
e art — draft-warth-rmon2-artmib-01.txt  artControlTable
e etherStat — RMON-MIB RFC 1757 etherStatsTable
¢ prioStats — SMON-MIB RFC 2613 smonPrioStatsControl Table
e vlanStats — SMON-MIB RFC 2613 smonVlanStatsControlTable
autostart etherstats enable NAM
VLAN RMON-1 etherStatsEntry etherStatsOwner
monitor
SNMP
NAM NVRAM SNMP
e NAM root etherStat
root@localhost# autostart etherstat enable
e NAM root addressMap
root@localhost# autostart addressmap enable
e NAM root prioStats
root@localhost# autostart priostats enable
Catalyst 6500 [Cisco 7600 Network Analysis Module
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|

e NAM root vlanStats

root@localhost# autostart vlanstats enable
e NAM root vlanStats
root@localhost# autostart vlanstats disable
1
NAM

HTTP HTTP

Web HTTP HTTPS NAM NAM CLI

NAM Traffic Analyzer HTTP ip
http server enable HTTPS ip http secure server enable
HTTP HTTPS TCP
N
HTTP HTTP
)
ip http secure
http://www.cisco.com NAM strong crypto

HTTP

NAM  HTTP

1 HTTP

root@localhost# ip http port 8080
The HTTP server is enabled now. You must restart the
server to change HTTP port. Continue [y/nl? y

1 65535
)
Web CLlI Web CLlI
NAM CLI
Cisco 10S p.4-2 Catalyst
p.4-13 Web
NAM Traffic Analyzer User Guide

for the Network Analysis Module Traffic Analyzer Release 3.3

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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2 HTTP

root@localhost# ip http server enable

Enabling HTTP server...

No web users configured!

Please enter a web administrator username [admin]:admin
New password:

Confirm password

User admin added.

Successfully enabled HTTP server.

HTTP

ip http secure strong crypto
HTTP Telnet
SSH strong crypto

strong crypto

1 http://www.cisco.com FTP

root@localhost# patch ftp-url

ftp-url strong crypto FTP

root@localhost# patch ftp://host/path/c6nam- 3.3-strong-cryptoK9-patch-1-0.bin

Proceeding with installation. Please do not interrupt.
If installation is interrupted, please try again.

Downloading cé6nam- 3.3-strong-cryptoK9-patch-1-0.bin. Please wait...
ftp://host/path/cbnam- 3.3-strong-cryptoK9-patch-1-0.bin (1K)

- [H4HAHHAHHHHH AR HHHHHHHHHEH) 1K | 228.92K/s
1891 bytes transferred in 0.01 sec (225.40k/sec)

Verifying cébnam- 3.3-strong-cryptoK9-patch-1-0.bin. Please wait...
Patch cé6nam- 3.3-strong-cryptoK9-patch-1-0.bin verified.

Applying /usr/local/nam/patch/workdir/cénam- 3.3-strong-cryptoK9-patch-1-0.bin.
Please wait...

HAEHSHAHSHSH A S A B AR AR AR HBAH AR HAHSH S AR F SRS [L00%)]
HEHSHAHSHSH S A S A S A B A BHBHBAH AR AR HSH AR FR RS [(L00%)]

Patch applied successfully.

Catalyst 6500 [Cisco 7600 Network Analysis Module
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3 NAM |

3 HTTPS

N

443 port_number

root@localhost# ip http secure port 8080
The HTTP server is enabled now. You must restart the
server to change HTTP port. Continue [y/nl]l? y

1 65535

N

Web CLI

4 HTTPS

root@localhost# ip http secure server enable

Enabling HTTP server...

No web users configured!

Please enter a web administrator username [admin]:admin
New password:

Confirm password

User admin added.

Successfully enabled HTTP server.

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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root@localhost# ip http secure generate self-signed-certificate

The HTTP secure server is enabled now. You must restart

to generate the certificate. Continue [y/nl? ¥y

5243 semi-random bytes loaded

Generating RSA private key, 1024 bit long modulus

.......... +H+

..... +H+

e is 65537 (0x10001)

Using configuration from /usr/local/nam/defaults/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose
Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems, Inc.
Organizational Unit Name (eg, section) []:NAM

Common Name (eg, your name or your server's hostname) [r2d2-186.cisco.com]:
Email Address []:kjchen@cisco.com
Using configuration from /usr/local/nam/defaults/openssl.cnf

MIIDITCCAV6gAWIBAgIBADANBgkghkiGIwWOBAQQFADCB1DELMAKGAIUEBhMCVVMxX
CzAJBgNVBAgTAKNBMREWDWYDVQQHEWhTYW4gSm9zZTECMBOGA1UEChMTQ212zY28g
U31zdGVtcywgSW53Lj EMMAOGA1UECKMDTKFNMRSwGQYDVQQDEXJYyMmQyLTEAN1 55
aXNjby5ib20xHDAaBgkghkiGIw0BCQEWDWShbUBJaXNjby5 b2 0wHhecNMDQwM I 0
MDAWNDAXWhcNMDUwMj I zMDAWNDAXW]jCB1DELMAKGA1UEBhMCVVMxCzAJBgNVBAGT
AKNBMREwWDWYDVQQHEWhTYW4gSm9zZTECMBOGALUEChMTQ212zY28gU31zdGVtcywg
SW59Lj EMMAOGA1UECXMDTkFNMRswGQYDVQQODExJyMmQyLTE4NL5jaXNiby5jb20x
HDAaBgkghkiG9w0BCQEWDWShbUB]aXNjby53b20wgz8wDQYJIKoZ IThveNAQEBBQAD
gYOAMIGJAOGBAMDrGghw2Kt8fimI+bl1lbk6+z9nTEQagolQfoo8DehBLZ10e0d/0
YAW1Cgx3fnW3csSmGiH]j6aEjThm0WO5GvIRbzzbxeSPadDv7IdbIhXTLtPk1Wllg
byhUzvi5R8UFGSmerbbnc7gkTDXQArQ2vETAfxK4oysg+HF55qVjY2KpAgMBAAGJ
gfQwgfEWHQYDVROOBBYEFE]jcj4+vFJIJmLAOINJnOIMYE/Hn9eMIHBBgNVHSMEgbkw
gbaAFEjcj4+vFImLA0OINFnOIMYE/Hn9eoYGapIGXMIGUMQsSwCQYDVQQGEWJVUZEL
MAKGA1UECBMCQOEXETAPBgNVBACTCFNhbiBKb3N1IMRwwGgYDVQQKEXNDaXNjbyBT
eXNO0ZW1zLCBIJbmMuMOwwCgYDVQQLEWNOQUOxGZzAZBgNVBAMTENIyZDI tMTg2LmNp
C2NVLmMNvbTEcMBOGCSgGSIb3DQEJARYNbmMF t QGNpc2NvLmNvbYIBADAMBgNVHRME
BTADAQH/MAOGCSQGSIb3DQEBBAUAAAGBAHWBNZ 9OALHWKkYyK4gYTTbBno2MFbmI49
gU4TIIpFSgWjoqdiXXGIs7clg0dMPzdmDIGITijmkLx2HC1+dVug/2X4RrOFaoog/s
K9GmUL180tgRkDhXJHT/gDfv+L7g0pQCCpglTUFMV1 zxzAHSsBGn1Q80TysXScET
nSr0tR/OKBOt

Disabling HTTP secure server...
Successfully disabled HTTP secure server.
Enabling HTTP secure server...
Successfully enabled HTTP secure server.
root@localhost#

Catalyst 6500 [Cisco 7600 Network Analysis Module
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root@localhost# ip http secure generate certificate-request
A certificate-signing request already exists. Generating a
new one will invalidate the existing one and any certificates
the existing request. Do you still

already generated from
want to generate a new
5244 semi-random bytes
Generating RSA private

R
e is 65537 (0x10001)

one? [y/n]

loaded

key, 1024 bit long modulus

++++++

Using configuration from /usr/local/nam/defaults/openssl.cnf

You are about to be asked to enter information that will be incorporated

into your certificate
What you are about to
There are quite a few

If you enter '.', the

Country Name (2 letter
State or Province Name
Locality Name (eg, cit
Organization Name (eg,

request.

enter is what is called a Distinguished Name or a DN.
fields but you can leave some blank
For some fields there will be a default value,

field will be left blank.

code) [AU]:IN
(full name)

[]:Chennai
[Internet Widgits Pty Ltd]:Cisco Systems

y)

company)

Organizational Unit Name (eg,

Common Name (eg, your name or your server's hostname)
Email Address []:xxx@Cisco.com

MITBzzCCATgCAQAWgY4AxCzAIJBgNVBAYTAK1OMRMWEQYDVQQIEWPUYW1pbCBOYWR1
MRAwWDgYDVQQHEwdDaGVubmFpMRYWFAYDVQQKEwW1DaXNjbyBTeXN0ZW1zMR4wHAYD
VQODEXVUYW1sYWItcGlrMy5jaXNjby5jb20xIDAeBgkgqhkiGIwOBCQEWEXN1a2Fy
YmMNAY21zY28uY29tMIGEMAOGCSgGSIb3DQEBAQUAALGNADCBIQKBgQC8+SR503gS
yvagkf6pnHUh0LelNf6LgJjzwFfjqjS8vpkFa/QVbwgTNDIggUfbvRAIRWEKVWhpRf
rr+I1I120/Xzb0RLpV2J2p3HGgoRrKC3nArIFFiSgXniEU+g2mPgsFNcOyxXHNXIXEj
1BQf80DxbmvIWFOpunmOQ /pGUEYsNfU/46wIDAQABOAAWDQYJIK0Z IThvcNAQEEBQAD
gYEAVAX89pCACRDOgPgaBEMQCMWD+wgZPnALovr7C810LBYTgLLgdwPgoSjSYosE
w/pFnIXxWN1sJ7MC8+hjnJJLjoCwbyrEyvoiAvzpsGsnAZgWUVaUpR7j1Nbf8x2A1

[Some-State] :Tamil Nadu

[1:

hAOH9KchSO0TpSNy130yhuAkvOpUcM2AJgB/ 93udYvuHENOA=

ICisco 7600

Network Analysis Module

[hostname.Cisco.com] :

i Catalyst 6500
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TACACS+

Catalyst 6500

root@localhost# ip http secure install certificate
The HTTP server is enabled now. You must restart the
server to install certificate. Continue [y/nl]l? ¥y

Cut and paste the certificate you received from
Certificate Authority. Enter a period (.), then
press enter to indicate the end of the certificate.

MIIDAzCCAmygAwIBAgIBADANBgkghkiGIwWOBAQQFADBIMQsSwCQYDVQQGEWIBVTET
MBEGA1UECBMKU29tZS1TdGF0ZTEhMB8GALIUEChMYSW50Z2XJuzXQgV21kZ210cyBQ
dHkgTHRKMR4WHAYDVQQODEXVUYW1sYWItcGlrMy5jaXNjby5jb20wHhcNMDEXMDMw
MTAXMDI4AWhcNMDIXMDMwMTAXMDI4WjB1MQswCQYDVQQGEWIBVTETMBEGA1UECBMK
U29tZS1TAGFO0ZTEhMB8GALUEChMYSW50Z2XJuzXQgV21kZ210cyBQAHkgTHRKMRAw
HAYDVQQODEXVUYW1sYWItcGlrMy5jaXNjby53ib20wgZ8wDQYJKoZ IThveNAQEBBQAD
gYOAMIGJAOGBANSO1TS5ayA6pvkIadd13V+N/ ibvNDOXRyXfFycTQRzeA8F4AA+etV
s0IgOmuFfiL9mDr/es9TkyfIM+T2F6+NE13DxJ53ZBbh7ndb6WOnzeHLKh9EDEST
cy2s7751CPCJ fLcMsWQLWSU7XUbi /ExDpb9e2wQQgi6QBED/YRKkr73KNAgGMBAAG]
gcIwgb8wHQYDVROOBBYEFIHsyecd8AW4cvt7voCFeZMarXIgMIGPBgNVHSMEgYCcw
gYSAFIHsyecd8AWAcvt7voCFeZMarXIgoWmkZzB1MQswCQYDVQQGEwIBVTETMBEG
AlUECBMKU29tZS1TdGF0ZTEhMB8GALIUEChMYSW50ZXJuzXQgV21kZ210cyBQdHkyg
THRKMRAWHAYDVQQDEXVUYW1SYWItcGlrMy5jaXNjby5jb22CAQAWDAYDVROTBAUW
AWEB/ zANBgkghkiG9w0OBAQQFAAOBgQACDYWhULAUeSIXyt9tuUrdPfF97hrpFkKy
njlyEU4piuc9gQtxGIyCGsofAm+CiGFg6P4qIZtBF47mg81gF+48JTYwi68CGCye
suZgw01CPQVV4KDirHBKFcOVr/2SMrXcJImczoV2WGexWxsVaXwpkBKF8pcMFFYd
10ULMcvFxg==

Disabling HTTP server...
Successfully disabled HTTP server.
Enabling HTTP server...
Successfully enabled HTTP server.

TACACS+
TACACS+
NAM Traffic Analyzer TACACS+
NAM  TACACS+ NAM  TACACS+

NAM  TACACS+

NAM Traffic Analyzer

Admin

Users

TACACS+

Enable TACACS+ Administration and Authentication

[Cisco 7600 Network Analysis Module

| oL-9179-01-J



3 NAM |

Catalyst 6500 [/Cisco 7600 Network Analysis Module
m. 0oL-9179-01-J |



NAM

Catalyst 6500 Catalyst 6000 Cisco 7600
Network Analysis Module NAM; Cisco 10S
Catalyst
CLlI NAM
e Cisco IOS p.4-2
e Catalyst p.4-13
NAM
NAM p.4-24
Catalyst 6500 [Cisco 7600 Network Analysis Module
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M CiscolOS
Cisco I0S
Cisco I0S NAM
e Cisco 10S NAM p.4-2
e Cisco I0S NAM CLI p.4-3
e Cisco 10S NAM p.4-4
e Cisco 10S NAM p.4-5
e (Cisco 10S mini-RMON p.4-12
Cisco I0S NAM
NAM 2
s Guest— CLI guest
e Root— cisco
S
root guest >
WS-SVC-NAM-1 WS-SVC-NAM-2 root
guest cisco
4-1 NAM
4-1 NAM
WS-SVC-NAM-1
WS-SVC-NAM-2
root root root cisco
guest guest guest cisco
Y
NAM guest
IP
Telnet exsession on SSH
NAM crypto
NAM SSH exsession on ssh
NAM
[/Cisco 7600 Network Analysis Module

i Catalyst 6500
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Cisco 10S ||
1 Telnet
2 CLI session slot slot_number processor 1 NAM
Router# session slot 8 processor 1
The default escape character is Ctrl-", then x.
You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.81 ... Open
Cisco Network Analysis Module (WS-SVC-NAM-1)
3 NAM root root guest
guest
login: root
4 root
root guest guest
Password:
Network Analysis Module (WS-SVC-NAM-1) Console, 2.1(1)
Copyright (c) 1999, 2000, 2001 by cisco Systems, Inc.
WARNING! Default password has not been changed!
root@localhost#
Cisco I0S NAM CLI
NAM
Web CLI
rmwebusers Web Web
A
6 /
S
WS-SVC-NAM-1 WS-SVC-NAM-2 NAM root
guest
4-1 4-4

Catalyst 6500 [Cisco 7600 Network Analysis Module
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l Cisco 10S
NAM root

1
root@localhost# password username
root NAM  Telnet password root
guest NAM  Telnet password guest

2
Changing password for user root
New UNIX password:

3
Retype new UNIX password:
passwd: all authentication tokens updated successfully
root
root@localhost# password root
Changing password for user root
New UNIX password:
Retype new UNIX password:
passwd: all authentication tokens updated successfully

CLI  clear module pc-module module-number password
root root guest
guest
Cisco 10S NAM

CLI Telnet NAM hw-module module
module_number reset NAM

NAM
hw-module module module_number reset device:partition mem-test-full
mem-test-full Cisco 10S
Catalyst
Catalyst Catalyst
NAM p.4-17
NAM

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Cisco 10S
hw-module module module_number mem-test-full
5
Router (config)# hw-module module 5 boot-device mem-test-full
NAM Cisco I0S CLI
hw-module module slot reset hdd:1 [mem-test-full]
NAM Cisco I0OS CLI

hw-module module slot reset cf:1 [mem-test-full]
CLI 9 NAM
Router# hw-module mod 9 reset cf:1 memtest-full

Proceed with reload of module? [confirm] y

[

% reset issued for module 9

set boot device bootseq mod# mem-test-full

Console (enable) set boot device cf:1 4 mem-test-full

Device BOOT variable = cf:1

Memory-test set to FULL

Warning:Device list is not verified but still set in the boot string.
Console> (enable) show boot device 4

Device BOOT variable = cf:1

Memory-test set to FULL

NAM

Console> (enable) set boot device cf:1 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Warning:Device list is not verified but still set in the boot string.
Console> (enable)

Console> (enable) show boot device 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Cisco 10S NAM
Catalyst
NAM p.4-19
Catalyst
NAM
p.4-21

NAM

4-2 NAM

4-2 NAM
WS-SVC-NAM-1 nam-app c6svc-nam-maint
WS-SVC-NAM-2 nam-app c6svc-nam-maint

Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCiscolOS
Cisco I0S NAM
NAM
1 NAM FTP
2 Telnet
3 NAM 4 NAM

Router# hw-module module 9 reset cf:1
Device BOOT variable for reset = cf:1
Warning:Device list is not verified.

Proceed with reload of module? [confirm]

% reset issued for module 9

Router#

00:03:31:%SNMP-5-MODULETRAP:Module 9 [Down] Trap

00:03:31:SP:The PC in slot 9 is shutting down. Please wait ...
00:03:41:%SNMP-5-COLDSTART : SNMP agent on host Rl is undergoing a cold
start

00:03:46:SP:PC shutdown completed for module 9
00:03:46:%C6KPWR-SP-4-DISABLED:power to module in slot 9 set off (admin
request)

00:03:49:SP:Resetting module 9

00:03:49:%C6KPWR-SP-4-ENABLED:power to module in slot 9 set on
00:05:53:%SNMP-5-MODULETRAP:Module 9 [Up] Trap
00:05:53:%DIAG-SP-6-BYPASS:Module 9:0nline Diagnostics is Bypassed
00:05:53:%0IR-SP-6-INSCARD:Card inserted in slot 9, interfaces are now
online

Router#

4 NAM NAM root

Router# session slot 9 proc 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.91 ... Open

Cisco Network Analysis Module (WS-SVC-NAM-1)

Maintenance Partition

login:root

Password:

Network Analysis Module (WS-SVC-NAM-1) Console, 1.2(la)m
Copyright (c) 1999, 2000, 2001 by cisco Systems, Inc.

5 NAM

root@localhost# upgrade ftp-url

ftp-url NAM FTP

root@localhost# upgrade ftp-url --install

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Cisco 10S

--install NAM
--install

FTP ftp-url
ftp://user@host/absolute-path/filename

7 NAM

8 NAM

Router# hw-module mod 9 reset

Device BOOT variable for reset =

Warning:Device list is not verified.

Proceed with reload of module? [confirm]

% reset issued for module 9

Router#

00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:SP:The PC in slot 8 is shutting down. Please wait

NAM NAM

9 NAM NAM  root

root@localhost# show ip
root@localhost# show snmp
root@localhost# show version

Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCiscolOS

NAM

root@localhost# hw-module module 7 reset cf:1
Device BOOT variable for reset = <cf:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]

% reset issued for module 7
root@localhost# show mod

Mod Ports Card Type Model Serial No.
2 8 Network Analysis Module WS-SVC-NAM-2 SAD060301SS
3 8 Network Analysis Module WS-SVC-NAM-2 SAD060301SR
5 2 Supervisor Engine 720 (Active) WS-SUP720-BASE SAD0813071R
7 8 Network Analysis Module (MP) WS-SVC-NAM-2 SAD065002TK
8 0 2 port adapter Enhanced FlexWAN WS-X6582-2PA JAB093000QE
9 48 48 port 10/100 mb RJ-45 ethernet WS-X6248-RJ-45 SAD03462861
Mod MAC addresses Hw Fw Sw Status
0003.feab.1180 to 0003.feab.1187 .0 7.2(1) 3.4(1la) Ok
00e0.b0ff.33£f8 to 00e0.b0Off.33ff .101 Unknown Unknown PwrDown
000d4.2910.3£f68 to 000d4.2910.3f6b .1 7.7(1) 12.2(18)SXE2 Ok

0 7.2(1) 2.1(2)m Ok
.0 12.2(18)SXE2 12.2(18)SXE2 Ok
1 4.2(0.24)VAT 8.5(0.46)ROC Ok

Mod Sub-Module Model Serial Hw Status
5 Policy Feature Card 3 WS-F6K-PFC3A SAD0813023T 2.2 Ok
5 MSFC3 Daughterboard WS-SUP720 SAD081305DT 2.2 Ok

Mod Online Diag Status

Pass
Unknown
Pass
Pass
Pass
Pass

O 00 J Ul W N

root@localhost# session slot 7 processor 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.71 ... Open

Cisco Maintenance image

login: root
Password:

Maintenance image version: 2.1(2)

root@localhost# upgrade ftp://user@pcl//home/userdir/nam-app.3-5-0-10-Eng.bin.gz
Downloading the image. This may take several minutes...

Password for pcl:

ftp://pcl//home/user/nam-app.3-5-0-10-Eng.bin.gz (74629K)

/tmp/upgrade.gz EFEFEFEE s T T T EEEEEE LD 74629K | 10586.05K/s
76421024 bytes transferred in 7.05 sec (10585.89k/sec)

Upgrade file ftp://pcl//home/user/nam-app.3-5-0-10-Eng.bin.gz is dow
nloaded.

Upgrading will wipe out the contents on the storage media.

Do you want to proceed installing it [y|N]: y

Proceeding with upgrade. Please do not interrupt.
If the upgrade is interrupted or fails, boot into
Maintenance image again and restart upgrade.

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Cisco I0S

Catalyst 6500

Cisco 10S

Creating NAM application image file...

Initializing the application image partition.
This process may take several minutes...

Applying the image, this process may take several minutes...

Performing post install, please wait...

Application image upgrade complete. You can boot the image now.
root@localhost# exit

logout

[Connection to 127.0.0.71 closed by foreign host]
root@localhost# hw-module module 7 reset hdd:1
Device BOOT variable for reset = <hdd:1>
Warning: Device list is not verified.

Proceed with reload of module?[confirm]

% reset issued for module 7
root@localhost#

NAM
NAM

NAM FTP

Telnet

NAM 5
NAM

Router# hw-module module 9 reset hdd:1
Device BOOT variable for reset = hdd:1
Warning:Device list is not verified.

Proceed with reload of module? [confirm]

% reset issued for module 9

Router#

00:31:11:%SNMP-5-MODULETRAP:Module 9 [Down] Trap

00:31:11:SP:The PC in slot 9 is shutting down. Please wait
00:31:25:SP:PC shutdown completed for module 9
00:31:25:%C6KPWR-SP-4-DISABLED:power to module in slot 9 set off (admin
request)

00:31:28:SP:Resetting module 9

00:31:28:%C6KPWR-SP-4-ENABLED:power to module in slot 9 set on
00:33:26:%SNMP-5-MODULETRAP:Module 9 [Up] Trap
00:33:26:%DIAG-SP-6-BYPASS:Module 9:0nline Diagnostics is Bypassed
00:33:26:%0IR-SP-6-INSCARD:Card inserted in slot 9, interfaces are now
online

NAM NAM root

[Cisco 7600 Network Analysis Module
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W cCiscolOS

5 NAM

root@localhost# upgrade ftp-url

ftp-url NAM FTP

~

FTP ftp-url
ftp://user@host/absolute-path/filename

6

7 NAM

8 NAM
Router# hw-module module 9 reset cf:1
Device BOOT variable for reset = cf:1
Warning:Device list is not verified.
Proceed with reload of module? [confirm]
% reset issued for module 9
Router#
00:16:06:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:16:06:SP:The PC in slot 9 is shutting down. Please wait
00:16:21:SP:PC shutdown completed for module 9
00:16:21:%C6KPWR-SP-4-DISABLED:power to module in slot 9 set off (admin
request)
00:16:24:SP:Resetting module 9
00:16:24:%C6KPWR-SP-4-ENABLED: power to module in slot 9 set on
00:18:21:%SNMP-5-MODULETRAP:Module 9 [Up] Trap
00:18:21:%DIAG-SP-6-BYPASS:Module 9:0nline Diagnostics is Bypassed
00:18:21:%0IR-SP-6-INSCARD:Card inserted in slot 9, interfaces are now
online
Router#

9 NAM NAM  root
root@localhost# show ip

10

Router# hw-module module 9 reset

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst 6500

Cisco 10S

NAM

Router#

Router# hw-module module 9 reset hdd:1
Device BOOT variable for reset = hdd:1
Warning:Device list is not verified.

Proceed with reload of module? [confirm]

% reset issued for module 9

Router#

00:31:11:%SNMP-5-MODULETRAP:Module 9 [Down] Trap

00:31:11:SP:The PC in slot 9 is shutting down. Please wait
00:31:25:SP:PC shutdown completed for module 9
00:31:25:%C6KPWR-SP-4-DISABLED:power to module in slot 9 set off (admin
request)

00:31:28:SP:Resetting module 9

00:31:28:%C6KPWR-SP-4-ENABLED:power to module in slot 9 set on
00:33:26:%SNMP-5-MODULETRAP:Module 9 [Up] Trap
00:33:26:%DIAG-SP-6-BYPASS:Module 9:0nline Diagnostics is Bypassed
00:33:26:%0IR-SP-6-INSCARD:Card inserted in slot 9, interfaces are now
online

Router#

Router# session slot 9 proc 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.91 ... Open

Cisco Network Analysis Module (WS-SVC-NAM-2)

login:root
Password:

Cisco Network Analysis Module (WS-SVC-NAM-2) Console, 3.3(0.1)
Copyright (c) 2004 by cisco Systems, Inc.

WARNING! Default password has not been changed!
root@localhost.cisco.com#

root@localhost.cisco.com# upgrade ftp://host/pub/rmon/mp.1-1-0-1.bin.gz

Downloading image...

ftp://host/pub/rmon/mp.1-1-0-1.bin.gz (11065K)

- [#H#fHFHHHHH R AR R HAHAHSE] 11065K | 837.65K/s
11331153 bytes transferred in 13.21 sec (837.64k/sec)

Uncompressing the image...
Verifying the image...

Applying the Maintenance image.
This may take several minutes...

Upgrade of Maintenance image completed successfully.
root@hostname.cisco.com# exit

Router# hw-module module 9 reset cf:1
Device BOOT variable for reset = cf:1
Warning:Device list is not verified.

Proceed with reload of module? [confirm]

% reset issued for module 9

Router#

02:27:19:%SNMP-5-MODULETRAP:Module 9 [Down] Trap

02:27:19:SP:The PC in slot 9 is shutting down. Please wait
02:27:36:SP:PC shutdown completed for module 9
02:27:36:%C6KPWR-SP-4-DISABLED:power to module in slot 9 set off (admin
request)

02:27:39:SP:Resetting module 9

[Cisco 7600 Network Analysis Module
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W Ciscol0S
02:27:39:%C6KPWR-SP-4-ENABLED: power to module in slot 9 set on
02:29:37:%SNMP-5-MODULETRAP:Module 9 [Up] Trap
02:29:37:%DIAG-SP-6-BYPASS:Module 9:0nline Diagnostics is Bypassed
02:29:37:%0IR-SP-6-INSCARD:Card inserted in slot 9, interfaces are now
online
Router#
Cisco I0S mini-RMON
Cisco 10S mini-RMON
mini-RMON rmon collection stats
collection-control-index owner owner-string collection-control-index owner-string
Setup NAM Traffic Analyzer
mini-RMON
A
NAM mini-RMON
4 1 mini-RMON 3000
Router# config term
Router (config)# interface fast4/1
router (config-if)# rmon collection stats 3000 owner “monitor”
router (config-if)# end
Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst | |
Catalyst
Catalyst NAM
e Catalyst NAM p.4-14
e Catalyst NAM CLI
p.4-15
e Catalyst NAM p.4-17
e Catalyst NAM
p.4-19
e Catalyst mini-RMON p.4-23
NAM Traffic Analyzer NAM User Guide for the Network
Analysis Module NAM Traffic Analyzer Release 3.3
NAM
e CLI NAM Traffic Analyzer NAM
L]
e NAM Traffic Analyzer TACACS+
NAM Traffic
Analyzer User and System Administration
4-3 CLI NAM Traffic Analyzer
4-3 NAM
CLI password CatOS
CLI
NAM
clear
module password
slot
Traffic Analyzer |Web CLI no web-user
NAM Traffic
Web GUI Analyzer
TACACS+
TACACS+
CLI  web-user
Web
Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCatalyst

4-3 NAM

Traffic Analyzer NAM
GUI
NAM  CLI
rmwebusers
Traffic Analyzer TACACS+
TACACS+
ip http tacacs+
disable
Catalyst
NAM 2
e Guest— CLI
e Root— cisco
S
root # guest
root guest cisco
4-4 NAM
4-4 NAM
root root root cisco
guest guest guest cisco
S
NAM guest
IP
Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst | |
NAM
1 Telnet
S
Telnet exsession on SSH
NAM crypto
NAM SSH exsession on ssh
2 CLI session NAM
Console> (enable) session 4
Trying NAM-4...
Connected to NAM-4.
Escape character is '~]'.
Cisco Network Analysis Module (WS-SVC-NAM-1)
login:root
Password:
3 NAM root root
guest guest
login: root
4 root
root guest guest
Password:
Network Analysis Module (WS-SVC-NAM-1) Console, 3.3(0.1)
Copyright (c) 2004 by Cisco Systems, Inc.
WARNING! Default password has not been changed!
root@localhost#
Catalyst NAM CLI
e NAM CLI Telnet
root guest
NAM  Telnet password
Telnet clear module
password module
Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCatalyst

root

NAM

Console> (enable)

CLI
root

clear module password
guest

clear module password module

o NAM Traffic Analyzer

CLI
Traffic Analyzer
NAM Traffic Analyzer

NAM Traffic Analyzer

CLI
Web

e TACACS+

NAM Traffic Analyzer

TACACS+

rmwebusers Web

guest

NAM

NAM root

guest

4-1 4-4

NAM

NAM

root@localhost# password username

N

root

2.2  NAM

username

root NAM

guest NAM

Changing password for user root
New UNIX password:

ICisco 7600

Telnet password root

Telnet password guest

Network Analysis Module

i Catalyst 6500
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Catalyst | |

Retype new UNIX password:
passwd: all authentication tokens updated successfully

root

root@localhost# password root

Changing password for user root

New UNIX password:

Retype new UNIX password:

passwd: all authentication tokens updated successfully

CLI clear module password root
root guest guest

Catalyst NAM

CLI Telnet NAM reset mod_num boot_string

NAM
Cisco 10S Cisco 10S NAM p.4-4

set boot device bootseq mod# mem-test-full
Console (enable) set boot device cf:1 4 mem-test-full
Device BOOT variable = cf:1
Memory-test set to FULL
Warning:Device list is not verified but still set in the boot string.
Console> (enable) show boot device 4
Device BOOT variable = cf:1
Memory-test set to FULL
NAM
Console> (enable) set boot device cf:1 4
Device BOOT variable = cf:1
Memory-test set to PARTIAL
Warning:Device list is not verified but still set in the boot string.
Console> (enable)
Console> (enable) show boot device 4
Device BOOT variable = cf:1
Memory-test set to PARTIAL
NAM Catalyst
CLI reset mod hdd:1
NAM Catalyst
CLI reset mod cf:1
Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCatalyst

9 NAM
Router# reset 9 hdd:1

Proceed with reload of module? [confirm] ¥y
% reset issued for module 9

hdd:1
cf:1

Router#
00:26:55:%SNMP-5-MODULETRAP:Module 9 [Down] Trap
00:26:55:SP:The PC in slot 8 is shutting down. Please wait

Console> (enable) reset mod num cf:1

NAM

Console> (enable) reset mod_num

CLI 4 NAM

Console> (enable) reset 4

This command will reset module 4.

Unsaved configuration on module 4 will be lost

Do you want to continue (y/n) [nl]l? y

ResetPcBlade:start shutdown module 4

SendShutDownMsg - proc_id (1) :shut down PC success.

Module 4 shut down in progress, please don't remove module until shutdown comple
ted.

Module 4 is online.

set boot device bootseq mod#mem-test-full

Console (enable) set boot device cf:1 4 mem-test-full

Device BOOT variable = cf:1

Memory-test set to FULL

Warning:Device list is not verified but still set in the boot string.

Console> (enable) show boot device 4

Device BOOT variable = cf:1
Memory-test set to FULL

NAM

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst

Console> (enable) set boot device cf:1 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Warning:Device list is not verified but still set in the boot string.
Console> (enable)

Console> (enable) show boot device 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Catalyst NAM
Catalyst
NAM p.4-19
Catalyst
NAM
p.4-21
Catalyst NAM
NAM
1 NAM FTP
2 Telnet
3 NAM 4
NAM
Console> (enable) reset mod cf:1l
4 NAM NAM root

5 NAM

root@localhost# upgrade ftp-url

ftp-url NAM FTP

root@localhost# upgrade ftp-url --install

N

--install NAM

Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCatalyst

N

FTP ftp-url
ftp://user@host/absolute-path/filename

6
7
8 NAM
Console> (enable) reset mod
9 NAM NAM  root

root@localhost# show ip
root@localhost# show snmp

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst

NAM

Console> (enable) reset 3 cf:1l

This command will reset module 3.

Unsaved configuration on module 3 will be lost

Do you want to continue (y/n) [nl]l? ¥y

ResetPcBlade:start shutdown module 3

2002 May 07 22:21:20 %SYS-5-MOD_RESET:Module 4 reset from Software

Console> (enable) 2002 May 07 22:24:41 %SYS-3-SUP_OSBOOTSTATUS:MP OS Boot Status
:finished booting

Router-sup2# session 3

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.31 ... Open

Cisco Maintenance image

login: root
Password:

Maintenance image version: 2.1(0.7)

root@localhost# upgrade ftp://pcl/pub/rmon/nam-app.3-3-0-15.bin.gz
Downloading the image. This may take several minutes...
ftp://pcl/pub/rmon/nam-app.3-3-0-15.bin.gz (58699K)

/tmp/upgrade.gz [HHH S HF AR H R H ) 58699K | 6499.18K/ss
60108348 bytes transferred in 9.03 sec (6499.05k/sec)

Upgrade file ftp://pcl/pub/rmon/nam-app.3-3-0-15.bin.gz is downloaded.
Upgrading will wipe out the contents on the storage media.

Do you want to proceed installing it [y|N]: y

Proceeding with upgrade. Please do not interrupt.

If the upgrade is interrupted or fails, boot into

Maintenance image again and restart upgrade.

Creating NAM application image file...

Initializing the application image partition.
This process may take several minutes...

Applying the image, this process may take several minutes...

Performing post install, please wait...
Application image upgrade complete. You can boot the image now.

root@localhost#
Catalyst NAM
NAM
1 NAM FTP
2 Telnet

Catalyst 6500 [Cisco 7600 Network Analysis Module
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W cCatalyst

3 NAM 4
NAM

Console> (enable) reset mod

4 NAM NAM root

5 NAM
root@localhost# upgrade ftp-url

ftp-url NAM FTP

~

FTP ftp-url
ftp://user@host/absolute-path/filename

6

7 NAM

8 NAM
Console> (enable) reset mod cf:l

9 NAM NAM  root
root@localhost# show ip
root@localhost# show snmp

10

Console> (enable) reset mod

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst

NAM

Console> (enable) reset 4

This command will reset module 4.

Unsaved configuration on module 4 will be lost

Do you want to continue (y/n) [nl]l? ¥y

ResetPcBlade:start shutdown module 4

SendShutDownMsg - proc_id (1) :shut down PC success.

Module 4 shut down in progress, please don't remove module until shutdown completed.
Console> (enable) 2002 May 07 23:19:03 %SYS-5-MOD_OK:Module 4 is online

Console> (enable) session 4
Trying NAM-4...

Connected to NAM-4.

Escape character is '~]1'.

Cisco Network Analysis Module (WS-SVC-NAM-2)

login:root
Password:

Cisco Network Analysis Module (WS-SVC-NAM-2) Console, 3.3(0.1)
Copyright (c) 2004 by cisco Systems, Inc.

WARNING! Default password has not been changed!

root@localhost.cisco.com#

root@localhost.cisco.com# upgrade ftp://host/pub/rmon/mp.l1l-1-0-1.bin.gz
Downloading image...

ftp://host/pub/rmon/mp.1-1-0-1.bin.gz (11065K)

- [H4HA#HAHHAHHAHHHHHAHHHHH) 11065K | 837.65K/s
11331153 bytes transferred in 13.21 sec (837.64k/sec)

Uncompressing the image...

Verifying the image...

Applying the Maintenance image.
This may take several minutes...

Upgrade of Maintenance image completed successfully.
Catalyst mini-RMON
Catalyst mini-RMON

mini-RMON

Console> (enable) set snmp rmon enable

Catalyst 6500 [Cisco 7600 Network Analysis Module
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| NAM
NAM
NAM
NAM
1 Telnet
2 NAM 4
NAM
Cisco 10S
Console> (enable) hw-module module module number reset
Catalyst
Console> (enable) reset mod hdd:1
3 NAM NAM root
4 NAM
root@localhost# patch ftp-url
ftp-url NAM FTP
N
FTP ftp-url
ftp://user@host/absolute-path/filename
5
6 NAM NAM  root
root@localhost# show ip
root@localhost# show patches
N
HTTP HTTPS NAM Traffic Analyzer ~ Web

GUI  About

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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NAM | |

Catalyst

Console> (enable) reset 3

This command will reset module 3.

Unsaved configuration on module 3 will be lost

Do you want to continue (y/n) [n]l? y

ResetPcBlade:start shutdown module 4

SendShutDownMsg - proc_id (1) :shut down PC success.

Module 3 shut down in progress, please don't remove module until shutdown completed.
Console> (enable) 2002 May 07 23:19:03 %SYS-5-MOD_OK:Module 3 is online

Router-sup2# session slot 3 processor 1

The default escape character is Ctrl-", then x.

You can also type 'exit' at the remote prompt to end the session
Trying 127.0.0.31 ... Open

Cisco Network Analysis Module (WS-SVC-NAM-1)

login: root
Password:
Terminal type: vtl00

Cisco Network Analysis Module (WS-SVC-NAM-1) Console, 3.3(0.15)
Copyright (c) 1999-2004 by cisco Systems, Inc.

WARNING! Default password has not been changed!
root@localhost# patch
ftp://guest@pcl/home/guest/patch_rpms/nam-app.3-3.cryptoK9.patch.1-0.bin

Proceeding with installation. Please do not interrupt.
If installation is interrupted, please try again.

Downloading nam-app.3-3.cryptoK9.patch.1-0.bin. Please wait...

Password for guest@pcl:

ftp://guest@pcl/home/guest/patch_rpms/nam-app.3-3.cryptoK9.patch.1-0.bin (1K)
[H4HAHHAHHHHH AR HAHHAHHHHH) 1K | 114.28K/s

1891 bytes transferred in 0.02 sec (112.09k/sec)

Verifying nam-app.3-3.cryptoK9.patch.1-0.bin. Please wait...
Patch nam-app.3-3.cryptoK9.patch.1-0.bin verified.

Applying /usr/local/nam/patch/workdir/nam-app.3-3.cryptokK9.patch.1-0.bin. Please
wait...

HeHSHSHSH A A A S A S A B A B A B AR AR AR A H A S HHHHHE [1009)]

HeHSHSHSH A A H S A S A B S B AR AR AR AR AR H R A S HHHHHE [1009]

NAM

NAM CLI NAM Catalyst 6500 Series and Cisco 7600 Series Network
Analysis Module Command Reference
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[ | NAM
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NAM

Network Analysis Module NAM;

e NetFlow p.5-2
. p.5-10
e Web p.5-16
. MIB p.5-18
e NAM ifTable p.5-22
> NAM Traffic Analyzer Troubleshooting

Catalyst 6500 [Cisco 7600 Network Analysis Module
I oL-9179-01-y .m
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H NetFlow

NetFlow

NetFlow Data Export NDE; NetFlow

Web
Monitor > Hosts  Monitor > Apps Monitor > Conversations 1
NDE
NetFlow
NAM
NAM NetFlow
Setup > Preferences
NetFlow NDE
NDE
Cisco I0S
Multilayer Switch Feature Card MSFC;
Router (config)# ip flow-cache timeout ‘"active"||"inactive" seconds
Router (config) # mls aging “fast time” | “long” | “normal” seconds
Catalyst

Policy Feature Card PFC;

Console(enable) set mls agingtime [long-duration | fast | ip]

long-duration

fast

IP ip
Monitor > Hosts Monitor > Conversations
NDE

NAM
NetFlow

Console(enable) show ip cache flow

Console(enable) show mls netflow aging

Catalyst 6500 [/Cisco 7600 Network Analysis Module
m. 0oL-9179-01-J |
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Catalyst 6500

NetFlow ||
Console(enable) show mls
NAM
NDE
Console(enable) show ip cache flow
Console(enable) show mls netflow aging
Console(enable) show mls
NAM
NetFlow
NDE
8 NDE
NDE
NetFlow
GUI Setup > Data Sources > NetFlow >
Listening Mode Start
NAM NetFlow
NAM UDP 3000 NetFlow NetFlow
Console> show ip flow export
Console> show mls nde
NetFlow NetFlow
P User Guide
for the Network Analysis Module Traffic Analyzer Release 3.3
NetFlow
NetFlow
NetFlow
NetFlow

Setup > Data Sources > NetFlow > Listening Mode

Start

NDE

ICisco 7600

Network Analysis Module

| oL-9179-01-J
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Hl NetFlow
5 Details NAM  NDE
6 NetFlow
NetFlow

IP

Console(config) interface type slot/port

Console(config-if) ip route cache flow

MLS Cisco I0S

Console(config)# mls nde interface

MLS Catalyst

Console>(enable) set mls nde destination-ifindex enable

Console(enable) set mls nde source-ifindex enable

full interface-destination-source interface-full
User Guide for the Network Analysis Module Traffic Analyzer
Release 3.3
Setup > Data Sources > NetFlow > Custom Data Sources NetFlow
Setup > Data Sources > NetFlow > Devices
NetFlow Setup > Data
Sources > Netflow > Custom Data Sources
NetFlow

1 Setup > Data Sources > NetFlow > Devices
2
3 Test

i Catalyst 6500 [/Cisco 7600 Network Analysis Module
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NetFlow

Edit
SNMP

Monitor > Conversations

0.0.0.0 NDE destination
Cisco I0S
Cisco I10S full interface-destination-source
interface-full
Router (config)# mls flow ip
"full"|["interface-destination-source"|["interface-full"
Catalyst
Catalyst full
interface-destination-source interface-full
Console (enable)# set mls flow "destination-source" [[ "full"
N
NAM NDE 1 56 7 8
Catalyst 6500 [Cisco 7600 Network Analysis Module
[ oL-9179-01-J




5 NAM

H NetFlow

NDE

1 NDE NDE
SNMP if-index SNMP if-index
Cisco IOS  Catalyst NDE
NDE
5-1 5-2 5-1
5-2
5-1 NDE
KA MA
ml
4
r——2
RAMB KRR KC
i o m
—r b~ —— £
— c — >
IL—4
Router# configuration terminal
Router (config)# interface a
Router (config-if)# ip route cache flow
Router (config-if)# exit
Router (config)# ip flow export destination NAM-Address 3000
Router config)# exit
Router#
5-1
a b
a c
b c
b a
c
C
Network Analysis Module
0L-9179-01-J |
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5 NAM

NetFlow
5-2 NDE
KA MA
ml
4
r——
RAMB RAKC
A a A
mml > S . .
i—— U —
— C —) >
IL—%3
Router# configuration terminal
Router (config)# interface a
Router (config-if)# ip route cache flow
Router (config-if)# exit
Router (config)# interface b
Router (config-if)# ip route cache flow
Router (config-if)# exit
Router (config)# ip flow export destination NAM-Address 3000
Router (config) # exit
Router#
5-2
a b
a C
b c
b a
c a
c b
NetFlow
NetFlow
SNMP if-index if-index

NetFlow

Catalyst 6500 [Cisco 7600 Network Analysis Module
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Hl NetFlow
0
NDE NetFlow if-index if-index
0 1
NetFlow
NDE 8
NDE 8 NAM
5-3 Monitor
> Apps Others Monitor > Hosts Monitor > Conversation
0.0.0.0
5-3
NDE
N
NAM NDE
NDE
* Monitor > Apps Others
* Monitor > Apps
e Monitor > Hosts  0.0.0.0
. Monitor > Conversations 0.0.0.0
. NetFlow
/ e Monitor > Apps Others
* Monitor > Apps
e Monitor > Hosts
e Monitor > Conversations
. NetFlow
[/Cisco 7600 Network Analysis Module

i Catalyst 6500
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NetFlow
5-3
NDE 8 Monitor > Apps
Monitor > Apps 0.0.0.0
Monitor > Host 0.0.0.0
Monitor > Conversation 0.0.0.0 0.0.0.0
NetFlow
ToS 0 DSCP 0 DiffServ
Setup > Data Sources > NetFlow Listening Mode
NDE 8 Monitor > Apps Others
Monitor > Host 0.0.0.0
Monitor > Conversation 0.0.0.0
0.0.0.0 0.0.0.0
NetFlow
ToS 0 DSCP 0 DiffServ
NDE 8 Monitor > Apps Others
Monitor > Host 0.0.0.0
Monitor > Conversation 0.0.0.0 0.0.0.0
NetFlow
ToS O DSCP 0 DiffServ
NDE 8 Monitor > Apps Others
Monitor > Host 0.0.0.0
Monitor > Conversation 0.0.0.0 0.0.0.0
0.0.0.0
NetFlow
ToS O DSCP 0 DiffServ
NDE 8AS
Catalyst 6500 [Cisco 7600 Network Analysis Module
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CLI reset
cf:1 reset
module
e Cisco 10S
hw-module mod 9 reset hdd:1
e Catalyst
reset 9 hdd:1
NAM verification failed
NAM
NAM FTP
FTP
NAM
NAM 2.2
NAM 3.3 NAM NAM
Network Time Protocol NTP
URL
NAM
S
WS-SVC-NAM-1 WS-SVC-NAM-2

NAM root

guest
NAM root guest
NAM
root
guest
4-1 p4-2
4-4 p.4-14
Catalyst 6500 [/Cisco 7600 Network Analysis Module
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||
NAM NAM 3.3
Incompatible image! Upgrade aborted.
NAM NAM 3.3
2 WS-SVC-NAM-1 WS-SVC-NAM-2 1
NAM
WS-SVC-NAM-1 WS-SVC-NAM-2
ERROR: /tmp/upgrade:No space left on device
NAM NAM 3.3
2 WS-SVC-NAM-1 WS-SVC-NAM-2 1
NAM WS-SVC-NAM-1 WS-SVC-NAM-2
NAM
Traffic Analyzer Active SPAN Switched Port Analyzer SPAN;
Catalyst
SPAN
SPAN SNMP
NAM  SPAN
Cisco I0S SPAN SPAN  create
NAM SPAN
SPAN create
SPAN
SPAN
NAM
hw-module module module_number reset
device:partition mem-test-full
~
Catalyst 6500 [Cisco 7600 Network Analysis Module
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Cisco 10S Catalyst
Catalyst
NAM [p.4-17]

hw-module module module_number mem-test-full

Router (config)# hw-module module 5 mem-test-full

Catalyst
set boot device bootseq mod# mem-test-full

Console (enable) set boot device cf:1 4 mem-test-full

Device BOOT variable = cf:1

Memory-test set to FULL

Warning:Device list is not verified but still set in the boot string.

Console> (enable) show boot device 4
Device BOOT variable = cf:1
Memory-test set to FULL

Console> (enable) set boot device cf:1 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Warning:Device list is not verified but still set in the boot string.
Console> (enable)

Console> (enable) show boot device 4

Device BOOT variable = cf:1

Memory-test set to PARTIAL

Set up > Switch Parameters Test
SNMP

SNMP /
SNMP /

/
IP
1
2 show IP permit
IP NAM IP
NAM 127.0.0.X X NAM 10
1 NAM 4 127.0.0.41
NAM IP 3
[/Cisco 7600 Network Analysis Module

i Catalyst 6500
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||
3 set IP permit NAM-address SNMP
Catalyst NAM
ping NAM Traffic Analyzer NAM
unreachable
NAM IP sc0 IP
IP NAM  VLAN LAN
NAM VLAN
sc0 VLAN
NAM IP NAM VLAN
NAM IP
VLAN
NAM IP IP VLAN
NAM
NAM p.3-1 NAM
NAM Traffic Analyzer
HTTP
HTTP HTTP p.3-14 HTTP
NAM
NAM
URL
URL URL
HTTP
Web
HTTP HTTP p.3-14 Web

Catalyst 6500 [Cisco 7600 Network Analysis Module
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TACACS+
3 TACACS+
NAM TACACS+
NAM TACACS+ IP

2 Admin > Diagnostics > Tech Support

3 Ivar/log/messages

. .PAM-tacplus[612] :auth failed:Login incorrect

TACACS+

TACACS+ NAM
TACACS+
..httpd:tac_authen_pap_read:invalid reply content, incorrect key?

. .PAM-tacplus[616] :auth failed:Authentication error, please contact administrator.

NAM TACACS+ TACACS+

Admin > User > TACACS+

..httpd:tac_connect:connection to 172.18.122.183 failed:Connection timed out
..httpd:tac_connect:all possible TACACS+ servers failed

. .PAM-tacplus[613] :connection failed srv 0:Connection timed out
..PAM-tacplus[613] :no more servers to connect

NAM TACACS+ IP
Admin > User > TACACS+ TACACS+
TACACS+ NAM Traffic Analyzer

Not authorized...

TACACS+
TACACS+

configure network

show log config
config network

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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Catalyst 6500

NAM-1 NAM-2

Image verification failed.

NAM-1 NAM-2
WS-X6380-NAM

WS-X6380-NAM

Incompatible image! Upgrade aborted.

WS-X6380-NAM NAM-1

WS-X6380-NAM
NAM-2

WS-X6380-NAM

restore operation failed.

WS-X6380-NAM

[Cisco 7600 Network Analysis Module

NAM-2

| oL-9179-01-J
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H web
Web
Web
e CLI root guest NAM Traffic Analyzer
NAM
Traffic Analyzer NAM CLI
Web TACACS+ Web
CLI
. TACACS+
TACACS+
TACACS+
NAM CLI  rmwebusers
TACACS+ TACACS+
Admin Users
NAM Traffic Analyzer TACACS+
Web
. Web admin
Web admin
1 NAMCLI
2
web-user
user name name
exit
3
4 Y
NAM TACACS+ Web
Cl
TACACS+
1 NAMCLI
Catalyst 6500 [/Cisco 7600 Network Analysis Module
m. 0L-9179-01-J |



| 5 NAM

Web

2
ip http tacacs+ enable tacacs+ server
3 TACACS+
Catalyst 6500 [Cisco 7600 Network Analysis Module
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| miB
5-4 NAM Remote Monitoring  RMON
RMON2 MIB 5-4
RMON MIB RMON
NAM MIB
etherStats NAM
etherStatTable etherStats
VLAN etherStats NAM etherStatsTable
VLAN ifIndex
alarmVariable MIB
NAM alarmVariable NAM MIB
N
MIB NAM  alarmVariable
NAM MIB alarmVariable
5-4 NAM RMON
Object Identifier OID; ID
...mib-2(1).rmon(16).statistics(1).etherStatsTable(1)...mib-2(1). RFC 2819 RMON-MIB
rmon(16).statistics(1).tokenRingMLStatsTable(2) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).statistics(1).tokenRingPStatsTable(3) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).history(2).historyControlTable(1) RFC 2819 RMON-MIB
...mib-2(1).rmon(16).history(2).etherHistory Table(2) RFC 2819 RMON-MIB
...mib-2(1).rmon(16).history(2).tokenRingMLHistory Table(3) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).history(2).tokenRingPHistory Table(4) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).alarm(3) RFC 2819 RMON-MIB
RMON
...mib-2(1).rmon(16).alarm(3) RFC 2819 RMON-MIB
RMON
...mib-2(1).rmon(16).hosts(4) RFC 2819 RMON-MIB

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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MIB
5-4 NAM RMON

Object Identifier OID; ID
...mib-2(1).rmon(16).hostTopN(5) RFC 2819 RMON-MIB
Hosts
...mib-2(1).rmon(16).statistics(1).etherStatsTable(1) RFC 2819 RMON-MIB
...mib-2(1).rmon(16).matrix(6) RFC 2819 RMON-MIB
...mib-2(1).rmon(16).filter(7) RFC 2819 RMON-MIB
...mib-2(1).rmon(16).capture(8) RFC 2819 RMON-MIB

Filter
...mib-2(1).rmon(16).event(9) RFC 2819 RMON-MIB
Alarm SNMP
...mib-2(1).rmon(16).event(9) RFC 2819 RMON-MIB
Alarm SNMP
...mib-2(1).rmon(16).tokenRing(10).ringStationControl Table(1) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).tokenRing(10).ringStationTable(2) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).tokenRing(10).ringStationOrderTable(3) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).tokenRing(10).ringStationConfigControlTable(4) | RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).tokenRing(10).ringStationConfigTable(5) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).tokenRing(10).sourceRoutingStatsTable(6) RFC 1513 TOKEN-RING-RMON MIB
...mib-2(1).rmon(16).protocolDir(11) RFC 2021 RMON2-MIB
NAM
...mib-2(1).rmon(16).protocolDist(12) RFC 2021 RMON2-MIB
protocolDir(11)
...mib-2(1).rmon(16).addressMap(13) RFC 2021 RMON2-MIB
MAC/
...mib-2(1).rmon(16).nIHost(14) RFC 2021 RMON2-MIB
...mib-2(1).rmon(16).nIMatrix(15) RFC 2021 RMON2-MIB

Catalyst 6500 [Cisco 7600 Network Analysis Module
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| miB
5-4 NAM RMON

Object Identifier OID; ID

...mib-2(1).rmon(16).alHost(16) RFC 2021 RMON2-MIB
...mib-2(1).rmon(16).alMatrix(17) RFC 2021 RMON2-MIB
...mib-2(1).rmon(16).usrHistory(18) RFC 2021 RMON2-MIB
RMON RMON2 MIB-I MIB-11

RMON1

...mib-2(1).rmon(16).probeConfig(19) RFC 2021 RMON2-MIB
...mib-2(1).rmon(16).switthRMON(22).smonMIBObjects(1). RFC 2613 SMON-MIB

dataSourceCaps(1).dataSourceCapsTable(1)

VLAN ifEntry

...mib-2(1).rmon(16).switchRMON(22).smonMIBObjects(1). RFC 2613 SMON-MIB

smonStats(2).smonVlanStatsControl Table(1)

VLAN ID

...mib-2(1).rmon(16).switthRMON(22).smonMIBObjects(1). RFC 2613 SMON-MIB

smonStats(2).smonPrioStatsControl Table(3)

802.1p
...frontier(141).mibdoc2(2).netscout2(1).art(5).artControl Table(2) draft-warth-rmon2-artmib-01.txt

ART-MIB
...mib-2(1).rmon(16).medialndependentStats(21) RFC 3273 HC-RMON-MIB
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1). RFC 3287 DSMON-MIB
dsmonMaxAggGroups(1)

rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
dsmonAggControlLocked(2)
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
dsmonAggControlChanges(3)
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
.dsmonAggControlLastChangeTime(4)
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
dsmonAggControlTable(5)
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
dsmonAggProfileTable(6)
rmon.dsmonMib(26).dsmonObjects(1).dsmonAggObjects(1).
.dsmonAggGroupTable(7)

Catalyst 6500 [/Cisco 7600 Network Analysis Module
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5-4

NAM RMON

Object Identifier OID; ID

rmon.dsmonMib(26).dsmonObjects(1).dsmonStatsObjects(2).
dsmonStatsControl Table(1)
rmon.dsmonMib(26).dsmonObjects(1).dsmonStatsObjects(2).
dsmonStatsTable(2)

RFC 3287 DSMON-MIB

rmon.dsmonMib(26).dsmonObjects(1).dsmonPdistObjects(3).
dsmonPdistCtlTable(1)
rmon.dsmonMib(26).dsmonObjects(1).dsmonPdistObjects(3).
dsmonPdistStatsTable(2)
rmon.dsmonMib(26).dsmonObjects(1).dsmonPdistObjects(3).
dsmonPdistTopNCtlTable(3)
rmon.dsmonMib(26).dsmonObjects(1).dsmonPdistObjects(3).
dsmonPdistTopNTable(4)

RFC 3287 DSMON-MIB

rmon.dsmonMib(26).dsmonObjects(1).dsmonHostObjects(4).
dsmonHostCtlTable(1)
rmon.dsmonMib(26).dsmonObjects(1).dsmonHostObjects(4).
dsmonHostTable(2)
rmon.dsmonMib(26).dsmonObjects(1).dsmonHostObjects(4).
dsmonHostTopNCtITable(3)
rmon.dsmonMib(26).dsmonObjects(1).dsmonHostObjects(4).
dsmonHostTopNTable(4)

RFC 3287 DSMON-MIB

rmon.dsmonMib(26).dsmonObjects(1).dsmonCapsObjects(5).
dsmonCapabilities(1)

DSMON

RFC 3287 DSMON-MIB

rmon.dsmonMib(26).dsmonObjects(1).dsmonMatrixObjects(6).

dsmonMatrixCtlTable(1)

rmon.dsmonMib(26).dsmonObjects(1).dsmonMatrixObjects(6).

dsmonMatrixSDTable(2)

rmon.dsmonMib(26).dsmonObjects(1).dsmonMatrixObjects(6).

dsmonMatrixDSTable(3)

rmon.dsmonMib(26).dsmonObjects(1).dsmonMatrixObjects(6).

dsmonMatrixTopNCtITable(4)

rmon.dsmonMib(26).dsmonObjects(1).dsmonMatrixObjects(6).

dsmonMatrixTopNTable(5)

RFC 3287 DSMON-MIB

Catalyst 6500
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H NAM ifTable

NAM ifTable

NAM-1 NAM-2 WS-X6380-NAM
NAM 3
* WS-X6380-NAM
e WS-SVC-NAM-1
e WS-SVC-NAM-2
WS-X6380-NAM CLI ifTable 2
SPAN 2
NAM 2 ifTable 2
ifindex.1 iflndex.2
WS-SVC-NAM-1 CLI Catalyst
ifTable 3 2
3 SPAN
CLI Cisco 10S analysis module . . .
NAM  ifTable ifindex.1 2
ifindex.2
WS-SVC-NAM-2 CLI Catalyst
ifTable 8 1 3 45 6
2  WS-SVC-NAM-1 7 8 SPAN
CLI Cisco 10S analysis
module . .. NAM  ifTable
e ifindex.1
e ifndex.2 All SPAN
e ifIndex.3 data port 1
e ifindex4 2 data port 2
S
WS-SVC-NAM-1 WS-SVC-NAM-2 IEEE 802.1Q
802.1Q VLAN ID
IP

5-5 NAM
5-5 NAM
WS-X6380-NAM WS-SVC-NAM-1 WS-SVC-NAM-2
SNMP OID cisco.5.1. 3. 3.3.2.223 |cisco.5.1. 3. 3.3.2.914 |cisco.5.1. 3. 3.3.2.291
2 3 8
2 2 2
1 3 7 8
NAM ifIndex.2 ifIndex.1 ifIndex.1
NAM ifIndex.1 ifIndex.2 ifIndex.2 iflndex.3
ifIndex.4
Catalyst 6500 [/Cisco 7600 Network Analysis Module
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CiscoWorks 1-7 SPAN
ERSPAN 1-4
1-4
E
Encapusulated Remote SPAN 1-4 T
ERSPAN
SPAN 1-4 TACACS+ 4-13
SPAN 1-4
Vv
G
VACL
GRE VALN 1-5
1-4 VALN
VACL 1-5
N
NAM
1-7
4-7 4-2
NDE 4-2
Network Analysis Module 3-10
NetFlow 1-3 X
1-6
NetFlow Data Export
NDE
Network Analysis Module
NDE 3-10 1-4
R
RMON 1-3
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