NAM D% E

Z Z T, Catalyst 6500 U — R A A »F Catalyst 6000 3V — R R A »F F7i Cisco 7600
) — X )b—# Network Analysis Module (NAM; > b U —Z g€ 2 —/V) OFRGEFELZHH L
F9, BEMZRNEITIRO EEBY T,

¢ NAM OFE (p.3-1)
s NAMD NI T7 4 v 752X T FX¥TDHTT7 47 V—ADHKE (p.3-2)
o FARV—TFT 4T VAT KURIFLIROERTE (p.3-13)

AA v F LD NAM OFETFIAIL, CiscolOS Y 7 N7 =7 & Catalyst XL —F 4 7 VAT A
V7R T 2T OWVWTNEFEHL TWHDENIE TR ET, 72720, MHFDARAL vF X —
T T VAT AIIAT HFIHE N O Y T,

NAM O #IHI 3% E 2 2\ CTlX, [Quick Start Guide for the Catalyst 6500 Series and Cisco 7600 Series
Network Analysis Modulel] %ZH L T Z&EW,

NAM Z W ET D&, Xy NIV—27 774 v 7 E=4F 25K 5T VLAN Access Control List
(VACL; VLAN 77X aav bu—)v UR ) | a—h/vEiLY E— b D NetFlow Data Export
(NDE; NetFlow 7—# T 27 A7R— k), Switched Port Analyzer (SPAN; AA vF K HK—h 7F+F 4
) FRETEET, FHZOVWTUL, INAMD T 7 4 v 75X T F T2 87740 V—
AZDHFE] (p3-2) 2L TIIEEW,

V7 b =T HIDNAM BHEORENTTT5HE, MEFOY 7 b= Il LB ETE
I, FMICOVWTIE, (AR —F 4 7 VAT LEFELARVERE] (p3-13) 2BRLTLE
YN
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NAM D FS 749 9%X % TF¥TBES5To9D Y—ADEE

WS-SVC-NAM-1 77 v b 7 #— AL SPAN £ v a U OSEER— B 1 2H 0 £,

WS-SVC-NAM-2 7°7 v b 7 #— 521X VACL 3 XV SPAN & v & = > TR RTRE /2568 56— R 3
2209HVET, TT7AH/NITIHE, SPANOGUI (/77 4NV a—F 4o ¥ —T x4 R) THEAT
5546 — M4l data-port 1 38 X (M data-port 2 T3, CLI(2~ > RF A A U F—7 =1 X)SPAN
A= AR 12 2R L TLTEIN,

VACL 3L SPAN #[F LA — MZREFFICRET D Z &IFTEEHA, £ 3-1 12, NAM THAHR—
F&# 2 SPAN BLX W VACL R— FREZRLET,

% 341 NAM SPAN & U VACL R— FDBE

NAM-1 NAM-2
1 2O SPAN > a DI 22O SPAN kv g

122D VACL By v a D 12O SPANEy a1 2D VACLEyYy T a v
2O VACLEY a3 »

SPAN DOFEMIIC OV TIL, RO URL 22 LTS ZE 0,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/span.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 2/confg gd/span.htm

VACL OFFANZ OV TIE, RO URL 22 L T Z &,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/vacl.htm
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_82/confg_gd/acc_list.htm#1053650
NDE OFEMIC OV TIE, RO URL 22 L TS 72 &0y,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/122sx/swcg/nde.htm#1035105

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/sw_8 2/confg_gd/nde.htm

LFOEE 7 v a Tk, VACL, 2—H4/LE£7213 Y £ — k NDE, SPAN Z##&E L T NAM TX v
NT—2 NI T 4 v BERT D HECOWTHBALET,

e CiscolOS Y7 hr =7 (p.3-2)

e Catalyst A XL—F 4T VAT A YT hUxT (p.3-9)

CiscolOS Y7 b x7

1 DEIFEED VLAN 05 NAM BT D T 7 4 v 7 2% ¥ 7F v TEE£T, HED VLAN
72T CEEMRT A3, BEICEA L7V VLAN 2% v 7 F v e O LE T,

524959 Y—RELTSPAN 2FHT 584

CLI T% NAM Traffic Analyzer 7 7V 77— 2> Th, SPANZ +T 7 4 v V—AL L THET
TET,

NAM X, /=% Ry b, Z7 A A=V Ry b FHEY b A= Ry b, bT T F—F, £

7213 Fast EtherChannel SPAN i4E 7t — "6 DA —HV Xy b b T 7 4 v 7 BT CEE I, F£7-.
A —H% x> F VLAN % SPAN EECICHET D22 L b TEET,
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SPAN DFEHIIZ DU TIL, D URL T [ Catalyst 6500 Series Switch Cisco 10S Software Configuration
Guide]l #ZMRL T ZE W,

http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/index.htm
NAM £ 2 —/b EDOAR— k& SPAN EETLA— & LTHEHT 2 Z L3 TE EHA,
NAM ET SPAN % A X —7 /MZT D121F, ROWT UL DOIEEEITVET,

=1 EL:)

Router (config)# monitor session {session number} Rty a v OFELA X —T
{source {interface type slot/port} | {vlan R s Zyu

vlan ID}} [, | - | rx | tx | both] A AB LU VLAN &@E L £
Router (config)# monitor session {session number} |NAM D7R— k 1 % SPAN %@scAR— k
{destination analysis module NAM module number LLTA Z—T I LET

data-port port}

Router (config)# no monitor session session number |EEf{H+t¥ v gL % T 4B —T A LE

kD

Router (config)# monitor session {session number} SPAN B> arva 74 VZ) 7L

(fileer {vian 0} [, | - 1) TRED VLAN 72 AL o F K
FRIZUIMBRZDEIITLET,
Router # show monitor session {session number} HIEOEHY vy a v 2FH - LET,

NAM ETSPAN % A R2—T7 WMZT B0 2R LET,

Router# show monitor
Session 1

Source Ports:

RX Only: None

TX Only: None

Both: None
Source VLANs:

RX Only: None

TX Only: None

Both: None
Destination Ports:None
Filter VLANs: None

Session 2

Source Ports:

RX Only: None

TX Only: None

Both: None
Source VLANS:

RX Only: None

TX Only: None

Both: None
Destination Ports:None
Filter VLANS: None

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Router (config)# monitor session 1 source vlan 1 both
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)
GE)

ZA v F D CLIZEH L, NAM-1 D F 77 4 v 73iX{E76L LT SPAN X ET 256, NAM-1 O
SPAN %d 58— b data-port 1 T, NAM-2 @ SPAN %64t — k(% data-port 1 35 & 0¥ data-port 2 T
—a—‘o

Router#

00:21:10:%SYS-5-CONFIG_I:Configured from console by console
Router# conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) # monitor session 1 destination analysis-module 8 data-port 1
Router# show monitor
Session 1

Type :Local Session
Source Ports:

RX Only: None

TX Only: None

Both: None
Source VLANS:

RX Only: None

TX Only: None

Both: 1

Source RSPAN VLAN:None
Destination Ports:analysis-module 8 data-port 1

Filter VLANS: None
Dest RSPAN VLAN: None
Session 2

Type :Local Session
Source Ports:

RX Only: None

TX Only: None

Both: None
Source VLANS:

RX Only: None

TX Only: None

Both: None

Source RSPAN VLAN:None
Destination Ports:None
Filter VLANS: None
Dest RSPAN VLAN: None

F352499 V—RELTVACL 2ERT 55HE

Z 2T, Cisco I0S Release 12.1(13)E1 A2 FATT 5 AA » FIZ VACL Z @ ET 5 LI T
AL E9, Catalyst XL —F 4 7 A7 L ETLANVACL R ET 556, BXx=2V T«
ACLHEREZ T2 LR L L S ICRETEET, FFMC VTR, A L —TF 4 7 VAT A
AFLZ2VERE] (p3-13) 2BRL T EIN,
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WAN 1 >4 —J x4 R ETO VACL DFE

WAN A > —7 = A AL SPAN R —F LEHANAMZHEHLTWAN AV F—T = A A |
ThI 74 v 7 BERTIEAIE.AAL v FOCLI Z#H L TAA vF EIZ VACL % FEICRTT
HRERHY £9, ZOBEIL, WANA X —T =2 ZADIP bT 7 4 v 7 TOREHTT, 74
NEDCTRAEBINLT, BEOT—% 7a—%2ERTAZ L TEET,

NS 4w 7% NAMIZIEET D SPAN B g URARWEAIZS VACL MEHTE $94., 205
A%, SPAN Db IZ VACL % ELTVLAN N7 7 4 v 7 2L £,

WOFITIE, Cisco I0S Release 12.1(13)E1 LA %2 EITT 5 AA » F D VACL #FEIZMLE L FIEZ /R
LET, Catalyst AL —F 1 7 VAT A& FL(TTHAA v FIZ LANVACL % ET D846, [A
URRTIZD L DI ACLRER A LE T,

Z OB TIX, Asynchronous Transfer Mode (ATM; FERIHIHEEE—R) O WAN £ & —T =4 R |
TVACLZHELTNAMICAK NI 7 4 v 7 2 856 bk T 5 FIEZ R L ET,

Cat6500# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cat6509 (config) # access-list 100 permit ip any any

Cat6509 (config) # vlan access-map wan 100

Cat6509 (config-access-map) # match ip address 100

Cat6509 (config-access-map)# action forward capture

Cat6509 (config-access-map)# exit

Cat6509 (config)# vlan filter wan interface ATM6/0/0.1
Cat6509 (config) # analysis module 3 data-port 1 capture allowed-vlan 1-4094
Cat6509 (config) # analysis module 3 data-port 1 capture
Cat6509 (config) # exit

HEF 7497 OBEERTAESIE. WANA VF—7 oA R 3~ NICEHEAAIT 5415 VLAN
ID ABETE ET, wITHlZERLET,

Cat6509# show cwan vlan
Hidden VLAN swidb->if number Interface

1017 94 ATM6/0/0.1

VLANID ZEHE L6, ROLHIICNAM T —Z R—h v 7 F ¥y Z2RELET,

Cat6509 (config) # analysis module 3 data-port 1 capture allowed-vlan 1017

ANT 7 4 w7 BERT DI, BIEIFY7FYyRE LT VLAN 1017 A NT 7 4 v 7 BB ET
HVLANID ICEX#Z F9., 7L 213 NAMICIRD L S B EEXTHE WANA L Z—T = A A
FOANT 74w 7 ETIRERTEET,

Cat6509 (config) # analysis module 3 data-port 1 capture allowed-vlan 1

LAN VLAN 1 >3 —J =4 A L T®O VACL &5E

LAN ECVLAN b7 7 ¢ v 7 BT 5121, SPAN 2o TCNAMIZ R T 7 4 v 7 ZHRE L E
T, 2L, R K> IR SN T 7 4 vV IINAM OF =X U UV TRENHBZ D2 LY
HBVET, ZOH, HOENPUDLAN b T 7 4 v 7T 4N FERELTHD NAM [ZHEET 5
ZEbLTEET,
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K249V

NDE D&

2Ty T 1

ATFvS2

ATvF3

K’IANWAN4V5%714X(VM1% XET LB ERLET, ZOFITIE, VLAN1 LD
P—r3 17220122226 \ZEEFET DN T 7 4 v 72T _XTCHy 7 F v L, Auy b3 ZHEHsnz
NAM [ZHEE L CWET,

Cat6500# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Cat6500 (config) # access-list 100 permit ip any any

Cat6500 (config) # access-1list 110 permit ip any host 172.20.122.226
Cat6500 (config) # vlan access-map lan 100

Cat6500 (config-access-map)# match ip address 110

Cat6500 (config-access-map) # action forward capture

Cat6500 (config-access-map) # exit

Cat6500 (config) # vlan access-map lan 200

Cat6500 (config-access-map) # match ip address 100

Cat6500 (config-access-map) # action forward

Cat6500 (config-access-map)# exit

Cat6500 (config)# vlan filter lan vlan-list 1

Cat6500 (config) #

Cat6500 (config) #

Cat6500 (config) #

analysis module 3 data-port 1 capture allowed-vlan 1
analysis module 3 data-port 1 capture
exit

—RXELTNDE 2T 588

NDE |Z, ST —% a L7 X BINE LI T 7 4 v 7 HEHEREMITICERA T2 L oI LET,
NDE #fEH3 5L, LAYIAAL T U ITRBION—T 4 IR TONTZTXTDIP 2=F v X
N T4 EERTEET, NAIMD 57 (v 7 Y—RAL LTNDE & HT55H41%
NetFlow E=4% 47> a %A FX—7MILT. NAMANDE A M) —A%&ZETEHLHIC Li
9, EHERIT, TR SNz iflndex.3000 THRAL I E T,

NetFlow 7 /34 A{Z NDE ##% @€ L CNDE /37 v b & NAM (2= 7 AR— v 2 FNEIL, BETA
41@f§yb7¢~A%A~ya/uiof£&Ui¢oﬁﬁ_omfu\7A4z®meﬁ
EHA RTA LV EZRLTLTEEN,

a2 —HVEIRY E— D NDE T /3 A2 CiscoI0S ¥ 7 b7 =7 @ NDE Z#% €9 5 FNEITRD
LB Td,

WOTFIET, NDE Z#RELET,

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface type slot/port

A B —T A AD NetFlow A x—7 M2 LET,

Router (config)# ip route-cache flow

N—T g7 3nfc7ue— ¥y vra®x b % NAM UDP "— b 3000 (Z=27 AAKR—FLZE
‘j—o

Router (config)# ip flow-export destination NAM-address 3000
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A Y
(3X) UDP AR— FERIL, 3000 ICHETHLENH Y 97,

NAM EYa2— /L% NDE a2 L7 X L LTEETLHIHE, NAMEYV2— /L tDEy I a /ildoT
HELT) NAMDIP 7 FL R ZEHT 20BN’ H D £9°,

WIZ, HEARRY72 NDE 23 ET % FIHZ R L £,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# interface vlan 2

Router (config)# ip route-cache flow

Router (config)# ip flow-export destination 172.20.104.74 3000
Router (config)# exit

MLS ¥+ v 14 50 NDE ORE
Policy Feature Card (PFC; RV ¥ — 7 ¢ —F + H— R) (Multilayer Switching [MLS; /v F L 1 ¥
AA v F 7] ¥y vira) B NDE ZRET 2 FIAIL, koEBY T,

AFYvT1 BREE—RFREZASLET,

Router# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

RFw T2 NDEDOA—Ta v 52EIRLET,

Router (config)# mls nde sender version version-number

~

(3F) NAMIZNDE RX—T a1, 5, 6, 7. 8BIUONRN—Va v 80EHFy v azdR—b
LEd, NAM T CT&Z 5 NDE X—V 3 N2 2OWTiE, AA v F V7 b= TR R—
~42 NDE ®O/3— 3 % CiscoI0OS D~==2T7 /L TEHRL T ZEV,

Z2FwF3 NDE 70— <A77 58N LET,

Router (config)# mls flow ip [interface-full | £full]

~
GE)  full ¥—U— F&EALT, 7uo— v X7 ICUET — X OFMAEEND L oI LET,

ATFw T4 NetFlow DT/ AR— " &2 A RX—TMZLET,

Router (config)# mls nde sender

Catalyst 6500 ') —ZX R4 ¥F ICisco 7600 1) —X JL—4% Network Analysis Module f VA FL—Y 3y av74¥al—vayv /—+h
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AFvyS5

NetFlow #¥4 > k% NAM UDP A"— b 3000 (=27 AR —h LET,

Router (config)# ip flow-export destination NAM-Address 3000

KIZ, Multilayer Switch Feature Card (MSFC; v /VF LA ¥ AA v F 7 4 —F % J1— ) 75 NDE
R ET D HEERLUET,

Router# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)# mls nde sender version 5

Router (config)# mls flow ip full

Router (config)# mls nde sender

Router (config)# ip route-cache flow

Router (config)# ip flow-export destination 172.20.104.74 3000
Router# show ip cache flow

Router# show ip flow export

PFC |2 NDE % #% &9 2 HIEOFEMIZ OV TIE, RO URL 22 L TL 2 &0,
http://www.cisco.com/univercd/cc/td/doc/product/lan/cat6000/12_1e/sweconfig/nde.htm - xtocid14

IN—T 3 8 K5t NDE DR E

~

G¥)

ATy F1

NAM I NDE Eft 2V R — b LEITN HBE LTEH XA TV TRETHIHARITEHFHICRON
4, MONFIZHOWNWTIEIZIETE EH A, NDE REICOWTOFEMEZITER D IZIX, 7V 77—
- FNERELET,

NetFlow 7 /3A Z73 NDE N— = » 8 it 2 ¥R — F LTV 2O HE. | DEIFEEOAA—Va
§EFF Y v anbDTu—% NAMIZT= 7 AR — hT&E4, BERNRFIEIZKRO LB T,
NDE /3 —3 = > 8 FREHEEIR L £,

Router (config)# ip flow-aggregation cache aggregation-type

PAR—FSNTWAEHF A TITRO LY T,
o TV T 4T R

e EFILITVT 4R

e o hzaiR— |

o LT 4T A

EiHF vy 2B RX—TMZLET,

Router (config-flow-cache)# enable
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HFiHFrrv v ap7u— 2 MY & NAMUDP &A— bk 3000 |22 28—k LET,

Router (config-flow-cache)# export destination NAM-Address 3000

NDE % f#iE L £ 7,

Router# show ip cache flow-aggregation aggregation-type

WIZ, NDE X— g v 883 ORTEHEEZRLET,

Router (config)# ip flow-aggregation cache prefix

Router (config-flow-cache)# enable

Router (config-flow-cache)# export destination 172.20.104.74 3000
Router (config-flow-cache)# exit

Router (config)# show ip cache flow-aggregation prefix

Catalyst A RL—F 4V J VRATFL VI RITT

K274 v0 YV

1 DFEZIIEHD VLAN 26 NAM 252 T 7 4 v 7 2F ¥y 7 F ¥ T £7, FFED VLAN
7P CERT A2, RIS L722VW VLAN Z % v 7 F v #ERE B4 L £,

—R & LT SPAN #EHY 558

Remote SPAN (RSPAN) % b T 7 4 v 7 V—A L L THETHHA. AA v F D CLI & NAM Traffic
Analyzer 77V r—a O EL L THEHTE £33, NAM Traffic Analyzer Dffi 2 #4E L &
‘j‘o

SPAN 3 X T RSPAN DM DWClX, [Catalyst 6500 Series Switch Sofiware Configuration Guide]
@ [Configuring SPAN and RSPAN] ZZ M L T 7Z2& 0,

RSPAN hF 7 4 v 71X, NAM @ SPAN i4{E70 & L THEH T&E £9, SPAN 4{E7T2% RSPAN (Zf#
AENTWADLEL VLANID IZRESINTWAH Z & 2R L T 72 &, SPAN %6 4t 14,
nam_modulelport \ZiXET D MERH Y £,

AA v FOCLIZEH L NAM-1 ~D s 77 ¢ v 7 %[Fi6 & LT SPAN Z 3% ET 256 SiE AR —
MIZIZTREL TLEEWVNAM2 ~D N T 7 ¢ v 7 EFIE & LTSPAN 23X E T 555415, SPAN
A— &SRR — M TIZHEELTLEIW, 5EER—F8ITZD U VU —RADNAM TIIfEH T &
A (AL v FBILON— Ry =7 $R— MIFIHATETT),

NAM R— % SPAN FE AR — & LTHMT 5 Z LITTEEHA,

NAM X, f =¥ Fxy b, Z7 A A=V Ry b, FHEY A=V Xy b, bT 7 K=, F
721% Fast EtherChannel SPAN i4E TR — b6 DA =Y X b VT 7 4 v 7 BT CE E 4, F7-,
A —% %> b VLAN % SPAN I5ECICfRETHZ L b TE T,

SPAN B8 L TVRSPAN OFE LW ETFIEIZOWTIE, AAM v TF V7 b7 a7 4Fa2lb—T3
VA RESBLTIEEN,
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NAM % SPAN 5G9 — & L TRET HITIE, 4 X2—T /0 FT— R TROIEEEZITWVET,

E% avUFk

NAM % SPAN %5%ER— k & L |setspan {src_mod/src_ports | src_vlans | sc0} {dest_ mod | dest_port}

THEELET, [rx | tx | both] [inpkts {enable | disable}] [learning {enable |
disable}] [multicast {enable | disable}] [filter vians...][create]

2y b SICEHEE SN TUVS NAM-2 12 SPAN VLAN 1 2R ETAHE1T. RO L HICASHLET,

Console> (enable) set span 1 5/7

F524vH V—RELTLANVACL 2R3 51848

WAN VACL 2125 & A U N\U REET Y U RVLAN Ny by 7 F v LET
23, Catalyst =L —7 ¢ 7 A7 5 VACL IZ VLAN /X7 v E BIRFNZAA » F D VLAN IZ/Lb—
TAUTINTEZTFELITT Y v IR E X VLAN Xy R eXx v 7 F v T 550 E
HALET,

Wiz, VACL ZE L CAAL v F D VLAN 1 725 NAM-1 5 —&% R— L 63127V v U E 13—
TAVTENDTRTCOIP Xy baeXy T T v 3D HEEZRLET,

Console> (enable) set security acl ip LANCAPTURE permit ip any any capture
Console> (enable) commit

Console> (enable) set security acl map LANCAPTURE 1

Console> (enable) set security acl capture 6/3

W2, VACL ZER L THED VLAN T BNt — g v b Xy 7F v T 5 HFEEARLULET,

Console> (enable) set sec acl ip LANCAPTURE permit ip host 172.20.122.70 host
172.20.122.226 capture
Console> (enable) set security acl ip LANCAPTURE permit ip any any
Console> (enable) commit
Console> (enable) set security acl map LANCAPTURE 1
( ) set security acl capture 6/3

Console> (enable

F374v9 V—RELTNDE 28R 555

~
GH)

NAM O +J 7 ¢ w2 Y—A& LTNDE 2T 55461, NetFlow E=% A7V a & A xr—
TMZLT, NAMA NDE A FY —LA%ZETELLOCTHHERHVET, m—HIL AL v
FOFFHERIT, NAM OFiIEIO Y U —R L[Ekk, T I472 ifindex.3000 Tt ET, VE—
h AA » F i3 ifindex.50000 DL EA&FEH L £,

NetFlow ZfE M3 5121, MSFC O ENLETT, FEMIZOWTIE, [Catalyst 6500 Series Switch
Software Configuration Guide] %2 L T ZEW,

NetFlow DB A Z T —H% V—RZA&ERT 5 CLI 2~ RKiZd Y £H Ao NetFlow DB A X L T —
& ) —2AEVERT D85 1E. NAM Traffic Analyzer @ GUI ] L £,
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NAMD bS5 T 490 x4 TFvTEr5T7495 v—2nke B

NDE D&
WOTFIET, Catalyst 2L —F 4 7 AT LD NetFlow =4 % A x—7 /M LET,
Ex avyvFk
A7y 1 NDEDONA—Ta U HRILET, set mls nde version nde-version-number
~
(G£) NAMIENDE "—Y =31, 5, 6, 7,
8BIONN—=Ua v 8DEHFTY v
VoY AR— b LET, NAM TEH
T& 5 NDE N— g 220\,
AA v F V7 b2 T B R— T
% NDE ®/3—< 3 % Cisco I0S @
~Y=a 7 VTERLTITEI N,
AFvyF 2 NDE7o— A2 % full IcfsE LES, set mls flow full
~
(G¥) NAM /X NDE £5t& R —FLET
W FRE LIERH 2 A T2 on TR
BT oERITZD L & DEFITRS
. MONEFEIZOWTIEZETE E
A, NDE REICDOW T O Z S
FELAIZIE, 70 7a— E— R&fE
ﬁ:__‘l/i—aﬁo
ATFY7T 3 NAM IZ NDE /<4 v NEEELET, set snmp extendedrmon netflow [enable | disable] mod
set mls nde NAM-address 3000
ATYFT 4 NDExZ/ AR— oA F—T NI LET, set mls nde enable
AT9T 5 (IE) T84 AN ifsindex 2T 27 A — k3 |set mls nde destination-ifindex enable
HZ LHEERLET, set mls nde source-ifindex enable
~
G¥) A F—7=ARFID NetFlow 7 —
2B LU NAM O RZHIE L0
GEIXZOFIEEZFETLET,
AFv7T 6 NDExZ AK— hEHRIELET.
a—H)L TN R show snmp and show mls nde
UF—k T4 X : show mls nde

Catalyst 6500 ') —ZX R4 ¥F ICisco 7600 1) —X JL—4% Network Analysis Module f VA FL—Y 3y av74¥al—vayv /—+h
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NetFlow =4 47 a A X—T ML, A X—TVICHRES N Z L 2R T 02" LE
‘j—o

Console> (enable) set snmp extendedrmon netflow enable 2
Snmp extended RMON netflow enabled

Console> (enable) show snmp

RMON: Enabled

Extended RMON NetFlow Enabled : Module 2

Traps Enabled:

None

Port Traps Enabled: None

Community-Access Community-String

read-only public

read-write private

read-write-all secret

Trap-Rec-Address Trap-Rec-Community

(7% 2 A

)

Gk NAM BHE#H STV BA . [Catalyst 6500 Series Software Configuration Guide] THLH &1 T
W5 X 912, set mis nde collector_ip [udp_port number] 2~ > RTCTHHT—% a7 X EEET
LZRBNTH Y F8 A, FRAMBLUOR—ERRESNATHRNE N A v = TR LTS
ZE,

Ty Eh=-70—#HEHNI 5 NDEEZT YV RAR—FF 5

AL FRTY vV ENT-T7a—fFEHE#RNASDO NDE O/ AR — a2 KR— 584, 7
VY ENE 7 a—#HEHERZME > CNDE # NAM ICT 7 AR— s TEE4,

KOFIAT, 7V v rahic7 v —HEHEHRZ NDE ([Z= 27 AR —F LET,

S avrk
ARTFYFT 1 FY TSN VLAN Fo 7 o —#2HE# 4 |set mls bridged-flow-statistics enable vian-list
AF—=TMILET,

AFY 7T 2 NDE $4 v % NAM @ UDP B — | 3000 (== |set mls nde NAM-address 3000
7 AR—FLET,
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ARL—F4v5 vaFLEELGLNEE B

FRL—F 4 U LRT LIS L DEE

ZITIE, AA T DAL —T T VAT KR LRV NAM OREICHOW T L ET,
e HTTP %—/ "F 72X HTTP ¥ 27 — D% E (p.3-13)

o HTTP H— D% E (p.3-13)

e HTTP &% =7 — DT (p.3-14)

o FEHEOARK (p.3-16)

o FEAFEDOA A h—/ (p3-17)

e TACACS+ #—"Dffifi (p.3-18)

HTTP Y—/\ZE (X HTTP %217 H—/\DEE

Web 77 U4 (HTTP $£721X HTTPS) #fEH L TNAMIZT 7 A F 5I2i%, FAHIIZ NAM CLI H»
© NAM Traffic Analyzer 7 7'V 77— a VA A X —T VT 20 ERH Y £3, HTTP OHE . ip
http server enable =~ > Nz L %9, HTTPS M4 . ip http secure server enable =~ > N%
AL ET, EE T, HTTP (£721X HTTPS) — "7 7 41 b L1387 % TCP R — b L CEE)
THEOICRETHZ LB TEET,

HTTP — NFE 72X HTTP ¥X a7 =" EE L THRHATEEI N, MF2EHT2Z L1XT
xFEHA,

T 74V N T, ip http secure 2~ 2 NIT X TT 4 =T MR ESNTHWET, Thboaw
v REA F—T T DI, http://www.cisco.com 7>5 NAM strong crypto /3> F & X 7 a— R
LCA VA= D8R0 £,

HTTP H— /D HE

ATwF1

NAM (Z HTTP % — DR T A —Z 2R ET 5 AL, kO LY TT,

EE) koa<r FEAHNLT, HTITP R— FE2RELE T,

root@localhost# ip http port 8080
The HTTP server is enabled now. You must restart the
server to change HTTP port. Continue [y/n]? y

A= FFE I, 1 ~ 65535 OHIPHTT,

S

(F)  Web =—HiZ CLI =2—H L[ THRARY 7§, 2—FHL/NAT— I, Web =—¥ & CLI
=P TEXR L TEBE SN TOET, NAM CLI O —%4 LSRR T — REEE S 5854
1%, CiscoIOS Y7 F7 =7 | (p4-1) BEV lCatalyst XL —F 4 7 VAT L VT K
T ] (p4-13) EBBLTLEE N, Web A v X —T =2 ATa—Y4H ENRAT— %
I 535515 NAM Traffic Analyzer 7 7'V r— a » OF 7 A v ~)VT7 L[ User Guide
for the Network Analysis Module Traffic Analyzer] Release 3.3 #Z ML T 72 &V,

| oL-12753-01-J
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ATFvS2

HTTP X217 %

ATvF1

ATFwT2

woa< RE AL T, HITP — "% A4 X —7 I LE T,

root@localhost# ip http server enable

Enabling HTTP server...

No web users configured!

Please enter a web administrator username [admin]:admin
New password:

Confirm password

User admin added.

Successfully enabled HTTP server.

H—/\DKRTE

77 4V N T, ip http secure =~ > RETXCTT 4B —T7 /IR ESNTWET, strong crypto
Ny FaA A=/ LT, HTTP £ F 27 =" A X =T /T 2 0ENH Y £§, Telnet O
V|2 SSH #3525/ 14, strongcrypto Xy FHA VA M — /LT HRERH Y 7,

strong crypto /N F & A A M —/ LT 5 FEIX, RO LY TT,

¥

http://www.cisco.com N5 8y FEFX 7 m— KL T, FTP $— NZEEL T,

julll

WDa~r REANLT, NyFaA A=V LET,

root@localhost# patch ftp-url

ftp-url /X, strong crypto /3> F @ FTP v 7 —3 a3 VB X O4RITTT,
Ny Faf A b=NT56lerLET,

root@localhost# patch ftp://host/path/c6nam- 3.3-strong-cryptoK9-patch-1-0.bin

Proceeding with installation. Please do not interrupt.
If installation is interrupted, please try again.

Downloading cénam- 3.3-strong-cryptoK9-patch-1-0.bin. Please wait...
ftp://host/path/cénam- 3.3-strong-cryptoK9-patch-1-0.bin (1K)

- [### ] 1K | 228.92K/s
1891 bytes transferred in 0.01 sec (225.40k/sec)

Verifying cénam- 3.3-strong-cryptoK9-patch-1-0.bin. Please wait...
Patch cénam- 3.3-strong-cryptoK9-patch-1-0.bin verified.

Applying /usr/local/nam/patch/workdir/cénam- 3.3-strong-cryptoK9-patch-1-0.bin.
Please wait...

HEF R RS S [100%]

HHE A A [100%]

Patch applied successfully.
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AFvT3 (EE) ko< REZAH LT, HTTPS —"EREL£T,

~

() T 740 b (443) USDOKR— FERET D2HE1E. port_number %BIN L E 7,

root@localhost# ip http secure port 8080
The HTTP server is enabled now. You must restart the
server to change HTTP port. Continue [y/n]? y

AR— F&EEIE. 1~ 65535 OHIPEA T,

~
(GE) Web 22— (I CLI = —HF & TR 7,

AFw T4 Wkoa<wr REAHLT, HTTPS — "% A4 x—7 /LI LE T,

root@localhost# ip http secure server enable

Enabling HTTP server...

No web users configured!

Please enter a web administrator username [admin] :admin
New password:

Confirm password

User admin added.

Successfully enabled HTTP server.
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SEBAZE D AR

FEEIT, % 2T = MR O B2 RS D BT L E9, A CEAOENAEZ AT
L ERBAERNOIEHFELZIRG L TA VA=A T2 ENTEET,

wIZ, BOBAGEAELZERT 2 HEERLET,
root@localhost# ip http secure generate self-signed-certificate

The HTTP secure server 1is enabled now. You must restart

to generate the certificate. Continue [y/n]? y

5243 semi-random bytes loaded

Generating RSA private key, 1024 bit long modulus

.......... ++++++

..... ++++++

e is 65537 (0x10001)

Using configuration from /usr/local/nam/defaults/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU] :US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd] :Cisco Systems, Inc.
Organizational Unit Name (eg, section) []:NAM

Common Name (eg, your name or your server's hostname) [r2d2-186.cisco.com]:
Email Address []:kjchene@cisco.com
Using configuration from /usr/local/nam/defaults/openssl.cnf

MIID1TCCAvV6gAwIBAgIBADANBgkghkiGO9wOBAQQFADCB1DELMAKGA1UEBhMCVVMX
CzAJBgNVBAgTAKNBMREwWDwYDVQQHEwWhTYW4gSm9zZTECcMBOGA1UEChMTQ21zY28g
U31zdGVtcywgSW5jLjEMMAOGALUECXMDTKkFNMRSWGQYDVQQDExJyMmQyLTE4N15j
aXNjby5jb20xHDAaBgkghkiG9wOBCQEWDW5hbUBjaXNjby5jb20wHhcNMDQwM] I0
MDAWNDAXxWhcNMDUwMj I zMDAwWNDAXWj CB1DELMAkKkGA1UEBhMCVVMxCzAJBgNVBAGT
AKNBMREwDWYDVQQHEWhTYW4gSm9zZTECMBOGA1UEChMTQ212Y28gU31zdGVtcywg
SW59Lj EMMAOGA1UECXMDTk FNMRswWGQYDVQQDExJyMmQyLTE4N1i55aXNjby5jb20x
HDAaBgkghkiGOw0OBCQEWDWShbUB] aXNjby5ib20wgZ8wDQYJIKoZ I hveNAQEBBQAD
gYO0AMIGJAOGBAMDrGghw2Kt8fimI+bl1lbk6+z9nTEQagolQfoo8DehBLZ10eod/0
YAW1Cgx3fnW3csSmGiH]j6aEjJhmOWO5GVIRbzzbxeSPadDv7IdbIhXTLtPk1Wl1lg
byhUzvi5R8UFGSmerbbnc7gkTDXQdrQ2vETAExK40ysg+HF55qV] Y2KpAgMBAAG]
gfQwgfEwHQYDVROOBBYEFE] ¢j4+vFJImLAOINJnO9MYE/Hn9eMIHBBgNVHSMEgbkw
gbaAFEjcj4+vFIJmLAOINJnO9MYE/Hn9eoYGapIGXMIGUMQswCQYDVQQGEWIVUZEL
MAkGA1UECBMCQOEXETAPBgNVBACTCFNhbiBKb3N1IMRwwGgYDVQQKEXNDaXNjbyBT
eXN0ZW1zLCBIbmMuMQwwCgYDVQQLEWNOQUOXGzAZBgNVBAMTENIyZDItMTg2LmNp
c2NVLmNvbTECMBOGCSgGSIb3DQEJARYNbMFtQGNpc2NvLmNvbYIBADAMBgNVHRME
BTADAQH/MAOGCSgGSIb3DQEBBAUAA4GBAHWEBNZ 9OALHWkyK4gYTTbBno2MFbmI4 9
gU4IIpFSgWjogqdiXXGJIs7clgq0dMPzdmDIG1TjmkLx2HC1+dVug/2X4RrOFaoog/s
K9GmUL180tgRkDhXJHT/gDfv+L7gQpQCCpglTUFMV1zxzAHSsBGNn1Q80TysXScEJ
nSrO0tR/OKBOt

Disabling HTTP secure server...
Successfully disabled HTTP secure server.
Enabling HTTP secure server...
Successfully enabled HTTP secure server.
root@localhost#

FORER 2 DREAE Z BG 51213, ETREHEBRAEREZAEK L, £ OEREZ BRI ICFB TR
TOHBLENDY £, BRERNOEAEZRE L TN, ZORRAEZ A A b= LET,
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ARL—F4v5 vaFLEELGLNEE B

SEBHEDA VR =L
FEERMN OB LIZiEHEL A VA F— LT 5 FEIZ, kO LBV TY,

AFYT1 Wkoavry FEANLT, iEAEBLEREZAERLET,

root@localhost# ip http secure generate certificate-request

A certificate-signing request already exists. Generating a

new one will invalidate the existing one and any certificates

already generated from the existing request. Do you still

want to generate a new one? [y/n] y

5244 semi-random bytes loaded

Generating RSA private key, 1024 bit long modulus
....................................... ++++++

B e ok oh o

e is 65537 (0x10001)

Using configuration from /usr/local/nam/defaults/openssl.cnf

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default wvalue,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:IN

State or Province Name (full name) [Some-State]:Tamil Nadu

Locality Name (eg, city) []:Chennai

Organization Name (eg, company) [Internet Widgits Pty Ltd] :Cisco Systems
Organizational Unit Name (eg, section) I[]:

Common Name (eg, your name or your server's hostname) [hostname.Cisco.com]:
Email Address []:xxx@Cisco.com

MIIBzzCCATgCAQAwgY4xCzAJBgNVBAYTAK1OMRMWEQYDVQQIEWpUYW1pbCBOYWR1
MRAwDgYDVQQHEwdDaGVubmFpMRYWFAYDVQQKEwW1DaXNjbyBTeXNOZW1zMR4wHAYD
VQODEXVUYW1sYWItcGlrMy5jaXNjby5jb20xIDAeBgkghkiGOwOBCQEWEXN1a2Fy
YmMNAY21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC8+SR503gS
ygkf6pnHUhOLelNf6LgJjzwFfjq]jS8vpkFq/QVbwgTNDIggUfbvRAIRWEKVWhpRE
rr+I1120/XzbO0RLpV2J2p3HGgoRrKC3nArIFFiSgXniEU+g2mPgsFNcOyxHNXIXE]
1BQf 8 0DxbmvWFOpunmOQ/pGuUEysNfU/46wIDAQABOAAWDQYJKoZIhveNAQEEBQAD
gYEAVAX89pCACRDOgPgaBEMQCMWD+wgZPnALovr7C810LBYTgLLgdwPqoSjSYosE
w/pFnIxWN1sJ7MC8+hjnJJLjoCwbyrEyvoiAvzpsGsnAZgWUVaUpR7]j1Nbf8x2A1
hAOH9KchSO0TpSNy130yhuAkvOpUcM2AJgB/ 93ud YVuHENOA=
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AFwT2 koa<wrFEANLT, BiERPLBIG LIZGEHELZ A X b= LT,

root@localhost# ip http secure install certificate
The HTTP server is enabled now. You must restart the
server to install certificate. Continue [y/n]? y

Cut and paste the certificate you received from
Certificate Authority. Enter a period (.), then
press enter to indicate the end of the certificate.

MIIDAzCCAmygAwIBAgIBADANBgkghkiGI9wOBAQQFADBIMQswCQYDVQQGEWIBVTET
MBEGA1UECBMKU29tZS1TdGF0ZTEhMB8GALUEChMYSW50ZXJuZXQgV21kZ210cyBQ
dHkgTHRKMR4wHAYDVQQDEXVUYW1sYWItcGlrMy5jaXNjby5jb20wHhcNMDEXMDMw
MTAXMDI4WhcNMDIXMDMwMTAXMDI4W]B1MQswCQYDVQQGEwIBVTETMBEGA1UECBMK
U29tZS1TAGFO0ZTEhMB8GALUEChMYSW50ZXJuZXQgV21kZ210cyBQdHkgTHRkMR4w
HAYDVQQDEXVUYW1sYWItcGlrMy5jaXNjby5]jb20wgZ8wDQYJIKoZIhveNAQEBBQAD
gYOAMIGJAOGBANSO1TS5ayA6pvkJad413V+N/ibvNDOXRyXEFycTQRzeA8F4A+etV
S0IgOmuFfiL9mDr/es9TkyfIM+T2F6+NE13DxJ53ZBbh7ndb6WOnzeHLKhIEDEST
cy2s7751CPCJ £LcMsWQLWSU7XUbi/ExDpb9e2wQQgi6QBED/ YRkr73KNAGMBAAG]
gcIwgb8wHQYDVROOBBYEFIHsyecd8AW4cvt7voCFeZMarXIgMIGPBgNVHSMEgYcw
gYSAFIHsyecd8AW4cvt7voCFeZMarXIgqoWmkZzB1MQswCQYDVQQGEwWIJBVTETMBEG
A1UECBMKU29tZS1TdGF0ZTEhMB8GA1UEChMYSW50ZXJuZXQgV21kZ210cyBQdHkg
THRKMR4WHAYDVQQDEXVUYW1SYWItcGlrMy5jaXNjby5jb22CAQAWDAYDVROTBAUW
AwEB/zANBgkghkiG9wOBAQQFAAOBgQACDYWhULAUeSIXyt 9tuUrdPfF97hrpFkKy
njlyEU4piuc9gQtxG9yCGsofAm+CiGFg6P4qJZtBF47mg81gF+48JTYwi68CGCye
suzZgw0iCPQVV4KDirHBKFcOVr/2SMrXcJImczoV2WGCXWXsVaXwpkBKF8pcMFFYd
10ULMcvFxg==

Disabling HTTP server...
Successfully disabled HTTP server.
Enabling HTTP server...
Successfully enabled HTTP server.

TACACS+ H—/\D{E A

TACACS+1Z, VE—F 77 B AFEEB L OB#EY — B R 24T 5 v A a v A7 A XOFGFET 1
k2L TF, TACACS* i+ 284, =2 —%F X2U— RNEfilx DL—2 Tzt FI 0
F—=AR—Z2TEIHINET,

Z—H% NAM Traffic Analyzer (21 7' A 3% & TACACS+ (ZZD2—HFDERFE/RAT — K3
AN E I &R L, 2—WFIZEV Y ToNLT 7 B AMEREZHBI L E T,

NAM T TACACS+ Z A9 5121, FHAINIZ NAM & TACACS+ Y— Dl 5 2R ET D LENR H
D ij—o

NAM (Z TACACS+ &% ET 5 FIAIL, kD LBV TT,
ATYF1 NAM Traffic Analyzer 77"V 77— 2 U & REI L £7,
AFYyF2 Admin ¥ 7 %7V v LET,
AFw T3 Users “ERLET,
AFv T4 TACACS+ Z&ER LET,

A5 w75 Enable TACACS+ Administration and Authentication ™ v 7 2% 27 1V v 7 L£7,
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