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ngy4>

(E)

GE)

Bl 2-1 1%, Cisco VNMC (Z#fc 3% HTTPS Z il L TRRREZEK %59 % Linux ® POST =2~ > |

ZERHLTWET,

#l 21 aJg4 UER

POST https://10.193.34.70/xmlIM/mgmt-controller
Please enter content (application/x-www-form-urlencoded) to be POSTed:
<aaalogin

inName="admin"

inPassword="cisco@123"/>

XML /"—2 = & DOCTYPES i%. aaalogin IZHENTWEFA, ZNHEZHEH LRV TIZI N,
inName B & inPassword BIEIZ/ T A —& T,

% XML APl R o A2 M, ETT58EE2RLET, RN XML API F¥= A &L TZITE
bNb L. Cisco VNMC IZERZFHLRY ., A Yy RTHEESNRTWAT 7 ar2FTLET,
Cisco VNMC 1Z, XML FFa XA MERXDORXA v —I TIn& L, EROE 2R L E T,

Bl 2212, —RAVREREY DIGE 2R L E T,

Bl 2-2 AJ A VERIEE

<aaalogin
response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains="mgmt02-dummy"
outChannel="fullssl"
outEvtChannel="fullssl">

</aaaLogin>

VNMC 1.0 A X> F F ¥ RZ/UIZHTTP ZfEH L TWE4, 0D, BEE{bEnd. SSL #/r LT
fFahEdi,

Ly a3 VDESR

g X, aaalogin JO& F 7 IZBART O 6 WfG S iz 47 350 Cookie 2 LT
aaaRefresh A YV v RTEHINET,

Bl 2-31F, By arEEHTLAY v RTT,

#l 2-3 vy arvoDEH

<aaaRefresh
inName="admin"
inPassword="mypasword"
inCookie="<real cookie>"/>

tyiavhoOaidT7 b

Bl 2-4 1%, By arhbu s 7 NTHAY Y RTYT,
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Bl 2-4 tyiarvheoRyFY b

<aaaLogout
inCookie="<real cookie>"/>

KBLFE-OJ5A IR THEE

Bl 2-51%, K L7cw 7 A kT DIRETT,

#l 2-5 KELIE-ATA VIcHT BEE
<aaalogin

response="yes"

cookie=""

errorCode="551"

invocationResult="unidentified-fail"

errorDescr="Authentication failed">
</aaaLogin>

BRI T — AVYY
Y — AV y NI B, A7—%Z2, BLRORa—7%250EREIGLET,
ZIZTHEH RORFIZOWTHIILET,
» T[configResolveDn O | (P.2-3)
» [lconfigResolveDns Offiffi] (P.2-3)
o [configResolveClass OfF | (P.2-4)
» [configResolveClasses MDf#i | (P.2-4)
o [configFindDnsByClassld ®fi | (P.2-4)
o [lconfigResolveChildren O | (P.2-5)
e T[configResolveParent M | (P.2-5)
» [lconfigScope M (P.2-5)

configResolveDn MO {EH

DN OfFRERZIX, IROZ EHHRL T EI0,
e DNIZKVIRESNEAT V=7 MBEBEN TS,
o FRESNEDN D, MRRTIHAT V=27 b AV RAZ U 2AEHBBIL TS (2D DNIZSETT),
e F8FEF Cookie % aaalogin ¥ 7213 aaaRefresh 2> 55 1 B> T3,

o inHierarchical @V (5 7 # /L MEIZL false) 28 true DBEA L. FELPBBEXTHL Z N EES
ncTna,

o FIZEfE, 77 AID, BRIV Y b vRAIZNLTFHNE LTERRINTND,
lconfigResolveDn| (P.3-22) ZARTEREIISEDOHEZSRL T TEE W,

configResolveDns O &
X DN ORERIFICIE, WO Z & MR LT S0,
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o DNk EEEN-AT V=7 FREIEINTWS,
o MEINTEDND, T2 4T V2T b AV AF U AZFHHIL TN 5D,
o G Cookie % aaalogin ¥ 7213 aaaRefresh 7B 1T Hi> T\ 5,

o inHierarchical @V (5 7 # /L MEIZL false) 78 true DBEA L. FELPBBEXTHL Z N EES
ncTna,

o FIXME, 7T AID, BIOE Y h v A7 BT E L THRREIN TS,
o FRODIAFIZE o TREDNEFBRE 201 TiEle .,

e RH® DN 23, outUnresolved BiED—H & L TIKIN TV D,
lconfigResolveDns] (P.3-24) (TR ERF/ZIFEEOF 2B L TS ZE W,

configResolveClass MO

77 ADRRFFITIE, RO EEMERBLTIIEI N,

s HMEINTEITARAXATOFT V=l BB EINTWNS,

o classld BYEIC LD, [REND AT V27 b 7T AABIRESN TN S,
o #FiE Cookie % aaalogin ¥ 7ci3 aaaRefresh 7263 1T Ho> T\ %,

e inHierarchical Bt (5 7 /L MiEIZ false) 78 true DAL, EWEREIMBEENTHL Z LRNEES
T3,

o FZfE, 7T AID, BLUOE Y b =27 NFFHNE L TERINTND,

FEREY NIRESRDZZLEDRHVET, Rty MIEMIZERL TEIW, 7ZE2iE, —1o0
UANETEZBET 2581, 7=V —T classld ® B & LT computeBlade 21 L £ 4, %@
DFTRTOA AL A% BT 51T, equipmentltem 7 7 A & WA bHEE T,

lconfigResolveClass] (P.3-19) (Z/RTEREITIGEDOHIZZML T ES W,

configResolveClasses MO

D7 T ZAORRFFITIT, RO Z L 2B LTSN,

s HMESNTITIAXATOFT V=7 MRRBENTVD,

o classld B LY, IRENDAT V=7 N 7T ALBPRESR TN D,
e FBFE Cookie % aaalogin ¥ 7213 aaaRefresh 2> 55 17 Hilo> T %,

e inHierarchical )ﬁ‘[‘i (?‘7 *+ v }‘1ﬁfi false) 23 true 0)1;.;'—]-/5\;1\ ﬁ%%?ﬁ’ﬁ%@ﬁ?iﬁf%é & Z))?Elﬁiﬂé
nTns,

o FIEME, 7T AID, BLIOE Yy b A NLFINE L TERINTWND,

~

GE) #7724 inld BETHEINZLGIE., XML fiftr— 7 =B8RS Ed, 7=V —3%ETT
TEHEA

lconfigResolveClasses] (P.3-21) [ZARTEREIINEOHZSZHML TS0,

configFindDnsByClassld O {#
FE SN2 T ADMBIL ORIFHIC, KO Z L 2R LTS,
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e EINTZ 7 AD DN PRSI TS,
o classld BIEIC XY, B TE547 V=7 b A4 TRBEEINTWS,
o G Cookie % aaalogin ¥ 7213 aaaRefresh b2 1T Hi> T\ 5,

o inHierarchical @V (5 7 4 /L MEIZL false) 78 true DBEA L. FELPBBEXTHL Z LN EES
ncTna,

o FIEfE, 77 AID, BLOE Y h v A7 NRLFHE LTRRINTND,
lconfigFindDnsByClassId] (P.3-16) IZRTER EIILEOHIZBZML T 7ZS W,

configResolveChildren O A

BHERY V—OT AT V=7 ORI, WO L E2HERLTLIEEN,

o DAYV Y RN, AHINEITADA VAR L ATHALFTEA TV FOTRTOTAT
x/ FERELTWS,

~
GF) I IALEEMTHE, AHHEAT V= bOTRTOFAT V= FRRSNET,

o inDn BYEICK Y, FAT7 V=7 FRBGINIARIMNEAF TV =7 FREESNLTWD,
o classld BHEIC LY, BENDFAT V=T b 7T ADARMPEEINLTVD,
o FBFE Cookie % aaalogin ¥ 7213 aaaRefresh 72> 6% T Hit> T %,

e inHierarchical Bt (5 7 /L MiEIZ false) 78 true DAL, EWEREIMBEENTHL Z LB ES
T3,

o FZEfE, 7 7 AID, BEIURE Y h v 27 BNLFFE L TERAINTND,
lconfigResolveChildren] (P.3-18) TR EREIZISEOHZSZHRL T IZE VY,

configResolveParent 0%

FTV 2l NOBA TV 27 FOFRRIEIZ, RO EEFFHERLTIESN,
e ZDAYy R, HBESNEZDN OHAT Vs FERB LTS,
o dn BN FAT V=27 FO DN ThD,

o #FiE Cookie % aaalogin ¥ 7zi3 aaaRefresh 7253 1T H> T\ %,

e inHierarchical E‘I‘i (7‘7 * v ]\ﬁgli false) 23 true @%ﬁli\ %%ﬁlﬁggﬁZKf&)é L ﬂ)?ﬁﬁiﬂé
nTnsb,

o XM, 7T AID, BLUOE Y b A7 NRXFFNE LTERINLTND,
lconfigResolveParent] (P.3-26) (/R T ERETIISEDOFH 2L T ES,

configScope DfEHA
Y —DAT—TEFIRT S L KESHINS U Y — A% KIRICHE LAV EREZERTEET, 7
=) i, FEERY ) —TA— NS ORI EETE 1,
2 — ZAa—TORERFIT, KO EEMEBLTIIESU,

o AVy RBHESNLEDNIZZTY —DL— |k (Ra—7) ZREL, HEINLZTA ZA
TOFTP s b ERIE LTV D,
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o dn 2, /Y —DARAI—TFMREINTZLATIMNEAL T2/ FTH D,
e inClass BMEICEL Y, IKENAA TV b 7T ADLRINDIEEIN TS,
A

GE) Z7I7ABREESNRWVWES. 7= U —IiX configResolveDn &R UL S ICEEL £7,

o FFiE Cookie % aaalogin ¥ 7213 aaaRefresh 72 B3 1T > T\ %,

e inHierarchical B (5 7 + /v MEIZ false) 7° true DAL, EEIBERENTHL Z LNEES
ncTnag,

o FZEfE, 77 A ID, BV Y b vRAZRNLFHNE LTERRIN TN D,
lconfigScope) (P.3-28) TR EHREIIIGEDOHI A SR L TIZI N,

R)O—ICBETHI9T)— AYY K

AU —1F, SEIERMBTRHATEET, Z<OFRY =R KEMR AT L TE, —EIZT
NRTCORY =% NEDLEDL LY V—ARKEICHEHEINET, bz, RV v—DX AT L, &R
Vo—2E0 Y ToNDHMEEZREEL T EE N,

Bl 2-6 12, W—=N_X—=Z2DKRY —IlHFT L7 Y —%RLET,

#l 2-6 W= R—=ZADRY) o—(CEHTHI T —

<configScope
cookie="<real cookie>"
inHierarchical="false"
dn="org-root/org-tenant d3338"
inClass="policyRuleBasedPolicy" />

IGETRD B Y T,

<configScope
dn="org-root/org-tenant d3338"
cookie="<real cookie>"
commCookie="7/13/0/24e7"
srcExtSys="10.193.34.70"
destExtSys="10.193.34.70"
srcSvc="sam_extXMLApi"
destSve="policy-mgr dme"
response="yes">
<outConfigs>
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenant d3338/pol-p9"
intId="10274"
name="p9"/>
<policyRuleBasedPolicy
descr=""
dn="org-root/org-tenant d3338/pol-pl"
intId="10301"
name="pl"/>
</outConfigs>
</configScope>

DN Z 4 2KkD 7 =V =X HIZHERTT,

<configResolveDn
inHierarchical="false"
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cookie="<real cookie>"
dn="sys org-root/org-tenant d3338/pol-pl">
</configResolveDn>
RV —FT Vs NeFEDON— T —2 &5 5121%, inHierarchical % true 1288 L F 7,

<configResolveDn

inHierarchical="true"

cookie="<real cookie>"

dn=" org-root/org-tenant d3338/pol-pl">
</configResolveDn>

[BEEICRET ST — AV
Bl 2710, BECHT 57 =) &R LET,

#l 2-7 EECET ) —

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="faultInst"/>

WORFNZIE, 7 4 /% <inFilter> eq class= "faultlnst" N & N TN T, T _XCTOEEE - ITEKZRE
FEOVA MBS LET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="faultInst">
<inFilter>
<eq class="faultInst"
property="highestSeverity"
value="major" />
</inFilter>
</configResolveClass>

T4ILA

HIORFED 7 =) —Z2 BT 51213, 74V Z M LET,
ZIZTHEH. RONFIZOWTHIALET,

o [Simple 7 4 V%] (P.2-7)

e [Property 7 4 /v % | (P.2-8)

e [Composite 7 /L% | (P.2-10)

e [Modifier 7 4 V% | (P.2-12)

Simple 7 1 /LA

Simple 7 1 )V % (3 true e & false SE2EH L E 7,
ZIZTHEH. RONFIZOWTHIALET,

o [false &1 (P.2-8)

o [ltrue %&fF) (P.2-8)
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false &#
Wiz, false §F %M H L7- Simple 7 4 V% Ol &R LET,

<configResolveClass
cookie="<real cookie>"
classId="topSystem"
inHierarchical="false">
<inFilter>
</inFilter>
</configResolveClass>

true &4
Wi, true Sefh & L7z Simple 7 4 v Z Ol &R LET,

<configResolveClass
cookie="<real cookie>"
classId="topSystem"
inHierarchical="true">
<inFilter>
</inFilter>
</configResolveClass>

Property 7 1 /LA

ZIZTIE RONEFICHOWTHALET,

o [Equality 7 4 %] (P.2-8)

e [Notequal 7 1 V%] (P.2-8)

o [Greater than 7 ¢ /L% | (P.2-9)

o [Greater than or Equalto 7 ¢ V% | (P.2-9)
o [Lessthan 7 4 /L4 | (P.2-9)

e [Less Than or Equal to 7 1 /L% | (P.2-9)

e [Wildcard 7 1 /v % | (P.2-10)

e TAny Bits 7 1 /L% | (P.2-10)

e TAllBits 7 s /v 4] (P.2-10)

Equality 7 1 )L%

Wiz, Equality 7 4 V2 Ofl &R~ LET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>
<eq class="fwComputeFirewall"
property="assocState"
value="associated" />
</inFilter>
</configResolveClass>

Not equal 7 1 L%

wiZ, Notequal 7 4 VX OB ERLET,

l_ Cisco Virtual Network Management Center XML AP Y 27 L YR 4 F YJY—X 1.3

OL-25847-01-J |



| 2% Cisco VNMC XML API O/

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>
<ne class="fwComputeFirewall"
property="assocState"
value="associated" />
</inFilter>
</configResolveClass>

Greater than 7 4 )L &

Wiz . Greater than 7 4V Z Ol Z <L E7,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="memoryArray">
<inFilter>
<gt class="memoryArray"
property="currCapacity"
value="1024" />
</inFilter>
</configResolveClass>

Greater than or Equal to 7 1 JL.#

WIZ, Greater than or Equal to 7 4 V% Ofl# R L E 7,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>
<ge class="sysdebugCore"
property="size"
value="2097152" />
</inFilter>
</configResolveClass>

Less than 7 14 /L%

Wiz, Lessthan 7 4 VX DOl ZER L £,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="sysdebugCore">
<inFilter>
<lt class="sysdebugCore"
property="size"
value="2097152" />
</inFilter>
</configResolveClass>

Less Than or Equal to 7 1 /L&

WIZ, Less than or Equalto 7 4 v X# Ol &R L E T,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"

sEBLUI s A

| oL-25847-01-J
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classId="sysdebugCore">
<inFilter>
<le class="sysdebugCore"
property="size"
value="2097152" />
</inFilter>
</configResolveClass>

Wildcard 7 1 /L&

WIZ, BRIV 7 47 A Idmz] THELZTXTOEE T 7 A7 U+ — IV ERFET 5 Wildeard
T4 NEOFERLUET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwInstance">
<inFilter>
<wcard class="fwInstance"
property="name"
value="dmz.*" />
</inFilter>
</configResolveClass>

Any Bits 7 1 L%

WIZ, Any Bits 7 4 V¥ Ofil#R L ET,

<configResolveClass
cookie="null"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<anybit class="extpolClient"
property="capability"
value="vm-fw, vm-vasw" />
</inFilter>
</configResolveClass>

All Bits 7 1 L%

wiz, All Bits 7 4 VX OF#R~ L £,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<allbits class="extpolClient"
property="capability"
value="vm-fw, vm-vasw" />
</inFilter>
</configResolveClass>

Composite 7 1 /L7

T, RONFITOWTEBHALET,
e [AND 7 4L %] (P2-11)
e TOR 7 4% (P.2-11)
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o [Between 7 4 /v %] (P.2-11)
» [AND OR NOT Composite 7 1 /L% | (P.2-12)

AND 7 1 L%
WIT, BEICEEN T ONTZT 7 AT U4 —/VERET D5 AND 7 4 VX O ZRLET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="fwComputeFirewall">
<inFilter>
<and>
<eq class="fwComputeFirewall"
property="assocState"
value="associated" />
<eq class="fwComputeFirewall"
property="configState"
value="applied" />
</and>
</inFilter>
</configResolveClass>

OR 71 LA

W2, BERT —H ZARARMEZ2 L, FRERBETHI TR TOEHEGHR- Y FARA > F&iKT OR
TANE O ERLET,

<configResolveClass
inHierarchical="false"
cookie="<real cookie>"
classId="extpolClient">
<inFilter>
<or>
<eqg class="extpolClient"
property="operState"
value="unregistered"/>
<eqg class="extpolClient"
property="operState"
value="lost-visibility"/>
</or>
</inFilter>
</configResolveClass>

Between 7 1 JL %
wic, 2y b1, 2,3, 4, FRESHHEASHTHWEAEY T LA ZH#%ET 5 Between 7 4 L Z D
Bl &~ L ET,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="memoryarray">
<inFilter>
<bw class="memoryArray"
property="populated"
firstvValue="1"
secondValue="5"/>
</inFilter>
</configResolveClass>
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AND OR NOT Composite 7 1 /L&

WIZ, Y=Y 5UADTRTOY Yy —v DAy b1 £721E 8 ITFET D, ¥ A 7 computeBlade D

TRTOA 7 V=2 h%iET AND OR NOT Composite 7 4 V& Oz R LET,

<configResolveClass
inHierarchical="false"
cookie="<real cookie>"
classId="computeBlade">
<inFilter>
<and>
<or>
<eq class="computeBlade"
property="slotId"
value="1"/>
<eq class="computeBlade"
property="slotId"
value="8"/>
</or>
<not>
<eq class="computeBlade"
property="chassisId"
value="5"/>
</not>
</and>
</inFilter>
</configResolveClass>

Modifier 7 1 JL A

NOT 2« %

iz, NOT Modifier 7 4 /v Z OflZ R L E£7,

<configResolveClass
cookie="<real cookie>"
inHierarchical="false"
classId="extpolClient">
<inFilter>
<not>
<anybit class="extpolClient"
property="capability"
value="vm-fw" />
</not>
</inFilter>
</configResolveClass>

API D4l

ZZ Tk, API OREB L OEBEOFNZOWTHIA L E 7,
2T, MORNFIZHOWTHA LET,

» [Management Controller Zf#i ] L7=#%FE) (P.2-13)

o [Yr—bRLURNMNIEMFEHLET T MER] (P2-13)
o RV —%EH (P2-15)

o Uy —xE8, (P2-24)
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IO

Management Controller Z{&F L 1=525E

Y—EX L

Cisco VNMC ~D7 7 2R T v v a v _X—Z2ATHV, vl VERTRINIGGEIET 2LERH Y £
T, T AN DY a DR S 120 45 TY, aaaKeepAlive £ Y » K& aaaRefresh #* Vv F&{#
FALT, By va v BEETEET, 7774 BT 4 BT L& X2, aaalogout A L T=—4
BNy arypbFEHTrIT Y ML ENHERSNET, Cisco VNMC (Zr 7o Bk & 55
5541, —E A A 7 mgmt-controller ZfiH L £,

2T, RONFITOWTEBA L £,
o [FBREZER) (P.2-13)
o [FRFEIGE ) (P2-13)

Wi, RIEEROFZ TR LET,

POST URL: https://10.193.33.221/xmlIM/mgmt-controller
XML API payload:
<aaalogin

inName="admin"

inPassword="Nbv12345"/>

WIZ, RECEOHZRLET,

<aaalogin
cookie=""
commCookie=""
srcExtSys="0.0.0.0"
destExtSys="0.0.0.0"
srcSve="" destSvc=""
response="yes"
outCookie="<real cookie>"
outRefreshPeriod="600"
outPriv="admin, read-only"
outDomains=""
outChannel="fullssl"
outEvtChannel="fullssl"
outSessionId="web 13528"
outVersion="1.0">

</aaaLogin>

DAM)ZEERLETT Y MNEE

=R LYRALY (P—ERX ZA TN service-reg) 1E, RY T —& U V=X EEHS 572D
SNHT T Y THBEFERBIOCERLET, ZhoDT 7 M THMIT, R bLT v
RV —=BRIOY Y —=ZAfROIZDIZY Y —ETREINET, 7T M THEBOMERTHEHR S
D7 TAZBIERD 4 OO L~ ik R— b LET,

e FTF v b, 77 A orgTenant : fx EALOMkE E#R L £,

o F—HXE¥rH—_ 7T R orgDatatcenter : 7 h FOTF—F L X —EEHRLET,

s THVr—ar, JTRorgApp: T—HBVE—TOT T r—varEERLET,
e (g, 7 J RorgTier: 77V r—Yary FOoMEEZERLET,
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BLUWHRRZER L2 . BEFOMMBA T LI T 50561%. UTEEELET,
e F+7v=7 kDN
o EMEfE
o created ¥ 721% modified IZHE L WA T —F X
FHRR 2 HIBRT D 12iX, ZR T status = deleted 2 H L £,
ZIZTIEH. ROWNEFIZHOWTHBILET,
o S OIER - X5 oK (P.2-14)
o [THRkDOIER EZITFHOIGE] (P.2-14)

HBOEREITEHFOER

Wiz, demoTenant & W I ZFIDOTF o M E2EKT D02 R-LE7,

POST URL: https://10.193.33.221/xmlIM/service-reg
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-demoTenant">
<orgTenant dn="org-root/org-demoTenant"
name="demoTenant"
status="created"/>
</pair>
</inConfigs>
</configConfMos>

HBOEREITEFHROLE

Wiz, demoTenant & W I ZRIDOT F o b DIERBIZZ TS ISEDOH 2R L ET,

<configConfMos

cookie="<real cookie>"
commCookie="2/15/0/839"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="service-reg dme"
response="yes">

<outConfigs>
<pair key="org-root/org-demoTenant">
<orgTenant
descr=""
dn="org-root/org-demoTenant"
fltAggr="0"
level="1"

name="demoTenant"
status="created"/>
</pair>
</outConfigs>
</configConfMos>
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R —EH
Y

(GE¥)  configConfMos APl NH— D EA T V=7 N EHET H12DICHE—O XML 23 <pair> ##EH745
ZHITIE, A USSR EE 572912 configConfMo API b Vi T& £,

ZOHIL, WONETHERINLTWET,
e [FNRA4RAKY—] (P2-15)

e [FRARXTurzy A (P2-18)

o [vV—2ry (P2-19)

o ATVl N 7A—7) (P2-20)

e @M+ 22tV (P2-21)

o RV ¥—] (P2-22)

» [PolicySet] (P.2-23)

o [EX2UT 4 a7y A (P2-23)

TINAR KR —
ZOHIT, WONAETHRSNWTHET,
o [Isyslog &RV v—) (P2-15)
e ISNMP &Y —] (P.2-16)
e [LogProfile A U v —| (P.2-17)

syslog K1) &—

syslog RV v — A7 V27 ME, VATLHNTETENDITRXTOT 7y a 2B LET, Fiz,
TNRAARY =D X7 LYLERE L, mysyslog #1ERR L E 7, ] 2-8 12, syslog R Y v — %
KETRLET,

%l 2-8 syslog R S—ER

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/syslog-mysyslog">
<commSyslog dn="org-root/syslog-mysyslog">
<commSyslogConsole
adminState="enabled"
severity="emergencies"/>
<commSyslogClient
name="primary"
adminState="enabled"
hostname="5.6.7.8"
severity="notifications"
forwardingFacility="1local7"/>
<commSyslogClient
name="secondary"
adminState="enabled"

Cisco Virtual Network Management Center XML AP1 ) 27 L R A4 F J1)—Z 1.3
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hostname="123.23.53.123"
severity="warnings"
forwardingFacility="1local5"/>
</commSyslog>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1b9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes">

<outConfigs>
<pair key="org-root/syslog-mysyslog">
<commSyslog
adminState="enabled"
descr=""

dn="org-root/syslog-mysyslog"
intId="25301"
name="mysyslog"
port="514"
proto="udp"
severity="warnings"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

SNMP K'Y & —

WOFITIE, mysnmp & W I ARETO SNMP AR Y O —RNERR SN E T, (ERRENTZR T >—iF, 7354
ATaTyAN JANTIOLATCHHTE £,
B3R
POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/snmp-mysnmp">
<commSnmp dn="org-root/snmp-mysnmp"
adminState="enabled"
descr="The default SNMP policy"
sysContact="Andrew Jackson"
sysLocation="San Jose" >
<commSnmpCommunity
community="public"
role="read-only"/>
<commSnmpTrap
hostname="nms-1.cisco.com"
community="private"/>
<commSnmpTrap
hostname="nms-2.cisco.com"
community="private"/>
</commSnmp>
</pair>
</inConfigs>
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</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1bc"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/snmp-mysnmp">
<commSnmp
adminState="enabled"
descr="The default SNMP policy"
dn="org-root/snmp-mysnmp"
intId="25281"
name="mysnmp"
port="161"
proto="all"
sysContact="Andrew Jackson"
sysLocation="San Jose"/>
</pair>
</outConfigs>
</configConfMos>

LogProfile /K1) & —

WOFTIL, debugLog &\ 5 47D LogProfile A v —IZxf L TTF /N 7 LpuaXr s L~yr
PRESNET,
BR

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos

cookie="<real cookie>">

<inConfigs>
<pair key="org-root/logprof-default">
<policyLogProfile

dn="org-root/logprof-debugLog"
name="debugLog"
level="debugl"
size="10000000"
backupCount="4"/>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/33"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSve="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/logprof-debugLog">

<policyLogProfile
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adminState="enabled"
backupCount="4"
descr="the log level for every process"
dn="org-root/logprof-debugLog"
intId="10068"
level="debugl"
name="debugLog"
size="10000000"
status="modified" />
</pair>
</outConfigs>
</configConfMos>

FINAR FAT7ALIL

ZOT 7 va il &Y, myDeviceProfile &V AHTIDTNA A T Ty A APMERINET, Th
&0, eI ANBEMIRY T T s A VORNEREESHET,

2R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
adminState="enabled"
snmpPolicy="mysnmp"
syslogPolicy="mysyslog"
timezone="America/Los_Angeles" >
<commDns
name="somedns.com"
domain="somedns.com" />

<!-- The order means the device should first use the DNS provider with the smallest
"order" value. If that DNS server is not responsive, use the DNS provider with the next
smaller number. -->

<commDnsProvider

hostip="171.70.168.183"
order="1"/>
<commDnsProvider
hostip="171.68.226.120"
order="2"/>
<commDnsProvider
hostip="64.102.6.247"
order="3"/>
<commNtpProvider
name="somentp.com"
order="1"/>
<commNtpProvider
name="north-america.pool.ntp.org"
order="2"/>
</fwpolicyFirewallDeviceProfile>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1ba"
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srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvec="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-Cola/fwdevprofile-myDeviceProfile">
<fwpolicyFirewallDeviceProfile
adminState="enabled"
coreFilePolicy=""
descr=""
dn="org-root/org-Cola/fwdevprofile-myDeviceProfile"
dnsPolicy=""
enablePolicyDecisionLog="no"
faultPolicy=""
httpPolicy=""
httpsPolicy=""
intId="25326"
logProfilePolicy=""
name="myDeviceProfile"
snmpPolicy="mysnmp"
status="created"
syslogPolicy="mysyslog"

telnetPolicy=""
timezone="America/Los_Angeles"/>
</pair>
</outConfigs>
</configConfMos>

WOFHITIL. trustedClients-0 & trustedServers-0 & WD A FID 2 DD Y — U BMERSINET, £z,
EEFOBMEE Y FHEV S THNET,
Ek

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:

<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cisco/zone-trustedClients-0">
<!-- Create a zone of all VMs in the 192.168.1.0/24 subnet -->

<policyZone dn="org-root/org-Cisco/zone-trustedClients-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="prefix">
<policyIPAddress id="1" value="192.168.1.0" />
<policyIPSubnet id="1" value="255.255.255.0" />
</policyZoneExpression>
</policyZoneCondition>

</policyZone>
</pair>
<pair key="org-root/org-Cisco/zone-trustedServers-0">
<!-- Create a zone of all VMs attached to a VNSP where the "appType" is set to
"BuildServer" -->

<policyZone dn="org-root/org-Cisco/zone-trustedServers-0">
<policyZoneCondition id="1" order="1">
<policyZoneExpression opr="eq">
<policyParentAppName id="1" value="BuildServer" />
</policyZoneExpression>
</policyZoneCondition>
</policyZone>
</pair>
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</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1a6"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>
<pair key="org-root/org-tenant0/zone-zone0">
<policyZone
descr=""
dn="org-root/org-tenant0/zone-zone0"
intId="24295"
name="zone0O"
status="created"/>
</pair>
<pair key="org-root/org-Cisco/zone-trustedServers-0">
<policyZone
descr=""
dn="org-root/org-Cisco/zone-trustedServers-0"
intId="24404"
name="trustedServers-0"
status="created"/>
</pair>
<pair key="org-root/org-Cisco/zone-trustedClients-0">
<policyZone
descr=""
dn="org-root/org-Cisco/zone-trustedClients-0"
intId="24408"
name="trustedClients-0"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

ISz N TN—T

ROBITIE, ftpPorts0 & WS LHDOAT V=7 b ZA—TPMEK I, BiEEy FRFIY L THNE
7T
BR
POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroup dn="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroupExpression id="1" order="1" opr="eq">
<policyNetworkPort id="1" value="20" />
</policyObjectGroupExpression>
<policyObjectGroupExpression id="2" order="2" opr="eq">
<policyNetworkPort id="1" value="21" />
</policyObjectGroupExpression>
</policyObjectGroup>
</pair>
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</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/1ad"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam extXMLApi"

destSvc="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/org-tenant0/objgrp-ftpPorts0">
<policyObjectGroup
attributeName=""
descr=""
dn="org-root/org-tenant0/objgrp-ftpPorts0"
intId="24265"
name="ftpPorts0"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

BT« aF)
WOBITIE. SESERID LANEERTEF /v aF ) RRESNET,
R

POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:

<configConfMos
cookie="<real cookie>">
<inConfigs>
<!-- Create Sample VnspCustomDictionary under org-Cisco -->

<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary dn="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomAttr dataType="string" id="1" name="userAttrl" />
<policyVnspCustomAttr dataType="string" id="2" name="userAttr2" />
<policyVnspCustomAttr dataType="string" id="3" name="dept" />
<policyVnspCustomAttr dataType="string" id="4" name="production" />
</policyVnspCustomDictionary>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/1a3"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvce="sam_extXMLApi"

destSvc="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/attr-dict-custom-userAttrs">
<policyVnspCustomDictionary

descr=""
dn="org-root/attr-dict-custom-userAttrs"
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intId="24245"
name="userAttrs"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

WOFHITIX, trustedHosts & WO ARIOR Y =W ERE N, fEHTE 20— NR

R
POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>

<pair key="org-root/org-Cisco/pol-trustedHosts">

RESNET,

<policyRuleBasedPolicy dn="org-root/org-Cisco/pol-trustedHosts">

<policyRule name="allowSsh" order="1">
<!-- This rule allows all VMs in zone "trustedClients"
VMs in zone "trustedServers" -->
<policyRuleCondition id="100" order="1">
<policyNetworkExpression opr="eg">

to initiate an

<policyNwAttrQualifier attrEp="source"/>
<policyZoneNameRef id="1" value="trustedClients-0" />

</policyNetworkExpression>
</policyRuleCondition>

<policyRuleCondition id="101" order="20">

<policyNetworkExpression opr="eq">

<policyNwAttrQualifier attrEp="destination"/>

<policyZoneNameRef id="1" value="trustedServers-0" />

</policyNetworkExpression>
</policyRuleCondition>

<policyRuleCondition id="103" order="30">

<policyNetworkExpression opr="eqg">

<policyNwAttrQualifier attrEp="destination"/>

<policyNetworkPort id="1" placement="0" value="22" />

</policyNetworkExpression>
</policyRuleCondition>
<fwpolicyAction actionType="permit"/>
</policyRule>

<policyRule name="allowTacacs" order="2">

<fwpolicyAction actionType="permit"/>
</policyRule>
</policyRuleBasedPolicy>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="7/15/0/1b5"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvce="sam_extXMLApi"
destSvc="policy-mgr dme"
response="yes">
<outConfigs>

<pair key="org-root/org-Cisco/pol-trustedHosts">

SSH connection to
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<policyRuleBasedPolicy
descr=""
dn="org-root/org-Cisco/pol-trustedHosts"
intId="25131"
name="trustedHosts"
status="created"/>
</pair>
</outConfigs>
</configConfMos>
PolicySet
WOBITIX, myPolicySet0 23 VERk Siv. AU o — 2 & h B IEFSEE SET,
R
POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/pset-myPolicySet0">
<policyPolicySet
dn="org-root/org-tenant0/pset-myPolicySetQ"
<!-- Policy Set contains references to three policies. Policies are resolved by name in

the org hierarchy. Ordering of policies is important, so we use the "order" property to
order the policies. Note that two policy sets can refer to the same policies, and use a
different order. -->
<policyPolicyNameRef order="1" policyName="trustedHosts"/>
</policyPolicySet>
</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookied>"

commCookie="7/15/0/1a8"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSve="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/org-tenant0/pset-myPolicySet0">
<policyPolicySet
adminState="enabled"
descr=""
dn="org-root/org-tenant0/pset-myPolicySet0"
intId="24431"
name="myPolicySet0"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

Xa)Fq4 TAT7PAIL

WOBITIEL, vasp-spl E WO ARIOEX =2V T 4 a7 7 A VBERSIL, VNSP BRZEDEF =
T4 7T ANMCEHDETHERET,
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POST URL: https://10.193.33.221/xmlIM/policy-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-tenant0/vnsp-spl">
<policyVirtualNetworkServiceProfile
dn="org-root/org-tenant0/vnsp-spl"
policySetNameRef="myPolicySet0">
<policyVnspAVPair id="1">
<policyAttributeDesignator attrName="dept"/>
<policyAttributeValue value="DEV" />
</policyVnspAVPair>
</policyVirtualNetworkServiceProfile>
</pair>
</inConfigs>
</configConfMos>

YA

=]

<configConfMos

cookie="<real cookie>"

commCookie="7/15/0/1ac"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvce="sam_extXMLApi"

destSvc="policy-mgr dme"

response="yes">

<outConfigs>

<pair key="org-root/org-tenant0/vnsp-spl">
<policyVirtualNetworkServiceProfile
descr=""
dn="org-root/org-tenant0/vnsp-spl"
intId="24512"
name="spl"
policySetNameRef="myPolicySetO"
status="created"
vnspId="2"/>
</pair>
</outConfigs>
</configConfMos>

)y —XEH
Uy —AFHa R =3 ME, ROBREZFEITLET,
o AUV 2—F TrATUF—NETNA AR —IZHYETET,
o FRAFEERTZ 7 AT U —/v A4 AL ARRODEWEDEET,
o T ATUF—NA VARG AEERMBA TV = MIBEEMITET,
ZOHEIE, RONE TSN TNET,
o [avVa—% 7747 Uxr—1] (P2-25)
o [T7 AT U= AL AZ L ADBWEDHE] (P.2-25)
e [T7 AT U —v A AH ZOHAT] (P.2-26)
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AVEa—R TJ7A4T724—)
WOFITIE, T30 A KU 2 —IZ computeFirewall 2350 4 THET,
B3R

POST URL: https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cisco/cfw-VSNaaa">
<fwComputeFirewall dn="org-root/org-Cisco/cfw-VSNaaa"
devicePolicy="myDeviceProfile"
hostname="cfw-VSNaaa"
dataIpAddress="10.10.10.100">
</fwComputeFirewall>
</pair>
</inConfigs>
</configConfMos>

<configConfMos
cookie="<real cookie>"
commCookie="5/15/0/19a"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam_extXMLApi"
destSvc="resource-mgr_dme"
response="yes">
<outConfigs>
<pair key="org-root/org-Cisco/cfw-VSNaaa">
<fwComputeFirewall
assocState="unassociated"
configState="not-applied"
dataIpAddress="10.10.10.100"
dataIpSubnet="255.255.255.0"
descr=""
devicePolicy="myDeviceProfile"
dn="org-root/org-Cisco/cfw-VSNaaa"
fltAggr="0"
hostname="cfw-VSNaaa"
intId="12368"
name="VSNaaa"
status="created"/>
</pair>
</outConfigs>
</configConfMos>

T77A4T794A—=IL A 2REVADBNEDHLE

WOBITIE, T XCDOT7AT U=V ALV AX L ALEZDREREDOHWEDENTONET,
ER

POST URL: https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configResolveClass

cookie="<real cookie>"

classId="fwInstance"

inHierarchical="false">

<inFilter>
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<eq class="fwlInstance"
property="mgmtIp"
value="10.193.33.221" />
</inFilter>
</configResolveClass>

configResolveClass
cookie=<real cookie>"
commCookie="5/15/0/1d9"
srcExtSys="10.193.33.221"
destExtSys="10.193.33.221"
srcSvc="sam extXMLApi"
destSvc="resource-mgr_dme"
response="yes"
classId="fwInstance">
<outConfigs>
<fwInstance
assignedToDn=""
assoc="none"
descr=""
dn="fw/inst-1005"
fltAggr="0"
fsmDescr=""
fsmPrev="DisassociateSuccess"
fsmProgr="100"
fsmRmtInvErrCode="none"
fsmRmtInvErrDescr=""
fsmRmtInvRslt=""
fsmStageDescr=""
fsmStamp="2010-12-03T23:18:13.304"
fsmStatus="nop"
fsmTry="0"
intId="10155"
mgmtIp="10.193.33.221"

model=""
name="firewall"
pooled="0"

registeredClientDn="extpol/reg/clients/client-1005"
revision="0"
serial=""
svcId="1005"
vendor=""/>
</outConfigs>
</configResolveClass>

TF7AT 94— A 2VRE 2 ADOBEESF

WOBTIX, 77 AT T4 =V ALV AFZUANEHHNR ATV =7 MIBEEMNIT S5, firewall-0 23

inst-1005 IZHI D ¥ CToHNET,
R

POST URL: https://10.193.33.221/xmlIM/resource-mgr
XML API payload:
<configConfMos
cookie="<real cookie>">
<inConfigs>
<pair key="org-root/org-Cola/cfw-firewall-0">

<fwComputeFirewall dn="org-root/org-Cola/cfw-firewall-0">

<fwResourceBinding assignedToDn="fw/inst-1005"/>
</fwComputeFirewall>
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</pair>
</inConfigs>
</configConfMos>

<configConfMos

cookie="<real cookie>"

commCookie="5/15/0/1df"

srcExtSys="10.193.33.221"

destExtSys="10.193.33.221"

srcSvc="sam_extXMLApi"

destSvc="resource-mgr_dme"

response="yes">

<outConfigs>

<pair key="org-root/org-Cola/cfw-firewall-0">
<fwComputeFirewall
assocState="associated"
configState="not-applied"
dataIpAddress="168.1.1.221"
dataIpSubnet="255.255.255.0"
descr=""
devicePolicy="myDeviceProfile"
dn="org-root/org-Cola/cfw-firewall-0"
fltAggr="1"
hostname="cfw-firewall-0"
intId="12514"
name="firewall-0"
status="modified"/>
</pair>
</outConfigs>
</configConfMos>
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