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c) [PRfF (Save) 1Z27 U7 LET,

a
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* [aging-enabled] : [true] Z TN L T=—T L 7 E2H I LET,
* [13-node-aging-duration] : L3 / — RNRIET 7 7 4 T2 o 721412, *y N =7 NTREFTHOLERH

LM E AN LET,
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13-port-aging-duration OAE [T 13-circuit-aging-duration £ W K& < T2 M FE R H Y F9°,
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wae.conf [, YANG E7 /b tailf-ncsconfig.yang CIERITETE STV D XML #K
T7ANTY, TOYANG 77 AV, 2 A2 MFEXD wae.conf.example 7 7 A /L & A
B2, WAET 4 A MU Ba—va VIZEENTHET,

wae.conf 77 A /LiE. WAE 7 % A LORYEREZHIFE L E T, wae.conf 7 7 A1 /L Th
TEDHERNNT A —=H B BEFCTExFET, 72& ziE, WAE DREMET DT 740 hAR— b (F— b
8080) ZRIDKR— MIEF TExFE T,

\}

GE)  wae.conf 77 A NWVICEFZIMZ 2#1%. 7 WAE ZEEE L T &0,

WAE ¥ —F 2 B#EI1TY o— F33720C, . /wae.conf F770%
<waeruntime-directory>/etc/wae.conf N HAEKZ ALY £77,

<waeruntime-directory>/etc/wae.conf ODNEEZRDHNI L E T,

<l== —-*- nxml -*- -->
<!-- Example configuration file for wae. -->

<ncs-config xmlns="http://tail-f.com/yang/tailf-ncs-config">

<!-- WAE can be configured to restrict access for incoming connections -->
<!-- to the IPC listener sockets. The access check requires that -->
<!-- connecting clients prove possession of a shared secret. -->

<ncs-ipc-access-check>
<enabled>false</enabled>
<filename>${NCS_DIR}/etc/ncs/ipc_access</filename>
</ncs-ipc-access-check>

<!-- Where to look for .fxs and snmp .bin files to load -->

<load-path>
<dir>./packages</dir>
<dir>${NCS_DIR}/etc/ncs</dir>

<!-- To disable northbound snmp altogether -->

<!-- comment out the path below -->

<dir>${NCS_DIR}/etc/ncs/snmp</dir>
</load-path>

<!-- Plug and play scripting -->
<scripts>
<dir>./scripts</dir>
<dir>${NCS DIR}/scripts</dir>
</scripts>

<state-dir>./state</state-dir>

<notifications>
<event-streams>

<!-- This is the builtin stream used by WAE to generate northbound -->
<!-- notifications whenever the alarm table is changed. -->

<!-- See tailf-ncs-alarms.yang -->

<!-- If you are not interested in WAE northbound netconf notifications -->

=gt II



. wae.conf

<!-- remove this item since it does consume some CPU -->
<stream>
<name>wae-alarms</name>
<description>WAE alarms according to tailf-ncs-alarms.yang</description>
<replay-support>false</replay-support>
<builtin-replay-store>
<enabled>false</enabled>
<dir>./state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>
</builtin-replay-store>

</stream>

<!-- This is the builtin stream used by WAE to generate northbound -->
<!-- notifications for internal events. -->

<!-- See tailf-ncs-devices.yang -->

<!-- Required for cluster mode. -->

<stream>

<name>wae-events</name>
<description>WAE event according to tailf-ncs-devices.yang</description>
<replay-support>true</replay-support>
<builtin-replay-store>
<enabled>true</enabled>
<dir>./state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>
</builtin-replay-store>

</stream>

<!-- This is the builtin stream used by WAE to generate northbound -->
<!-- notifications for kicker event stream. -->

<!-- See tailf-kicker.yang -->

<!-- Required for cluster mode. -->

<stream>

<name>kicker-events</name>
<description>NCS event according to tailf-kicker.yang</description>
<replay-support>true</replay-support>
<builtin-replay-store>
<enabled>true</enabled>
<dir>./state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>
</builtin-replay-store>

</stream>

<!-- This is the builtin stream used by WAE to generate northbound -->
<!-- notifications forwarded from devices. -->

<!-- See tailf-event-forwarding.yang -->

<stream>

<name>device-notifications</name>
<description>WAE events forwarded from devices</description>
<replay-support>true</replay-support>
<builtin-replay-store>
<enabled>true</enabled>
<dir>./state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>
</builtin-replay-store>

</stream>

<!-- This is the builtin stream used by WAE to generate northbound -->
<!-- notifications for plan state transitions. -->

<!-- See tailf-ncs-plan.yang -->

<stream>



wae.conf .

<name>service-state-changes</name>
<description>Plan state transitions according to
tailf-ncs-plan.yang</description>
<replay-support>false</replay-support>
<builtin-replay-store>
<enabled>false</enabled>
<dir>./state</dir>
<max-size>S10M</max-size>
<max-files>50</max-files>
</builtin-replay-store>
</stream>
<stream>
<name>XtcNotifications</name>
<description>Xtc object change notifications</description>
<replay-support>false</replay-support>

</stream>
</event-streams>
</notifications>
<!-- Where the database (and init XML) files are kept -->
<cdb>
<db-dir>./ncs-cdb</db-dir>
<!-- Always bring in the good system defaults -->

<init-path>
<dir>${NCS_DIR}/var/ncs/cdb</dir>
</init-path>

</cdb>

<!--gi#xa; These keys are used to encrypt values of the types&i#xa;
tailf:des3-cbc-encrypted-string, tailf:aes-cfb-128-encrypted-stringé&#xa; and
tailf:aes-256-cfb-128-encrypted-string. &#xa; For a deployment install it is highly
recommended to changeé&#xa; these numbers to something random (done by WAE "system
install") &#xa; -->

<encrypted-strings>

<DES3CBC>

<keyl1>0123456789%abcdef</keyl>

<key2>0123456789%abcdef</key2>

<key3>012345678%abcdef</key3>

<initVector>0123456789%abcdef</initVector>
</DES3CBC>

<AESCFB128>
<key>0123456789%abcdef0123456789%abcdef</key>
<initVector>0123456789%abcdef0123456789%abcdef</initVector>
</AESCFB128>

<AES256CFB128>
<key>0123456789%abcdef012345678%abcdef012345678%abcdef012345678%abcdef</key>
</AES256CFB128>
</encrypted-strings>

<logs>
<syslog-config>
<facility>daemon</facility>
</syslog-config>

<ncs-log>
<enabled>true</enabled>
<file>
<name>./logs/wae.log</name>
<enabled>true</enabled>
</file>
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<syslog>
<enabled>true</enabled>
</syslog>
</ncs-log>

<developer-log>
<enabled>true</enabled>
<file>
<name>./logs/devel.log</name>
<enabled>true</enabled>
</file>
</developer-log>

<developer-log-level>error</developer-log-level>

<audit-log>
<enabled>true</enabled>
<file>
<name>./logs/audit.log</name>
<enabled>true</enabled>
</file>
</audit-log>

<netconf-log>
<enabled>true</enabled>
<file>
<name>./logs/netconf.log</name>
<enabled>true</enabled>
</file>
</netconf-log>

<snmp-log>
<enabled>true</enabled>
<file>
<name>./logs/snmp.log</name>
<enabled>true</enabled>
</file>
</snmp-log>

<webui-access-log>
<enabled>true</enabled>
<dir>./logs</dir>

</webui-access-log>

<!-- This log is disabled by default if wae is installed using -->

<!-- the 'system-install' flag. It consumes a lot of CPU power -->
<!-- to have this log turned on, OTOH it is the best tool to -->
<!-- debug must expressions in YANG models -->

<xpath-trace-log>
<enabled>false</enabled>

<filename>./logs/xpath.trace</filename>

</xpath-trace-log>

<error-log>
<enabled>true</enabled>

<filename>./logs/wae-err.log</filename>

</error-log>

<progress-trace>
<enabled>true</enabled>
<dir>./logs</dir>

</progress-trace>

</logs>
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<ssh>
<algorithms>
<kex>diffie-hellman-groupl4-shal</kex>
<mac>hmac-sha2-512, hmac-sha2-256, hmac-shal</mac>
<encryption>aesl28-ctr,aesl92-ctr,aes256-ctr</encryption>
</algorithms>
</ssh>

<aaa>
<ssh-server-key-dir>${NCS DIR}/etc/ncs/ssh</ssh-server-key-dir>

<!-- Depending on OS - and also depending on user requirements -->
<!-- the pam service value value must be tuned. -->
<pam>

<enabled>true</enabled>

<service>common-auth</service>
</pam>
<external-authentication>

<enabled>false</enabled>

<executable>SWAE ROOT/lib/exec/wae-ldap-auth</executable>
</external-authentication>

<local-authentication>
<enabled>true</enabled>
</local-authentication>

</aaa>
<!-- Hash algorithm used when setting leafs of type ianach:crypt-hash,
<!-- e.g. /aaa/authentication/users/user/password -->

<crypt-hash>
<algorithm>sha-512</algorithm>
</crypt-hash>

<!-- Disable this for performance critical applications, enabling -->
<!-- rollbacks means additional disk IO for each transaction -->
<rollback>

<enabled>true</enabled>

<directory>./logs</directory>

<history-size>50</history-size>
</rollback>

<cli>
<enabled>true</enabled>

<!-- Use the builtin SSH server -->

<ssh>
<enabled>true</enabled>
<ip>0.0.0.0</ip>
<port>2024</port>

</ssh>

<promptl>\u@wae> </promptl>
<prompt2>\ul@wae$% </prompt2>

<c-promptl>\u@wae# </c-promptl>
<c-prompt2>\u@wae (\m) # </c-prompt2>

<show-log-directory>./logs</show-log-directory>
<show-commit-progress>true</show-commit-progress>

wae.conf .

<suppress-commit-message-context>maapi</suppress-commit-message-context>
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. wae.conf

<suppress-commit-message-context>system</suppress-commit-message-context>

</cli>

<webui>
<absolute-timeout>P1lY</absolute-timeout>
<custom-headers>
<header>
<name>X-Content-Type-Options</name>
<value>nosniff</value>
</header>
<header>
<name>Content-Security-Policy</name>
<value>default-src 'self'; script-src 'self'; img-src 'self' data:;
block-all-mixed-content; base-uri 'self'; frame-ancestors 'none'; style-src
'unsafe-inline'</value>
</header>
</custom-headers>
<idle-timeout>PT30M</idle-timeout>
<allow-symlinks>true</allow-symlinks>
<enabled>true</enabled>
<transport>
<tcp>
<enabled>true</enabled>
<ip>0.0.0.0</ip>
<port>8080</port>
<redirect>https://@HOST@:8443</redirect>

'self'

i |

<!-=- Uncomment this to enable support for IPvé6&i#xa; <extra-listen>&#xa;
<ip>::</ip>&#xa; <port>8080</port>&fxa; </extra-listen>&#xa;

-—>

</tcp>

<ssl>
<enabled>true</enabled>
<ip>0.0.0.0</ip>
<port>8443</port>
<key-file>${NCS_DIR}/var/ncs/webui/cert/host.key</key-file>
<cert-file>${NCS_DIR}/var/ncs/webui/cert/host.cert</cert-file>

<!-=- Uncomment this to enable support for IPv6&i#xa; <extra-listen>&#xa;
<ip>::</ip>&#xa; <port>8443</port>s&ixa; </extra-listen>&#xa;

-=>
</ssl>
</transport>

<cgi>
<enabled>true</enabled>
<php>
<enabled>false</enabled>
</php>
</cgi>
</webui>

<rest>
<enabled>true</enabled>
<enable-legacy>true</enable-legacy>
</rest>

<restconf>
<enabled>true</enabled>
</restconf>

<netconf-north-bound>
<enabled>true</enabled>

<transport>
<ssh>



nt 7rasey7s0%E [

<enabled>true</enabled>
<ip>0.0.0.0</ip>

<port>2022</port>
<!-=- Uncomment this to enable support for IPv6&i#xa; <extra-listen>&#xa;
<ip>::</ip>&#xa; <port>2022</port>&#xa; </extra-listen>&#xa;
-—>
</ssh>
<tcp>

<enabled>false</enabled>
<ip>127.0.0.1</ip>
<port>2023</port>
</tcp>
</transport>
</netconf-north-bound>

<netconf-call-home>
<enabled>false</enabled>

<transport>
<tcp>
<ip>0.0.0.0</ip>
<port>4334</port>
</tcp>
</transport>
</netconf-call-home>

<!-- <ha> -->
<l-- <enabled>true</enabled> —-->
<!-- </ha> --—>

<large-scale>

<lsa>
<!-- Enable Layered Service Architecture, LSA. This requires&#xa; a
separate Cisco Smart License.é&#xa; -——>
<enabled>true</enabled>
</lsa>

</large-scale>

</ncs-config>

%L DIER/RT A= DF 7 3L MEIX, YANG 7 7 A L TERINTWET, wae.conf ik
IRTA—=H BB T EE N,

N TRASE)T 14 DETE

Cisco WAE |Z. &AMt (HA) L HE 7 = — A —_R—% PR —KrLTWET, WAE / — R
D2ODA A AL, WTLTEITTDHEIICRESNTWET, T4~V /— g7
FA<VE—RTRHREIN, B H) ) —REFAX AR = RTHREINET, 774~
U/ — K&, &A— b 4570 (F7=1FX waeconf 7 7 A L THREINTZA—F) TEHHY ) —
RO EZ Y v AL LET, 23y FENZCDB T —# L, EHcED o Z Y ) —F
W=V v 7 &8NnETd, AF UL EF—FD /) — RTEITEND CDB ~DE X ALEE
(NIMO#E, =—Y = FFut A, FHIIRAF Y a—FT7 7 arid) 3kt s2L
WCHEBE LT &,

TIA~Y )= RIZEENRETDLE, B XY ) — KRBT T4~ ) — e LTHIEMHkE
F9., B ZY )= RTTIA~UE—FBPAMIRD L. EXIARRERFFRI S, CDB
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B 7r15EvF 0%

ATy T

ATy T2

ATvT3

DEBEINL. ATVa— SNy a7RFETIRET, BV ZY ) —RTTF T4~V
J = R LARNZ AT LB ER R S E 7,

TIA=Y )= REvHHFY ) —ROMGF T, waeconf 7 7 AL EfRELTHA ZANZLET,

<ha>
<enabled>true</enabled>
<ip>0.0.0.0</ip>

<!-- The following port configuration is optional.
Default port is 4570. This option can be used
to override the default port -->
<!-- <port>4570</port> —-->
</ha>
GE) Jetc/hosts 7 T AINVHBRA MENLIPT RLAAD= v BV T THERIINTWD Z & EMERL

TLEEW,

A=A W EAFH L CHli 7D/ — KT Cisco WAE % FiiLEh4 %

sudo supervisorctl restart wae:*
WD/, —RT, ROWTIANERITLET,

» Cisco WAE CLI 75

# wae ha-config nodes nl-name <hostnamel>

wae ha-config nodes nl-address <server-ipl>

wae ha-config nodes nl-wae-uname <userl>

wae ha-config nodes n2-name <hostname2>

wae ha-config nodes n2-address <server-ip2>

wae ha-config nodes n2-wae-uname <user2>

wae ha-config cluster-id <cluster-id>

wae ha-config temp-dir-location <temp-location>

7T 4 <Y ) — KT be-primary ZBAE L, AT — 4 2 & HERLET,

# wae ha-config be-primary
# wae ha-config status

v A # Y ) — KT be-secondary Bt L, A7 —F A &R LET,
# wae ha-config be-secondary
# wae ha-config status
GE) temp-dir-locationld, 7 —HA T T T T 7 ANNTITA< )b Z ) OB
E—SNDEFT~DARATY, 2D, BRPICTSTOT = AT 7 7 A V2 RFFT
DDIAZIRANR=ANDH DT 4 L7 U A~DRAZBINT 52 L aBEO LET,

4 e W S S HE

« WAE UL 205 -
1. [HAFE (HA configuration) | 74 2> %27 Vv 7 LET,
GE) /etc/hosts 7 7 A VIR A REINBIPT RLAND~Y vy BV I THHFINTND Z

LaMER LTI ZSN

2. N1 /—FK&EN2 /—FOFEEMAEATILET,
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ATy TH

ATvT6
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GE) W70 ) — RO — FAICTREM N A A i ELET,

3. [ 7 AXID (Cluster-ID) ] &# AL ET,

4. (T4~ VHEE (be-primary) . [EH X VHEE (be-secondary) ]. E7-IX[FEE/ L (be-none) ]

RERLET,
5. [E#> %V (Secondary) 17V v 7 LET,
GE) « /=KD HY ) —FRELTRRIND &, [WAE UI] — [HARE (HA

Configuration) 1 B LW [WAEUI] = [A T —# A (Status) | X—TDHRNZD ) —
RIZRF L THEBNC R Y £7,
« /— RZ[HEEML (be-none) 1205 [ Z VIRE (be-secondary) 1IZBEIT 2

LT, J— RTIERFETENLTWANWI L, BIORZ—Vxy MNAF Y 22—
THATPEEIN TN 2R L T,

/) — FRDAT—# Z%, [HAFKE (HA Configuration) | X—IZEKRINET,
GH) WD/ — R THA ZRE LRI, 7I7A4~Y) ) —FTCORRELZERETEET,

F—2REMDO=DIZ, WHFD ) — R T/RAT— KRR LD ssh ZXELET,
SSH #FEx— DAERL

# ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/home/user/.ssh/id rsa):
Enter passphrase (empty for no passphrase):

Enter same passphrase again:

Your identification has been saved in /home/user/.ssh/id rsa.
Your public key has been saved in /home/user/.ssh/id rsa.pub.
The key fingerprint is:
Ix:x2:x4:22:5a:7x:2x:a5:a5:4x:6x:88:2c:33:x8:77 rootlremote-host

ARF—%YVE—FERAMZavr—735%

# ssh-copy-id -i ~/.ssh/id rsa.pub user@remote-host
user@remote-hosts's password:

F£721%. ¥—,3—|T openssh-clients (ssh-copy-id 2~ Rx—F 4 VT 4 2T 580 r—2) RNA R
=L ENTWRWHAIE, ROa~vy RTHGEF—4 a B — T £,

# cat ~/.ssh/id rsa.pub | ssh user@remote-host "cat >> ~/.ssh/authorized keys"

GE) T 2 A NF—N—DFE, T F RIS T EICATON DT, WD ) — RIZ/XRA T — R
LD ssh ZRETHHLENRH Y F97,

Ta—N)V A a—T 7&”{;"\7% LT?*&@%%X&V:“‘/V";‘% ! <wae-run-directory>/networks.
<wae-run-directory>/agents :FSJ:UE%‘@?’“—jJ/( 7@TT\ 705/]) ~ U J — }‘T@ HA %%&lﬁj,ﬁ;ﬁ%{%
HALTTZ 7 A NVEERLET,

F— BT reyne 2—T 4 U T 4 BMLETT,
VAT AT rsyne 2—T 4 YT A BMEATE 20WEAIE, WOa~<w REFEHLTA A M=V LET,
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sudo yum install rsync

cTIARY )= RREF T HE kW) )= KRBT T4~ ELTREBILES, 7

GE)

74~V /=K,

YAV ELTHEFITRET 2LENDH Y £,

i |

wrrEns e[/l (None) [ LCHEILET, 2D/ —F&a, &

¢« T A NF—NR—RIIE=Lh Xy NT— 27 BT NETET A121E. XTC~<—Z2D NIMO T
WEDFETE A P a— T HLERSHY 3, IEOFETRAF Y 2 —/L I TR0
A, IWENTETETINAE T, XTCR—RADU TV F ¢ 7708 F IIRE LU EH A,

o /— R [72L (None) ]IREEMNG [ 4 U (Secondary) [IREEICRATT 2 & &1k, %
D/ —RFRTIEELIF= =2 FRFTIN TN EZHER L TS EE N,

* Netflow 7 —2 7 12— & layout-nimo (£, HA TiI¥FA—FINTHWEHA,

N FRASEYTA4DS TN a—TFTa9
HARKD N T TNy a—F 4 TR, RO 2 DOR T EHERTHLERH Y 7,

» <wae_run_directory>/logs/wae-java-vim.log

» <wae run_directory>/logs/devel.log

WDFEIZ, HAZT—LZFDOERERLET,

IS5S—a—FK ENUM SHER

25 CONFD_ERR_HA CONNECT JE— k HA / — R ~O#8I7 20
LEL,

26 CONFD ERR HA CLOSED UE— k HA /— R WAE ~D#:
fe P Uiz,
confd ha beseecondary() =—/LHIZ
T A <UD ORI E ORI
BALTTNNHY FE LT,

27 CONFD _ERR HA BADFXS JE— |k HA / — FIZI%. WAE &
B2 D FXSHR— DTy MEZT
BIpBNR— 3 VOFXSH— A H
D \i—g—o

28 CONFD_ERR_HA BADTOKEN UE— |k HA /— KIZ WAE & (35
A R—=7nHY ET,

29 CONFD_ERR _HA BADNAME

JE— b HA / — FOAHET, WAE
TX Y 7 F v SNTCARTE LR
iﬁ‘o




LDAP DEEE .
I>—a3—F ENUM BT
30 CONFD_ERR _HA BIND FE(EHA B O HA V75 v RS
A FIZRLE LT,
31 CONFD_ERR_HA NOTICK JUE—kHA J — R v X — L
TATT 47 DERICKIMLEL
7

LDAP &3
Cisco WAE X, Lightweight Directory Access Protocol (LDAP) %M L TN = —H — D3
Y R—KFLTWET,
WAE T LDAP ZfET DRI, IRDZ L ZMEd LTI IZEN,
*LDAP7 4 L2 RNV Y —LZORNFICKEBEL TWDOILERH Y 7,
« LDAP H—— L INVEEDFEMZ A A F—/L L TRELET,
«LDAPS 71 F L&A T 2 120F, SSLAEHIEZISG L TH—A R 7IZBEML E7,
SSL EEAEZRGELTA vAR— S %7K
wDa~y REFALT, HEB4AMIES certpem 7 7 A MIRIE L E T,

# openssl s client -connect <ldap-host>:<ldap-ssl-port> </dev/null 2>/dev/null | sed
-n '"/r————- BEGIN/, /"—=---- END/ { p }' > cert.pem

ROaA<v REMHLT, 774V FOF—Z T RAZTGLET, BF, 7741 b
D F— A T R Jete/pki/javal/cacerts for CentOS 7 with open-jdk T,

# SWAE ROOT/lib/exec/test-java-ssl-conn <ldap-host> <ldap-ssl-port> 2>1 | grep
"trustStore is:"

wOa<wy R LT, SFHEZ T 74V OF—X M TIZA v R— M LET

# sudo keytool -import -keystore <default-key-store-path> -storepass changeit -noprompt
-file cert.pem

LDAPRED b T TNV a—T 4 7 &4THITUT, ROw 7 2FoRrLET,
« LDAP & E 1 7 : <wae_run_directory>/logs/wae-javavm.log

« LDAP FBRET % A L v 2 : <wae_run_directory> /logs/wae-ldap-auth.log

CLI Z{# A L /= LDAP DK TE

IR HEIIZ
LDAP OFFE (13 X—2) OFMBIIE-> T, BHERFZHIEZ L TWAZ L 2R L ET,

wE
| 13|
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AT w1 waeconf 7 7 A /L ERE L T, INERIEEZ AN LET,

<<external-authentication>
<enabled>true</enabled>
<executable>$WAE_ROOT/lib/exec/wae-ldap-auth.sh</executable>
</external-authentication>

ATvT2

ATvT3

WAE % FCE) L FE 7,

# wae --start

WAE CLI Zf# /] L T LDAP y— _"—DiEa R EL £,
5 : LDAP &%

# wae cli -u admin

# conf

# wae cli
# conf

(confiqg)
(confiqg)
(confiqg)
(confiqg)

HH = H

wae
wae
wae
wae
wae
wae

ldap-config
ldap-config
ldap-config
ldap-config
ldap-config
ldap-config

commit

%l : SSL & U admin 1 —H—%{EM L= LDAP &

-u admin

devices authgroups group ldap-search
devices authgroups group ldap-search
devices authgroups group ldap-search

commit

wae
wae
wae
wae
wae
wae
wae
wae
wae

ldap-config
ldap-config
ldap-config
ldap-config
ldap-config
ldap-config
ldap-config
ldap-config
ldap-config

commit

exit

enabled

protocol ldap

server 10.220.121.47

port 389

search-base ou=people,dc=planetexpress,dc=com
principal-expression " (uid={0})"

o
X

default-map
default-map remote-name cn=admin,dc=company,dc=com
default-map remote-password HelloDolly

enabled

protocol ldaps

server 10.222.121.48

port 636

search-base ou=people,dc=company,dc=com

principal-expression " (uid={0})"

ldap-auth-group ldap-search

keystore-path /home/centos/apps/wae712/wae/etc/wae-ldap-keystore
keystore-pass wae-ldap-ks#

{5 : MS Active Directory 4—/\—® LDAP X E

# wae cli -u admin

# conf

(config) # devices authgroups group
(config) # devices authgroups group

ad-user ldap-search default-map
ad-user ldap-search default-map remote-name

CN=waeuserl , CN=Users,DC=woadtest,DC=local

(config) #
(config) #

(config) #
(config) #
(config) #

devices authgroups group

comm

it

ad-user ldap-search default-map remote-password HelloWAE

wae ldap-config enabled
wae ldap-config protocol ldap
wae ldap-config server waelab.cisco.com



waeul A L= oA oz [

config)# wae ldap-config port 389

config)# wae ldap-config search-base cn=users,dc=woadtest,dc=local

config)# wae ldap-config principal-expression " (sAMAccountName={0})"
ig) # wae ldap-config ldap-auth-group ad-user

config)# commit
config)# exit

WAE Ul 2{#F L 7= LDAP D& E

1R BHHEIIZ
LDAP OF%E (13 X—) OFMBIHE-> T, BHESEME2MIZ L TVD Z L 2R L £,

2T w1 waeconf 7 7 AL aMRE L T, SRR AZ G LET,

<<external-authentication>
<enabled>true</enabled>
<executable>$WAE_ROOT/lib/exec/wae-ldap-auth.sh</executable>
</external-authentication>

ATv 2 WAE Z#HEELE7,

ATy T3 WAEUI 2>, LDAPRET A 21 <ﬂ> 7 Vw7 LET,

ATV T4 FT7H/LNTIEE, AR N ITAVAAL o FITA N> TOWET, A TRVWEAIE, = — Y —F8GEIC LDAP
P—R—DFEHE AN LT, AA v FE2F 0 ELET,

AT TS LDAP A7 a v E AN LET, Z#EMZHOWTIL, LDAPREA 3y (153—2) BB LTLLEE
AN

ATvT6 [fR1F (Save) 127V v 7 LET,

LDAP BREAF T a v

& 1:LDAP 7 4 —)L F DA

J4—ILFK SBA
VA=l =07 LDAP H— N—{ZBZET B - OIEHT 27
o ka3 cY,
*LDAP: WEZ 27 UTT XA FTEELE
KR
« LDAPS : 5 5k SN2 2700815 2 155
Liﬁ‘o
7 7 /v MEIX LDAPS T3,

g2 Il
|
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B wrrserioay

Ta—IL K B

A LDAP ——® IP 7 K L A £ 721% FQDN,
T — R—D R A NG DOKRIEIZDNS KX
A/ EMMLIZS DT,

FQDN /Z= : <LDAP_hostname> <domain>.com

<ldap-server>

NS LDAP — _—|ZEET H 7o DI 5 R —
F T, BRI ENTWARWRIEOBRE., 7
7 4V NI TCP389 T9, b3 TWn5b
FREDYG G, T 7 4V X TCP 636 T,

7 7 /v MEX 389 T9,

W% ~X— A (Search Base) WAE Y — _—~ua 7 A VR 2> T\ 5
VENH AT R COa—YF—T 7 hD,
KA OU OiR14 <9,

<ldap-base-ou>

ERHB VAVE VI NE LDAP.Principal .Expr:
(userPrincipalName={0}) ,

10y b= UE, B R_R=VTa—%—
MAN L lea—HPF—ZIZEEHBZ ONET,
userPrincipalName= I%X. LDAP *ﬁ?’ﬁ\?/\‘_‘xf
=P =@ T o2 —F—FT =7 FD
LDAP JgtE & —BT 2 BENH Y £,
LDAP A ¥ —~<v b, 2 —HF—[EH DRI uia
ZEHALET,

WAE #—/3—|%, LDAP RFBE—R2 Y U —D
TOTRTOFT V=7 FERZELET,

uid=cisco-mate-userl

*QH/J fi%*ﬂﬂﬁccﬁi\ userPrincipalName EJ
X userName 72 E3H VD F 9,

LDAP #&iiE 7 /L —7" (LDAP Auth Group) LDAP RO FEATIHEHT 22 —F -4 B &
IR AT— R,

enable-password 7 ¢ —/L KX LDAP (Z%f# H
SINFEHA, Ul TOREFRIMEE DX I —fE

EANTLET,
¥ —A h 732 (Keystore Path) SSL BWEN LG EDF—A R T /1A,
F—A 7 /8AT— R (Keystore Pass) F—RARTDO/NRAT— K,
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AT—RRAFyamR—Fk

Cisco WAE NZERENMEZEIE LT, 7T o2 L0 2EEARH0ET, VT 7407

R—T—DRERE L < 2oz, T—HA THIZRENBELZV TRV ET, I
S5OMBEIL, WAEV AT AU VY —APMENRIEZINTHDZ ENFRNTHILGERH Y 7,
WAE DAT—H AE v aR— R, YATAV—=JDOFERLREZTaRe, JVJ—R%
N> TS T OB AEEET S LI . 2089 R ORI ESTH £,

AT =B AL Y aR—RIZT 7EATHITIL, CiscoWAEULIZBEI L, [AT —FAX v a
AR — K (Status Dashboard) | %7 U v 27 LET,

© 0O . WAN Automation Engine EBOE
() Status Dashboard
Healths
System Healthv Select Date: | 06/28/2019 Time: UL A $
RAM Utization GPU Utization )
Hard Disk Stats
C ( Mount Point  Free Used ped
percentage
Free(%) I Used(%) Free(%) I Used(%) / 35GB 53GB 132
fopt 387 GB 113 GB 205
/boot 794 MB 220 MB 21.7
'WAE Health
WAE Process details
Process Name % Memory Usage & File Descriptors & GO D Thread count %
percent] 5) &
> supervisor d 12MB 31 0
o I Not
HA Config: MASTER HA Data sync (in progress): false Last HA Data sync status: Passed (Wed Dec 11 2019 09:42:01 GMT-0800 (Pacific Standard Time))
Actions >

AT —HR AKX 2R — KL, FEIZ22o00%7 a3 A8 TWET,
o ~JL A (Health)

e 77 3 (Actions)

[~V A (Health) ]i%, S HIZ [ AT L~ A (System Health) ] & [WAE~/L X (WAE
Health) 1250 B FET,

[ AT L~ A (System Health) ]1&, RAM M2, CPU MR, BL O AT AL LD
N—=RF 4 R EFXT Y T TF XY LET, V—UT 1045 T LICETEN, A EREhE
T, [AfFDIER (Select Date) |35 KO [IKZ] (Time) 1 7 4 —/V R&EH LT, %R LUR—
MZT7Z7EALET,

T 7 AN FTIE, BRHOLVAR— MRRRINET, LAR— MEAEZBET 512X, A~ (prev) ]
[K~ (next) |ARZ U &#HEHLET,

RAM =R & CPUREIRD 77 71id, EHFEHAR—RALEE AN—ARFRENET,
ER A ETTEE IS — Y v E2fGbE L & EROBHARNFRSNET,

g
| 7
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B waecuoxsizonc

[WAE~/L A (WAE Health) 1%, AEUMHE, 77 A /Vitk . CPUREMARLR L, TFut
ALV ORI OFMEZF ¥ 7 F v LET, Im e XA CHENEAELZLGAIE. B &R
HNO7 4=V REHHLT, BE#ET 5T _XCOTat A LLOFEMCT 78 A LET,
Cisco WAE DEBIT., —MDO NNy r— N7 oA VA M=V ENTEZERICRDEAENH Y £
9, [Ny — VAR AT —H X (Packages Oper Status Utilization) |7 ¥ — &, A4 > &
F—IVEHLBLOT A VA N—= BNy =V DRGE R LET, A VA M= AEHRET
IRA VA M= NLVDOHEEE Y v 7358, A VAN VFELEITRAS VA F—LD /Ny
r—DU A NNFERINET,

HA BREDREN /2> TWDIGAE, VAT AR T IA~ Ut o XU naERrLET,
[727 3y (Actions) | BZ v ailid, NIMOT7T /7 varbto—V2 N7 7 a DA
TR ARFRINET,

[NIMO7T 7 v a2 > (NIMOActions) |27+ 2> T, NIMOAW— K%27 U v 27 L TNIMO A7 —
2 ADFEMERSLET,

\)

=)

VDR ERRNLET,

[NIMOT 7 3 a > (NIMO Actions) ]i%. WEDT 7 arF—2TiEn<l, BIEOT 71

[E—Y = b7 733 (AgentActions) | BZ v ailif, FFEODZ—V = DT 73
VAT —HANFERINET,

WAECLIAX > 52DV T

WAE (I8 87X JHEZ 2 TWET, WAE X wae.conf 7 7 A L THRESINTZT 4
V7 MRS LET, ROAEARR S 7 7 A MIRO EBY TT,

*wae.log: WAE ¥ —% 1/, syslog (K T £,

*wae err.log.l, wae err.log.idx, wae err.log.siz : WAE 7 —F& U {ZfHEDN
HHGE. ZORZIZETYR— FDTDOT Ny ZFERPEFENTHET, =< Fwae
--printlog wae err.log TNAEZ=F /R L ET,

caudit.log: TR_XCD /) —ANRY U R A Z—T =2 A A NNN—F 5P RELED T,
syslog ([ZHERCT& £7,

«localhost:8080.access : 7 —E L ~DFTXTDhttp V 7 =& k, #lAAH Web ¥—
N=DT A7 TT, ZDO77A/E, Apache 72 & TEF 4T % Common Log
Format |(ZHEHLL TWEF, ZorZ 37 74/ b TEHTHY, n—FT—varInEL
o D18, logrotate(8) A L T 72 &0y,

sdevel.log: 21—V —ERKa—RE2 N T TN a—T 4 0 T THEODT Ny ray,
CORIEFT A RS THY . n—F— g v SRERA, FO70. logrotate(8)
AL TLSEZY, Zou 2L, java-vm £721X python-vm 227 & EHITFEH L T
<FEEW, 2—%F—a—RNdvma eI, steT25747 7 Viddevel.log il



Syslog .

Rl SN FET, EBE L AT A TIIZOn 728z LT 7ZEV, syslog ([ZHEkT& £
ﬁqo

s wae-java-vm.log, wae-python-vm.log: V—E AT 7V r— g7, JavaEiz
¥ Python VM THEIT SN 5D 22— RO 1 7, Javads L U Python 21— R AAERT 5 BHAEA X,
Zon 7% (devel.log LHMAGDOLET) Ty ZIHEHLET,

netconf.log, snmp.log: / —ANJ Y R=—Vxr by, syslog (TR TE E
7

rollbackNNNNN : T _XCH WAE 2 2 v MI, T 0—L v 7 77 A VAR L
F9, wae.conf C, B— NN\ I T 7 A NVDERKREET 7 ANEFEHRKTEET,

xpath.trace : XPATH X, XML 7> 7L — h R XL OFFTCHEHESNE T, Zon
77 7 A ML, TRTO XPATH ROl RSN ET, 77— hdD XPATH %7
Ny 75 B2k, {3V IZ CLI T pipe-target debug ZHH L £7,

*ned-cisco-ios-xr-pel.trace : 7 /3 A N L —ARNF NI > TWBEEGA, T34
AZEIZ ML= T 7 ANDERENE T, 774 VOB wae. conf TR I
FHAN, CLIRETT AL AR L —ANF IR > TN D EE TR SN ET,

Syslog

WAE TiX, BSD £72(XIETF syslog 7 +—~ v k (RFC5424) #{EH LT, v —H L E713V
E— F D syslog —/3—|Z syslog ZEECE £F, wae.conf 77 A /L EfEH L T, syslogiZ
RTFT 512 (nes.log, devel.log, netconf.log, F721d snmp.log) ZBNTEF
ﬁ‘o

WOBNE, —#%A972 syslog iRk &2k LTV E T,

<syslog-config>
<facility>daemon</facility>

<udp>
<enabled>false</enabled>
<host>127.0.0.1</host>
<port>895</port>

</udp>

<syslog-servers>
<server>
<host>127.0.0.2</host>
<version>1</version>
</server>
<server>
<host>127.0.0.3</host>
<port>7900</port>
<facility>locald</facility>
</server>
</syslog-servers>
</syslog-config>

<ncs-log>
<enabled>true</enabled>




. Syslog D A v E—T LR

<file>

<name>./logs/ncs.log</name>
<enabled>true</enabled>

</file>
<syslog>

<enabled>true</enabled>

</syslog>
</ncs-log>

Syslog DA v t—2 LK

WDFIZ, WAEsyslog A v E—V D7 r—~y FERLET,

i |

ERe)

74— v bXFF

)

DAEMON_DIED

"Daemon ~s died"

NERT — A R 2T —F N DA
Yy hEALCE LT,

DAEMON TIMEOUT

"Daemon ~s timed out"

T —H _R—RAF —F NI = |
IRELERHATL,

NO_CALLPOINT

"no registration found for callpoint ~s of
type=~s"

ConfD (X XML >V U —|Z57 — X % AJ)
LE2ELELEN, BHETIa—L
RA Y MZa— RBRBEINTOEYE
ATLT,

CDB_DB_LOST

"CDB: lost DB, deleting old config"

CDBIT7T — % AFx—~ 7 7 A L&
LELER, T—F 77 A VTR L
FHATLE, ZZ2OT —H X—ANnDE
B4 L CCDB 2 U A NY LE LT,

CDB_CONFIG_LOST

"CDB: lost config, deleting DB"

CDBIZ7T—# 77 A VaMHLE LT
B, AxX—<7 7 A VTHMHLEEA
TL7, ZZOT—HX—=ANLIAL
TCDB#%#YU B NNY LELE,

CDB_UPGRADE_FAILED

"CDB: Upgrade failed: ~s"

HEICDB 7 v 7/ L— RIZKB L
L7ze DFED, A= F I TN
FHETT—ZETANEREINE L
7=,

CDB_INIT_LOAD

"CDB load: processing file: ~s"

CDBIIHIHHL 7 7 A VBB L T E
7,

CDB_OP_INIT

"CDB: Operational DB re-initialized"

Ty XS — REFIIHE LT 7 A
ANENT, EHT — % X— 2 YR
S, BPEbESnE L,

CDB_CLIENT _TIMEOUT

"CDB client (~s) timed out, waiting for ~s"

CDBZ FAT v "INZA LT D MEERE
NIZIRETE T, UilrsnE Lz,




Syslog D A v E—T LR .

ERe)

T+—< v FXF5

E

INTERNAL ERROR

"Internal error: ~s"

Conf DN =T = FAELE LTz, ¥
AaT 7 = NP R— MTRET D0
ERHY ET,

AAA_LOAD FAIL

"Failed to load AAA: ~s"

ST — & _— 2 OBWEICED B 5
B, AAAD~ L b E T IE A R
HiZpi=, AAAT— X %21 — R Tx £
HATL,

EXTAUTH_BAD RET

"External auth program (user=~s) ret bad
output: ~s"

FREIISMETH Y | ST 1 7T LS
RNEG e AOT — 2 ik LE LT,

BRIDGE DIED

"confd aaa bridge died - ~s"

ConfD 7° confd aaa bridge % BH#:7 5
E OIS, C 7 r s T ahEI:
LE L,

PHASEO_STARTED

"ConfD phase0 started"

ConfD 3Bt 7 =— X 0 ZBIA5 L E L
77

PHASE1 STARTED

"ConfD phasel started"

ConfD |ZRHtE 7 = — X 1 ZBAtE L E L
776

STARTED

"ConfD started vsn: ~s"

ConfD 23BA#E L F L7z,

UPGRADE INIT STARTED

"Upgrade init started"

AP —=ERT v 77 L— KO
MNEAIE L E L7,

UPGRADE _INIT SUCCEEDED

"Upgrade init succeeded"

A P —ERT v T 7L — KOk
W U E L,

UPGRADE PERFORMED

"Upgrade performed"

AP —ERT v T T L— RRFETS
NELED, FEaIy bantT0E
B A,

UPGRADE COMMITTED

"Upgrade committed"

AP —ERT ST L —RKpRaly
rEhE L,

UPGRADE ABORTED

"Upgrade aborted"

ALY —ERT v 77 L— RRFIEX
nE L7,

CONSULT FILE

"Consulting daemon configuration file ~s"

ConfD IIHERL 7 7 A NV & Fe B> TV
*9,

STOPPING

"ConfD stopping (~s)"

ConfD 2ME1E L CTWET (=& 21,
confd --stop D 7=8)

=g .
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RELOAD "Reloading daemon configuration" TEURROY m— RZBMLEL
77

BADCONFIG "Bad configuration: ~s:~s: ~s" confd.conf [IC R IEZ T — 2 NEENT

WET,

WRITE STATE FILE FAILED

"Writing state file failed: ~s: ~s (~s)"

REET 7 A NDOEBXZ AR LEL
7~

READ_STATE FILE FAILED

"Reading state file failed: ~s: ~s (~s)"

RIET 7 A N OFAIV IR L E L
77

SSH_SUBSYS_ERR

"ssh protocol subsys - ~s"

7547 v ME\"subsystem\" =<
FEELSHEHELERATLE,

SESSION_LIMIT

"Session limit of type '~s' reached, rejected
new session request”

Yo va IRICELE LE, Frin
tyvarl sz A MIESSREL
77

CONFIG_TRANSACTION_LIMIT

"Configuration transaction limit of type '~s'
reached, rejected new transaction request"

R NS oy a U HRICELEL
7o HILWhT YT ar)rxR
MIFESSNE L,

ABORT CAND COMMIT

"Aborting candidate commit, request from
user, reverting configuration”

2—HF—p Y TR NIEY ., Rz
Sy hEPIELTWET, HkE TS
RLTWET,

ABORT _CAND _COMMIT TIMER

"Candidate commit timer expired, reverting
configuration"

iz 2 v b A A ~—DNHIRRYIIC R
DELE, HlkETTICRLTWET,

ABORT CAND COMMIT TERM

"Candidate commit session terminated,
reverting configuration"

= Iy by arBETLEL
Too WERLZTTICR L TWET,

ROLLBACK REMOVE

"Found half created rollbackO file -
removing and creating new"

FFUIMERL STV N &b
73 7= rollback0 7 7 A V& HIR L T
ERE L TWET,

ROLLBACK REPAIR

"Found half created rollbackO file -
repairing"

O UIMERR STV RN Z &b
7> 7= rollback0 7 7 A L & EHE L TV
F9,

ROLLBACK FAIL REPAIR

"Failed to repair rollback files"

a—)LNy 7 T 7 A VOBEBIZRR L
F L7,

ROLLBACK FAIL CREATE

"Error while creating rollback file: ~s: ~s

o —LXy 7 7 7 A JLOVERHIZ
TFT—MWFEELE LT,
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ROLLBACK FAIL RENAME

"Failed to rename rollback file ~s to ~s: ~s"

02—y 7 T 7 A VDA4RTEEET
EEHATLE,

NS_LOAD_ERR

"Failed to process namespace ~s: ~s"

VAT AL, u— REINT-4ARIZER %
WP CTEEFHEATL,

NS_LOAD_ERR2

"Failed to process namespaces: ~s"

VAT NE, m— FENTARTZEM &
R TEEFHEATLI,

FILE LOAD ERR

"Failed to load file ~s: ~s"

VAT AL, FOu— RNRIZT 7 A
N — R TEXEHEATLE,

FILE LOADING

"Loading file ~s"

VAT AL, T ANDu— RERG
LTWET,

SKIP_FILE_LOADING

"Skipping file ~s: ~s"

VAT AL, Ty ANVEATYy T LE
L7,

FILE LOAD

"Loaded file ~s"

VAT AFE, VA NvEr—RLEL
776

LISTENER INFO

"~s to listen for ~s on ~s:~s"

ConfD |%, ZEfRE#HzE ) v AT 57
OIZBRE I LE T,

NETCONF_HDR_ERR

"Got bad NETCONF TCP header"

a—P =L TN —FNELL 7+ —
<~y I TN RNWZ BRI I YT
THRADNy H—,

LIB_BAD_VSN

"Got library connect from wrong version
(~s, expected ~s)"

ConfD IZ# L CWABT 7Y r—3 g
VT, ConfD/X— g v & —F L7
FGATTINR=Var (FExiE, &
W= g DI TAT Y N TATT
V) pMERINE L,

LIB_BAD_SIZES

"Got connect from library with insufficient
keypath depth/keys support (~s/ ~s, needs
~s/~8)"

ConfDIZHHE L CWAT Y r—3g
VT, TAETACHAS S X —
DIEES LB TERNTA T T
NR=TarMERSINE L,

LIB_NO_ACCESS

"Got library connect with failed access
check: ~s"

77V r—3 g9 3 ConfD IZ#HE5 LT-
LEIWIT IV BAF =7 T —0N A4
LFE L7

SNMP_NOT_A_TRAP

"SNMP gateway: Non-trap received from
NS"

kZ » IZ EHR— N TUDP /Sy ir—
VEZFELELEDN, SNMP T v
TIEH Y FH A,

=g .
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SNMP_TRAP V1

"SNMP gateway: V1 trap received from
Ns"

rT v FZER— K TSNMPvl T v
THEZIELELEN, vl b T v T Dl
BV FR—FENTWVEREA,

SNMP_TRAP_NOT FORWARDED

"SNMP gateway: Can't forward trap from
~s; ~s"

SNMP 7 v 7 DBERiESNFEHATL
776

SNMP_TRAP UNKNOWN_SENDER

"SNMP gateway: Not forwarding trap from
~s; the sender is not recognized"

SNMP kT v 7Rk I b1 CL
723, E{EFE D confd.confizV A kX
NTWEHATL,

SNMP_TRAP_OPEN_PORT

"SNMP gateway: Can't open trap listening
port ~s: ~s"

SNMP T v 7% v AT B8HD
A—rEBITEHATL,

SNMP_TRAP NOT RECOGNIZED

"SNMP gateway: Can't forward trap with
OID ~s from ~s; There is no notification
with this OID in the loaded models"

F7 v T ZEAR—FTSNMP b7 v
ERZIELE LS, ZOEHENTHT
R

XPATH EVAL ERRORI

"XPath evaluation error: ~s for ~s"

xpath RDFHM I =T =2 FE L F
L7z,

XPATH_EVAL ERROR2

"XPath evaluation error: '~s' resulted in ~s
for ~s"

xpath ROFHMHFIZ = F — RN FAE L E
L7,

CANDIDATE BAD_ FILE FORMAT

"Bad format found in candidate db file ~s;
resetting candidate"

BT —H_R—2 T 7 A NDT F—
< MRIELL BV FHA, BT —
B AR ARIEDT —HR— A
FENET,

CANDIDATE CORRUPT FILE

"Corrupt candidate db file ~s; resetting
candidate"

AT — & _R— 27 7 A LT
DIz, WAL ENRTEERA,
AT — H R ANZED T — H _R—
WUy hEnET,

MISSING_DES3CBC_SETTINGS

"DES3CBC keys were not found in
confd.conf"

confd.conf (Z DES3CBC F—23 /o7
DNEHATL,

MISSING AESCFB128 SETTINGS

"AESCFB128 keys were not found in
confd.conf"

confd.conf |Z AESCFB128 & — 73 /. -2h»
DFERHATLE,

SNMP_MIB LOADING

"Loading MIB: ~s"

SNMP=— x> hAMIB 7 7 A L%
n— RFLTWET,

SNMP_CANT_LOAD_ MIB

"Can't load MIB file: ~s"

SNMP=— x> R3MIB 7 7 A /LD
72— RIZKRBLE L,
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SNMP_WRITE STATE FILE FAILED

"Write state file failed: ~s: ~s"

SNMP = — = MREET 7 A L DE
TIAAITHR L F L,

SNMP_READ_STATE_FILE FAILED

"Read state file failed: ~s: ~s"

SNMP =— = MREET 7 A L DF
FHEDIZRKLUE LT,

SNMP_REQUIRES CDB

"Can't start SNMP. CDB is not enabled"

SNMP = — = b ZBRIET BRI,
CDB # BT HHLERH D 7,

FXS MISMATCH

"Fxs mismatch, slave is not allowed"

v hZVIE, Bb ks VANV E
o774 <=V IlERSINLTWVET,

TOKEN_ MISMATCH

"Token mismatch, slave is not allowed"

B F VIR, REREIEN—27 T
TIA= VI RS TWVWET,

HA_SLAVE_KILLED

"Slave ~s killed due to no ticks"

Y ) —KRiEk, T a4 v BAEK
LEEATLE,

HA DUPLICATE NODEID

"Nodeid ~s already exists"

T CTIFET D/ — RID 28>k h
VEUMNRBEFELE L,

HA_FAILED CONNECT

"Failed to connect to master: ~s"

CH L FVNT T A~ VIR TE R
Mmol=t=, A7V h &Y
T B0 L ORI TICRBRLE L
7=,

HA BAD VSN "Incompatible HA version (~s, expected |- H 4 U k. H#EDO /2 HA 1
~s), slave is not allowed" N R— g L TF T A~ VT

SNTVET,
NETCONF "~s" NETCONF 77 4 v 7w A yt—

v,

DEVEL WEBUI

T_E v /X—=WebUl R 7 A »vE—,

DEVEL_AAA " FRE S AAA B A e — T,
DEVEL_CAPI "~ FR0 S CAPLE Y A v —,
DEVEL CDB "~ FA_H v /8= CDB B/ A vt —,

DEVEL CONFD

F_a v X—ConfDHE 7 A vE—3,

DEVEL SNMPGW

Ty /N—=SNMP /' — h U= 1/
Ayt—,

DEVEL SNMPA

F_g vy X—SNMP=— x> b
Aot—,
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NOTIFICATION_REPLAY _
STORE_FAILURE

FLIA TR DIBEI A A -7 TREE T
ALEL,

EVENT SOCKET TIMEOUT

"Event notification subscriber with bitmask
~s timed out, waiting for ~s"

AR NIRRT AT T AN K, R
SNT=ZA LT U MHIBENITIGE L E
HATL,

EVENT SOCKET WRITE BLOCK

AR Ny hADEEIALDERF
7oy 7 SnE L,

COMMIT UN_SYNCED DEV

"Committed data towards device ~s which
is out of sync"

FIHPRIEN AR - IERALRT A X
WX LTT—#naly hEnEL
77

NCS_SNMP_INIT ERR

"Failed to locate snmp_init.xml in loadpath
NS"

12— R/NZ T snmp_init.xml 23 {2730
FHEATL,

NCS_JAVA VM_START

"Starting the NCS Java VM"

NCS Java VM Z&E) L TWET,

NCS_JAVA VM _FAIL

"The NCS Java VM ~s"

NCSJavaVM DFEEFE /2134 A LT ¥
FRFRAELE LT,

NCS_PACKAGE SYNTAX ERROR

"Failed to load NCS package: ~s; syntax
error in package file"

RNy r =V 7 7 A VOWILT T —,

NCS_PACKAGE_DUPLICATE

"Failed to load duplicate NCS package ~s:
(NS)"

BET LNy r—UNRONDFL
77

NCS_PACKAGE _COPYING

"Copying NCS package from ~s to ~s"

Ry —Ra— RRANS T 5 A
N—FFg L7 PJIZar—3nElL
7o

NCS_PACKAGE_UPGRADE
ABORTED

"NCS package upgrade failed with reason

INSVH

CDBDT w77 L— KRB IESnEL
77o ZAUE, COBDIAEFE STV
TEEEWRLET, L, Ny —
COREBITEEINE LT,

NCS_PACKAGE_BAD_NCS_VERSION

"Failed to load NCS package: ~s; requires
NCS version ~s"

Nyl —DONCS N—V 3 U IEL
<HVEEA,

NCS_PACKAGE BAD DEPENDENCY

"Failed to load NCS package: ~s; required
package ~s of version ~s is not present
(found ~s)"

NCS /N r— TV DIRFREFENIE LK B
D FHA,

NCS_PACKAGE_CIRCULAR _
DEPENDENCY

"Failed to load NCS package: ~s; circular
dependency found"

NCS /N 77— VG BRI AT B 3 & 0
*9,
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CLLCMD "CLI'~s" 2P BCLIa~ Y REEFTFLEL
77

CLI DENIED "CLI denied '~s" FETRSER . X CLI 2~ >

FOFATEEL SN E LT,

BAD _LOCAL_PASS

"Provided bad password"

17— B )RR S i 2 — Y — 23]
BolRAU—KE AN LELE,

NO_SUCH LOCAL USER

"no such local user"

fFIEL2V e —ba—F—p3a /o
YLEoELFELL,

PAM_LOGIN_ FAILED

"pam phase ~s failed to login through
PAM: ~s"

=P =R PAM fEH TR /A » T&
FHEATL,

PAM_NO_LOGIN

"failed to login through PAM: ~s"

—HP—/NPAM BT /A L TX
FHATL,

EXT_LOGIN

"Logged in over ~s using externalauth,
member of groups: ~s~s"

NEFFES N2 — Y —Br 1 L
F L7

EXT NO_LOGIN

"failed to login using externalauth: ~s"

A —HP— DI R L E LTz,

GROUP_ASSIGN

"assigned to groups: ~s"

=IO T — 7 EN Y 2T
bivk L7z,

GROUP_NO_ASSIGN

"Not assigned to any groups - all access is
denied"

a—HP—Fe A LELERN, FO
TN—TIZHEN Y THENTWER
A/o

MAAPI LOGOUT

"Logged out from maapi ctx=~s (~s)"

BT — 2 N API (MAAPI) =—
F—Na s 7oy hEhE L,

SSH_LOGIN "logged in over ssh from ~s with Z—H—73 ConfD DFHAIA & SSH H—
authmeth:~s" N—liza /4 LE L,
SSH LOGOUT "Logged out ssh <~s> user" 2 —H—73 ConfD DFHAIA L SSH H—

N=Inbu 77 b3k L,

SSH NO_LOGIN

"Failed to login over ssh: ~s"

—H—A3 ConfD DF AT~ SSH H—
N—lca A4 TCEFEFHEALTL,

NOAAA CLI LOGIN

"logged in from the CLI with aaa disabled"

Z—H—7% --noaaa 7 7 7 % confd_cli
WRERH LE L,

WEB_LOGIN

"logged in through Web UI from ~s"

a—P =N Web Ul ZNLTrT A
LFE LT

=g .
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WEB_LOGOUT

"logged out from Web UI"

Web Ul 21—V —NRNa /77 hLEL
7=,

WEB_CMD "WebUI cmd '~s"' ZI—HF—2NWebUl 2~ REFEITL
F L7
WEB_ACTION "WebUI action '~s"" Z2—HF—N Web Ul 727 3 3 5 FEIT

LE L%,

WEB_COMMIT

"WebUI commit ~s"

2P WebUl =X v F&FEITL
F L7

SNMP_AUTHENTICATION_FAIL

"ESDNMP authentication failed: ~s"

SNMP FARIZ R L E L,

LOGIN _REJECTED

=P —OENRT SV r— 3 D
TNy T Lo THEENEL
7=,

COMMIT _INFO "commit ~s" KERRE T IZBET AN ETFROT—
ZARTIZaIy FEaNFE LT,

CLL CMD_DONE "CLI done" CLI 2~y FRE#HIZET LE L,

CLI CMD_ABORTED "CLI aborted" CLI =z~ RPHIEENE LT,

NCS_DEVICE_OUT_OF SYNC

"NCS device-out-of-sync Device '~s' Info

leHY

check-sync 77 a > T, T/34 AD
IR WME SN E LT,

NCS_SERVICE_OUT OF _SYNC

"NCS service-out-ofsync Service '~s' Info

INSHV

check-sync 77 2 2 > C, —E XD
FEFI AN HME S E L,

NCS_PYTHON VM START

"Starting the NCS Python VM"

NCS Python VM Z &) L TWE 7,

NCS PYTHON VM FAIL

"The NCS Python VM ~s"

NCS Python VM 23K L7273, Z A A
77 RLELL,

NCS_SET_PLATFORM _
DATA_ERRORS

"NCS Device '~s' failed to set platform data
Info '~s"

TN AL ST T v N7 A —
DEMT =S ERETETEEATL
I

NCS SMART LICENSING START

"Starting the NCS Smart Licensing Java
vM"

NCS A~— kT A & A JavaVM % it
gL CVWET,

NCS_SMART _LICENSING FAIL

"The NCS Smart Licensing Java VM ~s"

NCSA<— [T A& A JavaVM 23 K
L7z, A LT RLE L,

NCS_SMART LICENSING
GLOBAL NOTIFICATION

"Smart Licensing Global Notification: ~s"

2w — KT ADT 2 —I3)LiE
5,
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NCS_SMART_LICENSING
ENTITLEMENT NOTIFICATION

"Smart Licensing Entitlement Notification:
Ns"

2Aw— FTA & AGEKOIEA,

NCS SVIART TICENSNG FVALUATON GCOUNTDOWN

"Smart Licensing evaluation time
remaining: ~s"

A~x— T A & ZFHIOFK D K,

DEVEL_SLS

TR = Av—k T A& AAPI
oy Ayk—,

JSONRPC REQUEST

JSON-RPC A Y v K™Y 7= A FEH
F L7

DEVEL ECONFD

Ty 28— econfd API 12 7 A » & —
‘:/\\O

CDB_FATAL_ERROR

"fatal error in CDB: ~s"

CDB ClEEARRER= T —0AELEL
776

LOGGING_STARTED

"Daemon logging started"

X YT URAT ARHBENEL
776

LOGGING_SHUTDOWN

"Daemon logging terminating, reason: ~s"

DX T T AT ANRKT LEL
770

REOPEN_LOGS

"Logging subsystem, reopening log files"

QX TV TURAT AN T T AL
PHEMETELE,

OPEN LOGFILE

"Logging subsystem, opening log file '~s'
for ~s"

BEXATOaX  JTOZ—4, b
Ty ANERLET,

LOGGING_STARTED_TO

"Writing ~s log to ~s"

YT RTLAOa TS BRHEDT 7 AL
ICEXAARET,

LOGGING_DEST CHANGED

"Changing destination of ~s log to ~s"

H—rFy vad 7y A IVNEDT 7 A
JCERSINET,

LOGGING_STATUS_CHANGED

"NS ~8 lOgH

YT RATFAOOX T AT —H A
(BN OEEZ®BMLET,

ERRLOG_SIZE CHANGED

"Changing size of error log (~s) to ~s (was
NS)"

TT—uarsou YA XOEE L@
L/i‘a‘o

CGI REQUEST

"CGI: '~s' script with method ~s"

CGIAZ VT RNV 7 A MENEL
770

MMAP_SCHEMA _FAIL

"Failed to setup the shared memory
schema"

EHEAET) A —<DOREIZERMLF
L7,

=g .
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KICKER MISSING SCHEMA

"Failed to load kicker schema"

Xy —AF—vDr— TR LF
L7,

JSONRPC_REQUEST IDLE_TIMEOUT

"Stopping session due to idle timeout: ~s"

JSON-RPC 7 A K/VE A LT T |,

JSONRPC_REQUEST _
ABSOLUTE_TIMEOUT

"Stopping session due to absolute timeout:

n

~S

JSON-RPC #ikct % A4 LT 0 K,

_\\

—RAR—Z20DAYY

DBV arTIE, WAEIKET A8 £ 8Ehavr s, ZNONED L I ITHEAIERT
BN HOWTEBA L E9,

go—n\)Lawvy

WAE BH Ny 7 L —0F, 5—

FANT (GHTH) Huv s LidET, Zouay7i3s

=iy 7 ERETIL, T A N T ~OPMBT 7 A Z TR DA = A L m Rk L E
T, Zm—s3bnm ey 7L, NETCONF <lock> #2/F<> Maapi.lock() FFOMH L 72 &) — 27 o R
T—Vx ¥ M LCH RIS CE BE—Dnr v 7 T,

Jua—\)vay ik, T—% A T2

EFETNADOY Ty MTHLTIT)) 2L TEET, o

2L TaSnET,
TV M, Zu—rbny 7 ZER LT, YR EZIALT 7 B A2k TE £7,

TV IR e — ey J R REEL TS

IXHLTITHY 2, #

D56, MOMELZ DT —Z AR TIC

S v 2T s (T—4
o v 7%, NETCONF 3 L U*MAAPI

HEALe

ZLIFTEERA, ZOFEER. PP ar s DNl Lo THEIENE T, o v
JHAEE ERru sy 7 hETy) B, TRTOF—FZTFa g F—nny V7 ERE KRB LT
BAEIC, #FThorsa—rray s Rne—Y 0 M5 ENET, 57— &7&%4&%

(CDB F 213N T — 2 T X1 F—) |

JiE, By 2 2R EIIRTAND 2D

(ZRFON

SNB lock() =Ny 7BV T, nes--status D NIZIE, vy I AT =X AREGENE

TO

kS HS 308

VY

) — AN RZ=— =2 ME, WAE &

BNy 7T L—u

CRFT A a—Y—t v a L EH

WBLEYT, Fa—HP—tviaid, O N TP a v ZHBTEET, FTUTS

va U,

AR/ IV == el =

FEAHRY [ E A E TN

FEL, Za—sa vy 7 EERI0L 0T,

FEAA Y T

FITHOT —H A NTIZRT 2N vy 7 13H0 9, 2
bONTZUY I aray i, T—H A NTICHT AEROFESHEZS U T 5720

WITTF



J—RINDY

J—zZnmyrz—srvresa—nnoyy |

)= AR =V 2 MREITHOT —H A NT 2H LW CHEHT 5548, T oW
JvavruayZ BRERIICEE L TRELEST, P s varzr vt NIV
VaryA7T— v rrERTALXIIey I EERLET, S —ANT U R —V 2 |
RV I varay 7 28T 5 APLIEH Y $HA,

1\7/4%ﬁ VarvEL UUN NIV arouy l RRETASEES (2L 21X, BRERREE
WCADEE) | ol ﬂﬁ@F7/47L7/a/75:m/7%{%%Lfb\7itb\ LAERMRLET, &
W2, ZOT—HARTIZZva—bm v I PRRESNTND2—HF—E v a VBRI %
B L ET, Hi%&IZ, transLock() 23— Ny 7 ZHH L TET —4 7 a (X —% MO L £
7

FKI—ozxzobkéESFO—/\)LOvy

BRI R T oy v avmy 7 LRI, —E o) — AT R—U e v ME, 7
a— ey 7 ~ORIRT 72 AN LET, BE APLIL, Maapilock() 35 L
Maapi.unlock() A /v R (B L OB 2 v 7 F O%}HiE 9% Maapi.lockPartial() Maapi.unlockPartial())
ERMT L LICLY, Te—ay 2 BABRLET, 2=V —t v a U0 (721
Befpi) Snd e, TROORAKREFOHTZ ENTEET,

CLI CiX, WD L D2, SEIEFRERE—RICAD L &I e—rvn v 7 BEEENE
7,

- configexclusive : FATHOT —Z A N7 OV a— vn vy 7 ZSLET,
- configterminal : & > 7 ZH45 L £+ A,

CLIiZ, M E— R TITL2ETr/m—~ Iy 7 20k LET,

THF A= F— NiE, CLI &[FE L XD ICEEL, AR CLIE— NIZIST 5 [T A4 ~N—
MmsE (Bdit private) ] 3 £ O [HEt#FEE (Edit exclusive) | & I iﬂén‘ﬁﬁ%& TRHY F7,

NETCONF =— = b, <IOCk>T§EﬁE% VI ZANENZT—HANTOTe—r00a
JDY 7T A MIEHLUET, fsre v 7 b partial-lock rpe 238 U CTABR SNV E T,

NERT—4 JO/\«4 5— & CDB

ST — 2 7 a3 X —1X, lock() B L Wunlock() 2—/b/3w 7 2 FIEFT 203 H D FHA,

WAE IZ., 7 m—/ 3Ln /775‘3? BEINTWBR, T—% 7 /31 X —~O transLock() IR FEE

BoOERAET L, T2 T M X —=Nay 7 HOa—N Ny 7 2 FET M, i
DFENNT —H T RN X —DFT —F_X—=RZEX AL LN TE LA TT,

CDB IZ. lock() Z—/L 3y 7 & unlock() I—A Ry 7 2 EEH L ET (F—% Fa A F— 4
VHE =T 2 A AP DEZIABLAL L F—T A A THDHD) |

CDBIZIX, T—#_X—X|ZMBEOWNH 2 v 7 03H 0 £9, EITHOT—X A MTIZE, 15D
EXiAHv v 7 EEROBEARO ey I RHDET, T—HXANTIIT 7T 4 7 i A
0y I RbLGE. TAANTOEZIALE I ERGTHZLIXTEERA, CDBOB v
7, V—F—DHEIT— OB LIt a—%2BETEA LT A-DICFEFELET

=gt .
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(YANG U A h=> kU @ getNext() DFEONM L ORNIZHIO —H —03 &k — K& HIBRT 5
ELRELBAETET)

N7 W72 a | transLock() 1 ]\7/‘5‘7 va T —HAKNTIZk LT CDB g0 h
2 7 RS LET, writeStart() (XFcA MY v v 7 ZEE L, ROV ICEZIAL T v 7 ZHL
B/LEOELET, COBANIY — & —2 F 147 > M, Cdb.startSession() & Cdb.endSession()
O THFERAYIC CDB e+l =y 7 # B LET, 2F 0, CDBZ 74 7 v MRHARY &
fToTWBI, M7 ¥ 7 v a vidwriteStart() Z i CX A, HZ, hTo¥Frarn
writeStart() & commit() & 7213 abort() DRI &H A [HIX, CDB U —# — %[l TE £ A,

CDB OARL— g F LA RTIZIdun vy 7 03H 0 8 A, WAE@F7/47L&/3/I///
X, FIDNODRFHHADZ ENTEET, CDB Y 74 7 2 bOEI AT, EXIALEE
BN CT h vy TY,

S ‘. : AN EK
A—H—tvyigoAnOyyDEE
o arMnylENTWAEAT =X AT E2ER LI 45, KLET, 72L& 20E.
CLIIZkRDO L oI LET,

admin@wae (config) # commit
Aborted: the configuration database is locked

—HD v v 7 X FHR R A E W2 (CDB Bt vy 772 ) | WAEIXT 74V F T, &
Hﬁz U7 B EZ AR AT RE R 72 T AT 2 KO I S TV Ed, Z oA REL T
—HZARNTRa v INT-FEEOEE. BEITIRMLET,

BHRITH A L7 U N EMKT 5121, wae.conf T /nes-config/commit-retry-timeout
'TE‘;L&IJXE L/iﬁ‘o

tXal)Ta

WAE (21X, FEDX AV & FATT DHERN MBI TT, ¥ —F v h AT AL > TiE, kO
H ANV — MERRD MBI 2 D58 060 £7,

s FiHEAR — h~D A 2 R, wae.conf #EK T 7 A /LiE, WAE 2 bind(2) T 5 4ENH 5
A= EFEBELET, N—FEZN 1024 L0/ NEWGEE, ¥—Fy b XL —F ¢
yﬁyz%Afwmm%mw+n%# LLTINHEDR—=RMINRNA VU RTHZ L%
T LZAWRY . @, WAE IZ/L— MERAZMLEE LET,

« PAM ZREGEICAE T 2356 $NCS_DIR/1lib/ncs/priv/pam/epam & LTA VA h—
NENTET BT T LNPAMY 747 b E L THRELET, 7—/1OPAMIERKIZ X -
TIE, 207 a7 T MIV— MERPBKEIZR L5508 H Y £, PAM B3 e — /L0
passwd 7 7 A N EGARD X O ITERINTWEEGEE, v/ 7 Aidr— e LTHET
F 57, setuidroot THDHMENH Y £, = —I/L PAMIER T, WAE |Z pam_radius_auth
BREEFITTHEITHRTLTWAEA, 0—H/LPAMDA A b —WZ X » T, /—
NERRMN MR WIGENRH Y 77,




x5+ [l

« CLI 2 L CIATRIBE Y 7 A V& FEATT 5 CLI 2~ v REAERT 2% A 1%,
$NCS DIR/lib/ncs/priv/ncs/cmdptywrapper 7R 27 7 LDT 7 ¥ AT ZEHE L
\i‘é—c

o= NETIFFFED 2 —YP—L L TIATHREY 7 A V& FTT 5H121E. emdptywrapper % setuid
root {IZ LET,

# chown root cmdptywrapper
# chmod u+s cmdptywrapper

ZHICKRIT AL, TRTCOTa ST LI WAE T —FE 0 2 FETLTCWAa—Y—L LTHET
ENnEd, Toa—H—n— sOYA, EFEO chmod #1EAZ FITT 2 M EIIH Y THA,

THICERET AL, T R_RToOTa s I MFconfd T—F L EFETLTWSHa—HF—L LTHET
INFT, TO2—YF =01 — DA, LD chmod #1EE FE(TT 2 4EITH Y FH A,

T arEN LTEITENDFEITAREY 7 A VOB,
$NCS_DIR/lib/ncs/priv/ncs/cmdwrapper 7027 7 LADT 7 ¥ AFFA[#ZEH L £7,

# chown root cmdwrapper
# chmod u+s cmdwrapper

WAE IZ, 7V 77 %A K TCP %24 L CNETCONF Z# 792 L) ZfrnTc&x 9, i,
TNy ZIESLBET (NETCONF N7 7 4 v 72X 7F v LTHOMTEET) , £/,
SSHUA DB —HNVME D kT v AR— b A =X L& 71T 28I b &b Ed, 27U 7T
TXAPNTCPIZE D TITRFESNER A, ZITTXANITA T ME, By varvk
FATT D — Y —% WAE IZIEMT 5721 T, #BaEiX, SSH r—"—722 EOIB T 4
T AL TTTIATONTND Z ENEHETT, 72U T TR KNTCP BREMZ/R->TND
BE. WAE X2 6 OB D72 912 localhost (127.0.0.1) 1234 > RTHUENRH Y £7°,

IAT N TA 7T VIEWAE IZHHe L £, 7=& 21X, CDBAPLIZ TCP N—ATHY |
CDB 7 747> MI WAE 28k LE£9, WAE IL, wae.conf /X7 A —%
/ncs-config/nes-ipc-address/ip (F 74V h®O7 KL A1 127.0.0.1) BEL O
/ncs-config/ncs—-ipcaddress/port (77 #4/L DR — FE4565) N LT, ZhbHD
Vel 27 FLAZZEH LET,

WAE (3. FILY A 7y M ECEESFAMEHOERY LB LET (P L R— FoOELED
), ROTa T T NIy MO LE T,

sncs--reload 2 ED Y E—ha~v K,

*CDB 7 747k,
«ERT— B R—Z APL 7 T AT Vb,
cEHHT— = hAPI (MAAPD) 7547k,

encs cli 707 T A,




B ret—t o7 s ezOHE

i |

FT7 4 M TR, ERRo7a T AMIMEHETEDL LR ENET, MAAPIZ 947 R &
IlCS_Cli Lj:\ WAE i:%r’ﬁ?’é F]'J :L"—"]j‘ ffnm uIE Lij— COBZ AT k& %%B?*—ﬁf\*—
AAPI 7 FA T MIMEHETEDHERLEIND 2D, ATV EDLHD FTHA,

nes-ipe-address Y 7 > MET AT AASOFERRIFFEIET 7 B AZFFA T 5720, B TE 20
Zy NT—I BV 7y MIT 7 BATERWEIICTAZENEETY, 7T7EAF v
MM L, ncs-ipc-address /7 h~DT 7 A&EFHIBRTHZ L HTEET, IPCAR— b~
DT 7B ADHIR (34 ~—) ZZRL TS,

IPCR— b~ADT Y 2ADHIE

T 74V b T, IPCAR— NMIEHET 57 747 2 MIEBTE 5 L RASNET, BRI
TEhFEHhA, VE—NT 7 EBAZDIET 572D, WAE I
/ncs-config/nes—ipc-address/ip (2 127.0.01 Z#fEH L E T, 727-L, 77 RAF v
JEWRT 52 LT, IPCAR— h~DT 7B AEHIRTE ET,

TIRAF =7 HHEMIT HITIE, wae.conf HHE
/ncs-config/ncs—-ipc-accesscheck/enabled % true I E
L. /ncs-config/ncs-ipc-accesscheck/filename lZ7 7 A NVAERELET, 774

WHWE (7 FLRLFTE LT PEENTVWOLLENH Y £, IPCHR—

MRS 57 747 > MiE. WAEBSRE~DT 7 ¥ 2N G SN DANS, Fr b rdny
Rz d 7 ettt o MERH D £,

N

G¥)

DT FANDT 7Y AL, IPC R— F~DEHGENFFA] SN T D WAE T —E B LW
IIA T TREBERZESTORT 7 A NVRGHAHAIROLND X HIZ, 0S 77 A WHERIZ K -
THIBTAMEND Y £, 2Ex1E, T—F0 79472 O TN root & LTHEITEN
TWAEAE, 774 MIroot Ik o CTHTE SN, TFEFICLDIHARY ) R (F—F
0400) DAHZEFROZENTEET, BIOFEZ, T—F 7747 NOBRBET D7 L—
TEER L., Z7ANDIN—TID XD I N—TIZEREL, [ A—FI2 X DAY |
(E— K 040) HERDOHEZFFDZ & TT,

ﬁ?%?‘/l\?/l’f’?) WCEZRMEL, 778X Fzv I N =7 E2ENT LD

CHART HITIE, BREEAEINCS IPC ACCESS FILE %, v —Z7 Ly ha&Te 7 7 A LD T )L

AX%:ﬁﬁLi# FREOTRTOIIAT o NI INTHFES T, Z0F =7 (4%
T BDICT Y r—arya— REERETALETILHY £H A,

A\

6=

TIVRAF w7, T—FETTAT  bOWIFIZR U CTHE LITBHNCT 2 LER B
DE9, 72& 21X, wae.conf B /ncsconfig/necs-ipc-access-check/enabled 2%
true|Zf% € S TWVARWIEAIT fﬂ&i)‘aiﬂ5774’/1ﬂ§: RELZZHUNCS_IPC_ACCESS_FILE
THRLTZ 947 F#E@Jéﬂé B I TAT v MERITI L £,
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WAEERT—32DO U7

T—=HNR—=AN5 WAEEAT — ¥ 2 HETHIZE. EnFNDONIMO %> b U —7ET /L)
5ET /L 11-model ZHIFRT 2MENH Y £, ZDH, 7 AV U —ZHIFRLET, NIMO
2y NT—=TETNVIZVLAT T MRS LGEIE. TNLHDOLAT U RENIMO Xy kT —7 F
TIMBHIBRLET,

WD~ RENE, as64002 %y N —F7 FF L EFARA AV Y = BIERT — X #8ET 5
FHEERLTWVET,

delete networks network as64002 model
delete networks network as64002 layouts
delete networks network as64002 ll-model
delete devices device *

commit

WAE R D/N YO 7 v TEET

WAE 5214

YANG %A L7 L—2bU—7 2ERAT5E, WAERR ZTEHEIZ NNy 77 v 7B L OME T
TEFET, WELBHBTDR1 (0F 0, BHT—XNHmAAENDHI) (T, WAE R E /N
TT o TTBHIEEBEIOLET,

« WAE #pk % /RN 7 7 v 75121k, ROFNEZFEITLET,

admin@wae% save /home/wae/wae-backup.cfg

FRoa~y NE, T —2 L ERT —2OW G E Xy 7T v LET, BT —FD
KN T T HIE, WAEERT =207 V7 (353—) OFMBIZHE- T,
T A RXR—=ANGEMAT — 2 EHETHLERNHY £5, TXTOEHT—ZPBHIFRS
5720, FEBBERE CEHNT — X 2HETLHRICERE L T EE 0N,

« WAE #2189 212013, ROFIEEZEITLET,

[wae@wae ~]$ ncs _load -1 -m -F j wae-backup.cfg

Cisco WAE (21%, ROBIEDRFIEERZW=—T 4 U T s BREENTWVET,
o VAT ADOIEFYEICBETA2ZW T = v 7 2F(T L., HEREEEERT S,

TV TNRRIEE NI TN a—T 4 T HEDIINE LIS WEHDT — X RIER
MF v 7 UiR— b2+ _XTNET S,
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ZOY—MZiE, EFEETF =y 7 A7 YT NEEBINTE DILERRER 7 L— AU — 7 Mo

TWET, BMOEFHT =7 A7 U7 M, Python F7z| ii/:n/l/@b\?“j/wb WZEGHAHT L
75‘(% <wae-install-directory> /bin/diagnostics/ T/( L7 ~U @E‘ ?"é%%z’n%@i
j—O

WAE 327 — )L D&
WAE ZWriX, wae-diagnostics 2~ R&fEH L TEITTEET,

\)

G¥) g REFEITT DRI waere & Y — A ZERELET,

wae-diagnostics [-h] [-c] [-D] [-J] [-e] [-d] [--run-diagnostics] [-o OUT DIR] -r RUN DIR
-1i INSTALL DIR

where

WIADSIH

-r RUN_DIR run-dir : RUN_DIR 477 1 L7 F U /XX
INSTALLDIR install-dir : INSTALL DIR A > Z h—/LF ¢ L
7 MU SR

AT arn3#

h help-- ZD~VT A v —THFRLTKRT

-C collect-logs—- 3 _XCHE & F T TN a—
TAVT T EINELTRE
--collect-db-files Zf#i H L THEE S AL TR0
Y. DB 7 7 A VERINLE T,

-D collect-db-files-- db 7 7 A /L2 4R

5 java-stats-- Java A L v NfaHg 4 IV

-e enable-debug-- 1 7 L~UL % T 8w JIZERGE

-d disable-debug-- 7 /3 v 7' 1 7 L~ & L
--run-diagnostics WAE Tzl & 3447

-0 OUT_DIR out-dir--OUT DIR /)7 1 L' 7 U /XA, F—

HT —=NATEZDOFT 4 L7 M VIHERE N
F9, BELRWEAE, 7—%T7—IA 7%
BAEOT 2 V7 S UVIER S ET,

1 -




wae ziy—LotER ]

e RO~ RiE, WAEA VA M—/LTRHF = v 7 2FITL. vl ratei2Wih
WEIELET,

wae-diagnostics -r <run-directory-path> -i <install-dir-path>

e RO R, WAEA VA M= T2MF=zv 7 %2FTL, /., Fvy hU—
JTF—H . BIXORIVM 7 —X 2G5 2WiE a2 IINE L £,

wae-diagnostics -cDj -r <run-directory-path> -i <install-dir-path>
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