—

NetFlow 77— 4% IR &

Z 2T, IROWNFITHOWTEBA L E1,

* NetFlow 7 —Z [V (1 ~=—2)

e NetFlow [NVEET —F% 7 7 F v (2 =)

« £ NetFlow HERR D — 27 71— (6 =2—73)
« DNF NetFlow 7 —27 7o — (12 2—7Y)
*DNF 7 7 A X Offk (19 ~—)

« DNF IUEEDHERL (24 ~—2)

NetFlow 7 —42 IR&E

WAE X, =27 AR — b S{7z NetFlow 38 L OBET 5 7 o —JEEZINE L TEHTE ET,
L OREMEEM A LT, WAE Design D IEfERT~> RhNT 7 4 v 7T — X R TEE
T, 7u—UEIL, T~y FMEREFER LA v X —7 = A A, LSP, B X OZDMoOFEH
SOT~ KT 7 4 w7 OWEIZNRDD FEZEMILLET, NetFlowld, N F7 74 v 7 7m—
BT HRENEL, FT 7407 T~ RO~ M) w7 ARBESTDLOIHENHET,
T —lEMEDA R—MI, Ry T =7 DTy P —FDTa—h Ly UNEEEIX
FEERRGEIRFICELOE T, SHIC, ANTOBET AT A (AS) MoExDTF~ v K
OIEENEE LG I BRI L ET,

FARE Y, BGP R A N—, A Z—T = A ZfEEl2 L, NIMOIZ X » TEBNCINE S =%
NO—rF—21F, 7a—JEELHAGDbINT7e—%2A 75— 7L, oA HT A
THNENED ) — RO GO TRERT v A vy a bt LET,

WAE . WD BZ A TOF—ZHIE LT, 70—LFD T 7 ¢ v 7 REMH AR ORE &
CHIERH LRy NT— BT VAR L 1,

 NetFlow. JFlow. CFlowd. IPFIX, B X X Netstream 72 —&2{FHL7=z7a—+ T 7 4 v 7
* SNMP#HDA v X —T =24 A NTF7T7 v 7 L BGP BT

BTV Ty g D BGP NRAENME
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B vetowingr—£55F v

NetFlow IRET7—F TV F v
Ta—UET —X T 7 FXIIT2ODFA TREHY E£3,
A

GE)  BETANET—FT7F vid, XY FU—I 5D NetFlow b7 7 o« v 7 =7 AR— ks DOH|
EL— MERIIHEE L — F (Mbps F 7213 fps HAL) 12X > THRARY F97,

« 2P NetFlow (CNF) @ @, /DN L HRBEO R v hU =27 TS ET, h
HE Y —A—T =% F 7 Fr T,

* /rfNetFlow (DNF) :i@#, KEERFR Y N =7 ISR ET, 20T —F7 7 F v
X, IMS 7e—h, ~24—, B —Y = P THERERLTWET,

CNF u %

WOKIE, CNF T7r—F =X ZNEBLOHET OO TY—7 7u—%2/RLTVET,

WAE Collector CLI > —/L T 5 flow manage BIOD flow get Ix. %ﬂ%ﬂ%%gfgﬁk 7 AN
BLONIMONUE T B A LA SN TVET, 78—_X—ADT v RBIOT~v U R LT
7 4 v 71X, WAEYANG 7 > # A AV AT MIESHET,
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(T |
1:—TTBEIREELETI Y FOER
Met Flow Collectar
e
flow_manags Ehoct O Mantian #NHM Datagrams / BGP Sessions /_NE‘MICI fk
I
Configuration Fie
H_._._\_\_\-‘"——r"'
Microflow Files MIMO Collection Process
y
see nmon | | | (NmMON.| =
g
]
m

* flow_manage : Z D CLI V=L, Xy NI EEREREL, 7uo—IUE T 0t 2D
bh, I, HER e I —N—Z B L £ 9, MR 7 A /L O <NodeFlowConfigs> 7 —
TNINEDATTEHER LT, MG HRE AR L, 7 —UES—N—ZEEFELET,

s JA—REY—/N—: DOy I 7T R rE R, flow manage M HAEKIEH % 5%
D ZNEMHEHA L TIEY — =2k L, 7u—7—% & BGP @k & 21T Y %

T, WIT. W%‘H—‘—/\‘—Li:@?‘—& PEHL, v/ Tvua—T7 7 AL flow get Y —
JVICHRIE LT,

e flow_get : Z D CLI ¥V —/UlX, nimo flow get.sh X7 Uk TR S .
external-executable-nimo N CHEAT SN E T, WES—N—nbT7n—F—% (v 77”7

n—77A)V) BHAHARYD ., NetFlowT > RET~<U NI 7 4 v 75— &24EE LT,
DT —H% WAEYANG 7 U Z A LT — 4 RX—R A LET, 7T~V RTF—% L T

74 /77“_‘& @EE}ZGUJ[I%L'C\ flow get 1% Inter-AS (IAS) 73_77/1)}1/%)$5J‘Z LZF
R

N

GE)

FEBE A v b U —27 TIE, flow get IT -log-level=INFO | DEBUG |
TRACE ZfEH L2 T 72 &0,
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B oness

DNF {2 &

WDOKE, DNF7—%727F ¥ EDNFU—27 70—%RLTCVWET, ZOT7—F77F % T
. %y T2 FSg DK v MST BT — 2 RIS DI — S —l2 T s 2 — |
LET, DNFZ 7 AZE7n—#{RE2FITT 570, Fo—Y = NI, 7r—alL /¥ 5%E
T9 50T 57 —NES— =07 —#HELHY L ET, vRAF¥—/ — NIZOFEREY
SN flow collector ias IR LET,

B 2:DNF7—%7 4 F

Master
(Flow Aggregator)
A
L 4
Agent 1 Agent N
{(Flow Collectar) LR {Flow Collector)
A A A A A A A

MNetFlow export/
BGP sessions

.'/ » \
\ e Network i |

355168
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onrizse [l
3:DNFIR&ED—Y 7A—
WAE YANG Runtime WAE YANG Runtime
Database NIMO N-1 e G Database
MNIMO M-1 flow_collector_ias flow_collector_dmd MIMO MN+1
Caollection and demand creation
A

Cluster
configuration

flow_cluster_manage

flow_cluster_master

A

A6ETE?

L Y Y
JMS message bus
A
v
Agents
A
./__.. = B -._\.\I
"J Metwork kj:
g .

* flow cluster manage : _ D CLIY —/)UiX, 7 T A X D% & AT — X AOBSIIHEH S
FT, VTR T 7 AN EZTRY | MikE 7 T AZITEELET, MOV T
iIX. [DNF#p~ 7 A VO A (flow cluster manage DEfT) (223—) | 2L

TLEEW,

flow _cluster manage Y awol) {Z. REST API Zfd LT, JTAZDAT—=H A
EMUBLIOI 72 AR H 2L HTEET, FHMICONTIEL, RONWTNDOHINZSH
HAPL R a A FEZRL TSN,

* <wae-installation-directory>docs/api/netflow/distributed-netflow-rest-api.html

« http://< master-1P-address>:9090/api-doc 7= & 21X, 7 7 A XK E TG 5121 -
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B =2 NeFow 7 —5 70—

e ZE 7T AR ARG T 513

curl -X GET http://localhost:9090/cluster-config > config-file-1
Tl X, 77 AZMERERET HITIT

curl -X PUT http://localhost:9090/cluster-config @config-file-2
L ZIE VTR DAT—H ARG T DI

curl -X GET http://localhost:9090/cluster-status > config-file-1

* flow_cluster _master : ¥ A H—P =R, T RTCOZ—x2 DT RTOT 1z —
?%ﬁ%%"%%ﬂﬂ% L. :7:““& %ﬁ;ﬁ/‘j LT, flow collector ias 2R Lij—o ﬁr’ﬁﬂ”iowf
X, w2xAZ—txz—Yxr b (13X=Y) ] 2B2RLTIIZEN,

* flow_cluster_agent : T—Vxr br—E XL, BHEMTONEZTe—a L I ZDRAT—
HAREHMBIOBHLET, HFx—T =2 ME, HIGTARE— =5 7 —F—
B2 aEZ G UCRE LET,

* flow_cluster broker : (XIZII/RIANL TRV IMS 7 — U —E R, vAZ—L

TV hEELT =X T 7 FryNOTRTOa L R—3 MNEOBEZ ATHEIC L E
T, A OWTIL, Nava A v E—UH—— (MS) 7r—0 (13X—) | &%
LTS IEEN,

* flow collector ias : Z ¢ CLI ¥ —/L|X, nimo flow collector ias and dmd.sh 7 7 A /L
W CHERKL S 41, external-executable-nimo N CHEIT S 4L, vAZ —h b7 u—7 —4 2515
L. IAS7u—T7 A VEAERLET, FEMIZONTIX,  Tflow_collector_ias 35 X T
flow collector dmd DL (24 ~X—) | SR L T 7ZE0,

* flow_collector dmd : Z® CLI ¥ —/L{X, NetFlow 7 ~v> K& T~ RNTFT7 4 v %
WAE YANG 7 > & A 5T —H _X—R|Zi%E L E T, nimo flow collector ias and dmd.sh
7 7 A VN THERL S 41, external-executable-nimo N CHIT SN E T,

\}

GE) FEBE R~ NU—2 TIiX, flow collector ias F 721X flow collector dmd I -log-level=INFO |
DEBUG | TRACE ZffiH L 72T 7231,

%A NetFlow k7 —2 70—

CNF ZAak L TR Z AR T 21213, ROFIRZEITLET,

\}

GE)  BRITHERENTWARWEY . WAE DA > A h—LHICEBEENTE 7 7 A VOMEREZEE LA
WTL7ZE W,
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cNFNetflow 0EH I}

AT v 1 CNF NetFlow DEAff: (7 5—2) Bl ENTWDHZ L A2MHEELET,
ATV T2 CNF HOAR VL —TF 4 VTV AT AO¥Ef (7 2—)
ATY T3 CNFHEKT 7 A VOFERL (8 X—2)
ATY T4 CNFHERT 7 A VO A (flow manage DFE1T) (9 X—)
AT w5 CNFIUEDHER (10 ~<—)
a) flow get DR (10 X—2)
b) CNF H® external-executable-nimo DAL (11 ~—3)

CNF NetFlow D Z {4
VAT KFHIZOWTIL,  [Cisco WAE System Requirements]] K= A2 hE2 BB L TL72E
U,

A AR

flow manage 33 LN flow get YNV EERTHEEIC, Tae—BLO0Tr—T v RERIST
DIZODIELWNWT A B ANRHDH Z L % Cisco WAE DY FITHERZE L T 230,

CNFRDARL—T 4 VTV RTLD%EER
0S % CNF HIZH#E(H3 5 121L, WAE CLI 75K D flow manage 2 <2 REFEITLET,

sudo -E ./flow_manage -action prepare-os-for-netflow
prepare-os-for-netflow 427 v a U Id, WROUWHEZFEIT L EI,

*setcap AV Y NEMEHA LT, Hb— ha—P—IZRHER— b (0~1023) ~OHlRFF &7
JRAEFALET, Zhid, 7e—alb 7 2R 1024 KilOR— N &MHH L TBGP A v
=T E ) vy AT DR IR T G ICHETT,

*CNF 7—%7 27 F % T flow get ICL > TEMRINDFAREEOH D KEO—KFT7 7 A V%
B LT, &K 15000 D7 7 A NVEBR T2 FHTDHEICOS A AL A EHER L &
—a_o

\}

GE)  Zoavr FOFETHR, y—"—2HE#HTI0LENHY £,
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NetFlow U5 D& Rk

To—INETa A%, ANFHONL—FZIZLoTHFy 7F vy BLORT 7 AR — K &5 [Pv4d
BIXOIPv6e 7 —%2 P R—FLTWET, £/, IPv4a BEIPv6iBGP v'7 Y 7' d Yk —
FLTWET,

—HFiL, 7Ja—%T7ao—NEYy—NR—|Z=/ ZAR—FL, 7a—INEYS—1—LDBGP
TV T EMESITDEITHERTL2LENLY 3, ROHERFHEITHE L T 7EE0,

s NetFlowv5, v9., BXOIPFIX T —% 7' F A%, 7 u—INEY— =D UDPF— hFEZIZ
T AR—=FENET, T 74/ FFREIX2100 T, IPv6 7 a—DxT 7 AR— ML,
NetFlow v9 ¥ 72 1% IPFIX 2S4BT,

e — X T —INEYS— =% BGPIL—hr VT LI X IT74T & LTHR L., BGP
N—F Ty PN —FETERN—ZITEETE DL LT LET, TNURRABERGE
X, BET 2T _RTON—T 4 VT —T VDR 2 — 5RO —F Fi213L— b
P R—T R L ET,

e 78— Y AR—KT—F T T LOEFEILIPVE T RLUANIBGP A v —TDEEIT
IPv47 RLALERILFRYy hU—27 7 RLVAZERIZHDEEIF. RILT FLAIZRBDEHIZ
L £,

* BGP /L — % 1D % B/RAGIZAERL L £ 97,

BN —T 4 VT R L £,

« BGP V— F & %Z{59 534, BGPAS path BYEORKEIL3 Ay FICHlRshEzd, £
OEEE, D IP 7L 7 4 v 7 RITAHME L7 BGP BME (Aas_path & &ie) D&
EDREFICREL< 8D (RK64KB) AR H D Z L 2BE L T, WEOH— — X E
VBT T,

CNF#ERL 7 7 1 JLDYERK

<NodeFlowConfigs> 7 — 7 /LVIZlE, 7 1 —IUEE— \—|ZESTHERRIE R Z Ak 35 & X2,
flow manage Y —/WIZ & » THEH SNDEARR ) — FEEIERAZENLTHET, Lo
C. flow manage ZEATT DA, 20T =T NV ERO LD IHERLT 20ERH D £,

« BT EIITH U~ KGNV EREEA L ET
c TR —F S EWET D)= K (b—%) LI fTEEDET,

I NBHLD /) — R EIZ, ROBICEHHINTWEINEE ATILET, BGP DFiL, BGP
HERENET DHEICORMETT,

% 1: <NodeFlowConfigs> T— 7 JL D 5|

h3 L 58

g4 J — R4
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CNF#ERK 7 7 1/ LDO{EMA (flow_manage (D3E1T) .

h3 L

Bl

SamplingRate

= RMbx= 7 AR— N7 e —0DN
Ty "D UTY T L— b, T2 E 2R,
E2Y 1,024 DA, 1,024 57837 Rinb
1 ODPRTEFRIIE 21T T o & L7 5 TEIR
EhEJ,

FlowSourcelP

Jua—xJ AKR— kT oy O IPvA EETT
7T RL A,

BGPSourcelP

iBGP i A v & — 0 IPv4 F 7= 13 IPv6 1%
f§t7 FL A,

ZDOFNE, flow manage -bgp AT g
true DGEITHLIETT,

BGPPassword

MDS5 FBFED BGP E7 U o /820 — |,

Z DHNX, flow manage -bgp T g n
true C. BGPSourcelP (ZE 23 & 2 A 124 H
LE7,

PUFiX, <NodeFlowConfigs> 7 — 7 /L DT,

L i SamplingRate FlowSourcelP BGPSourcelP BGPPassword
paris-erl-fr 1024 192.168.75.10 69.127.75.10 ag5Xh0tGbd7
chicago-cr2-us 1024 192.168.75.15 69.127.75.15 ag5Xh0tGbd7
chicago-cr2-us 1024 192.168.75.15 2001:db9:8:4::2 ag5Xh0tGbd7
tokyo-brl-jp 1024 192.168.75.25 69.127.75.25 ag5Xh0tGbd7
brazilia-erl-bra 1024 192.168.75.30 2001:db8:8:4::2 ag5Xh0tGbd7

CNFER 7 74 ILDEMA

flow manage V—UiL, 7= *‘W%7om + X (pmacct) %Féﬂﬁé%i(}{%‘ﬂt L7=D N
<NodeFlowConfigs> 7 — 7 V& H§ 5 & Z\RAF SN MERIEHREZ Y m— R L7z LET,
ZD=®, CNFINET 1 RAEZEITTHRNCETTHILERDH Y £7°,

flow manage -server-ip 198.51.100.1 -action start -node-flow-configs-table flowconfigs.txt

(flow_manage M E1T)

?‘/X%A@E%ﬁwﬂ?iflbif/’\? P4 }\ &“7:/5#01\ flow manage ;’&} E%H@L:Fﬁﬁéﬁi‘(}{%lﬁﬁ_é i
INCARV =T 4 VTV AT La T 52 L e BEIOLET,

NetFlow 7—%Ux% [
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WD~ KL, flowconfigs.txt 7 7 4 /LN D <NodeFlowConfigs> 7 — 7 /L %, 192.168.1.3 D
IP7 FLRZRO7 o —UEY— =2V e—FLET,

flow manage -server-ip 198.51.100.1 -action reload -node-flow-configs-table flowconfigs.txt

TR T 7 A

<NodeFlowConfigs>

Name, BGPSourcelIP, FlowSourcelP, BGPPassword, SamplingRate
arl.dus.lab.test.com,1.2.3.4,1.2.3.5,bgp-secret, 666
arl.ham.lab.test.com,1.2.3.41,1.2.3.52,bgp-secret-2,667
crl.ams.lab.test.com,1.2.3.51,1.2.3.53,bgp-secret-3,8000
<IPPrefixFiltering>

NetworkAddress

198.51.100.1/24

198.51.100.1/23

198.51.100.1/22

198.51.100.1/21

flow manage T g OFEMNZ DWW TIL, wae-installation-directory/bin (ZAEEN L .
flow manage -help & AJJLTLZEWY,

CNF IRE DB

flow_get DFERL

Z D CLLI Y —/VIL, <WAE installation directory>/etc/netflow/ansible/bash/nimo flow get.sh
A7 V7 NN THERL S 41, external-executable-nimo WCH TSN E T, ZDOY—/LiE, hARRm
YNIMO * v b7 =27 TN & 70— — =L DT —H ZiiE LET,

WS DRI, ZD7 7 A NVOWEREZEELET,

chmod +x nimo_flow_get.sh

nimo flow get.sh EIROLOITHRELET,
« CUSTOMER _ASN : ASN # A A L £,

« SPLIT_AS FLOWS ON_INGRESS : ##D#M#l ASN 28 IXP A A v FITHERHE SN TV D
e, TXTOASNNPOLD T 74 v 7 H2EKT LD, MACT IO 7T 47 AJ) R
FT7 4w 7 IZHBILCOBT200ERELET, T 7 4V MEIT aggregate T, H 9
1 2O mac-distribute T,

- ADDRESS FAMILY : &3 71 ha b A—U 520U 2 FEAANLET (B~ K80
Dz M) o T 74V ML ipvd,ipvé TH,

nimo flow get.sh D :

#!/bin/bash

# modify as needed - BEGIN
CUSTOMER ASN=4103291

SPLIT AS FLOWS ON_ INGRESS=aggregate
ADDRESS FAMILY=ipv4, ipvé

# modify as needed - END

. NetFlow 7 —4% &
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CNF Fi @ external-executable-nimo D&k .

flow get A7 T a Y OFEMINZ DUV TIL, https://www.cisco.com/c/en/us/td/docs/net mgmt/wae/6-4/
platform/configuration/guide/WAE_Platform Configuration Guide/wp_netflow.html#pgfld-1082437 %
ZHWT 50y, F721X wae-installation-directory/bin (ZHEHEI L, flow_get -help & AL
TLTEENY,

CNF A external-executable-nimo M #& Ak

ATvT1
ATy T2

ATv7T3
ATv74

ATy TH
ATvT6

ATy 717

external-executable-nimo X, HRL7=K > FU—27 EFT/WIZX L T nimo_flow get.sh A7 U 7
FEFATLET, ZO%HA. WAE TER S NIZBEFEDOET LV ZBfF L, nimo_flow get.sh /»
LOMFHMAZBML T, BERT0—T —Z 2 H50RERy NV —2ETVEERLET,

1R BRI
cEETF Y NU—Z BFABRBETT, ThE, MR UIEEL | 0720 Z OO NIMO
WHEZEDRER Yy N —27 ET /L TT,
« LR NetFlow #ik U — 27 71— (6 X—3) OWHIEENTE T LIz Z L 2R LET,

TH A=k T— M5, lwaenetworks [IZBEI L £,

T2 ([+]) BEEZV v 7 LT, Fv NI—2FEFALEANLET, HHICENTE 5 —BE04H%E
BEIOLET, =& 21X, networkABC CNF flow get 72 & T,

[nimo] # 7% 7V v/ LT,
[#&4R - nimo-type (Choice - nimo-type) | K2 v 7*Z 7 U X k226 [external-executable-nimo] % 3R L
D
[external-executable-nimo] #27 U v 7 L, ¥ELry NV —7 ZBIRL £,
[advanced] % 7 C, LATOE#®AEATILET,
* [input-file-version] : 7.1 & AL E T,
* [input-file-format] : IXZICR Yy NI =V ETNDT T T 7 ANV T 5 —~ v b & LT [pln] 2R L *
R

* [argv] : <directory path>/nimo_flow_get.sh $$input $$output Z AJJL £7,

TRk & MERR 3 511X, [external-executable-nimo] # 7 /15 [run] 227 U v 7 LE 7,

151
WAECLI % (#E— RFT) L TWAIEAIZ. KO L SITANLET,

networks network <network-model-name> nimo external-executable-nimo source-network
<source-network> advanced argv nimo flow get.sh $$input S$Soutput ]

admin@wae (config-network-<network-model-name>)# commit

Commit complete.

admin@wae (config-network-<network-model-name>) # exit

admin@wae (config) # exit

NetFlow 7—%Ux% [
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B onFNetrlow R — 5 70—

admin@wae# networks network <network-model-name> nimo external-executable-nimo run

RDEZRY

external-executable-nimo Z /% L 72 &, WAE Design 767 — X DFATEILXT 7 B A% A/
Va—)LTEET,

DNF NetFlow /87 —%2 70—

DNF Z4#a% L CINEEZBRAT H12iE, ROTFINEEZEITLET,

\)

GE) BRI EINTWARWVWEEY . WAE DA v 2 h— L HIZRBEEINTZ 7 7 A LVOWEREZZEE LR
WTL &N,

AT Y1 3 NetFlow DFEMH: (12 5—) Bz S TndZ L 2R LET,
RAFYT2 DNFV TAZDOEy hT7 v 7 (14 8—2)
a) DNF K7 7 A VOEFE (14 X—)
b) DNF 7 7 2 Z DJER (18 ~<X—)
ATw 73 DNF 7 7 AZ O (19 <—)
a) DNF 7 T ZZHERT 7 A VOERL (19 X—2)
b) DNF #%~ 7 A /v OfFE A (flow cluster manage D %EFT) (22 X—)
ATy 74 DNFIUEDHERL (24 ~—2)
a) flow collector ias 33 & U flow collector dmd D&k (24 ~=—)
b) DNF H ® external-executable-nimo Dk (25 ~—)
58X NetFlow DE 4
VAT DEHIZOWTIL,  [Cisco WAE System Requirements]] K= A2 h 2B L TL72E
AN
EHIC, TRTCDYFTAXEH (v AX—, =—T 2 h, IMS 7 —%) ICULFERMET
@—O

* Ansible 2.1 DA%,

sJava (iR~ (JVM) TTRTOERICHLTRCA VA M—ARXZAEFEHLTHE
T, JavaFEATA[RE Y 7 A /Vid, T RTCO2—F —NHF LD AJRER R A H HLERH Y
iﬁ—o

NetFlow 7 —4% &
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c JTAL (Tu—h, vARE— BIOTRTOZ—V =z ) EHOEY— —ZH L
£ 70 sudo SSH 21— W —MNFEfE L £ 9, Z D ——4 (% group vars/all Ansible 7 7 1 /L
(Zot7varThit) THASNLZD, EEROTBEET,
WAE Planning ¥ 7 b 7 = 7%, #URTA B AT 7 A VEHFHL T —— (LA
F == N=) [T VA=V ENDILENRH Y FT,

e T — 2 DV AT AELED WAE DA A b= VT BB L [ U B &7 L
TWET,

e 7u—INET R F, ANFHOL—ZIZLsTHFy 7 FyBLOR= 7 2AR— S5
IPv4 BEL NP6 7o —%H AR —hLTWET, £/, IPvd BLOIPV6IiBGP 7 Y > 7
HHR—FLTWET, v—FiE, 7e—% 70 —NEy— =t AF—FrL, 7
B—IEEY— =L D BGP BT U T EHMENLT D RO IR T D MERH Y £, FEM
WZOWTIX,  NetFlow IUEEDHERL (8 ~—) | ML T 7EEVY,

Jdl
RN
I*
\I
\' ’
\l
A\

flow_cluster master, flow collector ias, BLO flow_collector dmd YV ERMHT D & E
2, 7u—BLU7u =72 NG L0DIELNT A 2030 % Z L % Cisco WAE
OELFICHEB L TIZS 0,

Java A v t—H—— (UMS) JOo—3

JITAAND AR —, ==V xr b, BLOY T4 T2 MMERE LT DI, 087
0—IUEDE Y N T v FTEIZ1 DD IMS T a—HA v AZ U ANRKETT, T XTOFEHR
7 =& LTSN, T XTOa v R—F MAMHAEICEE T& £9, DNFIX, 5
DIMS 7 u—A &Y R—KhLET,

FTRTOIMS 7 F3A4T v b (ARF—, =—T =z b, BLOY flow_collector_ias/l)‘/x&
VR) DHERET HITIE. T — I TIROREDP AN > TV DOIRENRH Y 7,

T IUNTTNRU RN T, N A= 0 T
cHER T 7 ANV TOEFHUL SN2 /RAT — ROV R — b

TARA—¢T—2T 2k
Ansible 7 7 A UE, IMS 70—, v A X —, BLORT—x 2 hF— 3|2 DNF #fk % A
VA M=V LTCETTADIEH I ET,

Master
~YAE—/)—FRiX, 7 TAZATROY—E A2 L £77,
e —Vxr FDAT— X AEEEHF OB L £,
c FIRICSE T LIZ IAS RIER D AT — & A Z LS L ONBMR L £1,
T RTOT—T =2 "L I TAT Y MIOEENDIAS 7u—T—X 2EH L E T,
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B ovoszsneyr7y7

« VT AEMEDOHEHIB L OAT—H A 72X MNP L ET,

I—2 x>k (Agents)

P—R—=TLI2 1 D=V 2 FOBNYR—FENET, =—V =2 MME, WAE A A
PV ETIET — A WNEY —R— IR EBE T E A, T —V = ME, SIS HINEY—
N=nb 7 —F—2 2Z5 LCRHELET,

\)

GE) P IGAANI =T 2 Nl DFETRETAAE T a v RnH 0 3, 2k, A X0PEKRFE
TE T 7 4 v 7 OBEMBTRENE Ry T —27 T, CNFIZRDDHDTT,

DNF O S REDtEy b7y T

DNFIER 7 7M1 ILDEE

T 74NV EDWAE A VA b= AT v a v EEATLIHE, BENLERMEANRT A—21T
DOTNTT, INHIZONTE, ES Tk ey 7 T LET, ZOHETHHATS b
'y 71, ROZ E&FiHEE LTWVET,

o VAL —H—N— ([ A= NP — =) [ZIEWAE ST =TIV T7 NI =T HBA
APR=ILENTWTC, TNV DT 4 L7 FUBMERENTWS, #iz, 1A=L
W —/X—"C DNF IZfE H SN DR 7 7 A ViR

<wae_installation directory>/etc/netflow/ansible \Zd %,
* DNF R CHH D IMS 7 m— I M S 11 %,
« WERB TIT. ROMEBER SN TWD,
e WAL —BIWRNIMS 77— DIP 7 K1 A :198.51.100.10
e T—Tx M1IDIPT KL A :198.51.100.1
e —VxzVF2DIPT FL A :198.51.100.2

eT—VxF3DIPT RLA :198.51.100.3

group_vars/all

7 7 A JVid <waE_installation directory>/etc/netflow/ansible/group vars/all WZH ET,
ZDT7AMI, AT v T 7 ATHA SN DERERZE T Ansible 7 7 A /LT,

WDOF T arwRELET,

FT7oay Bl

LOCAL WAE INSTALLATION DIR NAME |WAE A > A h—/L7 7 A LA Gipr— A LS A,

WAE_INSTALLATION_FILE NAME WAE A VA h—/LT7 7 A VDT 7 A V4,
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hosts .

A B

TARGET_JDK_OR_JRE_HOME Oracle JRE 7 7 A VDT NVIRA L T 7 A NK, 7 FAZNOTRTO
v vy (Tua—h, vA¥— BT CTO—U =) (T,
ZOEKDTFIZIREBH LN LHA VA R =L EINTWVDLENRDH D
i‘g‘o

LOCAL LICENSE FILE PATH SABLATFANLDT ISR,

SSH USER NAME

F~w U TSSHWNAERNT o> T D & EIHERLE 7213 & 7= SSH

24,
Z @ sudo = —H—, SSHRHTYZ 7 A X % BEIT 572 HIZ Ansible
Lo THAENET,

hosts

prepare-agents.yml

Bl (= A MIEHIBR)

LOCAL_WAE_INSTALLATION DIR NAME: "/wae/wae-installation"
WAE_INSTALLATION FILE_NAME: "wae-linux-v16.4.8-1396-g6114ffa.rpm"
TARGET JDK_OR_JRE_HOME: "/usr/lib/jvm/java-1.8.0-openjdk-1.8.0_45"
LOCAL LICENSE FILE PATH: "/home/userl/.cariden/etc/MATE Floating.lic"
TARGET SSH USER: ssh_user

7 7 A JVId <waE_installation directory>/etc/netflow/ansible/hosts WZHVEdT, 2077
A /WiZ Ansible f X R T 7 A NVTHY 7 TAZHOTXTOY—"—D U X bR EE
NTHETS,

Tua—h, v AX— BIOTRTOT—V x> MIHETAIPT RLADO LA TRE L 7,
DOEEIIRE L2 TL ZE, LWL LET, ==V b2 I LIGEMLET,

RITH 2R L ET,

[dnf-broker]

198.51.100.10 ansible_ssh user={{SSH_USER NAME} }
[dnf-master]

198.51.100.10 ansible_ssh user={{SSH_USER NAME} }
[dnf-agent-1]

198.51.100.1 ansible_ssh user={{SSH_USER NAME} }
[dnf-agent-2]

198.51.100.2 ansible_ssh user={{SSH_USER NAME} }
[dnf-agent-3]

198.51.100.3 ansible_ssh user={{SSH_USER NAME} }

ZOT7 7 AL, BETDHETR HEShIZT X TOT =Y 2 v MIROEHRZ IR L
i‘j‘o

e H— b —HP—|ZHHER—F (0~ 1023) ~DHIBRPMET 72 2HAILET, Zh
T, 7a—a b 7 2B 1024 KEOR— M EFEHLTBGP A vbE—T%2Y v ATHED
IR DA I LETT,
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startup.yml

service_conf

NetFlow 7— % U |

AR ENAFREMDOH A KED K7 7 ANV EEE LT, HK15000D7 7 A LVitkF4%
FHRITHEITOS A VAR AZRERR LET,

T RTOT—Vxr hEHEHLET,

7 7 A )WL <wAE installation directory>/etc/netflow/ansible/prepare-agents.yml ZH o F

B

77 A VX <WAE;installationﬁdirectory>/etc/netflow/ansible/startup.ymli::&)@ F7,

DT FAME, Ta—h, vAZ—, BIXRz— 2 MEREEINICERBET A0 E
NET, === MR3IDUESLIGEIT. 2077 AN ERELCSLIZBMLET,

RITHI 2R L ET,
- hosts: all
roles:

- check-ansible-version

- hosts: dnf-broker

roles:

- start-broker

- hosts: dnf-master

roles:

- start-master

- hosts: dnf-agent-1

roles:

- {role: start-agent, instance: instance-1}
- hosts: dnf-agent-2

roles:

- {role: start-agent, instance: instance-2}
- hosts: dnf-agent-3

roles:

- {role: start-agent, instance: instance-3}

77 AL <WAE installation directory>/etc/netflow/ansible/bash/service.conf W“hH v E

‘?—o

DT FAMI, Tua—h, vAX—, BIXURTz—TY = MILo TEHR SN L@ A
TrarERitLEJ,

WRDOF T arwmELET,

TFoay

Bl

jms-broker-server-name-or-ip-address Tua—AOIPT FL A,

jms-broker-jms-port

Tu—HEHIN TS IMS R— &5,

jms-broker-http-port

Ta—AIHHENTWD HTTP R— &5,

jms-broker-username

CHENETHEMN S, £AETLHLETDH Y £ A,

. NetFlow 7 —4% &
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service_conf .

TF7oay

Bl

jms-broker-password

I SN AT —FZAER LTSz LET, K
(Zhlz R LET,

# ./flow_cluster manage -action print-obfuscation
type in the clear text > password-0
obfuscated text: ENC (h4rWRpG54WgVZRTEO90Zb/JszY4dd4CGc)

obfuscated text

EREOBIN G
ENC (h4rWRpG54WgVZRTE90Zb/JszY4dd4CGe)

jms-broker-use-tls

DFC 7 7 A X NOTXCOT — @G 2k 5LT 5121%, true # AJ)

LET, true iCRETDHE, XT3 —< U ABMETFLET,

append-to-log-file

TO—Anal 7y A VEREBINT 55613, true  AJJLET,

use-flume

Flume H— _—% i3 55681, true Z A LET,

flume-server

A AHJLET,

Flume T— Y = FE2FETLTWBY—RR—DIPT7 KL RAEZ AN LE
T, WAE —_—DA A h—/LIFICHEIIZA VA F—LE D
Flume h— —Z2FEHT 25451, A VA=A —R"—DIPT NI

log-level

X LN EA T ATTLET,
* off
T I T AT 4
« fatal
* error
* warn
* notice
- i
* debug

B

I &R L ET,

# jms
jms-broker-server-name-or-ip-address=198.51.100.10
jms-broker-jms-port=61616
jms-broker-http-port=8161
jms-broker-username=user-0

jms-broker-password=ENC (ctrG7GGRJIm983M0AsPGnabwh)
jms-broker-use-tls=false

# local logging
append-to-log-file=false

NetFlow 7—%Ux% [



NetFlow ¥— 5 Un&E |

B oo sxs0mHE

# distributed logging
use-flume=true
flume-server=198.51.100.10

# default for all commands, will be superseded if specified locally in each .sh
log-level=info

DNF Y S5 X2 DREMR

&

ATvT2

ATvT3

ATvT4

ATy Th

DNF 7 7 A% Z R4 5121%, ROFIEEZETLET,

Ta—h, vAX— BIORT—V =z FEA LA R—LLET,

# ansible-playbook -i hosts install.yml

GE) uninstall.yml VA T v 7 77 AL, Z7ANVET A A=)V, all 77 AV TIEF
SH TV 5 TARGET WAE ROOT 7« L7 MU ZHIFRL £,

DNF OD=— = b & L CHEB L E9,

# ansible-playbook -i hosts prepare-agents

AL —, Tu—h, BIOz—U = NERBLET,

# ansible-playbook -i hosts startup.yml

GE) shutdown.yml S LA T 7 77 A )F, ~AF—, Ju—h, BLOz—Y=2r b avy v b
2 LET,

VAE— Ta—J, BIR =V MRFATINTNWDL I EEMRLET,

# ansible-playbook -i hosts list.yml

<V UOBFEEB%, ROa~v L REETLT, I XTO—Vx 0 FREEIL TWAENE ) AR T
ij‘o

# flow_cluster manage -active request-cluster-status

BT DL, AF—LTRTCOT—T =2 bOFATHOFEMMBY X I ET, BROKZIZ, CLUSTER
SUMMARY 23R D Lk HIZFRENET,

CLUSTER SUMMARY - BEGIN
cluster all OK: false
configured size: O

agents up: 2

daemons up: 0

agents w/wrong IDs: []
agents w/low ulimit IDs: []
computation mode: ias-in-the-background
last result time: n/a

last no-result time: n/a
max diff time: 2 ms

max diff time OK: true
CLUSTER SUMMARY - END

. NetFlow 7 —4% &
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G¥) ATOBITlE, [agents up] (22 DDFETHDOT—V =2 FRHDHZENRENTHET, 7T R
AMEEREREN T2, [clusterall OK] 7 ¢ —/V Rid [false] T, ZDAT—H AL,
7T AL ORERBRICEESNET,

DNF - S XX DR
DNF O SRR T 714 ILDIERK

flow manage cluster DT T A 571:%527 TANELD %@'Kf’ﬁﬁk?‘é T8I, flow manage N
FERSIIZ CNFHEK T 7 A V% 7 T A SMEIT 7 A VDT w7 L—h & LTHERTE £,

RITH 2R L ET,

AT TV — R MERTZ 7 ANVEERLET,

S{CARIDEN HOME}/flow manage \

-action produce-config-file \
-node-flow-configs-table <input-path> \
-cluster-config-file <output-path> \
-interval 120 \

-bgp true \

-bgp-port 10179 \

-port 12100 \

-flow-size lab \

-server-ip ::

Z ZC. <input-path>|Z, CNF THEH I 5 / — K configuration.txt 7 7 4 /L D/XATT (ZDT7 7 A /LD
TERRDFERIZ DWW TIE, Ta Ly Zh—"—Op & ET) 2R LT ESVY) o <output-path>ld, 15
BINAHY— KT TALERT 7 A NVERET H/NA T, O — KT TRALERT 7 A4 VO IIBIRO K 5
2o TWAZ L AR LET,

{
"agentConfigMapInfo": ({
"cluster l::instance 1":
{
"flowManageConfiguration":
{
"maxBgpdPeers": 150,
"bgpTcpPort": 179,

"flowType": "Netflow",

"useBgpPeering": true,
"outfileProductionIntervalInSecs": 900,
"networkDeploymentSize": "medium",

"netflowUdpPort": 2100,
"keepDaemonFilesOnStartStop": true,
"purgeOutputFilesToKeep": 3,

"daemonOutputFileMaskSuffix": "$Y.%m.%d.%H.%M.%s",
"daemonOutputDirPath":
"<user.home>/.cariden/etc/net flow/flow matrix interchange",
"daemonOutputFileMaskPrefix": "out matrix ",
"daemonOutputSoftLinkName": "flow matrix file-latest",

NetFlow 7— 4% I &
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}I
}

"extraAggregation": [],
"routerConfigList":
[
{
"name": "arl.dus.lab.cariden.com",
"bGPSourceIP": "1.2.3.4",
"flowSourceIP": "1.2.3.5",
"bGPPassword": "bgp-secret",
"samplingRate": "666"
}I
{
"name": "crl.ams.lab.cariden.com",
"bGPSourceIP": "1.2.3.51",
"flowSourceIP": "1.2.3.53",
"bGPPassword": "bgp-secret-3",
"samplingRate": "8000"

]I
"appendedProperties":
{

"keyl": "valuel",

"key2": "value2"

ATFYT2 TF7ANVEREL T, S —Vxr MEREZHAARET, 7 TAZNOE -V MIBEHEND &
2N, K7 varvekar— WBOMT, BXORWELEST, 206X, 2 20=—Y = FERL T

£
{

"agentConfigMapInfo": {
"cluster l::instance 1":

{

"flowManageConfiguration":

{

"maxBgpdPeers": 150,
"bgpTcpPort": 179,

"flowType": "Netflow",

"useBgpPeering": true,
"outfileProductionIntervalInSecs": 900,
"networkDeploymentSize": "medium",

"netflowUdpPort": 2100,
"keepDaemonFilesOnStartStop": true,
"purgeOutputFilesToKeep": 3,

"daemonOutputFileMaskSuffix": "$Y.%m.%d.$H.$M.%s",
"daemonOutputDirPath":
"<user.home>/.cariden/etc/net flow/flow matrix interchange",
"daemonOutputFileMaskPrefix": "out matrix ",
"daemonOutputSoftLinkName": "flow matrix file-latest",
"extraAggregation": T[],
"routerConfigList":
[
{
"name": "arl.dus.lab.anyname.com",
"bGPSourceIP": "1.2.3.4",
"flowSourceIP": "1.2.3.5",
"bGPPassword": "bgp-secret",
"samplingRate": "666"
b
{
"name": "crl.ams.lab.anyname.com",

. NetFlow 7 —4% &
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"bGPSourceIP": "1.2.3.51",
"flowSourceIP": "1.2.3.53",
"bGPPassword": "bgp-secret-3",
"samplingRate": "8000"

] 4
"appendedProperties":
{

"keyl":

"key2":

"valuel",
"value2"

}I
2EFHOZ—V 2 FPOBHRIZZ 2B ED 7,

"cluster l::instance 2":

{

"flowManageConfiguration":

{

"maxBgpdPeers": 150,
"bgpTcpPort": 179,
"flowType": "Netflow",
"useBgpPeering": true,
"outfileProductionIntervalInSecs": 900,
"networkDeploymentSize": "medium",
"netflowUdpPort": 2100,
"keepDaemonFilesOnStartStop": true,
"purgeOutputFilesToKeep": 3,
"daemonOutputFileMaskSuffix": "$Y.%m.%d.%H.%M.%s"
"daemonOutputDirPath":
"<user.home>/.cariden/etc/net flow/flow matrix interchange",
"daemonOutputFileMaskPrefix": "out matrix ",
"daemonOutputSoftLinkName": "flow matrix file-latest",
"extraAggregation": [],
"routerConfigList":
[
{
"name": "arl.dus.lab.anyname.com",
"bGPSourceIP": "5.6.7.8",
"flowSourceIP": "5.6.7.9",
"bGPPassword": "bgp-secret-2",
"samplingRate": "666"
}I
{
"name": "crl.ams.lab.anyname.com",
"bGPSourceIP": "5.6.7.81",
"flowSourceIP": "5.6.7.83",
"bGPPassword": "bgp-secret-4",
"samplingRate": "8000"

] r

"appendedProperties":

{
"keyl":
"key2":

"valuel",
"value2"

DNF 5 52 2877 1 Lotes ]
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. DNF#ERL 7 7 1 ILDER (flow_cluster_manage D E4T)

DNF#ERK 7 7 4 JLD{ER (flow_cluster_manage D E1T)

flow cluster manage ¥ —/U{X, Z3HINetFlow IN4E 7 7 XA X 2k JOMHMEI L £ 4, W~ 7
ANEAERRL LT2 D, flow cluster manage LTV Z AZME T 7 A V& 7 T A ZITEE

L% (flow_cluster manage -send-cluster-configuration) , T X THT—T =
YOI RTOT7u—UET v XN, ZOMKRT 7 A VTN S LTV O EElEHRZ V) e —
FLET,

)

GE) VAT ADOEEFEZIZV Yy ME T BRI, flow cluster master, flow cluster agent, bS]
IN0) flow_cluster_ broker ZHBIIIBMBB L MFIET D L0 AT Ll T 02 &2k
BMoLET,

ifl\ flow_cluster manage \‘/*‘/I/é’{ﬁﬂq L“Cﬁ '72 57271*‘57 A %E&?%‘—gdé Z CE %)VC?:/‘ i—g_‘o
Iz~ LET,

# flow_cluster manage -action request-cluster-status

N\

GE) 7 7 AZOWEITITA 1 5500 7,

7T AR AT —H ZADFERG

CLUSTER STATUS - BEGIN

AGENT NODE - BEGIN
cluster ID:
instance ID:
process ID:
start time:
up time:
unique ID:

bc.30.5b.df.8e.b5-15292-1729199940-1499703582925-1a23cb00-ed76-4861-94£5-461dcd5b2070

cluster 1

instance 1

15292
2017-07-10.09:19:43.000-0700
00d 00h 0Om 40s 824ms

last HB received:
last HB age:

skew time:
computational model
ip addresses:

2017-07-10.09:20:24.004-0700

00d 00h OOm 04s 779ms

00d 00h O0Om 00s 010ms computation sequence 0
ias-in-the-background computing IAS: false
[128.107.147.112, 172.17.0.1,

2001:420:30d:1320:24a8:5435:2ed5:2%ae, 2001:420:30d:1320:be30:5bff:fedf:8eb5,
2001:420:30d:1320:cd72:ec6l:aac8:2e72,2001:420:30d:1320:dc55:a772:de80:a73f]

mac address:

4116Mb/4116Mb/3643Mb max opened files:

processors:
daemon period:
daemon out dir:

bc.30.5b.df.8e.b5 jvm memory utilization:
15000

8

00d 00h 15m 00s 000ms

/media/1TB/userl/sandboxes/git/netflow-flexible/package/linux-release/lib/ext/pmacct/insta

nces/flow _cluster agent cluster l::instance 1

daemon process ID:
daemon is: running
bgp port: 179

bgp port status: up

. NetFlow 7 —4% &
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DNF#R 7 7/ ILOEA (flow_cluster_manage (D 41T) .

netflow port: 2100
netflow port status: up
AGENT NODE - END

AGENT NODE - BEGIN
cluster ID: cluster 1
instance ID: instance 2
process ID: 15352
start time: 2017-07-10.09:19:49.000-0700
up time: 00d O00h 00m 30s 748ms
unique ID:

bc.30.5b.df.8e.b5-15352-1729199940-1499703589727-12989336-b314-4£85-9978-242882dd16da

last HB received: 2017-07-10.09:20:20.746-0700

last HB age: 00d 00h OOm 08s 037ms

skew time: 00d 00h OOm 00s 0l4ms
computation sequence 0

computational model ias-in-the-background
computing IAS: false

ip addresses: [128.107.147.112, 172.17.0.1,

2001:420:30d:1320:24a8:5435:2ed5:29%ae, 2001:420:30d:1320:be30:5bff:fedf:8ebb,
2001:420:30d:1320:cd72:ecbl:aac8:2e72, 2001:420:30d:1320:dcb55:a772:de80:a73f]

mac address: bc.30.5b.df.8e.bb

jvm memory utilization: 4116Mb/4116Mb/3643Mb
max opened files: 15000

processors: 8

daemon period: 00d O00h 15m 00s 000ms

daemon out dir:

/media/1TB/userl/sandboxes/git/netflow-flexible/package/linux-release/lib/ext/pmacct/insta

nces/flow_cluster_agent_cluster_ l::instance_2
daemon process ID: 15414
daemon is: running
bgp port: 10179
bgp port status: up
netflow port: 12100
netflow port status: up
AGENT NODE - END

MASTER NODE - BEGIN
cluster ID: cluster 1
instance ID: instance id master unique
process ID: 15243
start time: 2017-07-10.09:19:34.000-0700
up time: 00d 00h 00m 50s 782ms
unique ID:

bc.30.5b.df.8e.b5-15243-415138788-1499703574719-cd420a81-£f74c-49d4-a216-ffeb7cde31d5

last HB received: 2017-07-10.09:20:25.563-0700

last HB age: 00d 00h O0Om 03s 220ms
ip addresses: [128.107.147.112, 172.17.0.1,

2001:420:30d:1320:24a8:5435:2ed5:29%ae, 2001:420:30d:1320:be30:5bff:fedf:8ebb,
2001:420:30d:1320:cd72:ecbl:aac8:2e72, 2001:420:30d:1320:dcb55:a772:de80:a73f]

mac address: bc.30.5b.df.8e.bb
jvm memory utilization: 2058Mb/2058Mb/1735Mb
processors: 8

MASTER NODE - END

CLUSTER SUMMARY - BEGIN
cluster all OK: true
configured size: 2
agents up: 2
daemons up: 2
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agents w/wrong IDs: []
agents w/low ulimit IDs: []
computation mode: ias-in-the-background
last result time: n/a
last no-result time: n/a
max diff time: 4 ms
max diff time OK: true
CLUSTER SUMMARY - END

CLUSTER STATUS - END

i ROF% & % CLUSTER SUMMARY T R VIZIE, 7 7 AZHERBEIEL T oL D
ﬁ)@%ifﬁg%ﬂzﬁ%éﬂij—o cluster all OK 75§ true Tg?)%) Z k N %J:U\ configured size,
agents up. ¥ LT qaemons up 7‘7)3*%5‘2 L7z=—Y = b 0%%(3: #ﬁ('?—}:) N %ﬁﬁ%ﬁj—é%\gz}‘
3?) @ i'é—o agents w/wrong IDs %J:U{aqents w/low ulimit IDs Kﬁiﬂﬁﬁﬁﬁofﬁiiﬁ D i"i‘/\/o
max diff time OK & true IZEXE SN TWDOMERH Y £, £ 9 TRVWEEIX, =— Y= b
L AL —DFMEFRT R T TN a—T 4 VI EREAT LTSN,

flow manage cluster AT g OFERIZ OV T, wae—installation—directory/bina:%zgﬁ
L. flow_manage cluster -help & A/JL T 7ZEWY,

DNF IR E DRk

flow _collector_ias £ & U flow_collector dmd D&k

ZhBHO CLL Y —/ViX,

<WAE_installation directory>/etc/netflow/ansible/bash/nimo flow collector ias dmd.sh A
7 U7 NINTTHERL &40, external-executable-nimo N CFAT SV E T, flow collector ias B &
U flow_collector dnd Y —/W, 7 7 AZ M E%IE Lz NetFlow 7 —# 2l LCF~ > Fis
FOTF~U P70 v 7 2EMLET, KOXIITHELET,

WET DRI, ZO7 7 A NVOMERZEFE L £,

chmod +x nimo_flow_collector ias_dmd.sh

« CUSTOMER_ASN : ASN # A/ L%,

* SPLIT_AS FLOWS ON_INGRESS : #HED#M# ASN 28 IXP A A v FITHEHE STV D
B, TXCOASNDPLD 8T 7 4w 7 BEKT DD, MACT AT T 47 N1 b
T4y I L THOBT 200 ERELET, 7 74/ MEIX aggregate T3, & 9
1 DDA I mac-distribute T,

« ADDRESS FAMILY : G570 ki "—T a0l 2 AN LESF (Hr~<K8Y
DT MY) o T 74V MEipvd,ipve TT,

« WAIT_ON_CLUSTER_TIMEOUT _SEC : IAS 7t —DFHE 257 T A X ICEET 5 &
WA A LT U NS DETRET OBEAEATILET, 7744 ML 60 TT,

nimoiflowicollectoriiasidmd.sh,U)ﬁﬂ2
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DNF FH 0 external-executable-nimo D& .

#!/bin/bash

# this script should be called from NSO's 'external executable NIMO' configuration window
# in this way:
# /path-to/nimo_flow collector ias and dmd.sh $S$input $Soutput

# modify as needed - BEGIN
CUSTOMER_ASN=142313

SPLIT AS_FLOWS_ON_INGRESS=aggregate
ADDRESS_FAMI LY=ipv4, ipv6

WAIT ON CLUSTER TIMEOUT SEC=60

# modify as needed - END

flow collector ias F721d flow collector dmd A7 ¥ 3  DFEMIZ W T,
wae-installation-directory/bin \CHH) L, flow_collector_ias -help F72iZ
flow_collector_dmd -help & A/JLTLEE0Y,

DNF FH® external-executable-nimo ) #& X

external-executable-nimo X, R L7z Ry NV —27 ET /LK LT

nimo flow collector ias dmd.sh /4 U 70 ]\ %L’gﬂ%ﬁi L/i‘é—o Z Oj%/ﬁ\\ WAE fﬁzﬁk é hf:ﬂiﬁ
@%?}V%mﬁ% L. nimo flow collector ias dmd.sh mo @‘rﬁi&%ﬁﬁﬂﬂ LT, M\giﬁ 7 ‘—‘:/’:_‘
B a Bk N =7 BTV EERLET,

48 SRS

e EETLR Y NU—F BT ANRNNETT, ZiuE, MR TIEL . G0 FOMONIMO
IWEEGDREX Y NU—7 T LT,

« DNF NetFlow fk 7 — 27 7o — (12 2—) OUEHIEENET L2 L 2R L ET,

ATFY 1 X% 23— K T— Kb, /waenetworks IZBEN L £9°,

RTwT2 772 (+]) iBE27V v 7 LT, Xy NV—ZETALEATILET, MHICHKTE 2 —EO4HTZ
BEIHLET, =& %X, networkABC DNF flow ias dmd 72 & T,

ATYF3 [nimo] ¥ 7 &7V v LET,
AT v T4 [ - nimo-type (Choice - nimo-type) ] K27 #7 U A k)35, [external-executable-nimo] % 384K L &

B

AT w75 [external-executable-nimo] %7 U v 7 L, #EILFxy hU—7 ZRINLE T,
AT w76 [advanced] ¥ 7 C, LLFOIFEHRE AL ET,
* [input-file-version] : 7.1 & ASJ L F T,

s [input-file-format] : EFTLR Y NV—FJFTNVDT T T 7 ANV T 4+ —~<v b& LT [ph] ZENLE

S

* [argv] : <directory path>/nimo_flow_collector_ias_dmd.sh $$input $$output = A7)

Li@—o

NetFlow 7—%Ux% [



NetFlow 7 —% In% |
. DNF F ® external-executable-nimo M#& Rk

ATy T T W AR T HI2IE, [external-executable-nimo] # 7/ 5 [run] 227 U v 7 LE T,

451
WAECLI % (#E— RFT) L TWAIEAIZ. KO L SITANLET,

networks network <network-model-name> nimo external-executable-nimo source-network
<source-network> advanced argv nimo_flow_collector_ ias_dmd.sh $Sinput $Soutput ]
admin@wae (config-network-<network-model-name>) # commit

Commit complete.

admin@wae (config-network-<network-model-name>) # exit

admin@wae (config) # exit

admin@wae# networks network <network-model-name> nimo external-executable-nimo run

RDBERY

external-executable-nimo Z % L 72 &, WAE Design 6O 7 — X DFATETIEXT 7 B A% A/
Va—)LTEET,

. NetFlow 7 —4% &



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



