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AEY N 75O HTTPS 7 =V O,

https-response-buffer
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REST APl = —/LiZlE, v adDRNX ¥ A N7 —RADOFEA P FIT6EST (oF
Y . queries-total {3 REST API C queriesTotal T9°) . 7277 4 E7 ¢ ¥~ VU — &HEFHLIA
CH—N"—=F —=HIZHHE L TWETR, 77747 4~V —ZlIn s A vytE—T0
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01/30/2023 12:23:11 cdns tid: 0 Activity Stats 0 22172 [Query-by-Type] Sample since Mon
Jan 30 12:22:11 2023: A=number, AAAA=number, ANY=number, CNAME=number, PTR=number,

MX=number, NS=number, SOA=number, DS=number, DNSKEY=number, RRSIG=number, NSEC=number,

NSEC3=number, HTTPS=number, SVCB=number, TXT=number, SRV=number, NAPTR=number, Other=number

®6:94 TRV LY DfE

TYUT 4 ET Y| #hEt? EieA

—4,

A queries-type-A ZEINE7) o,
AAAA queries-type-AAAA ZIEENT- AAAA 7 = U D%,
ANY queries-type-ANY ZIEENT- ANY 7 =) 0¥,
CNAME queries-type-CNAME ZlEINE7 ) 0¥,

PTR queries-type-PTR ElEINEI7) O,

NS queries-type-NS ZAEINTZNS 7 =Y ¥k,
SOA queries-type-SOA Z{g &7z SOA 7 =V Dk,
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RRSIG queries-type-RRSIG Z(Z X7 RRSIG 7 =V ¥k,

NSEC queries-type-NSEC Z{g & 7= NSEC 7 = U 0¥,

NSEC3 queries-type-NSEC3 {5 &7 NSEC3 7 = U 0¥,

HTTPS queries-type-HTTPS /& &4L7= HTTPS (TYPE65) 7=V ®
5,

SVCB queries-type-SVCB Z{g &1 72 SVCB (TYPE64) 7= D
.

NAPTR queries-type-NAPTR =15 &7~ NAPTRRR 7 =V 0¥,

SRV queries-type-SRV =15 &7- SRVRR 7 = U OH,

TXT queries-type-TXT ZIE &N TXTRR 7 = U ¥,

Other queries-type-other ZEIN-FOMTXTOI Y,

S ZOFNCY Z R &R TV DEENL. Web ULE LU CLIICHE R S5 — " —§ 2k T3,

REST APl = —/L{ZiX, # v v adDRNF v AT —ADFEAPMIT 6iET (0F
Y . queries-total {3 REST API C queriesTotal T9°) . 7277 4 E7 ¢ ¥~ U — &HEHLIA
CY—NR—=F —=Z I L TWETN, 7774 T4V~ —ZiIn sl A vb—T0
A= 2 BRI T H DI ERF SN TS Z LICHEE L TLEEY, F+ v 7 DNS
P N—FHEFR DRV A MIHOWTIE, Cisco/ 74 L%y hT—7 LY ART—
1L1EET A FOftHek TH— S—DftitEH] @ TCDNS#itl 27 v a 23R LT
<&V,

rate-limiting activity-summary-settings /%, L — RIfRA X F O E v 7IZ5sk LET,
Horvue sy kt—

11/30/2021 16:20:37 cdns tid: 0 Activity Stats 0 22388 [Ratelimit] Sample since Tue Nov
30 16:19:37 2021: client-ratelimited=number, domain-ratelimited=number

11/30/2021 16:20:37 cdns tid: 0 Activity Stats 0 22390
to 16:20:33; interval=number, num-ratelimited=number,
not-counted=number

[Ratelimit-Domain] from 16:19:37
total-counted=number,

11/30/2021 16:20:37 cdns tid: 0 Activity Stats 0 22390
to 08:30:43; interval=number, num-ratelimited=number,
not-counted=number

[Ratelimit-Client] from 08:29:43
total-counted=number,

B FrvyyaiDNSH—N—0EE
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fRRF 1 —DffEt

® 7: L— MHIROFEEHER

girxa—o#it ]

FOTAET 1Y | QXL ThT | #Ee L

) —% =)y

client-ratelimited | Ratelimit client-rate-limit 254 T RO — FBHIEE T
145,

domain-ratelimited | Ratelimit domain-rate-limit

RA A DL — FOSHIRR & 72 1m]
.

interval Ratelimit-Domain | 3% 72 L F— X IVEHMOE X,

num-ratelimited | Ratelimit-Domain | 24472 L L— MEIR S L7 B A A v %,

total-counted Ratelimit-Domain | 3% 72 AL DL — FRFIREST-E5
[E1%5,

not-counted Ratelimit-Domain | 2% 73 KA A2 L— FEIRT — 7 34—
N—7 m— L7z[E4,

interval Ratelimit-Client | 3% 72 L F—ZINEME O X,

num-ratelimited Ratelimit-Client BN AP L— hNEIRESNT=7 TA4 T 2 FOE
ﬁo

total-counted Ratelimit-Client | #2470 L P54 T FOL— FRFHIRE T
EratiE,

not-counted Ratelimit-Client | 3% 72 IS5 4T FL— NIRRT —T7 L

Fr—sN—Tm— L7z [EH

ZOHNZY A P STV DHHEEHE, Web UL 3 XN CLIIZF R S5 I — 3 —ftit T

REST APl 1 —/UIZIiE, & v a DRk ¥ AT —AOMA BT bET (0F
Y . queries-total {3 REST API C queriesTotal T9°) , 7277 4 E7 4 ¥~ U — &HEHIIA
CH—N—=F—=ZZHE L TWETR, 7774749~ —£AiFunr/Aye—T0

A — A B i

THEDIEMEINTNDZ EITEELTLEEY, Fv v 7 DNS

P NR—EHE RO TRV A MZOWTIL, Cisco7 T4 L%y NI —F7 LY A R T—
1LIEHET A ROk T —_—0kisHEHRI @ ICDNS#Ft B7 v a v a2BRLT

<TZEy,

resol-queue activity-summary-settings (X, fERF = — DRtz v ZIZFEER L £,

Yo s Ayt—

10/06/2021 10:22:44 cdns Activity Stats 0 22174 [Resolution-Queue] Sample since Wed Oct
num-entries=number, user-queries=number, system-queries=number,

6 10:21:44 2021:

average-num-entries=number,

max-num-entries=number, entries-overwritten=number,

exceeded-limit=number, replies-sent=number, exceeded-max-target-count=number

FvyaNsH—r—ouE i
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B et
& 8:fRF 1 —D#fE
TUOTAET A |#hEt! 58
y—%
num-entries requestlist-total G Z o Txa—IC AN S - Bk
DEFHL,
user-queries requestlist-total-user HIReE L2 FoCHxa—ll Aoz —
P—FROEFHL,
system-queries requestlist-total-system HiFnEr2 o TCxa—lc ANLbNIZT A
T LBLROAFHL
average-num-entries | requestlist-total-average Bk U X OB R,
max-num-entries requestlist-total-max R U 2 N O oREREL,
entries-overwritten requestlist-total-overwritten | g L\ F U2 » T EEX X -Hsk
U A b EOEROHE,
exceeded-limit requestlist-total-exceeded | Bk U X ~ 2SS [FVNZR o272 R v
TSN ER O,
replies-sent recursive-replies-total X v a2 TRONL T, SR LT
Th ol = U IREDOREL
exceeded-max-target-count | exceeded-max-target-count |ZFA] XA K — L —N— F)L— )L
Ty T ORREEBZ -7 =) D,
T ZoFNcY R P ERTVDIKEHE, Web ULE & O CLLICE R S5 H—A—H#ah T,
REST APl = —/UIZIE, & v ¥ aDRnF ¥ AT —AOMEHAPTIT bNET (0F
Y . queries-total |& REST API T queriesTotal TJ°) , 777 4 B « ¥~ VU — LHFHIIA
CH—_"—=F —=ZIZHHE L TWETR, 777474~ —4iEn T A yE—T0
ANR—AEHHT DT DI SN TS Z LITHEE LT ESVY, ¥¥ v 7 DNS
P NR—HEHERDTERR Y A MZOWTHE, Cisco/ 7 A Axy hU—7 LT A FT—
1L EBT A FOfHR T ——OHiGEHEH | o TCDNS#tat) &7 a vy 22 LT
STZEW,
&R ET

I eSpONSses activity-summary-settings (%, 7 = U INEICBAT A #at 2 0 ZIZiisk L9,
FoFra s Ay —

10/06/2021 10:22:44 cdns Activity Stats 0 22175 [Responses] Sample since Wed Oct 6
10:21:44 2021: no-error=number, no-data=number, formerr=number, servfail=number,
nxdomain=number, notimp=number, refused=number, notauth=number, other-errors=number,
secure=number, unsecure=number, rrset-unsecure=number, unwanted=number

. Fv v a1 DNS H—N—DEHE
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® 9 ILEHE

wamit 1

TO9T4ET4H<
) —%

BLL

no-crror

answers-with-NOERROR

NOERROR @ rcode /37 F A 7 > MIiRE
HIRR E oo, Fy v a2 ETER
5 DINE D,

nxdomain

answers-with- NXDOMAIN

NXDOMAIN @ rcode 37 7 A 7 > MZIRE
NHRRE o7, Fv vy FRITHIF
D DISEDH,

no-data

answers-with-NODATA

NODATA D&%t rcode 287 A 7+ BT
ENDHFERL 2o IRE O,

other-errors

answers-with-other-errors

NODATA D%t rcode 737 T A 7 MMZIK
SINDBFER L 2o T2 INEOH,

secure

answers-secure

1E U < BRAE S LTS E DL

unsecure

answers-unsecure

IE LS BRRES N2> o8B DI

rrset-unsecure

answers-rrset-unsecure

N F—=HIZXoTE L Tw—7 Sz
RRSet D3,

unwanted

answers-unwanted

UE LL RV, ERITRAHEDISEDH,
EVMEIX, AT —T 4 VT OEB AR LT
WARBEMER B 7,

refused

answers-with-REFUSED

REFUSED @ rcode 37 74 7 > MIiKE i
LIRR EIRoTz, Fv v = EEHREN
B DIRE D,

servfail

answers-with-SERVFAIL

SERVFAIL @ rcode 37 T4 7 > MIEE
HIRAE I o2, Fr v o E2EE RN
D DIREDEL,

formerr

answers-with-FORMERR

FORMERR @ rcode 37 T A 7 > MR E 1
DRI E o Te, v vy aEETHmR
D DINEDEL,

notauth

answers-with-NOTAUTH

NOTAUTH @ rcode X7 A 7 > MRS
NHRRE o7, Fv vy FHITHR
NG DISE D,

notimp

answers-with-NOTIMP

NOTIMP @ rcode 237 T A 7 > MZIRZ 4L
HRAEE T2, Fr v o EEERN
D DIREDEL,

FvyaNsH—r—ouE i
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ZOFNZY A R EINTWDHEE. WebULEB X CLIICE R EN DV — N—KFTT,
REST APl = —/L{ZiX, # v ¥ aDRNF v AT —ADOFEHAPMIT 6iET (0F
Y . queries-total (% REST API C queriesTotal T9°) , 77 7 4 7 ¢ ¥~ U — LHiHLIA
CH—N—FT =G L TWETN, 7774 ET 4~ —ZTul A vt—T0
AR—=AZHHITHT-OICHE SN TVWD Z LICEE L TLZEVY, F v v 7 DNS
P N—FHEFR DR Y A MIOWTIE, Cisco/ 74 L%y hT—J LY ART—
1L1EETA ROftHek TH— S—DftitEH] © TCDNS#it] 27> a v 23R LT
<&,

&2 T 1 #iEt
Security activity-summary-settings (%, #&15 7 = UV IZBh#E T 565 2 v 7 1Z5isk L £,

X2 VT4 TIT 48T 4 Y~ U —DfEEHE, Security-Events-Categories 7 7 U
Dr 7Rk ENET,

Yo ra S Aye—

01/30/2023 12:00:10 cdns_security tid: 0 Activity Stats 0 22439
[Security-Events-Categories] Sample since Mon Jan 30 11:59:09 2023: total=number,
requests=number, alarm=number, amplification=number, dos=number, firewall=number,
malware=number, phishing=number, poisoning=number, snooping=number, tunneling=number

R10: ¥ T 145

FOT4ET Y7 | #HiEt HEA
) —%
total security-events DNSEX=2UT 4 A X Y V—RHIRT

Z—ALD M) H—IHEA IS, WA AEE
BN THREBL Xy Y F vy Eani-tk
X2 VT ARV OB,

alarm security-events-alarm DNSEX=2UT 4 AN V—RHIRT
F—2D M) A= SN D, Wk TEE
RERNTRHBLOF ¥ 7F ¥ Shizt
X2 UT A0 NORE,

7T security-events- RB X ONF ¥ 7 F v ST o THEIZ
amplification-attack LB EXa2 VT o4 DR,
dos security-events-dos ftd O v 7 F v SHZETERY 7R DoS

WBIZELDEX2DT 04X hOBRE,

Tr7 AT T AL security-events-firewall T AT I+ —LOFIRICE A X2 T ¢
A b ORI

AT =T security-events-malware | JrHi$ L 0% ¥ 7 F ¥ Shizw L7 = T2
X2 X2 0T 4042 FOEL

. Fv v a1 DNS H—N—DEHE
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FEIN
FOT4ET4H< [ #HiEt? Bk
1) —%&
T4y security-events-phishing | HitHEB L % v 7F v SN/ZDNS 7 4 v o

YL BEX VT A4 FORKRE,

A R= T security-events-poisoning | ki35 L V% v 7 F v X717 DNS F v v
VaRA X=X 2T AR
v ORI

AX =T security-events-snooping | I L UNF ¥ 7 F ¥ X472 DNS F ¢ v
VaAX—EU I bEX 2T 4 A
> N ORE,

NIV security-events-dns-tunneling | #: 45 & OV ¥ 7 F ¥ & 7=DNS b R U
YL BEXR VT 4 A4 FORE,

ZOFNZY A N EN TV DHEFHE, Web UL B LN CLIIZE R &N D — S —Fiit 7,
REST APl = —/LZIE, # v aDRNF ¥ AT —Z0KE4B T bNnET (0%

Y . queries-total {3 REST API C queriesTotal T9°) , 7277 4 E7 ¢ ¥~ VU — &HEFHIIE
CH—N—=F—=ZHL L TWETN, 7774749~ =4Il Ayte—T0
AR=ZAEHRTHEOICERENTND Z LICEELTLEEY, F% v 2 DNS

P —R—FHBFROTERR ) A MoV Tid, [Cisco7T7 A L3y hU—F LI A B
F—111E8 AT A R OFfHek TServer Statistics] ¢ [CDNS Statistics] &7 > 3 250
LTLEEN,

AT Lz

\'l

system activity-summary-settings &, A7 AOMEARGICET #5277 IZREgk L £,
WA =R/ S e

10/26/2021 6:04:44 cdns tid: 0 Activity Stats 0 22375 [System] Current:
conntrack-max=number, conntrack-count=number, conntrack-usage=number

= 11: R T Lkt

TOTAETaHT)—% |5

conntrack-max PR ENLEE N T X s b OFRKRE
conntrack-count BEEHINTWDER N7 v X7 R 0%,
conntrack-usage ERFOHER N7 v X 7 r R OEE,

ko TR — LOHEHES

top-names activity-summary-settings |%, H&EIN7/- by 7FRr—At by Mz e 7L E
D

FvyaNsH—r—ouE i
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VoI A -

10/26/2021 12:07:08 cdns Activity Stats 0 22371 [Top-Names] from 12:06:48 to 12:06:58;
interval=number, total-counted=number

£ 12: by Tr— LO#HEHER

FOTF4ETF4Y< |l 3BH

) —%&

interval ML T —ZNEHH DK X, CDNS
top-names-max-age i EIC KIS L, F e /T
YEUD Ry TR EBNET DNER D
LHIMAGRIE L ET, Zhnb, REAHE
By TR— LD (77 40 ME 10)
L ENLOAFNCKIT D7 =) O¥E Y
A RLET,

total-counted total-counted COWEMICch Y FENn ) O
,

- DFNzY 2 R ERTOBEEEHE, Web UL$ X O CLLIC# R S D H— —Eh o,

REST APl = —/LiZlE, # v aDRNF ¥ AT —ADMEHAPFIToEST (oF
Y . queries-total {3 REST API T queriesTotal T9°) , 7277 4 £ ¢ ¥~ U — &HEFHIIA
CH—N—=F—=HIZHE L TWETR, 77747 4~V —ZlIn s A vytE—T0
A= 2 HHRIT HEOICEFENTHWAZ LICEELTLEEY, ¥+ v 7 DNS
P N FFHER DRI A MIOWTIE, Cisco7 T A LFy NU—F7 LI A KT —
1L1EBIT A FOfHEk TH— N—DktitEH] © TCDNS#titl E27 v a 22 L T
<TEEW,

7y TR M) — LO#fE

upstream activity-summary-settings (%X, 7> 7 A MU —2AD 7 = U O EFERL T,
Yol RAytE—3
05/05/2022 20:16:47 cdns tid: 0 Activity Stats 0 22442 [Upstream] Sample since Thu May

5 20:15:47 2022: upstream-queries-total=number, upstream-queries-udp=number,
upstream-queries-tcp=number, upstream-queries-tls=number

£ 13:7 v TR M) —LO#E

TOTAETAHR | HE" 58

)—%

upstream-queries-total | %2473 L BIEShET v 7 A N —5h7 T ) OREL

upstream-queries-udp | upstream-queries-udp UDP #HH L TCEEINET v AN —
L7z DK,

. Fv v a1 DNS H—N—DEHE
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by T x—siEniEzE [

TOT4ET a7 |#E" ELl

) —%

upstream-queries-tcp | upstream-queries-tcp TCP #fEH L TCEEINTT v T AR —
A 7 =T U @ﬁo

upstream-queries-tls | upstream-queries-tls TLS #fEH L CEEEINET v AR —
IN/ESDNL /8

2 oFNZY 2 R ERTVAFET. Web Ul 3 L U CLLICER S5 — " —fhEt T,
REST APl = —/L{ZiX, # v v adDRNF v AT —ADFEAPMIT 6iET (0F
Y . queries-total {3 REST API C queriesTotal T9°) . 7277 4 E7 ¢ ¥~ U — &HEHLIA
CY—NR—=F —Z I L TWETN, 7774 T4~ —ZiIul A yvb—T0D
A= 2T HHIT H DI EMFEN TS Z LICHEE L TLEEY, ¥+ v 7 DNS
P R—EFHE R DR Y X MZHOWTIL, Cisco 7T LXy hT—27 LY A hT—
1L1EET A ROftHek TH— S—DftitEH] @ TCDNS#it] 27> a 23R LT
<&,

by T R—LEEDIEE

top-names BYEIZ, by T R — L T —FENETLIVLER S LNEINERELET, Zhn
Ao TnD L, MESNTE MYy T X—bDFy v a by FORFT v T vay R,
top-names-max-age fE Ci% & SN A KB CTIEEINE T, 77T 4 7 4 Y~ U —H#i Tl
LEEND by 7T R2—2DV A MNX, BFOAT T ay b TT,

top-names-max-age/BYEZ LT 5 &, My TR —LD Y A M TEFHFAISALTV D S I 724
DE RO 2 (BT 7 B AN EASNT) HBETXET,

\)

(F)  top-names-max-age BIED T 7 + /L MiElZ 60 BT,

A—7)L Web Ul

top-names-max-count JEMEAZFE 5 L, BEEhZ by 7R —2A2D Y A Ok b %
FRETEET, ZOHIRIE. 7277474~V —O—feLTrFr ransdnn £
by PR —=LOMEFO—FE LTREND by T Rr—LDO VU A MNI#EHENET, 77411
&% 10 T9,

by TR =L EANIT HITIE, [2—H /L CDNS $— S—0DftE  (Edit Local CDNS Server) ]
2TD[R 7 F—LDOi%E (TopNames Settings) | =7 a2 > T, [%) (enabled) |47+ =
v H R L C top-names JBIE A AN LTS, [BR1E (Save) 1 &2 27 U v 7 L CEENEZIR
ﬁ]‘/iﬁ‘o

FvyaNsH—r—ouE i
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B -oox—romstmEs

by TR — LO#HEHER

[ 7 F—2 (Top Names) | % 71 EAL NAEHD KA A > & BERZ OMOFHIEMEICET S
BB RRINET,

A—71)L Web Ul

AT 91 [#E (Operate) | A == —D [V—s3— (Servers) | V7 A =2 —T [V —"—DEH (Manage Servers) ]
ZBIL T [P — "—0D&H (Manage Servers) | X— V& & £,
ATY T2 [h—"—0D&H (Manage Servers) ] ~<A >® [CDNS] %7 U v 7 LC, [H—H/LCDNSH— —DfRkE
(Edit Local CDNS Server) ]X— Y &Bi& £9,
AT w73 [m—H/L CDNS #—,3— (Local CDNS Server) | ~<— Y CiHAHER [~ 7 % —2 (Top Names) | % 7
Vv LET,

CLla<w >k

cdnsgetStatstop-names ZfEH LT, by 7 Rr—LADMEI 2R R L E T,

tXa) T4 R OAFLYT

DNS (3% < D= FRA » FOEMDOEARTH S0, DNS F 77 1 v 7 13% < O%E, W
BOFRy NT—=TIZHADTEZENHFAIEINTWET, £/, FTFT 74 v 7 EBENRZNTZD,
DNS k77 4 v 7138 E +oICEH SN T EF A, 22X Y, DNSIETE F X722 DNS %K
BOFHERH— > Mo TWET, DNS ho R U VT ERITT—FIRAWEHERATS &
8% DNS 72 hand B/ a—RELTESIENTEET, ZOT—HT, KHL
720, av> F7yRarybe—LFKAN Ry bRy M) IZEHRLEZY, Wi-Fith—E X
DX X T T 4 TR=ZNENRANZALTZ D T HEEEORWEEXT — X ThLHAREMERH VY £
7

Cisco Prime Network Registrar % % »» 2 = DNS [Z T CIZJ&E R Y v —>Y'—> (RPZ) ZHHK— |k
LTWET, ZHCEoTYH— K/8—F 1 O RPZ H— EA~DEE, ME O RPZ DERN
AHETCT, ZHUCKY, EBEOHDLT VT 4 T 4 ICEET S RAAS 2T ry 7 TEET,
HEHIZOWTIE, M DNS ¥ — X—TORPZ 77 A~V V=V DEEESR L TIIEE0,
[RI£RIZ. Cisco Prime Network Registrar % ¥ >~ > = DNS (2L V| 7 = U iRk DIEHE T E 2545
Jt & LT Cisco Umbrella % i i T& %9, Cisco Umbrella i, BEMOEEE 7 v v 7 7213V
ALV 7 ML, WEHPO 7 TV IZHESOTH LWEBSRE R F— &2 F = v 7 TE L5
HLHVET, ZNAHITMZ T, O DNS ZROMES 2008 40> Kaminsky A # A /L DR
mE BEABRET 700/ SetiE b H Y 9, Cisco Prime Network Registrar 11.1
I, EX 2T 4 ARV PO TSI EIEREX 2V T 4 U T—ICBHT AL AR L E
7

X2V TAARD FDERE

[F— "—DEH (Manage Servers) ]-<— " security-event-logging @4 L T, DNS #—
N=DEF2 VT4 AR M ZIGEHT 2N EIDERETEET, [EFa)Ta4A

B FrvyyaiDNSH—N—0EE


DNS_Guide_chapter8.pdf#nameddest=unique_85

| #vvaDNsH—n—ngE

RESNEPPPACY N |

Vb (SecurityEvents) | £27 3 a T, EDvXRa2 T 4 A0 D I H—% 1 7Tk
THLEGIETHZEHTEET, v v a2 DNSH— =0t Xa2 VT 1A FafH
L, B#ET X2V T 4 A X bR TREDANNRS>TWELER, B 7 Ay =%
cdns_security log file 7 7 A WZEZAENE T,

security-event-logging N EZNZ /2 > TWDIEETH, 777 48T 4~ —D7eHictFx =l

TAANY PREHEISNET,

RM: Xy 1 DNSH—N—DEF1 T4 FMEME

Bt

Bl

X2 UTF 4L Ry hOrF LS

(security-event-logging)

security-event-log-settings TOFXEIZ ISV T, DNSEF =
V74 AR OB T EREHCLET,

X2 VT 44X asDRA -V,
cdns_security log 7 7 A /WIZEZIAENE T,
security-event-logging 33 & O security-event-log-settings &% &
DAL, CDNS h— =D U o — REQLE L0
IHEHCARD Z LITER LT ZEN,

FvyaNsH—r—ouE i
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Bt

Bl

pude SR Il g (RO N w /)

R
it

(security-event-log-settings)

2 CEERT D DNS X2 U T 4 A X R ERELE
4, CDNS h— =Rt x =2 U T 44X FERHL,
BT 5EX2 U7 04X brTRENPANI/R-T
U‘éfiﬁm\ a7 A &—3 cdns securlty_logﬁle77/]’

FEXAENET, ZOREXANTTDHIC
Iogsettmgs}%'ré X2 VT 4R E#aihfb\éz\%
Nd 0 E9, security-event-logging 5 & Y
security-event-log-settings 8% € WA ¥ X, CDNS H—/3—0D
Ja— eI AR Z LIciERL
TLTEENY,

» cisco-umbrella : CiscoUmbrella 7 UV —& U A L
J FENET FLATIRETDE, EX2UT 1A
Ry harZOrve—URNERSNET, ZOEF
V74 A X hEX Yy v F 3 5HI2iE, Cisco Umbrella
THUV—HERETHLENDDZ LITEFEELTL
728\, CiscoUmbrella b7 27 U 7L a3 U RMLEZ
RAGENDHDHZ EICEE LT &N,

configuration : ¥ =2 U7 4 A X hr s DA vE—
DI DNSH—_—3%E (DD, ACLTT—) I
HEONWTHERSNET,

dnssec : CDNS #—/3—73 DNSSEC 7 — ¥ OHRFEIC
KT 5L, EXa2 VT 44Xl OAyE—
UNERENE T, DNSSEC DMFFOHRAIL, F v
VaRA A=y T OFEITER LTV S AIEEER S Y
£7

packet-inspection : DNS H—/X—3FK X o K DR
BEZRH L2 LICESWT, X2 VT 44
FaZDORAYyE—UPRERINET, ZhHOME
X, ARy hA VAT gy (DFD

packet-inspection 7% 7E) (2L > T, 71337 v ML
PR éﬂé%/\#%n 9, REZR/XT v b

ML T X 585815, DoS BHE AR L TV 5 A[HEMEMN
% @ ij‘o
s rate-limit : CDNS J— N—03 R EHFAD IP £7-1L F

AA DL — MHRIZET S L, EX 2T 4 A
il oAU ERESNET, L— MR
HEVELETHWMBEIRDNS N7 T 4 w7, T TR
BERLTWDAREMERH Y £7°,

7 7 4V FEXEIL, configuration, dnssec,
¥ L WX cisco-umbrella T3~

packet-inspection, rate-limit,

. Fv v a1 DNS H—N—DEHE



| #vvaDNsH—n—ngE

RESNEPPPACY N |

(security-event-al ar m-settings)

Bt Bl
X2V T A ANETT=LD| VY =AHIRT T —=LIZH T FENDHDNS X
RE TAANY N MIH=Z2FELET, ZHUCLD, 2—

P—IF5 &EmETRCOEX 2V T 44 X2 FOFRHE

07 Aye—VERSETEETN, TI7—2% N T—
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O [f%h (enabled) ] Z#HRL T, ¥+ v aDNSEFXF a2 U T 4 A X FORF U T ERHZLET,
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security-events-amplification-attack

MEBLIOXY 7 F v ENETV THEBIZL DSR2 )
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MBI T v 7572008 F2 VT 4 a haL Ty, ZHICEY, 7I9A4T R DY
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[ TY)&#M (QueryDetails) | &7 vz cFRrSvEd, queries-over-https-failed J& .
https-query-buffer J&E, https-response-buffer J& 1%, [&Ft#tat (Total Statistics) ] 77 =V &
[ 7 fEt (Sample Statistics) | 77 =V @ [H—/N\—#f5t (Server Statistics) | &7 v 3 v
WCRRSNET,

= 19: HTTPS #fat B 1%

B Bl

queries-over-https CDNS #— 3=  HTTPS #H T35 L7 7 = U O,
queries-over-https-failed HTTPS =7 — TR L 77 = U O,
https-query-buffer AF YNy 77O HTTPS 7 = U D%,
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X ¥t A, harden-large-queries A N7 > TWDHLGE, XA B — ROEIIL512 31 b
IZHIBR S v E T,

« HTTP_STATUS _URI_TOO LONG (414) : GET %3k ® base64url = 21— K Z {172 DNS 7
T U NKETEET, harden-large-queries ZA N2> T DA, DNS 7 = U O R Z X
512 734 MZHIRSALE TS

« HTTP_STATUS UNSUPPORTED MEDIA TYPE (415) : ERD AT 4 7 X A F1I VKR — b
SN TWEHA, DoHIZHIE, [lapplication/dns-message] AT A 7 XA 7 DIr% PR — k
L CWET, content-type D72V EERK L, application/dns-message & L CHDOIVET,

« HTTP_STATUS NOT _IMPLEMENTED (501) : ZR CfEH S 472 A Y » RiE, GET £721%
POST TiEdH v £ A,

TNz F BAZITDETE

[7(7— F¥+ v o (SmartCache) | 27 23 > ® Prefetch BMEIL., v v = 2RO
’1%071 WAy E—=UF% Y v v aBREFAHYRANC T ) 72 FTERERHLHE D
ERETHEDIMHEHENET, 2hxonllTde, v~ v~DFTF7 4 v 7 LARITHN

0% MZETH, EURDNS LD =) RT3 —< o A%M ESEDLZENTEET,

Prefetch 30272 > TV DA, L a— RZFEa2E O 10% NS 7570 7= v F
FEREIAEI O Y CToNET, —"—137 747 F 7 ) BT LRI, La— REKRE
L., 7V 7=y T2 T =7 LET, La— ROEMHIRNED 10% NI L, Y—
NI a— RREHHIREINIC RS20 K527 =) ZRITLET,

ey aTILDHETE

{FE PTRERER (TTL) (X, DNS ¥ — R—=Mh D F— A — "= n 58] LT — S 2%y v
VaTELRHORSTY, v v ialBlanss L a— RICETILERAH Y £9°, TTL
DA EDD &, b= "—lFF v v aINT—FZEEL, RIZ) Z2EETD
EXITIE, MR — 2 — = LT — X 2 RS T ARERH Y £9, TTLEMETH S
cache-min-ttl & cache-max-ttl i%. Cisco Prime Network Registrar 23 v v 3 = S U 72 fEH & LR EF
T 55/ MR E R RFFRZ R LET, 26D/ T A—=FF, ¥ v aNIZHD TTLEN
FEFIZREZVNIEFITNSNL T —RDT A 7 XA LEFHIRLET,

FvyaNsH—r—ouE i
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B o1 webu

a—7)JL Web Ul

RF w1 [ (Operate) | A== —0 [H—/3— (Servers) | ¥ 7 A ==2—"T[¥— 3 —DHH (Manage Servers) ]
IR LT [—"—D& B (Manage Servers) | X—YZB& £3, [—/3—DEH (Manage Servers) ]
~4 2T, [CDNS]| %27 U v 7 LET,

ATv T2 [2—H/LCDNSH— R—DfF (Edit Local CDNS Server) 1 % 7D [¥+ w2 (Caching) | EZ7 3 3T
X, ROBHEZHE T ET,

* [ K¥ ¥ v = TTL (Maximum Cache TTL) ] (cache-max-ttl) @ : MERMEICHRELET (F 7+
SV MIELE 24 FERE)

s [/ ¥ v v = TTL (MinCache TTL) | (cache-min-ttl) J& : ME/REICRELET (V&Y ME
1% 0)

ATY T3 [(RTE (Save) 1527V v/ LT, BERENEERAFELET,

CLiaw> K
cdns set cache-max-ttl=value #f#EH L T, Ze k¥ v v = TTLEZEZRTELE7,
cdns set cache-min-ttl =value # A L T, /¥ v v = TTLHEZRTELET,

AY—FrXv v a2DEMIE

FE. DNS Y — =ML L7z, FOMOBBE TE 7 T4 o235 &, WELZIT
HARRMEDIRNA VX —Fy =B RZT 7B ATEDL LWV BENBET L RREMENH D
FT, Av—bXyr v T EMGHTLE, v vV DNS =R MR — LY —
N—|ZBFETERWEATHHIRINDOT —% (BFOBMOINE) 25l & TEs &
IRV ET, F¥ vV DNS b= "— IG5 ERMEHER R — L — =T L, R—
P NR—NHUMEE LIED D Xy v v a T — X2 HHLET,

)

(¥) Av—IFFy v = (smartcache) ZHNNCTHE, 7V 7=y FRHBBNCHEDIIZ/RY £
7,

AYX—brF vy a1DERETE

Cisco Prime Network Registrar Cix, ¥+ v > 7 DNS A<v— b ¥ ¥ v =2dT7 74V b TH
7> TWERA, Av— Xy v 2 2HHT 51213, snart-cacheBMEx ¥ v v v 7
DNS %= "= L~ THNZT D2 ERH Y 7,

X ¥ v DNS = R—RHRGINOT —F D7 = 2515 L7z & % |2 smart-cache &M
AT o TWDEE, ¥ v o SNEHIRENOT — % CINE Lt [#aT (Statistics) ]
2707 =Y DM (Query Details) ]2 32 T smart-cache 7 7 > % ZH#5y LE7,

. Fv v a1 DNS H—N—DEHE



| #vvaDNsH—n—ngE
23— txryoannzE [

\)

(B A~v— I Xy vy IFFME—RFCTHEATE, BHEEZEFINZTDHITIEF ¥ v 7 DNS ¥ —
N—% ) ua— RFTAHELNERHD T,

RW:AR—bFXryiaE@H

B SR BA
Av—hFyovia Xy v DNS H—NRN—BRw— X v T EFHATA
(smart-cache) MNE I EIRELET, smart-cache WA/ > TW\WD L X

X v v Yo SNIISENHIREIAIZZ2 Y | MR — LY — 3 —
WCEETERVWEES, v v 7 DNS B —R—3K%EOKD
HONTWDAINELs EEflHLET, A~v—FFrvia
IEDORRIEL, OTTLTY, A~v—hFXyv v 73, *vy hU—
7 DAFIERR, MR — L — " — 2 HARRICT 2 RO &
% DDoS WA BT 5 DI B E T,

smart-cache Z BT 5 L. U 7= v FRAHABICELIC 2
D ET,

Aw—hrF ¥ v DAL | smart-cache N H NI 72> TV D IEEE. BRI O RR TIHE
HRR T HRERHIREZfRE L ET,

(smart-cache-eqiration) |, 4 ) | frzoc, $— etk v v TS THBIRY .
BIREIN DISE TIRETE £,

A~v— k¥ ¥ v 2 DA | smart-cache 7S F %) T, smart-cache-expiration 730 &V K& WiEE
HRDO U &> b X, B ) OFHHIRR Y By bEShvET, Zhickv,
(smart-cache-eqirationresst) | 77 7 4 7727 = U RHRUINOIRE 2 KT Z LN TEE T,

o, ox—HF =3, EHIROYEIZ SERVFAIL JG& KT
ZEWTEET, JZUBRT T 4TI DH L HIRGIA DR
BENREINET, T 740 MIESHTT,

Aw—hF ¥ v V2R | A~— FFv v aDNERIREE. BRI OT —Z TIRET
I DRZD TTL Ll X\ TEMAT A TIL 2B ELET,
(smart-cache-expired-reply-ttl)

FvyaNsH—r—ouE i
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7V 7 = v T (prefetch) Ay —UFy v 2 OEBZBABIIREIIUC R AENCTY 7= v
FLTCHx Y v Va2 bBINEONEIDERELET, 10
THE, DT T 47 EARDBKI10% ML E T3,
—RERER IR v v Y a2 BRI Y £ A,

Prefetch N AT > TW DA, L a— RIZIZazIE® 10
% LINICHI Y32 7Y 7 = v FRERINEI D YT ET, I—
N7 TAT v N 72 BET AR, La— REREL,
TV 7y FHEMEF v 7 LET, La— FORIAMIFE
D 10% LINIZ 72 5 & r—_"—1F L a— RREHAREIIC 7
SVE 7= BRITLET,

)

(G£)  CiscoPrime Network Registrar 10.1 LAF% TiX, PrefetchJ& 1L [A~— ¥+ v < = (SmartCache) ]
7 va yTHEATE ET, T FET— FOKRE T,

A—AILDEEZ Web Ul
Av— X ¥ v aHINITHIT0E. ROFIEEZFEITLET,

ATv 71 [#1E (Operate) | A ==2—® [H—s3— (Servers) | V7 A== —"T [P — —DEH (Manage Servers) ]
PR LT[ ——0DFH (Manage Servers) | " X— & F7,
ATy T2 [h——DEH (Manage Servers) | ~3A > [CDNS] %7 U v 7 L, [&2—H/LCDNSH— R—DiftkE
(Edit Local CDNS Server) ] X— Y ZBi& ¥,
ATY T3 [A¥X—FrFvvSa (SmartCache) |7 a2 T, [H% (enabled) 1473 2 > % 384K L T smart-cache
BRI LET,
ATy 74 [RTFE (Save) |27V v/ LT, BEAREZRGTLET,

CLiaw> K
Aw— bRy v S EBACT A1, cdnsenable smart-cache 25 L £,

smart-cache NG ZNIZ 72 > TW D4, cdns set smart-cache-expiration=value Z i L T, H%)
HIFREIL D RR CTINE T HRERIEIR AR E L7, WIchlZrLET,

nrcmd> cdns set smart-cache-expiration=5m

cdnsenablesmart-cache-expiration-reset A {#i 1 9-% & | smart-cache 73 f %) C smart-cache-expiration
MOLLEDBZEIT, 77T 477 OFHHIRE )y hTEET,
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I— bk F—LY—N—DER

IL— bk R—LY—NN—DFEZH

A—7)L Web Ul

CLila<> K

= R=LH—==F, TXTD T RAL U OEEF— LY —"—=D7 F LA
Zidik LE9, #H L <A A F— L7 Cisco Prime Network Registrar % ¥ » 3 = DNS #—/3—
ZPIOTERET L L 12T, BUEOL— b R— LY —"—ZZRT DML L TL— b b~
k&) FRIREF NV — b == L ET,

Cisco Prime Network Registrar (%, /L— bk h—_"— 7 = —{ZkT2I0EE2ZELEL, £h
Xy yal T, = MU AREZEZRLUES, vy aPBIRUNICRD L, —
N=F7 2% IRLES, AR — b — =L a— o TTLIFHFRNICRE ST
BY,BOXYy vy va TILEZIFETE LT (F¥ v a TILORE (3 ~—Y) &%
M) .

RESNTNL I —"—Ft v MITET, Bty FTHOHILEIDHY FHA, HREE
MRS DBERH L0 E D el T 272012, b— b F—"—2 i (A2
56 HETHET) METILENDY £,

[ —% LCDNSH — S —0O#fi# (Edit Local CDNS Server) ] # 70 [b— b F— A HF—/3—

(Root Name Servers) ) | &EZ7 3 T, BT H5&KEL— X —LH— =D AL 4L 1P
T RUVAZAN L, ZNENDHRAIZH D b— DR — LY —3—D5801 (Add Root
Namerserver) 1% 7 U v 27 LT, [f&fF (Save) 127 Vv 27 LET,

cdns addRootHint name addr [addr ...] ZfffH LT, /— b —"—D4RTENV— b F—LH—
N—=DT KLU RAZBMLET,

UDP R— FDENIEIY 5T

Fy vV DNS— =T, Z<DODUDP R— FEEEZMHEHLET (F7 4/ FTlIHK
48000 ) . ZHBHOFFIX, WALy RREITHEIESNET, Z<OFR— NESEMHEHT
HZ LT, BAEHAKBICEAXy vy a RARX=Z U TOV AT PEBEINET, Frvia
DNS #—/X—|F, UDP R— +DF 7 /L s F—)b (2048) Z#fEHLF3, UDP R— +DF
T AN TV DERIFRT A X1 4096 T9,

HIfE, Cisco Prime Network Registrar (% 1024 ~ 65535 O AR — i ZEH L T ET, v v
¥z DNS = =%, RO = U OIS NW T, N— M EBIEITHIRT S 2
LIZEoTT NI A XEPELET, $v v o DNS P—3—F, P —_—DFEITHZ
UDP R— FOHFIY 4T L a®iciTnwEd, r—"—2Vn—F3F5&, 7XTD UDP
R— MBS, 70 Z DMTHOBIRINLET,

BRAEY *vvia YA XDERE

[KRAEY ¥¥ v a A X (maximum memory cache size) ] 7' ©2 /37 11X, DNS DA > A
FY Xy v a2 HICTPRTHAEVHEBRARLET, AFY FrviaPREVIE, vy

FvyaNsH—r—ouE i
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FryvaDNSH——0DEE |

¥ 2 DNS = N—3 IR A & 72 L = — R &2 Bk L2 U722 6 20BN 72 0
iﬁqo

A—hJLDEEH Web Ul

CLila<> K

NE—

1) JLINE

[2—% /L CDNS #— —DfFE (EditLocal CDNS Server) | ¥ 7 D [F ¥ v > (Caching) ]
73T, RRSet DF v v =W A X (rrset-cache-size) JEME%E HEIDOMIZERE L, [fR1F
(Save) 1227 V27 LET, 774V A XX 1GB TH,

AvE—V Xxr v aDV A XERETHIZIE, [AvE—Y Frv v o A X (Message
Cache Size) | B! (msg-cache-size) #fEHLET, AvE—Y Xy v allix, 7 V&
DRIFENET, 774/ A XX 1GB TT,

o cdnsset rrset-cachesize #fEA LT, RREy b ¥y via A4 AR ELET,
s cdnsset msg-cachesize ZffEH LT, AvtE—V ¥Frvvia A XERELET,

REDIETE

TNh— L a—RiE, ERHRY —CNICH D720, @HODNSMEIZ L > THRHTE R R—
LY —_—D A L a— R T, harden-glue B AN 2 > TWD5GHE, v v 27 DNS
PR =X 2V G = NICHEE LW v— L a— REEE L ET, 774/ h T,
harden-glue B4 272> TWET,

RAAL DT Z2EIZE Y, DNS — =, T FNAERESNTZ7 V4% ERL.
ToT AR =AY BEELTRRTEET, A2 —2 V=R~ I/ = VA EZEFE
FTIEETHI-D, ZOFEERERH L TUSERNENTHD L 2R TEET,

FPEDRDLTIL, BWBEFITER AT LI2E, DNSH——DF v v ¥ 2 # RIERT —Z TH
AR= T LIS L BDISETH—N"—%2T7 Ty T4 T LET, T—A&T7 20T 5
LT, WEODHATITHT DI —N"—DRELNANEHITHED £75,

Cisco Prime Network Registrar Cl37 v 7 A N —A 72V DT X MR — L THET
N, TUFAMMEENT-r — A B LW — LA — =W o E1, LER-T,
r—=ADT o EMMEAR—T VT DL AR — L= —2 T a7 T L RN S
Y £7, randomize-query-case-exclusion BIEAEHT 5 &, BRINU A FERAERRTE ET, i
LY, r—RADT7 o F MeEsI & A TE ET0, MR IRV R — A — S — TR
. AR7REE CISEERHITLET,

R21:) JILNBEDEMH

Bt A BA

harden-glue TIV—RNH— R—HERNIZ B DA DR T N—% 55T 5
NEIMEIRELET,
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randomize-query-case AP =T 4 o TAT R T 5 7eDlc, 7= TOox20 =

A= RIUFLEy FEFHATEZLIICLET, Zhick
D, MR — R_R—IZHESIND 7 = VL4 D/INLTF L RILFERN
REL L, IWEDORILFE/NLFNRIELL =T D0 E 2008
Ty INET,

randomize-query-case-exclusion |7 v A R —AZ U DT L X IMEDOEIN Y A - BVERT
%9, ZoEMIE. randomize-query-case A NIZ 72> T
L EICHH S ET,

r—Z2D5 0 F LN FERTE

randomize-query-case-exclusion J& 1%, [DNS ¥ ¥ » o 7 — S—DEH (Manage DNS Caching
Server) | X—Y @ [V Y ILNERE (Resolver Settings) | &7 v a > CHEHTE £,
randomize-query-case(x, 7 7 4 /v b TIZEEZHIZ /> TWET, T X AT =V r—ADERS:
ZfEH$ %121%, randoming-query-case JEME A ¥ v 207 DNS — N— L ~UL THNIT D
VERH Y ET,

randomize-query-case J& 14 & randomize-query-case-exclusion JEMED ] /723, FEAIE — R D Web Ul
THEHTEET,

A—HILDEE: Web Ul

AT 91 [#E (Operate) ] A == —D [Y—s3— (Servers) | V7 A =a2—T [V —/—DEH (Manage Servers) ]
BRI LT [—"—0D&E (Manage Servers) | X— V&£,

ATY T2 [h—"—DEFL (Manage Servers) ] 3A > ® [CDNS] %7 U v 7 L, [2—H/LCDNSH— R—Diftk

(Edit Local CDNS Server) ] X— U %Bi& £7,

AT9 T3 [V IAREE (Resolver Settings) | &7 a3 CROFNEEZFEITLET,
a) enabled 47> 3 Z®IN L C, randomize-query-case JBMEZ AN L £,
b) randomize-query-case-exclusion 7 4 —/V N2, 7 —AD T X LML GERNT D RAAL DY A~ (D

X)) AN LET,

ATy T4 [RFE (Save) |27V v/ LT, BEANREZRIFELET,

\)

CE) ZHhbOEEEZAEMNITHITIE, ¥ v I DNSY—NR—%2 U n— RTAHA0ERHY £,

CLla<w > K
r—ADT K 2MEEHRNCT HI2IE, cdnsenablerandomize-query-case i L £97,

FvyaNsH—r—ouE i



B < ro—vzeons:

FryvaDNSH——0DEE |

randomize-query-case-exclusion % i & F 72 1TeX EfFFRT 5121, cdnsset =~ K& cdnsunset
avr P LEY, RICHIZRLET,
nrcmd> cdns set randomize-query-case-exclusion="cisco.com"

nrcmd> cdns set randomize-query-case-exclusion="cisco.com, example.com"
nrcmd> cdns unset randomize-query-case-exclusion

. S (=
2y bI—UEREDIETE
listen-ip-version JEME Tl ST AN TRITT D IP /N7 > FZEBIRTEET, IPv4, IPv6, F£7-

IXZ DM 5 %R TX £9, ligen-protocol @M TIL, IGE L THRITT D/ e hals
B TEXFESF, UDP, TCP, F/IZZOWM MR TEET,

\}

GE) T 74V FD listen-ip-version | IPv4 & IPv6 Diifi 5T, FfTL TN DV — =23 IPv6 &
A= hF LT RWEAIE, IPVICAEF CE £, BELARWVWE, 72U X A4 LT 7 MR3EAET
LAt BV FF,
=3 A — =
MR EDIETE

minimal-responses JEMEIX, 7 = U L& @ authority 3 L WNdata® 27 v a3 b0 Lo — RAVRE
RGAIZ, DNS ¥ % v ia B—R—nRNZN 5D a— REEMT D00, GiednzfiliEL
T, ZOBREEAENCTHIET, DNSH—_"—RFx v o ==L LTHREINT
WHBEREITIE, 7Y DORT F—< AN LTSRN H Y £,

remote-ns-host-ttl B L > T, VE—FR—L P —R—DF vy v 2 MU O TTL BRIE
ShET, VE— b R—LH—R"—DFy v a2ilid, VNNV v 7 & A7 (RTT) .
REaett, BEXOEDNS AR — MEBERNGEENTWET, =2 NV OFZIIRRGIND L, U
EF— b R—LP—"—=DF ¥ v v aPLHIRI I, KA — =28 Lo & &I LT
MUMEBMENET,

RTTIX, BETDHR =LY —N"—2RETIHDIHHIND Z LICEBR LTSN, ¥4
LT U RBRETDE, OV —"—O RTT N 2 52720 £3, = "=UsE L7

HELIPT RLAZ 70 —TF 5020 D07 =) REIRIND 7 0 —T7 2% — AWNH
HAEhEd, ZCRRT 5 &, X—a— =X 15007 e v 7 & (remote-ns-host-ttl)

ZO%TIOOZ7 IV EFHLTH e —73hET, LR T, 7Ye—7% 0 HEICH
A9 5I121E, remote-ns-host-ttl 2 5T HERHY 5, VE—FF—LY—"—DF vy v o
IZ. CDNS r—"—D Vg — RZIZIZ7 T v = SNEHAN, cdnsexecuteflush-ns-cache =
<~ REHTDOIET7 Ty aTEET,

remote-ns-cache-numhosts &2 H L T, HHRE2F v v v 2T 5FA MOBERETETET,

S kRECDOERE

JxVIE. R I T v TOBEDA L I— REFITAAA L a— RERTESNH D £
T IFEAEDDNS 7472 MIV A MADOEHEOL a— ROLEHERALETH, T
Fe B Z2HNNT L2 L TAMEIAECEET, ZNICKY, RCARIZIERT DI T4 T
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| #vv>aDNSH——nERE
n—nroimwesul i

VM BNREICHEIR DT R AIER TR TORND L9170 £4, DNSH—_—iF, 7=V
DNV a— ROJEFET~EZ F9, Ziud, = —DEBEOAMICE SNz r— K
T T TERL, u—= R 2TV T,

A—#JLOFEHE Web U

[2—7 /L CDNS ¥ —/"—0DfF£E (Edit Local CDNS Server) | % 712&% % [FE#la%E (Advanced
Settings) ] &2 3 3 > C. round-robin EBMEEZHRT L £,

CLla< >k

cdnsget round-robin ZEH LT, 77 R EURENIZ/R>TNWDINE I DEMHRLET
(F7 3V FTITAER) . AFTROWEESIE. cdnsenableround-robin Z{#H L £9°,

DNS ¥+ v adDI75via

Cisco Prime Network Registrar DF ¥ v 2 D7 7 v ¥ 2 fRETIL, b—"—DAE ) Fv v
Vall¥ X v v a I T A OTRTELIT - HEAHIRTEET,

a—7)JL Web Ul

ATw 71 BB (Deploy) ] A ==—735 DNSH 7 A == —"C CDNSServer Zj&{l L T [DNS ¥ v v v > 7 —/3—
D& L (Manage DNS Caching Server) | X— 2 ZBi& £,

ATw 72 [DNSF % v 79— R—DEH (Manage DNS Caching Server) ]-—C, [2~ > F (Commands) ]7R
#2% 27 ) w7 LT[CDNS =<2 K (CDNS Command) | A 70/ Ry 7 A&f&EEd, Fvrvia
7Ty vapavy RZF 200X A4 TR £,

*[CDNS %% v =2D7 7 v = (Flushthe CDNS cache) ]: HFED Y —>, IV —rE2fEE LR
WGERIEEF Y v 2 BRKOTRTOF Yy v a2z N 27Ty aTEET, BEOY — DT~
TOT—2%EHIBERT DL, [V —v (Zone) | 74—V R — A% AN LET, Frviatff
7 VT3 HIIE, [V —r (Zone) | 74—V REZEOEFIZLET,

s [VY—ALa—RD77 v = (FlushResourceRecord) ]: [# A 7 (type) 17 4 —/V RBFEE ST
WAHEGEIL, RRAEZIERRSet 7 7 v o TEET,

HFED RAAL B OHERR #A 7 (A, AAAA, NS, SOA, CNAME, DNAME, MX, PTR,
SRV, NAPTR, BLUTXT) DOHIEE : [V Y —ALa— D77 > = (Flush Resource Record) ]
a2 ROFQDN & L THEZRRAXZ AL, [RRZ AT (RRtype) ] 7 4 —/V RIFZEDEF
W LET,

o RAA NTHRESINTZRR XA ZOHIFR : [FQDN] 7 4 —/L RIZ KA A % F8E L. [RRtype (RR
ZATF) 1 74—V RIZRRZA THELET,

GE) A THREESN T ZRWEAIT. #4147 A, AAAA, NS. SOA, CNAME, DNAME,
MX. PTR, SRV. TXT. BLXUNAPIR B 7 T v a2 ENFET,

FvyaNsH—r—ouE i



| EESL:

CLla<> K

FryvaDNSH——0DEE |

FEED RAA VUTIZHLTRTOF vy vaxy M) RHIBRTHI21E, ROoa~vr K
FEALET, FRAASAUBEESN T ARVWEESIZ, Y v =a2NOTXTORRNRT T v
A ZNFET,

nrcmd> cdns flushCache domain

HFED RRAICEEMITONZF Y vV aMBbRREVZ 7 v a$BI00E, kROa<w2 R
EERALET, A4 TBEESNTWLEEIT, BESNARIE XA T DO N Y BT
RTCT7Tvrad3nNEzd, YA TRHESNTORWEEIX, #4147 A, AAAA, NS,

SOA, CNAME, DNAME, MX, PTR, SRV, TXT, BLUENAPTR N7 T v = S E
7T

nrcmd> cdns flushName name type

DNS *vvia R4 X2 DEE ERFLE

Cisco7u& 7 b X2V T 4 A F b LAKRCAF—24 (PSIRT) K= A2 bES
PSIRT-107064 (Advisory ID cisco-sa-20080708-dns) |ZFE&L XA TV 5 £ FV | Cisco Prime Network
Registrar (I, DNS F ¥ v 2 RA X= 7B #E (CSCsq01298) 72 &' CDNS B D Rt
WA B0, ¥ v 7 DNS P — =D/ T7 p—< U A% EXEET,

http://tools.cisco.com/security/center/content/CiscoSecurity Advisory/cisco-sa-20080708-dns

DNS ¥ vv>aRMA XV RE

¥y via R A= 7KL, DNS ¥ v vy aNOBfFOT Y ZZH L7V, DNS
Xy allHLWENL a— REFALTLDTHZENTEET, ZOKEIZED, FA |
HPRASTZIP T RV AZRT L2220 £9, =& 21X, www.example.com 73 I[P 7 KL A
192.168.0.1 IC¥ vy B 7SN TEY, 2Oy B TR DNS B—"—DF v v 2 (TFEL
TWHELET, WEHFIIDNS ¥ v v a% A X L, wwwexample.com % 10.0.0.11Z~ v
B TEET, ZOHAIT, wwwexample.com{ZT 7 BAL KD ETHE, o7z Web H—
N—|Z8H LT LENET,
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