X1 TA48IEDHA RS

ZOfHETIEE, IROEIZHDOW T L E T,
e X UT LD A FTA 2 (1 2—2)

X1V TARIEDHA KAV

VAT ADEFX 2 VT 4L ERFT A5, ROeX2 VT 488k TA RTA 2B ET

HVERHY £,
cTHRANT Ty b T4 —2DEX2 VT 45T A REZRRLTLLEE, RICHERLE
9,
e Red Hat 6 :

https://access.redhat.com/documentation/en-US/Red Hat Enterprise Linux/6/pdf/Security
Guide/Red Hat Enterprise_Linux-6-Security Guide-en-US.pdf

« RHEL/CentOS 7.x :

https://access.redhat.com/documentation/en-US/Red _Hat Enterprise Linux/7/pdf/Security
Guide/Red Hat Enterprise Linux-7-Security Guide-en-US.pdf

https://www.cisecurity.org/benchmark/red hat linux/

https://www.cisecurity.org/benchmark/centos_linux/

* Windows Server 2012 :

https://www.cisecurity.org/wp-content/uploads/2017/04/CIS_Microsoft Windows_Server
2012 _R2 Benchmark v2.2.0.pdf

*NSA X = UTF b T A NEE :

https://www.nsa.gov/ia/mitigation _guidance/security configuration guides/operating_systems.shtml
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https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Security_Guide/Red_Hat_Enterprise_Linux-6-Security_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/pdf/Security_Guide/Red_Hat_Enterprise_Linux-6-Security_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/pdf/Security_Guide/Red_Hat_Enterprise_Linux-7-Security_Guide-en-US.pdf
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/pdf/Security_Guide/Red_Hat_Enterprise_Linux-7-Security_Guide-en-US.pdf
https://www.cisecurity.org/benchmark/red_hat_linux/
https://www.cisecurity.org/benchmark/centos_linux/
https://www.cisecurity.org/wp-content/uploads/2017/04/CIS_Microsoft_Windows_Server_2012_R2_Benchmark_v2.2.0.pdf
https://www.cisecurity.org/wp-content/uploads/2017/04/CIS_Microsoft_Windows_Server_2012_R2_Benchmark_v2.2.0.pdf
https://www.nsa.gov/ia/mitigation_guidance/security_configuration_guides/operating_systems.shtml
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B EEoV 7 Web A FESRLTED, VA
IEN S ZRFTOREIERSOBELEANVET A, 2
NHIEZROEOIEFICREShTWwEST, a7
YREWEARLY U ICT 7B ATERWESIE. Web
P A FOFAEICHERK L TRIAFEHREAFLTIES
AR

« Cisco Prime Network Registrar T ST CWRWAR— M2 EL E 72137 e v 7 LET,
Cisco Prime Network Registrar O~ == 7 /WZ1%, R— FOMHE L, BB D7 7
AT U x—/VEEOMEANZET 5 REOBES TS STV ET,

* Cisco Prime Network Registrar Cffi fl S5 4R — D U X MZ2W\WTiX, [Cisco Prime
Network Registrar 10.1 7 KX =& f L—3 3 > A K] @ [CiscoPrimeNetwork Registrar
P —EADT 7 4/ hAR— |k (Default Portsfor Cisco Prime Network Registrar Services) |
DEZZLTLLEZEN, —HIZT 740 FTHY ., A A b=k i3k ic
EERINTWHAREMENRH D Z LICTERLTIEEN,

BT o v VB ORI OV T, [Cisco Prime Network Registrar 10.1 7 K 2
=Abb—=var HA4R] O IDNSRTr—< L RET 74T U+ —/LOEHHBH
(DNS Performance and Firewall Connection Tracking) | OEAZZSR L T 7Z XV,

« I root 74 7>k &{#i ] L C Cisco Prime Network Registrar 2 > A h—/L L, &=
T AR LET (DFED, hitps T, EF 2T SCP Yy a UARETT) |

« BT 4 L7 hU (FEIT Jopt/nwreg2/* 33 L O /var/nwreg2/*) i EIC v 7 ST DH 2
LEMERLET, REIS U TREZFHET IULENR O LLE61H D T LITERL T
SNV (FT7TA RNy 7T v TOETRR T ORRIRE) |

*DNS BB OEBEFHIZIZ, KOLIRLORH Y 7,
*DNS % = U T « JEIREAE (DNSSEC) DA :

DNSSECIZ &V, F—# HHODOGE, T —% OO, B L ORIEC X D fA7E
BIENAIREIZ /2 Y £, DNSSEC Z {145 &, DNS 7' h a VR ED X A 7D
B (FRIZDNS A7/ —7 1 V) OB %2512 <72V £7, DNSSEC I&.,
FOANEBLE DNS T —F BT HZ 82k -~ T, BEOHDHISELHBIESHT
JSEEBGE, 4 DNSISE 0N L BEERIECE 9,

Cisco Prime Network Registrar 9.0 LARTOMERL DNS H— 3%, V' — 2 DOFEL &R — b
L CWEH A, Cisco Prime Network Registrar 10.0 7> 548 DNSSEC D4 7R — Mz &
V. DNS YV — TR & eSS Ed, ZO¥R—MIEY | Cisco Prime
Network Registrar DNS Hh— N3t ¥ o7 V=2 LI F a7V — O F &2 R — b
TEET, FEMZOWTIL,  [Cisco Prime Network Registrar 10.1 ##5 L O v v &
> 7' DNS—H A K] & (R DNSSEC D& # (Managing Authoritative DNSSEC) |
DEEZZBLTIIEEN,

cACLEMEHLIZEX 2T DNS =TI F7 4 €T 1 -

B tF2) T DTS RS>
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o /=27 OFIR : DNS ¥ —/N_E® restrict-query-acl &M, restrict-query-acl
BIREINCRE SN TWRNWY = DT 7 4L MEE L THREL 7,

o ) — UHREBR DOHIIR : restrict-xfer-acl J@EEEH LT, BEEO®E L F D H—
INASD Y — R BER 2 T o V2 ) T L ET,

« DDNS B D[R : update-acl @2 H LT, BEX1 DHCP % —/37>5 @ DDNS
Ry N7 4NB2 YT LET,

« TSIG £ 771X GSS-TSIG 2 LI-t ¥ o7V — ik d LUV DNS BT -

t¥ 27 T— R TOY—#z%IE, HMAC MD5 X— A ® TSIG & GSS-TSIG DO 7
ZHAR—KFLET, 723 O TSIG F—F 721X GSS-TSIG F¥— (D [~ F H 7
vartXxa U7 (TransactionSecurity) | DIHFE =L TGSSTIG) DI CiscoPrime
Network Registrar 10.1 DHCP = —# 5 A K& &) &~ A ¥ —H— 7 R L (B
THZERTEET, Fhicix, B addresskey Z i LT b U & f 72 THD
REET, Y TR, [IPF—0EM (AddIPKey]) 1227V v 7 LET,

FEMIZOWCIE,  [Cisco Prime Network Registrar 10.1 #E3s K O+~ 2> 7 DNS
a— HA R o T —2 538 O1ERk (Creating aZone Distribution) | OIEHAZ S L
TLEE,

« 7V ID &RETLAR— 2T ¥ MMb,

« DNS L'— L @il : [Cisco PrimeNetwork Registrar 10.1##45 L OV + v 2 2 7 DNS
a—H HA R O [Fy v 7 L— MIROEH (Managing Caching Rate
Limiting) | OHZZRL T ZE 0,

s FRE Y — N EHERY — N OBEI

* DHCP A DEEHFIHIZIZ, KOXL IR HORHD £7,

o [5MEE) OX(E5EA 5D DHCPV4 b7 7 v 27 & DHCPV6 T 7 f v 7 H3)L—H T
Tuy 7 i, AR L—o— U= 2 METADHCP Y — IRy P ERHLETE
HZLEMRELET,

¢« 24 v F TDHCP #H— FBXUREERO Y —E 2 LA L £,
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4 _1/nx-os/security/configuration/

guide/sec_nx-os-cfg/sec_dhcpsnoop.htmlZ S L T 72

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/
dhcp-15-sy-book/ip6-dhcpv6-guard.pdfa ZHE L T 2 & W

cBLXRXN I TAT v N7 4 X O : [Cisco Prime Network Registrar 10.1 DHCP
a— A R o THEEEEEZFEH LB Lexh 7 747 hoBfilk (Preventing
Chatty Clients by Using an Extension) | OIHZZSM L T 7230,

* i#% . Active Directory (LDAP) 3 X ONRADIUS = —H|ZEATE 5 /XA U — KD/L—)b
(DFEV, THEHEE, RS, BLO#LEOF v 7)) L LT, M2 —FRIEOMFHE
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_dhcpsnoop.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/4_1/nx-os/security/configuration/guide/sec_nx-os-cfg/sec_dhcpsnoop.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book/ip6-dhcpv6-guard.pdf
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_dhcp/configuration/15-sy/dhcp-15-sy-book/ip6-dhcpv6-guard.pdf
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at LT 72 &y,  [CiscoPrimeNetwork Registrar 1017 KX =A hL—3 3 > A K]
O THEFRFEY— 3 (External Authentication Servers) | OIHAZ S LT 72 &0,

B tF2) T DTS RS>
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