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ATEIE H A& T L 72 IS D B,

[7 ATk vk (Client Count) ]
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DEF (6 ~—)
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ATy 71 [RE (Configuration) |>[RvY FT—% (Network) |>[%v kT—% T/34 X (Network Devices) | %%
WU, [T/3 A XA (Device Type) 1>[VA YL A 2> hr—F (Wireless Controllers) ] Z 3R L F
7

RTF9T2 FhTrartue—I0F v IRy I A AT LET,
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ATvT8

ATvT9

Ao —REALTEBIRLET, FRiF7re— Ao g, BRLETRTOary fe—I0n)
V=2 70xx UUBEZFEH L TWAEEDOLFRENET,

[4F< Now) 1: VY7 hu=TOF Y yua—RelEBIltLET, 2047 a2 RIRLTY
BlX. AT v TIWICHERET,
e [A#7 P a2—/ (Scheduled) |: A7 P a—LRETHA T u— R AT a U ERELET,

s[mrbha—F~DF T a— DAY 2—/b (Schedule downloadtocontroller) ]: Y7 ho =7
Farho—J 84 vra—RT5L00A7r Va— VR ET DX, ZOF v IRy 7 A%k
AT LET,

s [AP ~D YT Ny =T OFRHF U1 — K (Pre-download software to APs) |: Y7 b =7 % AP
WCHAF 7o —RTHEICRAT V2= VRET DX, ZOF =2y IRy 7 A% A NI LE
To APICAA—URF T ra—RE, a2 hr—70) 7—hEZ, AP Y 7 —hSNLET,
AP Z LD [ A—TDFERZ Vv — K (Image Predownload) | A7 — ¥ A &R D121, [E
¥ (Administration) | >[4 v I 2/R— F (Dashboards) |> [ 37 &y a/R—FK (Job
Dashboard) |> [ AT L ¥ 37 (System Jobs) |>[74 ¥ LR R—S— (Wireless Poller) |>
[AP £ A —PDHERIA I A— K XT7—4 X (AP Image Pre-Download Status) | T¥ 27 ZH%)
2L, [VA— MEE)/ Yy B (ReportLaunchPad) 1205 [AP A A —JFRiX 7 a— K (APImage
Predownload) ] L'AR— h & 3T L £,

s [FlexConnect AP Upgrade] : 2— /v X NI =7 DET NI LIZ 1 DOT 78R KRA 2 FTAH
A—TEAT A= RTELLITTHINE, ZOFTvara2&RLET, FVOT 7 AR
A ME BV Ry FT—=TE N LTI VA A= F U rm— FEEEFEA LT, vA¥—
TIEARA L IMHBA A=V EZ T — RRLET, ZHUTLYD, WAN OFRUERFH] AN G <
WET,

[A%7 ¥ a2—/b (Schedule) |47 a U ZEINL £7,

TRTCOAPRY 7 by =T OFFIF UV r—REETTELLIIC, FUrr—REFEHOMIt
R (7K L H309)) HASVa—ARELET, AXYa—VBRESNEFREBAIC, L
O AP THEAY U u— FREITHOSE, 2 br—J3HESHLEEA, §3TD AP OFFIF U v
= RRRTT2ETR->THD, 2V br—J2 % FHTHEHT 2LERNHY T,

=YL NRAT—FR, BIOFR—FE2EDT, FTIPZ LT ooy B AN LET,

R LTF O @, #. M %~ v v o= WL L L L B EART - RIEATEET, S
W%, & ()" < > L B OX D R ESUTIL FTP NA T — NI T A, ik
e T (R 12, SR — R RY —RNEGOBEAITHERA T £9,

77 A NVORMSGETE LT [v—A/b <~ (Local machine) ] F721% [FTP H#—~3 (FTP Server) ] % &R
LE7, [FTP #—/3 (FTP Server) | Z#IRT 5L, A A F—AHIHEELLFIP T 4 L7 FUIZY T
N =7 TZ7ANNT v 7 r— RFINET,

[Download] 27 U » 7 L7,

RN X A LT 7 b LISEIE, [ 7 7 A LV ORMSTT (Fileislocatedon) 17 o —/L KC[FTP#—/3 (FTP

Server) | A7V a v EREBRT D&, —N T 7 A VA DRFEAIA E T Cisco Prime Infrastructure (& K - THF
AITSNET,
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7w 7AO—F

BELETFP - TFTPH—NC, 2> ha—F VAT AREEZ 77 AN E L TT v a—
KC& £9°, Prime Infrastructure T, 77 A VDT v 7ua—RBIOXF v oa— RN, 77
AFTP BEOTFTP Ol F N YR — SN THWET, a2 o= 774 VET v
72— R 5120, ROFIEEZFETLET,

ATv 71 [RE (Configuration) |>[FHv kT—% (Network) |>[+Y T —% F/34 X (Network Devices) | % 1%
WL, ZWD [T /34 A7 —7 (Device Groups) ] * == =05 [T/N1 R B2 4 7 (Device Type) |>[7
A4¥LRX3> kO—5 (Wireless Controller) | Z3&R L £,

AT T2 TNRA 24 %7 Y v LT [Configuration] ¥ 7% 27 U v 7 LET,

AT9 T3 EMOY A RNR—=DRA=a—nb, [YAT L (System) |>[3 <2 K (Commands) | DIEIZER L E5,

ATy T4 [FTP] £7-IX[TFTP] 47> a2 v RV EBIRL, [2v ha—F 15774 A% T v 7 a—F (UploadFile
from) ] ZEIR LT [FEIT (Go) 1227V v LET,

ATYTE MERT 4=/ RIZANLET,

Prime Infrastructure (I#EE TFTP 38 K OVFTP — "2 L £4, Z4ud, ¥— F3—7F 4 o TFTP I &
VFTP $— 3% Prime Infrastructure LRI LV —27 A7 —3 9 ECERITTERNWI LA EWRLE T, Prime
Infrastructure & #— RK/X—7 ¢ B — 3 Fl—O@BER— FEEHT 572D T,

AT97T6 [OK]ZZ7 Vw7 LET, BIRL7ZT 7 AV, [FileName] 7% A b R v 7 AIZ AT L724R1CTFTP 7=
IZFTP —NZ7 v 7a— RSN ET,

O hA—=3ADIDS VU RF YOI A— K

Prime Infrastructure Tli&, 2 bR —FZRABRMT AT L (IDS) v 27 =F % 77 A NVEX T

Y= RTEET, =N LU NHIDS VI =F % 77 AV EX U r—RT5L9(C

FEET D & Prime Infrastructure 1R D 2 BefEEIEZ BHAE L £ 5,

1. HHEYU—7 2T —3 3 M5 Prime Infrastructure DFLAIAI TETP — Nz g —h /v 7 7
ANPNar—snEd,

2. AL he—IRNEOT A NVERSELET,

IDS > 7' =F % 77 AP, T TIZ Prime Infrastructure V—/ D TFTP 5T 4 L' 7 R U IZH B
A, XU — KL Web XR—=UTHEIMIZFD T 7 A VERTRHRAENE T,

ATv 71 [%RE (Configuration) |>[Rv kT—% (Network) |>[®*v kT—% T/34 X (Network Devices) | %%
WL, [T/AM R B4 7 (Device Type) | >[4 ¥ LR 3> kO—S (Wireless Controller) | % &R L %
—é‘o

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ro—S~oEmSnt Web BED YA > RA—SHEROSHO— K

ATYT2 FUTHartu—FDF v IRy 7 A F T LET,

ATv 73 [Fo>O—F (Download) 1> [IDS J =ZF ¥ DA > A—FK (Download IDS Signatures) | %7 U v 7
LET,

ATy T4 MHT 4 —N FIMEE A LET,

ATy TS5 [Fvrm—F (Download) |27 U7 LET,

RN X A L7 7 b L2841, [Fileis located on] 7 4 —/b K C [FTP server] 4 7Y a » A 3R $T 5 & |
PN T 7 A VDT u&@iz}l“( Prime Infrastructure & & > CHREITSN T,

MELEYY
Cisco Prime Infrastructure THO 2> ha—J7 OFE/R (3 —)
BEBCE2ary he—FEHOwEM (9 =)
ay kg =3~V 7 72T OF7a—FK (9—)
IP7 RLAZRFFLIZEEDay br—T5H (22 3—)

O bA=5~DEMRSNIz=Web ZBEEQ T 1 > N—2
RHOT I BE—F

Web FBRER 7' A ¥ RX—= VT 2= VB LOS A= 7 7 A L EJEME LT, Web RGEN
YRVEMENL T s AN EaAy br—F XY — RTEET,

a2k —7 T, YA AR IMBLLTOD tar £720% zip 7 7 A VEZIT ANLET, 1 MB Ol
FRIZIZ, N RANDOIFEM T 7 A VOGF A ABREENET,

T AH <A X Web IENN vk ary ha—F| 5?/1—7?‘ F‘T%’) 3. /)*(@illﬁ%_"
i‘a‘o

ATv 71 [%E (Configuration) |>[+Y FT—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WL, [T A¥ AT (DeviceType) [>[VA VYL Az hua—7 (Wireless Controller) ] % &R L FE7,

RTvFT2 HETrartu—I0F v IRy I AEF AT LET,

ATw 73 [F9>0O—FK (Download) |>[HARHZ T A XEht= WebAuth DF > 0— K (Download Customized
WebAuth) |22V v 7 LET,

ATV T4 T NDlogintar N KL 77 A NEH T ra— KT 5203, RENET L E2— A A—TE7 Ty
27 LT loginhtml 7 7 A /V&fmEE L, tar £7213 zip 7 7 AV E LTIRAFLE T, 2D T 7 A /WITIE, Web
RAEDRRIZMBRR—V B LA A=Y T 7 ANADBEENTNET,

ATy TS tarEiold zip 7y A VEar ba—JlFAvra—RLET,

RATYT6 77 ANBEPNTOEGZEINLET,

n—H) o EERLEGEIE, zip E T tar DTy AN FATTT v TR — RTEET, Prime

Infrastructure (& .zip 7 74’/1/75_’ tar 7 7 A VZEB L E T, TFTP — DX 7 oa— REERIR L2
X, tar 7 7 A VESMIFEE TE EH A

B o YLRTFRAROEE



| 74vL=x

TFINA ADHKTE

3y ka—5~0RvE—Fiq RiEHEOF Y 0—k ]

ATV TT MWHETZ 4= RIZAHLT [5’\"7‘/12** R (Download) 1% 7 U v 7 LET,

RN Z A DT U~ LT . [7 7 A NVOKARST (Fileislocatedon) |~ 4 —/L K C[FTP #—/3 (FTP
Server) |47 = /%%#ﬁé‘é L. V=R T 7 A N NFEIAE I T Prime Infrastructure (& & o THERRAT

7;.U

SNET,

Prime Infrastructure IC KX > TH 7o a— RRETTDH L, HLOR—UNRFRIIL, RBIENAJREIC/R Y F

B

EENEY D

Cisco Prime Infrastructure CTPO 2> h 17— 7 DFKIR

3 ~=—2)

I =T ~ADY T N T 2T DR T a— R (9 —)
P7 RFLAZRGEH LEEEDa L ho—F%5H# (22 ~2—)

vhO—5ADRE—

TINA REEBAED A D v

FHART NA A (A ba—=F 77 EARA M, BROZFAT M) ITTMBEDOT A
ZOFEAERH Y £F, TAFOR L —EHEDT A ZGEAELEH T L2 5HE1E. £ OREY

Frearbn—JFyrn— N 50EPHY £7,

NUH = P ARG E A bu—F sy a— R B, ROFIREFITLET,

FIE

AV RFERIEFT7TIIY

=)

&

[41>A_R> kY (Inventory) |>[T/31 REHE
(Device Management) |> [y kD —% T/NA X
(Network Devices) | DIEIZEIR L F 5,

ATy T2

[T/8f 25 A4 7 (DeviceType) >[4 VYL RO
kO—3 (Wireless Controller) | DJEIZIERIN L £ 9
(VAL Aar hr—7 (Wireless Controller) ]
ZwREAL, FEO=ar brn—7 V) —XZ@RLE

) .

ATvT3

HO=a ha—F O[T /34 A4 (DeviceName) |
27V w7 LET,

ATvT4

[%7E (Configuration) 1 ¥ 7 %27 Vv 27 LET,

ATvTh

[ AT L (System) |>[2 <> F (Commands) ]
DIRIZEIR L ET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B rrzaLrtas rn—S~A0RLE— FAA REREDOL Y O~k

ARV RFERFTIVaY =)

AT T[Ty Fu—F/Eyra—RKav R
(Upload/Download Commands) ] C, #5671 b=
NVEBRRL ET,

RTYTT AV AN T HFEHELZRR L, [T (Go) 1%
707 LET,

AT T8 | LERFME®REZASL, [OK]Z27 VU v 7 LET,

EErEYY
A k=T ~OY 7 "Ny =2TOXTa—RK (9—)
IP7 RLAZREF LE-EE0ar hun—F 5 (22 2—)
gy ha—F~0CAFEHEOZ T o— K (14 =)

TFIPZN Lz FA—S5ADR S —F/)INA/ RFBAZNAH > O—
N

R B —F N ZGFEHEZ TEFTPOALZ N L Cay b —J 28 v o — R+ 512i%, (kOF
62 54T LET,

ATv 71 [%RE (Configuration) |>[Rv kT—% (Network) |>[*v kT—% T/34 X (Network Devices) | %%
WKL, [T31 % ZAF (DeviceType) ]>[VA ¥ L % =2 ha—F (Wireless Controller) ] % %R L £,

AT T2 N Tra ha—TFDF v IRy 7 RAEFITLET,

ATv T3 [FUrnm—F (Download) >[N ¥ — T34 ZFEHED X 7 11— K (Download Vendor Device
Certificate) | %7 U v 7 LET,

ATv T4 VHET 4 —/LRIZAS LT [Downloadl #7 U v 7 L&,

vhkO—>~A®CAGERRED A vO—Fk

ar bk —F LT IR RA L ML, T ZAGEHEOES LRI S 538
(CA) FEHIERHV E7, ar br—TI2E, VALV A A M—/LE N7z CAGEE

R L TCWET, ZOFFHEN, 27—/ EAP BTV A ¥ L R 774’7’/h25:m i

B2, (PAC L TV 722 WiE4) EAP-TLS & EAP-FAST IC X WA SN HENRH

DET, 722, THHORXZ—EAD CATEAZEZEHT 25513, %@%E%%Z%:‘/b
—ZF T ra— R THMERH Y £7,

R —CAFEHELX a2 be—F X v re— RT5I1I2%, ROPIEEZFZITLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
RU, [T35A A% A7 (Device Type) |>[VA YL Az hr—7 (Wireless Controller) ] ZEER L £,

B o YLRTFRAROEE



| 74¥LR 71 208E
2y k=5 7va75020%% ||

ATYT2 4T Hartu—FDF v IRy 7 A F T LET,

ATv 73 [F22A—F (Download) |> [N & — T/ REEAENH 7> O0— K (Download Vendor Device
Certificate) | %7 U v 7 LET,

RT9 T8 WHT 44—V RIZAHLT[F YU ra—K (Download) 1 %27 VU v 7 LET,

MELEYY
BEHCE2a he—FEHOwEM (9 =)
AR —=TF DY T YT DX T ra— R (9R—Y)
IP7 RUAZRFE LI Dy hr—F55H (22 X—)
Cisco Prime Infrastructure THO 2> ka2 —F DFR (3 X—)

YT —=D T7aAT I UADEE

FINA RABEIRED LYo O— FEEUA VR b—IL

VAAUTUAX VAP —ERAT a7 TUARERINDT A AANBGERAEIL, A2 DCA
P— RN K-> TEL ENT- CA BLAMEEHETT,

\}

GE) cmea2.cer AEBAEL, Prime Infrastructure 3.4 T7 LA VA h—)L & LTS TWET, =
OFFAET, F7ron—FBLOA VA =B ARERIPELH Y £,

AT 1 Lhttps://www.cisco.com/security/pki/ (27 7 AL, Y A2®D CA £ ZDONABGEAZED B2 iR LET,

ATV T2 FIPYV—RETRy MU= T aT 7 AEHIMET D WLCICHKERTRTCD cer 77 A NEL TV
o—RKLEJ,

{51 : ftp.abc.com
AT w73 Prime Infrastructure 2~ > K ¥ = )VICEHE 2 —F L LTl 1 LET,
RT9 T84 FTP V=0T 740 8 VARV MUIGGEAEEZ 2 E—LET,
Bl koa<y REEH LT, cncaz iEAEZ a2 —LE7,
CLI admin# copy ftp://ftp.abc.com/cmac2.cer disk:/defaultRepo
ATY TS5 T RTOFHEIZHOVW T, Prime Infrastructure V-— /M2 CA FEHEREEEZ A VA b—L L E7,
Bl koa<v REFEHLT, cmcaz.cer A VA M—/L LET,

CLI admin# ncs key importcacert cmca2 cmca2.cer repository defaultRepo

The NCS server is running. ZRIFREIOV— OFEHEFIC KM EINET,

Importing certificate to trust store

J4v LR F120EE |


https://www.cisco.com/security/pki/

DAY LR FNRAR0RE |

B <oro—v7va7s5 rnacsan=angsen

AT w76 PrimeInfrastructure - — /M T _RTOHFHELZ A VA =L L7z b, FHEZAHICT R0, — %2 H

HET D HERDH Y F7,
GE) Ry M= T2aT7 T3 AL > TT A, AT —PRHREIND5E1E, ifm samlog 7 7 A /L %

T A ZADOABFEAEZIG L TS0,
5l WIZ,  ifm sam.log 77 ANVDY TN ERLET,

2017-10-30 21:34:01,890 [https-jsse-nio-443-exec-1] ERROR logging - IFM-SAM-ERROR: Sensor device X.50

mentioned below is not properly signed:
‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k****START*******************************

MIIEdDCCAlygAwIBAgIKG3upVgAAAA32cTANBgkaghkiGOwOBAQsFADA2MQ4wDAYDVQQOKEWVDaXNjbzEKMCIGALUEAXMbQ212Y284g"
Y3R1cmluZyBDQSBTSEEYMB4XDTEIMTAWNzZIzMDglOFoXDTI1IMTAWNZIzMTglOFowgZQxCzAJBgNVBAYTALIVTMRMWEQYDVQQIEwWPD?
ybmlhMREwDwWYDVQQHEWhTYW4gSm9OzZTEWMBQOGALUEChMNQ212z2Y28gU31zdGVtczEJMCEGAIUEAXMaQU1 SLUNUODUxMC1LOS 1mNGNr
wYTI3MDAxIDAeBgkghkiGIwOBCQEWEXNI1cHBVCNRAY212zY28uY29tMIIBIjANBgkghkiGOwOBAQEFAAOCAQ8AMI IBCgKCAQEA3PB:
23KzNGSGB1bAV71Y+YmPt+oJR7£VpZI/Vv39ncFcRGCpPORH61cs9120700/9BLOOWKkRI19d91GoPvCGcINEfUIWIctRikg3ZPIOa:
23KzNGSGB1bAV71Y+YmPt+oJR7£VpZI/Vv39ncFcRGCpPORH61cs9120300/9BLOOWKkRI19d91GoPvCGcINEfUIWIctRikg3ZPIOa:
VUJWI/112zfEAUP9dsXdy29h5I0x19QfTCCjqIdUtgTcoDx4QL2WjerZopCmCB1GL5ICFm+SeXADCh90pZnllbp41QIDAQABO4IBI:
AQDAgWgMBOGA1UdDgQWBBQsSAOphz Tpk5VNF£1YOK2mU80Znmi AfBgNVHSMEGDAWGBR61 3mVyrt IK7hVFP2jwA+8pw+WGTBABgGNVHI
3MDWgM6Axhi90odHRwO18vd3d3LmNpc2NvImNvbS9zZWN1lcmlO0eS9wa2kvY3JIsL2NtY2EyLmNybDBNBggrBgEFBQCBAQRBMD8WPQY !
HMAKGMWhOdHA6LYy93d3cuY21zY28uY29tL3N1Y3VyaXR5L3BrasS9jz2XJ0cy9jbWNhMi5jZXIwPwYJKwYBBAGCNXQCBDIeMABJAFA]
BUAHQAZQBYAGOAZQOBkKAGKAYQBOAGUATWBMAGYADLABPAG4AZTANBgkghkiGIwOBAQsSFAAOCAQEANOLI1UIBV/mk3H/rhLGCW7acwiP:
WOfSZdy0EukZ8gCoKSczyLHp7IEkDGueb4CMInPi40J0eDw2xrxS/AkSLWUwW5aQ585012J2JX1LAXQ9pgaatyZz0yjm+ikkISwB1 8}
by2ApXdI2HgpNateGZvBONJ4ww6xnIMIUaSdGl+50CrKWLoCssH2DHp6Q09%a80TZtM6cG/c5wsiDn0tSfFbt4+3JzUPLnP1Aff1S
a8pODdVe3BFe44pyMdgGCnVZngJcevZiWtHMCG507aggbBhCORObGIBxKOAGRgN1Uej8hglhWw==

Frkkhkkhkkrkkhkkhkkxhkkkk Xk kEND Frkdhkhkkrkdhkhkxkdhkhkxkhkkhkxk

Check the CA Server for device X.509 Certificate is in Prime: 'ncs key listcacerts'.

SERHEOZEMZTER L. CA b —_"2HEd 2100, V— L2l L CiFHEL Base6d 7 +—< > 2D
@'@“é%\%iﬂ% @ iTo J:§BO)WJVG§i\ {ﬁ)ﬂ éj’bfb‘%) CA "j‘“—/Vi Cisco Manufacturing CA (cmcaZ2) “C*To

EELEY D
oy ba—F~DONAV—NCAFEFHEOX Yoo —FK (18 X—)
Fy NT—0 Toa7 7 AOHCBAMNSERELAER (16 2—)

XY RNIT—=0 72750 AOECEAMNETIHEZLER

Cisco Prime Infrastructure TliE, BHEXM R WLC DUA VYL R 7 74T MEHRODaLF v a v
BT A XY FEFAR—RLTWET, 207 —XIEITIE, WLC 22H& 7 rE R
HTTPS %K % /L —F ¢ > 79 % Prime Infrastructure $-—/NTHITJ 5 Apache HTTPD /N L E T
9", WLC & Prime Infrastructure [ 3815 13X HTTPS #% 1 Citboi £ 94, ©oF V. WLC & D@l
Wi, PL Y= OEx—, GEET 7 A /b, CAREEN LI TT,

1. Prime Infrastructure 3.4 21 > A h—/L 35 & WSA = L7 Z 2% L CRE S — & X.509 H
CEAMEIEHAEOY v FAHBIANICER S, ROBFTHICaE—SNET,

« EX—DIHFT : /opt/CSCOlumos/wsa/apache/cert/server.key

- BEEZEAMNETIHHAETI 7ML (X509 2xX) DIFFT - /localdisk/tftp £7IL
/localdisk/ftp

B o YLRTFRAROEE



| 74vLRFRA20EE

w2y kI—y Foa7sornacesdsanesen [

cCAFEAEZE D 7 1L D15
Ffr : /opt/CSCOlumos/conf/certs/server rootcacert.pem

FROGACH LG 7 7 ANV eat—3 5 &, MEOWEX—, AEWE, CAELNEIE
HELEHTE £,

5l : https://[prime_server ip]:8080

HOBAMEFEREX, @4 (CN) & LT Prime Infrastructure —/X ethQ A > % —
Tz AADIPT RURAZFEHALET, BEIICAER S WREREOM A4k 535613,
eth0 f > % —7 A4 ADIP 7 R L A% Prime Infrastructure ¥— /3 CHEf 7% WLC ® NA
P—NURL #RETLLENRHY ET (FH4 2SR . ol

https://[prime_server ip]:8080

WLC & OBEIZITHBMICAER S NCRERETHS T, ZoEHEkT 25481%. LA
TOREHEZFEAN L TCWLCAERET 2 HEEZB LT EE, Prime—/ DK R R
FEMOIPT R AR L THOEREY v FE2ERT2581T. kOa<r Rafl
AcxEd,

IP7 FLRZFERALEHEDER
« TFTP Ofi A :

/usr/bin/openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/opt/CSCOlumos/wsa/apache/cert/server.key -out
/localdisk/tftp/prime-wsa-apache-server.crt -subj
"/C=US/ST=CA/L=CA/0=CISCO/OU=PRIME/CN=S${IP_ADDR}"

« FTP Of#F 1 :

/usr/bin/openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/opt/CSCOlumos/wsa/apache/cert/server.key -out
/localdisk/ftp/prime-wsa-apache-server.crt -subj
"/C=US/ST=CA/L=CA/0=CISCO/OU=PRIME/CN=${IP ADDR}"

Z Z°C, e apor iE, F—B X OGEMEZ AT 5 72 ® O Prime Infrastructure $-— /30 IP
7 RLATY,

KA MR ZEFERALEHAZEDAR
« TFTP OfEH :

usr/bin/openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/opt/CSCOlumos/wsa/apache/cert/server.key -out
/localdisk/tftp/prime-wsa-apache-server.crt -subj
"/C=US/ST=CA/L=CA/0=CISCO/OU=PRIME/CN=${PI FQDN}

« FTP Of#FH :

usr/bin/openssl req -x509 -nodes -days 365 -newkey rsa:2048 -keyout
/opt/CSCOlumos/wsa/apache/cert/server.key -out
/localdisk/ftp/prime-wsa-apache-server.crt -subj
"/C:US/ST:CA/L:CA/O:CISCO/OU:PRIME/CN:${PI_FQDN}

Z Z T, p1_rooN I Prime Infrastructure - —/ND5EREffiHR A 4TI,

J4v LR F120EE |



DAY LR FNRAR0RE |

B - ro-s~omy—aamngosyon—r

\}

G¥)

SFAECIRE &N /-4@4 (CN) 721 Prime Infrastructure 3-— /XD 7R A & DA 11X, DNS H3if
WARETHHLENH D £3, TNLSNOEEIX, HiE4 T Prime — SO P 7 KL A&7
ETHVLENHD £7,

4. FEHEDAERE., /localdisk/tftp/prime-wsa-apache-server.crt F 7214
/localdisk/ftp/prime-wsa-apache-server.crt @ 7 7 A /L% Prime Infrastucture (Z 7 - ¥
LA IA4T 2 MEREFET 24 WLCIZT v 7'r— RTH50LENH Y £,

GE)

TFTP/SFTP/FTP Y — NEFEH L CitBE 7 7 A V&2 7 v v 2T 585813, OV —THREX
N7 7ANVE =T ANERHY 9,

BENEYD
gy ha—F~DONAV—RCAFEFHEDF Y n— K (18 X—)

Oy hO—5AONAHY—/N\CASIERZENDA Y O—FK

)

WLC 73 Prime Infrastructure & H#{E 3 A7-O121%, LD 7O, NA Y — N CA GEFHERMLET
j‘o

SEHEAZ A T o — R AR, SFHEOY v &4 T 50, B OFFHEZ T OHATIC
7w 7B — K LT Prime Infrastructure 3% 2N HHRIGTE 5 L 010752 EBXNEIZR 586
BHY FET, GO NTIE, B#ETAY 7 2B T I,

G¥)

HA &y b7 v 7" Cld, WLCIZFEEZEH T2 & &3, [E¥# (Administration) |> [H—/\
(Servers) |>[TFTP/FTP/SFTPH—/\ (TFTP/FTP/SFTP Servers) | C. &t h &% U H—10D
IP7 RLAZFETEMNTOLERHY £7, GEAELZT v 7 u—F35L&d, Fay 7y
DY UARAINLEAEY = ROPT RUAZRIRTZMLERHY 5, 295 LARnE,
EHHFY =N TOT 2=V F ==L, TT7HNVEDIPT RLANRFF7A4 <Y &1L T
JARNENET,

TFTP O —3 3 >0u—hV T 4 A7 hbay hae—JIZ CAFEHEEZ Xy o n— KT 512
1. WOFNEZHENFE T,

ATv 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
KL, [FT3A Z2FZ A7 (DeviceType) 1>[7VA ¥ L A= hr—F (Wireless Controller) ] %1% L £7,

ATw T2 HNTrar e —IDF v IRy 7 At Il LET,
ATy 73 [F220—F (Download) |>[NAY—/\CAZIBAZM A > O— K (Download NA Server CA Certificate) |
DNEIZZ Vv 7 LET,

B o YLRTFRAROEE
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avra—5~nNAH— N CAEREDSE Y a—k ||

ATV T8 77 ANVOEFERRL, VWH7 — NV RIZASLT, [Fvra—FK (Download) | %7 U > 7 LET,

O bA—5AONAY—/NCASERAED A oO—Fk

TFTPO/7—> 3>, FTPO—2 3>, SFTPAS—2 a3y, FREUSBAT—2 3 vhb
I hR—=FIZCAGEREELZ YU u— FTLI0E, ROFIRICHENET,

\}

G¥) HA%®y b7 7 TiE, WLCIZREHEAEA T2 & 1%, [EE (Administration) | > [H—/\
(Servers) |>[TFTP/FTP/SFTPH—/\ (TFTP/FTP/SFTP Servers) | C. B H L &Y H+—D
IP7 RLAZFETEMNTL2MLERHY £9, sEAEL T v 7o — 75L&, Fry7H
T UANNEEIFY = XOIPT RLAZERTIMLENRHY 3, £ Lk,
EHHF) =N TOT 2=V F ==, TT7HNVEDIPT RLANR FF7A4 <Y &1L T
JARNENRET,

ATv 1 [®E (Configuration) |> [y FT—% (Network) |>[*y kT—% FT/\4 X (Network Devices) | % i3
WL, [T, AX AT (DeviceType) 1>[VA YL A2 hua—F (Wireless Controller) ] %R L %9,

ATwT2 GAEELY Y e— Rt har e —J% 7 Vv LET,
ATv T3 [RE (Configuration) 1 ¥ 7 %27V v 7 LET,
AT T8 EV A RNR—=DA=a2—T, [YATL (System) |>[3Y > K (Commands) | DJEIZZ Y v 7 LET,
ATYTS T ANOEFTERIRL, Fry 7 X7y A=a—n5 [NAY—RCAGEBHED X 7 > v — K (Download
NA Server CA Certificate) ] Z R L £,
CE) ZoATvarid, Aire0S 8.6, 87, 88 ZF(TL T % WLC DR EDOAMEHFHETY,

ATv 76 [BE) (Go) 1227V vyr LET,
ATy TT VLERFEMEREASDL, [OK]Z27 VU v 7 LET,

EErEYY
Xy MU= T2aT7 7 A0 CEAMNERENEZ AR (16 <—)
Fy NT—=0 TvaT T ADKE (160 <X—)
BEBCE2a he—FEETOwEH (9 =)
ay kg =3 ~DIT7 72T OF7a—FK (9—)
IP7 RLAZRFFLIZEEDay hr—TKH (22 3—)
Cisco Prime Infrastructure THO 2> b —J7 OFE/R (3 —)

TINARTTya~DIAY FO—FEHEDRAF

REET7Tvia AEVIRET DT, WOFIEEZFEITLET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B 7—s~—xzx~0arro—surorE EM

ATv 71 [%E (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, M@ [T /34 A7 )—7" (Device Groups) ] A ==—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LRXa2 AO—5 (Wireless Controller) | #3&R L £,

AT T2 BN THrarybha—I0F xRy I AeF Al LET,
AT v T3 [’®E (Configure) |>[7 TV a~DFREDRT (Save Configto Flash) | 27 U v 7 LET,

BErEY Y
T=HRXR=Z~Day hr—IREORLE (FH) (20 <—)
A b=~V 7 "N =2T DX TE— R (9—=)
IP7 RLAZEELEZEEOa b —F&H#H (22 2—)
BEECL 2y he—JEHO@EH (9—)

—

TFT—EAR—ZXAD2 FO—SHEDORE (FEL)

Ay b= nbRELZRBT LT, ROFIEZETLET,

ATv 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A T (Device Type) |>[7
A4 LR AO—5 (Wireless Controller) | &R L £,

ATy T2 FM¥Tra g —TFDF v IRy T AEZF AT LFET,
ATy 73 [F# Sync) 1227 U7 L, [1TW (Yes) 1227V v 7 LTRHATLES

BErEY Y
TNRARTTyvanDay hu—7REDORE (19 X—)
ary k= ~OY 7 2T OXTrE—F (92=)
IP7 FLAZEELEZEEOa > ba—F&H#H (22 4—)
BEECL 2y he—FEHO@EH (9 —)

OV FA—SOBRFEOTUTL— FERE

BEOT 7 L— e+ 5100%, ROFIEEZFETLET,

ATy 71 [%RE (Configuration) |>[+Y bk T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WL, [FT3A 2FZ A7 (DeviceType) 1>[7VA ¥ L A= hra—F (Wireless Controller) ] %1% L E7,

ATYv T2 F4Trarbe—I0F oy IRy 7 Akt NI LET,
ATv 73 [RE (Configure) |>[aA> bO—5H DT TL— FDOE (Discover Templates from Controller) | %
27Uy LET,

B o YLRTFRAROEE
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avba—scERsATL ST IL—toxR [

[T 7 L— bOfiH (Discover Templates) ] ~<— 21X, s h7i=T 7L — ¥, &7 7L —Fh
DIAT BIOKET T L—FOAFIRERSNET, T 7= MY - TR, 77— &
HAR— LTV, Cisco WLC ETHRIFTREZR T X CTOMREEI R S vET,

AT w 7 4 [Enabling this option will create association between discovered templates and the device listed above] F = > 7 7R v
AT AT DHE, RSN T T L— ERT A ZAOFEICEES T B, Yoy hr—T I
WHINTWDZ ERFBRSINET,

T L— FORIMEFET LIZGE . ERICREDFITINDIANT, 2 b —I 0 bREVEHINE
j—o

ATw TS B EITT 510, BELX AL Tu Ry 7 ATIOK] 227U v 7 LET,

TACACS+H— 7 b@%é\%—AET%vxk;UT FESMNE LT, = A TNE
eHay ha— 7@&%@ H—D7 7L — R MUENINET, 20L&, hT 2= F 1 70
HEniz7 o 7L — MCERESNET, TACACS+ V— T o7 L — hDOBPE, &7 7L —F
DEBAT —H AL, BAANZR O —R_IPT RLABLIOFR— " EENRREI L2y ha—F DR E
DEHAT —Z ARSI ET,

Oy hO—JIERAINTWSTYIL—FDXRT
BEOaY e —ZICBE#EH SN TWATRTOT 7 L— 2RI TXET, Prime

Infrastructure IX, /X—7 4 ¥ a VIZEHINTWDET 7L — hDAHER R LET,
BWHINTWDET 7 L— hERRTHIZIE, ROFIREFEITLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
R, @D [T/3A A7 —7 (Device Groups) | A == —M05 [T/8f XA A 7 (Device Type) 1> [7
A4 LR O—F (Wireless Controller) | 3% L £,

AT T2 4T rarbua—TD0F v IRy I At A LET,
ATv T3 [RE (Configure) ]>[2> bu—F @A INTWDHT 7L — | (Templates Applied to a Controller) ] %
7w LET,
ZON—=VIZ, MHINTWAET T L — M, Ty L= EAT T L— FOEKRIFER, B
;07/7v—%® RHE A FRSNET,

ATV TE T — 4DV B 7Yy LT, Trb— hOEMEFRRLUET, FEMICOWTIE, =2k
2—7 THEHENTWDLIRET 7 L— FOMER & BEEA T OHIFR] 22 L TEEN,

EErEYY
a2 b= THEASINTWIRET v 7 L — NOER & BhEM T OHIER (6 2—)
IP7 RLAZEELE-EEOay Fr—I55 (22 *—)

J4v LR F120EE |



TAYLR T12DEE |
B rrrixegsLrgEzoas to—S%n

P7 FLRZRFLE-FFOOD FO—FXKH

IP7 FLAZEFEEPIcHEVWWa he—TF TEFALEZHLWETIVICE XL 51T, kRO
FIAZEITLET,

1. Cisco Prime Infrastructure 7> H iy 2> hr—F ZHIER L T, T3 ANRHIRSINZZ L %
TRTHERA v =V /b ET,

2. FWUIPT RLADEETIY ha—F%FH LWETVICEEHL ET,

3. IP 7 KL A% Cisco Prime Infrastructure |2 BB L £,

BErEYY
TS R8T A=K Ot

~ — O O —
Y hA—5 AT NDER
FORA 2L BT, SNMP/RT A —# | Telnet/SSH/XT A —Z XD ay ha—F Fa s ¢
EEEF AT, ROFIEEZFEITLET,

ATv 1 [RE (Configuration) ]1>[F > b7 —2 (Network) ]>[* v hT—2 T34 Z (Network Devices) ] %%
WL, [T/3 A XA (DeviceType) 1>[VA VYL A2 kru— (Wireless Controller) ] ZER L F97,
RATYT2 VAF¥LAarbo—J&2@RLT[#RE (Edit) 1227V v7 LET,
ATYT3 BBEELTT A=V FEEREL, ROWTNNORZ %27 ) v 7 LET,
< E#
» Update & Sync
* Verify Credentials

e Cancel (LARTE 72137 7 4/ F DR TEICET

[* w k) —%4 5314 X (Network Devices) 1 7— JJLH
U hO—SO—BURTL TANT A EZEET S

BUED AL b =T D— R AT L NRT A =2 ERKRFT DT, ROFIAEFETLET,

AT 91 [RE (Configuration) ]1>[F > b7 —2 (Network) ]>[* v kT —2 5,34 2 (Network Devices) ] %%
WU, [T XX AT (DeviceType) [>[VA YL A2 kr—7 (Wireless Controller) ] %R L FE 7,
AT9T2 TAA AL %7V 7 LT [&E (Configuration) | ¥ 7 %27V v/ LET,

B o YLRTFRAROEE
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ATvT3

ATv74

3y hO—STHEENRE LESE0 AP ~0BExEZOEY 4T [

MDY A RNR—=D A =a—n5, [AT A (System) >[I - A7 A (General - System) ] DJE|Z 5%
WLET, AT L NRTA=EZREREINET, [Cisco Prime Infrastructure Reference Guide) % 21
LTL7EENY,

WEEIREFZATO, [IRTF (Save) 1227 Y v 27 LET,

A FO—5TEENELELZED AP ADEEIELDEY HT

ATvT1

ATvT2
ATvT3
ATvT4
ATvT5

g b —FCEEREE LSS, T2 E8ARAS  MIRESNTARAYy 7Ty Fay ha—
TRTICEL ORI EEERZZELET., 2 ha—I B RARIIR o255, —Ho
TIEARAL Y EPESSNDGERH Y £,

T 2= VA= N—OEENEN T 7B ARA L MIEIV S THZ LIZE - T, HEESND TV
YA RA L MEHIETEET, Ny T v ar ba—IBNHANICR SR E, BREN
FLEESNLTNDT 7 ERARA L bOHERRY 7 = A NOFNR, BREORNT 7R RA
YRR BEREINET,

TIRARLA L bOT == VA — B ERRE AR ET HI1E, £7 AP Failover Priority £
REEZACT HHERHY £7,

AP Failover Priority #8245 92 FlHIZ, RO LBV T,

[X7E (Configuration) |> [ Y T —% (Network) |>[®*Y T —% F/84 X (Network Devices) | &%
WL, [T3A 2 A7 (DeviceType) 1>[7A ¥ L A= hr—F (Wireless Controller) ] %% L £7,

TNA A% 2 Vw7 LT [Configuration] ¥ 7% 7V v 7 LET,

RO A RNR—=D A =a—nb, [LH - A7 & (General - System) ] Z3R L £ 7,

[AP Failover Priority] K v 7% 7> U A k)26, [Enabled] 3R L £,

TIRARL L FDT 2= N == T ITA XV T 4 ZRET HITUT. ROFIREZFETLET,

a) [Configuration] > [Network] > [Network Devices] Z &R L, AP £ Z IR L £7,

b) [AP 7 = — /LA — S—{8EE (AP Failover Priority) ] K v 7 Z 72 UX "ot w@g)7eEEE (MK
(Low) ]. [ (Medium) ]. [ (High) ]. [EZE (Critical) ]) ZEIRLET, 7 7 4/L FOEIRET

[Low] T

a2 rO—5TN8023T) vy UFDETE

arvhr—JF, ENICLTRL Y AT SN L8023 7 L —ABLNEND
PHEHTLT A =g B R—FLTWET, 2L, 60T U A —v g ha
Yha—F L BIEAT AL, 8023 DT L—Aanay fan—F ETT Y vV ERTWS
VERH Y FT,

KIMLD 23 7L —2DHYR—KMIEY, avbe—F 1%, IP ETETLTW2WT Y
=2 a VO UNDO T L—2 % T ) o TELLIICRDET, ZORIMID 802.3 7
L—ADOFEROIHMN, BIEYVFR—FEhTnET,

J4v LR F120EE |
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DAY LR FNRAR0RE |

B - ro—scomsrn—smons

ATvT1

ATy T2
ATvT3

ATy T4

ATy TH

Prime Infrastructure Z{#f LT 8023 7'V v VA RET DL, ROFINEEZFEITLET,

[ZXRE (Configuration) |>[#v kT7—% (Network) |>[#Y T —% F/84 X (Network Devices) | % 1%
WL, [T3A ZAFZ A7 (DeviceType) 1>[7A ¥ L A= hr—F (Wireless Controller) ] %1% L £7,

FNA A% %7 ) v 7 LT [Configuration] ¥ 7% 27 U w7 LE7,

[¥ 27 5 (System) ]>[JUH - ¥ A7 L (General - System) ] ORISR LT, [At (General) ] ~—Ic
TIEALET,

8023 7V vy xar hr—7 ETHMCT 2561, [8023 7V » ¥ (802.3 Bridging) ] RKu vy 7 X w
UA R6 [F%) (Enable) | 28R L, ENZT 55613 [E5) (Disable) | Z@IRLEd, 77 4/L MA
X [#%) (Disable) 1 T,

[Save] #27 U v 7 LTEREHEEL £,

a2 FAO—5T0 8023 7 O—4IfHNDERTE

&

ATy T2
ATvT3

ATvT4

Ta—HllX, ETLREDEEFEZ T 4T 4ICEY, THEROZGET T 4T 4 DA
PHZR BRNWE DT D FETT, ZEMUT A ADNy 7 7 IZEBENRRNGE, AvEe—Y
DREERT AL AZEEEN, Ny 77 NOT—EZ NSNS £ TREEF—FEIESNE
T

T 74 F T, 7 —HEII IR E SN TNET, F—X 7L —L2%ZELTHEET
XRNE DT Cisco AA v T ERETX AT TT,

[%7E (Configuration) |> [ v kT—% (Network) |>[%*v bk T—% FT/34 X (Network Devices) | % &
WL, [F3A 2% A7 (DeviceType) >[VA YL A= hua—F (Wireless Controller) ] %R L £7,

TINA A% 27 Y v 2 LT [Configuration] # 7% 7 U v 7 LET,

[ AT L (System) ]>[—#% - A7 L (General - System) ] DNEIZEINL T, [ (General) | X—IT
TIRBALET,

[802.3x Flow Control] 77 t —/L KC [Enable] #7 U v 7 L &7,

[y kT—2 T34 X (NetworkDevices) 17— 7 /LA 5 DLightweight
AP Protocol 25X E— FDRTE

Lightweight Access Point Protocol #£15E— RiX, 2> hr—7 &7 78R KA MHEOEE L
A Y& LET, CiscolOS ~~—Z®D Lightweight 7 7 & A ;RA > MME, LA ¥ 2 Lightweight 7
JERARA P T=REIIR—=FLTWEEA, ZOXIRTITEARA L ME, LAF3
TLMNEITTEEE A,

Prime Infrastructure == —° f % — 7 = A A %{# F§ L C Cisco Unified Wireless Network /' 1) = —
varELAY 35 LAY 2 Lightweight 77 & A RA » MMnkE— RICEHBT5I21E, K

B o YLRTFRAROEE
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ATy T

ATy T2

ATvT3

ATy T4

ATy TH
ATvT6

7oLveIn—knsvovies |

DFEEZFEITLET, ZOFEEZFETTIE, 2 b —IRNY T =KL TTZBARAL b
Nary ha—F L\ TV T—"THET, T7BARS L MIA T T A 10270 F7,

Ay b= LTI BRARA L MIFTXTRLCY 7Ry b EICREST DL IICLET,

EaEFATTHHNT, a2 be—FBRLO07 Y=L TWOLT 7 EA RS ME LAY 2E— FNTH)
ET D LI ITRET DRENRDH Y £,

[%%E (Configuration) |> [ v kT—% (Network) |>[%*v FT—%5 FT/84 X (Network Devices) | % &

WU, [T/AM RB AT (Device Type) |>[TA4 ¥ L X2 kA—S (Wireless Controller) | %% L &

j‘o

TNA AL ET Y v 7 L, [i%E (Configuration) | ¥ 7% 7 U v 7 LThb, [VATL (System) |> [—

% - X T L (General - System) | 3R L T [fiX (General) | X—IZT7 7 EALET,

a) Lightweight 7 7 A RA o MEEE— REZ [LA V2 (Layer2) JIZEHE L, [frfF (Save) 127 VU v
y biﬁ‘o

b) Prime Infrastructure (ZIRD A v — U BRERINTHEE, [OK] 227V v 7 LET,

i -
Please reboot the system for the CAPWAP Mode change to take effect.

oy hur—7%ER L, [BE£S (Reboot) |>[a> FO—ZNDEEE (Reboot Controllers) | =7 U v

LET,

[7 T vy a~DOi%EDHRLF (Save Config to Flash) 147 a v 2R L £,

arybr—=I0N U7 —hLEL, ROTFIAICHES T CAPWAP BEIEE— RR LA V212> TNAHZ &%

R LET,

a) [EX%E (Configuration) |>[®v kT —7% (Network) |>[#Y kT —% T/34 X (Network Devices) |
BN, [T/N A2 4 T (Device Type) |>[7A4 L RXAa> kA—S (Wireless Controller) | % i
RLFET,

b) HUT LA b —TFDT A ALET ) v LET,

c) [YARTL (System) |> [—fi% - X T L (General - System) | ~X— 3 C, BIfED CAPWAP fi5ikE— N
DL AF2 (Layer2) | THDHZ L 2R L ET,

INT, LA4F¥3INDH LAY 20D CAPWAP T — ROEWMNET LE L, AXL—TFT 17
VATLDY T MU =TIZEoT, ALY TRy bbEoarta—Z L7 7R RA U hEDORICE
LT X TOBENHESNET,

VAV = bl A R Nl ¢

N—=T 4T TIE, v—= R ANT 703 5887 FU AN OBEHEARR U~ Toxy b
V= R=F"TrIF7T74 v 70T 2V—2OEEEEZRLET, BENlcn—NT 07
TAAY XLTH, BRGEE &EEEOR G OHRELA L ET, v =K AT v 72475

J4v LR F120EE |



TAYLR T12DEE |

B oor7rur—vacen

L. Ry MU= BT A OFRARNEMT 2720, FEMICRy T — 7 BIRENEEMm L
\iﬁqo

Ty T a—RRXT30 0T, FERXANVITITAT U hNET IV — N ENTET 7R
KAV FOMTANET 7T 4 T2 ESEE 1,

Jo O 7o) T—o a3l
U 78Ik >T, WER— 23T —b LT v 7 EH70—7 (LAG) Z1ERL
L. 2> e—F LOR— 2R TAHEOICHLERIPT RLAOKEZYIFTX F74, 4402
EF LTI, LAG 2B T 5720122 2O R — F R ALEEDLENE T, 4404 EF /L TIE. 4
DODR— T RTNLAG 2R T LT OMAEbLINET,
ay hr—7 BT, #50 LAG 21ERTX A,
LAG =2y ha—F ETHEREGA. ROBRENERINET,

e A H—T 2 Af AT —HRXR—=ANTOREDFFEERETHI-D, {ERR LIT-ERNA o X —

7z A ADPHIBRSIVET,
e A VB —T =2 A XX [ AP ¥ 1 — % (Dynamic AP Manager) | 7 7 7 Z i E L7 RHE
TIHERRTE £ A,

LAG OERRIZIE, KD X IR A D v bR3H Y £,
VI D1IONE T LIEGEAI, W T 7 4y 7R LAGHOMMD Y 7 IZBEN L F
T, WHEAR—FD 1 OBREWEL TWAIRYD . v AT MIHERE LFET £,
e KA UHE—T 2 A AZK L TN 7T v R — N ERETDHLEND Y T A,
TN = a VTR — N A2 1 O LiREk LeW o, #HEHD AP-manager 1 X —

Tz A AIREH Y FH A,
LAG REICAELZMA D &, BREGNTHIlary =% ) 7 — T L05END
D ET,

_\.I_E
DAY L AEEDIHEEHE
IPsec BIfEIC LY. UA ¥ L AIZ X AEHIT WPA, #F9 WEP, F7-1% VPN /Y& Z/L— WLAN
TRIAL U LTWVEFTRL—XDOHENFETTEET, VA ¥ L AEHIT, IPsec WLAN %X
LCuaZA LV LEIELTWNB Y ITAT v MIEITTE £ A,

EVT4 7oh—F—T754TRREE
TIAT LV IBRIOT 7|8 ARA  b~DER 2R A5 E TCORBERFHEZIEETCEET, 20
HWREEFHTH LT, =T —NTRCLKEFEESN., 7747 v bRWERED = Fu—TF
WHBEIL, Bloay be— ?’%ﬁéhét@ ay ha—JD0xTT—R%IZTTAT IR
BIOT 72 RA 2 MR T D T2 D200 2 R 238 S v E T,
EErREYD
a b —I DY T M 2TOF T a— R (9—)

B o YLRTFRAROEE
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av ro—sozgunsgEots

a2y be—7 O TIHHMAEEREDOE T (27 X—)
oy b —7 COHBFORTE (27 X—)

— [=| I = e
Ay bcA—SOIGHEAERRTEDETT

Sy r—FOBREE TR OMEREC) Y FCXET, TOBEICLY . FTRTO
BB L OEESHTOAREAT A— 2R EEEXSNET, 20 b o—5 OFENYIL A R
TEHTa L NRERENET,

FTRTCOBETF—2 77 AABHIRES ., FEBICI L u—F RroREERIEICE T S
NET, CHICED ., T_TOIPRENBIRSD 70, U 7T AR CHRARE 2 E LT
BTN ) FT,

ATy T 1 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% FT/84 X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A == =05 [T/NA A2 A 7 (Device Type) |>[7
A LAY O—75 (Wireless Controller) | %8R L 9,

ARTF9 T2 TARA A% ) v 7 LT [Configuration] ¥ 7% 27V v 7 LET,

AT9 T3 ZOXR=VIIT 7B ATHITE, EOYA RARX—DA=a—0n5 [V AT L (System) |>[AT 2K

(Commands) | &R L., [FHa~2 K (Administrative Commands) | K2 v X 7 U X M [LiG

HIFT RO WIHIRAEIZ U 2~ & (Reset to Factory Default) | Z384R L T, [E1T (Go) 1227 Vv 7 LET,

ATy T8 BEOHIBREZRE LI-HKIZ, 2 br—F% 07— L, [REETICHESR (Reboot Without Saving) |4
Ta v RRTOLERDY T,

BErEYY
A b=~V 7 Ny =2T DX TE— K (9—=)
a2 ha—J TOHRORE (273—)
HESNCE2ay he—FETo@EH (9 X—)

O FA—5 TOHRORKRE

ay hur—7 THIEORZ L A2 FETHRETEET,

ATy 71 [%RE (Configuration) |>[Rv kT—%5 (Network) |>[®*v kT—% T/34 X (Network Devices) | %%
WU, QO[T 31 A T V—7 (Devices Groups) ] A ==—7n5 [T/AA R 24 T (Device Type) |>[7
A4 LR > bkO—5 (Wireless Controller) | %33R L ¥4,

AT T2 TNRA AL %7 Y v LT [Configuration] ¥ 7% 27 U v 7 LET,

ATV T3 ZOR=VIET 7 EBATHIZE, EUOYA RAR—=DA=a—n5 [V RATL (System) |>[AT 2R

(Commands) | Z&RN L, [(XE=2~> K (ConfigurationCommands) | Ku2 v 7 X URNNL[VAT

LREZ DO GE (Set System Time) ] 28R L T [EIT (Go) 1&27 V> 7 LET,

ATV T8 VFENRT A= EERLET,

o [BI/EREZ] (Current Time) ]: ¥ A7 A CHUYEM A SN TWAIEL 27 LET,

J4v LR F120EE |



DAY LR FNRAR0RE |

B - rososErrabL005 I7ALETAPY—NIZ7 v TO— KT B

« [A/H/4F (Month/Day/Year) |: Ky &7 R Mnb, A, B, FE2&RINLET,

* [F§/%3/F> (Hour/Minutes/Seconds) ]: R v X7 U X kot K, 4y, BEERLET,

o [T (K§f#)  (Delta (hours)) |: GMT (7' = UEHERE) NWoH0F 71y NaT T AE T~ A
FAORER BN CTATILET,

s [Tv% (47) (Delta (minutes)) ]: GMT (7' U = v VIEHERR) O OA 72y a7 T AE I~ A
FADGZEATAIILET,

* [Daylight Savings] : HiFHZ AT D5 E1E, BIRLET,

OV FA—SN/RET7AILELVBOT 774 ILETFIP
H—NIZF7yvTA—FT 3

ATy I

ATvT2
ATv73
ATy T4

ATy TH

ATvT6

a hr—7 26—V TFTP (Trivial File Transfer Protocol) $—/NMZ7 7 A V& T » 7 a—
KCT&xE7d, [EE (Administration) |> [ X T LERTE (System Settings) | > [V —/\FRTE
(Server Settings) | ~X— T, TFTP Z#H & L T[T 7 # /v k %—,3 (Default Server) ] 47
VarEMEHTOMNENH 7,
Prime Infrastructure TIIHEA TFTP h—"ZMEH L TWET, ZhiE, $— F3—7 ¢ o TFTP
B — 373 Prime Infrastructure &[] LV —27 27— 3 > ECIHFETCERWVWI L AERLET,
Prime Infrastructure & — K/3—F ¢ 8D TFTP %— N3, [Fl—O@BER— F2fEHT 572 T
R

[EXFE (Configuration) |> [ v kT—7% (Network) |>[+Y kT—% F/34 X (Network Devices) | % i

RU., ERO [T /34 A7 )—7" (Device Groups) | A ==—7n5 [T/AA X2 A F (Device Type) |>[7

A4 LRXa>r kA—F (Wireless Controller) | Z3&R L £,

TNA A% %7 ) v 7 LT [Configuration] ¥ 7% 7 U v 7 LET,

OV A FR—DA=2—nb, [ATL (System) |>[3 <2 K (Commands) | DJRIZERRN L ET,

[Ty 7u—KHZyru—R a<w2 K (Upload/Download Commands) | KRy X7y U X MNnn, [T
fa—=I W57 7 A NV%ET v 7 ua—1FR (Upload File from Controller) ] Z B4R L T [E4T (Go) 127 U v 7
LET,

FIFNETIH, a7 4 Falb—vay 77 A VOB AHAUITEDIC /> TVET, a7 4 Fal—

vary ZrA NI R LR LT v R — RENA7-D, ZETIEHHY THA,

TrANET v7a— RTINS LE /T DT, [2 ha—IFnbDT7 7 A NVDT v 7 a—K
(Upload File from Controller) ] -X—Y D FEicHH V7% 7Y v 7 LET,

VA7 4 —/VRICANILTIOK] 227 Vw7 LET, BRLIZT 7 A ADBEE LTEARTO TFTP H—/3Z

Ty —RENET,

BELEYY
gy ha—F TOHBORE 27 3—)

B o YLRTFRAROEE
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avra—s~ovItyvzrogyra—k |

A hE—FADY T NI 2T OXE T — R (92—)
oy he—70 LR EDE T 27 X—)

O FA—5ADY I bz TF7ORAYA—F

ATy T
ATvT2
ATvT3

ATy T4

ATy TH

71— 7% )V TFTP (Trivial File Transfer Protocol) H— "/)nb a2 pmr—Ji a7 4 Fal—3g
VI ANEX = RTEET,

Prime Infrastructure |#:A TFTP — "2 H L F3, Zid., — FX3—F 8D TFTP ¥—
231X Prime Infrastructure S [RI UV — 27 A7 —3 3 0 ETCIEFETTERWZ 2B L E9, Cisco
Prime Infrastructure & H— K/3—F ¢ 8 TETP ¥— R, [A]—O@BER— F2HEHT 572D T
7,

[%%E (Configuration) |>[+Y b T7—% (Network) |>[#Y kT —% T/34 X (Network Devices) | %%
WL, [T3A AX AT (DeviceType) |1>[VA YL A2 hua—F (Wireless Controller) ] % 3R L £,

TNA AL % 7 U 7 LT [Configuration]| ¥ 7% 7 U v 7 LET,

ROV A RN—=DA=a—06, [ AT L (System) |>[2~ 2 K (Commands) | DNEIZER L E T,
[Ty 7ua—KZyrua—R a<> K (Upload/Download Commands) | KR v "X o> URX MG, [ERE
DX 71— K (Download Config) ] #i#IRL T, [FT (Go) 1227 V27 LET,

WMET 4 — IV RIZAJJLTIOK] 227 Y v 7 LET,

HErEYD
ay hr—J TOHREORE (27 X—)
Ay ha—IORETFANBEIR S 77 A% TFTP b — 27 v 7r— K45 (
28 ~—)
2y br—7OTHEHMEREDET (27 ~—)

B—o o brA—STDA A —T 214 ADETE

ATy T
ATy T2
ATvT3

ATy T4

ATy TH

AU H—=T =2 Z%BINT DT, WOFIEEZFATLET,

[%5E (Configuration) |>[®v kT—7% (Network) |>[%v kT —% T/34 X (Network Devices) | %%
KL, [T % ZAF (DeviceType) ]>[VA ¥ L & =z ha—F (Wireless Controller) ] %R L £,

FNA A% %7 ) v 7 LT [Configuration] ¥ 7% 27 U v 7 LEJ,
ROV A RANN—D A =2 — 5, [System] > [Interfaces] DNEIZEIR L £7°,

[~ ROBER (Selectacommand) | Ky 7FX 7 URXRnD, [A 23— 4 XANDEM (Add
Interface) |>[E{T (Go) |ZHTIRL £ T,

W27 4=V FIZAS LT, [IRFF (Save) 1227 U v 7 LET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ro-scorvs—sz1z0%x

BErEYY
A ha—FTOAf v HZ—T oA ADER (30 2—)
Ay b —InLDEMA X —T oA ADHIFR (30 X—)
NAC T 74T VA& LIzary ha—F~Oa—3% 772 ZAOHIH (33 <—)
ARy bha—=F~OFARNT AU N T 7 RADHKE (37 X—)

A2 hA—3TODAUE—T 24 ADERTK

BFDA v F =T 2 A A FoR T D121, ROFIREZFATLET,

ATv 71 [RE (Configuration) |>[FY kT—% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
R, MO [T /314 A2 7 )—TF (Device Groups) | A ==—7n5 [T/INA X 24 T (Device Type) |>[7
A4 LR bkO—5 (Wireless Controller) | %33R L £,
RT9T2 TARA AL %27V » 7 LT[&E (Configuration) | ¥ 7 %27 U v LET,
AT9 T3 EMOY A RNN—=DRA=a—n5, [ RTL (System) >[4 22 —7T A X (Interfaces) | DJIEIZER
LET, RONTA—=ZNRRRINET,
s [Fxv 7Ry A (Checkbox) |: HIBRT 2EM)A L X —T =2 A ABERTIHIF v IRy 7 A, [2
<> ROER (Selectacommand) | Ky 7Z 7 U R RS [BIE)A v Z—7 =4 ADHIE (Delete
Dynamic Interfaces) | Z&#IR L 97,
o[ ¥ —7 A A4 (Interface Name) |: A > ¥ —7 = A AD2—WEFKL (il : Management,
Service-Port, Virtual) |
*[VLANID (VLANId) 1:0 (#Z772L) ~ 4096 ® VLAN s+, F£721% [N/A],
« [ (Quarantine) ]: A > ¥ —7 = A AIZHIE VLANID B%E SN TWALEAIE., ZOF =y 7Ry
I AEA AT LET,
«[IP7 RLA (IPAddress) |: A > H—T =4 ADIPT RL A,
[ F—TxAAH AT (Interface Type) | : [EFHY (Static) | (FEE, AP-Manager, H—E X 7R"— K,
BIOMAEA v F—T7 =4 R) E21T [EH (Dynamic) | (AXV—FEFJA >V F—T =1 R) ,
s [AP FELA T — X X (AP Management Status) ] : AP A > X —T = ADAT—H A, NTA—H
\ZIX [F%h (Enabled) 1. [M%h (Disabled) 1. BELONNA]RH Y 7, BHAR—N2FRY X2
V= RRVA A E =T 2 A ADKR—FE LTRETEET,

BMEIEYY
arviha— A H =T A A TN—TDFEREEFH (32 3—)

A bO—5HhoDERIA V2 —T 4 ADHEIKR

A B—=T 2 A AT IN—FIZEID LB TOENTOAERA 2 —T =1 ATHIBRTEER A, B
B v 2 —T7 oA AZHIRTHI20E, WOFIEEZFEITLET,

B o YLRTFRAROEE
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A RA—5 YRFLAAVE—TIAR FN—TEEALEIY bO—5 FL—T~AD( V58-I 2zE0EA [}

ATv 71 [%RE (Configuration) |>[Rv kT—% (Network) |>[*v kT—% T/34 X (Network Devices) | %%
WU, MO [T 34 A 7 )V—7" (Devices Groups) | A == —7nbH [T/NA X 24 7 (Device Type) |>[7
A4 LR > bkO—5 (Wireless Controller) | %33R L ¥,

AT T2 TNRA 2% 27 Y v LT [Configuration] ¥ 7% 27 U v 27 LET,

AT T3 EOYA FR—DA=a—nb, [VRATL (System) | >[4 22 —T 4 X (Interfaces) | DIAIZEEIR
LET,

ATV T8 HIBRT2EA L H—T 2 A ADF =y IRy 7 A AN LT, [~ RO (Select a command) |
Kay 77Xy UANNS [BIfA X —7 = A ADHIER (Delete Dynamic Interfaces) ] Z 3R L £7°,

ATyT5 [OK] &7 U v 2 LTHIBREZFATLET,

EENEYD
ary b= A H =Tz XA TN—TDOFEREEFH (32 3—2)
A b —FTDOA L E—T oA ZADFER (30 2—)

~ - - 2N » O
OV O—F VRTLAVEA—T AR TIL—T%&F
~ —_— > % .
AL FO—S 9 )L—TADA A3 —T A RELR
A3
M 1E
A B =T A AT N—T1F, A X —T A ADGEWNR I N—TTT, fVF—T AR
IN—ToMilT5E, RCA v E—T x2A A TN—T%EHD WLAN TRET H2—Pik
ER, APV NV—T T LICWLANA v A —T 2 A% FEXTHZLERNBEHIZRVET, 4
=T 2 Af AT N—T\NIREFE A ETNIREFE S TRNA H—T = AN E D 5
TEBRTEET, 12O F—T =2 AA REBEBDOA L F—T 2 A AT N—FITEDDH LR
TEFET,
Ay =T VAT LA UH =T 2 A A ITN—TERETDHHAIL. ROHELEEIEIZNE - T
<7IZ&EW,
A B—T 2 A A TN—THEA L H—T 2 AGNEI D2 L R L E1,
e FARNLANA VA —TxA AT, A2 B —T A AT N—FIZEDHHI LITTEXEH
/\/0

A B =T A A TI—TERIZ, YA UAS VL2 arybe—F VY7 =T JU—2R
7.0.116.0 LIECHHR— M SN ET,
BENEYD

arvba—IF A B =T A A TN—TOEREEH (32 —2)

NACT 7 IAT v AR LIzay ha—F~Dx2—% 77 ADH|#E (33 ~—)

J4v LR F120EE |
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B -ros5108—0zqz01—TForneen

A RA—F5 AR —T A AR ITIL—TORTEEE

ATy I

ATvT2
ATvT3

ATvT4

ATy T5

ATvT6

ATy T

ATvT8

[%%E (Configuration) |>[®Y kT7—% (Network) |>[*v bT—% T34 X (Network Devices) | % i%
KU, ERO [T /34 A7 )—7" (Device Groups) | A ==—7n5 [T/A X2 A 7 (Device Type) |>[7
A4 LA bAO—75 (Wireless Controller) | 2% L £,
FNA A% %27 ) w7 LT [Controller] ¥ 7% 27 U w7 LET,
ROV A RR—=DA=a—5, [ATL (System) |>[4 2B —T x4 R )L—T (Interface Groups) |
IR E T,
WDIRT A =B NERRINET,

s [4HT (Name) ]: A v H—T =A A T N—TDO2—HEHFL (B : groupl, group2) .

o« [{BA (Description) 1: ({EE) A X —T = A A JL—T D,

* [Interfaces] : Z/L—FIZB L TCWHA F—T = A ZADH,

BFEOA S —T 2 A A TN—T%EKRTDHINE, [ F—T =A AT N—"7% (Interface Group Name) |
Vorzrl) v LET,

[f v Z—T AR TN—T0D# (Interface Groups Details) | X—TUNFRIN, £ o F—T = A T
=T DML, FFEDA =T 2 A AT N—=T O~ oA 7 —7 = A ZOFMIRSNE
D

ALH =T 2 A X TN—=TZEBNT HIIE, ROFIEZETLET,
a) [SelectaCommand] K7 > 7*# U A KH b [Add Interface Group] Z3#IR L, [Go] %7 V v 7 L&
7
by MAHATZ4—/VRIZADL, BN (Add) 1227V v 7 LET,
¢) [ #—TxA A (Interface) | XA T 0 TRy 7 ANEKREINET,
d) INV—TIBNT A H—T = AZEIRL T, [Select] 227V v 7 LET,
A E =T 2 X T N—=TZHIRT DI ROLHITLET,
a) [~ FOEIR (Selectacommand) | Ky X URA NN, [f 2 —T AR TN —TDH|
F% (Delete Interface Group) ] ZZR L, [FE1T (Go) 127V v 7 LET,
(¥)  WLAN, AP Z//L—7 WLAN DSz hr—F vy B2/ WLANT 7 L—h BX
AP I N—T T 7T L—RMNIEHDVETONTNWDEAS VX —T 2 A T N—T5HIBRTE E
‘j‘o
b) [OK]%#7 U > 7 LCHIBRZSEITLET,
[Interface Group] X— N b A X —T = A ZA%HIFRT HITIL, A v F—7 = A A% EIR L T [Remove] %
70wy LET,
[Save] 7 U v 7 LT, AHEMELET,

EELEYD
ay e —53 VAT AL HE—T A AT N—TEFEHLI-ary e —F Z—TF~D
AH—T 2 A AEHEOMHEH (31 X—)

B o YLRTFRAROEE
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NAC7 754 7L R&FA LY kA—5~0a1—4 75 208 ]

NAC T 7 IA T v AZERA LIzary ha—F~Ox—% 77 ADHH (33 —)

NAC7 7547 VAREFEALIza FO—5A~AD1—Y
7 7t A D&

Cisco Network Admission Control (NAC) 7 75 A 7 A (Cisco Clean Access (CCA) & HFEE
NED) 1, 3y NI EHENRZ—FIZR Yy NT—7 ~OER AT R0, AR, &
M, BEIRVE— b 2—F 2O o EFGE, KGR, A, BETES, Xy NU—T T
RIvvararhbr— (NAC) B TY, CiscoNACT 7' I7A4 T LV AlZ, ~v o BEFa
V7 4 RY —IZHEILL TWE N E I 2R L, MESMHEEZEE L ThE, Xy RT—7~0D
TIRAZHFRLET, NACT T ITAT LV AF, AN FE—FRETT AT AN R E—
RD2oDF— RTHHTEET, BRIL, LEIZS U TREDREOT 7 B A Z X5 L,

2ODF— RERBTEET Bl : MR —VF 2R — h T 254131 0 K, fifga—V
Y R—NTBHEIETY AT RUR)

EErEYY
SNMP NAC Offi EEORiHRSM; (33 X—7)
o hr—F TO SNMP NAC OEE (34 =—)

SNMP NAC o &= HEF D REIR S 14

SNMPNAC 7V 47N RREEMGHT25681F, ROTA RT7 A4 - TLIEEW,

*NAC T 7 T4 7 AFHKK 3,500 D2—HFZHHR—KL, 2> br—FF&HKK 5000 D
2—HPEYR—FLET, LIER>T, HEONACT I I7A4 T V AOEANEZNLE LTS
BENH Y FT,

eNACT F'FA T v ATIHHHRVLAN~ v B VR — R ENTWATH, a2y ha—
TETCHREESNTNWEAL v HZ—T oA AT LI —EOBRE VLAN 2R ET 5 0LE RN H Y
9, 2éxiE, = b —F 1T E W) BE VLAN 2% EL, 2 hr—F2 T
120 & W) ffE VLAN 3% E L3, 7272 L. 220 WLAN F£72137 A b LAN 2 [E— 0
DHEAT LA E—T A ZAZHEHLTWDLGAE, *y NUY—27NIZEA I NAC
TTITAT AN D biE, FUKE VLAN 2 320813 H 0 £9, NACT 77
ATV RE, BELT 7B AD—ED VLAN ¥ v B 7 &% R— s LET,

ety v a Y ORMIES S RAF ¥ M O%H. NAC T 77 A 7 2 A L WLAN Ol Ji
kv ar A LT MEREL, WLAN TOE v a »DORBIOMENNAC T 77 A
TUATORPOBEL Y RENWZ 2R LET,

e A—=TUWLAN TE Y ay XA LT 7 MBREESND L, [ (Quarantine) IRAEIC
DI ITAT U IDEALT T MINACT S IA TV ADE A <= —IZL>THESINE
T, Web BilE &2 H T2 WLAN IZBW Ty v a BRI A LTI NTDHE, 7747
MIzay he—F 0 biRiHRER SN D DT, RAT ¥ RGEE HEIATT OMNERH Y £
R

J4v LR F120EE |



DAY LR FNRAR0RE |

B rrows Nac o mEs D BTRE#

=

FEAEIZ DWW TIL,  TCisco NAC Appliance Configuration] # ML T 7230,

*NACT 7 AT N REANTHR— b EZND DL, WLAN 23 FlexConnect D FH YL A A F

VI EIT) X VICERESNTWAEEET 1T TY, FlexConnect D2 —h )L AA v F o T %
T XOICHESN TS WLAN TOFERIZY R—FERTWERA,

e T VB ARA L F)L—TVLAN ETNAC ZAZNZT 5841L. WLAN TNAC # ¢

HINZT AMERNH Y FET, T7EARA L N ZL—7VLAN TlE. NACEZ AN E7-1%
NS HZ LN TEET, WLAN TNAC 2245 Z LICikd=8a1, 778
KA v b Z—7 VLAN T NAC 4L TEC L ET,

eNAC 77 A7 RS, WLAN AAA F—"—F 1 RESGETIIHH TEX ¥ A,
s LA T 2BLPNLA ¥ 3FANTTNT, MIE VLAN TEITS N E T, M5B Web F8GE % fiF

AT 5I121%, M5 Web H—3M LD HTTP b7 7 4 v 7 B KON Web $— /3~ HTTP
NI T4y T EHATLHE L BT, BE VLAN TOY XA L7 N URL AT 5 X951
NACT 7 I3A T vV AERETDHHLENDY 7,

RADIUS NAC O {E R D AR

RADIUS NAC # T AL EI2E, ROTA RT A - TLIEIN,

« RADIUS NAC 1%, 802.1x/WPA/WPA2 L' A ¥ 2 Ex = U 7 1 Z{ii 2 7= WLAN O ZA73Mii
TEFET,

« RADIUS NAC (%, FlexConnect 2 — 7/ AL v F 2 T RENOLEHITHEIITE EHA,

« RADIUS NAC # % ET AL, AAA A — =T A4 REAPTL T E S0,

EENEY D

NACT 7 I7A T VAR LI-ay ha—F~Oa2—W 77 204 (33 <—)

O FA—5 T SNMP NAC DEEE

SNMPNAC 7V "4 7Ny RIEEEFRET DL, ROV —7 7 —%2FiTLET,

1.

A v H—T =2 A AN L THE VLAN 2R ELET, NAC T T4 7 A TIHER
RVLAN S v BV IR R— SN TWAZD, 2 ha—F FTHREINLTWSA
H—T 2 AT LI —BEDOKE VLAN 2R ETHLENRH Y 97,

2. WLAN £72037 A FLANIZNAC T U hA TN R Y R— R EFRELET, 77 AR
A v~ ZV—7"VLAN TNAC R — hEHNZT D551, Sl WLAN 721357 A k
LAN TNAC 2T 2 MERH D £7°,

3. BEDAP I N—TIZXH LTNACT U AT R R Y R—-F2RELET, HEDT
TARAL N TNA—TIENAC T U RA TR R R— RERET DT,

BENEYY

% VLAN O E (SNMP NAC) (35 <—3)
WLAN F 72147 A b LAN T?D NAC DA% (SNMP NAC) (35 =—)
AP 7 NV—TDONAC T 7 b A TR K HR— FDOFKTE (SNMPNAC) (36 2—)

B o YLRTFRAROEE
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mwEvan o (snmpnac) [l

f%9% VLAN MEX%E (SNMP NAC)

A o F —T = A RTHKF L THE VLAN Z5%E T 2I121E, RO FIRZFATLE T,

ATy 1 [BXE (Configuration) |>[+v kT—% (Network) |>[+Y kT—% T/84 X (Network Devices) | %
IR L, £ [T /314 A 7 )v—7 (Devices Groups) | A ==—05 [T /3 A ¥ A7 (Device Type) ]
>[UA YL A a3 bhra—7 (Wireless Controller) ] Z R L £,

ATw T2 [IPAddress] I CTT 7 AT Ry RIEGOREEITH>ary be—TJ%227 ) v 7 L GRIRLET,

AT9 73 EOVA FR—DA=a—n5, [ATL (System) | > [/ 2 —7T =4 X (Interfaces) | %R L
E AN

ATYv T4 [fH—TxA A% (Interface Name) | %27 U v 7 LET,

AT9 75 [ ROER (Selectacommand) | Ky 7 X7 VA RS [ H—T A ZADEM (Add
Interface) ] ZiBIN L. [T (Go) 1227 Vv 7 LET,

ATYT6  [f¥—T7xA A% (InterfaceName) |7 F A bR 7 A2, [quarantine] 728, DA X —7 = A
ADATHTEANTTLET,

ZFvF1 [VLANID]7 %2 k £v 7 22, 77 AVLANID & LCEubIskofE ( [10) 2¥) # Al LET,
ATV T8 A UH—T A AR VLANID 3% E SN TV DA, [ (Quarantine) | F = v 7Ry 7 A%
FAZLET,
ATFvT9 DA HE—=T 2 A ADFEYVDT7 4 —)L K IPT RLVA, Xy h~RAR7 TITIHNV M= oA
E) aRELET,
G¥)  UA YL R hu—7 % Primelnfrastructure (2B D BEOREZRET D72, BIA > ¥ —
7 = A A% Prime Infrastructure & [f] UV 7 % v MIALE L2 TL E &N,

AFYvTI0 TI79A4A~IBLOEHZY DHCP V—DIP 7 KL ZAZ AT LET,
ATy TN [Save] &7V v LET,

EErEYY
WLAN F 72134 A h LAN T® NAC OFZht. (SNMP NAC) (35 ~2—7)
AP Z)L—TFDNAC 77 AT R K PR — FOFE (SNMPNAC) (36 2—)

WLAN F7=[%4 X k LAN T®D NAC O FE=11E (SNMP NAC)

WLAN £7-1347 2 F LAN TNAC 77 AT R R $R— M E2HET DI, ROFIEEE
1ITLET,

ATv 71 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
WU, ERO [T /34 A7 N—7" (Device Groups) | A ==—7n5 [T/A X2 A F (Device Type) |>[7
A4¥ LR kO—5 (Wireless Controller) | Z3#R L £,

ART9T2 TAAAL%7 Y v 7 LET,
RATY T3 ROV A FAN—DA=a—7n5, [WLANs] > [WLAN] OJEIZEIN L E 7,

J4v LR F120EE |



DAY LR FNRAR0RE |
B e o—ToNac 7y b4 TR R HR— R DEE (SNMPNAC)

ATY T8 [~ RO (Selectacommand) | K v 7 X 72 U A KD [WLAN OB (Adda WLAN) ] Z3#R
L. [E1T (Go) 127U >y Z7 LET,

ATy FE Zoarba—JZ#@ATAEREADOT 7L — R RHLGAICIE, Fay X UARNLF AR
LAN T 7L — b AEBIRLET, £ TRWEAIZIE, [2Z2%227 U v 7 (clickhere) |V 27 %27 U v
JLTHLWTF U L— R EERLE T,

AT w76 [Advanced] ¥ 7% 27V v LET,

ATwF1 ZDWLAN £72134 A2 b LAN (2 SNMP NAC V"R — h &R ET DL, [ Fey 7 F o URARNS
[SNMP NAC] # &R L £9°, SNMP NAC ¥R — FZMhZF 521X, [NAC A7 — (NAC Stage) | N
By 7Z Ty AR [72L (None) | (F 74V M) Z@IRLET,

ATy 78 [EH (Apply) 1227V v 7 LT, BHEEMELET,

EENEYD
AP V' )V—7"DNAC 77 b A7 R KR — hO&EE (SNMPNAC) (36 X—)
Aoy ba—F~DFANTHO N TI7RAORE (373—)

AP 5 IL—TFONACT Y bA TN KHER—FDERTE (SNMP NAC)

BED AP ZJV—TIZNACT U hA TR R P R—FE2RET DT, ROFINEEZFEITLE
ﬂqo

ATv 1 [RE (Configuration) |>[F*Y FT—% (Network) |>[#Y kT—% FT/34 X (Network Devices) | % i3
R, ZMD [T 34 A 7 )—7 (Devices Groups) | A == —n5 [T/AL R B4 7 (Device Type) |>[7
A4 LR Y bkE—S (Wireless Controller) | %2R L ¥ 9,

ART9 T2 TARA AL %7 ) 7 LTC[a>bha—F (Controller) 1 ¥ 7 %27V v7 LET,

AT9 T3 EMOY A RNX—=D A =a2—5, [WLAN (WLANs) | >[AP 4 )L—7 VLAN (AP Groups VLAN) | %
I L, [AP Z/L—7 (AP Groups) ] —Y & FRLET,

ATy T4 BBD AP VN—T D7 ) v LET,

AT TS [ X —T A A% (InterfaceName) | K v 77X UA S, BMEEZFENILIEA VX —T =4 A
IR L E9,

RATYT6 ZDAP 7 /L—7|Z SNMPNAC %R — h&FRET DX, [Nac State] Kz v 7 Z 7 U A k) [SNMP
NAC] Z#EIRLET, NACT U AT N ROYR— MEEHIZT 521X, [NAC OREE (NAC State) ]
ke 7Zo JARNS [Z28L (None) | (577 4V M) IR L E9,

RT9TT [Applyl 227 Vw7 LC, BEERKEELET,

BELEYY
WLAN £7213% A b LAN T?D NAC DA%t (SNMP NAC) (35 _—)
Ay b —F~OFARNT AU N T 7 EAOHKE (37 X—)
% VLAN O E (SNMPNAC) (35 3—Y)

B o YLRTFRAROEE
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2y kT—9 9547 bEREL—F 0 NAC REDET

2y NT—9 DS4T 2 FEEIEI—Y D NACIRREEDRR

7747 NOBEDREE ()% (Quarantine) | E721X[7 7 A (Access) ]) #FEKA-T HIC
E. ROFIREZFETLET,

ATv 71 [E=42 (Monitor) |>[E=4%"') >4 *Y—JL (Monitoring Tools) |>[7 54 7> bHIXUVIL— (Clients
and Users) | Z3®IR LT, [Z7 T4 T b (Clients) |#HHE£4, 7947 FOMBEIATLET,

ATwT2 BHHOI FAT LV MOMACT KL A%27 Y w27 LT, [Z7T47 bk (Clients) ]>[7£##H (Detail) ]<—
THBE E 7, [Security Information] £ 7 2 2 D FIZNAC A7 — F73 [Access], [Invalid], & 7213 [Quarantine]
ERRINET,

EENEYD
2 b —F TO SNMP NAC OFE (34 2—3)

EHEa FA—SADHFRANTHIOU T OERADETE

BT AN T 7HATIE, A R2—FRFZ N7 78 2 THER L ORESNT-ARA —
PRy MEENOT AN T 78R Xy T —7 ~FEfpm %4, ARTA ST 7EAR—|
WZ, FARDT 7 4 AETRIEEBRZOREDR— N THEATEET,

Mﬁﬁx ha—HTHhor bOXIIZ, BRI AN T2 EA R— KA Lobby Ambassador £

a1y FU— 9_Eméhi¢ BT ANT 7RI, x&/LTH/ YE, F
tiT/ﬁ BIWWHEoay he—J52RE LT 27/ a3y ha—J&ECHKETH I &
MTEET, ZOBREOREIT. AMRTANTIV7ERA NG T7 497 2EBHITH %#étmm
FRENETHR, AHTSA N 7278 20RBICIIVETIIHY $HA,

HBTARN T 7BAR=NMI, &¥., LATV2T IR AL T, AT ANOT 71 A
FN77 4y 7HVLANA U H—T 2 ATREINTZAL vF R— T LET, A7
AN BT T 4T, FOK’, TIZ7EBAAL T NOLUALFPLALAN Y hR—F(Z 8T
X rEnNET, coarra—Ji%, T8 RA AL vF ETHEBRS AN T 7 & A VLAN (T
2 TENTWAAL L EZ—T oA ZAEFH L TRESNET,

20o0ay he—IRMEHIN TGS, MEay he—FBAL vy TFDLEMRTS AN bT
T4 w7 EZEL, WIIHERTFAN NI 74w &T v h—aryha—JlEBkLET, 7
H—ar b= LEFBRTANDOT 7 ERAZH L TRESINLTWET, BRIANNT 7 4w
IMMWT o A— a3y ha—JIERIEIND L, =z he—FE 7 h—arbte—7
RAZ W J5 1] D Ethernet over IP (EoIP) F V FAAMNHEN. 3L, ZD RNTF 7 4w 7 AR L3,
20o0ay hu—INEEEINDIEE. ARTIANT 7R AET o h— 08T o —I12k - T
BHINETN, ARTFARNTI7HVA 7 IAT 2 R TEHEEY T 413 R— SN EHA,
ZDEE,. DHCP BL NI T4 T2 DO Web #8iElZ, 7o — 2> b —F2X > TAHEX
nEJ,

n—/LEHEa S R T FERELTEIV S CHZ LT, xy NIV NOFRT A b —
PFIZEN D B CHRIIEOBEZ R E T ET,

J4v LR F120EE |
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B ssr2xr2—v7ouxomeeamt: 7—s 70—

REIE
R ARN 22— T I ADBEEANME  V—r T a—

> 4k =L = 7 . —
EBTANAI—Y 7O RDETEEEMIEL: 7—H 2
a—
HMT AN 22— 7782 E2RELTANMETDITEF, ROTUV—r 7a—%2FTLET,
1. A7 AN T 78 2HOEBA % —7 = A (VLAN) Z2RETH, @A 4 —7 =
A ABER LT, BT AN 2= 77 822G LET,
2. APV TI7AHAOERLAN 2% ET D : HTLWLAN (F 2 FLAN) Z#REL
7,
BMELEYY
HRHY AN 22— T2 ZAHOEA > F—T =4 ADHFE (38 ~2—)
FARN 22— 772 AHOERH LAN OFE (38 <—)

ERTANAI—YF 7O XBEOEMA 2 F—T 4 ADETE

X FU—=7 OFBT AN 22— 77w ZAFICEHA X —7 = A (VLAN) ZZEL T
HNZT 5121, ROFEEZFETLET,

ATv 71 [%RE (Configuration) |>[Rv kT—%5 (Network) |>[F*v kT—% T/34 X (Network Devices) | %%
R, ZBO [T /34 A2 Z—7F (Device Groups) | A == —n5 [T/NA X 24 T (Device Type) |>[7
A4 LR a2 bkO—5 (Wireless Controller) | #3ER L ¥,

ART9T2 TARA AL %7 ) 7 LTC[2> bhua—7 (Controller) 1 ¥ 7 %27V v7 LET,
ATY T3 EMOY A RN—=D A ==—7)5, [System] > [Interfaces] DIEIZEIR L £,

ATv T4 [~ FOEIR (Selectacommand) | K2y 7HA T U R RS [A X —T A ADEN (AddInterface) ]
ZBRIRL, [F4T (Go) 1227V vy 27 LET,

ATY TS MERT7 4 — )V RIZAHLET,
ATvFT6 [Save] &7 Vv 7 LET,

EENEY D
EWRTA DN 2= T I/ 2AOREEANME : V=20 7o — (38 X—=)

BZR ka1—H 7o XEAOEL LAN DEE

FAN 22—V T 72 ZAHOAH LAN ZRETHI20E. ROFEEZFETLET,
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ATv T

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

ATv 710

52k 1—4 7o exRoERANORE [

[E%X%E (Configuration) |>[*v kT—% (Network) |>[# v bT—% FT/3A4 X (Network Devices) | %
BIRL, Mo [T 314 A 7 v—7" (Devices Groups) | A == —7nb [T /34 A2 X A7 (Device Type) ]
>[TA ¥ LA arbhue—7 (Wirless Controller) ] Z &R L £,

TNAALHET )y LET,

FARN 22— 772 ZAHOFMRLAN 2% ET H120%, ZAOY A /3= A == —7 5 [WLANs] >
[WLAN #7E (WLAN configuration) ] DJRIZEIR L F 7,

[2~ 2 FOER (Selectacommand) ] K= v 7% 7 U X ~pb [WLAN OB (Adda WLAN) ] %33
WU, [FET (Go) 1227V v LET,

:@:ybm~§mﬁm¢éﬁmﬁ&®?y7v—bﬁ%é AL, Rry P X T YA RNPHT A
FNLAN 7 7L — M ZERIRLET, £ 9 TRVWEEIC p:%&)/ﬁ(mwm@]vy&%ﬁ
Uo7 LTHLWT 7 L— R EER L £,

[WLAN]>[##7 > 7L — b (New Template) | D [—fi% (General) ]-X—C, [Fu 7 7 A4 (Profile

Name) ] 7F A b Ry 27 ZZ7 A N LAN 2R T4EZAN LET, ANTHAENTIEL, A— X &l

HLARWTL7EE0,

[WLAN 27 —# A (WLAN Status) ] 7 4 —/V RO [£%) (Enabled) | F = v/ Ry A&F I LE

—a—o

[AJA v 5 —7 A A (Ingress Interface) | Ky 77X U ok, A7 w7 3 TIERK L7 VLAN

ABINLET, ZOVLANIE, LA Y27 78R AL v F & RA LT, HHRYAN7FA4 7 hea

Y hr—F L DRONSA LR L ET,

(1A > 2 —7 x4 A (Bgressinterface) | K2 v 7 X7 URARNNL, A ¥ —T A ADLHI & %R

LEd, TOWLAN L, ABRTA N 774708 bT7 740y Hicay ha—I 00 ~D /2%

REELET, REIZT P —=FRN 1 DOLPRWEEIE, 1A #—7 =A A (Egress Interface) ] F

oy 7Zyy UA RN [EH (management) ] &I L F7,

[Security] [Layer3| % 7% 27 Vw7 LT, 774N DOEX=2UT 4 KU — (Webilik) 2EHT 5
. FEIXWLANEAD Web iRGE (/A a7 b, oA Rl) X—=UbtHh—nN Yy —2%

ﬁ@éfi?o

Q) EFaUT 4 K U—E SR AL—CEETHIIE, [Web KU L— (Web Policy) | F= v 7 K>
7x§ﬁyKLT\vamw—@mﬂm%&]ﬁ773Vﬁ&y%%ﬁLiﬁo:ﬂ?n—fm
2—PHONRAT = FEAN LB TH Ry NT—=2ZIZT7 78X TEET,

[(EFA—/DAJ) (Emaillnput) |F = v 7Ry 7 ARKRINET, 2—FRxy T —7 T8
LIS ELEBIZ, EFA—NVT FLADANZRDDGEIT. ZOF =y 7Ry 7 AF 1L
3w

b) HAH L WebiBAEN— T EIEET HITIE, [/ 82— YL WebiBAEEXE (Global WebAuth Configuration) ]
® [£%) (Enabled) | F v Ry 7 A%F7IZLET,

[Web #8FEZ A 7 (Web Auth Type) | KRy 77X T URX RRERINTEL, ROWTANLOFT
varEBEIRLT, BRSA N 2—FHOWeb n /A > X—=VEERLET,

[7 7 A4/ FNES (DefaultInternal) |1: 2> bR—F DT 74/ EWeba /A v X—T %2 FRLE
I, ZHNT 74V METT,
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B - to-sScorxrNAN I s—T 1 20BE

[BAH~A XEZHUT- Web #83E (Customized Web Auth) ]: W AKX LA Weba /' A > = a /A
KPAR—2 BLO 77 N _X—=U%2RRLET, [DAFX VA XA (Customized) |47 3
IR LIZGAIE, n A0 "= nal A VRN —T BLAUe 70 b X—=UE@RT 57
b®30®%ﬂ/757/)1%#%73ﬂiT0_ﬂ%3OTAT®ﬁ7/a/kOPTﬁ25
VA AR=—VEEHRTIOILETH Y EA, WAZSA A LIER—VE2FRLARWE T Y g Tkt
LTk, 435 key 72y JART[7Z2L (None) | ZiEIRL £,

A5 (External) ] : BaED 72Dl —HFEANBI— N2V HX A LT RLET, 204 T v a vz
R 256 . [URL] 7 F A b Ry 7 ZZHNEY— 3D URL & AT 05BN H Y £77,

SMEBERAE AT 5 BT, [Security] > [AAA] ~3A > T RADIUS HF—/S % 7= 1% LDAP HF— /3281 T &
F 9, [Security] > MAA}<4>WC@#?C%5J:5K\RADHE?H%#‘vftLDAP%%%#*V*%i
Hljix_nxﬁ LTRELIMERH D £9, [RADIUSFEFEYT —~Y (RADIUS Authentication Servers) ], [TACACS+
FRREY—/Y (TACACS+ Authentication Servers) ], 35 & UV [LDAP #—~% (LDAP Servers) | ~~—3 T
INHOH—NEFETEET,

AT TN [WebiBiE¥ A 7 (Web Authentication Type) ] C [/l (External) | 23R L7=5/01E. [BX =V T «
(Security) [>[AAA] ZBINL, Fur vy 7 H 2 U A NS RADIUS 3—/3¢& LDAP — 3% 3 2E T
BIRLET,

ATw 12 [1FE (Save) 1227 U v 7 LET,
AFYyT13 2FDODO (Toh—) aryra—IR8%xy NU—7 THEATOEAIL. 2O7av2%2#0 IR £,

EErNEYD
HWRTA N 2= T/ 20OREELANML : V—2r 70— (38 X—)

> hAB—5TOTAMANANSA VZ—T 24 ADEX

s IJ

ANA B —T 2 A AEBAERT DI, ROFINEEZFEITLET,

ATy FT1 [RE (Configuration) ]>[% v b7 —72 (Network) ]>[* v b U —27 5,31 & (Network Devices) ] % 4R
L. EHOD [T /314 27— (Devices Groups) | A ==—7n5 [T /3 A ¥ A 7 (Device Type) ]>[V A
YL A2 hr—F (Wireless Controller) ] Z3#IR L £7,

AT T2 TRA A4 %7 Yy LT[ ba—7 (Controller) | ¥ 7 %27 U v/ LET,
ATY T3 EMOYA R/X—=D A =2—5, [System] > [Interfaces] DNEIZEIR L F 97,
AT 74 [Selectacommand] K& 7 & 7> U A Kb [Add Interface] ZBR L, [Gol 227 VU v 7 LET,

ATY TS [ H—T A A% (Interface Name) | 7 F A b R v 7 AT, guestinterface 72 &, ZDA L H—T = A A
DT AT LET,

ATFYT6 FrLWnwArF—T A4 ADVLANID Z A LET,
RATYFT [FABNLAN (GuestLAN) | F = v 7Ry 7 A4 N2 LET,
ATYS8 T4~ R— b+ FHLh oY) A= +EB5E2ASLET,
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2L FE—5TOFR kAN A v a—T 24 20EE [

AT9F9 [Save] 7 Vv 7 LET,

EErEYY
gy ha—F CTOFARNLANI A U H—T oA ADERE (41 =)

O FA—5TOSAMLIANEHAAS Vo F3—T 24 ADEX

al;

WA o Z =T 2 AZART 21213, ROFNEEZFATLET,

ATy 1 [EE (Configuration) |>[* > k7 —7% (Network) ]>[% > hV—72 5,34 Z (Network Devices) ] % i
WU, LMD [T /34 27— (Devices Groups) | A == —5 [T /31 AKX A7 (Device Type) ]>
[VA4 YL A2y hue—7 (Wireless Controller) ] ZE&R L £,

ATvT2 TRAALE7 V7 LT[z ba—F (Controller) | ¥ 7 %7 U7 LET,
AT9 73 EROYA RX—DA=a—5, [System] > [Interfaces] DIAIZER L £ 7,
ATv T4 [Selectacommand] K v 7% 7 U Z L)v5 [Add Interface] Z3#R L, [Go] Z27 V v 7 LET,

ATYTE [ ¥ —T A A% (Interface Name) | 7 F A b 7R v 7 AT, quarantine 72 £, DA X —T = A A
DALRTEATILET,

RFYT6 [vanld] FFA b Fv 7 R, TZEAVLANID & LCE LSOl ( [10) 72 2) 2AHLET,

ATw 7T  [HE (Quarantine) | F = v 7Ry 7 A4 2 LT, B%E VLAN#B+ & LT rlistofE ( 1110]
L) BANLET,

[##% (Quarantine) |MWHEZNRA ¥ —7 = A ADHHE, WLAN £72137° XA F WLAN T > 7' L— b D [Ff
HE%E (Advanced) | ¥ 7 TNAC A R— F A TE E T,

ART9T8 PTRLVA, Xy h~vRAR7 BT — oA DEREATILET,

RTYFTY TIA~) R—r FEFLvh XY R—rEFE5E2 AN LET,

ATYTN0 TI7A4~IVBIREI XY DHCP— 1D IPT RLAZ A LET,

ATYTN ZDA L H =T ADEVDOT 4 —/L RERTEL, [#1F (Save) 1227V v 7 LET,

INT, FANT I EBAAOARLAN Z{ERTE 5L 91 £ LT,

EELEY Y
O b= TDFARLAN AJJA V2 —T = A ADRE (40 _2—2)
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B - ro-sy—exk—rTory rv—s L—toBE

O b= Y—ERKR—FTORY FT—Y JL—F
DERTE

[*y hU—7 Jb— K (Network Route) | \—ITik, 2> hr—J7DHF—ERX FK— MIL—
FNBINT&EES, ZOL— b 2EHTL2ZLT, TRXTO—EAKR—F VT 7407 %
HBELZEHIPT RLRIZEAZ ENTEET,
BMELEYY

MfEOay ha—F 2y hU—27 L— FDOFR (42 X—)

ay b= ~DFy T —7 Jb— FOBM (42 =)

BiFoa>rbtO0—3 2y FIJ7—2 JL— DR

BFEORy N =7 — b aFoRT 51203, ROFIRZFTLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y T—% FT/34 X (Network Devices) | % i
WU, EMD [T /34 A7 N—7" (Device Groups) | A ==—7n5 [T/A X2 A 7 (Device Type) |>[7
A4¥ LR kO—3 (Wireless Controller) | Z3&IR L F7, .

ATYT2 TRA 2% )y LT[ ha—7 (Controller) | ¥ 7 %7V w7 LET,
AT9 T3 EMOY A RNN—=DRA=a—nb, [VRTL (System) | > [y kT—2% JL— b (Network Route) | %
BIRLET, RONTA—FZRRARINET,

«[IP7 RV A (IPAddress) ]: Ry hU—27 L—FDIP T FL A,
«[IP *v h~AZ (IPNetmask) |: b—hDF v hT—7 <R 7,

* [Gateway IP Address] : %> hU—27 L—+ D —Fro A IPT KL A,

EENEYD
ary b= $—ERAR—FTORY hT—7 JL— FDOFRE (42 X—)

A hkO—5ADFRY KJ—2 )L— LDIEM

Fy hU—7 Jb— FEBINT 5120, WOFIELEZFEITLET,

ATv 71 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % 1%
R, ZWO [T /34 A7 N—7 (Device Groups) ] * == =05 [T/NA R B2 4 7 (Device Type) |>[7
4L X3 kO—5 (Wireless Controller) | Z3&R L £9°,

ART9 T2 TARA AL %7 ) 7 LTC[2> br—F (Controller) 1 ¥ 7 %27V v7 LET,
AT9 T3 EMOY A RAX—=D A =2 —/n5, [System] > [Network Route] DIAIZER L £ 7,
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ATy T8 [a<2 RORR (Selectacommand) | Kr vy 7 &7y UR Kb, [y hT—2 b— hOEM (Add
Network Route) ] 3R L £7°,

ATY TS5 [FEIT (Go) 127V w7 LET,
ATy T6 MWHZ 4 —/VRIZASLT[Save]l 27V v 7 LET,

BMELEYY
a2y —7 =R R—=FTOXY V=7 b— FORE (42 X—)
ar hr—7 TOHRORE 27 X—)

> — O m— —_—
v hO—5DSTP /NS A —2 DR
ZR=2 7Y —Fr fanl (STP) 1t. kv FT— 2 NOFERL—F 21 LR e, /<
ADEMEFEBRTLV o 7EE T m fa/LTd,
BIAED STP /8T A — X B F R F - 13B T 2I121F, ROFIEEZFEITLET,

ATv 71 [RE (Configuration) |>[FY kT—% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
R, MO [T /314 A 7 )—TF (Device Groups) | A ==—7n5 [T/INA X 24 T (Device Type) |>[7
A LR bkO—5 (Wireless Controller) | %33R L £,

ARTFY T2 TARA 2% 27 ) v 27 LT [Controller] ¥ 7% 7V v LET,
ATV T3 EOY A RR—DRA=a—00, [VRATL (System) |>[R/N=>% Y1)— 70O k3L (Spanning Tree
Protocol) | Z &R L £9, [Spanning Tree Protocol] “X— 12, WKD/XT A —H NFRINET,

«[7'1 b 2 LtEEE (Protocol Spec) ] : BAED 7 1 b = /LALAER,
c[FEAT—# A (Admin Status) ] ANCTHHEIE. ZOF =y 7Ry 7 ZAeA I LET,
[ﬁﬁiﬁr (Prlorlty) ]: WAL Y FOTITAFY T 4 FKB,

o [ RAREHIM (BPHEAL)  (Maximum Age (seconds)) | : AR— MO L CRigk S e=lE7 1 b aLfg
WIS ND F TORRE (REAL) |

* [Hello FefH[#IRE (FPHLAL)  (Hello Time (seconds)) ]: AA v F 3 hello A v E—VZZDMDAA > F
27— ¥y 2 N8 (BHEM) 2RELET,

s [Forward Delay (seconds)] : AA v FDR— " NT—= 7/ A= 7 X7 — N TORIBREE FOE
(AN

BErEY Y
Ay b= = A R=—FTORy FT =7 b— FORE (42 =)
[Fy RT—27F /514 A (NetworkDevices) |7 —7 /b2y ha—F0O— T AT N7
BT 4 EHT D (22 =)
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EEY T4 EIX

EFEVT 4 (B—=IU7) X VA PLA Xy NT—=JIZBWT, TELLETENDZ L7
L HEEDPDAL—XIZ, HDHT IV EARA Y IWBHOT 7 EARA Y b~T VYV m—3
VEMERFTAOUANY LA I TAT U FOWETY, HATVATYLVARAIIALAT U IR T 7R
RA LV ML TT Y vm— hENFREEND &, a2 e —FX, 794 T T —H_—
ANZEDT TA T M T 5 M) EZRELET, 2O MIIZIEZ 747 FOMAC
TRLVAREIPTRLVA, E%2 VT4 ar7FAMETYIrm—3 3 Quality of Service
(QoS) =T HFA K, WLAN, 7YY T—hENTWDHT 7 EA KAV MR EGENE
T, Ay ha—J 3 Z0fREFEHL CTZ L —L%HEL, VAVLRTTAT L NTEZE
SNHENT T4 v 7 BEBRLET,

O hkA—SHA—= 2T &

TAX VA ITTGAT UV NINFEDT I =g ahbdDT VA RA L NIPBRIOT 7 & A
AV MABETLHA, 2 ba—J3 7 747 hOT—FRX—=REHIIZT Y v=— kK
THTIVRVARA L NTT v 7T — T 57200 TT, REISUT, HFHizhkdalT 0 2
VTRARNET V=V a b ESNET, ROMITIE, 22007 7 EAXARA 2 FABELT
Y he—FER SN TWAEEDOWT 72 A KA MBI HER T 74T F m—
RUTIIRENTVET, X 146591
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avro—smo—soreir |

1:avkO—5SHO—3VY

|CIE|'|1 A MAC, IP Address, Access Point, @oS, Fecurily, ..

Controller-1 Chent Database

Data Traffic Bridged
ento YLAN x
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Access Point 2

Pre-Roam Data Path s

Post-Roam Data Path

v
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Access Point 2

148594

BENEY Y
EFEEUT g L1E (44 %—Y)
TEUT 4 J—T LT (48 —)
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Oy hO—SEoO—3245¢%

1oDay ha—FICHRENTWAT 7 EARA L MbROay o —F |28 STy
BT IBARA VNI TAT o B — 0 7507 a X%, RCY 73y hTay
FE—=IBEWELTWVAENEIMIZE-oTHEARY E3, ROKIX, 2> br—7 OEHRLAN
AUHE =T oA ANRFECIPH TRy b BICHFETDGAICEET 22 br—Fr—I v
TaEFLTNET,

JTAT VN FT e ay ba—J R SN TV EARA M7 Y vE— STV D
BE. Hirkharre—JI3EF Y T4 AvkE—VEkEOar b —S LWL, VAT
FOF—H_X—2 x> N FHiary be—JIZBBianEd, HEISCTH LWV ES 2
V74 avTXANET V= a UBRHELEN, FILWT 78R RS MZBELTY Z
AT N T—HR=A = NUBREHFINET, 207 Fa—PFIZFRAEEA,
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B o+ rmn—s e

802.1X/Wi-FiProtected Access (WPA) ©¥ =2V T 4 TRELEZTXTHDI F4 7 M, IEEE
FEUE\ZHEIL T 5 - DI B R TV E T,

K2:avhrO0—5EO—3245

Client Entry Maved

e ——
o Mew Controller '
|l::iu'|t A: MAC, P Address, Access Point, QoS, Security, ... I =IC|HI'£ Az MAC, IP Address, Access Point, Do, Security, ...

Cnnlmlle.r-1 Client Database Confroller-2 Client Databass

Data Traffic Bridged T Data Traffic Bridged
fromito VLAM x # fromifto VLAN x
Controlier-1 ]

-
L

Pre-Roam Data Path

Post-Ream Data Path

Client A Roams
from Access Paint 1
Access Point 2

4 ABELT

BErEY Y
EEVT 4 1T (44 X—2)
EFEEUTF 4 FL—TLiT (48 32—)
avhe—JNE—I 7 EiE 443—)
ayha—J%FEE VT 4 FV—TIEBNT 57O ORMHESRLE (50 X—)

IRy FEIO—S 2T &IE

HT7xy Mie—I 7, 7947 b v —I 7 HECEATAEE YT 4 AvE—T%
AV bR —INKRWTHENWIET, aryfoe—Jle—I L HTWES, L. 7T
ATV ROT—H2_X—=A Tz M) EFH LWy ha—FZBET50TixRe<, oz b
=D TAT Y VT —ERX=ANTENB I FAT M [T oh—) = NI DO~—7 R
ffrFonEd, ZOo7F7—4_X—2A = NIBFHLVWar v a—F3DITA T b T—HX—
Azav—&h, HiLvar tve—7RNT ) = NV o~v—2rB3fFHiFbohEd, v—=3
VNIRRT TA T MAFRZERY A, o, 794 TV MIZDOTDIP T R L R Z{RFf
LET,
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4%y ro—zvs e [

7 Fxy MNir—I U T O®%IX, TXIXER T TAT U N EDOBTIERNFRO T T 4 v X
ATEHREINET, 7IAT UV IPBRYy NTI—=I~DRNTF T 4w 7%, Iiar ha—F1C
YXoTxy NT—Z I ICEBREINET, JIAT UMD NI T 4w 7 xT7 o h— a3 b
0—ZZEEL, I 5 EtherlP F XV THHa L b —TFI2 8T 7 4 v 7 PisESNVE
T, TDh, HMBa L b —INREOT—H %27 T4 T Mk LET, BRI T4 7 b
BEFLWANT = hr—F~a—I VTR V94T N T —F =AU FUR
O Fa—F0nbH LWy ha—ZICBEh S ETR, o7 o — a3 b
O—Z IR SNET, 7794 T "B ary e —JIlRL5 L, R —I e
E3

7 Xy MEe—=I TR, T o= AN OmG D a L b e —Fd WLAN IZFR LR v b
U—0 TR AHERERETDHLERDHY, V—AR—ZAD)N—T 4 VTR —ARX—=AD
T7AT A —NVERELRWTBYLERHY T, o LnE, N RETRIZZ T4
Ty MIRy U7 EROBENRAET H AR H D £,

P73y MEle—I 07, ~AVFXY AR T T7 49 7B R—FLTWERA (Fyvia
YV — h—27 OfEAHIC Spectralink BaEIC L > CTHEHASIND N T 7 0 w77 E)
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ETHHRICRAET L2V 7 Xy Mile—I v 72K L TOWET,
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BErEYY
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I A b =TI Ko THEHEL—T 4 T ENET, —F TUNR—=ZARZX T 4 LK
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ATvT2 4T 5arbue—J0PT RLAEZZ Uy 7 LET,
AT9 T3 EMOY A RN—=DRA=a—nD, [ AT L (System) ]>[QoS 7’17 71 /L (QoS Profiles) ] DJIAIZ 3
WLET, WONTA—ZNRFRRINET,

«[7m X (Bronze) |: /Xy 27 77 FH
«[Z—/VFK (Gold) |1: ET ATV r—va A
«[7ZFF (Platinum) |: HF7 7V 47— aH

« [ — (Silver) 1: Ak =7 4— R

ATYTE G4 TH57077A 07 )7 LT, 70774 RIT A= EFRELIIREL FT,
ATv 75 [Save] &7 Vv 7 LET,

EENEYD
[F> BT —27 T /314 A (NetworkDevices) |7 —7 /by b —TF 0O R AT LT
TNNT 4 BZEETDH (22 3—)

&R DHCP H— /N BT 5 1E#R

Cisco = > h m—Z(ZiX. DHCP (Dynamic Host Configuration Protocol) YV L — =— = b3
MAAFENTWET, 72720, BEO DHCP —RZ /2Ry NU—7 87 A &R
HoNDHEGE, 2 bR —FICIPT RLARAES TRy N v RT BRI T4 7T 2 MZEID Y
THRIHIAIHD DHCP A a2 —F R ETEET, — KT, 120z he—J2iF, ThEh
HLHPDIP T RV AZFRET 54O DHCP A a— 7 2R ETE £7,

GE)  Z OBEREIX. Cisco Mobility Express U U — 2 8.3 LIRRIC#H S v E 7,

B o YLRTFRAROEE
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50 DHeP 20— T0xw [

I7E D DHCP R I — FDOKR

BiED DHCP (Dynamic Host Configuration Protocol) A 21— 7" &K x§ HI2I1%, IROFNAE FT
LET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
KU, EROD [T /34 A7 )—7" (Device Groups) | A ==—/n5 [T/A X2 A F (Device Type) |>[7
A4¥LRa>r bA—3 (Wireless Controller) | Z3&IR L F9,

ATY T2 F4THa bu—TOTNA AL %7V v 7 LET,

AT9 T3 EMOY A RN—=DRA=a—5, [V RTL (System) |>[DHCPRI—7 (DHCP Scopes) | DJIEIZEIR
LET, RONRNTA—FNERRINET,

« Aa—TJ4
e 7—)L T KL A
o U — K

« 7=, ZhiE. Cisco Mobility Express DHCP A 21— FIZ DA FRENE T,

DHCP X O—TJMXTF

HLWDHCP Aa—7% BN+ 5121%, ROFEZFEITLET,

Fg
avy RFEEET7IYa Y B#)
2Fv 71 |[ZE (Configuration) | > [y kT—24
(Network) | > [y kT—% T/84 X (Network
Devices) |>[T/3f X #2 A4 7 (Device Type) |>
[74%° LR a2y A—S (Wireless Controller) |
Va2 D= S I

ATYT2 |4 THa ba—TFDT A AL &7V w7 L
£,

AT T3 | ERDOY A RR=DA=a—=nb, [VATLA
(System) |>[DHCPRX 31— (DHCP Scopes) |
DNEIEIR L £,

ATy T4 [z~ FOEIR (Selectacommand) | Kz v 74
7 U A RMnb, [DHCP 22 —7DiEN (Add
DHCP Scope) ] Zi#4R L CTHr Lv> DHCP 2 22—
ML, [34T (Go) 1227V v/ LET,

ATYTE |[[Aa—T4 (ScopeName) |7 F A hiR v 7 AT,
# LW DHCP 2 a—7 D4R E AT LET,

J4v LR F120EE |
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DAY LR FNRAR0RE |

ARV FFEREETIVa Yy

S

ATvT6

[VLAN-ID] 7% A k7R v 7 AIZVLANID # A /) L
£75

ATy T17

[V —RAK§fH] (LeaseTime) |7 ¥ A KR v 7 AT,
IPT RLREZ 4T Mokt UTEFR 4 5 EERH
(0~65536%) #AN/ILET,

ATvT8

[x> k7 —2 (Network) ] 7 F A bR v 7 &I,
ZDODHCP Aa—7 DG Lg%y NTV—U %
AN LET, ZOIP 7 KL &L, [Interfaces] ~X—
VTHRESINTWD, Ry M A7 PNHEH I
BEHA VAT oA AL oTHEASNE T,

ATvT9

[r> h~A27 (Netmask) | 7 F A R v 7 R,
TRTCOERY T4 7 M2l S ToHnkdr
Xy bR EANNLET,

ATy 710

[ —/VBA#ET R LA (Pool Start Address) ] 7 & A
rRy 7 22, 29472 MTEID Y THR-H
FHOBRGBIP T RLAZ AT LET, ZO7—UiE,
4% DHCP X a—7 T—ETRITTR 6T, L—
A EIIMOY—"OEEIP T KL AZEDDH
LIXTEERA,

ATvIN

[7—#&T T R A (Pool End Address) ] 7 &% A
ARy 7RI, 7TA4T 2 MZEID Y THRZH
PO TIPT RLAZAILET, ZDOT—/E,
% DHCP A 2 —7 C—EThRITE 63, L—
A EIIMOY—DEFEIP T RLAZEHEDHDH T
LIXTEERA,

ATV T12

[F7 4N k7 — 1D xA (DefaultGateway) |7 %
ANRy TR, AT arDF =1 T2 ADIP
T RLAEASLET,

ATy 713

[DNS KA A >4 (DNS Domain Name) |7 ¥ A h
Ry 7 A2, 1 DEITHEED DNS H— ST A
T5., ZODHCP A2 —7 DA 7+ 3 D DNS 4
EANLET,

ATy 714

[DNS #—,3 (DNSServers) |7 F A AR > 7 AT,
7 a ODNSH—RDIPT KL A% AT LE
¥, £ DNSH¥— 3L, ZDODHCP A=2—7"TH|Y
LCHONEIP T RLAE—HTHLIIZ, 7T4
7 MDODNS T MY AHEHTEXHNLENDHY F
7

ATy 715

[fR1F (Save) 1272 Vw7 LET,
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| 74¥LR 71 208E

DHCP X a— J DAk

\}

pHep 23— Fok

(G¥)  DHCP A =a—7%HIBRT 5 DI, HUIZEDOEHIREZ BN T ILERH D £,

FIE

ARV KRFERERETY VY

B8

ATy T

[%7E (Configuration) |>[®v kT—%
(Network) |> [y FT—% FT/34 X (Network

Devices) | ZIR L, LMD [T 34 AT N—T
(Device Groups) | A =2 —Mn5 [TINAREA T
(Device Type) |>[74 VYL R bA—F
(Wireless Controller) | Z33#4R L £9°,

ATvT2

BT Larbn—FDOTF A 2% %) v LE
ﬁ‘o

ATvT3

ERODOYA RNR—=DA=a—n5, [VATLA
(System) |>[DHCPZ 31— (DHCP Scopes) ]| D
JIEZ B R L £,

ATvT4

Y34 ADHCP A —7DF 2w IRy 7 A%k F
L%,

ATy TH

[~ ROER (Selectacommand) | Ka v 7 X
¥ UA )5, [DHCP A 2—7 DHIBR (Delete DHCP
Scope) ] ZEIRL, [FEIT (Go) 127V v/ LZE
7

DHCP R a—TJ DD T X7R— k

FIE

AR NFERERTOVa Y

=)

ATy T

[%%E (Configuration) |>[+#Y FTJ—%
(Network) |> [y kT—% FT/84 X (Network

Devices) | ZiRIN L., LMD [T A4 AT N—T
(Device Groups) | A =2 —Mnb [TINA RE AT
(Device Type) | >[4 VL Xa> bkA—3F
(Wireless Controller) | Z 3R L £9°,

ATvT2

FETLHAL bR —=TDT A, A& ) v LE
?—O

J4v LR F120EE |



TAYLR T12DEE |
B - rosox-—smERsnsar t0—S0n—HL v FI—5 FLTL— LOER

ARV RFERFTIVaY =)

AT TINEMDOYA RNR=DA=2—=00, [VATL
(System) |>[DHCPRX 31— (DHCP Scopes) | ®
JIEIZ IR L £ 9,

ATy T4 [z~ FOFER (Selectacommand) ] K v 7 &7
> U AR5, [DHCPLeases] Z38R L, [SE1T
(Go) 127 Uw 27 LET,

x%v75[me?va(MAQm¢u@]@ﬁ:%é%my
IRy 7 Rk F AL, [ AR—F (Export) ]
7 Vw7 LT DHCPX:!»—7O).:£1’*H1%§: csv 77 A
LT AR—FLET,

Oy bAO—5O1A—YRIICFERINSO Y —ZM
O—AIL Ry b IT—9 FOTL—FORT

ayha—SOBEOR—HL Ry b a—F a— L E2FRTHIIE, ROFNEEZFEITLET,

ATv 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y kT—% T/ X (Network Devices) | %%
RLU, ZRoO [T A A7 V—7 (Device Groups) | A ==2—05 [T/ A2 4 7 (Device Type) |>[7
A4 LR AO—5 (Wireless Controller) | &R L £,

AT T2 HNTDHarva—TOT A AL %7 ) v 7 LET,
AT T3 EOYA RNR—DA=a—nb, [VRATL (System) |>[1—H B—)L (UserRoles) | Z&R L E5,
T—HN Ry b 2—F B — DT A—ERFERINET,
ATYTd 7oL — &5 v/ LT, 2=V oa—LOFEMEERRLET,
EENEYY
avbhe—J0a—YRIHMERENS a2y be—F0e— NV Ry NU—7 T L —
FNOFE (62 X—)

:]:/ F[j'_'fiab:l munﬂ” ‘ﬁEFﬁiéﬁ*L%533 5303
O—AIL Ry D=9 ToTL—FDERE

HlLvno—b L Fry ha—Fo—LEar bo—J BT 5123, ROFIEEZFEITLET,

B o YLRTFRAROEE



| 74¥LR 71 208E

ATv T

ATv T2 #%

ATvT3

ATvT4

ATy TH

ATvT6

SV FA—SICEGT 5 AP0 bO—5 15 e 27— koRE [

[%5E (Configuration) |>[+Y tT7—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WL, ZB/O [T A AT NV—7T (Devices Groups) | A == —M5 [T /34 A% A7 (Device Type) [>[7
A¥ LAz hr— (Wireless Controller) ] 3R L £,

BT 52 ha—T0TF A 24 %7 ) v 7 LET,

ERDOYA RN—=DA=a2—05, [ AT L (System) ]>[=—H m—/ (User Roles) ] DJEIZER L F
7

[2~ > ROEIR (Selectacommand) | K v 7H o U A G, [2—% g—L?DiBEN (AddUserRole) ]
REIRLET,

[z hue—F @S 57 7 L— F&2EIRT 2 (Select a template to apply to this controller) ] K= v
THET YA RDLT T L— FEERIRLET,

[Applyl #7 U v 7 LET,

BErEY Y
ayhe—70a—WRFRMEHINLIa hr—F0or—V Ry NU—7 T L—
FOFIR (62 X—2)

[Fy FU—27F /A4 A (NetworkDevices) |7 —7 /b a2y ha—530O— T AT N7
BT 4 HEET DL (223—)

OV FAO—SIZEETSAPOOY FO—5 A—H4 &
INATD— RKDETE

ATy I

ATy T2
ATvT3

[AP Username Password] ~— 2 ClE, T XTDOT 7 VA RA v b3y bo—F T8 55
IR T D, 70— L XRAT— RERETEET, £/, T78A RS M 2BNT5HE
X2, 2o e— R a—PZEBIUORAY— REZIFTANDD, TI7BA RS NHEALT
EEXTINEBBRTEET,

EhiZarybtu—7 VY7 b7 JY—RS50 T, 778 A RS beary bo—F 28
G AL FOTIEARL L DAY — L R— K X2 T BNGHRY,. T EA
RA L IFDay ) —)LR— b~ A T HERNNC—F4 ERNRAT— ROANEZERENE
T, a7 A2 LR CIIIEFHEE — RD72, FRHEE— REMHT HI21E, A F—T L3R
U—REANTDHVERNDLY £79°,

Tr—s L =P L RAY — RERET B0, WOFIAE ETLET,

[%7%E (Configuration) |>[#v kT7—% (Network) |>[+Y kT —% FT/34 X (Network Devices) | % i
WU, MO [T/34 A7 )—7 (Devices Groups) | A =2 —05 [T /314 A% A7 (Device Type) 1>[V
A YL Az ha—7F (Wireless Controller) ] &R L £,

VU —R50LUBEOa ba—TFDT A 2457 ) v LET,
EROY A RNX—=DRA=a—n5, [ AT A (System) ]>[AP 22— 4 D/XA T — K (AP Username
Password) | DJEIZER L E T,

J4v LR F120EE |



DAY LR FNRAR0RE |
B -ro—scocronse

ATV T a0 b a—FIHERTAITRTCOT IEBARA L P THRENDZ2—FLBLORATU—RKEZANLE
j—o

CiscolOS 7 7B A BA v FOEEIZ. A F—T N RNAT—RHE AN LU THERTALERH Y 9,

ATw TS5 [fR1F (Save) 1227V v LET,

. = =L =

O O—5TOCDP DExTE
CiscoDiscovery Protocol (CDP) 1Z, X THOI Aafllxy MU —J#a CHRITSIND T /31 A
7w ha T, FT AL REIINAT XY AR T FURICEBIA v =Y %%E L, ftho
FNRAAMOEEENTZA v E—V2FE=F LET,
CDP X, 7V voDA—HFy b K= FBIOERRE— K ET, T740 FTHM-T
b\iﬁ‘o
Ja—)b A B —T A X CDPREIL. AP L~ T CDP Z AT L= AP DA &
nE7,

7 a—/N)L CDP R ET DX, ROFNEEZFITLET,

ATv 71 [RE (Configuration) |>[Fv kT—%4 (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
WU, RO [T A A7 )—7 (Devices Groups) ] A == —75 [T /34 AKX A7 (Device Type) 1>[V
AL A2y kr—F (Wireless Controller) ] Z3#IR L £,

RTvT2 HROa2Y va—FDT A A4 %7V v 7 LET,

AT T3 EMDOYA RNR—DA=a—=n5, [VAT L (System) |>[Z 17— 3L CDP #7E (Global CDP
Configuration) ] DJIEIZERIN L F 9, [Global CDP Configuration] “X— Y NEKRINE T,

RATY T8 [7a—s,LCDP#EE (Global CDP Configuration) ]3— Y CME R 7 ¢ —)L K& E L £ 7, [Global CDP]
TN—T" Ry 7 AT, WDNRTA—=ZEFELET,

« [CDPoncontroller] : = k27— TCDP ZHWINCT 57, BT D202 RIRLET, ZOREIL,
WiSM2 @ b r—Z |23 T& £ A,

« [AP 7 2 — 3L CDP (Global CDPon APs) 1: 77 & A iKA > K CTCDP ZHNIT 50, EhIC
ToOMEBEIRL £,

[V 7Ly BEMME BPEAL)  (Refresh-time Interval (seconds)) ]: [V 7 L v v = EFREIfIE (Refresh
Time Interval) ] 7 4 —/L R{Z, CDP X v —U WA SN DM EZBELATCADLET, T 741 1
1% 60 T9,

o« RFFFH (F)  (Holdtime (seconds)) ] : CDP RA /N— x>~ U OHIRANGIIL 5 F TOREH] 2 70 HifiL
TANILET, 774V ME 180 TT,

« [CDP 7 RAXZ A XA hD/3—3 3> (CDP Advertisement Version) ] : 3% CDP 7' &2 k =L
N=VarZANALES, 7740 MiIvl TE,
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v ro—s~nsixziEoss [

AT TS [A—V vy b A ¥ —T A ADCDP (CDP for Ethernet Interfaces) ] 7 /L —7 R 7 AT, CDP & H%)
T B4 =Ry h A B —T A ADATy FEBIRLET,

[ —HFy b A>H—T x4 AfDCDP (CDP for Ethernet Interfaces) ] 7 « —/L Rix, U U —27.0.110.2
Poay ha—7 THR— IR TWET,

ATy T6 [MEHA L #—7 =1 A0 CDP (CDP for Radio Interfaces) ] 7 /L —7 7R v 7 AT, CDP ZA#NZT 5 MR
AV B —T 2 A ADAT Y NERINLET,

[fE#RA > % —7 =4 AD CDP (CDP for Radio Interfaces) ] 7 4 —/L Rix, U U—AX7.0.1102 D=
2—7 CTHR—FINTWET,

ATw 771 [Save] &7V v 7 LET,

BMELEYY
[F> hU—27 T /314 A (NetworkDevices) |7 —7 /by b —T 0O R AT LT
aNRT A BEETDH (223—)

o hO—5A~A®M 802X FREEDEEE

Lightweight 77 £ 2 KA > b & AL v FRID 802 IXFBFE AR ETE £, 77/ EBAKRA b
12 8021X VU b & LTEIWEL, EAP-FAST CEA PAC VR E Y a =0 a2 MHLTA
A YTFICEVFIEEENETET, T_XTOT I ®ARA L MR bo— T PR ikR 4257
0 —NNVRFEERETEET, 2T, 2 be—JlBESER SN TNDETXITHOT 7
ARA VN, BEOSKRBER SN TRXTOT 7 A KA bR GERET,

%:LFGLT\ Y4 0 — /N )LERRER Ei@%{g%éﬂé ﬁg\g@uuu ’“i’i’ﬁﬁ?@???x
T/l’/]\ ZEIVYBTAHZ ENTEET,

Tu—rHTY B b I LTy VEAICT DIIE, ROTIEEFETLET

ATy 71 [RE (Configuration) |>[RY FT—% (Network) |>[%v kT—% T/34 X (Network Devices) | %%
WL, ZB/O [T /34 & 7 V—7 (Devices Groups) ] A ==—M05 [T /3 A # A7 (Device Type) 1>[V
A¥ LA a3 bu—7 (Wireless Controller) ] # N L 77,

ATv T2 ADary ba—FDOFNA 24 %7 ) v 7 LET,

AT T3 ERDOYA RNR—DA=a—15, [VAT L (System) |>[AP8O2AX VT U k7 LT ¥/ (AP
802.1X Supplicant Credentials) ] DNAIZER L F 7,

AT T4 [ZTa—r VBT Yk 7 LT v/ (Global Supplicant Credentials) | F = v 7Ry 7 A& 42 L
T

RT9TS TV s a—FLEATLET,

ATy 76 @Y AT —RKE AN L THELET,

AT9 Tl Fuy7Z oy A=a—n5 [ 7V NEAPX A 7 (Supplicant EAP Type) ] ZE84R L £,

J4v LR F120EE |



DAY LR FNRAR0RE |

B - ro—s~omxzmone

GE) RN—=vUar8ilUEoarbte—I3BLOMEICEAINET,

BErEY Y
[(Ry hU—2F /314 & (NetworkDevices) |7 —7Anbay ha—7D— K AT LT
ORT A EEETS (223—=)
TS, AD 802.11 /XT A—=H DgkE (142 X—2)

O FA—5A0M 802X FREAFTDHTE

&
ATy T2
ATvT3
ATvT4
ATy T5

ATvT6
ATy 17

Lightweight 7 7 £ XA RA  F & A4 v FHDRO2LIXFRAAHKETEET, 77 EARA b
li%mxﬁf)ﬁykkbfﬁﬁb\BWE%T&E%HW?HE/H%/ﬁ%@%LTX
AVFICEVFEEEINET, TRTOTZERARA L "R ha— FHEEREICHRT 5 2
B~Awmn%mmf%iﬁo_h X, 2 e —JIZHBEBR SN TNWDTRTOT 7 &
ARA N, BEXOSRERHSINDITRTOT 7R KAV bR EENET,

ELELT\ Dy a—r3)VERE miib%{g%éﬂé\ WE ORI EERFTEDT 7 A
T%/F ZEIVYBTAHZ ENTEET,

TJa—r)v BT B b LT oy LEANCT DI, ROFIEEZFEITLUET,

[%7E (Configuration) |>[+Y kT7—% (Network) |>[F* v FT—% T/84 X (Network Devices) | % 3%
WU, RO [T 34 A Z)—" (Devices Groups) | A ==—05 [T /34 A Z A 7 (Device Type) [>[V
A4A¥ LA a3 bu—7 (Wireless Controller) | &N L 9,

HR O A b —=FDT7 A 24z ) v 7 LET,

ROV A RN—=D A=z —05, [ AT L (System) ]>[AP802AIX ST Uk 7 LT v v (AP
802.1X Supplicant Credentials) ] DNAIZER L F 7,

[Z7a—rL B 7Y B s 7 LT v b (Global Supplicant Credentials) | T =~ 7Ry 7 A& 42 LE
R

BTV s =R E AT LET,

W SAT— K& AL CHEELET,

Ray 77Xy A=a—0G [ 7Y B NEAPX A 7 (Supplicant EAP Type) ] Zi®IR L £ 7,
G¥) N=T g 87 U0y be—9BXOMEIZEASINET,

EENEYD
[F> BT —27 T /A4 A (NetworkDevices) |7 —7 /by v —F ORI AT N
aNT 4 HERETH (22 3—)
TINAAD 80211 /X7 A—X DOFRE (142 X—)

B o YLRTFRAROEE
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v ra—scoouce oiE ]

> bA—3 T DHCP ME%E

=z k1 —7® DHCP (Dynamic Host Configuration Protocol) & % 5% &3 212X, RO FIEE
FITLET,

ATv 71 [%RE (Configuration) |>[+Y bk T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, ZRoO [T A A7 V—7 (Devices Groups) ] A ==—05 [T /3 AX A7 (Device Type) ]>[7
A ¥ L Aar ha—F (Wireless Controller) ] Z&R L £7°,

ATvT2 BOa ba—=F3 DTN A A&7 ) v 7 LET,
ATV T3 EOYA RNR—DA=a—n5, [VAT L (System) |>[DHCP] DJEIZER LT,
AT T8 RONRT A= EBMELITEELET,
*[DHCP # 7> a8 UE—KID 74—/ FD 74—~ k (DHCP Option 82 Remote Id Field

Format) |: Ka v 7% v U2 k)5 [AP-MAC], [AP-MAC-SSID], [AP-ETHMAC], F7=i%
[AP-NAME-SSID] % i&{R L 7,

Ap-Mac % &R L7285 12 [DHCP 47 = 82 (DHCPoption82) ] @ [RemoteIlD] 7 4 —/L RIZ7 4 —< v
AR ET DT, RemoteID T4 —~<v & AP-Mac £ U CEELE T, Ap-Mac-ssid =R L7255
RemotelD 7 #—< v NI [AP-Mac:SSID] \ZiRE L £,
« [DHCP 7% (DHCP Proxy) ]: 70 %+ CDHCP Z AT 2HEIE. ZOF =y /Ry 7 A%
o LET,
DHCP 7u X Rar hu—7 ETHDNIR->TWVLEARIE, 20 b —JI2XsToZ I7A4 T bk
Tfiﬁﬁ'ﬁ‘%/*\DHCPgﬁﬁﬂ"f\'%X cEnEd, 20D, L7 & H 12O DHCPH—/323, WLAN
WZBIHEAHT BieA v H—T = A A)> WLAN HIK TR fﬁéﬂﬂ\éz%ﬁi)% nET,

ATy 75 [DHCP ¥ A A7 ¥ I (DHCP Timeout) | #FHMNTAN LET, ZORMAIEE 5 & DHCP ZRMAHZ A A
TURMLET, 774V MREILSTT, ANMEOHPAILS ~ 1208 T3, DHCP X A A7 7 ~ME, UV —
A 7011474 gD 2 b —F CHEHASNET,

ATvT6 [fR1F (Save) 127V w7 LET,
RFZIC, [BEE (Audit) (227 Vv 27 LT, Z0ay be—JF CTERELFITTEET,

BEErEYY
[F> FU—27F 314 A (NetworkDevices) |7 —7 /by ha—T DR AT LT
anRT A EEETDH (223—)

J4v LR F120EE |



DAY LR FNRAR0RE |

B -t o-—5tovLFEeR b E—FEEUIGMP RX—EL T ORE

A= TOIVILFENYRABFE—FEELUVIGMP X
X—E T NHTE

ATy

ATy T2

ATvT3

ATvT4

ATy TH
ATvT6

ATy Fr17

ATvT8

ATy

ATv 710

Prime Infrastructure CliZ, = b @ —7 EDIGMP (f v Z—% v b Z)L—T7EF 7o ha)l)
AX—=UE U TBIOEA LT Y MEEZRET D47 a Vs SN TOWET,

IGMP

2 b E—FDvLFFY AR ET— RFBLRIGMP A X — U V52 ET HI21E, IROFNEAE
EITLET,

[%E (Configuration) |>[®Y k7 —% (Network) |>[®Y bT—% T/34 X (Network Devices) | %
IR L, MO [T 3A A 7 —7" (Devices Groups) ] # ==2—05 [T/N4 R 24 7 (Device Type) |>
[74¥ LR a2 kO—S (Wireless Controller) | #ER L ¥ 9,

HO=a va—FDT A 2A4%7 )7 LET,

EROY A RNRX—DA=a—n5, [YRATL (System) | >[TIILFF v X b (Multicast) | Z3R L FE

7

[Ethernet Multicast Support] K= v 77X 7 U X Mnb | 48T 54—y b v FFxr A HR—h
([Unicast] F 72 1% [Multicast]) Z IR L £,

[v/LFF ¥ A K (Multicast) | ZE#IR L7851, v~V TFFvy AN IA—TIPT RLAZANLET,

VNV F Xy A NT—REZo0— VUERAREICT ST, [Fe— UL~ LFF v 2 b E— K (Global
Multicast Mode) | T = v 7Ry 7 A& F T LET,

IGMP AX—VE T EBIXRIA LT T MNMI, A —FFy b v TFFxv AN ET— RPFHOHEDHETE
TXFET, IGMP AX—E LUV HERINLUTHINZ LET,

[T Fr ANEEYT 1 E— K (MulticastMobilityMode) | K= > 7*#7 U A k)26 %) (Enable) |
ZBINL T, IGMP AX—VE U J AT =X AEEWT 50, FT2IXIGMP ¥4 L7 U hERELET,
IGMP A X —E U IRENDGA, 2 ba—F137 747 bMHIGMP LiR— h&IUE L 72, W
NPOXNVF XX AN ITN—=TZ2) v AL LTND 7 TAT Y MDY AT 7 2AKRA Y MIEEL
¥9, TO%, TI7EBARA LV MITINODI TAT U MORIINATFFHx A N Xy Neidnik LE
75

2 A LT T NEROFPAIL 3 ~ 300 T, 774/ MEIZ60 T, ¥4 L7 U MBEETHE, b

T —Z 3TN TCTHOWLANIIZR LTI =Y 2R ELET, %@% NV FXXY AR TA—THNTY v A
LTWAIZITAT 2 MEI, arybe—JZ 7y h&EXDERLET,

YNAFHRY XL EEVT 4 E— FZAMILTWDLEEIE, T T4 JV—F v LFF¥ AN TR
VA ANTTLET,

TAFXY VA Ry NU—=T %N LT-ETA AN —LEHHC Wik, [ FFXY AN XA LT b
(Multicast Direct) | F = v 7Ry 7 A& F N LET,

[T X A NEEUT ¢ F—F (MulticastMobilityMode) | K v 7 #2 J A Rd6 [F%) (Enable) ]
BN T, MLD X EXEE L ET,

B o YLRTFRAROEE
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WERHEMEERT 50 ro—SomnEs 1 v—0&E [

ATY TN IPVOMLD AX—VY 7 2G0T H85E1E, [MLD AX—tE> 7 DOHE (Enable MLD Snooping) ]
Fzw IRy I AEA NI LET, TOF =2y IRy I RAEF AT LERAIE, IRORT A—F B3R IE
LET,
« [MLD Timeout] : MLD % A A7 7 MEZEALTAN LET, XA L7 7 bO#PFEIL 3 ~ 7200 T,
7 7 4V MEIX 60 TY,
« [MLD 7 = VU [fifg (MLD Query Interval) ]: MLD 7 = U RO ¥ A4 57 U MEZRHEA TASTILE
9, MR OFIBHIL 15 ~ 2400 T, 7 7 4 /L MEIX 20 T,

A B —=Fy h T—TEH o ha) (IGMP) AX—E U 72T 52L1cky, IPvd D= ILF
XX AN NT T A IDTT T 4T EMRHITEET, IPv6eDHFAIE, vV FF v 2 MY AT —kKiH
(MLD) AX—E 7 B™MEAINET,

ATYT12 By ar NP—EFRERELET, UL, 7 I7AT V"B AT 4T A —L0bEREZER
0y EINTEHEAIE. 2 I9A4AT Y MLEEEND T — BT,

ATv 13 [BR1F (Save) 1227V v 7 LET,
PRAFERIC, (& (Audit) 1227 Y v 27 LT, Z0ary ha—7 CHEEZFETTEET,

BErEY Y
[*y hT—27F /314 A (NetworkDevices) |7 —7/inbay ha—T7D— K AT LT
BT 4 BEETDH (22 =)

EEREBMEERT S22 FO—5DIERZ AT —D
X TE
Prime Infrastructure ™ = > k 27— 7 (Z|%, FlexConnect 3 LU\ — /L E— RKHOILIES A ~—
RELHEHTEET,
ZOBREIZ. V) —R 60Dy hr—TF DA THR—F IR TVET,
PR Z A ~— %R ET HITE, ROFIRELETLET,

ATv 71 [RE (Configuration) |>[+Y kT—2% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
WU, WO [T /314 R 70— (Devices Groups) | A ==2—5 [T /34 A XA 7 (Device Type) |>[V
A¥ LA a3 ha—7 (Wireless Controller) ] Zi#R L £,
ARTVT2 ZA~—%5RET D br—T&EIRLET,
AT9 73 MOV A RN—=D A == —/»5, [System] > [AP Timers] DJEIZER L E 5,
ATY T4 [AP ¥ A ~— (AP Timers) | X—Y T, %4927 7 A KA M E—FDV Y ([m—HN E—R
(Local Mode) | %721 [FlexConnect E— K (FlexConnect Mode) 1) Z#7 U v 27 LET,

ATY T ZOERIZI LT, [Local Mode AP Timer Settings] ~<— " % 72 [FlexConnect Mode AP Timer Settings] ~X—
CTCMBIRNT A= ERELET,

J4v LR F120EE |
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B - ro-scowanoss

s [m—HFE—F AP ¥ A < —3%E (Local Mode AP Timer Settings) ] : B H R 2 BHET 5 1213,
B N—hE— hER (2 b —F LT 7 AR bOM) IZRETHXA LT 7 Mz LD/
S<KLES, Mm#EnN—bhE—h 2 A~—OHIR N—hE—FMHRI L) Z2BE5L, 77 EBARA
Y MIFREDOA o H =N Tary bu—=Ihb T —=Z "7y bEZELENPE ) AR LES, S
7y RPMIEZE SN TWRWES, 77 EBARAV MIg#HEza—ZRE a2 he—J 2% EFLE
T ZOLE, 10~ 15 BOEZ A TE £,

* [FlexConnect FHD AP % A ~—i%E (AP timer settings for FlexConnect) | : i#fR7 5 & FlexConnect %
A LT MEZRE CTXE9, [APPrimaryDiscovery Timeout] 7= v 7 R v 7 A% A N2 LT, ¥4 A
TV MEEECLET, 30 ~3600 BOEEASLET, 5500 Y =X 3y br—FF, 1~100D
HHOT 7 2A KA v b N—bhE— h XA ~v—lEZZITANET,

ATvT6 [Savel 27V v 7 LET,

EErREYSY
oy huE—FTO WLAN OfERE (70 ~=2—3)

a2 hA—5 T WLAN DO ERK

a2 hE—F1% 512 WLAN iR E & V7R — FTX 5728, Prime Infrastructure 1%, $FED =2k
o —J 2% LT, ¥8E LA O WLAN 2820 £ 721X 82023 2 $h=Ri) 7 J7 ik 2 4t
LET,

v b U —27 FIZERE L 7= Wireless Local Access Network (WLAN) O <1 —%F/RT AT
T, WOFIEEZFEITLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WL, [T/ANMRE AT (Device Type) |>[7A4 VYL RO kB—S (Wireless Controller) | %R L &
7

ATYT2 FUT2ar b0 —F3DOF A 24 %7 ) v 7 LET,

AT9 T3 MOV A RAN—=D A =a2—)5, [WLAN (WLANs) |>[WLAN®D:EXE (WLAN Configuration) | % %
WL ET,

ATv T4 [WLAN ¥~ VU —D%E (Configure WLAN Summary) | X—YDMHET 4 —/L RERTELET,

BENEY Y
a2y hur—7 THERIN TS WLAN OFExR (71 =)
a2y ha—7 EO WLAN ~Ot X2 U7 4 AU —0BM (72 X—)
A b =T TOEASALL a2 (802.11u) ORE (72 5—)
a2 hr—F~0 WLAN OB (76 ~=—°)
a2y ha—7 7050 WLAN OB (76 ~<—)
2y ha—70 WLAN OEFBAT =X 2% EHTT 5 (77 —)
a2 ha—F WLANDEE VT 4 T2 I—DFRR (718 X—)

B o YLRTFRAROEE
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avrn—>chEshTtu s waN 0w [

2 b —F 0 WLAN AP 7 /L — 7 O%E (82 <—)

O bO—5THERREINTLYS WLAN D XRR

ATy I

ATvT2
ATvT3
ATvT4

ATy T5

ATvT6

[£%%E (Configuration) |>[*y kT—% (Network) |>[*v bT—% T34 X (Network Devices) | %%
RU., EROD [T /34 A7 )—7" (Device Groups) ] A ==—7n5 [T/AM X2 A 7 (Device Type) |>[7
AL RO FO—F (Wireless Controller) | %R L £,
WLAN #EEZFRTLHVA YLV A ary ha =0T A A4%7 Vv 7 LET,
[Configuration] # 7% 7 U v 7 LE7,
[#46E (Features) ] C [WLAN (WLANs) | > [WLAN D% (WLAN Configuration) | Z &R L £,
[WLAN Configuration] ZH)~<—12, 2 b — 7 CHIEHRE SV TS WLAN O U X RBRRRINE
T, VA MIIKROFEHEENG TN ET,

« WLAN ID

* WLAN RE 7' 1 7 7 A )L DA Hi

« WLAN SSID

T I T 4TI X2 VT 4 R —DL4H]

« WLAN OBIEOEHAT — X A (A% E - 13485h)

CHEAT D 2= VB EESNTNDTRTO WLANREX A7 DU A R~DY 7

WLAN B E DM A T HI121E, WLANID %27 U v 7 LE$, [WLANGXEDEM (WLAN Configuration
Details) ] X—YNERENET,

27 ([#% (General) ]. [E¥ =V 7 ¢ (Security) ]. [QoS]. [Ff#li%E (Advanced) ]) ZfEfH L C.
WLAN O/XF7 A — R EFonEidmELET, RNTA—XEEE LIGEIL. [R1F (Save) 1227V v 7
L\‘i‘g—(}

MENE YD
ayha—7 EDOWLAN ~Ot X2 U7 ¢ R —DBM (72 2—)
O hE—FTOENAL a2V a (802.11u) ORE (72 2—)
2 hr—7~0 WLAN OB (76 ~<—)
a2y ha—F 750 WLAN OHIER (76 ~—)
ar hr—70 WLAN OEBAT — X A% EH5 5 (77 X—)
a2 he—F WLANDEE VT 4 T I—DFR (718 X—)

J4v LR F120EE |
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B - rostowan~otefayFc Ky o—nEm

o hrO—5SLELOWLANADEFY T4 R —NDiE
0

AT9 1 Tarhe—F THERSNTWSD WLAN OFR] THBISN TS L 912, [WLANOREE (WLAN
Configuration) ]FEMI~—TICBEILE£7,

AT9FT2 [RK)v—~v 7 (PolicyMappings) | %7 %27 U w7 LET,

ATv 73 [AT70EM (AddRow) 127V v LET,

ATy T4 Ry 77X JRA NS, WLANICR v BV 7T 5RY o —4 2RI L 7,

ARTVTS TIAFVT 42 ANNLET, 7744V T ¢ O#FPHIZ, 1~ 16 T,
2ODRY =R LT ITAFVT 4 HHETHI LITTEERA,

RTvT6 [fR1F (Save) 1227V v/ LET,

RN —a2HIRT H10E, BIBRT 2R =2 2F =y 7Ry 7 A% A2 LT [Delete] #27 U v
7 LET,

BMELEYY
2y hr—7 THERESN TS WLAN OFR (71 =)
A ha—FTOEASAA)L a2 (802.11u) ORE (72 2—)
2 hr—F~?D WLAN OB (76 ~—)
a2y hr—7 0050 WLAN OB (76 ~<—)
2y b —50 WLAN OEBRA T — 2 2 EFT5H (77 —)
a2 b= WLAN DEE V7 4 T hH—0DF R (718 X—)

v hrAO—=—5TOENMIILOITILYa (80211u) D

il

LI

VA ENAJ a )T ald, FERRRGEAITO TSN Ry N U — 7 THAEEHATE 5
EIIC8RIAX KIS FA T FEFNNTHYVa—varTT, EANAL L arrzida
m\?347VbK%—Hz®TN4§EU?4K%?6%%%&&LE#O:M’ib 4
FAT v MIERTRER R Y U =210, L 0FIiEel, HENOLRICEEMITTEET,
Fy T =IO END T —EAX, RO2-5o0O7 v haVIRKRELpETEET,

*+ 802.11u MSAP
* 802.11u HotSpot 2.0

FANAN a2 TE ROTA RIA v EHIRFEENEH S NET,

B o YLRTFRAROEE
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ATvT1

ATy T2
ATvT3
ATy T4

ATy TH
ATvT6
ATy 17

AV FA=STOENSL AT TILDa (802110) DERTE .

e ENRA )L a2 FlexConnect 7 7 B A iIRA N TIXYA—FENLEHFA,
82 IIuRET v 7 u— IV R—FENFHA, REDT v 7 7L —REEITL, &RE
Zar ha—JI27 vy 7 a— K95 E, WLAN @ HotSpot D% ElLKbiILET,

[%7E (Configuration) |>[rY k" T7—% (Network) |>[RY kT—% T/34 X (Network Devices) | %
R L, [T/Nf R4 A4 T (Device Type) | >[4 VYL RO kA—F (Wireless Controller) | % 3R L
£,
FNRA)N AV 2NV aTBETAIAY LR aryha—SDFT N A 2457 ) v 7 LET,
[Configuration] # 7% 7 V v 7 LET,
[#HE (Features) ] C [WLAN (WLANSs) | > [WLAN D% % (WLAN Configuration) |> Z®iR L £7°,
[WLAN Configuration] ZH)~—2, 2 b —7 THIEREIALTNSD WLAN O U 2 hRRRIIVE
ﬁ—o
ENAN ANV 2 BFHETDH WLAN O WLANID 27 U v 7 LET,
[y b XKWy b (HotSpot) | #7527 Vw7 LET,
[802.11u 3% /& (802.11u Configuration) |V 7% 7% 7 Vv 7 L, ROXLHIZT 41—V REHELET,
a) [802.11u A7 —# A (802.11uStatus) | F = > 7Ry 7 A% A2 LT WLAN @ 802.11u ZH#hZ L
£
b) [A1 % —F> s T Z7¥EA (InternetAccess) | T =y 7Ry 7 A%A LT, ZTOWLANG A
Z—=Xy b P—ERAEZRPETELHLIICTLET,
¢) [*v hT—2 %47 (NetworkType) | R v 7 & A Rnb, 20O WLANIZF#EET 5 802.11u
PR LA EZBER L ET, ROAT v a VA2 TEET,
* Private Network
* Private Network with Guest Access
* Chargeable Public Network
* Free Public Network
* Emergency Services Only Network
* Personal Device Network

* Test or Experimental
* Wildcard

d ZOxy FU—27D802.11u N7 A—F MITHRET Didalb 7 A 7 a1 RN L £ 7,

o [R#%E (Not configured) |

o [ ~DIEE (Acceptance of Terms and Conditions) ]
s[4 7 A > %Ek (Online Enrollment) ]

*[DNS U %A L7 I (DNS Redirection) ]

« [HTTP/HTTPS U %A L 7 b (HTTP/HTTPS Redirection) ]

e) [HESSID] 7 4 —/V RiZ, [AfEILRY— 2t v MR+ OfEA A7) L£7, HESSID i, [FfE ESS
BT H 64277 ROMACT RLATT,

f) [IPvd7 FL A ZA 7 (IPv4 Address Type) ] 7 4 —/L KT, IPvd 7 L ADEID {4 THAZEIR L
£7

* Not Available

J4v LR F120EE |
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B -oroscorrqravenva G oxE

ATvT8

ATvT9

ATv 710

AW R/
* Port Restricted
* Single NAT Private
* Double NAT Private
* Port Restricted and Single NAT Private
* Port Restricted and Double NAT Private
N
g) [IPv6 7 RL A Z A7 (IPv6 Address Type) | 7 4 —/L KT, IPv6 7 KL ZADE|ID B THAAZ RN L
ESc RN
* Not Available
o &%t A]
Y

[ZDfh (Others) V74 7% 27V v/ L, ROEIITT 4 — I REFRELET,
a) [OULY Ak (OUIList) | Z/—7 HRv 7 AT, ATOEM (AddRow) %7 U v 7 L TROGFEHE
WaEANITLET,
«[OUI 4 (OUI name) ]
«[E'—=> (Is Beacon) ]
«[OUI A >7 v 2 A (OUI Index) ]

[#R-A7 (Save) 1527V v 2735 &, OUl GHEEAHAIT) = kUM ZOWLANIBEMSET,
b) [FAA> UZk (DomainList) ] Z/Lb—7 Ry 27 ZT, [fTOIEM (AddRow) %27 U v 27 LTK
DREMITEHRE AT L ET,

o [KAA 4 (DomainName) ]:802.11 77 A Ry NU—7 TB#IT5 KA A 4%,
s [FASL Y AT v 7 A (DomainIndex) ]: R v 7 XL UA ML RAAL L AT v T A
PERLET,
R1FE (Save) |22V wr 5L, FAAL = FUBRZO WLAN IZBMENET,

) [E/7— (Cellular) €2 ¥ 2T, TOBM (AddRow) 147 U v 7 L CROFEMIEHE AT L
\i—a—o
*[E=—F (Country Code) ]:3 XFDE/NLT—[Ea—F,
s[*r> FU—2 a2—F (Network Code) |:3 XFDENLT— Xy hT—7 a— R,

[RAE (Save) 1227 Vv r 5L, BLT— 2 hUNRZO WLAN IZBEMENET,

[LVA (Realm) (V7 X7 %27 Yy L, ROXIIZT7 44—V REFRELET,

a) [{TOiEM (AddRow) 127 U v 7 LTLALAEANTLET,

b) [RfFE (Save) 1227 Vw745 &, Ls = FUNRZO WLAN ISBEMEET,

[h—E R T FARZ A XX (Service Advertisements) | V7 #7227 Vv 27 L, IROLITT 41—V F

Tk iE LETS

a) [MSAPZHZNZT 25 (MSAPEnable) |F = v /Ry 7 A& AL, $—ER T FAXA XA |
EHCLUET,

B o YLRTFRAROEE
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AV FA=STOENSL AT TILDa (802110) DERTE .

b) MSAP Z AT 25 EIE. ZO WLAN OV — R A > F v 7 22 AN LET, b= AT v
A 74—V RiX, BSSID ZfEH L CRIZEFRE TH D57 2 Heft 32 MSAP h— " f U A X U A% —
EIZFRI L E T,

MSAP (Mobility Services Advertisement Protocol) 1%, > NV —72 H—ERZMLT HT2DDHR Y
vty MEFHLTREINIZEANSNNL TAAL ATEIHEHTLLIICHFIATVWET, Zh
LoV —E AL, I —ERAERMET L7, X DD —ER T r A X —REATHEMNC
ENHRY FU—7 —ERT T, P—ERT7 FARAZ A XA MM, MSAP 2 LT, Wi-Fi
TIEA Ry NI =7 ~OBEFITENICY —ERXEZE AL TS RZRMIELET, ORI
P—VERT KRR XA FTBEEINET, VI AT RERIET 2T VE—REANS L TN
A AL, BEEMF T ORI —EA Ry NU—2 %23y NU—2IZ7 Y LET, T RZEDRy
NU— 7 OB ORI TIE. F v N T —27 ~OSIMZBET 2 Wiz W TH—E 2 7 R
BARXA L NEEHTHHERH Y E7,

ATY TN [Hotspot2.0] V7 X7 %27 Vw7 L, IROXLIZT 41—V FEFRELET,
a) [HotSpot2 ®H%H{t. (HotSpot2 Enable) ] Ka v 7% U X kot [A%) (Enable) | 47 a %
BINLET,
b) [WAM %A kU v 7 (WAM Metrics) | Z/V—7 Ry 7 AT, IROBEHERELET,

«[WAN U > 7 AF—% A (WANLink Status) ]: U > 7 AT —H A, Hhe&MHEIT 1 ~3 TY,

«[WANSIM V > 7 A7 —4# A (WAN SIM Link Status) ]: ®FrU > 7 A7 —4 A, =& 2%,
TyTN o ex ) I EB R b EEEIIF CEEARETE ET,

* [Up Link Speed] : 7 v 7'V o 7 3, FRAFIE 4,194,304 kbps T,

* [Down Link Speed] : # 7 > U > 7 ¥, HKfEIT 4,194,304 kbps T,

c) [A~=L—%4 VU AL (Operator Name List) ] T, [fT®EN (AddRow) 1% 27 VU v 7 L CTIROFEMITE
WMEANTILET,

s [AL—%4% (Operator Name) ] : 802.11 AL —X DARITAEE L £7,

o [ARXVL—% AT v A (Operator Index) ]: AXVL—% 4T v 7 AZ@RINLET, FHET
X HFMAIT 1~ 32 TF,

« [E85=— R (Language Code) |: SiEZ& EFT 5 1SO-14962-1997 = 22— RILFF|, Z DILF
L3 XFOFH=T—FTT,

[fR17 (Save) 1227 Vw7 $25&, ARL—2NI X MIBMESNET,

d) [R—F&EYU A (Port Config List) ] CT. [{T®iEM (AddRow) ] %7 VU v 7 L TROFEMIER %
ASILET,

«[IP 7’12 k=)L (IP Protocol) ]: AZNZTHIP 7 u haraEiR LES, 47> 3 1%, ESP,
FTP, ICMP, L WNIKEV2 CT7,

s [R— FFES (PortNo) ]: 2D WLAN THMIZ/ > T DA — h&EE,

o [AFT—X& A (Status) ]: R— hDAT—H &,

[fR1F (Save) 127 Vw7 95L, A—FRERY A MEMENET,

ATV F12 [Savel 227 Vw7 LT, TSN ar oV aRErRFELET,

J4v LR F120EE |
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B - to—s~owannim

BENE YD
a2 ha—T7 THERIN TS WLAN OFER (71 =)
2 ha—F~?D WLAN OB (76 ~<—)
a2 ha—7 0750 WLAN Ol (76 ~—)
ar hr—70O WLAN OEBAT — X A% EH5 5 (77 X—)
arhr—7 E®O WLAN ~OtX 2 U7 ¢ RY—0EM (72 3—)
2y ha—7 WLANOEE YT 4 T hH—0DFR (78 X—)

O A—5A® WLAN O:E NN

ATy 71 [RE (Configuration) |>[T > L —F (Templates) |> [#EES KU T 5 / 0P — (Features &
Technologies) |>[3 > kB—3 (Controller) ]>[WLAN (WLANs) |[WLAN®3%E (WLAN Configuration) ]
DNEIZEIR L E T,

ATV T2 TUoTV—RF XA TORRICHDY—N Ty TN T ADT—Y VEHbE, Newl 227V v 7 LET,

AT w73 [General], [Security]. [QoS]. [Advanced]. [HotSpot]. [Policy Mappings] & 7 TMZH 7 4 —/)b RIZfE% A7)
L. [Save as New Template] =27 U v 7 L E7°,

ATy 74 [JEE (Deploy) 127 Vv 7 LT, 707 L —bbOREBEEFEITLET,

BENEY Y
oy hue—7 THERIN TS WLAN OFER (71 =)
Oy b= TOENSRL) ary Yo (802.11u) ORE (72 2—)
a2 ha—F 350 WLAN O (76 ~<—3)
a2y b —70 WLAN OFBRAT =X A EHTT 5 (77 —)
gy hr—7 EO WLAN ~O% X2 U7 4 KU —DiBMN (72 3—)
2y ha—7 WLANOEE YT 4 T h—0DF R (78 X—)
22 hr—7® WLAN AP 7 /L—7 D% E (82 X—)

a2 hAa—>hH 50O WLAN O HIlBR

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WL, [F3A A% A7 (DeviceType) |>[VA YL A= hua—F (Wireless Controller) ] %R L £7,

RTYT2 BET 23 bm =TT A AL %Y v LET,

AT9 73 MOV A RKN— X ==2—/5, [WLAN (WLANs) |>[WLAN®EEE (WLAN Configuration) | DJIHIC
BIRL £,

ATV T8 HIBRT D WLAN OF = v 7Ry 7 A F A LET,

ATw 75 [AT 2 FMEIR (Select a Command) |>[WLAN DHIBR (Deletea WLAN) |>[E1T (Go) | # IR L £
7

B o YLRTFRAROEE
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2L RO—SOWANOEEZF—422%E75 |

ATv 76 [OK]EZ7 VU7 LTCHIBREETLET,

MENE YD
a2 ha—T7 THER SN TND WLAN OFER (71 =)
O hE—=FTOENA P a (802.11u) ORE (72 2—)
2 hr—7~0 WLAN OB (76 ~<—)
b —5 0 WLAN OEBRA T —Z 2 EFT5H (77 —)
ay hua—7 E®O WLAN ~Ot% X2 U7 4 KU —DiBM (72 3—)
2y hE—7 WLANOEE YT 4 T hH—DF R (78 X—)

A FA—5DOWLAN DEERT—FRAZEET S

ATy
ATy T2
ATvT3
ATv74
ATy TH

ATvT6
ATy 71

ATvT8

ATvT9

ATv 710

ATvIN

Prime Infrastructure TliX., FFED > br—7 ET, D WLAN D AT —H A% — | H
T&EET, O WLAN 28R L T, TOARAT—X ANERIND HRFEZRIRTE 7,

[Configuration] > [Network] > [Network Devices] # 3R L, [Device Type] > [Wireless Controller] % 3R L £
R

FET LA bn =T DTN, A% ) v LET,

EMOY A RX—=D A =2 —n5, [WLANs]>[WLAN % E (WLAN Configuration) | DNEIZEIN L F 7,
AT =B AERE ATV 2—NTHWLANDF =y 7Ry 7 A%k F AT LET,

[2< 2 ROER (Selectacommand) | K v 7 X7 UR MG, [AT—H AD A7V 20—/ (Schedule
Status) ] ZiER L T [WLAN A7 22—/ DX A 7 5l (WLAN Schedule Task Detail) ] ~<— %5 & £
R

IR L7 WLAN 1L, 2—2 0O By 2 hEnET,

Al a2 — VBREFHIE AT B AT LT, ZORT—ZABRERr D a— L E LET,

Fay P2 R RNL, FrLWEHEAT—% 2 ([5%) (Enabled) ] £7-1% [#£%) (Disabled) ]) %
BIRLET,

R 2 — VG & [FE (hours) 1B LN [4 (minutes) ] Ku vy 7H o URAMEMEHL GRRLE
R

WL H—=TAaru )y LTAF Y a—/VAZRIRT S50, 7FA MRy 7 RACHMNEZATILE
4 (MM/DD/YYYY B

W7 [ L (Recurrence) | A7 v a v RAVEEBRL T, AT —FAETOHEZROET ((F
H (Daily) ]. [ (Weekly) 1. F7/2iE MV L7 L (NoRecurrence) ]) »

[Submit] #7 VU v/ LTCAT —H AEHLRAy Va— /L ERELET,

EENEYD
gy ho—T THEREN TS WLAN OFR (71 =—)

e

2 hE—F TOENAL)L 2T (802.11u) DBRE (72—
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|

ip dhcp pool LOCAL-SWITCH
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|

interface FastEthernetl/0/1
description Uplink port

no switchport

ip address 10.10.98.2 255.255.255.0
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spanning-tree portfast

|

interface FastEthernetl/0/2
description the Access Point port
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switchport mode trunk
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interface VlanlOl
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EErEYD
FARNT 7R AHOHPRTAAL vF 7 ENDHWLAN 2 b —F OFRIE (952—)

AP T® FlexConnect D& F
FlexConnect |Z AP ZFHETAHI21L. ROFIEEZFEITLET,

ATV Tl AP Xy hU—ZIZHHEAICEML £,

ATwF2 [FE (Configuration) |>[VA VYL A T2 /1~ (Wireless Technologies) ]>[7 7 & ARA » kDI
#t (Access Point Radios) ] # 3R L £,

ATv T3 [AP4 (APName) ] U A hivi, AP ZiR L 7,

ATy 74 [EE (Configuration) |>[7 > 7 L — b (Templates) ]>[Lightweight 77 & A KA > & (Lightweight
Acess Points) ]. E£721L[AP E— F (AP Mode) ] 7 « —/v RIZ FlexConnect 23 F R S 72 WAL [H R
H7 72 ARA > b (Autonomous Access Points) ] Z &R L F£97,

[AP Mode] 7 4 —/V RiZ [FlexConnect] NFE /RS NDHGEIT. AT v 7 8 IR T T,

ATvF5 [AP4 (APName) ] U A b, AP Z3IR L 9, [Lightweight AP 7 > 7 L — FOFE#Ml (Lightweight
AP Template Detail) ] X— YRR RINET,

ATvF6  [FlexConnect &— K% # K — I (FlexConnect Mode supported) ] F = v 7 Ry 7 A& F N2 LT, TCT
DT T AN BT EFRRLET,

& — N % FlexConnect IZZ T 9~ BT, AP 23 % 72 FlexConnect & — R TZ2WEA . D= T FlexConnect
NI A—=HFZD AP IZEH SN FEE A,

ATw 71  [VLANYHR—hk (VLANSupport) | F = v 7Ry 7 A%A4 N LT, [A 7 47 VLANID (Native VLAN
ID) | 7% AN Ry 7 AZVE—F Xy NI—7 EOFRAT 47 VLAN ODFEE AT LET,

ATy T8 [/ A7V a—v (Apply/Schedule) 1% 7% 7V v/ LCTERAZRFELET,

ATFYF9 [v—HILTAA vF &5 VLAN (Locally Switched VLANs) =7 ¥ 2 > [fwE (Edit) 1V 27 %7
Vo7 LT, 7I9AT L FIPT RLVRADESITTE 725D VLAN O AEEF L E7,

ATy F10 [Save]l %7 U v/ LTERERTFLET,
JE— b ¥ A T FlexConnect IZFRET DMENH LT XTOBEMAPICZOFIELAZ#EY KL FET,

MELEYY
FlexConnect ® U E— b A A v FOKE (93 _X—)
FlexConnect HDOHFIRTAA v F 7 E§1% WLAN 2 b r—F DOFRE (94 ~—)
FlexConnect 1O @ —H /)L TAA v F L 7 ENSEWLAN 2 b —F DOHE (952—)

BS54 T b TN XD WLAN ~D 4% (FlexConnect)

WOFRIZHES T, 7 T7AT 2 b TNRAATay ba—7 ORERFICIER L7 WLAN (286t
T57a 7y A IVEERLET,

FHIClE. 7947 M ET3IoOT a7 A NEERLET,

J4v LR F120EE |



TAYLR T12DEE |
B Frexconnect TERT 3 AP S L— T DR

1. FHRTAA v TINS5 WLAN (28T 51215, WPA/WPA2 & PEAP-MSCHAPV2 F83E%
RIS ZI7A4 T v Ta7 7 ANVEERLET, 7747 MREIEEND E, a2 b
0 —7 O VLAN /5 [P 7 L ARESG S ET,

2. B—HIVTAAL vFEINDH WLAN (TSRS H1TIE, WPA/WPA2 BREA i+ 527 947
/}‘7D77/(/1/%1/]5E}ZL/$§— 77/])77/}‘7‘7)‘umul‘Eéﬂvé}: a—h) AL o FD
VLAN 101 225 IP 7 R L AREE S ET,

3. FANTIHAHOHFHRTAL vFIDH WLAN ICERET D21, 4 —7 L iBGEx A
THTa 7y ANEERLET, 77T bRRFEESND E AP~DFRy U —7 01—
JI)v EOVLANIOI B IP T RUARESGESNET, 72747 v "R nbs &, 7—
HV 2—FIIEEDOHTTP 7 L A% Web 7 7 UFICAN LET, WebilfE7mtk X%
SETT 57D, a2y e —JZABNICHFEINET, Webr 7 A o X—=URERRI T
5, T—PHENRNRT—REANLET,

IIGATVNDTF—H T T 4y rhBha—h)b AL v F o TR A vF o T AR
51Z1%. [Monitor] > [Devices] > [Clients] DNEIZER L F7°,

MErEY Y
FlexConnect ® U E— h A4 v FOFE (93 X—)
FlexConnect HOH PR TAA v TF 7 XD WLAN 22 b —F O E (94 ~X—7)
FlexConnect HD 7 —H/VTAA v F 7 E35HWLAN 2 b —F DFRE (955—)
FANT 7 REAHOHRTAL vF U 7 ENDHWLAN 2 hr—F DRE (955—2)

FlexConnect T{ERT % AP J )L— T DERK

FlexConnect IZ LV, Furr—vailarybo—J%2E8ALRLTYH, VA4 R U7 Xy b
J—27 (WAN) V> Z7#HET, VE—Far—aOAP ZREBLOHIBECTCES L91C
D F9, nr— a2 & O FlexConnect AP DEZEIT 2B ARKIRIZH W FHAD, AP &
L C /L —F b TEET,

FILRETAP I NV—"7%21EflTAZ k- T, flflicay ha—J 2772 T5L0 %
CCKM miEn — v 77l L B cE £9,

7m& 21X, CCKME®Er—I 7 %7 77 4 7123 5121, FlexConnect AP 3 BE# {1} 5 Al fE

DB DT XTDT/NAAD CCKM F ¥ v ¥ aZilik L TWDHRENRDH Y £9, 300 {HD AP
£ 1000 BEDOT A AREEGEARE/ZR 2 ba—F 2 H L TV 241X, 1000 BDOTXTOT
XA AT TIiE72 <. FlexConnect 7' /L —1Z% L CCCKM F ¥ v ¥ 2 /B L CEETHHEMN
HIEOFEHBI T, HDHFED FlexConnect 7 /V— 7 % /DE D AP \ZEF XE, D7 —
THNOTINAARENSDDED AP IZHH L Tu—I U 7 TEXH X0 THZ ENTEE

T, ML SNT= 7 —7"Tld, CCKM F v v > 23Ny 7 7 v 7 RADIUS 72 & DREREN % AP
THREEINDDTIE7 <, FlexConnect 7 /v — 7 BRICREINE T,

T N—TNDOFT T D FlexConnect AP 1, [F] U WLAN, /3w 7 7 v 7 RADIUS %—/3, CCKM,

BIOn — VG EERE LA LET, ZOKREIX. B2 FlexConnect AP 23 U & — k

AT AARCENT 47 D7aTIhY, TNTe ~EICHET 25K LHEY, i
I, & AP IR U — %% ET 203722 < |, FlexConnect 7 /L —=7D /3 7 7 7 RADIUS

Y= NEHRETEET,

B o YLRTFRAROEE



| 74¥LR 71208

FlexConnect 7/ )L— 7 & UsSw 5 7 v 7 RADIUS H—/% [

KON, TFF FT7 4 ZATO/Ry 7T 7 RADIUS Y — 3% ifi 2 7= — %972 FlexConnect
TN—TDRRZ R LET,

X 9: FlexConnect 7 )L— T D& A

Backup RADIUS DHCP server

server
WAN link = VLAN 101
| Local VLAN
Y4 802.1x | Local switch
/ \
Branch Trunk port
native VLANY100
.-‘ -‘

FlexConnect Access Points

BEEIER
« FlexConnect 77 /L — 73 L O3~ 7 7+~ 7 RADIUS H— /3
* FlexConnect 7 /L — 7" J. OV CCKM
« FlexConnect 7 /L — 7" 1 LW — 1 /Lid3
B DOENE R ET SO ha—F FlexConnect AP 7 /L — 7 DR

FlexConnect 7' )L— T H L UV/3\v 4 7 v 7 RADIUS H—/\

A K K7 1w F— RO FlexConnect AP 73N> 7 7~ 7" RADIUS H—/NZ%F L TFE4 72 802.1x
PREEFITTED LI, arvhe—J952RETHLNnTEET, 7714~V RADIUS —
NERETHZLEL, 794~V D FYDOEIFTORADIUS YV —REZRETHI L HTE
iﬁ‘o

REEIER
e FlexConnect 7 /L — 7" L OV CCKM
 FlexConnect 7 /L — 78 L e — 1 L85
o R DIENE R ET 572D 2 11— FlexConnect AP 7' /L — 7 DG

74 LR FR120%E ||

230741



DAY LR FNRAR0RE |
. FlexConnect ' )L— 7’ # & U CCKM

FlexConnect %' JL— 7 & & U CCKM

CCKM Ei#Er— I > 721 FlexConnect Z /L — 7 N3 T4, CCKME#EEF 27 v —3I 7
FIZ WLAN 2 3% € L7256, EAP AN/ > CW\WbH 27 74 7 > MiE. RADIUS ¥ — /N CH
LRI, HAT VA RAL L LSO T 78 A KAV MIBZEICO— 7 24TV E
7, CCKM %ﬁﬁﬁﬁ“ék\ TR RA Y MIEES—FARBEREFEALE S, Zhick
DS RAaADITAT b TRAAE, T7RARAS L Ml OB — 7 &85 150 2 VAR
MCIT2AEd, CCKM Eilt ¥ =27 v—=3 07Tk, BREICBURART 7Y 7r—3 3 v Tk
TEXAITEORIEITIAE L EH A, FlexConnect 77 A INA > ML, BIEETIT B 5 ATREM:
DHDHTRTDITTAT 2 MIHT5HCCKM ¥+ vy 2 FREZFGLET, 2k,
CCKM F ¥ vy affifizar b —J 0k 0 RETIZ, TIEOABETE 7,

721X, APIR300H Dy b —F T, T/ — N5 A[FEMEDOH D7 74T > b3 100
BHLHEE. 1008 T XTDOZ T4 T2 M LTCCKMF v vy 2 2k59 5 2 L IXHFEN
TSV EVTA, ROENT-ED AP THERK S 415 FlexConnect 7 /V—7"%1ERkT 2 &, 774
TV MIADDAPITORO—I T L, 7734 T2 MBRENLDOWTIIEERM T 5
TWBEEIZDI, 450D AP [T CCKM ¥ ¥ v ¥ a NS E1,

FlexConnect AP & 3f FlexConnect AP [H]® CCKM @iz — I 7 IR — & TWEH A,

ESPERENS

« FlexConnect 7 /L — 73 LUV v 7 7+ 7 RADIUS #—3
* FlexConnect 7 /L — 7" 8 X O — 1 /LR
« R DIENWZRFET H728 D 2 k@ —7 FlexConnect AP 7' /L — 7 DA

FlexConnect 7 JL— 7 H LU O—HJLEEEE

AH v KT 1 F— KO FlexConnect AP 73, K 20 ADHEHHITERE I N2 —PZx LT
LEAP ¥ 721X EAP-FAST BFEA ETTEL L OIZ, a2 hr—F4RETEET, =2 br—
Z1%, 4 FlexConnect AP723 2> b —Z T8 LTZBRIC, 22— W4 E XA T— ROEMH U A b
EZDAPIZERELE T, J—THNOK AP, DT 7 & A RA v MCBEEHT Sz
FAT Y NORHREFIELET,

Z OFHEIL. Autonomous AP 1k v k7 —7 /)35 Lightweight FlexConnect AP % KV — 7 [ZfAT
TOBRZ, RERA—F T = X=X % 7FF L2 < RWEHX. Autonomous AP THIJH AIEEZR
RADIUS —  FEfE % 8 X DERICHID N— R =7 T3 2 &8I LT < A 0A I L
Tb\\i—g—o

LEAP % 721X EAP-FAST §8iEiZX. FlexConnect /X 7 7 7 RADIUS H— N & A& ot Tl
HC& F79, FlexConnect 7 /L —7" /Ny 7 7 v 7 RADIUS $— N & o — B LBFED [ )5 CT&
TEINTWABEA . FlexConnect AP IXFEIZ, FT 774~ X277 w7 RADIUS — 3%
FRHLTZ 94T~ ]\@umufl:%nit?fbiﬁ‘ TD%, B XY Ny 7T v 7 RADIUS H—
NTHITL (FT7A < VICBIETERWIESR) | &%ICFlexConnect AP HE TATLET (7
TA~IBLOED U Z U D RADIUS — NZHFETE 2WEE) |

ESPERCRS
« FlexConnect 7 /L — 73 X O3> 7 7 v 7 RADIUS #—

B o YLRTFRAROEE
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BE% D FlexConnect AP &/ L— T %% [

* FlexConnect 7 /L — 71 JL O CCKM
R DBENWEFFET D720 D 2 b —F FlexConnect AP 7 )V — 7 DB

E%X7FZ D FlexConnect AP 77 )L— DR~

WEAFD FlexConnect AP 7' /L—7" DY A s & KR TEET, fil x D AP 7 FlexConnect 27 /b — 7
WRBLTWAD Z EEZMERT DX, [FV—7 TREIN TS —H (Users configured in the
group) |V 27 %27 Y 27 LET, [FlexConnect AP 77 /L —=7 (FlexConnect AP Group) ]-X—3
NBRE, TV—TD4HIE, TOTNV—TIZBBLTND AP BNFEREINET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT —% T/34 X (Network Devices) | % i
RLU, MO [T /34 A7 V—7 (Device Groups) ] A ==2—05 [T/NA A2 A 7 (Device Type) |>[7
A LA O—35 (Wireless Controller) | %8R L 9,

ATYT2 FUTHar bu—TOT N A 2A%4% 7 ) v 7 LET,

ATY T3 EMDOYA R/X—=D A ==2—)5, [FlexConnect] > [FlexConnect AP%'JL— (FlexConnect AP Groups) |
DIEIZER L E 9, [FlexConnect AP 77 /L'— 7" (FlexConnect AP Groups) | X— MR £9,

RTY T8 INV—T4%2 Y v 2 LT FlexConnect AP 7 L —7IZT i A R R LET,

EENEYD
RE BN ET A D ha—F WLAN AP 7 /L— 7 DEA (85 <—3)

FlexConnect AP % )L— TN FE

FlexConnect AP 7 /L — 7 % ET HIZ1E, RO PIEZEFITLET,

ATy 1 [BXE (Configuration) |>[+Y kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | %
BIRL, MO [T /314 A 7 v—7" (Devices Groups) | A == —7nb [T /34 A X A7 (Device Type) ]
>[UA YL A a3 hra—7 (Wireless Controller) ] 3R L £,

ATvT2 HHET2abun—FOT A 24L&V v LET,

ATv 73 EMOYA R/N—=D A ==2—/5, [FlexConnect] > [FlexConnect AP JL— 7 (FlexConnect AP Groups) |
DINEIZRIR L E57,

ATv T4 [a~r FOER (Selectacommand) | K2 7 #7 U A T, [FlexConnect AP 7 /L — 7 DB (Add
FlexConnect AP Group) | %7 U > 7 L. [FlexConnect AP 7 /L—= (FlexConnect AP Group) |>[7 v 7
L— h» 5380 (Add From Template) | <A »ZB& £,

ATw75 [0V FA—FICERATESTUTL— F%EEIRT S (Select a template to apply to this controller) | K
Ry TEY YA NPT T L— FEEIRLET,

ATYT6  [Applyl 7V v I LET,

RATwF1  WE72 FlexConnect AP 7 )V—7 NT 2A—RERELET, WERZTE7 )7 LT, ROy ELT
i, e, FIFHIRTEET,

* [VLAN-ACL ~ v £°> 7" (VLAN-ACL Mapping) ] : A%h72 VLAN ID O#iFHIL 1 ~ 4094 T,

J4v LR F120EE |



DAY LR FNRAR0RE |

B #roEnsiEd 570032 FO—3 FexConnect AP 7 )L— FDEE

ATvT8

ATvT9
ATv 710

BRLDE

BE
o

* [WLAN-ACL ¥ v &> (WLAN-ACL Mapping) ] : M8 Web #3&EH @ FlexConnect 7 7 & A =1 k
m—)L UAMEBRIRLET, K 16 fHD Web 383E ACL ZBINICX F7,
* [Web A8 U 2»— ACL (WebPolicy ACL) ]: Web 7R U v—& L CiBINT 5 FlexConnect 7 7 £ A =22 |k
m—/L URANEBRRLUES, HK16 HD Web R Y 2 — ACL ZiBIMTE £7,
o [m— D 1453E] (Local Split) ]
s [FF& DHCP (Central DHCP) ]

[T DHCP (CentralDHCP) ]: ZDOHREZ AT D & AP 65 LIZDHCP /X7 v M
a2 ha—FZHRTAAL v F S, AP B I OSSID IZHEASWTHHET D VLAN IZH55 S L E
R

* [DNS O A4 —/3—F 14 K (Override DNS) ]: 2 —H/LTAA v F EN 5D WLAN (ZEID B TH
A B =T A AFETODNS =T RLZADF—"—F 4 REENE-ITENCTXF
T, FRTAL v FEIND WLAN ETDNS 24— R"—F A RT5L. 77472 ME, v
FE—=F M5 TiE7R< AP DNS =D P 7 RLAZESELET,

« [NAT-PAT] : ©—H /L TAA v F &5 WLAN ETORy hU—2 7 KL AZH#H (NAT) Bk&
VAR— b 7 KL 2% (PAT) ZANEIITENCTEET, NATBLUPAT 2620275
IZ1%. [Central DHCP Processing] Z H NI T A MLENH D £7°,

@l 2 DT 7 & A RA > F 25 FlexConnect 7 /L — 72 L CWD Z & AHERT D121, [Fr—7 _px'fuié

LT 52— (Users configured in the group) |V > 27 %27V v 7 LET, [FlexConnect AP 7 —7
(FlexConnect AP Group) | X—IZ, Z/V—T DAL, TOITNL—TIELTNDLT 7 EA KA B

MFREINET,

[fR1F (Save) 1227 U v 7 LET,

BEAF O FlexConnect AP 7 /L — 7 ZHIBR$ 21213, BIBRST 270 —T7DF = v IRy 7 AeF L, [=

~ 2 ROER (Selectacommand) ] Ku > 7% 7 U A K)vb [FlexConnect AP 7 /L— 7 DHIR (Delete

FlexConnect AP Group) | Z# 3R L £,

BELEYY
BEE® FlexConnect AP 7 /L — 7D Fpx (101 ~X—20)

WEHEBTET D60 O— FlexConnect AP 5 )L— 7D

FlexConnect 3% 7E7%° Cisco Prime Infrastructure 72132 b v —F TR & & B IZEL LT
HlE, REXEETEET, ki, BEOBEEICE RS E T, Cisco Prime Infrastructure £
eidar be—J 28 LT, REDFRBZRINTE £,
BErEYY

FlexConnect AP 7 /L —7 D% E (101 =X—)

BEA7 D FlexConnect AP 7 /)L —7 M Fox (101 ~=X—)

B o YLRTFRAROEE
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T2 4L b FlexConnect ' JL— .

5 27 # JL k FlexConnect &' JL—

7 7 # /L b FlexConnect 7 /L — 7 1%, EHLFE N E L7z FlexConnect 7 /b—7 O —#R Tl 72\
FlexConnect AP 232> b —Z (25 & HEWIEIMSNS 27+ T3, 774/ 1
FlexConnect 7 /b — 1%, @2 br—ZOEBK (LFIOY UV —2ANnE7 v 77 L— K L7Z1%%)
IR S, BRFESNET, ZOZNV—T2FHTBEMELITHIERT 2 Z 13T EtA, F
72=. 57 4 /L | FlexConnect 7 /L — 7 TT 7B A RA v & FE CIBMEITHIRT 5 Z LI
T&FHA, 774/ b FlexConnect 7 /L —7ND AP L, 7 N—7 OIHEREEMA L FT,
IN—TDREDENNEELTDHE, TOEHEIZ, 7V —TAOFTXTO AP BRI E
R

BHEMER LI V=TSN D L. TDTN—TNHEDFTXTD AP INT 7 4V b
FlexConnect Z /L —FIZBEI SN, 2O NV—7OREXMHA L ET, Fiklc, fhos/r—7
PO FEITHIREL72 AP © 5 7 + /1 b FlexConnect 7 /L — BN SV E T,

77 # )V b FlexConnect 7 /L =760 AP N AL~ A RENT I/ N—TITBMEND &
(77 4V b FlexConnect 7 /L— 7706 D) BEFOREDHIBR S IV, BAZ A ST T —
TORENAPIZT v a2 SNET, AFZ AL avhae—I03H55581%, 77411
FlexConnect 7' /L —=7" & DR E L RIYL I N FE T,

AP /31— B 175 FlexConnect &— RIZA#A XL, BEFE MR IE L 7= FlexConnect 7 /L —7" D
—EETARWES . AP LT 7 4V b FlexConnect 7 /L — 7 D—E[Z72 0 £97,

GE) AP A A—VEFEMCT v 77 L— T 28R8I1X. 7 7 4 /L b FlexConnect AP 27 /L— 7 Tl
PAR—FESNEEA,

ESPERENS

o 5 7 /)L b ® FlexConnect AP 7 /L — 7 725 Bl FlexConnect 7 /L — 7~ AP D HE)
e 7 7 # /L I FlexConnect 7 /L —7

5 7 4 JL k@D FlexConnectAP ' JL— 7H 5 Bl @ FlexConnect 7' JL— T~
7 AP DO &)

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
RU, WO [T /34 A7 —7 (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A LAY O—75 (Wireless Controller) | %8R L £,

RATYT2 FATHa  hn—TFDT A A%E 7 ) v LET,

ATY T3 EMDOYA F/X—=D A ==2—)5, [FlexConnect] > [FlexConnect AP%'JL— (FlexConnect AP Groups) |
DNEIZEIR L E T,

AT 74 [FlexConnect AP 77 /L'—= (FlexConnect AP Groups) | 267 V—T%% 27V v 7 LET,

J4v LR F120EE |



DAY LR FNRAR0RE |
. FlexConnect AP %' JL— 7 D #llBx

AT w75 [FlexConnect AP] % 7 C, [AP OB (+ AddAP) %27 U >~ 27 L%, [FlexConnect AP DB/ (Add
FlexConnect AP) ] X—1Z, 7 7 # /v b FlexConnect 7 /L —7"M AP BNFE R I FE T,

ATYT6 AEED AP L4 ZEIR L, B (Add) 1227V 7 LET,

IR L72 AP X, BEIMIZH LW A—T7 (2B E 3, 7 7 4 /4 b FlexConnect 7 /b—7 02 HHIFR S v E
7,

ATy FT [#RF (Save) |27 U w27 LET,

BEErEYY
57 %)V b FlexConnect 7 /L —=7 (103 ~2—3°)

FlexConnect AP 5 )L— 7 D #lIf&
A

G¥) 5 7 4V k FlexConnect 7 /V— 7 IZHIfRTE £ A,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
RU, WO [T /34 A7 —7 (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A LA kO—75 (Wireless Controller) | %8R L £,

ATYT2 FATHa bu—TOT A 24% 7 ) v 7 LET,

ATY T3 ERDOYA R/X—D A ==2—)5, [FlexConnect] > [FlexConnect AP% JL— (FlexConnect AP Groups) |
DNEIZEIR L E T,

ARTYTE IN—T% 70 w7 LThb, [~ ROER (SelectaCommand) ] Ky 7 &2 U X Rink
[FlexConnect AP 7 /L — 7 DHI% (Delete FlexConnect AP Group) | Z iR L 77,

ATYT5 [OK] &2V v 7 LTHIBRZEITLET,

BEErEYY
5 7 # /L b FlexConnect 7 /L—=7" (103 _*—3)
FlexConnect Z il L7- AP OREL E=4% (88 -X—)

Ao bA—SFEIETNARADEXL) T4 HRTFDER

e b —F® TFTP 7 7 A WK B L DR E

e PE—TFT~DAAA X 2 U T 4 DFE

ey fhr—FThHa—H/)L EAP OHE

e 2 b —T D Web FRFEAEHEDRE

car i —S0a—HF (L R —DRE

« TNAADTFETHIULINDZ T4 T 2 FORE

B o YLRTFRAROEE
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v ra—50 TP 77 4 LS ikoBE |

ea b —IDT7 A a3 ba—L YA (ACL) OFE
e hE—F CPUH® ACL EX =V T ¢ DB

e bR —TDOHREFHAIDS X2V T 4 BV —DFER
e a2 b2 —7 TOIP Sec CA FEHEDRE

e bk —FTORXY NT—2 TAT T 47 4 (ID) GEHEZEORE
« Y hB—=FTOIA YL AE#ERY > —DFRE

e 2 FE—F TOREAP KR I —DRE

e 22 FE—F TOREAP KR —DFKR

e =T TDITAT v MRIKRY > —DFEE

ey hu—J A IND A anigitd 5 IDS B4 DOFRR
« B A K L IDS B4 OVER

e =T D APRIEEEHL T L— MEEDORTE

TR A I bu—)L R FNDOERE

O FA—SDOTFIP 7 7 A JLEES{LDETE

TETP Y — " ~Dar hu—F a7 4 FXal—al TI7r7ALDOT7 v7Fua— NEIZF T
0— ROBRIZ, T—2BREE5bENs X512, 77 A NMVEBLERETE ET,

ATv 71 [RE (Configuration) |>[FY kT—2% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
RU, MO [T /N4 A T V—T (Devices Groups) ] A ==—7n5 [T/N4 R B4 7 (Device Type) |>[7
A4 LR bkO—5 (Wireless Controller) | %33R L ¥,

ATYT2 FUTDHar bu—TOT N A 2A4%7 ) v 7 LET,

AT9 73 EMOY A RAN—=DRA=a—5, [£F 2T« (Security) |> [File Encryption (77 4 JLEES1L) | &
BEIRLET,

RTYTE [T ANEFAC] F v IRy 7 A AN LET,

AT w75 [E{b¥— (EncryptionKey) |17 4 —/L RiZ, IEMEIZ16 LFOT XA N UFHEATLET, KL% —
Dffgsd (Confirm EncryptionKey) |17 4 —/V FiZF—% b 9 AN LET,

ATYT6 [fRfF (Save) 1227V w7 LET,

EErEYY
2 ha—FFERIETNAL ZAD X2 Y T 4 BEOHE (104 ~—3)

— — )
O bcAO—S5AOAAA XYY T A DEHTE
T, arbue—I08Xa VT 4 AAART A =X DOFREFIECHO OV TIHHALET, N
BlIko L0 TY,
e h I —T D AAA —fRNT A —Z DFE
e 2> hE—5® AAA RADIUS ZEFH— D FER
e hE—5®D AAARADIUS 7 H 7 2T 4 v 7 H— _"DFER

J4v LR F120EE |
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B - to—som—misi—somE

e« 1 b —F TPHD AAARADIUS 7 #—/L 8w 7 R85 XA —Z DRIE
e 1 h T —F TOD AAA LDAP Y — DK IE

« 22 b —7 TOD AAA TACACS — "DFRE (112 X—)
e b E—TDAAA B —H )L Xy b —HFDFR

¢« hE—TTHDAAAMAC 7 4 NVZ Y T ORIE

e 1 b —F TP AAA AP/MSE FRFFDHE

e I hE—T TOD AAA Web iBFEDRE

Y hB—50AAA —fE/INT A —F DERTE

[—f#% (General) ] X—YTix, 2 be—J LOoug—IN F—H_X—A T h) ZHETE
5

ATy 71 [%E (Configuration) |>[Rv kT—%5 (Network) |>[*v kT—% T/34 X (Network Devices) | %%
WL, ZB/O [T A A 7 V—7 (Device Groups) | A == —05 [T /3 A XA 7 (Device Type) ]>[V
A ¥ LA a3 hr—7 (Wireless Controller) ] Z&IR L F 7,

AT9T2 U THaL bun—I0OT A 24 %7 ) v 7 LET,

RT9 T3 EAOTA RARA—=DRA=a—nb, [£F2 )T+« (Security) |>[AAA] > [—#% - AAA (General - AAA) |
IR L E 9,

ATV T8 FRESNLT—F "= M ORKEEATLET, ARZRHFIT 512 ~ 2048 T,

ATy 75 [EH—VOHERIEMME (Mgmt User Re-auth Interval) | C, B2 —V 2L 5MEZ2%EL 7,

RT9T6 V—"EHEEH L CEELEALET,

BEENEYD
I hE—F~D AAA X 2 VT 4 OFE (105 2—)

O > ka—> M AAARADIUS EEEH—/\DERR
EET?O) RADIUS #FEY — D~ U —ZFRRTE i?—

ATv 71 [%E (Configuration) |>[FY bt T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WL, WO [T /34 A7 —7 (Device Groups) ] * ==2—05 [T/N1 R B 4 7 (Device Type) |>[7
A4¥ L A3 hA—3 (Wireless Controller) | %R L 7,

AT T2 SN THarba—TFJDT A ALE7 ) v 7 LET,

RT9 T3 EOH A RA—DRA=a—nb, [£F2)T41 (Security) |>[AAA]>[RADIUS BEEH—/\ (RADIUS
Auth Servers) | Z#R L4, KD RADIUS Auth Servers /X7 A — X BNFERINE T,

o [h—3A 2T > 7 A (ServerIndex) |: RADIUSH— DT 7 ER T T4 4V T 4% (FROHK) |
[IP 7 RLADEE (Configure IPaddr) ]>[RADIUS FFFEH—~Y (RADIUS Authentication Server) ] DJIA
W27V 7 LTEBEILET,
* [Server Address] : RADIUS H—/ "D IP 7 K LA (FeAH Y BH) |

[AR— F&FES (Port Number) ]: 2> b —F DR— hES GiAln HA)

B o YLRTFRAROEE
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2y ro—5~0aa ity — oimn [

¢ [Admin Status] : [Enabled] ¥ 7213 [Disabled].
[y hU—27 2—H% (Network User) ]: [H%) (Enable) ] F 7213 [#£%) (Disable) ].
* [Management User] : [Enabled] ¥ 721 [Disabled],

EENEYD
I bE—TF~DAAA BF 2 U T 4 OFE (105 2—)
oy ha—F~D AAA BFE— 0B (107 X—)

4 l‘ El—s’\@ AAA n:L.\nIE-'j-_/ <0)L7]D
FRREY— & BINT 512l ROFIEEZFEITLET,

ATv 71 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y hT—% FT/34 X (Network Devices) | % i
WU, RO [T /34 A7 N—7" (Device Groups) | A ==—/n5 [T/A X2 A 7 (Device Type) |>[7
A4¥ LR kO—5 (Wireless Controller) | Z3#R L £,

ATVvT2 FET5a0bu—FOT A A% 7V v 7 LET,

ATV T3 EOYA RNRA—DA=a—nb5, [EF2 )T« (Security) ]>[AAA] > [RADIUSEEEEH—/\ (RADIUS
Auth Servers) | OJEIZE IR L F7,

AT v T4 [Selectacommand] Rz~ 7% 7 U A k)6 [Add Auth Server] iR L C. [Radius Authentication Server] >
[Add From Template] ~~— %[ & £,

AT9 7S [Zoaryba—JZEMT 577 L — h%&EIRT 5 (Select a template to apply to this controller) ] K&
THET VA NNLT T L — RERIRLET,
ATv 76 [Applyl 27 U v 27 LET,
Radius BFE—"OF LT > 7 L— R Z{ERT H121E, [EXE (Configuration) |>[T>FL— bk
(Templates) | > [#REdH & ST 4 / B — (Features and Technologies) | R L £,

EELE YD
g b —TF~DAAA BEFXF 2 U T 0 OFE (105 2—2)
a2 hE—FD AAARADIUS 7 H U T 4 v 7 r—n_DFor (107 =—3)

> +B—5® AAARADIUS 7 H I VT 4 >’7“ ﬂ—n‘wiﬁt

ATv 71 [RE (Configuration) |>[Fv kT—%4 (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
R, MO [T/3A4 27— (Device Groups) | A ==—M75 [T/8f RE2 A 7 (Device Type) 1> [7
AL RO O—5 (Wireless Controller) | 3% L £,

ATV T2 N THarba—TDT A AL E7 ) w7 LET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ro—s~omrnyvrsivs—nosm

ATV T3 EROYA RA—DA=a—nb, [£F2 T4 (Security) |>[AAA]>[RADIUST AT 4 Vo H—
/N (RADIUS Acct Servers) | DEIZEIR L £9, RADIUS Acct Server /37 A —Z (ZiF, RO L H b o0
HYET,

s [—/NA T v 7 A (ServerIndex) ]: RADIUS — DT 78X T4 A4V T 1K S GiArIY &
H) . 7V Z LTI[RADIUS 7 VT 4 > 7 H— D3 (Radius Acct Servers Details) | <X— %
P& £,

CBUEDT T 4 T = NONRT A= F EfREEIIEET DI, ZYT LT AT 4T
PRV =R AT I A% Vw7 LET,

* [Server Address] : RADIUS —/ 3D IP 7 KL A (FiAH D BHH) ,

« [R— 1% (PortNumber) ]: 2> hr—F7 DR — &S G0 HA)

¢ [Admin Status] : [Enabled] ¥ 7z 1% [Disabled],

* [Network User] : [Enabled] ¥ 7= {3 [Disabled],

BMELEYY
L ha—F~DAAA X2 VT 4 ORTE (105 2—3)
I bR =T ~DAAA T BT T 4 7 =DM (108 X—)

OV RA—SADAAA T AT 400 H—\MEM
T T 4T P—=_EBIMTA120%, WOFINEEZFEITLET,

AT 91 [RE (Configuration) ]1>[F» b7 —2 (Network) ]>[* v hU—2% 5,34 2 (Network Devices) | %%
WU, ZRO [T A A T N—7 (Device Groups) | A == —/nD [T /34 A XA 7 (Device Type) 1>[V
AY LA a2 hr—7 (Wireless Controller) ] Zi#R L £,

AT T2 H4THarba—TJ0T A AL%E7 V7 LET,

AT T3 EMOYA RAR—=DA=a—n5, [Security] > [AAA] > [RADIUS Acct Servers] DJIEIZEIN L 9,

ATY T4 [~ ROEIR (Selectacommand) | K2y 7H 0 UR NS [TATT 47 =DM (Add
Acct Server) 1R L T, [RADIUS 7 AV T 4 27 H— D7l (Radius Acct Servers Details) ]>[7 >
7 L— k25BN (Add From Template) ] _X— Y & B & £9,

AT 75 [Select a template to apply to this controller] K2 > 77X > URA MNHT U7 L— FERIRLET,
RART9T6 Fay7HZyr VXML, ZO7 07— NMIEAT 220 br—J 28R L ET,
ATy FT1 [EA (Apply) 1227V v 27 LET,

RADIUS 7 7 T 4 7 H—=_"DF LT 7 L— M & ERd % 121%, [Configuration] > [Templates] >
[Features and Technologies] > [Controller] > [Security] > [AAA] > [RADIUS Acct Servers] %R L £9,

BErEYY
gy v =T ~DAAA X2 VT 4 ORTE (105 2—)
a2 hE—FD AAARADIUS 7AW T 4 v 7 r—R_DFp (107 =2—30)

B o YLRTFRAROEE
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avro—5ho0AATHY T 10T 4—rolik [

AV A= DAAAT IO T 4 2 H—/\DOHIR
THYLT AT P RNERIRT BT, ROFIAEETLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, RO [T /34 AT NV—7" (Device Groups) | A == —Mn5 [T /34 AX A7 (Device Type) 1>[V A
YL A2 hr—F (Wireless Controller) ] Z3#IR L £7,

RATYT2 F4T2ar hn—=FDTF A A%%27 ) v 7 LET,

AT9 T3 EHOY A RNN—=DRA=a—5, [£F2) T« (Security) |>[AAA]>[RADIUS7 hO VT4 T H—
7\ (RADIUS Acct Servers) | DOJEIZEIR L FE T,

ATYTE BETLT AT AT F—=ROF =y IRy 7 A% F AT LET,

AT9TE [a~2 FO@ER (Selectacommand) ] K v P X7 URA RS [THU T 427 H—"OHIER (Delete
Acct Server) | Z®IRL £79,

ATYT6 [GolzZ Vw7 LET,

ATV T RoTdT7 o7 HAT7a s Ry 7 ATOK] %227 ) v 7 LT, HIRZHEELET,

EENEYD
I bE—T~DAAA BFXF 2 U T 4 OFE (105 2—)
a2 hE—FD AAARADIUS 7AW T 4 v 7 r—n_DFor (107 =2—3)

22 ~A—35T®OAAARADIUS T+ —JL/INY D INT A —F DERTE
RADIUS 7+ —/L Ny 7 85 A= 2 ZFET HIid, ROFIAEZFITLET,

AT 91 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y T—% F/34 X (Network Devices) | % i
WU, ZRO [T /34 AT NV—7" (Device Groups) | A == —Mn5 [T /3 AX A7 (Device Type) 1>[V A
YL Ray ha—7 (Wireless Controller) ] Zi#iR L £,

ATV T2 FUTHar bun—=TFDOTN A RAL% 7V v 7 LET,

2T 9 T3 EMOYA FA—DA=a—n5, [£F21) T4 (Security) ]>[AAA]>[RADIUS 74—)L/\v % (RADIUS
Fallback) | &R L £,

RTv T4 VEREFEZITV, [fRTF (Save) 1227V v 7 LET,

ATy 5 [EEA (Audit) %27 VU v 27 LT, Cisco Prime Infrastructure 8 L 2> b0 —F OBIEDREAT — X A%
R L £,

EErEYY
I hE—F~DAAA X2 U T 4 OZE (105 =2—)

a2 FE—5TO AAALDAP H—/\DEEE

LDAPH— %2> ha—F B L CHIERTX £9, Prime Infrastructure | X, [E4 A > K
L ORFEH /34 + KOWS O LDAP BEZEHH— F LET,

J4v LR F120EE |
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B - r0—5~0anawar5—inem

[LDAP Servers] “X—IZ7 7B AT 5(2i%, ROFIEZFITLET,

ATy 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y kT—% T/ X (Network Devices) | %%
WL, ZRO [T N4 R T NV—F (Device Groups) | A == —705 [T /3 A% A7 (Device Type) 1>[V A
YL Az hr—7 (Wireless Controller) ] Z3i&IR L £,

AT9 T2 FNT2arbua—TFDOT A 2A4%E 7 ) v LET,

AT T3 EOYA FR—DA=a—05, [£F2 )T« (Security) |>[AAA]>[LDAPHY—/\ (LDAP Servers) |
DNEIZRIR L £97,

ZOR=VIE, BIEZOay ba—F3MEH LTV D LDAP —"RNERENET, RONRXT A —H RN

GEENET,
[Ty IRy 7 A (Checkbox) |1: T = 7Ry 7 A&A4 I LT, HIERT 5D LDAP — %8I L
7,
o [—sN AT v 7 A (ServerIndex) ]:LDAP V— "Ei#AIT 5720280 ¥ THN=ES, LDAP

P — RO EN—VIZBEIT DI, 4/7/72%ﬁ%7)/7biT

o [h— N7 KL A (Server Address) | : LDAP %— 3D IP 7 KL A,

o [A— &5 (Port Number) ]: LDAP #— "t o@EFEIEHSNLF— NEH,
[[FELAT—H A (Admin Status) ]: V=TT L — b DAT—H X,

« LDAP ¥—3 7 7 L — O AN B AR L ET,

AT T4 HHAEFIEE I IBEIEICIE A~ 2 H120%, FloxA svaEs )y 7 LET,

EENEYD
O ha—F~DAAA X2 VT 4 DORTE (105 2—3)
o hE—F TOH L AAALDAP XA o RELSROFE (111 ~<2—)

>~ ka—>A~A® AAA LDAP H—/\M;E N
LDAP % — "Z BT 5121k, WOFIEEZFEITLET,

ATv 71 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y hT—% F/34 X (Network Devices) | % i
R, ZWO [T /34 A7 NV—7 (Device Groups) ] * ==2—05 [T/ RHZ 4 7 (Device Type) |>[7
A4¥ LR kO—5 (Wireless Controller) | Z3#R L £,

AT T2 H4THarba—T9JD0T A AL%E7 V7 LET,

AT T3 EOYA FR—DA=a—0n5, [€F2) T4 (Security) |>[AAA]>[LDAPH—/\ (LDAP Servers) |

DNEIZ IR L F5,
AT 74 [Selectacommand] K2 v 7% 7> U A KD [Add LDAP Server] 23R L £9°,
ATy TS5 [BH) (Go) 27V vr LET,

EErEYY
Ay hE—T~DAAA X2 U T 4 OFE (105 2—)

B o YLRTFRAROEE
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2> ba—5m50 AMLDAP H— 0k [}

> kOo—S>h 50 AAA LDAP H—/\D Bl B&
LDAP % —_ZHIRT 51213, ROFNEEZFEITLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
RU, MO [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

RATYT2 F4T2ar hn—=FDTF A A%%27 ) v 7 LET,

ATY T3 EOYA RNR—DA=a—n6, [£F2) T4 (Security) |>[AAA]>[LDAPH—/\ (LDAP Servers) |
DNEER L E 7,

ATV T4 BT 5 LDAP —_OF = v 7Ry 7 AzA i LET,

RT9 TS [2~2 FORIR (Selectacommand) | Ku w74 7 U R )b [LDAP H— SOH|ER (Delete LDAP
Servers) | Zi®IRL 7,

ATv 76 [BE) (Go) 127V vyr LET,

BEErREYY
I hE—F~DAAA BX 2 U T o 0OFE (105 2—)

U rO—5TOHFHLUILVAAALDAP /N1 V FERDERTE

Prime Infrastructure 1XE4 /34 > R L ORREE /31 > RO 5D LDAP ZEZ R — kL
T, AU RNE. RBUEZFEITTLHZEX Y 7y FTT,

LDAP /A v FERZRET D1, ROFIHZEITLET,

ATy 1 [BRE (Configuration) |>[+Y kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | %
IR L, ZEMD[T3A A 7 —7 (Devices Groups) ] A ==2—05 [T/NA4 X 24 7 (Device Type) |>
[P4¥ LR a2 A—5 (Wireless Controller) | Z&R L £7,

AT T2 #FHUTDHa v ma—TFDOT A ALEI ) v 7 LET,

AT T3 EMOYVA RNR—DA=a—005, [EF2) T4 (Security) |>[AAA]>[LDAPHY—/\ (LDAP Servers) |
DNEIZZEIR L E7,

ATv T4  [ServerIndex] DO FDfExE 7V~ 7 LET,

RAT9TS [N RZAT BindType) | Ke vy 7 F 7 URRoDn, [FRiEFEA (Authenticated) ] £721% [[E4

(Anonymous) ] #ER L £9, [BiE#i#4 (Authenticated) | ZEIRL72HA. A v F a2—FL4B LW

NAT—= R ANTLHHERDY 7,

AT9 76  [P—s32—H X—Z DN (Server UserBase DN) ] 7F A h Ry 7 R, 2—HFXTHY R haE
LDAP —"NDY 7Y U —Oihll4 2 AT L £,

ATy F1  [P—=2—HFEM (Server User Attribute) | 7 F A b &R v 7 AT LDAP Y — D2 —W4 2 & L@t %
AJTLET,

AT9F8  [Y—sNz2—H X AT (Server User Type) | 7 F A b R v 7 A2 —H %557 5 ObjectType JE@IE%E A
HLET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ro—S<coantacacs v— oz

AT9F9  [HEEEHX A LT U K (Retransmit Timeout) ] 7 F A b AR v 7 AZHIREE TORMARENMNTAS L E
T AREOHIL2 ~30 T, T 74V MEIZ2HTT,

ATw 710 LDAP h— NICEEMHER A (T 53 25413, [BEEAT —HX 2 (Admin Status) | F = v 7Ry 7 A% 4
WZLET,

ATy TN [Savel 227V v 7 LET,

BErEYY
I hE—F~DAAA EX 2 U T 4 ORE (105 2—)

a2 FA—5TOH AAATACACS H—/\DETFE

A bu—7 756 TACACS+ ¥ — " ZHIFRTE £3, [TACACS+#—/3 (TACACS+ Servers) |
N=VIZT 7B AT HITE, ROFIEELFEITLET,

ATv 1 [’®E (Configuration) |>[Fy kT—% (Network) |>[Fv kT—% T/34 X (Network Devices) | % i3
WU, QD [T 34 2 7 v—7" (Devices Groups) | A =2 =025 [T /31 A X A7 (Device Type) ]>[V
AY LA a2 hr—7 (Wireless Controller) ] Zi#R L £,
AT T2 HN4THarba—T9J0T A AL%E7 V7 LET,
AT9 T3 EMOY A RR—DA=a—05, [EFa2 )T« (Security) |>[TACACS+H—/\ (TACACS+Servers) |
EEIRL ET,
ZON=VIiE, BEZOay br—I M LT\ D TACACS+ h— _"BERENET, RO/NT A—
ANEENET,
s [Fzv 7Ry 27 A (Checkbox) |: FT=v 7Ry 7 A%EA N2 LT, HIERT H TACACS+ H— %5
RLUET,
o [r—s3 Z A7 (Server Type) ]: TACACS+ DY — NN Z AT (THhH T 407 #FFAl, E2EGR
AE) .
o [—sN AT v 7 A (ServerIndex) ]: TACACS+ ¥ —_%&#HI L, A7 4V T 4 ZRET D
TZDIZE D B THNE S, TACACS Y — OREN—VIIBET LI, AT v 7 AF &7
Vv 7 LET,
o [—/3 7 R LA (Server Address) ]: TACACS+ H— "D IP 7 KL A,
« [R— 1% 5 (Port Number) ]: TACACS+ H— L OEFIZHEH DR — FE5,
s [BEHAT—H A (Admin Status) ] : V=T 7L —FDAT—H A, TACACS+H—F 7L —
N OERNE PR LET,

ATy T8 [a~<2 ROZREIR (Selectacommand) | K v 7 X7 U A K25 [TACACS+ — 3DHIER (Delete
TACACS+ Servers) | ZEIR L, [F1T (Go) 1 227 Vv 7 LT, BRLEF 2w IRy 7 ADTTOD
TACACS+ ¥— %z hua—7 0 5HIBR L E7,

AT TS HEREFIAE 72T~ 2 D120, Flox A brveEs Y vy 7 LET,

EErEYY
I hE—F~DAAA X2 U T 4 OZE (105 =2—)

B o YLRTFRAROEE
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avba—50AMAO—AL Ry k 1—FoER [

O rA—5SOAAMAO—A)L Ry b A—HDORT

K¥ED WLAN ~D 7T 72 ANFHAI SN TWDL T T4 T b, BEfFOu—h) %y kT —7
a—Harte—70F<v ) 2R RTEET, ZiUL. RADIUSFRIEY =& RADEH A X
ATT, LA Y3IWebiliEZ BT HIMLERSHY £, 7 T4 7 MEBIL. £9 RADIUS
ALY — NIZPEES N, 7 T4 T v MEBMARADIUS F—Z RX— 2D kI L —FH LAWEE
X, a—H L T _R—=R IR L TCAR—Y I NRFEITENE T, RADIUS SRFEN KB L 7=
E. FRIIFEELRWEAIL., 20T —ZX—ATROMWSTZI7 T4 T MR Ry hU—7
P —EZ~DT I AT TEINET,

BFEOO—IN Fy NI —7 2—FE2FRTHIIE, WOFIEEZEITLET,

ATv 1 [®E (Configuration) |> [y FT—% (Network) |>[*v kT—% FT/\4 X (Network Devices) | % i3
WU, ERO [T /34 A7 N—7" (Device Groups) | A ==—7n5 [T/A X2 A F (Device Type) |>[7
A4¥LRa>r bA—3 (Wireless Controller) | Z3&IR L £,

RATYT2 FU T2 n—=FDOT A A% %7 ) v 7 LET,

AT9 T3 EMOY A RNN—=DRA=a—05, [EFa2 )T« (Security) ]>[AAA]>[B—HIL Xy b 21— (Local
Net Users) | Z34R L £, [Local Net Users] X—IZIL, ROB—H/)L R b 22— /T 2 —HRFoR
INET,

s [2—¥4 (Username) |: =—HEFD ID,

« [WLANID] : fEE® WLANID (1 ~16) , 7XT?D WLAN OA1X 0, ZOa—L 3y kb 22—
WT 7B ATE LY — /=7 B WLAN O%513 17,

« [Description] : 47" Y a D —WNERE LIzt

EENEYD
a2y he—F5TOu—H )L EAP OFE (117 ~—)
g hE—IM560 AAA B —H )L Ry b a—HFOHER (113 X—)

aAvkrO—SA5MOAAA O—AHJ)L Ry b —HDOHIK
BB Ry b a—FEEIRT A0, RO TFIEZETFLET,

ATv 1 [®E (Configuration) |> [y FT—7% (Network) |>[*y T—% FT/\4 X (Network Devices) | % i3
WU, ZRoO [T /34 AT N—7" (Device Groups) | A == —Mn5 [T /34 AX A7 (Device Type) 1>[V A
YL Ray ha—7 (Wireless Controller) ] Zi#iR L 97,

RATYT2 FHT2a0  n—FDT A A% %7 ) v LET,

ATV T3 EOYA RA—DA=a—nb, [EF2 T4 (Security) 1>[AAA]>[O—HIL £ b T—H (Local
Net Users) | Z3&R L £,

RT9T8 FETr20—HNV Xy b 2—FOF v IRy 7 AZRRLET,

ATw 5 [a<2 FOEIR (Selectacommand) | K2y 7 Z v U R b, [B—A 3y b 2—FDHIEE (Delete
Local Net Users) | i@ L £,

J4v LR F120EE |
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B - ro-scomamaconzyrrngs

ATv 76 [FT (Go) 127V v 7 LET,
ATFw Tl ZAT TRy 7 AT[OK] %227 Y v LT, HIREHELET,

EENEYD
I hE—F~DAAA EX 2 U T o ORE (105 2—)

O RAO—STOAAMAC 74 IILRA Y VT NDEHRTE
MAC 7 4 VA ERE LR TEFET, 78— FXr A NHOMACT FLAZHHATE A,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
WU, ZRO [T /34 AT N—7" (Device Groups) | A == —Mn5 [T /3 AX A7 (Device Type) 1>[V A
YL Az hua—F (Wireless Controller) ] Z 4R L £,
ATV T2 HETH20 b0 —FGOT A A%V v 7 LET,
ATV T3 EROYA RA—DA=a—nb, [EF2 T4 (Security) |>[AAA]>[MAC 7« J)LR 1) >4 (MAC
Filtering) | #i®R L ¥ 9, [MAC Filtering] X—U\ZIL, IRD/XT A —ZRFrRINET,
« [MAC 7 4 V% /35 A—%4 (MAC Filter Parameters) ]
* [RADIUS A #ff:€— F (RADIUS Compatibility Mode) ] : =—¥ EF D RADIUS H— XD A #alk:
([Cisco ACS]. [FreeRADIUS], F7-(% [Z Dt (Other) ]) .
* [MAC 7 U X # (MAC Delimiter) ]: MAC 7 VU X #{X, RADIUS —_OELEZE LT, ary

(XXXXXXXKXKKK) « DA TV (XK-XX-XX-XX-XX-XX) VT INA T (XXXXXX-XXXXXX) . F
72037V T 278 L (XXXXXXXXXXXX) ICPRETE £,

« [MAC 7 /L4 (MAC Filters) ]
«[MACT7 FLA (MACAddress) 1: 7 7A 7> FMACT RV A, 7 U w27 LTC[IPT RLADH
& (Configure IPaddr) ]>[MAC 7 1 /L4 (MAC Filter) ] ZBi& £,
«[WLANID] : 1 ~16 (17=%—K/X—7 ¢ # AP WLAN, 0=9XT® WLAN) ,
[ F—T7=AA (Interface) ]: BEfITONDA v F—T = A AL EFRLET,
o [P (Description) ]: A7 Y a rDa—WEHROHHEZFRLET,

ATy T8 [a~<2 FORER (Selectacommand) | K v 7 Z w2 U A Rvd [MAC 7 4 V4% OB (AddMACFilters) ]
Z3EIR LT MAC 7 4 LV EZ ZB N 50, [MAC 7 4 V% OEI% (Delete MAC Filters) | Z#R L CF 7
L— R ZHIBRT 200, [MAC 7 4 V&2 X5 A =2 Offatk (Edit MAC Filter Parameters) ] 1% L T MAC
TANEERELET,

AT975 [BH (Go) 127V v7 LET,

EErEYSD
I hE—F~DAAA EX 2 U T 0 ORE (105 =2—)

B o YLRTFRAROEE
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2> ra—s5<oaaarmst ZiEnzz [

> kO—> To AAA AP/MSE SZEEDEXE
[AP/MSE Authorization] ~<— 2%, 727 A KA > F AU o —F LURE Téﬂt77“{2}< BN

A POV AMRERINET, TOU R ML 77 BARA  h TR 2 REAFE
DIATHRENET,

Tu—R¥ ¥ A MHATIEIMAC 7 RLAZHHTE £HA,
[AP/MSE Authorization] ~<— 27 7 24 521X, ROFIEEZFEITLET,

ATvF1 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % 1%
WU, O[T 34 AT N—7" (Device Groups) | A == —n5 [T /34 AX A 7 (Device Type) 1>[V A
YL Az hr—F (Wireless Controller) | #3&R L 7,
AT9 T2 FHT5arbvua—TFGDOT A A4% 7 ) v 7 LET,
RT9 T3 EOHA RA—DRA=a—nb, [£F2 T4 (Security) | >[AAA] > [AP F1=I& MSE F25E (AP or
MSE Authorization) | %34 L £9, [AP/MSE Authorization] ~X— JIZIRD/RT A —Z NERENFE T,
« [AP 7 U ~— (AP Policies) ]

« [AP ®FR 7] (Authorize APs) ] : AN E 721385,
* [SSC-AP O} Adv (Accept SSC-APs) | : AN 72134,
» [AP/MSE &7 (AP/MSE Authorization) ]

* [AP/MSE ~X— 2 fE# D MAC 7 K LA (AP/MSE Base Radio MAC Address) | : idrl Siz7 7 &
A RA L FDOMACT RLA, [AP/MSE N— 2RO MAC 7 R L2 (AP/MSE Base Radio MAC
Address) 1 %7V v 2732 &, AP/MSE RBA[OFEHNF RS NET,

o XA 7 (Type)

* [REFIZEZ A 7 (Certificate Type) ] : MIC 721X SSC,

o[F— v = (KeyHash) ]:40 XFDOEID 16 #H SHAL ¥ — Ny o, F— Ny ald,
AEAED X A 70 SSC DA DHERINET,

EErNEYD
a b —I~OAAA BEX 2 U T 4 OFE (105 —2)
2 hr—5 TD AAA AP/MSE RV o —Dffatk (115 =—2)

> O—>TO AAAAP/MSE 7R1) o —DiRE
AP/MSEBF[T 7B A RA v b R v —%HRETHI2F,. ROFIEEZEITLET,

ATy F1 [RE (Configuration) ]>[% v b7 —72 (Network) ]1>[* v bV —2F /34 & (Network Devices) ] % 4R
L. ZEWoD [T /31 A7 /Vv—7" (Device Groups) | A == —05 [T /31 A X A 7 (Device Type) 1>[V A ¥
LAz br—F (Wireless Controller) | Z &R L £ 7,

AT T2 4T Harba =0T A ALE7 ) v 7 LET,

J4v LR F120EE |
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B - ro—scoamawe miomE

AT T3 EROVA RNR—DA=a—=0n5, [F2 )T« (Security) | >[AAA] > [AP F1=(X MSE 23 (AP or
MSE Authorization) | Z3&R L £,

ATy T4 [a~2 ROER (Selectacommand) | Ku v 7 X 72 U ARG [AP R Y v —OfE%E (Edit AP Policies) ]
EBIRL, [F4T (Go) 1227V v/ LET,

ATY TS BEIELT, WONT A =2 EMRELET,

 [AP OFEH] (Authorize APs) |: 77 B A RA MR ZAMITLIHEIE. ZOF =y I/ Ry 7 2%
AT LET,
* [SSC-AP D31} AL (Accept SSC-APs) ]: SSE 77 & A RA v hDOEBEANTIHHEIE. 2D

Frv IRy A%F AT LET,

ATYT6 [fRTF (Save) |27 U v/ LTERZMET D0, [BEE (Audit) 27V v 7 LTINDHDT /A AEAD
/A EITT D), [FroE (Cancel) |27V v 7 LTCZOR—VREEETIZHALET,

EErREYSY
I hE—F~DAAA BX 2 U T o 0FE (105 2—)

a2 kA—35TO AAA Web FEEEDERTE

[Web Auth Configuration] ~~— TlX, WebBiEDREF A T HRXETEET, ZDXAT&HA
AR A RXIRELTESGAZ, =2 ha—F] ct DR ST INED Web ZREER— U, —
PFOXTm— R L7 Web sBFEICEE#D D £7,

[Web Auth Configuration] ~— 127 7 £ 245 1, RO FI%EFATLET,

AT 91 [RE (Configuration) |>[FHv kT—% (Network) |>[+Y T—% FT/34 X (Network Devices) | % i
WU, ZRoO [T 34 AT N—7" (Device Groups) | A == —Mn5 [T /3 AX A 7 (Device Type) 1>[V A
YL Rar ha—7 (Wireless Controller) ] Zi#iR L £,

ATV T2 N THaL ha—TDT A ALE7 ) w7 LET,

ATV T3 OV A RA=DA=a—7b, [€F 2T« (Security) | >[AAA] > [Web FBEEEXE (Web Auth
Configuration) | Z R L £,

ATFyTd Fay7rXEZ 72 D Web BiE2 A 72K L F97,
X7__‘y7°5 @?ﬂbf:?/ﬁf&i}fi\b“(\ Web nLnE/\7)l 57{/ Hﬂiﬂbi—aﬁ

o [7 7 4 /v FNEL (Default Internal) ]

o [HAX L YK ALY FURL (Custom Redirect URL) | : #BFER RS LTI 2—F R Y £ A4 L7
FNENLAHURL, =& 21E, Z 0)?5%7( kAR w7 22 AT LT AEDS http://www.example.com DA
=PI Z OO F— .A RV S NVE T,

o [2 2DFER (Logo Display) |: 2 ITDOFKREANEITESICL £,
o [Web fRFE~— # A kL (Web Auth Page Title) ] : Web siEX—VIZEKRIND XA F,

o [WebFFE~—2 D A »—3 (Web Auth Page Message) | : il N—VICERKRINDH A vE—,

B o YLRTFRAROEE
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avra—scomaszT— KKy s—nEz ]

o [IAH~A X Web &Gk (Customized Web Auth) ]

P TNDOuTA L R=T ey n— LT, EOR—VENALT A ATEET, DAL A R
Web SRRER— V2 HT 2L E61E. =06 7D logintar R KV 77 A NV EX T a— R
L. loginhtml 7 7 A VEMEL T tar /2L zip 7 7 AV E L TRIFL T D, tar £720% zip 7 7
ANEary e —FlFra— NFO08ERH D £5,

FLbEa—ARA—VE2 7Yy 7 LT, ZOH T ual Ly A—J%TAR L LTHF Y a—RLE
9, HTML OfR#ERICZ %27 U v 795 & [Download Web Auth] X—IZ U ¥4 L7 hEn £,
FEHCOWTIE, Tay b —TF ~DOEM S N-Webilikn 74 v X—=UERoO Ly on— ] 2%
L TLLEEN,

* External
s [JE3k Y 44 L7 K URL (External RedirectURL) |: R hU—727 EDOIHH— & % login.html
DT,
HER Web FRGEY — /S8R E STV TV R WA, SN Web 8GEY — AR ET D47 2 a iR
HYET,

OV FA—5THOANA/NRNRT— KR —DEERTE

&

ATy T2

ATy T3

ATvT4
ATy TH

ZONR—=UTIE, NAT—=RRY —EFRETEET,
BEFEONRRT — R R o—%BETDH00E, WOTFIEEZFEITLET,

[%7E (Configuration) |> [ v kT—% (Network) |>[%*v kT—% FT/34 X (Network Devices) | % &
WU, RO [T A A7 —7 (Devices Groups) ] A == —715 [T /34 AX A7 (Device Type) 1>[V
AL Aar kr—F (Wireless Controller) ] Z3#IR L £,

HUTHaL e —TDOT NN, ALE T ) v LET,

EROYA RNR—=D A =a—nb, [EF2) T« (Security) |>[AAA]>[/SRT— KR — (Password
Policy) | =R L £,

NAT—=RARY =D FA—=FEEIECTERLET,

[fR7F (Save) |27 U w7 LET,

NAT—R RV — A7V a2 hzd %5 &, [Disabling the strong password check(s) will be a security
risk as it allows weak passwords| &9 A v E—UNERREINET,

BMELEYY
I hE—F~DAAA EX 2 U T o ORE (105 2—)

O hO—5STHOO—AHJLEAP DEETFE

0 — WA /VEAP L, 2—FBLORIA YLV RA T T4 T boOr— I /ViBiEE IR T D FRGETT
XTI, ZOFKIE, XNy IV RURTABEEINTZY ., AMEBRIE— "0 F T L2

J4v LR F120EE |



. arveka—

TAYLR T12DEE |
STOO—HJLEAP —fi/85 A —HF DERTE

LIEHETH, VAV VA I TA4T7 2 bOEfgaefii cE 58912, VE—F A7 4 AT
A2 BRI TREF S TV ET,

2—AVEAP AT H L, ar he—JTRGE — "B L e = 2= F—F R
AL UTHRET 2720, ANAGRAEY — S BMNL L ET, 2 — UV EAP X, =—H )L 2—H
T —HR—=AFEILDAP Ny 7/ = R T —H RX—= AL 2 —F OEEIERZ TG LT, =—
PEBIEL £,
BEErEYY

ar ha—7TOa—H/)VEAP — /T A—XOFE (118 X—)

gy o= HEAINE0—HNVEAP 7T 7 A LDFER (119 2—)

oy ba—7 TCTohOu—h/)L EAP —fiX EAP-Fast /X7 A — X% DR IE
gy ha—7TCOr—H/)VEAP — %%y NU—27 2—VPEIEEOHRT (120 X—)

U hA—5STOHOAO—AHIJLEAP — /NS5 A —R DERTE

T—H)VEAP DX A LT U MEERETEET, TO%, ZOXA LT U MEEFFOT 7
L—hEEBMLEY, BEOT T L— BB LY TEET,

oy ha—7 ECRADIUSH—RREINTWDIEHEAIE, 2> he—7(3FE 3 RADIUS #—
NREFHLTCIAVY LA T4 T bEFBEELLEL S & LET, 72— /VEAPIL, RADIUS ¥-—
INPEA LT 7 L TWED, RADIUS H— DB E SN TR0 LTSGR 8,
RADIUS = BN B R WG EIZOARRITINE T, 4 5D RADIUS — "W E ST
WHEA, ar he—J [ 3RPIORADIUS — "2 HLTZ 74 7> FOFBEERITL, K
12 2 % H D RADIUS H—/X, ZOWICa— AV EAP Zi8fT L £+, TO#% I 747 FTF
O RAD L, 2 hr—TF L3 FHO RADIUS r— 21T, WRIZ4FEHD
RADIUS #—, ZDOWwIZa—H )V EAP #3847 L £,

02— /VEAP DX A L7 U MEZEET HI121E. WOFEEZFITLET,

ATv 71 [RE (Configuration) |>[*Y kT—% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
WU, QO[T /314 R 70— (Devices Groups) | A ==2—05 [T /34 A XA 7 (Device Type) |>[V
AY LA a2y hr—7 (Wireless Controller) ] 23R L 97,

RATF9T2 FETD2ar bu—TDOT A AL E7 Y v LET,

ATV T3 EOYA RA—DA=a—nb, [F2 )T« (Security) | > [E—HJL EAP (Local EAP) |>[—#%-
O —71 )L EAP(General - Local EAP)] %384k L £ 97,

AT 74 [Local Auth Active Timeout] 7% A h R v 7 A0 —HDNVRBFET 7T 4 7 XA LT U b AN LET (BH
) ¢ B—HNBIET 7T 47 XA LT 7 ML, T3TD RADIUS Hr— "PRLH L=, v— 7D/ EAP
BDUTHEHIND XA LT MNERZELET,

AT w T8 EAP-FAST. F#EI 2T —RNAS), U A L NAU—R, F£72137920/7921 BE a4+ HB1%. kD

EZRESTLLENH D £7,

HE o a0 72 HLTVWDPACE Y IA T v FTHRIET S48, 20 Fa—F T802.1x DX
ALTY MEZRELTALERHYET (F7+0 ME2#) . Cisco ACS —"TiZ, 74/ FD
20 LA HELEL F9,

s [2—H )V EAP #BIZER % A 257 7 & (Local EAP Identify Request Timeout) =1 (FVHAAL)

B o YLRTFRAROEE
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AV O—STHERASNSO—AIILEAP TOT 7 A LDRR .

71— 7/ EAP ID B3R Kit4T (Local EAP Identity Request Maximum Retries) ]=20 (F)HiNL)
o — 77 /L EAP @) Wep %— A > v 7 A (Local EAP Dynamic Wep Key Index) ]=0

0 —71 /L EAP Bk % A 57 7 & (Local EAP Request Timeout) ]=20 (F)HL{L)

7 — 77 /L EAP R KFRTTEIZ (Local EAP Request Maximum Retries) =2

« [EAPOL % — # A L7 7  (EAPOL-Key Timeout) ]=1000 (3 Y FPHAT)

* [EAPOL % —i K174 (EAPOL-Key Max Retries) ]=2

s [k Kv 74 MG ID )% (Max-Login Ignore Identity Response) ]

BHEOa be—F TINLOMEMRFRURETRNE, B—I U FRRRLET,

[
[
[
[

ATv 76 [Save] 7 Vv 7 LET,

BMELEYY
o b —F TOr—i)LEAP OFE (117 2—)
gy ho—F MEAEINSa—H/IVEAP 77 7 A LDFE R (119 _—)

o b —F ToOr—4)L EAP —fi%X EAP-Fast /3T A — X% DX E
a v b —7TOr—AI)VEAP — X3y FU—7 a—PEHLEORE (120 —)

v hrA—STEHEAINDO—AIIEAP 7O T 74 IILDORTE

nO—HNVEAP 70 7 s ANDT T L— R EEALEY, BEEOT U L— s EEFE LY
THZENTEET,

LDAP Ny 7 = K F—H _X— X%, FEAEIC X D EAP-TLS 35 L O EAP-FAST ® 12— /L
EAP XYV v FIE G2V HR—+LEJ, LDAP Xy /o K F—Z~_X—2 L, LEAP BL W
PAC |2 & % EAP-FAST I3V R— b &N FEH A,

BEfFOr—H4/VEAP 70 7 7 A NV EFRT DL, WOFIEEZFEITLET,

AT v 1 [RE (Configuration) |>[FHv kT—% (Network) |>[+Y hT—% FT/34 X (Network Devices) | % i
WL, ERO [T /34 A7 N—7 (Device Groups) ] * ==2—05 [T/N1 R B2 4 7 (Device Type) |>[7
A4¥ L X3 kO—5 (Wireless Controller) | Z3#R L £,

ATYT2 F4T2arbun—F3OF A 2A4%7 ) v 7 LET,

AT T3 EOYA FRA—DA=a—nb, [EF2 )T« (Security) |>[E—75JLEAP (Local EAP) |> [A—7
JLEAP 7R 7 7 4 )L (Local EAP Profiles) | %3%#R L £, [Local EAP Profiles] ~— IZi%, IKD/XT A —
HINFRINET,

* [EAP 7’10 7 7 A V4 (EAP Profile Name) | : =—HEHD ID,

* [LEAP] : Cisco Key Integrity Protocol (CKIP) & MMH Message Integrity Check (MIC) ZfE/H L CT7 —
B hARHET DFEL A T, =T/ L RAT = REEHA L, 77 A KRA 2 FES L TRADIUS ¥—
NEMARFEEATOET,

* [EAP-FAST] : 3 B[iE 0 b > FVRRAEY v & X 2] L T 72 802.1x EAP FHARRAIE 2 479 % RBRE
A 7" (Flexible Authentication via Secure Tunneling) , = —¥4, NAU— K BLUOPAC (fri#X m‘_
TIRRA VT R) BEHL, 77 ERRA L MES L TRADIUS H— N E M AGEGEZ T
£7

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ros~oo-nreap7oor o mEm

«[TLS]: 7 7A 7> b TH7 4% L RADIUS H— "M BAR L-8M et v a v _X—2D WEP F—
AL CT =2 W5 LT 2FGEF A 7 RAEDTZDIZT FA T FaEAELZ LI L LET,
* [PEAP] : PREEVLIRFEAE T = | =1L,

EELE YD
2 her—F5TOu—H))LEAP OFE (117 ~—)
ay ha—I~0ua—h/LEAP a7 7 A DB (120 2—3)

O hA—SAOO—AJLEAP 7O 7 74 JLDEM
T—HJVEAP 70 7 7 A )NVEBIMT 12X, ROFNEEZFEITLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
R, MO [T/3A 27— (Device Groups) | A == —M75 [T/8f RE2 A 7 (Device Type) 1> [7
A LR O—5 (Wireless Controller) | %33R L £,

AT9 T2 F4T5arbue—TDT A 24 %7 ) v LET,

ATV T3 ROV A RA—DA=a—nb, [EF2 )T« (Security) |>[B—HI/LEAP (Local EAP) |>[A—7
JJEAPZO 7 7 4 )L (Local EAP Profile) | DJEIZIEIN L F 7,

AT v T4 [Selectacommand] K7 #7 U A h»E [Add Local EAP Profile] % 3R L %77,

RT9TS [Zoary ha—FZEHT57T 7 L — hEEIRT S (Select a template to apply to this controller) ] K& v
THET VA NNLT T L — RERIRLET,

ATv 76 [Applyl 27 Vv 27 LET,

BENEY Y
gy hr—FTHOr—HL EAP ORE (117 <—)
a2y ha—7TOa—H/)LEAP — /T A—XDOFE (118 X—)
ar b= THEHEINBE—N/NVEAP 707 7 A LDFR (119 _X—)
a2 ha—7 TOr—H/L EAP —fi%X EAP-Fast /X7 A — X D% E
ay hr—7TOR—H/VEAP Ry NV —27 a—WEREEOHRE (120 X—)

QY FA—=5TOA—AIVEAP — &1y T —9 A—FBEEDHRE
LDAP Lt B —H /)L T—FR—=AR2—Y 7 LT Ty UEREBEGT 5= O HT 2IEF
EIRET DI, WOFNEEZEITLET,

ATy 71 [%RE (Configuration) | >[4y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, LMD T34 27— (Devices Groups) | A ==—75 [7 /3 A% A7 (Device Type) |]>[V
A ¥ LAz ha—F (Wireless Controller) ] 23R L £7°,

ATYT2 F4THa bun—IOT A 2%% 7 ) v 7 LET,

RT9 T3 EAOHA RA—DRA=a—n5 [£F2 1T« (Security) |> [A—7HJL EAP (Local EAP) |>[RY k
77— 21— NDEEE (Network Users Priority) | Z &R L £,

B o YLRTFRAROEE
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2 ro—5o web Bitxszonz [

ATV T4 EAORANEZFEH LT, FDOV A MRy NU—7 J LT Uy LE AN, BT D2 ENTEE
j—o

ATYTS FTFTORZUEEA LT LTy vy VERITTAIEFEZRELET,
ATvFT6 [Save] &7 Vv 7 LET,

BMELEYY
oy hr—5TOr—H /)L EAP OFE (117 =2—7)
ayha—7THOr—H/)LEAP %/ T A—ZDO&E (118 <X—)
a2y hr—7 0O Web BFEFEHEOHKE (121 ~—)
a2 hr—7TOIP Sec CAGEHEDRE (126 X—)

a2 FA—50 Web EREFEFRRZE DR TE

Web SERERERIEZ X 7 m— R L7720 . WEBAER Web SBREREIEFEZ /LR LTV 25 2 L2
TEET,

FE O KAEAEICIE, ATAE RSA F—23AAGAEN TV ET, RSA F—IF, EIIIZZEMEIMR
S12 8y binb, BRMERPRVEWETE Yy hETSEZETT, BiEH (Microsoft CA 72
E) MO LWVIEEZ G T 25613, AEAFISHAAEN TS RSA F—723768 £ b
ETHDHZ L E2MRL T IESN,

AT w1 [RE (Configuration) ]1>[F > b7 —2 (Network) ]>[* v b7 —2 5,34 A (Network Devices) ] %%
KLU, ZRO [T A A T N—7 (Device Groups) | A == —7nG [T /34 A XA 7 (Device Type) 1>[V
A¥ LA a2 hr—7 (Wireless Controller) ] Z#EIR L7,

ATFY T2 FUTHar bn—TOT N A RAL% 7V v 7 LET,

ATV T3 EOYVA RNR—DA=a—nb, [BEXx=2 U7 1 (Security) ]>[Web #BEFEE (Web Auth Certificate) ]
DNEIZEIR L £ 7,

AT 74 [Download Web Auth Certificate] %2 V ~ 7 L C [Download Web Auth Certificate to Controller] ~<— 127 7 &
ALET,

EELEY D

gy b —7 TOr—H )V EAP —f%/XT A—Z DOERE (118 =*—)
ay hr—5TOa—H/LEAP DEE (117 =2—)

arvbkO—Z0a—4HY a4 R O—DETE
aryho—Jila—H al Ay R —FRETHICIE. ROFIEEZETLET,

J4v LR F120EE |
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AT 71 [Configuration] > [Network] > [Network Devices] Z 3% L, Z:{f|® [Device Groups] A = = —7>5 [Device Type]
> [Wireless Controller] %% L &9,

RTYT2 4T hn—=FDT A A%%27 ) v 7 LET,

ATY T3 EMOY A RNR—=DA=a—b, [EXx 2T 4 (Security) |>[2—% 227 A KV — (User Login
Policies) ] Zi&R L £,

ATV T8 1 5O —VFLTHIFICO VA > TE DI KEEATILET,

RTY 75 [fRF (Save) 127 Vw7 LET,

FRARDEHTRMEENE T 51T FOBRE

[Disabled Clients] ~— " Clk, &z (77 v 7 U R M INZ) 77472 ot
WERRTEETS,

7Y — NERIT LEBRIS, 3MIREREICRIN LT A4 7> MIAX L — 2 DRER LI X A
A7 D MOM, BETY Y — R dfTTERVWESIC, BEMIZZ oy 7 (i3
NET, BN A LT T IRRRTDHE, 7 T4 7 2 MNIBTEOHRITEFF Al 4, Bl
LIENTEET, 20L&, ARCERET 2 L BURSN S ET,

Tu—R¥E ¥ A MEHTIEIMAC 7 RLAZHHTE £ A,
[Manually Disabled Clients] ~<— 127 7 ¥ A4 5 (121%, RO FIEEZFEITLET,

AT v 1 [RE (Configuration) ]1>[* > bV —72 (Network) ]>[* > hU—2 5,34 A (Network Devices) ] % i#{R
L. EWOD [T /31 A7 V—7" (Device Groups) ] A ==—05 [T /31 A X A 7 (Device Type) 1>[V A ¥
LAz hue—7 (Wireless Controller) ] %N L 737,

ATV T2 FNTHar v a—TGOT A A4 E7 ) v 7 LET,

AT9 T3 OV A RN—DA=a—00, [EX=VU T 1 (Security) [>[FENTHZSNIZY T4 7>~ (Manually
Disabled Clients) | DNEIZEIN L 9, [FEITEIZZNT=2 747 > b (Manually Disabled Clients) ]-3—
DN, RONRT A= RFEREINET,

«[MACT7 FL A (MACAddress) ]: SN2 74T FOMACT RL A, YA NERZZ Y v
7 LT, B ENT=7 T4 7 v FOGAERELET,

* [Description] : &SN SN2 TA T FOAT T a DRI,

arvkO—5SO7SERXRarra—)L YR+ (ACL) DEHRTE

oy b= LWT /A arha—/L AL (ACL) ZFER, L. FHITEMTX
F7,

B o YLRTFRAROEE
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2y kO—35 ACLIL—ILDRE .

ATy T [RE (Configuration) ]>[* > FT7—2 (Network) ]>[* v b7 —72 T34 A (Network Devices) ] % i
WL, ZB/O [T A A 7 —7 (Device Groups) | A ==—05 [T /3 A XA 7 (Device Type) ]>[V
A ¥ LA a2 hr—7 (Wireless Controller) ] # &I L7,

AT9T2 FUTHaL bu—I0T A 2% %7 ) v 7 LET,

AT T3 EOYA RR—DA=a—nb, [Ex=2UT 4 (Security) |>[77&A a2 hra— U AL (Access
Control Lists) | Z3R L E 7,
a) Tz IRy I RAEANZLT, 1 28 ED ACL Z#HIFRL £,

F70Z
b) ACLEHHZZ U v/ 45L, TDONTA—ZERRFTEET,

2 hu—F ACL LV—/LOzE (123 =—)
2 hE—F CPUMDACL X =Y 7 1 OBEM (125 <—3)

O FO—5 ACLIL—ILDEETE

oy ha—JICEATAT7 7R aryba—L JURA N (ACL) OL—LEEHRBLIOEET
=F7,

ATy F1 [RE (Configuration) ]>[* > hTU—2 (Network) ]>[% v b7 —2 T34 A (Network Devices) ] % i
WU, RO [T A A T N—7 (Device Groups) | A == —/n5 [T /34 A # A7 (Device Type) 1>[V
A ¥ LA a2 hr—7 (Wireless Controller) ] # &I L F7,

RATYT2 F4T2ar hn—=FDTF A X%%27 ) v 7 LET,

ATY T3 EMOY A RX—D A ==—7)5, [Security] > [Access Control Lists] DJIEIZEIR L £,
RATYT4 ACLA %2 ) v 7 L, NIA—FEFoRLTEHELET,

ATFYTE VESEUT, 772 arre— L VAN IAL—IADF v IRy I A4 LET,

HLWWa> bA—5®D ACLIIL—ILDERL

ATY TN [TINAR B4 T (Device Type) |>[TA LR a2 kE—7S (Wireless Controller) | Z3&R L, D
[T /34 A 7 V—7 (Device Groups) | A == —n5 [T/NA R 24 T (Device Type) |>[7A ¥ LR Y
kO—3> (Wireless Controller) | Z 3% L £,

RATYT2 FE T2 n—FDOT A A% %7 ) v 7 LET,

ATV T3 EHOYA FRA—DA=a—nb, [EF2 T4 (Security) |>[77 X a2 bA—)L JRX L (Access
Control Lists) | Z®R L £ 7,

RATYyT4 ACLA %2 Y v/ LET,

ATY TS %415 [Seqh] 27 VU v 7357, [Add New Rule] Z3# IR L CZ D=7 7 A LET,

J4v LR F120EE |



DAY LR FNRAR0RE |

B -2 o050 FlexComnectACL £ 521 7 1 DREE

2 hE—F ACL L— LD E (123 =—)
2 hE—F CPUMH®D ACL X =V 5 ¢ DM (125 <—3)

3> FO—50 FlexConnect ACL £ 7 4 DERTE

FlexConnect - ACL I, @ — DIV TCTAAL v FENTZ, TIBARALA LV ENEDT—H T
T4 w7 ORHER I OREEMEDOT-OIZ, FlexConnect 7 7 Z A RA L N TUEEEINET 7
A ayha—NLERHETHIA DAL ERM L F7,

22 ke —7 T FlexConnect ACL DiEN (124 ~=—73)

21 k2 —7 ® FlexConnect ACL OHIFE (124 _X—)

O kA—5 TO FlexConnect ACL MD1E /N

ATy T

ATy T2
ATvT3

ATy T4

ATy TH

ATvT6

FlexConnect 7 7 EARA L bDOT /A a ba—/L U A MEBINT 5120, ROFIEEFE
ITLET,

[(%7E (Configuration) 1>[%* > hU—7 (Network) ]1>[* > b7 —2 F /31 A (Network Devices) | %%
WU, O[T NA A T N—7 (Device Groups) | A == —/nb [T /34 A XA 7 (Device Type) 1>[V
A¥ LA a2 hr—7 (Wireless Controller) | Z&IR L7,

HAET LA b =TT R4 E7 ) v LET,

ERDOYA RN—=DA=a—0b, [BEXx=2Y T 1 (Security) ]>[FlexConnect ACL (FlexConnect ACLs) ]
DIFIZER L ET,

[~ ROZEIR (Selectacommand) | Kz v 7F*Z URX Rhvis, [FlexConnect ACL ™3E (Add FlexConnect
ACLs) | ZEIR L £7,

[T (Go) 1%&7 VT LET,

T U7 L= RIMERR STV R WAL, FlexConnect ACLIZIBMTE /A, HTE AT 7 L— R
TF(E L 72V VRHE C FlexConnect ACL DERLZ AT L7=GA. [FiHlar be—F 7L —F (New
Controller Templates) ] <—IZU ¥ A L7 FE&LET, T I T, FlexConnect ACL JHDT 7 L— | % AE
CEET,

kv 77X JA NP ay ba—F [ C@HT57 07— 23R T, A (Apply) 127V v
7 LET,

YER% L 7= FlexConnect ACL 73, [Configure] > [Controllers] > [IP Address] > [Security] > [FlexConnect ACLs] (Z
HRINET,

2 b —7® FlexConnect ACL % =2 U 7 ¢ OFRE (124 X—)

O > ka—5 0 FlexConnect ACL D AR

FlexConnect ACL ZHIFR7 5121%. ROFNEEFITLE T,
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v ro—35cPuADACL £y 7 oiem ]

ATv 71 [%RE (Configuration) |>[Rv kT—% (Network) |>[*v kT—% T/34 X (Network Devices) | %%
WU, W@ [T /34 A Z)V—7" (Device Groups) | A ==—/nbH [T/Nf X 24 T (Device Type) |>[7
A4 LR > bkO—5 (Wireless Controller) | %33R L ¥,

RATYT2 F4T2ar hn—FDTF A 24%27 ) v 7 LET,

RT9 T3 EAOFA RR—=DA=a—nb, [£F 21T+« (Security) ]>[FlexConnect ACL (FlexConnect ACLs) |
IR E 9,

AT 74 [FlexConnect ACLs] ~X— 725, HIFR7 % FlexConnect ACL % 1 DLL EIL F 7,

ATy FE [a~r ROER (Selectacommand) | K> 7 #7 U A KH 5 [FlexConnect ACL DR (Delete
FlexConnect ACLs) | Zi®R L £7°,

ATYT6 [GolxZ YV vr LET,

2 k2 —7® FlexConnect ACL T3 = U 7 ¢ OFRE (124 2—)

O kA—35CPURMDACLEX ) T4 DEN

7oA arrue—) JUAL (ACL) 1Z. = hrar—5® CPUIZHA LT, #® CPU ~D
cZT7 4 v ERITE £,

AT 71 [Configuration] > [Network] > [Network Devices] Z &R L, Z:{f]® [Device Groups] A = = —7>5 [Device Type]
> [Wireless Controller] % 3% L & 9,

RATYT2 F4T2ar hn—=FDTF A A%%27 ) v LET,

AT T3 EOY A RR—DA=a—nb, [EF%=2VUT ¢ (Security) |>[CPUT 7 &A= br—/1L U R K (CPU
Access Control Lists) ] DNEIZEIN L F 7,

AT w74 [CPUACL %Wt (Enable CPUACL) | T =v /Ry 7 A% A2 LT, CPUACL ZAcLET, &
DINTA—=REfERTEET,

*[ACL4 (ACLName) ]:[ACL4 (ACLName) | ey 7 X 72 UZX M6 EHT5H ACL Zi&IR L
7,

« [CPU ACL Mode] : Z® CPUACL UV A N CHIfHIT 25T —% T 74 v 7 OFmZERIRLET,

21 f 1 —F® FlexConnect ACL X = U T 4 OFTE (124 _—3)
ayhe—5077tx arkha—1L Uk (ACL) OFRT (122 2—)
a2 he—5 ACL L — VDT (123 =—3)

AV RA—SOHREFADS X)) T4 Y —DXRTE

YU NEE A LI GA IR, WBEL WA T4 T b eElET AL oicarytn—7
WS LET, BTLVIDS RAEIC AT L) B —Z2BML75AIE, BELE7 74
TURDUVR— et —nartmn—JZFETEHL9I12, aryhe—F%Z0IDSE
vH—lZBELET, £, v he—J i3SI —%2 R - 7 LET,

J4v LR F120EE |
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B - to-—sScorsecamnzons

IDS oY —%FKRT B FIEX, ROLEEY TI,

ATy 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y kT—% T/ X (Network Devices) | %%
WU, RO [T A A7 V—7 (Device Groups) | A ==2—05 [T/ X2 4 7 (Device Type) |>[7
A4 LR O—5 (Wireless Controller) | Z3&R L £,

ATFw T2 BN TDHaba—TDFT A 2L &%) v 7 LET,

AT9 T3 EMOY A RNR—=DA=a—05 [£F 21T« (Security) |>[IDS 24— 1) Xk (IDS Sensor Lists) |
IR £,

[IDSSensor] ~—IZiX, ZDAL FE—FIIREINTNDLTRXTOIDSEUF—D U XA MRERRINE
T, IPT7T RLRA%EZ7 Vw7 LT, FFEDIDS B —0fEfERRrLET,

o hA—5STOHIPSec CAEIFAZMNRTE
FAER (CA) OFEAEIX., H2FGER (CA) MHD AT LTRIT LT P % VEEH
ETT,
a2y ha—J~DIP Sec it lED A R — 1 (126 X—)
2y ha—F~0 IP Sec sltHIED ALV 15 (126 ~<X—)

v hO—5A~DIPSec SIBAZ N A »iR—
T ANDD CAGEEEZ A VAR — T DICE, ROTFIEEZFEITLET,

ATv 1 [’®E (Configuration) |> [y FT—% (Network) |>[*v T—% T/\4 X (Network Devices) | % i3
RU, RO [T 34 A7 N—7" (Device Groups) | A ==—7n5 [T/A X2 A 7 (Device Type) |>[7
A4¥ LR kO—5 (Wireless Controller) | Z3#R L £,

AT T2 H4THarba—TJDT A AL%E7 Vw7 LET,
AT T3 EHOYA RAR—DA=a—nb, [EF2 )T« (Security) ]> [IP Sec SEBAZ (IP Sec Certificates) | >
[CA ZEBAZE (CA Certificate) | Z78IKN L £,

RT9 T4 [Browse]l %7 Vv 7 LTS T HitHEY 7 A Mz e/ — M LET,
ATw 75 [Open] 27 Vv 7 LThH [Save]l #7 U v 7 LET,

L br—FTOIP Sec CAGEHFEDORE (126 X—)

v hO—5A~A®IPSec iFBAEDAL Y {1+
CA FIFAEZ BTV 1T 5120%, OFNEEZFEITLET,

ATFYT1 2 a—420r ) vy FR—RIZCAGFHAELZ a2 — L £,
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3V FA—5TORY kT2 FAFLF 174 (D) EHEORE [

ATw T2 [%E (Configuration) |>[+Y b T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A ==—05 [T/NA X2 A T (Device Type) |>[7
A4 LR AO—5 (Wireless Controller) | 3%k L £,

RATYT3 FAT2ar hn—=FDT A 2%%27 ) v 7 LET,

RT9T84 EOHA RA—=DRA=a—nb, [£F2 T4 (Security) |>[IP Sec SEBAZ (IP Sec Certificates) |>
[CA SEBHZE (CA Certificate) | ZI&R L £,

AT9 TS [Paste] F= v VR 7 At LET,

RT9T6 GEHEEZTFA N Ay 7 ATEHELLD £,

ATYTT [Savel 227V v 7 LET,

a2 b —7TOIP Sec CAFFHEDORTE (126 2—)
O b= TORY hI—7 TAT T 47 4 (ID) FEHZEORE (127 2—)
a2 hr—7 0 Web iBAFEHEZEDORE (121 ~X—)

A hO—5TORY NIT—D FAToT14T4 (D) SEBAEDERTE
ZONR—=VIE, MEOR Y NI =2 TAT T 47 4 (ID) FEAZENGEAEL BN —E#R
RINET, IDFFAEIL, Web b — DA R —F N, BRIV —OBELIERT D720
WZERH U E9, IDFEAEIL, =22 b 7 —F A Cisco Unified Wireless Network @Y 7 b7 =7
W= g 32 UBEEEITL TV DGO, HHTEET,
Ay br—F~DIPSec iFHEDA AR — K (126 ~—)
oy ha—F~®IP Sec itBEDAL Y 11 (126 =X—)

O hA—5ADOIDEEBRED A R— b
T AN IDAEFAEEZ A R — MBI, ROFEEETLET,

AT 91 [RE (Configuration) ]1>[F» b7 —2 (Network) ]>[* v h7—2% 5,34 A (Network Devices) ] %%
WU, ZHoO [T A A T N—7 (Device Groups) | A ==—7/5 [%XE (Configuration) |>[Rv kT —
42 (Network) ]>[®Y kT —% T/84 X (Network Devices) | Z &R L £,

AT9T2 FX4T2arba—TFJOT A AL %7 ) v 7 LET,

ATV T3 EROYA FNR—DA=a—nb, [£F2 T4 (Security) ]> [IP SeciEBAZ (IP Sec Certificates) | >
[IDEEBAZE (ID Certificate) | DJEIZER L F 77,

AT v T4 [Selectacommand] K1 v 7 #7 U A RHE [Add Certificate] 238 L £ 97,

AT9TE [FT (Go) 1227V v LET,

ATYT6 LRTLNAT—REZANLET,

ATvTT1 [ Browse) |27V v/ LTS T HAEHEY 7 A M TFEF—FLET,

ATY 78 [Open] 7 Vv 7 LThd [Save]l 227 U v 7 LET,

oy =TI TCTOFRy NI—7 TAT T 47 4 (ID) FEFHEORTE (127 X—)
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OV bA—5~ADIDFEAEDRLY T+
ID FEBE A EBEG Y A1 21213, RO FIEEZET L ET,

ARTF9T1 arbta—20r )y 7R—RIZIDiEAEL a2 E—LET,

ATv 72 [BXE (Configuration) |>[%vY kT—% (Network) |> [y kT—%2 FT/84 X (Network Devices) | %
BIRL, LD [T /354 A7 V—7" (Device Groups) | A == —05 [T/NA X2 4 T (Device Type) |>
[F7A4 LR O—5 (Wireless Controller) | Z3#&R L £,

RT9T3 Y TLarbe—TFOT A ALEI ) v LET,

ATV T84 EMOYVA FN—DA=a—0b, [£F2 T4 (Security) |>[IP SeciEBAE (IP Sec Certificates) |>
[IDEEBAZE (ID Certificate) | DJEIZEN L £,

AT 975 [Selectacommand] K1 v 77 U A )5 [Add Certificate] 2 B4R L £9,

AT9FT6 [T (Go) 127 Vvyr LET,

ATvT1  AETERRAT—RFEALLET,

ATy 78  [HEVFHTF (Paste) | F =Ry 7 AeA il LET,

AT9FT9 FGEHEEZTXR N Ry 7 ATHEBRLY 1T E 9,

ATYF10 [Savel 27V v 7 LET,

a2 b —F TOIP Sec CA GEFAEDFRE (126 2—7)
2 b= TORY NI—T TAT T 47 4 (ID) GEBAZEORE (127 X—7)

OV FA—5TOIA VY LREER) O—DEHRTE
ZITHEH, YAV L AEER ) —DRTEIZOWTCHALET, AFIFKRDOEEY T,
ey hE—F TORIEAP RY > —DRE
e 2L fhI—TF TOARIEAP R > —DFKIR
e ha—FTDI ITAT V MEINRY o — DR IE
ey b —JIZH#EHEIND VR aniitd 25 IDS B4 DFER
o B} A% DS B4 OER
c Y =T O APRBILE HH T L — MEEOBRE

OV FA—5THOREAP KR —DHRTE
RIET 7 EBARA L FORY O —%2RECTEET, WERT IV ERAFA Y NCRIEMHDE
I o TVD Z e 2 MR LET, a3 br—J RSN T RXTOT 7B A RA - MIxt
L. REOHRHNAT 7 4V b THIME S ET (OfficeExtend 7 7 £ A2 R A > F&FRL) , 72
72 L. Cisco Prime Infrastructure ¥ 7 b7 =7 U U—X 6.0 IBETIL, [T 7 A KA v FD7E
# (Access Point Details) ] ~2—3 T [/RIEMH (Rogue Detection) | F = v 7Ry 7 A4 F
A TZIZTHILICEY, TI7RARS Y N IR EREZED T Ehc e E7,

FREOBRETRBEEIND T 7 A2 KA ¥ MIKEDRIET SA 224 25 REMENEV-
¥, OfficeExtend 7 7 & A IR"A > b TIIAEHRIEILT 7 /v b TIZER T,
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AV FO—5THOFREAP KR O—DHRE .

[Rogue Policies] ~— 127 7 ¥ AT HIC ke, KO FMEHATLET,

ATv 71 [%RE (Configuration) |>[+Y bk T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WL, RO [T3A A7 V—7 (Device Groups) | A ==2—05 [T/ X2 4 7 (Device Type) |>[7
A4 LAY bA—3F (Wireless Controller) [[3> kB —3 (Controller) | 2R L E 7,

AT9 T2 F4T2arbvua—TFGDOT A 24% 7 ) v LET,

AT T3 EOVA FR—DA=a—nb, [EF2 T4 (Security) | >[T4 ¥ LRRERY) I — (Wireless
Protection Policies) |>[AIE7R!') >— (Rogue Policies) | Z#IN L £, RORXT A —ZRNERINET,

s [RERZ— g U7 v b2 (Rogue Location Discovery Protocol) ]: RLDP (%, EEDHHRF v
NI =0 ~DORERBHGROFEZEWLES, Fry 7o UX b, ROWTANEERL E
R

o [#E%h (Disable) ]: 9 XCHDT VA RA L b ETRLDP 84 LET, T 740 ME
<7,

[TXTD AP (AllAPs) ]: T _XTHOT 7 A KRA L M ETRLDP ZHNCLET,

o [E=% T&— F AP (Monitor Mode APs) ]: E=#% £=— RKD7 7t A KAk ETHOHRLDP %
Bz LET,

« [F1E AP (Rogue APs) ]

[RIEAPBIOREY AT b MU OFRRBIRS A 27 7~ (FHAZ)  (Expiration Timeout
for Rogue AP and Rogue Client Entries (seconds)) |: RIE/2T 7B A KA L VBRI T4 T bD
T RUNYARDBHIBREN S ETOMEEZAT LET, AR7RMEOHFIHIL 240 ~ 3600 5T,
77 /b MEI 1200 BT

RERT 7 EAFA Y MEFEI TA T2 bOZY FUREL LT U b 5L, ZOREDREE
POTIOPAS A TR LTS (B (Alert) ] F72iE [ (Threat) | THHHEITIEL, v
hr—FnbllksnEd,

[REME LV A— FERE (Rogue Detection Report Interval) ] : AP 252> hr—J [ CARERE L
R— h kG T HHBEEMECTATILET, ARRHEMIE 10 ~300 T, 774/ MEE 10 7
T?“O ZOMEEIX, E=X T— RO AP OATHEH SN ET,

[N IEMH /s RSSI (Rogue Detection Minimum RSSI) ] : AP CRENHH S, =2 hr—F T
RIETY MY BEREN D - DI HERE/NRSSHEZ AN LET, A7 #iHI%-70 ~-128 dBm
T, 7 74 /v MHIZ-128dBm T, ZOHEEIL., TXCHO AP E— RITEHATE T,

RSSHERIEF AL . REMITIZE > THWRRIERE 2O WARENS LS FET D AREENRH Y
3, FOEH, ZOF T a A LTAP B AEA T 55/ RSSIEAIEET A2 &
T, REX 74 NVETXET,

[N EMHO—Ki72[#lE (Rogue Detection Transient Interval) | : R #ICRIEDN A F v > Ii7-&.
AP PHEGEIIC AN EZ A X ¥ T HNEOHLBIRE AN LET, —RRHEREANTHZ &
T, AP BREZAX ¥ T 5MEEHIEITCEE3, AP L, —RHRMBEOMEIZE SN T, RIE
BT ANVHTEET, ARZRFEIHIL 120 ~ 1800 F T, 771/& MEIZ0 TY, ZOKREIEX, £=
Z E— D AP ORI S ET,
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B - ro—sScoFEArKY v —0FT

* Rogue Clients
¢ [AAA IZKIT DARIEY A4 7> b OKEE (Validate rogue clients against AAA) ] : AAA H— 3F 7=
Te =N T = R_XR=2A%HH LT, RERZ TAT LV NN T4 T 2 "E D DERGE
THIE, ZOF =y IRy 7 AERF T LET, 7740 MiIZA 7 TT,
[T KAy v hT—7 O E LR — T (Detectandreport Adhoc networks) ]: 7 K7 » 7 RIE
BHB L OV R—= 2GR T DI, ZOF =2y IRy 7 A2 AT LET, 77 4/0 MEIT
F T,

oy hr—F TOREAP KU —DFpR (130 =X—)

A b= TDOIITAT 2 MRARY —DRE (130 ~—)

ay hr—JZEHAIND A aniEitd 5 IDS BAORR (132 X—)
A A S I IDS B4 OERL (136 ~—)

Ay hE—TD AP FAFLEH T L—AMEHORTE (137 2—)

A b= TOUA YL AR#ERD —DORE (128 X—)

Y rB—7TORIEAP R —DFRTR

ZONR—U TR, BUEORE AP V— L A2 KRB IORETE E7,

[ANIE AP /L—/L (Rogue AP Rules) | X—IIZ7 7 AT 521X, ROFIAEFEITLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
KU, WO [T /34 A7 V—7 (Device Groups) ] A ==2—05 [T/NA A2 A 7 (Device Type) |>[7
A LR O—5 (Wireless Controller) | %33R L £,

RATYT2 FUT2ar hn—=FDT A A% %27 ) v 7 LET,

AT9 T3 EMOY A RN—=DRA=a—0, [EF2) T« (Security) |>[T4 ¥ LR{RERY — (Wireless
Protection Policies) | > [F1E AP JL—JL (Rogue AP Rules) | %3#®# L £7, [Rogue AP Rules] {Z, ~1E AP
=), Jb—)v ¥ A7 ([Malicious] ¥ 72iZ [Friendly]) . BILONV— N DIEFNERINET,

ATV T4 V= VO AE R R EITRET HI2IL, [Rogue APRule] %7V v 7 LET,

A bR =T TOIIAT LV MRARY —0fE (130 X—)
arvhr—ZZEHIND A apEitd 5 IDS BADOERR (132 5—)
3 AL L IDS B4 OIERL (136 <—72)

g ha—F0DAPRAEEFHL T L— MEEORE (137 2—2)

A ER=TTOUA Y LVARERD —0fE (128 ~—)

v hA=3TOY 472 RN RY S—DETE

ZOR=UTE, arhbe—JIEAINTWE7 T4 T v MERAHRY —ERE. Ak,
FlTESM L CTE ET,
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[Client Exclusion Policies] ~X— 27 7 ¥ AT H121E, IROFNEEZFITLET,

ATy 1 [RE (Configuration) ]>[* > hU—2 (Network) ]>[% v b7 —2 T34 A (Network Devices) ] % i3
WL, ZBD [T A4 A ZV—7 (Device Groups) | A ==—05 [T /3 A XA 7 (Device Type) ]>[V
A¥ LA a2 ba—7 (Wireless Controller) ] &R L £,

ATV T2 F4THarva—TGOT A AL %7 ) v 7 LET,

AT9 T3 EMOY A RNR—=DA=a—0b, [Ex=2VUT 4 (Security) 1>[7 A ¥ L AR#ERY > — (Wireless
Protection Policies) |>[2 74 7 > Npr#MR U 2— (Client Exclusion Policies) ] DNAIZEIN L E5, KD/
TA=ENERRINET,

» [Excessive 802.11a Association Failures] : BN L7HE, 7747 ME 80211 7Y v=— 3D
FATIC S FhERE L CRIT 5 &, 6 BIHOFATTERRINSILE T,

[802.11a FRFED IR 72 KK (Excessive 802.11a Authentication Failures) |: BN LI=HE, 77947~
N3 802.11 FBREDFATIC 5 [l L TR 5 & 6 M HORIT TR S E T,

[802.11x FHAED & H fciﬁ’%,ﬁ& (Excessive 802.11x Authentication Failures) |: B LIzHE, 7 947~
M3 802.1X FRAEDFAATIC 3 [ldife L TR 5 & 4 HORIT TR S ET,

[802.11 Web FRFIED 1t 3l f@ﬁ%ﬂ& (Excessive 802.11 Web Authentication Failures) | : BN L7zHGE. 7 7
A7 > % Web RRAEDFRATIC 3 mhdifke L THRILT 5 &, 4RIHORIT TSI SN ET,

[IP O EEE 721X (IP Theft Or Reuse) ]: AN L72E. IP T RLARTTITHOT /A R|Z
HOBTHNTWDE, 77472 BRI ESNET,

ATy T4 [fR1F (Save) 15227 Vw2 L, 77472 MR o —1Zx$ 2EEZRAF L THION—VIZR D0,
[B4 (Audit) 227V v LCay ba—7 CHEH IN7-ME & Prime Infrastructure D % LLf L £ 9,

oy hr—F TOREAP KU —DFR (130 =X—)

ay hr—JZEHAIND A anzEitd 5 IDS B4 OFRR (132 X—)
A3 A5 I IDS B4 OERL (136 ~—)

gy ha—F0 APRIELEH T L—2ME#EORE (137 2—)

A b= TOIA YL AR#ER) —DRE (128 ~—)

FINAZADIDS BLDETF

aybr—F BT, IDSV T =Fx, DFV, ZESRI Ty MIBITFLIEIEH AT
OB EETIDIMFEHEINAEY h B = D~ F o T N—VERETHIENTX
T, VIR TF¥RAEMMIEINDLE, a2 br—T] ?fjhéhf_'f&txf4/bfi\ =g
L72802.11 7 —H £7213EH T L— LK LT IR F v M THo ., BAMERRWEAIT
ay hbe—J @i snEd, IEIBRHEESNDS & ﬁﬂf;rfﬁu#ﬁ%mm%ni%

vAaATiEEar b —I0 17 OE#EL T =F vy 2R —FLTWET,

ay ha—ZIZ#EH IS VA NERMAET 5 IDS B4 OFR (132 X—)
B A K L IDS B4 OfERE (136 ~2—3)

J4v LR F120EE |
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B - rosScEREnE LR anRET 5 IDS BEORT

Ay he—ID AP FIFLEH T L—AMEHEORTE (137 2—)

AV FA—FISERASNS Y AaNRMT 5 IDS ERDRT

[Standard Signature Parameters] ~—Z1E, BifEar hr—7 RliZhH DV A afigffkor /=F v
D—ENRERINET,

[Standard Signatures] ~<— 27 7 B AT HI21F, ROFIEEZEITLET,

ATy 71 [%RE (Configuration) |>[Rv kT—%5 (Network) |>[*v kT—% T/34 X (Network Devices) | %%
R, ZMO [T /34 A2 Z)—7F (Device Groups) | A ==—n5 [T/NA X 24 T (Device Type) |>[7
A4 LR a2 kO—5 (Wireless Controller) | %33R L ¥,

AT T2 N4 THarba =0T A ALE7 ) v 7 LET,

AT T3 EOYA RNR—DA=a—1b, [F2) T4 (Security) 1>[74 ¥ LRRER) L — (Wireless
Protection Policies) | > [{2# 4 % F + (Standard Signatures) | ZER L 7, ZOX—T2iE, KDY
TA=ENERINET,

o BESEE (Precedence) ]: 2> b —I NV 732 F v Fx= v 7 2RI 9 DIEF,
« [4HT (Name) |: 7R F v IZ& o Tl 2 2 W OFEE,

«[7L—LOFEHE (FrameType) |: V7 A2 F ¥ ICL > Texa ) T A HEOREN TONIEHT L—
AFET—F 7 L— AOFEH,

«[77vay (Action) |: v 7 FF vIZ Lo THRPMMRI SNEBICHETT 5, 2 hr—F~0f
e WICHIZTRLET,

«[72L (None) 1: 77 v arRNEfTENEHA,
o [#45 (Report) ]: MHZHE L ET,
« [IRFE (State) ]: AN ET-ITESN,
* [Description] : &7 =F ¥ [T X o Tt & 37 2 BU8 O RO G,
ATFYTd VIR FYDOLETE IV v 7 LTHA DT A—=FEER L, VI F v Z2HENEITEDNCLET,
EENEY D
T NA AD IDS B4 OHFE (131 ~—)
Ay b= n6DIDS BL T 7 ANLDT v 7a—R (133 2—)

2y be—7 EOTRTOIDS B4 OAIML &k (134 _—)

a2 bO—5ADIDSEZ 7 7A4IILDEAHoO—F
S IRF v T ANEL Y v a— FTHICIE. ROFMEE FTLET.
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ATv T

ATy T2
ATvT3

ATv74
ATy TH
ATvT6
ATy 717
ATvT8

ATvT9

ATv 710

ATy I N

2 ro—35h500sEET 7 L07yTO—k |

[%7E (Configuration) |>[*rY k" 7—% (Network) |>[RY kT—%9 T/34 X (Network Devices) | %

B L, MO [T 31 A7 V—7 (Device Groups) | A ==—/5 [T/8f A2 4 7 (Device Type) |>

[74¥ LR FA—35 (Wireless Controller) |[3 > kB—3 (Controller) | %R L £,

HUT LA b =TT A AL %IV v LET,

EROYA RNR—=DA=a—5, [£F2 T4 (Security) |>[T4 VL RXRER! — (Wireless

Protection Policies) |>[12# <4 *F + (Standard Signatures) | £721X[£F 1) T« (Security) |>[7
14 ¥ LRA{RER") >— (Wireless Protection Policies) | > [Hh X2 LT 5 % F+ (Custom Signatures) | ©

JIEIZ IR L £ 7,

[Select a command] K= > & 7> U A k)5, [Download Signature Files] % 38R L £,

[E1T (Go) &7 Vv o LET,

VIR TF ¥ Ty AN (*sig) B TFTPV—_"EDOT 74/ F T4 L7 MVIZabe—LET,

[7 7 A VOKHIYFT (File is located on) ] 7235 [2— WL <~ (Local machine) | R L3, 77

ANABEIR, b—"O— T 4 L7 b UISKkH U THR R S 20830055681, [TFTPH— N (TFTP

server) | BN THZ L TEET,

[ KEE (Maximum Retries) ]2, 22 ha—F N 72T ¥ 77 A LDX 7 v — KEiRADRKE

e AN LET,

[Z#A4 L7 7k (Timeout) |12, ¥ XF ¥ 77 ANDOF T a— REidTT 2, 2 hre—908% 41

LT U M5 ETORKIERZDENTAS LET,

TZrAMTeMp T 4L MIICT vy r—RENWET, FOT 47 NVRNOR—IN T 7 A VA%

FBET D0, [ (Browse) 27V vy 7 LTCFHFESF—FLET, VWX F ¥ 77 A/LD lrevision] 1T

T, 77 AN AAREOERED S T2 TF ¥ 77 AN, £ A MIEDETE I AZ L TR

T T7ANDERELET (WAX L T XF v 77 A /WIiZi revision=custom 23 %47H)

I SNOEE TEENZ A LT U MIRoTeGE, [7 7 A VO T (File is located on) | 7 4 —/L
RC[TFTP % —/3 (TFTP server) | A 7' a »Z@RT L5 &L = T 7 A AL P HEICAT) S,

BRITSNET, n—h L~ A7 v a s TR EBOBEREBI SN ET, B, n—hL 77
A NVINEBEDY — 7 AT — 3 )5 Prime Infrastructure S B OFLAIA LD TETP — RNl a B —Sh
F9, WRIZa he—I9R8Z0T7 7 ANVERGLET, BROBAETIZ, 7 7 A /1T 7 TIZ Prime Infrastructure
P—=NOTFTP 7 4 L7 MV IZH DT, XU rm— L7z Web ~— Y THBIMNIZZD T 7 A V44 D33
FRIAEINET,

OK] %227 Uv 7 LET,

EErNEYD
T RA AD IDS B4 OFHFE (131 ~X—)

o hO—ShDIDSEL I 7AILDT7yTO—FK

aryhe—I0nbv I =F X Ty ANET v IR —RTEET, VI RXF¥yDX U a— RIT
Trivial File Transfer Protocol (TFTP) H— R_ZfHCTE 5 Z L 2B LE T, TFIPH— 1%k v
N7y T HBEOEEFIHITRO LB TT,

J4v LR F120EE |



DAY LR FNRAR0RE |

B - ro-—stovrxcomsBR0EMmEL EMIE

ATvT1
ATy T2

ATvT3
ATy T4

ATy TH
ATvT6
ATy 71

ATvT8

ATvT9

e —bERFR—FMEETH Y e—RRTA5E, P—EAR—NIV—TFT 47 TEHRN
72, TFTP — NI —E R R—F LR LYV T %y b EIZRTFERY 5 A,

T AARNI Ea—vary AT ARy NU—I R— R aRELTHY Y ra— KT 5854,
FAARNI Ea—>gy VAT LAR— NINV—T 4 T TERWZD, TETP — XA
CH 72y b EIZH-TH, BIOVTHy b EICHATHENEWNER AL

» Prime Infrastructure MDA A TETP H— N & — K 3—F ¢ @ TFTP ¥— XL [A UidfE
A= 2RI 5720, — K/3—F ¢ ® TFTP $—/3% Prime Infrastructure & [7 U =
Va—H ETEITTHIEIITEERA,

VAANL Y TR TF Y Ty ANEAFLET BEEITXTF Y 77A40)

[%5E (Configuration) | >[4V tT7—% (Network) |>[#Y kT—% FT/84 X (Network Devices) | %%
RU, W@ [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A LAY O—75 (Wireless Controller) | %8R L £,

YT LA ha—TOT A AL ET Vv LET,

ERMOYA RNX—=DA=a2—00, [£Fa2 )T« (Security) |>[T4 ¥ LR{RER — (Wireless
Protection Policies) | > [1Z# 4 *F + (Standard Signatures) | £721X [EF 2 T« (Security) |>[7
14 ¥ L AREER ) o — (Wireless Protection Policies) | > [ X% LS % F ¥ (Custom Signatures) | DJIA
WBRL £,

[Selecta Command] K2 v 7*# 7  U A ki, [Upload Signature Files from controller] %% L & 7,
AR LTV D TFTP — A & HE L E T,

TETP Y — "3 L WA, [—/ NIP 7 R LA (Server IP Address) | 7 4 —/L K CTFTPIP 7 KL A %
ATTLET,

[Z77 AN ZA7 (FileType) | Ru v 7 X0 UXMWS [V RF ¥ 77 A/ (Signature Files) | % i3
RLUET,

ZOVITRF v T A NI, TFIP Y — AN KOS L TRESNIA— T4 L7 FUICT vy r—
FanEd, [Z77ANVDT v 7 ra— K4 (UploadtoFile) ] 7 4 — /L RTHIOT 4 L7 M VIZERTX F
T (ZD7 4=V KiZ, [h—234% (ServerName) 13T 7 4/ b —"DIFADIRFER) , 2 hn—F
[IRN—=Z2 X =L L LTIOR—=IN Ty A NHEFAL, BT XT Y 77 ANDOY T 4 7 AL LT
stdsigh, WAZLN VT XTF ¥ T77ANVDY 7 47 AL LT custom.sig ZiBML E7,

[OK] %7 U w27 LET,

T3 AD IDS B4 DOFKE (131 _X—)
ay b= ~DIDS VX F ¥y DE T a—F (11 =)

A2 A= LEDOITRTOIDS ELDEE & EME

oAy RiE, EACERLTENCLEY /= F v T RCEEDCLET, Z0F =y
Ry 7 ZA%FTOEECTDHE. UBNCADICLTVTEH, TR_TCOT 7 A MIEIc i) £
T YT=F A BEMEEND L, T be—FITEREANET 7R B v F T, ZEL

B o YLRTFRAROEE
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avro—5cos—nDs v =Froanitmmnt [

72802117 —Z F-I3EH T L— LA LT =F v SaiThil, BEMENRRNEEIT=2
Yhe—JicHEsnET,
BfEay bo—F B DT RTCOERES X TF Y BIOHRAZ LV T2 F XY AT HIC
T, WOFNEEZFEITLET,

ATv 71 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y T —% FT/34 X (Network Devices) | % 1%
RU., ERO [T /34 A7 N—7" (Device Groups) | A ==—/n5 [T/A X2 A 7 (Device Type) |>[7
A4¥ L X3 kO—5 (Wireless Controller) | Z3#R L £9°,

AT T2 H4THarba—TFJDOT A ALE7 Vw7 LET,

RART9 T3 [a~v2 FORR (Selectacommand) | KE w7 X 72 URRND [V7 X F v "7 A—2OfE4E (Edit
Signature Parameters) ] 28R L £9°,

ATy T4 [FT (Go) 157Uy 7 LET,

RAT9TE [TRTOFWE TR TF Y BLOHRAZ LT X F ¥ OF = v 7 T % (Enable Check for All Standard
and Custom Signatures) ] F = v 7Ry 7 A% A N LET,

ATv7T6 [Save] &7 Vv LET,

TINA AD IDS B4 OF%E (131 X—)

O FA—5TOE—DIDS VU9 =ZF v DEMIE EEE

ATv 1 [®E (Configuration) |> [y FT—% (Network) |>[*v FT—% T/\4 X (Network Devices) | % i3
RU, RO [T /34 A7 N—7" (Device Groups) | A ==—/n5 [T/A X2 A 7 (Device Type) |>[7
A4¥ LR kO—35 (Wireless Controller) | Z3&R L £,

RTYT2 BET 23 bn—=FDT A AL%E7 Y v/ LET,

ATY T3 [a~<wr ROZRIRN (Selectacommand) | Ke v 7 X2 UR RN [V 3T ¥ X7 A—XOfREE (Edit
Signature Parameters) ] %% L £ 7,

ATy T8 GHhERIIEDNCTLIHEOX A T O, %45 T 240127 v 7 LET,
[HEHeL 7 F % /37 A —4# (Standard Signature Parameters) ]-<—21%, BlfEa> bt —F Licbhb v A
Bk I 2Fy O ERERINET, [WAX L T FF v (Custom Signatures) ] ~X—12i%, H
fEay br—7 RHET 2, 2—PRIED S 7 XF ¥ DU X FRERSNET, RONSTA—=ZF, &
TAF % N=U LM TR T v RV OMFICERRINET,

o MBS (Precedence) |: 2> b —I R 7 3xF ¥ F= v 7 BT AR, F 3B LNENL,
s[4 (Name) |: 7 R F ¥ IZ Lo T 2R %A 5 WO,
o [FLH (Description) ]: ¥ 7 X F ¥ I L o> TR &2 3% 2 I OFEIE O ML,

o [7L—ALDOFEH (FrameType) |: V7 X2 TF¥IZELoTEF 2 V7 A REOFAEBEIMMTONHEHL T L —
LFIETT—H 7 L— AOFEH,

s [Action] : 7 =F ¥ T > THBEPIMIB SN EXIIFETTSH, 2 hr—F9~DfER, 77 arv
EIATLRWGAIE 72 L (None) ], MIHZRET 2HAIL[LA—F (Report) ] &720 7,

J4v LR F120EE |



DAY LR FNRAR0RE |
B rxs22ms2806m

s [Frequency] : ¥ 7 =F ¥ OE, WENPRTINLDHANT, T 7 EARA b LoLORBHIZIE WD Tk
BT HMEOHDL, MBI 7 =F v &8T5y NECTT, ARhaMEEMESH-0 1~
32,000 /N7 N T, T 7 AV MERRIRSH 2D 50 87y T,

o ({5 IEFER (Quiet Time) ]: &7 7B A RA b LV THEPBHENRL RoThE, 7TI—A4
ZIEIET D2 ETORFMOES (BHAD) . ZoOREF. [MAC f§#H (MAC Information) ] DFREMN [T
AT (all) 1HLLIE[EF (both) | DEHAICOBLERZIIVET, AL 60 ~ 32,000 5T, 7
7 v MEIX 300 T,

« [IMAC 1% (MAC Information) ]: 77 A RA > b LXYLVORBHIZB WY 72 F v 2Ry hU—
JZEETIEIMACTY RLVRAZ L E703W T TEMT 5 E 90,

« [IMAC O#E% (MAC Frequency) ]: 7 %F ¥ MAC O#E, WEN/BRE SN AHNIZ, 2> he—F
LI BWTHNTAVNEDOH S, BRI D V2 F v &—HT 50y NETT, BR7e#iH
ERIRR®H 720 1~ 32,000 N7 > N CTT, T 740 MEFERSHZY 30 37 v hTT,

o [[IB® (Interval) ]: i€ L7ZMRENTY 7 2 F ¥ OBEE LS VMEICET 2 £ TICRBT 20 EOH 5
WA AN UET, AL 1 ~ 3600 BT, 77 4/L MEIZ 1 BTT,

«[A%) (Enable) 1: 2OV R TF XLV X2V T A HEPBREIND LH)ICTEHEAEITZOF = v
IRy I AEA NI L, ZOV TR F ¥ 2 WHT 255134 7ICLET,

o [T xF ¥ /3% —> (Signature Patterns) ]: ¥ =2 U T 4 WEROMBIZHEH SN D 32—,

RT9 TS [A%) (Enable) ] ke vy 7 X URXRNL, [TV (Yes) |ZRIRLES, WAF A RSNV T3
FyEFAUra—RL TS,  customsgi & W) AFTOM W=7 7 A L EFIZ L, R UARTCTRZR
DYERE T H FFORRUE L VX TF ¥ T DM ERH Y 7, X, 7r—R¥xy AN Tu—7 7
T RENAZA AL TWDIEEIZ, 78— RXx AN Ta—7 77y REERES 7 XF v TIIERIC
L. BAZL VT X F ¥ TIIEMLET,

ATv76 [Save] &7 Vv 7 LET,

T8, AD IDS B OKGE (131 R—2)

2y ha—7 TORIEAP R —DFE (128 N—)

a2 hr—F TOREAP KRY —DF/R (130 <—)

A3 A S I IDS B4 OERL (136 ~—)

Ay hr—=JTOIITAT L MRHRY —D5E (130 ~—)
ay ba—5 0 APRIEL EFH T L — MEEORE (137 2—2)

HA%5 L IDS ELDIERL

[Custom Signature] X— 21X, BifE=a > b —7 LIZFET D, 22—Vt 7=Fr DV
A NIRFRRINET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
RU, MO [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

B o YLRTFRAROEE
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ATV T2 FETHar b a—TFOT A AL %7 ) v 7 LET,

ATY T3 EMOY A RNR—=DA=a—b, [EF2) T« (Security) |>[T4 ¥ LR{RERY — (Wireless
Protection Policies) |>[h X% L 4 *F+ (Custom Signatures) | ZER L F7, ZDOX—=I2iL, KD
INT A= INFRRENET,

o [ (Precedence) 1: 2> " —I N7 32T v F = v 7 & FT7T DNEF,
« [4A1 (Name) ]: v 732 F v L > T &7 5 BB O ke,

o [7 L— 2O (FrameType) |: ¥ 72 F ¥ I Lo TEFa U7 WRORENMTONLEHR T L—
LFEINETT —F 7 L— AOFRH,

c[7Z7¥ar (Action) |: T A FXIZE o THEPRH SNICERIZFATT S, 2 hr—F~0DfF
Re WIZHIZRLET,
o[72L (None) 1: 77 v armETEINnFEHEA,
o [#HZ (Report) |: fRHIZ#E LET,

« [{RHEE (State) | : AN E 713N,
o [FLBA (Description) ]: ¥ 7 X F ¥ T L o> THH &2 A 2 R OFEIE O FEMFLA,

ATYTE VIT=F X DLAHEI ) v 7 LTENRTFA—FERRF L, VI =F XY 2GR ELITEDCLET,

TA AD IDS B OKE (131 =—)

2y ha—F TOREAP R > —OFE (128 <—)

ay hr—F TOREAP KU —DF R (130 =X—)

gL ha—F0OAPRAFE FEL T L— MEEORE (137 2—2)

rO—SOAPEIIEBEE I L —LIREDETE
TIERARAL L NRFHEARY S — LT L — AR#E (MFP) 2R ETCXET,

AT 71 [Configuration] > [Network] > [Network Devices] 23R L, Z{f]? [Device Groups] A = = —7>5 [Device Type]
> [Wireless Controller] % 3% L £ 9,

RT9T2 FETrara—TFJOT A A4 %7 ) v 7 LET,

AT T3 ERDOV A RNR—DA=a—n5, [Ex=V T 4 (Security) 1>[VA YL AE#ERY 2 — (Wireless
Protection Policies) ]>[AP F87EF L TN MFP (AP Authentication and MFP) ] DJIRIZI®RIN L & 7,
ZOR=VUE, RO T 4=V RRERRINET,

* [RFNetworkName] : ZOT XA h Ry 7 AIRETEEHA, [T A —% (General parameters) ]
— VWA LIERF Xy NI =7 4N ZICFEREINET,
s [Protection Type] : K2y 7 X7 URX RnDH, IROWTIDOFEIER U > — 28R L E 7,
[fct[./ (None) ] . 777'121 ﬂ_\g/r:/ }‘ntoutE-J—) /"—‘fcﬁ]\/
* [AP 587 (AP Authentication) | : F8fEAR U > —ZiwMH L 7,

J4v LR F120EE |
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EDHEPH X

DAY LR FNRAR0RE |

« [MFP] : &Pl 7 L— L% LET,

. [7:7‘**-575§ MU A—&EN2 LEVME (Alarm Trigger Threshold) ]: ([fR#E# A 7 (Protection Type) ]
T [AP F87E (AP Authentication) | ZIR L72IGEDHEKR) , 77— L ERBEIE D E TITESR
TH, RHEOT 7EARAL L b HDOey MIERELET,

1 ~ 255 T9, 574/ ML 255 T,

TNA ZAD IDS B4 D% E (131 ~X—2)

2y k=7 TORIEAP R v—0FHE (128 X—)

a2y hr—F TOREAP RY —DF R (130 <—)

A A S I IDS B4 OERL (136 ~—)

oy ha—Z A IS A angEtd 5 IDS BAOFRR (132 X—)

URL ACL D RK

URLZ 4 VZ2 VU THEREIZE D, A 02—y O WebY A h~DT 7B AZHFIHTEET,
ZOMPRALTHIZIE, URLT 72z ba— U 2~ (ACL) ICE ENAIHFRICESNT,
FEED Web A b~DT7 78 A 3BT LET, D%, URL 74 L HX U 7L
D, ACL U A MIESNWTT 7 EAZHIRL £,

0r7—ay R=2ADT7 4 NE VU TEFEHLT, APIISEIERAP INA—TIZF L DL
NEJ, £/2. WLAN 7’17 7 A LT & D . I?J USSID DIEFECTE 527 747 v b EEHEHTE
RN TAT Y IR bNRET, ZhiC BHETEL7 747 MMEFETE 2\ AP
WZBET 5568, H50IEZ0W DA, ﬁwu DM:%)? L\ VLAN O 23586 S v E 9,

JAY LA a3y bha—7 (WLC) 1%, K T64MHD ACL ZH KR —F Lx9, 4 ACL Tl
K100 fH D URL Z45ETE E£4, 2N HDACL TlE, BEREZF A EZITHEETH L IRET
TFT, Fo, INSLDOACL ZHKFDOA ¥ —7 =4 A (WLAN X° LAN 72 &) (ZBE#AF
T, TANE N TEPRMEFHODLZERTEET, AU —F, @SN r— VLR
U3— L TR A WLAN £7203 AP Z v — 7 T — A TEET AT LR TXET,

£ ACL THR—F&Rnb/L—/L (URL) OFILWLC Z L2 £,

« Cisco 5508 WLC 35 LTV WiSM2 IZ URL ACL Z &2 64 D)L — VAP R— N TE F4,
¢ Cisco 5520, 8510. 8540 WLC %X URL ACL Z &2 100 oL — L&Y R— N T £1,

URL 7 V& Y 7 & NAT Of[R

« Cisco 2504 WLC, vWLC, Mobility Express CIZH AR — I THEH A,

e WLAN 2 A » F 2 ZIEH R — N ENETH, a—HIV AL v F U7 EER—Fah
TWEHA,

O —NNAA T U T EMERA L7 Ly 7 A E— RTIEAR— SN TWERA,

« URL 4 D &% 32 XFICHIB ST E T,

s —EL7ZURLDAVC 77 7 A MIbH VD A, —E L7 URLIZACLT 7 ¥ 3 TH
A—FEINTWET,

B o YLRTFRAROEE
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e HRTIA RN VANETT I URADY A Ma, ACL D [*] BFEL— /L& L CIER
L. BERZMEBNCFHF A F IS T I EnTEET,
« HTTPS URL [I# R — F SN TWEH A,
« WOIRITIZTACLIZ T 4 L Z TERWEENRH Y £7°,
cURLNRT7TF T A MEEIINT=/ Ty MIZEEZR 2T B,
PRy IMT T T A MEENRTWS,
cURL DOV ICEBEIP 7 RLAE -7 a X URENMEH ST 5,
s INBHIEFBAEYR— SN TWERA, KROFMEE T 5 URLIZ, 74X 7D
KR FH A,
e AV NI — KO URL (ff] : www.uresour*loc.com)
« %7 URL (f5] : www.uresour* loc.com/support)
e 7 KA AL (f] : reach.url.com =2 subl.url.com)

« T U7 L— FOVERIRIC, BT S URL B HE. B URL L— L IEE SN EE
/\/0

FHERarkrO—)L YR FOHRE

ATy FT1 [RE (Configuration) ]>[* > h7—2 (Network) ]>[* v b7 —7 T34 A (Network Devices) ] % i3
WL, ZBD [T A4 A ZV—7 (Device Groups) | A ==—05 [T /3 A XA 7 (Device Type) ]>[V
A¥ LAz ba—7 (Wireless Controller) ] 3R L ¥4,

AT9 T2 FNT2arbua—TFGDOT A 2A4%7 ) v LET,
AT T3 EOYA RNR—DA=a—nb, [EXx=2 U7+ (Security) ]>[URL ACLs] Z3&{R L £ 7,
TDON—VIE, ROT 4 — )V RRFRINET,

s [Fxzv IRy A (Checkbox) |: F=v /Ry 7 A%MEH LT, HIFRT S URLACL % 1 DL |
RLUET,
*[URLACL#4 (URLACL#4) 1: 207> 7L —bhDOa—HEFKA, URLACLEHEZZ UV v 7 L, i
HeEFRLET,

ATw 74 URLACL%27 VU v7 LT,

ATw 75 b=/ (Rules) 1D FiZdH D [ATDENM (AddRow) %7 U v 2 L CURLACL V—/LZBIIL£7,
«[URL] 7% % k &R v 7 Z|Z URL ACL D4 #iZ AN LET,
V=T 73y (RuleAction) | Ry 7 X7 UA MG, [FFA (Allow) ]E72IE[HES (Deny) ]
ZERLET,

ATYT6 [fR17FE (Save) |27 U w27 LET,

gy b —FFRETAAL AD X2 T 4 REOHER (104 =2—)
URL ACL OHIEE (140 ~=—)

J4v LR F120EE |



DAY LR FNRAR0RE |
B uvriacomm

URL ACL O HI|Bg
URL ACL #HIB4 51213, ROFNEEZFEITLET,

ATy 71 [RE (Configuration) |>[RY FT—%5 (Network) |>[%v kT—% T/34 X (Network Devices) | DJIE
IR L £,

RTYT2 ar =3 FNA 24%7 ) v 7 LET,

ATV T3 EROHFA FA—DA=2—inE, [EF21)T4 (Security) | > [URL ACLs] IR L £,

AT w74 [URL ACLs] X—U b, ﬁlJBm‘é URL ACL # 1 ©PL F3#IR L E,

ATY TS5 [~ FO®ER (Selectacommand) ] K 7 &7 U A kb [URL ACL DI (Delete URL ACLs) ]
TERLET,

ATvT6 [BH (Go) 127V v7 LET,

GE) ACLOAU Z%7VTTHHEE, [2~2 ROER (Selectacommand) | Ky 7272 U
AR B[Z U7 (Clear) ] 23N L E9,

BEErEYY
TR Aarybta—n JURAMORE (139 2—)

XTI SOHATHAU AV

TUXU TN TUF T A A b (FRA) X, Cisco Aironet 2800 35 L TV3800 U — X 7
I ARA L N TNDPRIEZHT L. ﬁbw7vé/7W7/ﬁ(%MMZ5mﬂ\it
E=H) OFRE T 57O T 50— R =7 289 % 72912 Radio Resource
Management (RRM; Y ¥V — 2B H) ([BMSn=FHL\waT 7 :‘\ U X LTT,

FRA #EBEIC L 0 . & ATREZR AP é‘»%@ﬁ;&ﬁbtb\ ZNBHO AP 3, fliH ATHER RF BREE
K%dwfﬁ MAROBEDRENEZA LTV V= MIRELEZY TEES, 7LF T T
‘/“ﬂ'%ﬁ:{}titAP‘i %éﬁz@wx%xb%/ AN TAPNGAV RS =] {51 /1 A DN

TR ARL L FOTF 2T VA 24 GHZ/5 GHz 775 5GHZ/5 GHZ ICEHE L, kv %< D
FAT VMY —ERZRMETEET, APIT, X7+ —~v U RATEELZ 5 XD RFTFHB IV
X2 T 4B LRy N =7 ZER LRSS, ZOX A7 2EITLET, FRAICK
D, BEBERXY NT—VDFENA )L 2—HF =27 2 o Z2AR8MELET, £7-. 2 OkE

\Z X~ T, 24GHz RO —EIITLRALD~—2 Z41F, 5GHz (7 74 7> MIO&EE) £
1TE =% D%E| (24GHz BELOS5GHz) 12UV 252 LT, 24GHZJZ/I/0)$;33$§75>{E_EYW§M
F9, BROKE EZRET DHIT0E,. CLI £/21X GUI 26 H L £,

TUHRITITIOFEMAT- AP L. ROF— R TEIETX £,

e T I NN NOEMEE—R : —HFOEHTILI24GHz E— R T AT v MY —E 2 %241
B, i F DR TIZ, 5GHz BE— R TH—E X ZME L FE T,

e T 27 )V 5GHz & — K : W7 DOERE 5 GHz #r8 CTEIE L . 802 11ac Wave 2 ORI %
KLU, Z2T7AT 2k THRAADF v /R0 T 4 W03 72 O IR 7747/Fk
P—ERERME L ET,

B o YLRTFRAROEE
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A Y LA X2 YT 4 F=F VT —HFOBHTIZIS5GHz T2 A4 T Mo —¢E
AZfRft L, 7 ORI CIX, wiPS B | CleanAir TR, RNIE/RT A X123 L 2.4
GHz Hi53 L V5 GHz #HOW F TAF v V2TV E T,

ILEXSTINISOATHA AL FDETE

FIE

AV RFERIETIVaY B#

2T w F1|[BXE (Configuration) |>[Rv kT—%
(Network) |> [y k7—% FT/84 X (Network

Devices) | ZIR L, LMD [T 34 AT N—T
(Device Groups) | A =2 —Mn5 [TNARE AT
(Device Type) | >[4 VL AXa> btO—3F
(Wireless Controller) | Z 3R L £7°,

AT T2|EYTrarbu—TDT A ALE7 ) v 7 LE
ﬁ‘o

ATV T3 NEROY A RR—D A =a—b, [802.11]>[7 L
XTI S9F THA4 2 A+ (Flexible Radio
Assignment) | ZIERLET, [TLF TN TUF
T A A2 & (Flexible Radio Assignment) ] ~X—
VTIRONEZRELET,

[TLXRTTNTUF THA AR (Flexible
Radio Assignment) ]: 7 7 4/ | TIiX FRA ##E
N2> TWET, FRAZADIZL

WDINT A =R ERETHIIE, Fov IRy
J AL AT LET,

* [J&E (Sensitivity) ] : FRAJEE L &\ VE % 54
LET, Zhicky, EREIIE L AR HE
N&H D COF D/N—t T —

PRESNET, ROEEFR—FLTNE
—g—O

S
< i

« & (High)

o [[EIf@ (Interval) ]: FRA OFEITHRZRE L E
I, HEIL 1 ~ 24 BT, T 70
~ OFREIL] BEF T9, FRA IX DCA IZIEKTFL

J4v LR F120EE |



DAY LR FNRAR0RE |
B = xosen s51—somE

ARy REEEF7OVa Y BRI
TWh 72, FRA OfffEIX. DCA OfE%Z T
EA5Z LT TEERAL

FINA ZAD 80211 /185 A —R DRTE
Z 2T, IROBEIZOWTEBA L E9,

«802.11 = b —F COBEBDOE = — RORE

cEDEOtEIZa b —IRBNOITAT N T Y vm—a BRI AL
IRDBMDOIETE (AP a— K T 7)

¢ AP F v R THEMZ B3 FEIROA ML

e MediaStream Z{#H L72 IP /L F % v 2 ~EME OHfel®

* AP NV —T7 T T& 5 RF 717 7 A VOIERL

80211 3> FO—STOEHOEI— FDEKTE

FEVT 4 TNA—TICEENTWRVWE—Day he—F2HEOEY YR — b5 L) IZi%
ET DL, WOFIEEZFEITLET,

ATv 71 [%RE (Configuration) |>[FY bt T—% (Network) |>[FY kT—% T/84 X (Network Devices) | %%
WU, QO[T /34 A7 —7 (Device Groups) ] # ==2—05 [T/NA R B 4 7 (Device Type) |>[7
A4¥ L A3 kA—3 (Wireless Controller) | %% L 7,

ATV T2 F4THarbva—TFGOT A AL %7 ) v 7 LET,

AT9 T3 EMOY A RAN—=D A =a—v5, [802.11] > [—#% (General) | ZiEIR L 9,

ARTYTE Ty IRy 7 A F L TEMTHEEZBIRLET, 72782 RA 2 MIFHHIEEO R S F8F
RETHEATE D LIRS TVET, Ba—FE2REL T, EOBRGNCHERT L0125 &0
TEET,
EHTAEBTICHFESNTWARWES, 778 A RS MIELLSEELRWATREMERH Y £9, 72L&
ZIE L E DY AIR-AP1030-A-K9 CREIOHBIHI KA A AZEHEENTND) OT 7 EARA 2 ME, A—
ZRZ VT TIHMEATEEEA, LTHEOBSIKBIZE 72T 782 KA FE2BATL Lo TL
ZEn, BTV R—FENHET— ROERRY X MIOWTIE,
http://www.cisco.com/warp/public/779/smbiz/wireless/approvals.html Z £ L T< 72X\,

AT Y TS PBIAENENS A LT U MI/a b TOREE (WEA) 2 AL ET,
ATvT6 [Savel] 27V v 7 LET,

BMENEYY
EOL o7t Zxizarybe—IMBMOY FA4 T TV vm—ya Y EZIT AL
SBDOEE (APur—RK AT 7) (143 2—)
AP F ¥ XN THEIMZ 53 RBIROARME (144 =2—2)
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EQESHEEIZAY RO—SHBMDYSATY R FYLI—LavERHALL LA HEh0MEE WP O—F 5000y [

MediaStream Z{# ] L 7= IP < /L F % ¥ A M5 Difefr (147 _X—)
AP VNV —FTCERTX A RF a7 7 A LVOMERR (147 ~=—)

EDESGESICAVPA-—FHNEMDY AT T7IVI— 30X ITFANDN
BIEHENDIEE (APA—KNZ2D DY)

&

ATy T2
ATvT3

ATvT4

ay b= ETT Ly T a— R RT U TEENCT S L Lightweight 77 & & 7R
AT, 7728 A RAL VM REOTVATY LR I FAT 2 OO —RARTURAEITH T &
NTEET, 7947 hOARI, ALarrae—F L7 78 ARA v FEITHOBENE
T, Bloar e —F EOT 78 A RA L FEDOBTE, v— KTy 7 frbnid
Mo

TA¥ VLA ZFA7T > R Lightweight 7 7 F 2 BA 0 b~DT Y o— Nae®kBhb e, 7
r—a VIRNENT y b EBIZ8RINIGE Ny R TAT v MIEREINET, IO
802.11 [GE /T FOHFIZAT —H A a—R1T08HY 9, ZOa—KRiF, 77E8A RS
MRENLLEREM T 2 Z T2 2 ERAEENE I DERLET, T/ EARAL L DA
MNETELHEE. 729472 MIZTOZ Y THROBIDOT 78 ARA 2 h~OBIHEAF T %25
HET, TIBEARA Y FOARBEVNEI DT, TOTTAT v IS T 7 AR,
WO DT 7% 2 WA v b & HAATHAIHB S E 3,

7m&2I1E APl EDO T AT MR, APR2D I IA T v "Ml a— R RS20 7 v 0w
Ko ofnz B> TWAEAIE. APl OARITAP2 L bEmW eSS E S, 7947
RS APLIZBEATIT LD & 925 L, AT —H A a—FR17THREENTND 802.11 & 7 v
FRZFA T MCERFENET, T7BVARAL U FOAMPENWI ENZDAT —H A a—
R BDT, 273472 MIBIOT 78R RA v h~DOREEA T 2R A E T,

0EFTr 747y FEEMNTEEST )3 ba—F2FETEET (U I7A4T7 bR
11 [EIESEA T 2307 L7256, 11 BAOFIT TIEBEEMATAHFTEINET) . £72. BFED
WLAN ETCr— R NRXT v T E2GNIT D0, BT 5 bIETCEET, JuL, FF
EDT FGAT N IN—"7 GBIEICBURIR TR AT M l) Il Tr— KT
7w N T A GAITER] T,

Ty T a— R NG U TERET DI, WOTFNEEZFEITLET,

[%%E (Configuration) |>[#v kT —% (Network) |>[+Y kT —% T/34 X (Network Devices) | %%
R, ZRO [T /31 A2 Z—7F (Device Groups) | A ==—n5 [T/NM X 24 T (Device Type) |>[7
A4¥ LR a2 A—5 (Wireless Controller) | 2R LE£9,

FUT LA e —=TOT A AL E TV v 7 LET,

EROY A RR—=D A =a2—7n5, [802.11]1>[A— K /85> >4 (Load Balancing) | Z33#{R L £,
[Load Balancing] X— Y NE /RS NE T,

IIAT L RDT A4 R P A XL LTI ~20FTOEEANLET, ZOX=Y A4 XL, 77 &R
KA FOARDBETETCENL RIZZ T4 7 BT 220010 5 2 LR TERNINE D 0 a W
THT NI ALTHERHINET,

O— RNARFTU v T R= A EBEMMBMEVNAP LV S 47 0 BT =n— R T L

J4v LR F120EE |



DAY LR FNRAR0RE |
B e rcrnTsemas e rRROEME

DT FTAT v N TNARANSLT VR AARERT 7B A RA  DBREEH DAL, T7BAKRA
MEIENZEN, BEMTLTND 7 T4 T hOEBRELRD T, 77472 NOBEBKRLDRNT 7&
2 RA Y M, ARPEBIES RV ET, 794 T 0 FON—Y (4 XE . AP BIENWT 7 2 R
AV NEDIFAT Y NEOEFHNBLEVEE RV T, 7 T4 T MEEMTOENRZ O LEVWMEE B
ZDTTEARA L MIE TV —RETHD EHRIN, 774 T2 "BRBEEMITTEHD0R, 7747
RN LEVMEEZ FRIZT 78 A RA L FOIRERY £9,

ATY TS HEEORREELTO~ 10 FTOMEEZANLET, HEHIT, v— AT oo 7oA HEG O
MR AERELET,

ATYT6 [fRTFE (Save) 1 &2 Y v/ LET,

AT TT1 BHEDWLAN TT 7L yi 7 n— R RT3 T EENERITENCT 5I121%, [WLAN #E (WLAN
Configuration) | ~<—I %S LT, [EMEXE (Advanced) (¥ 7457 U v 7 Liﬂ‘o [WLAN Configuration]
N=VOEHTIEICONTIE, TE#EEE] © T2 bo—7 WLAN OFE] 22 LTSN,

BMELEYY
802.11 = hu—F TOHEDE = — FOKE (142 ~—)
AP F ¥ R TWAEMZ 580 RBROADME (144 R—2)
MediaStream Z{#fH L7= IP /L F % ¥ A M5 DR (147 =X—)
AP V' )V—T7 T T& 5 RF 707 7 A LVOERL (147 ~2—20)
a2 hr—7TO WLAN OERL (70 ~=2—)

AP F v RIILFEHEIZ B/ \> FEIROEDE

WHHRIRIC L > T, 2743 F (24GHz B X5 GHz) BMENA[RE/R Y 74 7 > b DO
W RHEDVIRNSGHz 7 7 B A RA v MIBEITE £9, 24GHz #kiE, RMEL T D
TENILS BV ET, ZoWIHD T T4 T MI—f&IZ, BluetoothT /314 A, BFL UV, B
S Na— L REFFEN S OTWEZT LT TR, DT 7B ARA L b BOR—F %
FNFWEHAELET, 802.11b/g Tid, EELZWTF ¥ XN I DOLNRNNHTT, Zih
LOTFWHORRZEMLT, *y NT—7REDONRT —~ A% EIE5HIZIE, =
0— 7 CHIRINZRE T E7,

EWOERNO LS BIE, 72794 T2 b7 a—TIREE2HHTHE 0 DT, 5GHz T+
FNNTSA TV NeFHEET AT DI, 24GHz F ¥ RNVTDYT FGA T v b~ a— TR
FEOLEET,

WikEREZ 2 b —F E T/ —LIZANCT D2 & h, FFED WLAN _EOHkEIR %
HRYEIIENZT Db TEET, BEIX. BEDI TAT v O TN—T (EREEIZ UK
REFT TAT > M) 1Tk L CHIEGRIN 2 B2h 29 2 A BRI T,

HIEIRN AN /2> T D WLAN Tid, B—X V7 ORIENFEAT 50T, FHCMmBGEO
Lo 7%, BEICBEUERT ) r—ya i ER— S RERA,

TIHEROERICET S0 K512
TR AT 2 BRTIE, IROTA RT A AZES TS TEE N,

o BHERIR A TE 201, 727 B R RA > F2D Cisco Aironet 1140 £7-1% 1250 2 — X
ThHOBATT T,
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ATy

ATy T2
ATvT3

ATv74

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9
ATv 710

AP F v r LT Mz 51 FEROEDE [

GRS EET 201%, a2 br—J IR ENTT 7B A FA Y M LTOAT
4, a2 b —F 28 L7V FlexConnect 7 7 E A AR A ¥ ki, VU 77— MEIZHHEGEN
EIFITLER A,

BB T L Y RACE BT AT AN R V54T hOFEE T, LT 7R RA
¥ D 24GHz RS SGHz IEARICIRONE T, 207 T Y XAREET 201X, 7
JEAKRAY N T24GHz & 5GHz O OEEPIBEE L TV HEE5OHTT,

e hu—F FTCHEGRIRE T 7Ly T m— R ANS U TOMFEENITHZ &
MTEET, ZNLIIMZLTEMEL, HAICRELEZXLZL1THY EEA,

WIGRIREHET DI21F, ROFIEEZIATLET,

[%7E (Configuration) |>[Y kT7—% (Network) |>[RY kT—% T/3A4 X (Network Devices) | %
R L, MO [T 34 A7 Vv—7 (Device Groups) | A ==—75 [T/Af A2 4 7 (Device Type) |>
[74F LRa> bO—F (Wireless Controller) | Z3&R L £,

BETHaAaL N —TDT A AL ET Y v LET,

ERODOYF A RNR—=D A =2 —75, [802.11]> [Fi:ER (Band Select) | #3R L £ 9, [HrikEE (Band
Select) | _X—YMMFERENET,

Ta—7 YA 7 NEHEELTI~10ETOEEANLET, A7V EEIZ Lo F4 7 o
Hil A 7 N OEEAERELET, T 74/ O A 7 VEHIL2 T,

AF X A 7 NVHHOBMEL LT1~1000 X VB ETOMEZ AN LES, ZOREF, 77447 b
NHEDHF LNWT IL—TERNFTLWAF v A 7D HEESNDMORH L EWVEZREL £,
T 7 A EOYA TV L EWE 200 2 URTT,

[m— 27 70 MMl (age outsuppression) ] 7 4 —/L RIZ 10 ~200 b E COEEATILES, =—
7 T T ML, DATICEERR SN T2 802.11b/g 7 A T > b E T N—=2 7T 5 b OHIREIN
2R ELET, T 740 MEIF200 T, ZORMARET D E. 7747 MIFE AR SN
T, Fe—TIEMl OISR E 2D £,

[T—Y 7 TR T 27/ 3K (ageoutdualband) | 7 4 —/L RIZ 10 ~300 £ TOMEE A L E
T, ==V T ML, DENCGEE SN CWET 2T AN R 2 IA TV "I h—=0 7325
T=OOHYIRYINEEMZRELET, T 740 MEZX60TT, ZORMBARRETLE, 77472 M
P E AR EINT, T a—T MR ORSRE 720 3,

[acceptable client RSSI] 7 4 —/L F{Z 20 ~ 90 dBm £ COEEZ A LES, ZDOT7 4 — /L RiE, 754
T IR T =TI RET D72 OE/NRSSLEARE LET, T 7 4L ML -80 dBm T,

[fR17 (Save) 1% 27 U v 7 LET,

FEE D WLAN CHATGERIN A2 B 230 F 72133 5121, [WLAN 3% E (WLAN Configuration) | ~— %
S LT, [EMEXE (Advanced) 1% 7 %7 U v 7 LE 9, [WLAN Configuration] ~~— > Off i HikIZ D
Wik, TBEEIER] o Tz he—7 WLAN ORE] 2R LT 7ESuy,

802.11 = hr—TJ COHBDE = — ROFRE (142 <X—)

EDOL o7l Eizaryha—IMBNMO7 747 TV vm—a VEZIT ARG
SBDBMOIEE (APr—RKANZ 7)) (143 =)

MediaStream Z i L7= I[P ~/LF % v A FEME OffEfR (147 _—)

AP ZL— 7 TX A RF 7127 7 A LDIERL (147 ~2—3)
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B sro-romxzosm

oy huE—F TO WLAN OfERE (70 ~=2—3)

SIP O — )L D12 55 E O Hll{E]

ATy I

ATvT2 %

ATvT3

ATvT4

ATy TH

ATvT6

B a— LT L, FFEDOESIZH L TIT ) SIP 2 — VIR DOEREEIRETE
FT, BWVEREELRET DT, BREERADEF 7 — W ATRE 725 g 28 22 Wi &
TbH, %@i?ﬁﬁ%&P:%w CHARIE A B M TES, ZOMEREIX. WCS £7-1ZWLC T
HIHEE| ) 24 TIZ SIP X—AD CAC 2T 57 74T FOHTHR—FENET,
arvhe—3ZLIlEK6EOESTEHRETEET,

B a—L B AR— FERET HI2E. ROFIRELFATLET,

[%%E (Configuration) |>[+Y tT—% (Network) |>[+Y kT—% T/84 X (Network Devices) | %%
RU, RO [T /34 A7 N—7" (Device Groups) | A ==—7n5 [T/AA X2 A T (Device Type) |>[7
A4¥LRX3> kO—5 (Wireless Controller) | Z3&R L £,

WtBar bhua—TDTFT A A4 %7 ) v 7 LET,

EROY A RX—=D A =a—75, [802.11] > [EFHL 3 —/L (Preferred Call) | #38R L £3, BEAFDOEN
I—ARNHHIEESIT. RO T 4 —V RRFEREINET,

« [#iB (Description) ] : #&5e=—/ L DFH,

«[FSID (Numberld) ]: = hr—JDEA#H 2R L, 2 hr—Z 28D Y4 THATWD 6
DB a—LFERD 1 D&k LET,

« [ 5  (Preferred Number) ]: o — 1 FE 2R LET,

[~ ROER (Selectacommand) | Ky 77X U R KD, [HE5OENM (AddNumber) ] %R L
7,

Ioariru—JIZEATAT L — @R LET,

BIR Loy be—J#HT 277 L— MR TH2MENHY £, Ba—LESHOF LT
Y U— MNEERT AT, TBEEEE] © HEXa— L 707 L — FORE] 2SR L TIEE0,

LEH (Apply) 1227V v 27 LET,
B a— NV EHIRT 2I121E, YT 2B —VESZDOTF =y IRy 7 A% LT, [2~v 2 ROER

(Selectacommand) | K v 7*Z 7  UR )G [HIER (Delete) | Z®INLET, [Golx 7 U 27 L, [OK]
7V v 7 LCHIBRZMERLET,

BMENEYY
802.11 = e —F TOHEMOE a2 — FORTE (142 2—)
DX Rl EICary b u—IRNBNOI 74T N T Y=y arEZF AL
SIRDBMORE (APE—RK AT 7) (143 =)
AP F ¥ RN T A Z 583 REROFZME (144 X—)
AP VNV —FTEiHTX A RF 7 u 7 7 A LO/ERL (147 ~=—)
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MediaStream Z{EA L 1= IP T )L F ¥+ R FECIEDHER .

MediaStream Z{FHE L~ IP TIILF X+ X FERIEEDFHERHR
80211 D AT 4T NI A—H EiHTET DL, WOFIEEFITLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
RU, MO [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

ATV T2 FNTDHar b va—TFOT A AL &7 ) v 7 LET,
ATY T3 EROY A RNR=DA=2—nb, [802.11]>[*T 47 R ;1J—L (Media Stream) | ZER L £,
AT v 74 [Media Stream Configuration]| ¥ 27 > 2 > C, IRD/RNT A —X R ELET

[AT 47 AFVU—21% (Media Stream Name) ]

s [¥ATFF ¥ A DSBS TP (Multicast Destination Start IP) ]: /L F ¥+ A RETDOAT 4T A b
U—LDBMGIP 7 KL A

[ FF ¥ A PO T IP (Multicast Destination EndIP) ]: /L F ¥ ¥ A RETHDAT 47 A b
U—LDTIPT KR

o [BeRHIFFME  (Maximum Expected Bandwidth) ]: A7 4 7 A kU —A0MEH T 5 R KHIkiE
AT9 75 [UY—ATFHar ha—/ (RRC) 737 A—4 (Resource Reservation Control (RRC) Parameters) ]2 /L—7"
Ry 7 AT, WONRNTFTA—ZERELET,

s 8w b A X (Average Packet Size) ]: AT 47 A MU —ABMEHTE 2 FH 7> b A
=z

« [RRC EHIFE#H (RRC Periodical Update) |: EHIICEHEND U VY —2AFH =3 b o —/LOFHE,
T HE, RRCOFHEIZ, 7I7A T IR AT 47 ARY—AIZIALZEEIZ, 1 EORITHONE
‘j‘o

* [RRC B5EE (RRC Priority) ] : @Ay 1, KA 8 O RRC DESLE,

[NTFT 4 v T 774’/1/51-%5\ (Traffic Profile Violation) ]: A K U — A7 QOS ETrd ey AL
(iR LT BRIC M= Fry 7S50, XRART 74— k% AN BN D5 ITER
SNET,

c[RUT— (Policy) ]: AT 47 AR —ARHFAESNIEGRSNIBEEICFRENET,

ATYT6 [fRT7FE (Save) |27 U 27 LET,

AP I —TCERTESDRFIOT7 74 IILDER

[RF 7’1 7 7 A /b (RFProfiles) |"X— TlX, AP 7 V—7ICHHEfTIFARF 70 7 7 A L &AE
RETIIEETEET,

2 bR —=FDRF 70T 7 A NVERET DHITIE, ROFIEZETLET,

J4v LR F120EE |
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ATv T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

DAY LR FNRAR0RE |
JCHERATESRFIOT 7 A ILOERK

[%E (Configuration) ]>[* v kU —72 (Network) 1>[* > hU—27F /34 & (Network Devices) ] % &R
L. LMD [T /34 A7 v—7 (Device Groups) | A ==—05 [T /34 A% A7 (Device Type) ]>[7 A ¥
LAz br—7 (Wireless Controller) | Z &R L £ 7,
FUT LA =TT A&7 ) v LET,
[RF 71 7 7 AL (RFProfiles) | %7 Vv 735, MOV A K/N— A =a2—7/5[802.11] > [RF 7'=
7 7 AV (RFProfiles) |Z @R L E7, [RF7 1277 A/ (RFProfiles) | ~— IV NERINET, ZDO—
JWIE, EORE 7 u 77 AN T L— R A NERET,
RE7 07 7 A )VEBMTH5E1EL,. [~ FOEIR (Selectacommand) | K v 7 # o U A K5 [RF
717 7 A DiBEN (Add RF Profile) ] &R L £ 7,
[321T (Go) 127V v/ LEY, [z bue—7 727 L — (NewController Template) ]~3— 235
RSNET,
ROFHRERELE T,
. —fi%
o [T L— R4 (TemplateName) |: 7> 7 L — hO2—WEFZDOLRL, [F0 77 A /V4%4 (Profile
Name) ]: BIfEO 7' 1 7 7 A MO —HPERDLHI, [P (Description) ]: 7 > 7 L— ~FDaH,
o (SR 2 A (Radio Type) |: 77 & A RA v OB A A7, Ziuik, 802.11a £721% 802.11b
MR35 D AP DORF 707 7 A VERIRTE D Rny 72y J XA MTY,

« [TCP (E{ZEE JHI4H)  (TCP (Transmit Power Control)) ]

s [/ hESIILALOEIY YT (-10~30dBm)  (Minimum Power Level Assignment (-10to 30 dBm)) ] :

Y THNTWDI/NENZRLET, #PHIX-10 ~30dB T, 7 7 #/L MHIX 30dB T3,
s [REILNVDOFEIY KT (-10~30dBm) (Maximum Power Level Assignment (-10 to 30 dBm)) ] :
Y THNTWDIRKENZRLET, #PHIX-10~30dB T, 7 74 /L MHIX 30dB TT,
[/ LEVME v (-80 205 -50 dBm)  (Power Threshold v1(-80 to -50 dBm)) ] : 2%{57E /1 L & WM
o LET, [BEHLEVME V2 (80 75 -50 dBm)  (Power Threshold v2(-80 to -50 dBm)) ] : 2417
BHLEWEEZRLET,

«[7—% L— " (DataRates) ]: 77 BAKRA L NI TA T MNUTT—X R ETE5L— M2 fs
ETHITIE, [T—4 L— b (DataRates) | RKey 77Xy YA NEFERHLEST, RKOT—% L— |
DMEHFEE T,

«[802.11a] : 6, 9. 12, 18, 24, 36, 48, ¥ LT\ 54 Mbps,
« [802.11b/g] : 1, 2, 5.5, 6, 9, 11, 12, 18, 24, 36, 48, F 7% 54 Mbps,

KT —H L— M LT, ROAT v aronThimna@E@RLET,

« [%ZH (Mandatory) ]: 202 ba—7 EOT 7 v ARA » MIBEEMT HI21E, 279472 b
MZDT—H L— R Y R—FLTNWDLIRLERDHD £7,

o [AR— 1 (Supported) |: BIE#fFIFHNTV T4 T MI, ZOF—F L— &P AR—KFL T
i, TOL— b EEHLTT 78X KA MEBETEES, 2L, 7947 R3O
L—hZ2fEHTE < Th, BEMNTIZRETTS,

o [#%%h (Disabled) |: BEICHEHAT LT —4% L—hE, 7747 "RBEELET,
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7134 20 8211l 35 4 —50BE [

AT9 7T [Save] &7 Vv 7 LET,

BELEYY
802.11 =¥ hu—F TOBEBDOE =z — FOHFE (142 ~—)
EDOLH e xilary =90 BNOY 747 N TV vm—yvaryEgiF Anbig
KRB ORE (APu— R ANZ 00 7) (143 =)
AP F ¥ x LT A2 53 RBROARME (144 =2—Y)

FINA ZAD 802.11a/n /X5 A — B DERTE

ez ba—70802.1lam /3T A —X HFKRTHI121E, WOFIEEZFETLET,

AT w1 [RE (Configuration) ]>[% > bV —72 (Network) ]>[* > bV —2 5,34 Z (Network Devices) ] % %R
L. ZWOD [T /34 A7 )—7" (Device Groups) | A ==—5 [T /314 A% A7 (Device Type) |>[7 A ¥
LAz br—7 (Wireless Controller) | Z&IR L £ 7,

RATYT2 FUTLHa0  hn—TFDOT A A% ) v 7 LET,
AT9 T3 EMOY A RNR—=D A==, ROWTANEZERL 9,
* [802.11a/n] > [7/XT7 A —% (Parameters) |: /X7 A —F AR RETITRE L ET,

«[802.11a, E£721End S\ MFac (802.11aornorac) ]>[dotlla-RRM]>[RRM L X\ M (RRM Thresholds) ]
:802.11a/nRRM L& VM= br—F 28 E L ET,

+ [802.11a/n] > [RRM [H]f@ (RRM Intervals) ] & 7= [802.11b/g/n] > [RRM [H]lE (RRM Intervals) ] : fifl %
DOy hu—7|Z802.11a/m 7213 802.11b/g/m D RRM L & WMEZHEL £,

« [802.11a/n-RRM] > [TPC] : 802.11a/n 71 802.11b/g/n ® RRM fZi/X 7 — a2 ke — L &% E L E
‘j‘o

+[802.11a £7=1%n H D\ T ac (802.11aornorac) ]> [dotl1a-RRM] > [DCA] : RRM By F v = /LE D
BVTERELET,

+ [802.11a/n] > [RRM] > [RF 7 /L'— 7k, (RF Grouping) | : filx ®»=> hu—7{Z 802.11a/m £72i1%
802.11b/g/n @ RRM MR D 7' )V— FAb 2% E L £,

+ [802.11a/n] > [A T « T /3T A—# (Media Parameters) | : 802.11am iZ AT 4 7 /XT A —H EHE L E
j—O

« [802.11a/n]> [EDCA /X7 A — % (EDCA Parameters) ] 3 7213 [802.11b/g/n]>[EDCA] : il % D=2 ko —
12 802.11a/n F7-1% 802.11b/g/n ® EDCA /87 A — & %% E L £,

+[802.11a/n]>[m—3 7 /XF A—% (Roaming Parameters) ] : 802.11a/n F£ 721X 802.11b/gm O — = >
T NRTGA =B EFELET,

« [802.11a/n] > [802.11h] % 7= 1 [802.11b/g/n] > [802.11h] : 4 D=2 k1 —F |2 802.11h /3T A — X % 7%
ELET,

J4v LR F120EE |
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B =120 s21bgn 85 x—s0%E

* 802.11a/n £ 7215 802.11b/g/m R A /L —"T"» h /NT A — X Z3ET DAL, [802.11am]>[FA/L—T v
I (High Throughput) | %7213 [802.11b/g/n] > [ A/L—7 > & (High Throughput) ],

* [802.11a/n] > [CleanAir] : 802.11a/n CleanAir /3T A — X & E L £ T,

ATy T4 [fR1F (Save) 1227 U w7 LET,

TINAL 2D 802.11b/g/n /35 A — 3 DERTE

KDy b r—7 0 802.11b/gh /37 A—2 & FmT 5121E, ROFIEEFETLET,

ATy F1 [RE (Configuration) ]>[% v b7 —72 (Network) |>[* v bV —2 7,31 & (Network Devices) ] % 4R
L. D [T 314 A7 )v—"7" (Device Groups) | A == —6 [T /34 A% A7 (Device Type) |>[V A ¥
LAz br—%7 (Wireless Controller) | Z#3&R L £,

ATV T2 F4THarva—TFGOT A AL %7 ) v 7 LET,
ATV T3 ERDOY A RNR=DA=a—=nb, ROWTHNEZBEIRL 7,
* [802.11b/g/n /XF A —4 (802.11b/g/n Parameters) | : /X7 A —X Z K F il 3fmE L T,

*+ [802.11b £ 7ziX g H D\ dn (802.11borgorn) ]>[dotl1b-RRM]>[L & VM (Tresholds) ] : 802.11b/g/n
RRM L& VMEZHFELET,

+ [802.11a/n] > [RRM [HFE (RRM Intervals) ]| & 721% [802.11b/g/n] > [RRM ff@E (RRM Intervals) ] :
802.11b/g/n RRM [HfR AR E L £ 7

* [802.11b/g/n-RRM] > [TPC] : 802.11b/g/n RRM fGs/NU— 2> ha— /L RT A —H EZHZELET,

* [802.11b £ 7=i% g H D En (802.11borgorn) ]>[dotl1b-RRM]>[DCA] : fEl % D= ha—F|Z
802.11a/n % 7-1% 802.11b/g/n ® RRM DCA F v V&R EL £,

* [802.11b/g/n] > [RRM] > [RF 7 /L—7{k. (RF Grouping) : {4 » = km—7|Z 802.11a/n F7=1%
802.11b/g/n @ RRM fEHR 7 /L — b A3 E L E T,

* [802.11b/g/n] > [AT 4 7 737 A—4% (Media Parameters) ] : 802.11b/gm IZ AT 4 T /XT A —H B3%IE
L%,

* [802.11a/n]>[EDCA /X7 2 —% (EDCA Parameters) ] %7213 [802.11b/g/n]>[EDCA] : fHlx D= hu—
Z1Z 802.11a/n £ 721% 802.11b/g/n ® EDCA /3T A —X &% E L £,

* [802.11a/n] > [ — =3 > 7 /T A—# (Roaming Parameters) | 721X [802.11b/g/m]>[r—=I 7 /\T
A—2%4 (Roaming Parameters) ] : 802.11a/n F 7213 802.11b/g/n ® EDCA /X7 A — X R E L E T,

* 802.11a/m £ 7215 802.11b/g/n F A/L—"T"> h /XT A — X 53R ET HG1E, [802.11am]> [ A/L—T" v
I (High Throughput) ] %7213 [802.11b/g/n] > [ A/L—7" > & (High Throughput) ],

* [802.11b/g/n] > [CleanAir] : 802.11b/g/n CleanAir /X7 A —X %% E L 9,

B o YLRTFRAROEE
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ATy T4 &7 (Save) 1227V w7 LET,

FINARADA Y 2 INSGA—ADETE
HADay ha—F DAy a T A8 BT DT, RO FIEEF L ET

ATv 71 [RE (Configuration) |>[FY kT—% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
R, MO [T /31 A 77— (Device Groups) | A ==—7n5 [T/INA X 24 T (Device Type) |>[7
A4 LR bkO—5 (Wireless Controller) | %33R L £,

AT T2 BN THrar e —TOT A A&7 ) v 7 LET,
AT T3 BV A FR— RA=a—05, [AvyPa (Mesh) |>[*v P 2RE (Mesh Settings) | 38R L £,
ATV Tl MDAy 2 RT A= EFRELIIREL E7,

* [RootAP 7> 5 MeshAP & TO#iPH (RootAP to MeshAP Range) |: 7 7 4 /b FCTik, Z OfEIX 12,000
74— hT9, 150~ 132,000 7 1 — hDEEZANTEET,  —FTI7EBARA U N Ay a7
I ARA L NEOwEY iR 7 o — FEALTASNLET, 207 a— v 7 40—V R, a3 b
O—F T VB ARL L EREREND ETRTOT 7 BARAL MBS, *v FU—ZAHIC
FET DT RTCOBFEDT 78 A RA v MIbEHAENE T,

[Ny HR—nN VD747 7271 A (Client Access on Backhaul Link) ] : Z OFEEEZ A NIC
THE, 8021la Ny IV HR—NENLTAYy Y2 TIZEARA L FER21la VA VLA TTAT
MIBEMIT A2 ENTEET, ZhiE, — e Ay va T77ERXRA Y MEO 802.11a Ny 7
=V EOBEFOBEIGEMSNET, ZOIEIX2 SOBROH LT 722 KA N2FICHEA S
NET, NI R=NVIITAT TV RAZELETDHE, TXTORA T a T EARA R
FEBINET, GO VWTIEL, BEEE] @ 11524SB 7 27V Ny JR—VTDI TAT
TR ASRLTLIESN,

A aDNy 7770 K AXx Y CBIOHBBIERIMEEICLY, Ay a2 T77EAFRALA b
(MAP) Z2F ¥ RWUICHTe > TLY BWEBTEMBIAMRBE L TR L, ®ICRBROBIZT v 7Y v
THZLENTEET,

COMREIZEY, TRTOF v FNVEAF Y T HZLICLDTF v XAV EBRITDIE > THERET D
EWVI B DD Z A BHBENE T, A7 F v xATFIEIL, BIRLEZF vy 2L TTo—RF ¥
ARy bEEEL GBI, A7 F v xAHV K50 I V) | T_To TEIEATRE] %A
IN—=NERry NEZELET, I, FMAPIZT ¥ RAVBIRITHTZ 2 3 A N—1HFRTHEIT S
Ao FLWRAN—IC G0 2] TTy 7V 708eE LTHERTAZERTEET, THI0EL]
W, HEAKOBRHTRNI N —SN2X4EIH Y FHEAN, 10 BWEHOBBHC N F—SE T,
72720, FMAP CIIBEDB T v 7V IR T 7T 4 77 EE L0 F7,

[Ny 7T R A%y (Background Scanning) |: A YT 2Dy T T R A% v UHEEE
T BT, [Ny 2 7T 572 K A% %> (Background Scanning) ] F = v 7 Ry 7 A% AT L
T, T4 RTE EHCHREShTOET,

* [Mesh DCA Channels] : ZDOA 7> a Y EHHTTHE DCAF ¥/ VA REfALTar hr—
SNy IR T R AR CX 5 L 9100 . 22 hu— DCA U X FNOF 1 %

J4v LR F120EE |
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B 52sBAP TONY O R LEBADY SAT U T UL ROEME

JCKHT HEFILTRT, BEMTONZT 78 A RS MaERAESREST, 2047 a 03,
1524SB A v ¥ 2 7 7B A KA FORITHEAFRE T, FEMICOWTIE, TBEEA)] © T
H—T TONy 7 BR—b F ¥ RVERMERR) 22 L TIZa0,

[AYTa2RAPH U 7 Ny 7 R—/L (Mesh RAP Downlink Backhaul) ]: /Ny 7 AR—/L X7 )
Y Auy NEEETLHE, TRTOA Y2 APRY 7T — FINET,

« [UNII 1 #3k5+ r NV DREHT 7 = & (Outdoor Access For UNII 1 Band Channels) ]

* [Global Public Safety] : Z DA 7> a U ZH T H L, 802.11aNy 7 AR — VIERR D T v R )L % @RI T
52 LT, 49GHZz 2y 7 R—/L U o7 THEHTE £, Adbamiil 2S5 49 GHz 13,
—H O —ER T X ZHRENET, ZOREF, 2 ba—F LV TEASVET,

c[B¥ =2V T 4 F—FK (Security Mode) ]:[EF =Y T 1 F—FK (SecurityMode) ] kv 7 & U
A R [EAP] (WRIEFRGEZ 1 b =L) E721%[PSK] (FeidAF—) #@IRLET, EX=2VT 1%
TEFTHE, TR_RTOA a2 TV ERRA L PRHEBISHET,

ATv 75 [Save] &7 Vv 7 LET,

BENEYD
1524 SBAP TONy I R—NVERA~D T T4 T 0 N T 72 208 (152 <—)
oy br—F TONy 7 HR—)V F v 2VERMEEO LML (153 _—)

1524 SBAP TOD/N\NY I R—ILEBIE~ADI AT b 7O XADENIE
1524 U TNy 7 R—L (SB) 77 HBARA L ME, 3508 N CHEREINET,
e Ay b0 DOWERT 2.4 GHz DRWEHIETEEL, 794 T b T/ BRI INE

_640
e Aty bl ATy b2 OERITSSGHZ HITEMEL., TNy 7R — R ENE
j—o

2oM 802.11a Ny 7 AR—/VEERT. AU MAC 7 RL A& LET, [F U WLAN B EHO
21y FADOREUBSSID IZv Yy 7ENAZE0nH Y £9,

T 7 F I NTIE, WHFONy ZR— VIR EN LT27 T AT > N T 7 ANESZR0 9,
W20y NEANETITENITDHEEIE. ZNOEDOHA RTA4 A BERH Y 97,

« Ay N2 TODIIFIAT VN T IV EANEHOEGAETH, Ay N1 T/ IA4T7 8T
IR REHAMNITEET,
Ay N TOIVIFAT VN T I EADGHOEGEDH, Ay N2 T/ IF7A4T T
JERAERMNITEET,
e A0y N1 TIIAT U RN T I RAEEZTDE, Ay N2 TOIIAT L NT Y
T AT EEICENIC Y £,
I TAT U N TV RAERNELIZEDCT L EHIT, TRTOA Y2 TI7EA KA
v EBHEB S NLET,
Z=N=P T TAT U N T 7R ARRRERAT L, Any L EAR Y R 2 OO
CI TAT Y DT 7 EARTRETT, ROVTRPNE, Ny 7 F— VI L D7 T4 T
YT RAERETEET,

B o YLRTFRAROEE
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3y ka—5T0Rysh—L FrrLERgRoant ]

earvhup—I0avr K74 A% —7x4A (CLD
e h O —FDITFT T 4 I a—F L H—T A A (GUI)

* Prime Infrastructure GUI,

2ODNY I R—NEM T IAT L N T 7 BAEZRETHITIE, ROFIELXFETLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
R, W@ [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA A2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

ATV T2 F4THarva—TGOT A A&7 ) v 7 LET,
ATY T3 EMOY A FNR— A =a—nb, [Avyia (Mesh) |>[+*v P 1i%E (Mesh Settings) | 23K L £,
AT v 74 [Client Access on Backhaul Link] = v 7 /R v 7 A &R L £,

ATV TS HEENRy 7R —N 7T AT b 727 %A (Extended Backhaul Client Access) | F = v 7R v 7 A% 4 Z
LEd,

ATYT6 [1F (Save) 1227V v LET,
e Xy — ONEIRENE T,
1 -

Enabling client access on both backhaul slots will use same BSSIDs on both the slots. Changing
Backhaul Client Access will reboot all Mesh APs.

ATy 71 [OK] &7V v 7 LET,
A= R—P N T TAT N TIRAN, WHFOERTRESINET,

EENEYY
D =T TOR Y IR F o FVRRIROA ML (153 =)
FRAADA w2 RTA—ZOHRE (151 =)

O hA—S5TONY D HR—IL Fv¥RILBIREZROE L
RNy JiR—)b F ¥ XIVOBIRMERZRET HI120E. ROFIEZFEITLFE T,

ATYT1 20 b —FTAY Y aDCAF YRV T T 7 H2RELET, [BEIEB] © [1524SBAP TD /Ny 7 K—
NWAEIRA~D Y S AT v b T 7B ADEMNL] 25 LT FE,

AT T2 BEIN—TE2FEHLTCF YNV A MEEFELES, [B#EIAH] @ [PrimeInfrastructure i% & 7 L— 7
EHAL-ay e —F Ty RxL VA RNOER] 2L TLTEE0,

HErEY D

1524 SBAP TONy I R—NVEERA~D I T A4 T 2 N T 78 ADOEl (152 _—)
FRAADA v 2 NTA—=FORE (151 ~<—)

J4v LR F120EE |
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B - to-—s5hotusBAP~0FrrLEEDOT Y La

Cisco Prime Infrastructure i €7/ V—7 %A L7-2 ha—F Fy b VA MDOERE (
154 ~—2)

A FO—5M51524SBAP ADF ¥ RILEBEND T v a
12U EDay b —F TOET v RNVDEELEE, BEMIT ST XTD 1524SB 7 7 7 A
RA Y NMIEHTDEI, AvvaDCATF Yy RNV 7T T 5BRETEET, ZOMELHRTET
H01%, WOFIEEFITLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
R, MO [T /34 A7 —7 (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A LR O—5 (Wireless Controller) | %33R L £,

RATYT2 FUT2ar hn—FDOTF A A% %27 ) v LET,

AT T3 BV A FRX— A=a—05, [AvyPa (Mesh) |>[*Av P 2RE (Mesh Settings) | Z38 R L £,

AT v 74 [MeshDCA Channels] F = v 7R v 7 A% 4 A L TF ¥ RAVBRREZAZICLET, 2047 a ik, 5
7 AV hTIRERER S TV E T,

Oy =T TOF ¥ RNVOEEN, BEAIT H7-1524SB 77 v A RA v MIEHA I ET,

Cisco Prime Infrastructure 3RV )L— T #FHALza> FA—35 FYrRIL YR FDEE

Ay ha—TFOREIN—TEHEHL T, Ny I HR—ILF ¥ VORFMREZRETEET,
RETN—T%ER LT, SBErary ba—F %7 V—71ZEML, [E/DCA (Country/DCA) ]
ATHEFHLTCEDIN—TNOay ha—FOF v xVEERE D ITERER T £,

WEIN—TEEH LTy 7 R—L F ¥ ORISR AR ET H120E, WOFIMEEFEITL
i‘ﬂ‘o

AT 91 [RE (Configuration) ]1>[=> b —FF&E Z/L—=" (Controller Configuration Groups) | % &R L £,
ATwT2 REITN—TOFEMERTTHIRES N—THBIRLET,

AT 73 [Configuration Group] #£#ll~—"C, [Country/DCA] ¥ 7% 27V v/ LET,

AT w74 [E/DCA DFEH (Update Country/DCA) 1 F = v 7Ry 7 At 347 LT,

BMELEYY
1524 SBAP TO/N >y I AR—)VEHRA~D 7 F A4 T > N 77 B ADOEE (152 ~X—)
ay hr—7 TONy 7 R—V F v RVBPRRO AL (153 ~—)
TNRAADA v a NTA—=FOFE (151 _X—)
2 hr—F05 1524 SBAP ~DF ¥ XNVERD T v 2 (154 ~—2)

TFINAZADIR— b INTA—FDEERTE

fxDay br—=JDR—F NTA=FERETHITIE. ROFIEEZFATLET,

B o YLRTFRAROEE
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AT w71 [Configuration] > [Network] > [Network Devices] 3%k L, [Device Type] >[Wireless Controller] z &R L £ 7,
RT9T2 FETHT A RE7 Vw7 LET,
AT9 73 EMOY A RN— XA =a—5, [A—hk (Ports) ]>[H— hi%E (Port Settings) | Z RN L F7,
RAT9T8 FETHR—ESZE ) v LT, [F— b EDOFEM (Port Settings Details) ] X— Y& E3, RO
KON A—ENRRINET,
o [#%/XF A —% (General Parameters) ] :

o [R— +% 5 (Port Number) ]: #i/H v B,
s [EEEAT—4 A (Admin Status) ]: Ry 7H 72 URARMD [4%) (Enabled) ] %7213 [#E%)
(Disabled) ] Z IR L £,

s #EE— R (Physical Mode) ]: HE) R T =—3 3> GeA0HEH)

o [ELA T — X A (Physical Status) ] : 4= # 1000 Mbps (Ft/~H 0 BH)

*[STP E— K (STP Mode) ] :[802.1D], [m# (Fast) ]. £7iX A~ (Off) ] ZBINL £,

*[V»Z +Z w7 (Link Traps) ]:[A%) (Enabled) | 7213 [M%) (Disabled) ] Z3R L 7,

e Power Over Ethernet

s [¥NATF XX AT SV — 3 F—F (Multicast ApplicationMode) ] : [£%) (Enabled) ]F7=
% M%) (Disabled) ] Z#IRL £,

o [[]R— K &— R SFP # 1 7 (Port Mode SFP Type) ] : meAHL Y B,

(A= 7 YY— T'm haj T XA —2% (Spanning Tree Protocol Parameters) ] :
o [BJEEE (Priority) ]: /e AA v F DT T4 4V T 4 &=,
«[PathCost] : Fv NV —ZFHFIZL->THOV B TOHN, AV F—Fy NT—FVRECTROVEEL
VWA (IR RDBMEWIEE, B L2 R0 £7) 2RI 272D S5l GB%E. Ry
T AT b AT 4 TR, £ OmoOREICESL) .

ATy TS [fR1F (Save) 1227V v 7 LET,

BMELEYY
TNRAADA v a NTA—=FOFE (151 X—)
ay ha—JOEHNRT A—=2O5%E (155 ~—)
2 ha—FDIPV6 A /N— A L KL RANRT A—=HDFHE (167 ~X—)
Ay hr =707 aFXy ENAL)LIPv6 (PMIP) /X7 A —ZDi%iE (169 ~—)
arviho—Joulr—ya AERORE (164 X—)
a2 ha—70O~/)LFFr A K DNS (mDNS) HEDHK (173 <X—)
=2 k@ —7 @ Application Visibility and Control (AVC) /X7 A —X OFEE (175 _—)
2 hr—7 O NetFlow i & DR (177 ~—2)

AV FO—5DEE/NS A -2 DERE

A PR —TDORDEHRNRTA—ZERETEET,

J4v LR F120EE |
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B -cro-sorsy7Le—nosE

*[FZ 7 L — 3 (Trap Receivers) ]
[N7 7 @3> hma—/b (Trap Control) ]
[Telnet 35 £ OV SSH (Telnet and SSH) ]
* [P Syslog #—~3 (Multiple Syslog servers) ]
« [Web & EE (Web Admin) ]
o [m— A NVEBE— (Local Management Users) ]
o FRREME S
BErEY Y
arhae—7 b7 v TOHRE (157 =)
a2 hr—7 TO Syslog h—"DOEE (159 _X—)
a2 hr—70 Telnet SSH £ v ¥ = /XT7 A —=FDxiE (159 ~X—)
oy haE—7TO Web BFELOERE (161 <X—)
Ay b= TOR—HNVERL—FORE (163 X—)
A b e =T OFHRGEY — MEREORE (164 ~—)

rA—5D ST LI—/I\DERTE

ATvT1

ATy T2

ATvT3

ATy T4

ATy TH
ATv 76

ATy 17

NI T L= RTA=FF, lxDUA YL arybe—JIRETEET, V¥ L
A aryha—ZZXLTIONRT A—22BMBLOHIFRTE £9, [%E (Configuration) ]
> [BéRER LWV T 7 / v ¥ — (Features & Technologies) ] T7 v 7 L— F&/EKT25Z & T, b
TS L= NEBINTEET,

Mrdpar re—5FD Ty LI —RERETAHIZIE, ROFIEEZFEITLET,

[%7E (Configuration) |>[Y k" T7—% (Network) |>[RY kT—% T/34 X (Network Devices) | %
BR L, ZMD [T 34 A7 )—7" (Device Groups) ] A ==—75 [T/Nf R Z2 4 T (Device Type) | >
[74 LR O—5 (Wireless Controller) | Z3&R L £,

FUT D3 =T OT N AL ET ) v LET,
FEOY A RR—=DA=a—n5, [EE (Management) |>[ ;5w 7 LI —/\ (Trap Receiver) | % i
RLET,

BEDORNT v 7 L —RIZONT, IRONNTA—ERERRINET,
s[ZI=2=7 144 (CommunityName) ]: FT7 v 7 LI — 3D4Hi,
«[IP7 FL-Z (IP Address) ]: ¥ —/SDIP 7T FL- A,

c [HEHAT—4Z A (Admin Status) ]: SNMP K7 v 7% Lo —NIZEET DL, AT —F A &A%
T HMENH Y £7,

T 72 AT B1E, V=& 7Y v LET,

7o L= REEINCTHICIE, [EHAT—4% A (AdminStatus) | F = v 7Ry 7 A%t LE
To N7 T L= NEHNT DI, ZOF v VR 7 A% F7IZLET,
[Save] 7 U v 7 LET,

B o YLRTFRAROEE
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AV EA—=F S Y TORE .

ATYT8  LU—REHIRTDIE, FETIL—A"OF =y IRy 7 A (B 24t LET,
ATw7F9  [Selectacommand] K7 v 7 & 7> U R KD [Delete Receivers] 28R L £,

ATy 0 [FET (Go) 127V v s LET,

ATV TN WERAYE—VTOK] 227V w7 LET,

vhO—3 FSYTDHRE
feDaryra—=0 7y FHIEINT A =2 2ZETHICIE, KOFIEZFATLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% T/34 X (Network Devices) | % i
RU, WO [T 34 A7 V—7 (Device Groups) ] A ==a—05 [T/NA A2 A 7 (Device Type) |>[7
A4 LR O—5 (Wireless Controller) | 3% L £,

RTYT2 BhT 23 bm—=FDT A AL %7 Y v LET,
AT T3 BV A RNR—DA=a—15, [EHE (Management) | >[5y 7 3> kO—)L (Trap Control) | %
BRL £,
ATYT84 Z0arba—FDORD NI v T EAHCTEET,
s [ZDfthd T 7 (Miscellaneous Traps) ] :

« [SNMPZ87E (SNMP Authentication) ] : SNMPV2 5 ¢ 7 ¢ 78, BWHNCFRIESH TR e k
AN Av—VEZELELE, SNMPV3‘E>* RTREINTNDL—PFNELL RV T —
FCarbtue—JZ778RxAailidbE, BILIER L, =T — A vEe—UNRERINET, =
7L, k=7 —0H4Ae, Iy uli3AREINEYEA, (V7 (=K TyFIxo v
(Link (Port) Up/Down) |: U7 DAT—Z AL, 7Ty ERIIX VU NOERINET, [E
Oz—H (Multiple Users) ]:2 AOZ—FRE LR A IDTrRIZA L LTWET, [A =
27> Y — (Spanning Tree) |: A= 7 Y U— T o7 filx DT A= |ZONTIE, STP
HHEkZ 2L T E &V, [RIE AP (Rogue AP) |: RIEAP B Ehs7=Nz, ZO 7 v
MMACT RL AL EBIZEFEINET, RN SIZRIEAPIZOW T, FELRL D
EZDORNTyTREEEINET, [EEOHRIE (ConfigSave) ]: 2> ha—FHENELIND &
K &N DM, [RFID HIPREIE L < VMl (RFID Limit Reached Threshold) ] : RFID IR D & K7
FETT,

(7747 hEE N7 7 (Client Related Traps) ] :

+ [802.11 B AT (802.11 Association) ]: 7 7 A 7> hAREAHT 7 L— A& KET D & BEAS
VBN DEME SAVE T, [802.11 BT f#FR (802.11 Disassociation) |: 27 7 A 7 k3B IF
bR 7 L— A B EET D & BEMAI RN EE S vET, [802. 11 ARRIEMERR (802.11
Deauthentication) |: 7 74 7 > MRFRGEMRER 7 L — A &R ET 5 L REEMRREAM ARG SN E
T, [802.11 FRFED LHL (802.11 Failed Authentication) ]: 7 74 7> bW [akZh (successful) | LA
NDAT—FZ X a— FORPFET L— L &Rk G150 & BikT 7 —@rREE S E 3, [802.11
HAFF O (802.11 Failed Association) ]: 7 A4 7 > bH Ti#h (successful) | LASAD AT —
A A a— ROBEMIT 7 U— %2R ET 5 L, BEfHT =7 —@mmnEE k7, BRI

(Excluded) 1: 7 747 v "3RSI D & BT =T —i@ADNEE S ET, [802.11 3%
# 7 (802.11 Authenticated) 1: 7 74 7> MM AT—H A a—F [kth] CTRIE7 L—2 & %G
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B}

AV hA—3 FSYTOHRE

T5 &, BAEEMNEEINE T, [RKZ 747> MEREZE L & ME (MaxClients Limit Reached
Threshold) ]: #FRISND 7 T4 T v MOBRKHFERETT,

*CiscoAP N7 v
« [AP %% (APRegister) |: 77 BA KA v ar he—F L7y vm—hEEIT7 Y vy=—h
fRBR9 2 & 45 SN D@EINTY, [AP Interface Up/Down] : 77 EZA RA vV b f v H—T = A R
(802.11a £721% 802.11b/g) DAT —H ANT » T EINIHF U N D & EE S DA,

*[HEHRF 7’177 A/ 57 7 (Auto RF Profile Traps) ] :

s[m— K 777 A/ (Load Profile) ]1: @— K 7’127 7 A JLODIRAEDS PASS & FAIL @Fﬁfﬁ%
EnALEREENDEHE, [/A AT a7 74/ (NoiseProfile) 1: /A X717 7 A LOIREED
PASS & FAIL O TEE S5 LxfE s dla, [T#7'm 7 711 (Interference Profile) ] :
T 17 7 A L OIREEN PASS & FAIL O] TEF SN 5 LEFEENDEM, [HALy Y T u
7 7 A )b (Coverage Profile) ]: #/3L v ¥ a7 7 A )LOIREEN PASS & FAIL O TEHE I

% LIEE SN DB,

«[HE) RF 587 k7 v~ (Auto RF Update Traps) ] :
o [F ¥ FX/VOFEH (ChannelUpdate) |: 77 A RA > hOEF v F LTI ZLANEHF SN
HLEEEEINDEM, BEEHOEH (Tx Power Update) |: 727 B A KA > hOBEEEE
TTY ZANEH S D L EE I DIEH,

*[AAA N7 v (AAA Traps) ]: "

o [2—VREAED L (User Auth Failure) 1: 2D~ 7 v &, 7 74 7 @ RADIUS # nEO)%ﬁ&
DRELZZ EE2BHMLET, [RADIUS — D&% 7 L (RADIUS Server No Response) ] :
D7 v 71E RADIUS 7 74 7 v b 3G LI2FRGEESRICISE T % RADIUS Hh— 37372002 &

ZRLET,

« 80211 EX=2UT 4 bT v
* [WEP Decrypt Error] : =22 b —F 78 WEP H b= T —Z 45 LiXESh @M TY,
[Signature Attack] : 7 =F ¥ EEH RADIUS Wik 2 EH T2V A YL A 2 hr—J TR S
5D EFREINLEHTY,

YT BH/NTA—FDORREZIZ, [Savel &7 Vv 7 LET,

BMELEYY
Ay k=0T v LY—RORE (156 X—)
2 hBE—7 TO Syslog h— 3D E (159 *—)
a b —TD TelnetSSHE v a2 RTXA—=HDERE (159 X—)
ay br—7TO Web BELOBE (161 _X—)
ay ha—7TCor—AVERL—FORE (163 <—)
2y b —7 OFMEREY— MBEEEORKE (164 ~—2)
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O bA—5DTelnetSSHZy S 32 NS A—=30

ATy T

ATy T2
ATvT3

ATy T4

9L FA—50 TeletSSHE v 3> 554 —20EE [

21 ]

ax /&

ez vha—FDTelnetSSH (BEF o7 > x/b) NI RA—FZEZFHETHICIL. ROFIEE

FATLET,

c[Eyvar ZA4 L7~ (SessionTimeout) ] :

[X%E (Configuration) |>[# Y FT—% (Network) |>[# v bT—% T/34 X (Network Devices) | % i
WL, ERoO[TA A T N—7 (Device Groups) | A == —n5 [T/INA R B4 T (Device Type) |>[7
A LR > bkO—5 (Wireless Controller) | Z33R L ¥,

BT DA bu—IOTF N 24 &7 ) v LET,

EMOYA RN—=DA=a2—05, [EE (Management) |> [Telnet SSH] Z 3R L £ 7,
WDINT A= B ETEET,
0 rF7EN5ETIZTelnett v v a VAT 7T 4

TOWREZGETELNHAETLET, 01T, FALT T RLAWZLEZEHRLET, 0~160 FTD
HiacHEcx ¥4, THHMFEEOT 7 4/ ME 5 TT,

s [l KE> a3 (MaximumSessions) |: Ry 7FHZ o UZX R, 0~5F COMEZRINL E7,
COFTVxr NI, HFATENDIEE Telnet ¥ v a v O ERLET,

s [#13 Telnet &~ > a > %FF 755 (Allow New Telnet Sessions) ] : [WW\ 2z (no) JIZERET 5 &, DS
A= FTIEH L Telnet & v > a U3 SnEHA, THHEMRREOT 7 40 MEIX WO Z (no) ]
T9, DS (v hU—7) R—FTOHF L Telnet & v a v a2iFaEizidgkicaxd, h—E2R
A— FTIX, H LW Telnet &> ¥ 3 AIFICFFAISNET,

« [Allow New SSH Sessions] : [no] IZET H &, FrLWVEX 2T =)L Telnet B 3 VGRS IVE

A, LHHMREOT 7 4L MEX [yes] T,

EELEY D

aryha—=I0O 77 LI—3D

HETONTA=FBRE LK, [BRF (Save) 127U v 27 LET,

HE (156 ~2—)

22 b —7 TO Syslog — "D E (159 <—)
a2 ha—7TO Web BELORKE (161 ~X—)

2y br—7TOR—HAERL—FD
Ay b r—T OEHERREY — MBS D

a2 kO—35TO Syslog Y —/\DERTE
JY—250.1480 kD= b —F Tlid, WLAN = b —F TEE 3>£T) @ Syslog
P—RERETEET, TNENORA v E—URiREND &, A v E—VOHEKENRER
HDSyslog 7 A WHBERELNNVL ETHLGEG, 2 ber—J3 AvkE—YOabt—%E

TEF D4 Syslog 8 A MIEELET,

il 2 D= kv —Fd Syslog ZHNNZT 5

FE (163 ~2—)
FHE (164 ~<—3)

i3, ROFNEZEITLET,
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ATv 71 [%E (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, M@ [T /34 A7 )—7" (Device Groups) ] A ==—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LRXa2 AO—5 (Wireless Controller) | #3&R L £,

AT9T2 F8 T3 bun—I0T A 24 % 7 ) v 7 LET,

AT T3 EOVA RNR—DA=a—1n5, [EE (Management) | > [#231®D Syslog (Multiple Syslog) | % 3R L
ij‘o
HWHENLT o L— FARENET,
[Syslog Server Address] : %249 % Syslog D% —/N 7 RLA&ZRLET,

RTYT4 [R1F (Save) 1227V v 7 LET,

AT F5 syslog V—ZHIERT HI21%, syslog V—"DF = v 7Ry 7 A&t LET,

RT9T6 [2~2 FORIR (Selectacommand) ] Kr v 74 7 U A R)b [Syslog — SDHIER (Delete Syslog
Servers) | iR L £7,

RAT9TT [Gol &7V 7 LET,

ATV T8 ERAYE—VTOK] 227 v 7 LET,

EErEYY
aryha—I50rT v LI—ROEE (156 ~—)
arhrn—7 b7y 7ORE (157 X—)
2y ha—F® Telnet SSH ¥ v 3 v NI A—=ZOFEE (159 _—)
2y hr—7TO Web BEORE (161 ~—)
aryhr—7ToOr—NVERL—FOHRE (163 ~—)
oy hr—T7 OEHFERE — MEEEEORE (164 X—)

2 NT—D FTaT7T30RADEE
75 AT v MIBEHET ST —F % Web — NIZEMANC T > 2 23 AHI121%, 8O WLC O
BRICMZ, Xy NU—T T a7 Z0 AN LET, ZOT XX, Hici8AIn=T
aT T UABBEOS v aR—RK~DA Ty hELTERENET, ar bua—JIZRy
NTD—2 TvaT T AEFRETHITIE, ROFIREZFETLET,

AT 971 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
WU, ERD [T /34 A7 )—7" (Device Groups) | A ==—7n5 [T/A1 X2 A F (Device Type) |>[7
AL RO O—5 (Wireless Controller) | 3% L £,

ATF9 T2 4T 5arbua—TDT A, 24 %7 ) v LET,

AT T3 BV A RNR—DA=a—15, [EE (Management) |> [y FT—9 71275 2R (Network
Assurance) | DJHIZEIR L £,

AT T4 BWHEINTNWDT T L= E2RRL, RONRTA—FERETDHI LN TEET,
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a2 +O—3TO Web BEEDEE .

(T aT T AY—NIT—X%/XT Y v 235 (Publish Data to Assurance Server) ]: R b7 —
7 T a7 T AKRERET S 7 — 0 LD T 4 — L RTT,

o [F— % DHERE (Data Externalization) ]: 7 —% 7 MCET 53 hu—FRETT, Fv hU—
I T aT T RAERNCT DT, BN [T — 2 OFMTE (DataExternalization) | %A 2027 54
ENH Y ET, [T — X DHERME (DataExternalization) ]~ o —/V FOEAZEE 4 5121L, WLC O
R METT,
[NA*j‘**/W)URL (NAServerURL) ]: WLCINZ A4 T v ks T—HX ZEHIMCARA T 59— D7
FL AT, =T RLAZIE, FAFX—=RFEZFIIPT RLAR—Z2DT RLAZRETEF
9, [NAD—/SDURL (NA Server URL) ] 28K A b _X—ZDHA, NA +—3D CA FEHIEIIHR A K
ZAH U TAERTHLERDH Y £97, FEEIC, URLBSIP T FL A R_R—=ZADOEAIE, GEHEZIP 7 R
VATHERTZMERH Y 7,

ATv TS5 [R1F (Save) 1227V v LET,

BErEY Y
Ay b= ~ONAHV—NCAGEAEDHX T a— K (18 X—)
Fy NI—=20 T2aT7 7 AD0ACEAMEEHEL AR (16 X—2)
aryha—50rT v LI—ROEE (156 <—)
2 hBa—7 TO Syslog h— 3D E (159 <—)
a v ba—TD TelnetSSHE v a2 RTA—=HDERE (159 X—)
ay br—7TO Web BELOBE (161 _X—)
ay ha—7TCor—AVERL—FORE (163 <—)
ar hr—7 OFEHGERET — MEEE O E (164 X—)

> +kA—3TO Web EEDEETE

ZOETIE, TAARNIEa—Yg Ly VAT A R—E Web A—  (HTTP 2{FE/H) F7-1%
¥ 27 Web AR — F (HTTPS Zfif]) & L CHMITDFNEIZOWTHBE LEJ, HITPS %
HMbd 5 &, GUI & DiEfE & # & £, HTTPS (X, Secure Socket Layer (SSL) 7' h
aNVEFEHALCHITP 7 7 U oy a2 f# L9, HTTPS AT 5 &, zybn—
FIIMBAD Web 7 KI =& hb—3 3 > SSLAFAAEA AR LT, HEIMIC GULIZEID ¥ TF
T, MR CTERSNGEAEEZ Y Ve — RTEET,

filx D=y kE—5 0 WEB HBLRT A—5 2 HHCT H101E, KO FIEZFETLET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
R, MO [T /31 27— (Device Groups) | A == —M75 [T/8f RH2 A4 7 (Device Type) 1> [7
A LR O—F (Wireless Controller) | 3% L £,

ATV T2 B4 THar b vea—TOT A A4E7 ) v 7 LET,
AT T3 BRIV A RRX—DA=a—15, [EE (Management) | >[Web B2 (Web Admin) | Z 3R L £,
RDOINTG A= R ETEET,
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B -o ro—5~0Weh i1 (E Web EERIREDFH > O— K

«[Web E— K (WEBMode) |: Ky 7 &7 URARND [A%) (Enable) | £721% [fE%) (Disable) ]
EEIRLET, AT DL, =—FL, htpiip-address #fEA L CTar ba—JOGUIILT 7 AT
XFET, T 74N ML [ER) (Disabled) ] T3, Web E— FOEHIL, X2V 7 CR#ESNTHE
/\Jo

* [Secure WebMode] : K2 v 7% 7> J A k75 [Enable] ¥ 7213 [Disable] Z &R L £4, AR L=
Gy 22— htps:/fip-address AL CTar b —7 GUIZT 7 EATEE£d, 7 7 4/b hI[Enabled]
..(:\TO

o [fEBAFE S A 7 (Certificate Type) | : Web BHGEELZ X Vo mn— T 5 0ENH Y £9, FH LV Web
BHIEAEZ AT DI, 20 e —T 2 HETTL20ERH Y £7,

* [Download Web Admin Certificate] : [Download Web Admin Certificate to Controller] ~X— 27 7 & X
THHBIC 7Y v LET, HlcO VTR, T3> hB—3 0D Web FREEF =% Web EIEFE
BEDA Y A—F)] 2L T7Za0,

aY bA—35A~0 Web FBIEE -1 Web EEFIAED Y oO— K

&

ATy T2

ATvT3

ATy T4
ATy TH

ATvT6

ATvT1
ATvT8
ATvT9
ATv 710
ATvITMN
AT T12

Web FBAEE 7213 Web BHGEAEZ o bu—J 124 v o — KT 5120%, ROFIEEZEITL
F7,

[Web & HAEHED # 7 > v — K (Download Web Admin Certificate) | V > 7 F 7213 [Web s@ilEiEiHE D &
7 > 1 — K (Download Web Auth Certificate) | V> 27 %27 U v 7 L7,

[7 7 A VDMEET D1 (Fileis located on) | 7 4 —/L KT, m—Hh/L <~ £/ TFTP — %5

ELET, GEAEN TFTP ' —N2H 5 5E51F, V=" T7ANVAEATILET, v—h L~ lh

DA, [B Browse) |27 Vv 7 LT, a— ANV Iy ANAEATILET,

[Server Name] 7 F A b AR > 27 A2 TFTP — %% A ) LEF, 7 7 4 /v M Prime Infrastructure H—

T

P—ROIPT7 RLAZASLET,

[ RERATIRIEL (Maximum Retries) | 7 F A b 7R v 7 A2, TFTP Y — N2 K DiEEO XY 7o — Ko

I REATEEE AT L £,

[#A L7 Dk (TimeOut) |7 F A bR w7 A2, TFTP B —"DZEHED X v o — R &2 79 25 R
(FOEALL) 2 AT LET,

[Local File Name] 7 F A b Ry 7 212, GEHEDOT 4 L7 MY NZ2EZ AT LET,

[—" T 7 A L4 (ServerFileName) | 7% A k Ry 7 A2, iEHEOAHIZ AN LET,

[REAAED /XA T — K (Certificate Password) ] 7 F A b ARy 7 AR AU—FRE AN LET,

[/XA T — KOS (Confirm Password) | 7 F A b 7R v 7 A EFLO/NAT— REF AN LET,

[OK] %7V v 2 LET,

[Regenerate Cert] 22 V v 7 U CREEA AR L £77,

B o YLRTFRAROEE
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AV hE—5TOA—HLEBI—HFDOHRE .

BErEY Y
aryha—I0 T v L—ROEE (156 <—)
arvha—7 N7y TORE (157 X—)
a2 b —FD Telnet SSHE v a v T A—=FORE (159 <2—)
2y hr—7TO Web BELORIE (161 ~—)
ayvhke—7ToOr—R)VERRa—TORE (163 X—)
ay o —7 OFEFEGE — MEREORE (164 ~—)

OV FA—STOO—AHIILEBI—HDHRTE

&

ATy T2

ATvT3

ATvT4

ATy TH
ATv 76

ATy T17
ATvT8

ZONR=UVIE, v — I NVER—FOLAFTIRT 7 B AMERO—EARRINET, n—hL
BHaA—FZHIRT 528 bTEET,

[ — BV EH 2 —H (Local Management Users) |-X— 27 7 & X3 5I2i%, ROFNAE FEAT
LET,

[%%E (Configuration) |>[®* v kT—% (Network) |>[F*Y kT—% FT/34 X (Network Devices) | %%
R, LMD [T 34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | 3%k L £,
HUTHa e —TFDT NN, ALE T ) v LET,
EROH A RAR—=DA=a2—15, [EHE (Management) |>[A—hHJ)LEE I —4 (Local Management
Users) | =R L F7,
a2—YLEI Vv LET,

o [—V4 GFEAEY BHH)  (User Name (read-only)) ] : ==—H DA i,

* [Access Level (read-only)] : [Read Write] % 7213 [Read Only],

H—ANVERAL—YFEHIRT 5I121E, 2—FOF =y IRy 7 A AT LET,

[~ RO (Selectacommand) ] K2y 7Y X hinh, [m—AVEBE—FOHIER (Delete Local
Management Users) | Z &R L £7°,

[(B#E) (Go) 1227V vy 7 LET,

WA vy E—VT[OK] 227 Vv 27 LET,

L

Ay bua—=I0O 7y T LI—NOHRE (156 ~—)
ayha—7 Ry TORE (157 X—)

b —FD Telnet SSHE v a v T A—=FORE (159 =—)
2y hr—7TO Web BELORIE (161 ~—)

ay ha—7 OFBGEGE — MBREEORRE (164 ~—)
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B - ro—sosmzay—mEEoRE

a2 bA—5SOEERAY —/\BEEDRTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

AEDEBEZRE L T, a2y b —7 OFHa—F ORIEAE T 2 FBREY — S ONEST % il
WLEI,

[FRFEDOHEESEE  (Authentication Priority) |- X— 27 7 ® 295121k, RO FNEEZFEITL F 9,

[iﬂm‘ﬂ

X (Configuration) [>[* > k7 —2 (Network) ]>[%* v k7T —27F /34 X (Network Devices) | % %R
L. D [F /34 A7 —7F (Device Groups) | A ==2—7n5 [F /34 2 X A7 (Device Type) 1>[V A ¥
LAz br—F (Wireless Controller) ] Z &R L £ 7,

FUT LA bu—FDT A AL &) v LET,

EROH A = A=a—06, [FH (Management) ]> [iBAEDESCE (Authentication Priority) ] DJIAIZ
HIRLET,

BANC R — TV T — 2 R—=APRRB SN E T, RADIUS £7-21X TACACS+ O EH 50 E IR DIRFEKRI ST %R
WLET, 2=V T —F_X—=2%MH LEEFGECRI L2GA1IC, 20 he—F [ 3ROEHO Y — %
EHLET,

[tR17 (Save) 1227 Vv 7 LET,

EErEYY
ay ha—JOEHNRT A—=2OE (155 ~—)
TNAADA V2 NTA—=FDORE (151 X—)
TNRA ADHR— K XT A —=FDOE (154 ~—)
avbha—Joualr—a NEROBRE (164 _—)
2y hE—=FDIPV6 1A /N— A L K& RANRT A—HFDOFEE (167 X—)
Ay hr—=707aFXy ENAL)LIPv6 (PMIP) /X7 A—ZDi%iE (169 ~—)
ar hr—70O%/VFF ¥ AL DNS (mDNS) 5XEDHERM (173 X—)
=¥ b B —F @ Application Visibility and Control (AVC) /37 XA —X OFRE (175 2—)
2 b —F O NetFlow i & DOHERL (177 ~—2)

O hO—5S0a45—3 3 VIEROHRTE

Wi-Fi 7 747 2 Mid, 7r =725 2% AP OB A28 5z " L TWwWEd, A~v—Fh
T TEANY TV OEBNFRIOLDIZZNEFITLES, Av— 74O T7 7V r—va
NIT e —TEREERTE RS TYH, BHICT—% Xy NEARTE L0, 77V r—
YaroytEa s —ya vk U JJ—T&E £, Hyperlocation (% WLC 8.1MR %5 & OF Prime
Infrastructure 2 HEXE L ET, ZAUuIbe—=ar A o2 b HADENAL L T ZADAL
BAEDPROREEICRFELET, —MORy NT—7 TIEROT 78 AKRA o Ml LT
FEAS 5 ~ 7 m LA OL & FEFE 2 BifS L £ 923, Hyperlocation (% 1 m AN & CHZE ZBHF CX &
D

Hxoarbrae—Joulr—a rERETHICE, ROFEEZFEITLET,

B o YLRTFRAROEE
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ATv T

ATy T2
ATvT3

ATy T4

avra—snnsr—aviEgoiz [

[ (Configuration) 1>[%* v hU—72 (Network) |1>[% > hU—72F /34 A (Network Devices) ] % iR
L. IO [F /34 A7 —7F (Device Groups) | A ==2—7n5 [F /34 2% A7 (Device Type) 1>[V A ¥
LAz br—7 (Wireless Controller) | Z &R L £ 7,

HETHAL ba =T DTN A/ ET Y v LET,
MDY A R/X—D A ==2—/~5, [Location] > [Location Configuration] % =R L F 3,

[mrr— a3 U OEE (Location Configuration) |-X—Z1%, [—f% (General) ] & [EHEEXE (Advanced) ]
D2ODETNERINET,

KD [General] /3T A — X ZBIIEZIFEFE LET,

* [RFID # 7 57— Z U4 (RFID Tag Data Collection) |: % 7" C7 —X ODWEEZFHHNZT HIZIL, 2D
Fry IRy I AEF AT LET,

ny—vary¥—r"RNartu—Inb7ty b 47 T2 ERETLHENC, 2 br—F TCLL A<
> K config rfid status enable Z i LT, 777 4 7 RFID # 7 Ot AN T 2 0B H Y £,

c[ar—a v NAEREE (Location Path Loss Configuration) ]

s [fA% 2 47> & (Calibrating Client) 1: 7 74 7 > FOFHEEZHHTHI2E, ZOF=v 7
Ry Aed N LET, arbua—J3, 7273447 NefiET L0, 778A KA b
ZHLT (727472 FOBEREIIGE U TC) @HDS36 £721XS60E R ZHEL £, <7 v M,
TRTCOF ¥ XNV TEEENET, TRTCOT IV EHARL VR, TNENDHEFTY T, T
KB RSSIT—#ZWELET, ZNOHOBMERSIOF ¥ RVETIZL - T, RIRHZHEAT
ERFELIIETA N7 4 v P DEMETT25808H0 £9,

s[E@HEDY T AT (NormalClient) |: FE¥E Y Z 47 MEFEHATDHICIE, ZOF =y IRy
I AkEFATLET, S36 ERIZZ T4 T v MIEE SN EE AL, S36 28 CCXv2 LLKE & AR
BHBHDITH L, S60 1E CCXv4 LA & BN H 0 £,

o [MIEEENRIFE (BHAL)  (Measurement Notification Interval (in secs)) ]
s [ZT. VTAT b, RIEAP/Z 747k (Tags,Clients, and Rogue APs/Clients) |: 7 A4 7 >
M 27, BIXUOAREIZET 5 NMSP HIE@AMRERECEET, RonokEE (7, 7

FAT b, BEXORET 7 BARAL L MR TAT U b)) BNdmEnsETCopEziae L £
‘é—o

Y he—F TCIOMERET S E, [V—D[FH (Synchronize Servers) ] 3— Y TE/RT& B [EEIZN
BRI ER S NET, 2> hr—F & Mobility Services Engine [FIZ B DR E MR FET D855, 2 D%
ED 9 b O RRERE D Mobility Services Engine |2 L > TEHHINE T,

Z® = k1 —7 ) Mobility Services Engine & [RI#] X415 & | Mobility Services Engine THr LU MEDERE &
NWET, WEEMEREICEEEZ1T 9 %5451, Mobility Services Engine (2[5 L ERH 0 97,

*[RSS K&h&Z A 27 7 (BbHL)  (RSS Expiry Timeout (in secs)) ]

«[Z7Z47 > A (ForClients) ]:1@%® GEH#E) 7747 PO RSSIUEZERET HETD
Bz AN LET,

o [H%& 2 Z 47> MH (ForCalibrating Clients) |: FH%27 74 7> O RSSIIEZFEHFET 5 ETD
BHE AN LET,

J4v LR F120EE |
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«[# 7 M (ForTags) ]: %7 ®RSSIPEZFEET HETOMEEATILET,
« [R1E AP il (ForRogue APs) |: RIET 7 & A i"A > b @ RSSIHIE % BEHET 5 £ TOMNEE AT
LET,

ATYTE RO [FEHMIRTE (Advanced) /37 A—X ZBMEZIIEE L ET,
*[RFID # 7" 7 —% % A4 A7 7 b (BHAL) (RFID Tag Data Timeout (in secs)) | : RFID % 7' 7 —% %
ALT U RMERETDHIOOME MWHA) Z AT LET,
c[ar—a v NAEREE (Location Path Loss Configuration) ]

o [A¥&7 4T b ~/LF 3 K (Calibrating Client Multiband) ] : X CDOF ¥ F/LTS36 B LN
S60/37 v b (%47 2%A) ZMMET HITIE, (%) (Enable) | F =y /Ry 7 A4 T LE
T, T TA T MiE, [ (general) 1 ¥ 7 CHLANCT HMERHY £, HAMEERT
RTOMER (802.11ab/gn) ZHEHT HITIL, v /VF AN REHHNZTHMERH D £7°,

* [Hyperlocation 5 D7 A —4  (Hyperlocation Config Parameters) ]

s [Hyperlocation] : ZDF 7" a v EH T HE, O hua—FZBhEfT T 54172 Hyperlocation
TV 2= ARHLTRITO AP DAY 7,

o /37 > BRI RSSI (Packet Detection RSSI Minimum) | : Z OfEZFRIE L C. (EFEN DR
JE DKV RSSI JEE Z BRI L E T,

[ TA KRNI TAT Y MERHOAX v B~ LEVME (Scan Count Threshold for Idle Client
Detection) ] : A% ¥ VHITHHINDET A NV 27 547 0 N ORKIFRE

« [NTP Server IP Address] : A%h72 NTP — "D IP 7 FLZA&Z AN LET, ZOIP T RL AL, B
AR OT=DIZTXTO AP CHEHAINET,

s TNEAAIE  TFAADOE LUVMEICOWTIE, ROBEBIRL T ZE0,

R 2:HMADE

REME RENA M HEIA (B E) BEA (B E)
RIFR B South 90 0 (L)
HAR 0D BE T | 2GR East [0] 90 (F)
P {5 D B i L2 5% 1 South 90 90 ()
VAR 0D BE T |2 R West 180 90 (F)
A o> B L2 5% North 270 90 ()
et oBER 2%t L 45 B | North 270 45 (TF)

Evh  ARETHIVUX. KIEZ U > FEIZAP Z#E L, AP @ Hyperlocation KF1%, J < TC[d U ")
ERTLOICALEET, HEFHEIZ, 7740V FOFRAIZ AP ZXET HZ L TT,

ATYT6 [f1F (Save) 1227V w27 LET,

B o YLRTFRAROEE
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L ra—5DIPE A — 131 Y KERA S A—20EE [

BErEY Y
a2y ha—FOFE AT A—FOHRE (155 2—)
a2 har—FDIPv6 R A /N— 31 KL RANRT A—=HDHE (167 X—)
ay hue—707uF Y EALLIPYE (PMIP) /37 A —X DFFE (169 <—3)
FRAADA v 2 RTA—=ZOHRE (151 =)
THA ZADHR—= | NTA=LZORGE (154 ~—)
ar hE—F D% /AF % Xk DNS (mDNS) REDOHMK (173 <—)
o

=¥ b B —F @ Application Visibility and Control (AVC) /3T A —X OFRE (175 3—)
= b r—F ® NetFlow & EDHERL (177 ~—)

O RA—S5DIPW6 A /N— N2V FERANTA—FDETE
IPVOIEHRAN—=NRA T f T EA~—BLON—Z T K2 AL XA v (RA) D/XT A —
ZEMEHLTRETE £,
EELE YD
AV PE=TDORAN= N YR B —OBE (167 =)
O b= TON—Z T RREAL XA 2y M) o 7OFE (168 ~2—)
gy hE—FTORAH— ROFRE (168 =*—)

A RA—=SDRAN—NA VK AL IT—DHE
FAN—=NRA T 4T AA~—5RETHIE, WOFINEEZEITLET,

ATv 1 [RE (Configuration) |>[Hv kT—% (Network) |>[+Y T —% FT/34 X (Network Devices) | % 1%
R, ZRO [T /34 A7 N—7 (Device Groups) ] * ==2—05 [T/N1 R B2 4 7 (Device Type) |>[7
A4¥LRX3> kO—5 (Wireless Controller) | Z3&R L £9°,

ATV T2 FUTHar bn—TOTN A RAL%7 ) v 7 LET,

RAT9 T3 OV A RAN—=DRA=a—005, [IPV6] >[4 /N\—/\{ T 4 2% 24 <— (Neighbor Binding Timers) |
Vi N D= S

ATYv T4 WHENDT T L— bRRREINET, RONRT A =L HBMELIIEELET,

[T TA 7 HA LRE (Down Lifetime Interval) | : Z Vi KR (FPEALD) 2R L FET, fFFAIX
0~ 86,400 #C, T 7 4/ MEIZ 0 T,

o [BlEERRET A 7 X A AREIRE (Reachable Lifetime Interval) ] : ZAUidde KM (RPEANL) 2R LET,
HiPHIZ 0 ~ 86,400 VT, 77 4 /L MEIE 0 TT,

[ATAN T A T7HA L[EME (Stale Lifetime Interval) ] : ZAVIEH KR (BEND) 2L EJ, #H
X0~ 86,400 7/ C, T 7 #/L MEIZ 0 TT,

ATY TS5 [f1F (Save) 1227V w27 LET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - rosScor—s7ER842 0k 20y Ry LT ORE

AVEA=STON—F T FRIL XA+ 20y M) VT DHE
[RA Throttle Policy] Zfi/H T2 &, VA YL ARy U=V TIEERET DAL T F ¥ A b b—H
T RANEAL XX N (RA) OEZHIRTEET,

[RA Throttle Policy] Z &% ET HI1Zi%, WO TFIAZEIT L ET,

ATy 71 [%RE (Configuration) |>[+Y b T—% (Network) |>[#Y kT—% T/84 X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A ==—05 [T/NA X324 T (Device Type) |>[7
A4 LR O—F (Wireless Controller) | Z3&R L £,

ATYT2 FHT2a0bun—F3OF A 24%27 ) v 7 LET,

2Ty T3 EMOFA FA—D A =2—75, [IPv6]> [RA RAB v kL K1 &— (RA Throttle Policy) | %8R L %
R

ATY T4 RAAT Y FLARY =% HHZT 5I21E, [Enable] F = v 7 Ry 7 A& BIR L, IRONRT A—HEHE L
7

e [Amy MUV (Throttle Period) ]: 2w MU (FPHNL) ., &EPHIZ 10 ~ 86,400 F5 T3,

» [Max Through] : & % ¥ £ 7212 KB O WM IZ D72 - TiBiE T 5 RA O%%, [MEHIBE (No Limit) ]
F v IRy I ANT TR > T LA, RN AAN—HEBETEET,

* [Interval Option] : RA THIRA 7> a U BMEE SN TV D 5EOEELZ R L £,
* [#E4L (Ignore) ]
o [/SA AL — (Passthrough) ]

«[Aw > kL (Throttle) ]

s [FFRSNDH/E (Allow At-least) ] @ /b— & AL THIHI S 720 RA O/ ME AR LE T,

« [Allow At-most] : /b— & BEAL THIHI S U720 RA O KECE 72 I3 EEHITRE 2R~ LE4, [EHIIR (No
Limit) | F = v 7 Ry 7 ABRF 7725 TND56E, V—F BAL Tl S 720y RA O RE A fRE
TEFET,

ATy T5 [fRT7F (Save) |27 U 27 LET,

BEErEYY
AL =T DRAN= N, R A —DFEE (167 =)
gy hE—FTDORAH— ROFRTE (168 <2—)

O FO—S5STHORAH—FKFDETE

RA T — KX, VAYLVAZTA4T7 2 :0b RA % R v 7 57280 Unified Wireless D >/
Va—ta Ty, 27 a—UUIRESN, 7740 N THEZTY, [IPv6 Lb—% T K
INH A XA~ (IPv6 Router Advertisement) | /X7 A — X ZERETX £,

RAH— FERET DI, ROFEZFEITLET,

B o YLRTFRAROEE
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S92 kO—5070%S EACLIG PMIP) 55 4—20%E [

ATv 71 [%RE (Configuration) |>[+Y bt T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A ==—05 [T/NA X2 A T (Device Type) |>[7
A4 LR AO—5 (Wireless Controller) | #3&iR L £,

RATYT2 F4T2ar hn—FDTF A 24%27 ) v 7 LET,

AT9 T3 EMOY A RNN—=DA=a—5, [IPv6] > [RA H—F (RA Guard) | Z3&R L £,
AT 74 [Router Advertisement Guard] % H 029 %5 (21E, [Enable] F= v 7K v 7 A%&ER L E7,
ATv 75 [Save] &7 Vv 7 LET,

BENEYD
A b —=TDRAN= N U R A ~—DFE (167 =)
A bE—=FTONL—F T RREAL XA N 2y M) 7TOHRE (168 X—)

a>hA—5O7AFxY E/NALJLIPE (PMIP) /NS A —R DERTE

TuFXL ENLINLIPVG T, (EEDOIPEE Y T HE SV T TENAS)L ) —ROT 12
XL LTEET A LIZESTENSM L ) —FREYER—F 5, Xy hU—F R—ADFE
NANERT T haL<Td, XY NI—ZDOFEEVTF 4 =T 4T 41X, EAL)NL J—FD
BEINZEBL, TEEVT 4 V7TV T EERLTUERL—T 0 U REEZRELET,
FTHERET T 4T 41X, a—HNVEEVT 4 T h— (LMA) EENRNAINT IR —
F7 =4 (MAG) T7, LMA [ZE/NA L J— ROBEMREMIREEZMERF L, AL /) —
ROIPT RLAHD MR 7o h— RA 2 MY F9, MAGITEASA L J— FRofb
DICEEY T A EHEZITOET, MAGIZENRA L ) —RRT o hH—ERTWET7 78X Y v
JIFELET, ar ba—J X MAG BREZFEL £,
EErEYY

a2 hE—F TOPMIP 7 B — 3L 5 XA —2DFHE (169 ~—)

Oy b= TOPMIP B —H /L EE YT 4 T H—DOFRE (170 2—)

a2 hr—F TOPMIP 7’077 A LDHE (171 ~—)

OV FA—=FTOPMIP S O—/\)L NS A—FDERFE

ATv 71 [%RE (Configuration) |> [y bt T—% (Network) |>[#Y kT—% T/ X (Network Devices) | %%
WU, LMD [T /34 A7 )v—7" (Device Groups) | A ==—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR AO—F (Wireless Controller) | #3&R L £,

ATV T2 F4THarva—TOT A AL %7 ) v 7 LET,
ATV T3 EROYA RAR—=DA=a—15, [[PMIP] >[4 O—/\LERE (Global Config) | Z =R L £,
ATV T84 ROT7 4 — IV REZRELET,

[ FAA >4 (Domain Name) ] : @eAH Y B,

« [MAG 4 (MAG Name) ] : #e/ 00 5,

J4v LR F120EE |



TAYLR T12DEE |
B - to-scomPo—nrLEEyFc 7on—0RE

«[MAG A > % —7 =A A (MAG Interface) | : @it/ H 0 #A,

s [Pl SND IR ANA T 4 > 7 # (Maximum Bindings Allowed) ]: =¥ b2 —7 5 MAG [Zi4(5 TX
DNNA T 47 T 7T — NOFKE, AR 0 ~ 40000 TI,

s [(NA T 47 TAT7HA L (Binding Lifetime) ]: 2> ba—FDONRA T 47 = NI DTA
THEA Iy AR 10 ~ 65535 T, T 7 4L MEIX 65535 T, SNA T 4T TA TH
A NI ABOHEETHDL Z EBRMETT,

[NA T 47 U7y 2] (Binding Refresh Time) ]1: 2> hu—FDNA T 47 = b
VDY 7Ly v WEl, A7 4 ~ 65535 CF, 774V MEIZ300 T, XM T 1
TV 7Ly a4 OB THDH 2 ERNETT,

[NA T 4 o THHRITY A 57 7 & (Binding Initial Retry Timeout) ]: 2> b —I R 7 mF 2 N
AT 4 TR (PBA) ZXE LW a0Taxy (T 477 v 77— (PBU) HDOH)
B2 A LT 7 b, BRYREPHIL 100 ~ 65535 T3, F 7 44 MEIE 1000 BT,

[NA T 4 T ERRKEITH A 57 7 & (Binding Maximum Retry Timeout) ]: 2> hr—7 2R3 7 v ¥
NRA T 4 VTR (PBA) #ZELARWEEOTaXxs X405 477 v 75—k (PBU) BED
BREZA LT T~ BRI 100 ~ 65535 T3, & 7 /L MEIX 32000 F T4,

[V VAIRH#EHN A A X T (Replay Protection Timestamp) | : Z{5 L7270y A T 0 T HE
RBOLA DAL T EBUED ARG L DORRIZED EIR, AL 1 ~255 IV TI, 774/ M
X, 7 I URTY,

 [fx/N BRI FEEX A A7 7 & (Minimum BRI Retransmit Timeout) ]: 2> b2 —F M BRI X v&—
ZFFIEET D E TS 2R O/ IME, A2 72% 013 500 ~ 65535 BT,

s [l KBRIF5(5 % 4 A7 7 b (Maximum BRI Retransmit Timeout) ] : = >~ h & — % 73 Binding Revocation
Indication (BRI) * v &— % M54 % £ TIAFET DM ORI, A% 722H#PHIE 500 ~ 65535
T4, 77 /v ME 2000 T

« [BRI f5#&81T[01%% (BRI Retries) ] : BRI OFRALT[AI%%,

« [MAG APN] : MAG D7 7 & A iRA >k J— RO,

ATY TS5 [fRT7F (Save) |22 U7 LET,

BMELEYY
ayha—707axy EXA)LIPV6 (PMIP) /XT A —H D% E (169 ~2—)
Oy ha—FTOPMIP 0 —A /L EFE YT 4 T U —DFE (170 ~<—)
O bE—F TOPMIP 707 7 A VOERE (171 _—)

OV RA—5STOPMIPA—AI)L EEY T4 7FUh—DERTE

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
R, @D [T /314 27— (Device Groups) | A == —M75 [T/83f R4 A 7 (Device Type) |>[7
A LR O—F (Wireless Controller) | %#3#iR L £,

B o YLRTFRAROEE
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AV MA—S5TOHOPMIP 707 7 1 LDRE .

AT T2 4T Harba—TFJDT A ALE7 Vw7 LET,
AT9 T3 EMOY A RNX—=D A =a2—5, [PMIP] > [LMA :%E (LMA Config) | Zi#R L £,
ATV T84 ROT7 4 — IV REHRELET,

« [LMA 4 (LMA Name) ]: 2> b v —Z 285 S 172 LMA O£ Hi,

*[LMAIP 7 KL A (LMAIP Address) |: 2> bR —ZIZHEH SN LMA O IP 7 R LA,

AT9 75 [Save] 7 Vv 7 LET,
ATYvT6 LMAREZHIRT AL, %4 THILMAREDF = v 7Ry 7 A4 LET,

AT TT [~ FO@ER (Selectacommand) ] K> 7 U A h2vs, [PMIP 2 — A L% EDHIFR (Delete PMIP Local

Configs) ] ZERL £7,
ATYT8 [Golzr Vw7 LET,

ATvT9

WAy E—=UTOK] 227 Uy 7 LET,

BMELEYY
22 hE—FTOPMIP 72— L 5 A—FDFHEE (169 ~—)
Ay hE—FTOPMIP a7 7 A VDORE (171 =*—)
Ay hr—=707aXy ENAL)LIPv6 (PMIP) /X7 A —ZDi%iE (169 ~—)

OV FA—5TOPMIP 7O 774 IILDERTE

ATy 1 [BRE (Configuration) |>[FRv kT—% (Network) |> [y kT—%2 T/84 X (Network Devices) | %
BR L, MO [T 31 A7 Vv—7 (Device Groups) | A ==—/n5 [T/8f A2 4 7 (Device Type) |>
[74¥ LRa>Y kAB—5 (Wireless Controller) | Z3ER L £,
RATvFT2 FAETHa0b0—TOT A A%V v LET,
ATv T3 EMOYA RAR—=DA=a—5, [PMIP]>[PMIP 7’12 7 7 A )L (PMIP Profile) ] Z R L £,
RTFvT4 TavrANLEANTILET,
ATv7S5  [BI (Add) 1227V 2L, RO7 4 — )V REFRELET,
o [Fv bU—27 T 7 RFHIT (Network Access Identifier) |: 7’1 7 7 A JWZEEA T Sz %~ b
U—27 77 v AFHIF (NAD D44,
«[LMA 4 (LMA Name) |: 71 7 7 A /L& BT 5 LMA O4 i,
[77EARAL /—F (Access PointNode) ]: 2> hr—JZHRH SN TNWDLT 7R KA
k= Fo4Hi,
ATvT6 [Save] &7 VU v LET,
ATy 71T PMIP 7u 77 A NEHIRT HICIE, BERPMIP 7027 7 A VDF =y IRy 7 A AN LET,
ATv T8 [Z¥2 FOEIN (Selectacommand) ] K> 7 U 2 ki, [PMIP 2 — I ViR EOHIER (Delete PMIP
Local Configs) | Zi®IR L £,
ATYF9 [GolxEZ Vs LET,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - ro—SoreRe Frxy L soRE

ATV TN WERAYE—VTOK] 227V w7 LET,

BErEY Y
a2 hE—FTOPMIP 7 B — 3L 5 2 —2DFHE (169 ~=—3)
2y ha—FTOPMIP 0 —A /L YT 4 7o —DRE (170 <—)
Ay hr—=707aFxy ENAL)LIPv6 (PMIP) /X7 A —ZDi%iE (169 ~—)

O MA—SMEGRE R O DERTE
Ethernet over GRE (EoGRE) 1%, "y P ARy "B Wi-Fi F T 7 4 v 7 2T B0
Va—ary Ty, 2OV a—arTiE, BEEAKS (CPE) 734 AN RARR b
MHEFEETHA—DV Ry N v T 74w %T VL, FDOMTIT 4 v 7 %IPGRE F 3L
EALTA =Yy b "7y MZhH 7ML TEET, IPGRE F R RH—E R Fao
H—=PTa— KRR Ry NI =7 F— oA TERDODIESE, TV RKRAINDN T T 4y
JIIRTL, 72774 vy arynoy RRAMICBEBLET,

EoGRE b RV VT HERET HIZIE, WOFNEEFEITLET,

ATv 71 [RE (Configuration) |>[FY kT—% (Network) |>[#v kT—% T/34 X (Network Devices) ] % i
R, MO [T /314 A 77— (Device Groups) | A == —7n5 [T/INA X 24 T (Device Type) |>[7
A LR bkO—5 (Wireless Controller) | %33R L £,
AT9 T2 F4T2arbue—TDT A, 24 %7 ) v LET,
AT9 73 MOV A RN—=DRA=a—5 [ k23R >4 (Tunneling) |>[EoGRE] % 341 L £,
RT9T8 [ ¥ —T7 x4 R4 (InterfaceName) | K 7 X URARNDL, R RATHEETA VF—T = A
REBRIRLET,
ATV FTE b F— b U= ZAERT D101, ROFIEEFETLET,
* [Heartbeat Interval] #5%E L E T, 7 74/ b A > X —rVLX 60 BT,
o [ RKoN— R E— b A% > 7% (Max Heartbeat Skip Count) | X ELET, 7 74/ MEIE 3 IZEE
ENTVWET, 3EIOXF—TT T4 T ping RIZh U FL F—FT oA (TWG) DIRE LaWiGa,
CiscoWLC [ZZ D TGW 2 BB & ~—27 LET., AX v 7 B vy FOKEIE, TGW 2BIFEERH TH S
& Cisco WLC 2342 £ T2, TGW R AF v 7 T& L3 LIS E ORE A RE L £,

c[hoxvZ— kU= A (Tunnel Gateway) ] C, [{TDiEM (AddRow) 1227 Vv 7 LET, ZDLD
27— A & 10 EERCTE £,

1. [ForVv T — b =A% (Tunnel Gateway Name) |7 4 —/L RIZ o RV 7 — hU = A DA%
AN LET,

2. [FYFAIP7 FL A (Tunnel IP Address) ] 7 4 —/L RIC Ry %L D IP 7 KL A& AN LET,
IPv4 B L OVIPV6 D 5 DT R L AERNR Y R—F S TnWET,

3. [fRTF (Save) 127 VU v 7 LET,
F 74D kv Z A 71X EoGRE T,

B o YLRTFRAROEE



| 74¥LR 71 208E

4.

2L rE—50TAF v FDNS moNS) o [

[AT—% A (Status) JIFWNELZ T v AJS L T[T v (UP) 1 £7iF [# 7> (DOWN) ]
2720 E£79,

«[RAA > (Domain) D FIZdH D [{TDEM (AddRow) 227V v 7 LT, RALVERELET (F
AA UL 2D RNV T — NI =2 A DT NV—TTT)

1.

2.

[FAA >4 (DomainName) | 7F A b Ry 7 RIZ, RAALHEALET,

[FF74~0 7 —brUxA (PrimaryGateway) | KRy 77X UR 0D, 774~ hrxv
TF— U A 2ERLET,

(BB & 75—k x4 (Secondary Gateway) | Ku vy 7 X7 UZX Mnb, B &Y Frx
V=T oA BRI ET,

ATYT6 [fRTF (Save) |27 U w27 LET,

o rA—5OTILFEX X~ DNS (mDNS) HEDHERL

< /LT X A K DNS (mDNS) —ERXBHTIE, v—IV xy hI—7 EOY—ER%ET
FTUUAL, BT A0 FEEARAM L ET, mDNS L, IP~<v/LFF¥ A NTDNSZ U
ZFETL, Fe a7 4 X¥ab—ya Py NU—F% 0 7% R—FLTWET,

a2 b= 0" mDNS P —E R ZONWTEEL, I XTOITIAT 2 MIZINHDY—E R
BT RREAAXTEDHLIIZmMDNS ZRETEET,

mDNS [ZiX [—E & (Services) | & [F 127 7 AL (Profiles) | D2 >DX 708V £,
o [—ER (Services) | ¥ 7 : ZTDOX T T, 7 a—rL mDNS /NT A —XEZFRE L

Master Services 7 — # N— R & FH T F 7,

[T 7 AN (Profiles) | X7 : ZDHXTTIE, 22 b —JIREIIN TS mDNS

Ta 7 AN EFRFL, HTLOmMDNS 72 7 7 A VEERTE 4, rLnwe 77 A
NEERR LTS, A v 2 —T oA A TNV—T A HZ—T A A FIZWLANIZ 7 1
Tr7ANES BT THLENRDYET, 7747 MITa 77 A VIZEEMA T B
tﬁ—ax@ﬁmﬁ EAT RRNEA XA "eZELET, 2 ba—FF A ¥ —
Tz A AT N—TIZBEEMNT DT e T 7 A M EE OEIBN & 5 2 F 9, RIS v
B —TxARXTaT7 74, WLAN 7077 A V& £3, &7 747 ME, BE
BRI ZHE > TT B 7 7 A M~y B T ESNET, 7740 8T, a2 ha—ZZiXmDNS
7’117 7 A )L default-mdns-profile 3% ¥ 9, ZAUIHIFRTX A,

A\

GE) WLANﬁ?Jy~‘7tn774/v’?ﬁ/féivtuwstNs%iﬁ%
HIBRE 72T E WA 21203, £~y TE2MRT20ERH Y *
—é—o

J4v LR F120EE |



TAY LR TFNR120%E |
B - ro-—5o<uFFoxDNs mDNS) BEOHR

ATy F1 [RE (Configuration) ]>[% v b7 —72 (Network) ]>[* v bV —2 7,34 & (Network Devices) ] % 4R
L. ZRoD [T /31 A7 )Vv—7" (Device Groups) | A ==—05 [T /31 A ¥ A 7 (Device Type) 1>[V A ¥
LAz br—7 (Wireless Controller) | Z &R L £ 7,

RT9T2 FX4T2aba—TFJOT A AL %7 ) v 7 LET,
ATY T3 EMOY A =D A == —75, [mDNS]>[mDNS] DJEIZER L £,
ATY T8 [h—ER (Services) | ¥ 7T, WD/NNTA—HERELET,

c[EHENDT 7 L— b (TemplateApplied) ]: 202y hu—ZZ@HAINDT 7 L— s D4Hi,
« [MDNS 7' 1 —/3L A X—t"> 27" (mDNS Global Snooping) ]: mDNS /X7 v FDAX—E v 7 % H%)
T 2F =y 7Ry 7 A, mDNSAX—UE U 72 LTh, 22 hr—Z X IPvé mDNS /X7 v |
EYR—FLEHA,

«[7 = VK (QueryInterval) ] (10 ~ 120) : —¥NFEETE 2 mDNS 7 = U M (GrEAD) . 2
ORIEIZ. WLCICE»T, —ER T FRZ A XA FEHBIICEE LAV —E 226 LT,

ZDOV—EANRMBENTRICEHNZAmMDNS 7 2V X v —VERETLIEDICHHAINE T, &
PHIZ, 10 ~ 12053 Cd, 7 74+ /L MEIZ 1555 T,

o [VAHZ— P —E X (Master Services) ]: [ATDEN (AddRow) %27 Vw7 L, IRDT 14—/ K&k
ELET,

o[ AH— P —E R4 (Master ServiceName) |: Ky 7 & X b, BEFRERYR—
FENTWLH—ERXZRIRTEET, LW —ERXZBINT 51T, —EX4E2 AN EE
FBRL, 20— AL FHEZ AN LT, y—ERXARXAT—Z 2R R LET, kO —t 2%
fEHTE LT,

* AirTunes

* AirPrint

* AppleTV

* HP Photosmart Printer]

* HP Photosmart Printer2

* Apple File Sharing Protocol (AFP)

* Scanner

TV A

* FTP

* iTunes Music Sharing

* iTunes Home Sharing

* {Tunes Wireless Device Syncing

» Apple Remote Desktop

* Apple CD/DVD Sharing

* Time Capsule Backup

o [vAHZ— Y —E X4 (Master Service Name) ] : mDNS H— B X D4,

« [—E 255 (Service String) ] : mDNS H— & A (ZBEAH T Bz —B DX, =& 2IE.
_airplay._tep.local. [, AppleTV (ZBH#EfF 1T & 4172 — B A LF4ITY,

e[/ AT —H A (Query Status) ]: —EADOmDNS 7V EENNCT AT-DIEIRT 2F =y
RNy 7 A, BHIRRmDNS 7 =V A vt& =%, 72U ORT =X ARFNeET21F . WLCIZ L -
T, P—ERCHK L THRESNZ TR THEEINE T, TS ORE, —ERF 72

B o YLRTFRAROEE
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3> kB—3 0 Application Visibility and Control (AVC) /35 A —4% DEEE .

DAT — B AP > TWNDEDMDY—E R (=& 21X AppleTV) ([ZHENIIZT RANK A X5
LEENRHY £,

ATy s [Fa 77 AN (Profiles) | ¥ 7T, IRODNTA—HERELET,
s [Fu 77 A (Profiles) ]: [ R 77 A/LDiEA (AddProfile) 127 U w27 L, IRDT 4 —/v R&i&

ELET,
«[Fvm 77 An1% (ProfileName) ]: mDNS 7’17 7 A LDAHT, HK16MEOT 17 7 A /L EAERK
TEET,

* [Services] : mDNS 'R 7 7 A JUZ~ v T T HHh—EREZBRLET (Fxv 7Ry 7 2&6HH)

o [fR%E (Edit) 1B L O[HIER (Delete) 12ZNETNn7 Vv o358, BEFOT 07 7 A MV afwmEF X
HIBr T £,

ATYT6 [IR17FE (Save) |27 U w27 LET,

RDBERY

FI7HN T, a3 hr—FI1k>TT7 7 ¥ % KU 2 — default-mdns-policy 23ERL S %
T, ZAUTHIBRTE A, ZHUTiE, [Zv—7"4 (GroupName) |3 L OVFEHA (Description) ]
BRRINET, [P—ER 7 V—7 (Service Group) | Ditiliz KT HHRY U —ZFIRN L F
ﬁAO

T4 =V REmRELT, [fRfF (Save) 1227V v 27 LET,

3 > b B—3 @ Application Visibility and Control (AVC) /A5 A —45 D

)

axX A&
Application Visibility and Control (AVC) I%, Network Based Application Recognition (NBAR)
TA—T Ny " AV AR vary T /unv—4%HLT #HT57m hariziEsn
CT 7V r—YarvzsfLEd, AVCZHL T, 2 ba—=J3 b/ Y4~ AT TD
1400 #2577 haLVERIBTEET, AVCIZED, VT XA Lo ERL, Xy b
U—2 DGR, I A NOWNL Ry NU—=2 V7O, BERUA YT IANT I F X OR
HEHT 2720 DRY =% ET D52 LR TEDL L DITRD 7,

AVC IE. Cisco2500 8L TN5500 > — R a2 hma—F . Cisco Flex 7500 3 L O® Cisco 8500
JV—X oy ha—FTETFYR—FINTWET,

OV A—STOAC 7O 74 IILDEFE
AVC 77 7 A VEFRETHITIE, WOFIEEFATLET,

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
RU, W@ [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | 3%k L £,

J4v LR F120EE |



DAY LR FNRAR0RE |
B - to—scoaciorrrrone

AT9 T2 N T2arbvua—TFGOT A 2A4% 7 ) v 7 LET,
AT9 T3 EOVA RR—DA=a—n5, [H—EX (Services) |>[7 T — 3 > DulfRtE LI (Application
Visibility and Control) | >[AVC A7 7 4 JL (AVC Profile) | 2R L 9,
RT9T4 BETHANCTa 77y ANLEI ) w7 LET,
RTY TS AVC V— L EVERRT HI21E, B (Add) 1227V v 7 LT,
RT9T6 RONRTA—REFELET,
[TV r—3 a4 (Application Name) |: 77U 77— a > D4,
[ TFVr—vay Z—74% (ApplicationGroupName) |: 77V r—a UBET L7 U r— 3
v I N—T DRI,
[TZ7var (Action) |: Fay 7 XAy JR b, ROBEHZERTE E9,
s [Fr>Z (Drop) ]:@&REINT=T 7V r—2 g AT DT v 7 AR —LABIORZX 7 A
=L 7y b Rry 7 LET,
o[¥v—7 (Mark) ]: [DiffServ =— KA1 > (DSCP) (Differentiated Services Code Point (DSCP)) ]
Ka w72y JANTHET S DSCPEEBEBRSNTZT TV r—ya SIS T 57 v 7 A b
V—BBIOX T AN =L Xy he~—27 LET, DSCPEZMH L T, QoS L ULl
DNTEINE T —E AR TE £7,

o[L— hHIBR (RateLimit) ]: 72 > a > & LT[V — MR (RateLimit) | Z&INTHE, 7 T4
TR IELEY O L — MIRENSN—RA T —% L— M[REZRETEET, L— MHIRT
TV =2 a O ICHIRESNTWET, T 74NN T a s, TRTOT T r—
Va IR LET,

*[DSCP] : £ v Z—HF > N TOYV—EZADELERT HIEDIHEHTEL Ty b~y ¥ — a—k,
DSCP fEIZK D QoS L~ ILZ~< v B 7 EnNE T,

o [FZ7FF (%) (Platinum (Voice)) ] : Voice over Wireless ™ i\ > QoS & ik L £,

[T R (EFA)  (Gold (Video)) ]: E@EHDEFA 77U Ir—sa v i F— k LET,

o[V — (RA N7 4— 1) (Silver(BestEffort)) |: 7 74 7 > kD@ OHNEZ AR — b
Li‘j‘o

s [7TrrX (Ry 77T R)  (Bronze(Background)) ]: 7 A k¥ — X HOE/INOHIRIE A HE
L ET,

o[ A% 2 (Custom) ]:DSCPEZIEE L EJ, #FAIL0~ 63 TT,
+ [DSCP fii (DSCP Value) ]: Z Ofiiix, [DSCP] kv v X7 J A KT[H AKX L (Custom) | %R
L7 B DB AITTEET,

« ¥ L— MR (Kbps)  (Avg. Rate Limit (in Kbps)) ]: 727 v 3 > & LC[L— hMlFR (Rate Limit) ]
BRI E813, €T 7 r—>y a Y OFEHERERIR CH 5, 7 747 T EDFEHL— |
FIR AR ECTEE T,
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2> ka—50 Netflow B0 [

o [/N—A K L— MHIBR (Kbps) (BurstRate Limit (inKbps)) ]: 727 3 [ — IR (Rate Limit) ]
BRI LB AIT. FO7 S r—2a O —JHIRBTHD, N—A K L— MNilfEZIEETxE
j—o

AT9 771 [Save] &7V v 7 LET,

EErEYY
ar hr—70O</LF X+ AL DNS (mDNS) FEDHK (173 X—)
2 e —7 O NetFlow i & DR (177 ~—2)
TNRAADA vy a NTA—=FOFE (151 X—)
TNAADR— K RTA—=HDFE (154 _X—)
ay b —FOEHNRT A—=2DOFHE (155 =)
avha—Joulr—a VERORE (164 <—)
2 b —FDIPv6 A /N— A L RERANT A—=FDFE (167 X—)
aryha—707ax Y EXAJLIPv6 (PMIP) /X7 A —X Oi%E (169 ~2—)

3> b a—50) NetFlow S5 E DHERK

NetFlow (X, XY NU—27 TNRAZANGLIP b T 7 4 v 7 IERENEETHZ LT, Xy FNU—
I a—HeT7 TV = ay E—JREOFEMARHE, BEXONT Ty —T 4 TICH
THERRERZEM TS 70 ha /LT, NetFlow 7—F7 7 F v id, kO3 KR—x>2 b
TR S TWVWET,
el X ZFESERRXY NI HENGIP VT 7 4 v 7 IERETXTET H
TAT A
e T AR—=H P bT T 4 v I IEREMEHA L CT T L~ e/ AR— 5% b
U—0 T 4T 4, A baE—FF, =7 AR—X L LTHEELET,

32 FEB—5TO NetFlow E=42 DETE

ATy 71 [%E (Configuration) |>[+Y bt T—% (Network) |>[#Y FT—% T/ X (Network Devices) | %%
WU, LMD [T /34 A7 )—7" (Device Groups) ] A == =05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

RT9T2 F4T2aba—TFJOT A AL %7 ) v 7 LET,
AT9 T3 EMOY A RAR—=D A =a2—)5, [NetFlow] > [E=4 (Monitor) | Zi&R L £,
ATV T8 RONRTA—HEFELET,
* [Monitor Name] : NetFlow & =% O£ i, &= AT K 127 LFOHET T, KT E /N LT % X
LET, av he—5CTlEl DOLE=FERETEXET,
«[L=— R4 (Record Name) ] : NetFlow L= — RO H, =22 hm—F® NetFlow L = — FIiZiE, #f
EDOT7a—NDONT77 4w 72T HROERPE ENET,
c V74T NMACT RL-X
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B - ro—ScoNetflow T4 K- 2 08E

IV TAT Y FEEILIPT FLA

« WLAN ID

« 77U/ — 31D (Application ID)
« T—HDFEFNA MK

« T—HZDIRIENA MK

< EET Y b

« FEEANT b

- %7 DSCP

« %&{7 DSCP

« et D AP D4R

ATY TS [ AR—%4%4 (Exporter Name) ]: =7 AKR—F DL4H], 22 b —FTL 1 DORAET=H EHETE
£

ATYT6 [T7 AKR—%TIP (ExporterIP) |: I L7 XDIPT KL A,

ATvFT1 [R—F%FEE (Port Number) ]: NetFlow L' 2— KZ o ha—Fnb o7 AR— 45 UDP R— |k,

ATy T8 [RTE (Save) 122V v LET,

O bA—5TO NetFlow T RAR—32 DEEE

ATy 71 [RE (Configuration) |>[+Y b T—% (Network) |>[#Y FT—% T/84 X (Network Devices) | %%
RU, MO [T /34 A7 )—7" (Device Groups) ] A ==2—05 [T/NA X2 A 7 (Device Type) |>[7
A4 LR O—F (Wireless Controller) | &R L £,

RT9T2 F4T2aba—TFJOT A AL %7 ) v 7 LET,
AT T3 EMDOYA RX—=D A =a2—)5, [NetFlow] > [T R7R—4 (Exporter) | Zi#R L F 7,
ATFY T4 RONRT A= EFELET,

« [Exporter Name] : =2 AR —H D4 i,

o [=2 AFR—4% 1P (ExporterIP) |: =7 AR—HFDIPT KL A,

* [Port Number] : NetFlow L' 2 — K& 2 hr—InhH T/ AR — 325 UDP AR— k,

EENEY D
ay ha—70O</LF X+ A K DNS (mDNS) HEDOHERK (173 <—)
2 b e —7 O NetFlow i% DL (177 ~<—)
TNRAADA v 2 RXTA—=HDOFE (151 =)
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H—KR—F4Was rO—5FET7 o2 K1 v roEE [

TNRA ADHR— K XT A —=FDFEE (154 ~—)

ay hr—FOEFINRT A= OEE (155 X—)
aryhkr—J0or = a VERORE (164 X—)

a2 ha—FDIPv6 LA N— A U R RANRT A—=ZDEE (167 ~—)
arhr—707aXxY ENAVIPV6 (PMIP) /XT7 A —X DF%E (169 ~—)

> 0 -_ | N —_ . o ~
H—KNN—T &l A—FFEIEXTI9EAKRA D F
=1L =
DEXTE
Cisco Prime Infrastructure ClE, V' — K X—F D2 hu—I93BIXONT 7 A RA v F2BMN
THZLENTEET, ZOMED—ERE LT, ROEREEZ EITTX £7,
s Cisco Prime Infrastructure (2% — K X—F s Da v b —J 2 BN L F9,
s —RKRX—=F s Dar be—FDRELE=FLET,
e —RKRX—F s Darbn—F L, BEMTINTEZTIZEBARLS Y bOA 0 M EHR
ZESELET,
e —RR—=F 4 Dar ba—IBLRT 7R KRS NOBHERT —X A% FRT5HIC
X, Ro V2 7S99 R AR EERHLET,
BEErEYD
PR R=F o fa—=F0BMN (179 =)
PR R—=F oy v —FOEEAT —Z ADF R (180 ~—)
P—RNN—F ¢ TR RA L NOBREDTR (181 ~—3)
Y= RR=F 4 T EARA L FOHIFE (181 *—)
P RR—F slila ha—F OEEAT —X ADFE R (180 =—)

H—KNN—Fq&8a>2 rO—5DEM

P—RKX—=FT s Dar ba—F%BINTHI21E, ROFIAEZETLET,

AT v 1 [&E (Configuration) ]>[H > N7 —2F /A X (Network Devices) ]>[?— K X\—F 4 U AL 22 |
2— 5 (Third Party Wireless Controllers) ] Z 3R L £9°,

ATY T2 [T/314 ZADEM (AddDevice) 127V v 7 LET,
AT w73 [Add Device] X—Y DIRD X 7 THIHNT A—H B AT LET,

* [Telnet/SSH]
* [HTTP/HTTPS]
* [PSec

J4v LR F120EE |
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B v 830 r0—5oBHERF—420%R

ATy 74 B (Add) 1227V v 7 LET,

MENE YD
=R —=F o b —FOEERAT —Z ZADFK R (180 RX—)
Y= RNRX=T 4 T EBRAFRA L FOFREDER (181 ~—)
= RKRX—=F 4 TR KA FOHIFR (181 ~X—)
e R —F s Hlar fo—FOEWERAT—Z 2D R (180 ~<—)

H—RKNN—F /8o rO—5SOFERT—E2 ADERER

[P—F =T 4Dz bu—TFDOHHEAT —H A (Third Party Controller Operational Status) ]
NV FRTHITIE, ROFIELETLET,

ATv 71 [BEE (Administration) | > [FR7E (Settings) |>[/\v 955> K42 X% (Background Tasks) | DJIEIZ5%
RLET,
RATYT2 ZOXR=TT, ROWTIhEETLET,
T NH AT BFITT D,

[f—KX—=F s Dar bua—F O#EEAT —F A (Third Party Controller Operational Status) |7 = v 7
RNy 7 A%A N LUET, [Selectacommand] K2 v 7 #7 UA RHvi, [Execute Now] Z 84 L,
[Go] 27 U w27 LET, [£%) (Enabled) [HNZAT —Z AEHENRFRINET,

« IRT ZHRINTT D,

[—FRX—=F s Dar bua—FOFHEAT —H A (Third Party Controller Operational Status) ] = > 7
RNy 7 A%A AT LET, [Selectacommand] K2 74 7 U A v, [Enable Tasks] 23R L,
[Go]Z 2 U w7 LET, [F%) (Enabled) ]5ID % 227 MRENGEHFTREZSIREBIZZE DY £,

o XA BN T B,

[r— K X—=F s Dar bua—F O#EEAT —4F A (Third Party Controller Operational Status) |5 = v 7
Ry At LET, [a~vr ROERN (Selectacommand) | Ku v X U R MWL, [# A
7 w29 % (Disable Tasks) | Zi®IR L, [E1T (Go) 1227 Vv 7 LET, BHMENETTH &,
[#i%) (Enabled) ]8I % 27 BNIREIZTR ) T,

ATY T3 XAV HEFT 5L, [Background Tasks] 51 [Third Party Controller Operational Status] V > 27 %227 U v 7
LET,

[r—FX—=F s Dar br—7 O#EIfEAT —F A (Third Party Controller Operational Status) ]<— 3 121X,
B FITIHERD R RSN ET,

* [Start Time],
o f& TR
« X A7 O (1)
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H—Fi—7 4 7oA K1 roEnRTE [

R (IEITTI—) .
Ayt —Y (ZOFATICETLHTHFAN AvE—)

ATy T8 [H A7 DFEA (Task Details) | &7 >3 > T, ROHEAZRFEIIMWMEL LT,
« [ (Description) ]: RRDIH, ¥ AT DA4RHIEFRLET,
«[A%h (Enabled) 1: F=v 7Ry 7 A4 NCTDHE, ZOXZRATPENIRD 9,
[k (nterval) ]: # 27 OB (43) Z/RLET, 7740 I3 T,

AT9TS ETLEDL, [Savel 27 Vv 7 LTH AT OEEEHEELE T,

EErEYY
=KX =F g8la he—Z70EMN (179 X—)
= RKRX—=F 4 TIZHVARA 2 FOFREDOFER (181 X—)
Y= R =T 4 T I EARA L FOHIER (181 2—)

Y—KIN—FT 4 7OERXA KA FOREDEKTR
P—=RNR—=FT DT IV RARA L NI, =K =T s0ar he—J%EBNT5LHREEN
£7,
P —=RNN—=T 4 DT 7 BARA L NORELERTT DHITIE, WOFIEEFETLET,

ATv 71 [RE (Configuration) |>[RY kT—% T/34 X (Network Devices) |>[H— K/S—F 4 D7 IR RA
>~ b (Third Party Access Points) ) | Z 3R L £,

ATV T2 FEMERRTLAPLDY V7 %7 ) v LET, OV —RX—=F 4 DT 7 ERA KA ~O [General] ¥
TRERINET,

BEErEYY
F— KR —F gfllar fa—F0EN (179 X—)
= RK_X—=F 4 Bar he—FOMERAT—X ADHR R (180 X—)
Y= RR=F 4 T EBARAL L OB (181 ~<—)
Y= FR=TF7 o b —=FDEERAT =% ZADF R (180 X—2)

H—RIS—F 4 PHER R DB

= RRX=T 4 OT 78R RA > FEHIBRT HIZIE, ROFIEEZFEITLETS,

ATv 71 [RE (Configuration) |>[RY kT—2% T/34 X (Network Devices) |>[H— K/S—TFT 4 D7V 2R RS
>~ & (Third Party Access Points) | 23R L 97,

J4v LR F120EE |
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B v 51703 K00 roBERT—220FR

ATYT2 IETHT VA RLA L FOF oy 7Ry 7 ZAZBINLE7,
ATv 73 [HIFR (Delete) 1227 Y v LET,

ATy T8 FERA Y E—UNEREINET,

ATV FE [T (Yes) 1227V 7 LET,

EENEYD
P RRX—=F o fe—J0EMN (179 X—)
P—RKX—=F 4 Bar e —FOMERAT—X ADHKR (180 ~—)
Y= RR—=F 4 TIVARAL L FOFREDER (181 _—)
P RR—F s Hilas ha—F OEWEAT — X ADFER (180 =—3)

Y—FKN—FT 4 79X RS FOEERT—F2 ADERTR

[P—FRN=T 4 DT 78R RAL L FOBEWEAT —# X (Third Party Access Point Operational
Status) | X—TERRFT DI, WOFIAZETLET,

ATv 71 [EE (Administration) |>[XE (Settings) |>[/\v 955> K4 R4 (Background Tasks) | DJIE|Z3
RLET,

RTYT2 ZOX=UT, ROWTIIEFITLET,
T SITF AT BFATT D,
[f— R X=T 4 DT 78R KRA 2 NOEWEAT —4 A (Third Party Access Point Operational Status) ]
Frv IRy I AeA N LET, [Selectacommand] K2 74 7 U X ~)vi | [Execute Now] %
BIRL, [Gol &2 Vv LET, [£%) (Enabled) 1FNCAT — X ALETNELRSNET,
AT HHIIT D,

[f—RX=T 4 DT 78R KA NOEWEAT —4 A (Third Party Access Point Operational Status) ]
Fry Ry 7 Aed N LET, [Selectacommand] K& > 74 7 U A ~)v6, [Enable Tasks] %
BRL, [Gol &7 U v 7 LET, [H%h (Enabled) 151005 A7 3K A5 Al iR A IS A D Y &
R

« AT EWTT D,

[V—RKRX—=F 4 DOT 78R KA FOBEAT —H A (Third Party Access Point Operational Status) ]
Frzy IRy I AeF NI LET, [ ROER (Selectacommand) | Ky 7 X7 U A R
b, [ A7 Z2HHICT % (Disable Tasks) ] 28R L, [F1T (Go) 1&27 YV v 7 LEd, HEHENE
T9 %L, [A%) (Enabled) 15D X 227 BNIKEAIZRY £7,

ATw T3 XA HEFTSHIZIL, [Background Tasks] 4]0 [Third Party Access Point Operational Status] U > 7 & 27 U »
7 LET,

[h— K "—=F s Dz ba—F OEIWEAT —# A (Third Party Controller Operational Status) ]-2— 121,
BAEFATIERNE R ENET,
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21 vFgEnx® [

« [Start Time],

o F&TIRRRE,

« X 27 OffmkEE (B)

s FER (P EZIZT=T—) .

A=V (ZOZATIZETLTHRAL Avk—Y)

ATy T8 [Z A7 OE (BditTask) | ZV—F Ry 7 AT, WOHERBZFKREIIRELET,
o [#H] (Description) ]: RARDI, F A7 DA ZRRLET,
«[£%h (Enabled) ]: F = v 7Ry 7 AEALNITDHE, ZOXRATPENIRD 9,
o [Mk@ (nterval) ]: % A7 OBEE (43) Z/RLET, 7740 NI 3R T,

ATFYTE ETLEDL, [Savel 227 Vv 7 LTH A OETEHELE T,

BMELEYY
P—RKR—=F o br—F0EM (179 X—)
=PI —=F o b —FOEERT —Z ZADFK R (180 X—)
Y= RKRX—=F 4 TR KA MOFREDERR (181 X—)
= RKRX—=F 4 T HA KA FOHIER (181 ~<—)

ALY FHEDRKRTK

Cisco Prime Infrastructure 7 — % X—ADT X TD AL v F DY~ —%2FRTHIZE, [RE
(Configuration) |>[#Y T7—% (Network) |>[F*Y kT —% T/34 X (Network Devices) |>
[T/ RE2 A T (Device Type) |>[RA v FEHLU/\T (Switches and Hubs) | %31 L &
T, AEEDOFIRH LA 27 Y v LT, 208 THHREZ Y — M LET, FIRHLEZEKEIZ Y v
IF5HZLET, BlED Y —FEREIED Y — R 200X 5 Z LN TE £9,
MENEY Y
2A v FOFMOER (183 X—2)

AA Y FOFMDRT

Cisco Prime Infrastructure 77— # ~N—ZADFT X CDAA v FOH < —%FRTHI121F, [ERE
(Configuration) |>[%v FT—7% (Network) |>[%v kT—% F/34 X (Network Devices) |>
[T/ RE A4 7 (Device Type) |>[RA v FELU/\T (Switches and Hubs) | % 3R L &
T, TRAALEI Vw7 TDHE, TOAAL v FOFFEMIERNIERINET,
EErEYY
B AA »FTD SNMPV3 DFEE (186 ~—7)

J4v LR F120EE |
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B xo70oswmp 51 —s0zE

AAYFDSNMP /NS A—ZDER

AA > F D SNMP /3T A —H BT HI21F, WOFEEFITLET,

RATw 1 [%E (Configuration) 1>[F v bV —7 (Network) ]>[* > hU—2 T /314 & (Network Devices) ]>[7
NA A B AT (Device Type) 1> [AA v FFH LV 7 (Switches and Hubs) ] Z %R LT, SNMP 7 LT >
VANEERT DAL v T ORICHLT =y IRy 7 A% 7 ) v 7 LET,

ATy 72 [fWE (Edit) 1227V v LET,

ATw 73 MER[SNMP /RF A —% (SNMPParameters) |7 4 —/V REEEL T, ROWTIh»aE7 Vv 7 LET,
s[VUE> b (Reset) ]: ATNICERTF LTcNT A —2 Z2H L LET,
« [R1E (Save) | : fTo7cEHZIRFLTEMALET,
e [Cancel] : BEHEARAETITKT LT, AIOEMEIZRKY £7,

BMELEYY
AA v FREDERT (183 ~—)
B : AA »FTD SNMPv3 O E (186 ~2—)
AA wF O Telnet/SSH 27 L7 o ¥ )L DEHE (184 <—7)

AA4YFDTelnet/SSHY LT v I)LOEE

A A F @ Telnet £721L SSH /8T A —H ZEF T HI121F, WOFNEEFEITLET,

AT 91 [RE (Configuration) ]1>[F > k7 —2 (Network) ]>[* v hT—2 T34 A (Network Devices) 1> [T
INA A B AT (Device Type) ]>[AA v FTE LV 7 (Switches and Hubs) ] i8R L T, Telnet F7=1%
SSHZ LT ooy WVEREST DAL v FOMICHLTF =y 7Ry 7 222 ) v 7 LET,

ATFw 72 [fE (Edit) 1227V v 7 LET,
ATw T3 W [Telnet/SSH /X7 A —# (Telnet/SSH Parameters) | 7 4 —/V REZZHE LT, IROWTHnEZ Y v
L\i—a—o

«[Utv b (Reset) ]: LARMZPRF LTo/NT A —F 2@ LET,
s [fR1F (Save) | : fTo7eEH AR L CEMALET,
* [Cancel] : ZHARAAETITHET LT, AIOBEEIZEY £9°,

EErEYY
AA v FREDLET (183 ~—2)
Bl : AA v FTOH SNMPV3 OFRE (186 ~=2—7)
AA > F D SNMP /3T A —HDEFH (184 _—)
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RA v FOEM .

AA v FNDEM

A A+ F % Prime Infrastructure 7 — # X— A ZIBML T, ER AL vF ~)LAE T RR
AL MDE=FEFRRL, AL vFR—F L —RAEFE[TTEET, WOAAL v FERETE
i‘é‘o

* 3750

* 3560

* 3750E

* 3560E

* 2960

Prime Infrastructure DX E A = = —IZ A A » FHEEEN /R SIVET A, Prime Infrastructure % {#
FALTAAL v FHRELZRETHZ LT TEFEFR A, RETE S DI Prime Infrastructure > A7
LDIHTT,

Prime Infrastructure Tid, &2 FEITTEFET,

- [#7E (Configuration) ]>[% v F7—2 (Network) ]>[*v bU—2 7,34 2 (Network
Devices) |>[7 /31 A XA 7 (Device Type) ]>[VA ¥ L A 2> hra—= (Wireless
Controller) ] =Y CTAA v FZBIML, CLIBEUSNMP 7 LT > U v L Z4RE L £,

* Mobility Services Engine & Prime Infrastructure |Z 5 > CTHMRY 74 7> M ZBHT 5728
(2. [%7E (Configuration) |>[* > b7 —72 (Network) ]>[* > h U —72 T34 A (Network
Devices) |>[7 /3 A %A 7 (Device Type) |>[VA YL A 2> hu—F (Wireless
Controller) | X—Y T —v g URGEAAL v TFZEBIMLET,

* [Monitor] > [Network Devices] Zi#IR L TAA v F2E=% LE£7,

* [Reports] A ==—ZFEH L TAL v TFR#ELAR— NE2FTLET,

Prime Infrastructure 7 — % N— R (ZA A v F&BIMTH L, 77 4/ F T, Prime Infrastructure
FAAL Y FDOSNMP 7 LT oY VEREBELET, T35 AD 7 LT U ¥ VIRIELL R0
Ay SNMP KA v —UNERRINET I, AA v FIL Prime Infrastructure 7 — & ~<— R |
BNsivET,

AL YTF B4 TR {EFARTREA HERE

Prime Infrastructure (Z A1 v FZBMT HEE1T. AA v TFOEHFELZREELET, ZhiZ
JL-SUN T, Prime Infrastructure (18 ] CT& HHEREAHIBI L £ 97,

* [Monitored switches] : A v %iBA1 ([Configuration] > [Network] > [Network Devices] >
[Device Type] > [Wireless Controller] Z8&) LT, AA v FO#EIELE=4 ([Monitor]>
[Network Devices] Zi#R) TEXE 7, TNENDAA v TFIX, TA BV ADEFT A A
BHLTIODT AL RELTH Y PENET, T4 AT D THWREZRR
R OT A 2N H5E 1L, A A v F % Prime Infrastructure (ZBMTE £9, FHF
BB7R2 T /A 2D > TWRWEETE, B A A F % Prime Infrastructure (2B T &
A,

* [Switch Port Tracing (SPT) only switches] : AA v FlL, AA v F K—F ML —2ADHEHE
ITUET, SPTHHAA »Fix, [(XE (Configuration) |>[F v bV —72 (Network) ]>
[ RU—2 T34 X (Network Devices) |>[7 /31 A %A 7 (Device Type) |>[AA v

J4v LR F120EE |



TAYLR T12DEE |
B 5 xv5cosnwmpozE

FEBELOT (Switches andHubs) 1] X=X MY LIR— NMIRARINET,
AU RILSPT AA v FIZITHEH SN ER A,

A A+ F % Prime Infrastructure |ZiBINT B 120X, IROFNEZEITLET,

AT 71 [Configuration] > [Network] > [Network Devices] > [Device Type] > [Switches and Hubs] %2R L. [Add Device]
Vv LET,

ATYT2 FREND T 4 —)L FICHED 2 iERE AT LET,
FEMIZ DWW T, [Cisco Pime Infrastrucutre Reference Guide] #Z&M L TL 72 &y,

ATv 73 EM (Add) 1227 Y v 7 LCTAAL v FEZBMT S0, [F¥ /L (Cancel) 127 Y v 7 LCHEEELZ S
yEALVL, AL vTFDOY R MIRED £7,

EENEYD
CSV 77 ANIMEDAL T DA iR—hF (186 =—7)
B« AA v FTD SNMPv3 OFTE (186 ~<—)

Bl - XA v FTDH SNMPv3 DEETE
WIZ, AZA v FTOD SNMPv3 OFEFI 2 LET,

snmp-server view v3default iso includedsnmp-server group v3group v3 auth write v3default
snmp-server user <username> <v3group> v3 auth <mdS or sha> <authentication password>

AA v FIZVLAN BNH D56, % VLAN 2R ETHMLENHY £9, RELRNE, AL v
FAR—bF L= FRRRLET, KRIZ, AL v TFIZVLAN 1L B L2025 5556 0H %
RLUFET,

snmp-server group v3group v3 auth context vlan-1 write v3defaultsnmp-server group v3group v3
auth context vlan-20 write v3default

snmp-server group v3group v3 auth context vlan-20 write v3default
SNMP v3 B = —DERFFIZ, T XTH OID &0 TL 7ZE0,

BMELEYY
CSV 77 ANIMEDAL T DA R—k (186 =—7)

CSVI7AILDEDARAL YFDA ik—

CSV 7 7 A )V %fHEH L CTAA v F % Cisco Prime Infrastructure 5 — &% X— A |2 A 7 R— h Tx
F9, CSV 7 7 A VDOEHOITIZ, GENTWAFIOFHMICHEHINET, IP 7 FL RS
‘ngj—o

WIZ, CSV 7 7 A NDHIERLET,

ip address, network mask, snmp version, snmp community, snmpv3 user name, snmpv3 auth type,
snmpv3_auth password, snmpv3 privacy type, snmpv3 privacy password, snmp retries,
snmp_timeout,protocol, telnet username,telnet password,enable password,telnet timeout
16.1.1.3,255.255.255.0,v2,public,,,,,,3,10,telnet,cisco,cisco,cisco, 60
16.1.1.4,255.255.255.0,v2,public,,,,,,3,10,ssh2,cisco,cisco,cisco, 60
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16.1.1.5,255.255.255.0,v2,public,,,,,,3,10,,cisco,cisco,cisco, 60
16.1.1.6,255.255.255.0,v2,public,,,,,,3,10,telnet,cisco,cisco,cisco, 60
3.3.3.3,255.255.255.0,v3,,default, HMAC-MD5,default,DES,default, 3,4
4.4.4.4,255.255.255.0,v3,,default, HMAC-MD5, default, DES,default, 3, 4, telnet, cisco, cisco, cisco, 60

[ ¥y 7l —3 3 (CivicLocation) ]3> D7 4 —/L R, Y E v 7IiE#REA L AR—F
L7=BgICHAAENE T,
LMz oW T, [Cisco Prime Infrastructure Reference Guidel] 25 L T 72 &0,
EELEY D

AA v FOEM (185 R—)

il AL FTD SNMPv3 OEE (186 =2—3)

=111

A4 v FDHIK
Prime Infrastructure 7 — % X— A5 A A v F ZHIERT 5 &, IROBERENFEI TSN ET,

c ZDAAL v F DA R NUFRR, T A RXR=ANLHIREIET,

« AL v FDT T —AlE, AT —H AN [Clear] DT —H _X—AN|ZFEY £, T 74/ k
T, 7 U7 &7 T — 20 Prime Infrastructure 1 & 7 —7 = A AZEKRINET A,
ARFELIZLAR—MI, VLR—=FZ2FIT LA v FBHIBRENTH T —Z _N— 2 ZE D £
R

Prime Infrastructure 7> 5 A1 v F#HIFRT 5121%, WOTFNEEFITLET,

ATv 71 [ZE (Configuration) |>[Y kT—% (Network) |>[+Y b T—% T/ X (Network Devices) |>[T
INA R B AT (DeviceType) |>[RA v FEKU/\T (Switchesand Hubs) | %R L T, HIBRT 5 AA v
FORIC DT = IRy I A% ) v 7 LET,

ATw 72 [Deletel #27 U 7 LET,
ATYT3 [OK] &7 Vw7 LT, HIBREFITLET,

EENEYD
A2A T DBM (185 =—)

Bl : BRI SATUoRDARAYF 5w T & Syslog DERTE

& D Cisco 10S OFREBITIL. Z D Cisco IOS A A v FHEREN MAC @& HIZ SNMP ~ T v 7
% AA » F 5 Prime Infrastructure Y — NZHEET 5 HEEZ R LET 802.1x 7 74T bD

5a)

o

snmp-server enable traps mac-notification change move threshold

snmp-server host<IP address of Prime Infrastructure server> version 2c <community-string>
mac-notification

mac address-table notification change interval 5

mac address-table notification change history-size 10

mac address-table notification change

J4v LR F120EE |
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B 5 105 26/ L1 catalyst X 1 v F O Syslog EE DT

interface <interface>

description non-identity clients

switchport access vlan <VLAN ID>

switchport mode access

snmp trap mac-notification change added <- interface level config for MAC Notification

snmp trap mac-notification change removed <- interface level config for MAC Notification

debug 2~ RIFRD LBV T,

debug snmp packets

show <> RiZkD LB Y CT9,

show mac address-table notification change

FEAMIZ OUWTCIE,  [Catalyst 4500 Series Switch Cisco I0S Software Configuration Guidel] % 2/ L
TLEENY,

{5 : 10S Z{F A L 1= Catalyst X 1 v F @ Syslog 53k D% E

syslog BXE I, syslog A v & — % Catalyst 2 » F 7> 5 Prime Infrastructure %—/NIHRE L E
o ZORBEIZID 7 T4 7 > FOBRHICHEA S E T, RO CiscolOS DRERIL, 2 D Cisco
I0S A A » F )8 syslog A v E— % Catalyst A » F7)>5 Prime Infrastructure Y-— /N ZHRE T
LHEERLTONET,

archive
log config
notify syslog contenttype plaintext
logging facility auth
logging <IP address of Prime Infrastructure server>

FEAMIZ OV CiE,  [Catalyst 3750 Software Configuration Guide] ZZ MR L T 72 &0,

Cisco Prime Infrastructure T® Cisco OfficeExtend AP O {¥ FH

OfficeExtend 7 7 E A RA » MME, VE—bnr—varTarhua—I9n67 7R KA
VORI EEREEL, A ¥ —2y PEEUTREO WLAN 2B 0 EIZ Y —
LAVAHBELET, =L AT 4 ATOT LY —h—DT I ARY T R F, AtbA 7 1 A
TOZ I AR RAEFESTLKFELTYT, 7/7EBARA L M ar ha—7 OO Datagram
Transport Layer Security (DTLS; 7 —# 7 7 A N7 AR—KMNagtX= V7 1) IZXDHEEk
X, TRTCOBEOEF 2 VT 4 Zhem LMW LET,

] 25-1 205774.jpg |=. HI72 OfficeExtend 7 7 & A A v h OB EE R LET,

OfficeExtend 7 7 ¥ A iR A > NI, M—F Fi2idxy NT—2 7 KL AZH (NAT) ZMiHT
LEDMD T — N oA TN A% THET 2 X OREFFEHTVET, NATIZLY, L—
B EDT A RFIA v H—Fy b OXTVwr) EEAFXY NT—2 (FF7A4_—}) MO
T—Vx e LTEETE, ZHICEY, a2 Ba—FDIN—T2KZH—-DIPT R

DALY LR FTINA RADEFE



http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/12-2/31sg/configuration/guide/conf/swadmin.html
http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst3750/software/release/12-2_55_se/configuration/guide/scg3750/sw8021x.html
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AP &> kO

AP Lo bO—SHDY Lo ERET BEo0Y o EE0RE [

ALTHZENRTEET, arba—F VU —260 Tk, H—0O NAT 734 2D %7 Tl
H—® OfficeExtend 7 7 B A RA > FOL %z BB A HETT,

R ) ClL. WPLUS 7 A4 B RIZ XV Cisco5500 > U —AD a2 kv —F | ZH X #u7= Cisco
Aironet 1130 >V —XB I 1140 >V —RADT 7 v A RA » FiZ1T % OfficeExtend 7 7 & &
RALRELTRETEET,

T AT IF—ME, TI7EBARL L I HD CAPWAP 2T 5 + 57 v 7 AT 5
FOBRESINTWDOIMENRSHY 9, UDPAR— b 5246 BL 5247 BREHTHY, 77 &R
A IR ar br—FZjoin TERWEIIZT LAREMDH 2T NA ALY 7 ey 7
SNTNWRNZ EZfER LTSN,

OfficeExtend 7 7 B A RA » DT A B AZFEANT HRIC, WPlus 74 &£ A735500 U —
Xay ha—JA VA= NLENTWEZ EEHERLTLLEIV, T4 BVADA VA F—
N, 1130 ) —RF 72121140 > U — X 7 7 & A KA kT OfficeExtend & — R & 227
HIENRTEET,

FARV—=T 4 VT VAT ADY T N =T IZE - TT 7R KA MR EEIFITHRE S,
Cisco Prime Infrastructure 7 — &% X—ZANOREfFD = > kv — FZEFEfHT 5415 & Cisco Prime
Infrastructure 7 — # X— R BN E N E T,

—SEDY LI ENETBEHDY LV BEDRE

ay he—I TV IRBIEERELT, T7R8ARSA VP BIOary he—T0M0) 7 %
FHlICE£d, ZOREIX, 2 hr—JIlERINTTXTOT 7 EA RS FTHEHATE
FT A, KR, U7 OEENMRO D, FHEMEO Y WAN #2580 "I REMEDS & % FlexConnect
TR ARA L NTHRLLET,

U BRI, BiiE— RO FlexConnect 7 7 B A RA V FTCOHLYR—FEINET, A Z
K7 v F— ROD FlexConnect 7 7 B A ARA o MIVAR—FEINEHA,

VU ZBIEL, T7B8A RS Ehbariie—7, BIXOariae—In67 78X KA
v MZBITFH CAPWAP N— R — K Xy N (ma—ZRBIWIRE) 077 Rh) v
Bzt =%L%£d, ZOFML. *y hv—27 Vo 7HEBIOa Y Fo—F OUERATRIC
FoTHRRVET, T7BARA L MI, 3y bo—F9~DOREza—ERBLIP®a ba—
TMOZETHTa—NEE A LAZ TG LET, T EARA V MEIZ DT VX I
HEUVATLADT YRR o TEHE L Cary bar—JEELET, 77 B8ARA ML,
30OT 7N MR CTaYy hr—FC—tE— K Xy FEEELET,

Vo 7BIEET 7 BEARAL L e ary ha—5f O CAPWAP JEERRIZEHE LET, v B
U — 7 BAERC ping B IEEHI L 8 AL

aryhe—Z12ky, BUEOT U N MY v 7B L ORI RRES L ORET U B b
Uy TRRINFR ENE T, KRERIORERFHEITZa Y b o= B38/EL TWHIRY #ER S
. 77 LTHEBTLZIELTEET,

U7 BIEERET DT, UTFDORT v TV ET,

J4v LR F120EE |
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ATv 71 [RE (Configuration) |>[+v kT—% (Network) |>[®*vY kT—% T/34 X (Network Devices) |>[T
INA R B4 T (Device Type) |> [#iSE AP (Unified AP) | &R L, T34 24 %7V v 7 LET,

AT w72 [EnableLinkLatency] 7= v 7 R 7 ZAZBRL T, ZOT 7 BARAL Y DU v T BIEZEHFINT DD,
FRIFEPRERR L C, ma— S8R EBILIT 78R RS v I aryiae—Jic7 v KM v 7R %
EELRVWESICLEYS, 7740 MERA T T,

ATY T3 [RTFE (Save) 122 YV v/ LTEEARERIFELET,

U7 BEORERIZ, [V v 7 IEBIEE B NZT 5 (Enable Link Latency) | T = v 7 Ry 7 AD FIZRREN
e

1. [BE (Current) |: 77 A RA L Mpbarbe—7 BRUParybme—=9nhb7 78R KA b
DD CAPWAP /~— hbE— |k X7y "OBUED T 7 K MY v 7§ (X URDEALD)

2. [H&/h Minimum) ]: U 7 BENENI o720, £V By FENTZDIZELD, 7718 A
A Ibaryiie—7, BXORaryrbag—9Mh67 78 A KR, MOMO CAPWAP /~— F E—
Xy NOFEEBET 7 R MY v 7R (2 UREAND |

3. [K Maximum) ]: V> ZBIENFEN o720 3V Yy hENEEDIZELS, 778 A
RA v Ehbarvie—7, BXOarte—9n67 278X KA MDD CAPWAP /~— h E—
Mgy NOREZ DY RN v 7R (UL

ATYTE ZOT IV EARSL v rDary bu—TF EOBTE, R/, BRORKO Y 7 BERG A7 U 73 21213,
[V 7EILEDY v b (ResetLinkLatency) 122 V7 LE9, [Minimum] 7 ¢ —/L K3 X U [Maximum]
74—V RIZHEF SN MEHERD R RS NET,

A=774 FAP DEE

[%7E (Configuration) |>[v bT—% (Network) |> [V FT—% T/84 X (Network
Devices) | > [T/ 31 R 24 7 (Device Type) | > [#i&E! AP (Unified AP) | X— V%A L
T, AT 78 A KA "eRRL, RETEET,

ATv 71 [RE (Configuration) |>[Fv kT—% (Network) |>[+Y kT—% FT/34 X (Network Devices) | % i
R, EZW{O [T /34 A7 NV—7 (Device Groups) ] * ==a—05 [T/NA RHZ A4 7 (Device Type) |>[7
AL RO FO—5 (Wireless Controller) | 3% L £,

RTYT2 HATHIPT RV A%7 ) v 7 LTRONTA—=Z e RKRLET,
*[APName] : 77 EARA U "E 27 Vw7 LT, T7EARA L FOFFEMA TR REIITRELE T,
o [R— R MR MAC (Base Radio MAC) ]
« [BELAT—HZ A (Admin Status) ]

* [AP E— I (AP Mode) ]

B o YLRTFRAROEE
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A=T 74 K 7O 2R KA L T Sniffer EEEEMT B (AiroPeek) [}

e V7 b T N— g (Software Version)

[FT7A4~V ar hr—74 (Primary Controller Name) ]

ARTFVT3 TIVBARA L "B Vw7 LT, 77 BARA L FOFEMEFIAERIIRTELET, BRINAHESR
X, 778 A RS vOXA TS T TERRY 97,

A=T74 K79 RAKRA > kTSnifferge =HF3IZF 5 (AiroPeek)

TIBARLS Y N TA=T 7 HBEEZHEDNCLIESGE., FOT 7B ARA LV MIA=T7 7L L
THREL . FFET v 1L EOFTXTORT y b2 G LT, AiroPeek #E{T4 5V E—h <
VUNEELET, INOONT Y MR, A LARZ T EERE, Ny MY A XY
DIERPZENET,

A=T7 7 HERRIL, T2 Ty hOT a—REYR— 5, b= R3=F s ®Oxy T —
oMY 7 b =T Th D AiroPeek 2 ETT 2L G 2T AN/ 9, AiroPeek DFEMIL,
KD URL &M L T< 72 &V, www.wildpackets.com/products/airopeek/overview

L &HBHII
A=T 7 REREEENT DN, WROMEEEZTET L TEBLERDH Y £,

e JE— YA T, AT 7E—RTTI7EBARA LV NEZRELET, A=7 7 F— K
TT 78R RA L DEFRETDHECZONTL, BEEH] © [Web 22— A & —
T2 A AR LIZA=T 7 BE—RTDO AP ORE] #2ZR LT &N,

« Windows XP = 3> T AiroPeek /N\— 5 2,05 LI A A A h—)L LE T,

RO Al 7 7 A NEH T ra— KT 5HI21E, WildPackets D A T F 2 A AL /N—Th

LMERH Y E£F, RO URL 2L TIIZE 0,
https://wpdn.wildpackets.com/view_submission.php?id=30

e kDAl 77y A NE I —LFT,

* socket.dll 7 7 A /L% Plugins 7 #+ /L4 (C:\ProgramFiles\WildPackets\AiroPeek\Plugins 7
E) ~
« socketres.dll 7 7 A /L% PluginRes 7 # /L %
(C:\ProgramFiles\WildPackets\AiroPeek\1033\PluginRes 72 &) ~

BMELEYY
FTINA AD 80211 /3T A—HDFHRT (142 _—)

JE—k T2 TO AiroPeek R =7 7 DERTE
JE— h =T AiroPeek ZZXET DI, RO FIEEFZITLET,

J4v LR F120EE |
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ATYF1  AiroPeek 7 7V r—3 a3 &R LT, [V—/L (Tools) | # 7 C[A 7 a> (Options) |27 U7 L
ESc AN

ATwF2 [F7 a3 (Options) | X—VT[EY2—/LDHHT (Analysis Module) 1 %27V v 7 LET,

ATFY T3 R=VWNELEZV Y7 LT, [TR_XTEEHT S (Disable All) 1473 2@&RLET,

ATv T4 [Cisco V) E—h EY2—/ (Ciscoremote module) ]%% @217 T, AhicLEd, [OK]ZZ VU v/ LT
EHEERFELET,

ATYFT5  [HLF¥r7Fv¥ (Newcapture) 1547 Vw7 LT, [F¥ 7T+ A7 =3 (capture option) ] ~<—
AR RLET,

AT9T6 THTHES2—NDIUARNNLYE—h Cisco 7 ¥ 7 ¥R LET,

ATy 7T BELT HILWIE—RNTETE AT a v EGAO0FET, #7070 v 7 LTHRR—V 2
FRENDTHFARN Ry 7 ZA4RTZASI LT, [IPT KL A (IPaddress) 14ic=ay b —F&HLA
=Tz A AP EATJLET,

ATvF8 [OK] %227 Vv 7 LET, HrLWTHXTEZNY E— |k Cisco 7 X4 7 XIBMENET,
ATYT9 TIRVARAL MM LTUE— hD airopeek v 7 F ¥ HOBMT ¥ 7 X 2 84R L £,

ATV T [Fv¥ 7T ¥ (capture) | X—TCT[V 7 v b Fv7F v DBRLE (start socket capture) ] %27 U v 7 LT,
VE—h F¥7F v Tub A& LET,

AT9TN arha—JOCLINLT 7R KA MEEEIL T, configap mode sniffer ap-name =~ K& AJj L
TA=77 E— FIZRELET,

TIHARL L IMNYT—K L, A=T 7 F— RTT7 v REICRY 5,

Cisco Prime Infrastructure Z{EfH L ~X =77 E— K T®D AP DXF

Web 2—W S X —T 2 ZAEHHALTA=y 77 T— RN TAP ZRETHIZX. ROFIE
ZFEITLET,

ATv 1 [RE (Configuration) | >[Rv kT—% (Network) |> [y kT—%5 T/84 X (Network Devices) | %
BIL, [AP4 (APName) [FOHEE%Z 7Y v 7 LTIZOX—VIZBE#HLET,

RATY 72 [General] 7 V—7 Ry 7 2T, Fay 7 Xy A RNEMHLTAPE— K% [Sniffer] IZ5%E L. [Apply]
7V v 7 LET,

ATy T3 [EHA X —T A A (RadioInterfaces) ] 7/ —7" KR v 7 AD [7 1 k= (Protocol) 1% TFr k=L
(802.112/802.11b/g) #27 U v 27 LET, ZHIZE> T, REX—VDBRAE LT,

AT Tl A=T57 RI A= EFLRTDHIIL, [A=T7 (Sniff) | F=v IRy 7 AeHF N LET, A=T 74
BF ¥ 2NV EBBIRL, — (AiroPeek NETENTWAB U E—F~T ) ODIPT KL AZAALET,

ATY TS {77 (Save) |27 U v 27 LT, ZENEERFELET,

B o YLRTFRAROEE
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AP T ) Flex+Bridge €— R0 &AM [

AP T® Flex+Bridge E— FDH %t

AP T Flex+Bridge E— FZ G202 H1TiE, ROFIAEZFEITLET,

ATv 71 [RE (Configuration) |>[T > 7L —k (Templates) ]|> [Lightweight7 2 £ X7R4 > k (Lightweight
Access Points) | DJEIZZ VU v 7 LET,

ATvT2 BETLAPT T L—bE227 Vw7350, FilLnwrr7L—bhaBMLET,

AT 9 T3 [AP/RT A—% (AP Parameters) | ¥ 7% 7 U v 27 L, [APE—FK (APMode) | F = v 7Ry 7 ZA%&F T
L/iﬁ‘o

ATY T4 Koy FZ 7 U ARG [Flex+Bridge] ##IR L, [{#7F (Save) 1227V v 27 LET,
« AP £— R % Flex+Bridge |Z % 7213 Flex+Bridge 7> 581 0 B 2 2854, AP IXFHEE L £,

* Flex+Bridge E— FILAPIIE 5t KO AP X ERHIEZ P AR— ML TR LT, HHEAPO T = — /LA —
N=FMOHZEYR—FLET,

s [FlexConnect] # 7E LW [A v = (Mesh) | ¥ 7 TITONZEEIZ, AP E— RE2AETH L7 mE
VamrZENReNET, £3 AP E— K% Flex+Bridge E— FIZZEHE L, % D% T [FlexConnect]
ATEBLON[A Y= (Mesh) | THRNTA—FERETDHLERDH 77,

v hO—SREHEDEE

(a2 ha—Z0EME) X, 20 he—JTHABIAENTNDEINA TXAZE VT ¢ (HA)
TL—AU—JHELTVWET, /YL ARy hU—7 ar be—JDOEHEICLY, v
ND—=T DX T BALEHWTHZENTEES, WET—F727F ¥ TliE, 1 5O |
R—INT 7T 4 7TIREERD, L1 RO R —TFRNAF U NARIEL R T, R
VA aria—JF, TER—FE2HEHALCT 7747 a2 ba—J0O~ VA FRT=
ALET, MFoary be—J3EHA L X —TxAA ADIPT RLAZEDH, HUERELHL
HLET,

I hE—T DAL URAIREL LT 77 ¢ 7RER, RUERHIT S A EE T 31 Rk
BlF- (UDD) Toho, JLEMEBEEHEL (SKU) ([2X->TkE Y 4, JUE SKUUDI ZH>
aryho—J0F, BEISATKBITV Y b I8 RA2F 7530 bua—F X725
By BANIAZ UNAIRRETT, Kfeh v b TA U A EFEOoa L ba—J0gA, a2 b
O—F0NT 7T 4 TIRETH D), AZUAARETHINETFEHTRETE E7,

Cisco Prime Infrastructure 1Z, 727 B A RA  FDAT— F 7V AA v F A4 —s3— ( TAPSSO|
BN H) AP E—RFLTWVET, APSSOICLY ., I ha—F DAL v FF—"—NF4
LTHAP By v a UREOFEFEMFFINET, 2 ba—T DOILEMOFEMIZ OV TR,
BEEE ] @ (VA4 Y L ATNEMEORE] 22 L TS,

J4v LR F120EE |
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B #e0500 F0—5 288 5700 Cisco Adaptive wIPS DR E

o ha—FOEMIL, Cisco Prime Infrastructure V— 3D & 7 o X A K& BB 5 72O f#
F &% Cisco Prime Infrastructure HA 7 L— AT — 27 LI CWET 23, BEOE O T, ZEH
WZoWTiE, B#HER] @ g 7L TV T 4 ORE] 22 L T ESN,

FEANZ DWW TIX,  [Cisco Prime Infrastructire Administrator Guide] #ZM L TL 72 &0y,

GE)

WLCHADMESLEN D & v —T DEENEN A T > a ATERC RV E, ETOXA LT
T REXF—TTIATOFBRITIIHAT— FRTCEHFH L CEECTCEETN, TOMOFRTE
EHET A3, HA ZENC L CHRET ALERL Y 7,

ZEN b bA—5ZRET 51=8H D Cisco Adaptive
wiPS D&% E

Cisco Prime Infrastructure [Z, 7’27 7 A V& L CU A ¥ L A BERERIEE 7120 T2

7 4 7129 % Cisco BT A ¥ L ZZ ARSI 2 27 2 (Cisco Adaptive wIPS £ 7213 wiPS) %

PAR—=FLTWVET,

Cisco Prime Infrastructure [ £, BAE X A 7', BHEL A7, BLO [#EHF) . MK | [#HFE |
(AR ZRED &S RISV THATER SN WIPS 707 7 A LD U X h &t L

9, IhooT7urrA I [ Z20EE] FHTZL 0, BERCEDE T RS~ A X

HZEHTEET, £L T, BN L7 Mobility Services Engine & 2> ha—Z (2707 7 A )b

WA TEET,

Cisco Adaptive wIPS /& Cisco Prime Infrastructure /X—7 ¢ ¥ 3 3 EIEEEZ AR — F LT\ EH

/Vo

FEHIZ DWW T, [Cisco Wireless Intrusion Prevention System Configuration Guide] %2 L T<

7230,

EErEYD
wIPS 7’0 7 7 A L DFIR ( )
wIPS 7’1 7 7 A L DIEN ( )
wIPS 7’1 7 7 A L Ot (196 ~<—2)
wIPS 7' 7 7 A LD ( )
wIPS 7’1 7 7 A L DHIER  ( )

wiPS 7B 7 74 JLDRTR

Prime Infrastructure @ [wIPS 7’2 7 7 A /L U Xk (wIPS Profiles List) ] ~— 76 wiPS 7' 12
TrAMIT 7 REATEET, ZOXR=U TR, SHEDO WIPS 7’0 7 7 A V&2 KR, Mk, 1
ML HIBRLIZY LW WwIPS 70 7 7 A VB LT T Z LR TEET,

B o YLRTFRAROEE


http://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1-5/administrator/guide/PIAdminBook/config_HA.html
http://www.cisco.com/c/en/us/td/docs/wireless/mse/3350/7-4/wIPS_Configuration/Guide/7_4_MSE_wIPS/7_4_MSE_wIPS_appendix_01100.html
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wips 7077 4 LoEm [

[—E X (Services) |>[EE T «4H—ERX (Mobility Services) |>[wIPSZH 7 7 A JL (WIPS Profiles) |
DIEIZE IR L EF, [wWIPSProfilesList] ICHAED WIPS 7 7 7 A AN —BER/RINET, ZDU R ML,
BEFOT 07 7 A VT EICROIERDFERINET,

[ 7 7 A4 (Profile Name) ]: wIPS 710 7 7 A /L D2 —HiE

wIPS 700 7 7 A N EFRETIIRET HI121%, [Profile Name] #27 U v 27 L£9, =Dk, [EI#IE
H] @ [WIPS 7u 7 7 A LOMRE] OFIEAZFITLET,

s [Profile ID] : 7’12 7 7 A LD EH AT,

e[X—=T a3y (Version) |: 7R 77 A )VDN—T =

« @A & TWVWD MSE (MSE(s) Applied To) 1: 207 1 7 7 A /LA 1TV % Mobility Services
Engine (MSE) O#&ZR~LET, MSEEEZZ Uy 7 325&, a7 7 A LOEID Y TOFMNTRS
ET,

s[BEH I TWDa ha—F (Controller(s) AppliedTo) |: 2O 7B 7 7 A /REH I TNDH I b
D= OEERLET, arbe—IF 527 Vv s 35L&, TuT A OF Y TOFEMMAEER
SNET,

BENE YD
wIPS 711 7 7 A L DENM (195 ~—)
wIPS 70 7 7 A VDR (196 _—)
wIPS 7'v 7 7 A VDM (198 <X—)
wiIPS 71 7 7 A L DOHIE (199 _2—3)
SSID 7 v—7 DRk (199 ~—)

wiPS 787 74 JLMDEM

T7HNE T T ANVERITBEREFALADOT a7 7 AV EFH LT, #H LW wIPS 71
T ANVEERTEET,

AT 71 [Services] > [Mobility Services] > [WIPS Profiles] &R L £ 9,

ATv T2 [~ FOEIR (Selecta Command) |1>[7' 17 7 A /LDIEM (Add Profile) 1> [£4T (Go) ] DINEIZEIR
L/iﬁ—o

AT9 T3 [Ty AN T X —% (Profile Parameters) ]X— D [ 17 7 A /L4 (Profile Name) |7 % A h AR
JAZTR Ty A NGB EATILET,

RTY T8 Fay 7 Xy VAN, S TIEREFEADOT AT 7 A NVERRT 50, [T 74/~ (Default) | %
BIRLET, EREALDOT BT 7 A MIFROBEONRH D £,

* [#F (Education) ]
* [EnterpriseBest]

* [EnterpriseRogue]

J4v LR F120EE |
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* [4:f (Financial) ]

* [[E¥# (HealthCare) ]

* [HotSpotOpen]

* [Hotspot8021x]

« [# (Military) ]

« /178 (Retail) ]

«[F b — K =2 — (Tradeshow) ]

o [V =T /N7 A (Warechouse) ]

RATYTS WaE7Uvr LET,

cAEFBIOEIY Y TEITOTICWIPS 7 7 7 A VERIFT D581, [fR7F (Save) 1227V v 7 LE
T, Ta 7y ANET e T4 A MIFERENET, B THREBLOE D Y TEITHIHAIL.
BIHEIEE | @ IWIPS 707 7 A NN~DT 7' A OB TT e 77 A WIT 78 ATEE
7,

e 7T 7 A NVERF L TCHELEMmME L. Mobility Services Engine & =1 > k12— Z 2HI| Y 4T HHAIT.
[RIFERB L OWREE (SaveandEdit) |27V v 7 LET, B OWTIE, TEE#EIAEH] @ [wIPS 71
77 ANOME] B TIEE W,

EErEYY
BN S 3 b u—F BR#ET 5 72 O Cisco Adaptive wIPS D% E (194 =—3)
wIPS 70 7 7 A L DFER (194 =—)
wIPS 7’1 7 7 A LDt (196 ~—2)

wiPS 707 7 1 L DiRESE
WIPS 70 7 7 A v 2T 4 Z el T 5L, WONEEZGLT 07 7 A VOFFMERETE £
T
*SSID Z v =7 : wIPS 7’0t 7 7 A /L& 19 % SSID 7 v — 7 2 IR L £7,
o [FVU —D@%E (Policyinclusion) |: 7B 77 A WMIEH LRI —ZRELET,
o [ARY T — LULERE (Policy level settings) ]: L & VME, EKEE, WAIOHE, ACL/SSID
IN—TIE TuT s ANMIEENDLIHRY) V= ORELITVET,
«[MSE/z> hwu—F 7Y r—3/ =3 > (MSE/controller applications) |: 7’1 7 7 A /L% i
HTH5MSERB LN ar he—J 2 RIRLET,

ATV T WOFETWIPS a7 7 ANV =F 4 2T 7 EALET,
cHLWwIPS 7'r 7 7 A VAEER L, [Saveand Edit] #7 V v 27 LET,

B o YLRTFRAROEE
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ATy T2
ATvT3
ATy T4

ATy TH

wips 7077 1 LotEE |

« [H—E X (Services) |>[EE )T« H—E X (Mobility Services) | > [wIPS 7O 77 1)L (WIPS
Profiles) | #3#IRN L., fETH WIPS a7 7 A LDT a7y A NL%E 7 ) v 7 LET,

Prime Infrastructure (Z [SSID 7 /L—=" U X k (SSID Group List) ] X— Y BERINET, ZDO—
ZEH LT, BIEDSSID 7 v — 7 OfatEis KOHIER, £7213H LW AL —7OBMEITH ZENTE
£7, SSID V=T D7 u—rL YR MpGEIRT 5 2 L TEET, FEICOWTIE, TEEE
H| @ [SSID Z'/L—7& wiPS 71 7 7 A LOB#AFT | 2B LT ZEW,

wIPS 7’11 7 7 A JVICEEAT T 5 SSID 7 v— 7 28R L, [fR1F (Save) 1227V v 27 LET,
[K~ (Next) 227 Vv 27 LET, [T 77 ANE&E (Profile Configuration) | ~— I NERINET,
[R Y > —DEFR (SelectPolicy) 1A DRV > —Y U —7T, BHEOT 07 7 A )V THNE 2T
LRV —DF = IRy I A%F NI LET,
HMT AT T UFERIIRY - DF 2y IRy I AT NCT B E T, T T UFRIREIIEB DR
Vo —% G EITEHICTEET,
T 74 R T, TRTORY —PRBRENTNET,
[7'v 7 7 ANiE (Profile Configuration) | X—C, filx DAY o —% 27V v/ LTHRY —ORBZE
ALY, BIEEORY = V= AREEZRTNELIFEE LY LET, ERY O—TCROA T > a o &ff
HATxET,
cGEI (Add) ]1: ZDOFRY —IZH LvWLb— v Z2 BT A1, B (Add) 1227V v 27 LTIARY
— L—)LiR7E (Policy Rule Configuration) | <— 27 7 A LET,
o [ffE (Bdit) 1: ZONA— VOREEMET DL, ELTHIL—NDTF v IRy 7 A%F L,
[fmfe (Edit) 1227 U v 27 LT[RV — —/Li%E (Policy Rule Configuration) |-X—Z7 7 AL
i‘g—o

« [HIER (Delete) |: HIBRT HNA—NDF v 7Ry I A%A AL, [HIFE (Delete) 1227 U7 LE
9, [OK] %227V v 7 LCHIBRZFEITLET,

1 OUEDORY = V= RN FETHMERH Y FT, UARA NI L DLDRWEES, TORY v—
JL—IUITHIBRCE £/ A,

o [LICBE) (MoveUP) 1: VA MNTLEIZBEITANLN—NLDF v IRy 7 A4 LET, [LI
#&E) MoveUP) 127 U v 7 LET,

« [FIZBH) (MoveDOWN) ]: VA MATRNICBEITOL—NDF =y IRy 7 A%F A LET, [F
\ZB#E) (Move DOWN) %7V v 7 LET,

RY — LUV TROREZRIT) ZEMTEET,
« [LXVWME (Threshold) | (T XTORY v —IZASNHDITTHEH Y EFHA) BRLIZAY >—

WCEEEM TN LEVEERIZEREZRLET, RUT—OLEVWMEIZETAE, 7T —L2N Y
H—EINET,

TRTORY =212 EDOLEVEREEN TV DMENH D720, BEHERRT A YL A Xy b
U— 7 ORFEICE ST, FERYV =T 74V PO LEWVENERZE SN TWET,

LEWVMEL 7Y aid, EBIRLERY =G U TREAR D F97,

J4v LR F120EE |
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ATvT6
ATy T1
ATvT8

ATvT9

Cisco Adaptive WIPS DoS B L NEF 2 V7 4 XR b —va VIRENLOT 77— A%, BX=2U T+

7’7“—Ak LCHfEsnET, _W‘o@ﬁzﬂ@ﬁ%% [E¥=VU7 4 ¥~V — (Security Summary) ]
WZHET, ZOX=VIZT 7B AT HITE, [E=4 (Monitor) |>[EF =Y T ¢ (Security) ]

UDHLEK‘E?R LET, wiPS DB EX [’%E‘Ziﬁi(ﬁ&%’é (Threats and Attacks) |27 > 3 2H Y £9,

s [ERE (Severity) |: BIRL7ZAY O—OEKREZRLET, /NTA—F L LTIE, [EKX (critical) ].
[RPE KN (major) ]. [1H#H (info) . BILO[EE (waming) |03HV ET, ZDO7 4 —/L ROMEIX
TJAFXY LA Ry NU—=Z IR L TEDLY £9°,

* [Notification] : BIEIZBIEAS T S 7@ O Z /R L4,

* [ACL/SSID 7' /L—=7" (ACL/SSID Group) |: Z ORBEAEH 415 ACL £721% SSID 7/ /L —7" %R L
i—a—o

BIRSNIZ I N—TIZH L TCORRY =R S vET,

T Ty ANERENTET Leb, [IRfF (Save) 127 Vv 7 LTEENEEZ T 0T 7 A VITRIELET,
[K~ (Next) 227 Vv 73 5&[MSE/m2 hr—7 (MSE/Controller(s)) | ~—YNERRINET,
(w77 A 1OiEM (Apply Profile) ] ~— T, BUEOT w7 7 A VEABEMNTHMSE L br—F0
Tz IRy I Aed AT LET,

BIRNBFET L7en, EAH (Apply) 127V v 27 LTHEDOT 0 7 7 A VEEIRLIZMSE L2 ha—7
WA L ET,

HLLIER L7774 V& [Ta 7740 U AR (Profile List) | X—Y b EBEHATLZEH T
£9, [BEEE] © IwWIPS 77 7 A VOiEH] 22U TS0,

EErEYY
BN D 2 ha— T 2 R#ET D 72O Cisco Adaptive wIPS DR E (194 ~<—)
wIPS 7’1 7 7 A VDR (194 X—)
wIPS 71 7 7 A L DJEM (198 =—)
wIPS 71 7 7 A L DOHIE (199 ~—2)
SSID 7' /v —7"DAERL (199 ~—2)

wiPS 707 74 )LDiE A

ATv I

ATvT2 #E

ATvT3

ATv74

[Services] > [Mobility Services] > [wIPS Profiles] DNEIZEIN L F 7,
AT DwWIPS 7a 7 7 A NVDF =y IRy 7 A A LET,

[~ ROER (SelectaCommand) [>[7'v 7 7 A /LDiEH (Apply Profile) 1>[FE1T (Go) ] DNEIZEER
LET,

717 7 A V%3 3% Mobility Services Engine & > b —F ZRINL £,

LT m 77 A NOE) G THRBELEDE Y B TLRRLGE. 707 7 A VEROARTTHRET D &9
RKOBNET,

B o YLRTFRAROEE
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wips 7077 14 Lotk [

ATv TS5 [Applyl 27 Vv 27 LET,

BEREY Y
B D 2 b —T 2 AR#ET 5 72O Cisco Adaptive wIPS DR E (194 ~<—)
SSID 7' /v—7"DAERL (199 ~—2)

wiPS 787 7 4 JLD AR

MSE & oy ha—FICHBEBEHA SN TWS e 7 7 A VTHIRTE 8 A,

ATvT1 [H—EX (Services) |>[EE U T 4 HY—EZX (Mobility Services) |>[wIPSZH 7 7 A JL (WIPS Profiles) |
DNEITEIR L £,

ATFv T2 HIBTDHWIPS 707 7 A NDF 2w IRy 7 A% A AT LET,

ATv 73 A< FMDER (Selecta Command) |>[TA T 7 A IILDHEIEE (Delete Profile) |>[E1T (Go) | R L
i‘j‘o

AT T4 [OK] %7V 7 LCHIBREETLET,

BErEYY
BN ho—T #5729 O Cisco Adaptive wIPS DF%E (194 2—2)
wIPS 7’12 7 7 A )L DB (195 ~X—)
wIPS 7’11 7 7 A L Dffte (196 ~2—)
wIPS 71 7 7 A L DJEM (198 =—)

SSID 7' )L—T & wiIPS 70 7 7 A JLOREESRT T
SSID (Service SetIDentifier) (. 802.11 (Wi-Fi) %> hU— 27 Z§RIId 2 h—27 o F/-1TF%—
T9, 802.11 *v MU —ZIZ&MNT HI21E SSID N MLEEIZ/Z2 D £97,

SSID % wiIPS 7' 11 7 7 A JUIZ AT 5 1Ti%, SSID % SSID 7 /V— 2B L T, %@ SSID
T N—"TF% wIPS 71 7 7 A U BEAT T £ T,
MENEY Y

BN S a3y ha—T RS 572 D Cisco Adaptive wIPS DFRE (194 ~—)

wIPS 7’11 7 7 A )L DHIR (199 ~—)

SSID 7 /L—7 DR (199 ~—2)

SSID 7 v —7' D% (200 ~—3)

SSID ¥ IL— T DR

ATvT1 [H—EX (Services) |>[EE U T 4 H—EZX (Mobility Services) |>[wIPSZH 27 7 A JL (WIPS Profiles) |
DNEIZEIR L E T,

J4v LR F120EE |
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ATYT2 VTN OWIPS Fu 7y A DT a Ty AN ET Y v LET, Prime Infrastructure (2 SSID 7 /L—7
VDAL TN—TNRRENET,

ATv 73 A7 FD#EIR (SelectaCommand) |>[F/)L—TDiEM (Add Groups) ]>[EFT (Go) | ZEINL £,

ATV T4 XA Ry AZSSID S N—T4E AN LET,

ATw 75 [SSID U A K (SSIDList) ] 7 &k AR 7 2|2 SSID # AN LE9, #%D SSID # AN+ 5121, %
SSID DZIZEATE ANLE T,

ATv7T6 [Save] 7 Vv 7 LET,

BENEYD
BRI b —T ZURi#ET 5729 O Cisco Adaptive wIPS D% E (194 =X—)
SSID 7' )v—=7"& wIPS 7’10 7 7 A LD BEAF I (199 X—2)

SSID 4 IL— T DiF&E

ATy T1 [H—EX (Services) |>[EE U T« H—EZX (Mobility Services) |>[wIPSZH 7 7 41 JL (WIPS Profiles) |
DNEITEIR L £,

ATYT2 VTN DOWIPS Fu 7y A NDT a7y A N4 ET D v 7 LET, Prime Infrastructure (2 SSID 7 /L—7
VAL TN—TRRRINET,

ATY T3 WETHSSID VNVN—FDF v IRy 7 A A AT LET,

ATy 74 [A7T 2 FOEIR (SelectaCommand) |>[FIL—TD#wRE (Edit Group) |>[EFT (Go) | ZEIRL F,

AT 75 [SSID Group Name] & 7213 [SSID List] (L E /R A F &Nz £,

AT9 76 [Save] 7 Vv 7 LET,

BErEY Y
BN D 2 b — T AR#ET 5 72O Cisco Adaptive wIPS DR E (194 ~<—)
wiIPS 710 7 7 A LD FER (194 _—)

SSID 7' )L— T DAk

ATY 1 [H—EZX (Services) |>[EE )T 1Y —EX (Mobility Services) |>[wIPSZTH 7 7 A JL (WIPS Profiles) |
DNEIZEIR L FE T,

ATYT2 VTN DOWIPS T Ty A NDTaT A NEE T ) w7 LET, Prime Infrastructure (2 SSID 7 /L—7
YRETN—TRERINET,

ATY T3 HIET B SSID S NV—TDF =y IRy I AEF AT LET,

ATy 74 [AT2 FOER (Select a Command) |>[F/)L— T DHEIER (Delete Group) |>[3E1T (Go) | ZRIRL £
7

AT9TS [OK] %27V 7 LCHIBREFEITLET,

B o YLRTFRAROEE
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MSE H—/\

mse 4—osaatoze [

BErEY S
BN D L v u—F B{Ri#ET B 729D Cisco Adaptive wIPS D% E (194 =X—7)
wIPS 7’1 7 7 A )LD (194 X—2)
wIPS 70 7 7 A L OfF&E (196 ~—)

DE ] AEDETE
Cisco Prime Infrastructure ZfEfH LT, MSE /"1 74 Z U7 ¢ (HA) NFRE S 47z Cisco
EFEVT 4P —ERAT LV (MSE) 7R3 ATV U TEBIWERT L ENTEET,
ZOHEEBHEE A OFELTHECOWTE, Fred [BE#EE ] 22 LTSN,
BErEY Y

MSE HA =D 7 = — /LA —"—L T =2 — Ly 7 (201 <—)

MSE HA #— DRk (202 ~<—2)

TIA <V BLOELZ U MSEHA — 2T 55 OFR R (203 X—)

MSE #—/ 0D HA A7 —H ZADFE R (204 ~2—)

MSEHA OF#) 7 = — A —N—F 7 Z 72—y 7D b ) H— (205 2—)

MSE 4= _RTOHBHA 7 = — A —_R—=BILNT =— /"y 7 OFFE (205 ~<—)

MSEHA Y —/\OD 7z —I)LA—/\—¢Tz—ILNY D

MSEHA X, 77 A~V MSEIZ[EENFEAL THMSEV—ERIZ5|&fEx T /7 8ATEDS &
T DIDDORETT, EH XU MSENRT T A~V MSEDT —H D547 2 B — & {RFF
LT, N7 o7 LTHELET, ~NRAE=FZBIN IN—F =k OFatARTS
TA=V LD FYOEITEITEND Z LT, HY—NTHEVOREZFICIRETE £
7

7T A<V MSE CHENEATLHE, LT DL FYMSE~D [T x—)LA—_—] 8K
H—ENFET, Prime Infrastructure i£, 774~V ORMENFERTDHET, 774~V Tidi
<EHHFIVDOEEY T 4 Y—EREHEHALET,

TIA=INBNEIRTEE [Tx2—A Ry 7] BRI T—ENET, T4~ U MSE ([ZHIfE
REN, 72— A—_"—Dxy hT—7 OIRBEICET AT —2 0Nt ZY MSE 6
FA=VIEREINET,

MSEHA %€ 256, HEEZIZFEHO LB LT 2 — A — =% F U H—9 5 )8R
TXFET, 72— ANy ZIZOWVWTHRERIEOBIRENR LY £,

MSEHA % FE) 7 = — VA — N—F L7 = — ARy ZIZHE LTEGEIE. 774~ VICHESE
DRAE LTS, P—EANEIHLEBICEEINAEKRT 7 -5 0T, ZNENOEE
a—HR NI T —FTH0ERH Y ET,

HE) 7 = — A —_—%1T9 L HICMSEHA R ETH L. *v NI —7EHEE|Z LD MSE
HADEHEOVEENAD LET, £/, B XV —"REBCES SN =0, £10
LW (F74 v ) T4~ OEERBHIN, 72— A —N"—DRERFR L o7z
RO E T DR AHIR SN £, MSEHARHEN 7 = — LNy ZIZRESNTWD

J4v LR F120EE |
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BA. VAT AII IS L EREEEND ping A v E—VE IO EEFICZETLIETT=—L
Ny & ) T—LFERA,
BMELEYY
MSE HA #— OfERk (202 ~<—)
MSE = RTOHBIHA 7 = — /LA —R_—BILORT7 =2— Xy 7 OFE (205 X—)
MSE #— D@ el {HEDORE (201 ~=—2)

MSE HA H— /D& Rk

MSE T, ZADNNA TRAFGEYT 45T 7T 4 76T DI, 1 5D MSE 3 — "N TFF A
U MSEF A 2L LTEMEL, BIO1 BRI XY MSE & LTEET AT Y 7 %1E
KT HMERNH Y F9,

X7 YT TELDIL, IROIRFED MSE T /34 ZADI T,

« IB3#IEH | @ [Configuring MSE High Availability] DFLEAIZHES T, MSE /A T XA 5
YT THEATEL X IBEUICRESINTND,
o [EHEIEHE] @ [PrimeInfrastructure ~0 MSE OB DOFRBAIZHE - T, Prime Infrastructure

IBMEN TS
[Z L& BHIIC
RT Y T BT DT, ROTFRDSLETT,

« 77 A<V MSE % — DT A A4,
-ﬁﬁyﬁ)kmE%—ﬂm?ﬂ4X%o:nm\u%K%@%TK?N4X%#\%—N
DTV TRHZEID B THH LWAENTI Y £,

-ﬁﬁ/&)MwHA%~A®m7FV%OHAmKMﬁﬂwﬂ% XE LTZBRIZE D 4T
72, HA~NLVA E=HXDIP T RLATY,

s B # Y MSEHA H— 30D /32T — K, HA FIIZ MSE Y — %% E LTZBEICEID 4T
7= Prime Infrastructure @ /XA U — R C9,

F7o, FEFELIZEFH 72— Ny 7 DO EL L5 TMSEHA VM — R ERET D0 E R D MEIN
HVET, A RTA o0 TE, TB#EIEH ] @ IMSEHADHEIB X OFHO 7 = —/b
F=R—= T 2= RNy J | BERLTLITEE,

ATvT1 [H—EZX (Services) |>[EE T4 H—EZX (MobilityServices) |>[EEU T4 H—EXIT P2 (Mobility
Services Engines) | OJHIZER L £, BEFO MSE DY X MIdRRSINLET,
AT9 T2 VAKNT, 7714~V MSEHA #— L LCEIVEXHE D MSE % Ao 7,

AT9F3 MSEVU A RD[EH > H Y H—,3 (Secondary Server) 15IZiE, NA (ZZ2% 27U v 7 LTRELTLE
1Y) (N/A (Click here to configure)) | W9 A vt —UNREFRINET, TV 7% 7Y 7 LT,
774~V MSE ® HA XEX—V TR LET,

ATV T8 4T DH74—NVKRIZ, BB XU MSEDT N, AL, ~VAE=HDIPT RLA, XU Prime
Infrastructure JB(E/SA U — R&Z AT LET,

B o YLRTFRAROEE
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IS4 BEURALTY MSEHA ¥ — < T pMmoxT [

ATYTE T2 LA —NR—BIONT 2=y DX A TE2EELET, [FTE (Manual) 1F7-1X[BE) (Automatic) ]
DNTNNEBRIRTEET,

ATY 6 [EFRMOT = — LA — —Fi (Long Failover Wait) | Z#f8E L £9, Zhix, 771 ~ U MSE OEEN
B ENTth, VAT LAPRHEN Y = — A —"—% N T —F 5 F TIZFHET 2K T, 7741
NI 10 BT, HKIT 120 T,

ATy FT [{R7E (Save) | %7V v 7 L%9, Prime Infrastructure I£. ZAL 5D MSE DT U o F 2R T 570
T haERRLET, [OK]Z27 Y v 7 LTHERLET,
Prime Infrastructure [X, <7 U 7 L RMZBHICETLES, b0 avX T, *y MU —7 4k
IECZ OO ERNIIGE U T, 58T ETITHR R0 DGEDRHV T, 2D ot RO MR
T 5121, [H—E R (Services) |>[EE U T4 —EX T2 (Mobility Services Engine) |> [V R T
L (System) |>[H—EXERIAM (Services High Availability) |>[HA X T—% X (HA Status) | % i34R
LET,

MELEYY
MSEHA — D7 =2 — )L A — =L T =2—LXy 7 (201 _X—)
MSE +—NTOHEIHA 7 = — VA — =B LR 7 = — LNy 7 DOFKE (205 2—)
MSE #— D@ el O E (201 ~—2)

T4 )ELUVEHH ) MSEHA H—/N\IZET HEFEMD R

ATvT1 [H—EZR (Services) |>[EE T4 H—EZX (MobilityServices) |>[EEU T4 H—EXIT P2 (Mobility
Services Engines) | DJEIZEN L F 9,
RATY T2 HART A—F 2 FRT 5 FIEFKRO LB TT,
« 774~V MSEHA %— DAL, [T /34 A4 (DeviceName) (5 TH— D4R 17 U v 7 LE
7T

o &% U MSEHA H— DA, [Secondary Server] | TH— DL HIZ7 Vv 7 LET,
Prime Infrastructure {2, ER L= —DEL VT 4 $—ERADHREX—TVNERINET,

AT9 73 MOV A RAN—=D A =2 —5 [HAGE (HA Configuration) ] 23R L £, [HAFE (HA
Configuration) | ~X— IR DIEWNFE R INE T,

[FTFA4~ Y ~/NA E=4IP (Primary Health Monitor IP) ]
s [BH XV T34 A4 (Secondary Device Name) ]

s B Z Y IPT KL A (Secondary IP Address)

s[BHH VU /XAT— K (Secondary Password) |

* Secondary Platform UDI

* Secondary Activation Status

J4v LR F120EE |
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o [7 = — A —s3— Z A7 (Failover Type) ]
« 7x— )y Z A7 (Failback Type)

* Long Failover Wait

EErEYY
MSE HA $— DR (202 ~<—2)
MSEHA DFF 7 = — LA —R_—F 237 ==y 7D F) H— (205 =)
MSE %—/30D HA A7 — X% ZADFER (204 ~X—)
MSE —_RTOHBEBHA 7 = — LA —R_R—BL VT = — Ay T OEE (205 X—)
MSE #— D@ af O E (201 ~=—2)

MSE -—/\D HA X 7—43 A D FTR

ATvT1 [H—EZX (Services) |>[EE T4 H—EZX (MobilityServices) |>[EEU T4 H—EXIT P2 (Mobility
Services Engines) | DJEIZEN L F 9,
ATV T2 HA AT —F A& FRT 2 HIEFTRO LY T,

« 774~V MSEHA %— DAL, [T 734 A4 (DeviceName) |5 TH— D417 U v 7 LE
R

o &% U MSEHA H— DA%, [Secondary Server] | TH— DL RTZ 7 Vv 7 LET,
Prime Infrastructure {2, R L7 —R_DOEL YU T 4 Y—ERADHREX—TVNERINET,

ATY T3 ERDOY A RNR—=DA=2—T[HA AT —H% A (HAStatus) | Z&IRL £, [BEOETHAMERAT —% 2
(Current High Availability Status) ] ~— 312, IROFRMNBRRSNET,

s [AT7—% A (Status) ]: MSEHA — 7 77 4 7 TIELL RSN TNDENE I D RRRINE

7
e [/»— hE— | (Heartbeats) ]: MSEHA ¥r— 33/ X— hF—t—FE— MEEEZHBRL TNDMNE
IMMMFEREINET,

«[F—#% LY r—3 3 (DataReplication) ]: MSEHA H— 38— hF—DF —F 2R L T 5
MEIPRRRINET,
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