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Vam IR T v FE T
LER L ET,
2.BERKEOENE T —DJkE | HkoRfiT=y s 7/ . |
é:ool/\\f‘\ 7 74"‘A /7*:7/]/ FALRFAE T g =S T
Juavra=r g aryih—x DY,
e ERRLEST, i
HITiE, RoOGEEE®RE & H
*7,
« RDU
* DPE
.EHEA—Y— A X — |AdminUl ZEH L7=V— 1o |0
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FRAZDADFAAZD S TLva—5427 [

T oA AN L DF N, A

DOF /A ARTE

Fig SR FIvIEAND
T8 EDT NA A% bT 7 ) |[Cisco T4 L r—7)0 7 A
Va—T 47 FAHIE, DPE| BV a =0 76.120 77 L

IZF Yy v a2 SNTVLT AN | ATA R THASATNS

A ZADFNAZMERL 7 show device-config,

8. I 2 — W — (L — A R A G/ A/pY I ™ |

DRNF TN a—F 4 Tk
REL, ~EHH BES
A A /=74
ERELET,

9. F X ERIZOWV |[RDU 27 L-UL Y —Loff |
ClX. RDU % 7= i%# 8] 7 DPE |
TEHLLOO XL 7 ERE

Cisco 7’74 L r—"7)v 71
LET,

EYa=r2r6120 77 L
A HA K THHASATND
log level =~ > R

FINAADBDTNAAD ST a—TF a5

COMREEEFEH LT, 1 DL EOBEDT A AT DEMARRZMEZINET S Z e N TEE
T NTTNVa—T 4 U THERITIE. FFEDT A ART N, AD T N—T | ZE#ET 59X
TOY =AU EZT 7 arNaEnEd, ZoERICIE, BHE 22— — A ¥ —T A
ZEE. RDUT SV A —ay Fals53 07 Ao F—7xA A (AP) BE, N1 R L
DODDPEA % T 73 gy, =D DPEto-RDU A X2 T 7 arNgEnEd,

IRk AE A NI LT | FEDT AN AFROR T T 7 ANV B L THRR LD T8
<V HELLEDFFEDT SA A3t LT/ N — T ER TG RE A E 1T cEE7,

TIAL =T N TrePa = 7d GERRBEEZINET 575 A ID (MAC 7 F LA
&DUID) [ZESNWT, TRA ZADY A M eRFFLES. M T 7Y a—7 4 7 #IZRDU
TIHICRAE S, T3 A=A T LR FF S E 7, DPE b Cisco Prime Network Registrar
JERHERE S Z DT — X ARF L EH A, ZNLSMZ, RDUICZ OFRAEE L, HFHREZ(E
L C BPR DATA/rdu/v2t 7" 7 4 L 7 K U @ troubleshooting.log 7 7 A MIEZ AL E T,
Troubleshooting.log 7 7 A /WL, rdulog. dpe.log. auditlog 7¢c v 77 A &8 F
T, BT — R TT A AOREDOREICEET 25872 N T TV Y a—TF 4 v 7RO AR
ZIZReEk LET,

DPE & 7213 Network Registrar JIL3E72> 5 RDU ~O G Kbz 854 DPE £ 721X Network
Registrar ILIE CRAE L2 TR TOH LW T TNy a—TFT 4 7 A _y MIFEESHET, b
FINY a—T 4 Y TIERO R X 7L, RDU ~OHG 28 etk OB & FH L £ 7,
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DPE X, T8 ADIP 7 KL RIZx L TEZ2Wid 2 MAC 7 KL R LEFEDT /XA A0 DUID
ey LET, DPEIZZWIT 57 /34 A D Network Registrar JLIEFEEED> & IP B 2 5%
,flil L/\iﬁ—o

HLWT AR, AENE TN —TDOBMNGRETSRAL A T oF T URAR~DERT, TC
@#~NT¢¢K&%§%&?ImUitimm%ﬁtﬁﬁézgi%Diﬁh FNEN
DY —_"oua g 77 AL, BIEOZME—ROT AL A J A Me—EIZLTWET,

BEIMAFVBIVT A AIEEIL. TXAAD N T TNy a—T 4V THEENMEA SN S5E
z£f¢ F7/%/7ﬁ%®7ﬂ41®ﬁ#tzé&\WWbtm7£%%ﬁ~b¢ét
MR RAEY LT 4 RATREITRD F9,

FSIONWNDa—T 40T DE=ODTINA REFE

T ZZWNE, VL LD TS A A2 EE— FIZRE SN TV D IEEEY TT,

TN AW EBNZT DD, TRAAETTA L —T N7y g =7 RDUTH
AT D2 MEN DD £, 7/ ANELFEABREI L TOARNWGES, [Add GBI R
> %27 U w27 LT, [Manage Devices (7 /34 ADEH) | RX—=TUNDHT 34 A&BMLET,
TINA AZBINT % HIEIZOWTIE,  [Adding Device Records] 2 &M L TL 72 &0,

PWIET— RCTT A ADRREZFRE L, @FleT A ARBRSTZOE—RIZeD I EED
%\%~A@A7j~v/XﬁT%Eﬁf%i¢ T 7 A TR PSR T A AD K
REE 25 T Admin UL 57 34 ADRKRE 2 EET 121, [Configuration (RFE) | >
[Defaults (7 74 JL k) | T[Systems Defaults (AT LT 74/ K) | X—=V% 27U v 7 LE
9", [Maximum Diagnostics Device Count (ZWiT /XA ADI{KI T ~) 17 4 —/L RIZEE A
JILET,

Relating a Device to a Group

REED T N—TICBEMIT A Z T, TNA AENT TN a—T 4 VT TEET, % BT

FEREZEH LT, MAC 7 RLAE 2L DUID ZEH LT, 735 REFED 7 )V — 7 12 B

fFFET, Zhix, FrED 7 V—7 24 7B HivET ., ( [Relating and Unrelating

Devices] #ZM LT 7ZEV, ) TS RACKEOERZEH LE T, HHREEMA L T, BE
Wl E NSNS a—TF 4 T TEET,

WROFTIE, BEA S & BE T R RE 2 3 2 WRER Y — 27 7 — 2 RE L £,

xR 2:9 U TILOEERHAEAERTER IO LR

FIR 1R 1E

L. FBENIEE L TWANE I R L. C0F
N ANEE S Z T AN EEELET,

2. TN, A% T —T BT LET,
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Viewing List of Devices in Diagnostics Mode .

Fig 1B

3. TNAR RNT T 47 BEEEINDE T
MRS D0, T, AD/N— K 7 — & %E
ITLET,

4. ELET FY r— 3 T
BPR_DATA/rdu/logs/troubleshooting.log 7 7 A
ALEBEEX. MACT RLAFEZIFEEDT A
ADDUID DT> kU Z#E L £,

5. Mz RE, BIE, 7 A M, MERLET,

6. T N—T NG T A ADBEA T 2 iRk L %
j—o

Viewing List of Devices in Diagnostics Mode

TFTNRAAD KNI TN Y a—T 4T H5BRNTDHE, TNARI N T TNV a—T 4T F—
RTTNAAZADY A NEFLRR T NA A ZV—TICHEMIZEMLERES, 77—

XA 7L system TH Y, 7 /L— 743 system-diagnostics T7, APl F 72 (X EHHE 21— — o
VHE =T 2 A AND DI N—TNDOTNAADY A MIT 7 EATEET,

BIEZWNIZADNT > TWAET A, ZAD ) A M EFR T HITIL,

AT w71 [Manage Devices (7 /3A ADEEE) | ~X— T, [SearchType MiFE¥ A7) | ka7 Xy VR NED

U w2 L. [Group Search (7 /L—7f5%) | &N L £,
AT w 72 [GroupName (Group Type) (7' V—T74% (F)N—TF A7) )

] Ry 7 X7 X M5, system-diagnostics

(system) 47> 3 VERIRL CRZETE— ROTXTOT A AEFRLET,

ATw T3 [ (Search) 127V v/ LET,

GE)  BMre—RTT A ADY A MNEFRRTDHHOFEIE, RDU 72 (rdulog) 35X TONDPE v 2
(dpelog) 7 7 ANESZRLTLIIES N, =" E#IT5 L&, ZLTRERAEDITR>TH
LT NARADY A MIEENRDDL X, TAAADY X IRGERINET, BZBNTHEM -
TWATNA AL, S-notification D 7 L~y 7 77 A VIZERINET, as 77 A4/LD
FEAMIE.  TMonitoring Component Logs] &M L T 72X,

il

ZOFITIH. MTAZ NI 7V a—T 40 75L& 77BN OWTIRBHLTOET,

bac-test.example.com: 2005 03 04 18:38:24 EST: $BAC-DIAGNOSTICS-3-4055: [##MTA-9a Unconfirmed FQDN
Request Received from [/10.10.10.5 ['kdcquery']. Client with IP Address [10.10.20.2] and MAC Address

[1,6,00:00 :ca:b7:7e:91111

bac-test.example.com: 2005 03 04 18:38:24 EST: $BAC-DIAGNOSTICS-3-4082: [Results of BACC Lookup.
FODN: [1-6-00-00-ca-b7-7e-91.example.com MAC: 1,6,00:00:ca:b7:7e:91. Client with IP Address

[10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:91]111

bac-test.example.com: 2005 03 04 18:38:24 EST: $BAC-DIAGNOSTICS-3-4070: [##MTA-9b FQODN Reply Sent

IS5AL5—TLFECazvinr5 I a—T420 |
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to [/10.10.20.2(41142) for MTA 1,6,00:00:ca:b7:7e:91. Client with IP Address [10.10.20.2] and MAC

Address [1,6, 00:00:ca:b7:7e:91111

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-4132: [##MTA-13 Incoming APREQ

received from [/10.10.20.2:1293. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111]

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-4141: [##MTA-13 APREP sent to
[/10.10.20.2(1293) For MTA 1,6,00:00:ca:b7:7e:91. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00: ca:b7:7e:91111]

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-0764: [[##MTA-15 SNMPv3 INFORM

Received From 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111]

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-0764: [[##MTA-19 SNMPv3 SET Sent
to 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:9111]]

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-1092: [Received a TFTP [read]

request from [10.10.20.2:1271] for [bpr01060000cab77e910002]; Client with MAC Address
[1,6,00:00:ca:b7:7e:91] and IP Address [10.10.20.2]]

bac-test.example.com: 2005 03 04 18:38:26 EST: $BAC-DIAGNOSTICS-3-1155: [##MTA-23 Finished handling
[read] request from [10.10.20.2:1271] for [bpr01060000cab77e910002]; Transferred [236] bytes to

Client with MAC Address [1,6,00:00:ca:b7:7e:91] and IP Address [10.10.20.2]]

bac-test.example.com: 2005 03 04 18:38:27 EST: %BAC-DIAGNOSTICS-3-0764: [[##MTA-25 SNMP Provisioning
State INFORM Received from 10.10.20.2. Client with IP Address [10.10.20.2] and MAC Address
[1,6,00:00:ca:b7:7e:91111]

bac-test.example.com: 2005 03 04 18:38:27 EST: $BAC-DIAGNOSTICS-3-0764: [[MTA Configuration Confirmed,
Returned 'pass' as the final MTA provisioning state for 10.10.20.2. Client with IP Address
[10.10.20.2] and MAC Address [1,6,00:00:ca:b7:7e:91]111

ZHY—ILEFERALEN S I A —TFTa VT

FGALTr—T)N FurVa=mr S =N T p—< U AW EMERAINET D2 — L
EHATEET MEHEROBEX A 7TET) . TOYV—NEFITTILEXAZIZERO RS
V7 EFEHALT, RO ERAHETT,

W [RIREIZUNEE L E 3 (startDiagnostics.sh)

Pz EmFf CEIE L E T (stopDiagnostics.sh)
PZWIEE DIRREZ R L £ 3 (statusDiagnostics.sh)

Fqﬂiﬁ)%ib }\ 77/VV1“—74 /7 DHT 5’7% \giﬁ;ﬁm N Hﬁjﬂ‘: \—u/ \/‘—/V%’fiﬁﬁ
TEH0, cron YV a T EN L TEEDAF Y 22— L CEMINCETT AL HICRETEET,

AR MY — el 256, ST — 2 2 RMET D10 O R EMD RS TS Z L &
B L £

ZWY — TR OGITICAAE L £
* RDU : BPR HOME/rdu/diagnostics/bin
* DPE : BPR_HOME/dpe/diagnostics/bin

* Cisco Prime Network Registrar : BPR_HOME/cnr_ep/diagnostics/bin

B 5 La5—J0TRELIZVID RS TN a—TFaY
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StartDiagnostics.sh 'V — /L D {# F .

A\

(GEX)  bundleStatesh 27 U 7 & L CIE SN W 2 N RATE £, GV T,
THR—FDEDHOHF— NREED AL R 7] 2B LTLE X0,

StartDiagnostics.sh *Y — )L D {#E

2 DPE— KT startDiagnostics.sh >~ — /L Z [T TX £,

A VBFTIT 4T IDF—RTIE, A a DY X NS MERZET — & ABIRT
=FE7,

AL T T 4T ZOF— NTE, RIS EELISE T 7 A VEEKLET, K
(2. startDiagnostics.sh 227 U 7 N 2 F4T T 556, YV —/WRE T 7 A )V THRESI L
FIEICESE DM — 2 HINE L ET,

BX DA

startDiagnostics.sh [ -r response_file] | [ -g response_file] [-help]
« startDiagnostics.sh : > %777 47 £— R T2z T L E7,
s response_file : [SET7 7 A NVERFELET

e -r response_file : A 2T 7T 4T F— RT, ERINTINE T 7 A VEMEH L T2l
V= VEFATLET,

e -g response_file : ZWTOETET | IE T 7 A VDB ER SN ET

e-help : V— VDO~V THFRLET, -help 7 a VOB EFHTLZMLERHD £5,
A7 a THEHLRNTIZS0Y,

14 2% 5% T 4 T E— KT startDiagnostics.sh D E1T

FI¥ A FEEE 7 startDiagnostics.sh 2 A )T 5356, WYy —idA v %5277 47 E— KT
FE4TS 4. RDU, DPE, Network Registrar — 3725 HEYDHFFHER ZIBIRT 5 L 9 12RKD 5

NET,

A\

AR VAT ANRT ;S U RICEHKREE B Z D ARREN D D120, H0IIER L TRGEHE A
L £,
BXDERH

startDiagnostics.sh [-help]
« startDiagnostics.sh : > %777 47 £ — R T2z EITLET,

e-help : V— DO~V THRKRLET, -help 7Y a L OB EFHTLZMLENHD £7,
oA 7 g L THEHALRWTIIZE N,

IS5AL5—TLFECazvinr5 I a—T420 |
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. 4 28 5%9F 4 J E— KT startDiagnostics.sh DE1T

1

# ./startDiagnostics.sh

/var/CSCObac
[600]

Please enter directory where to put output files []
Please enter the duration of the diagnostic (sec)

Please select statistics you would like to gather on RDU

CPU statistics (y/n/q)? [yl

Process statistics (y/n/q)? [n]
I0 statistics (y/n/q)? [yl
Memory statistics (y/n/q)? [y]
Network statistics (y/n/q)? [vy]
RDU API traffic (y/n/q)? [y]
RDU CNR traffic (y/n/q)? [y]
RDU DPE traffic (y/n/q)? [y]

RDU CNR extension traffic (y/n/q)? [y]
RDU SNMP traffic (y/n/q)? [y]
System Configuration (y/n/q)? [y]

Enter addition argument for RDU API traffic
Please enter RDU Server port [49187]

Enter addition arguments for RDU DPE traffic

Enter DPE ip addr if you want to capture traffic by ip addr [] 10.10.29.1

Enter DPE port number if you want to capture traffic by port number [] 49186
Enter addition arguments for RDU CNR EX traffic
Enter Ip addr if you want to capture traffic by Cnr Extension IP addr [] 10.10.85.2

Enter port number if you want to capture traffic by Cnr Extension port []

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.
You could run bundleState.sh to bundle the output when diagnostics is complete.

G¥)

WDOA T a o OFHEREZ AN L2 WIGEE,
LEHA,

*RDUAPI b7 7 4 v 7

V= VIBITIRT KD AR NG oo fE A Bk

*RDUDPE T 7 1 v 7

« RDU Network Registrar JLig 8 7 7 1 > 7

startDiagnostics.sh > — /L 2 E17%%, KHGHEROWM 17 7 A VIRV =NV EFATT DT 4 L7

MO TFTERRSNET, A7 7 A VEN RVl ZLH % YR — D729 Cisco Technical
Assistance Center |ZHRIETE E7, ZOLDITIE, VAT L2BZM* Y 7T ¥ Y7 Ty &
ABLET,

I &R L ET,

System Configuration (y/n/q)? [yl

= RFED R RIUZ DV T ORERIE,
ZMLTIZS,

[VR—=bDFDDOV— NREDON R 7] %

TSALy—TILTREDazviD STV a—Fa0y
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£%89E— K T startDiagnostics.sh D =17 .

£ — K T startDiagnostics.sh D E1T

WWNZIEA B2 T 7T 4 7 F— KT startDiagnostics.sh % EITT DRI, JNE T 7 A V& AR
THOMERHY T, TO%, IBET 7 A NMTEEND IS EBWE M A INES 5 H—
A~y ROBFETTHLHENDLY £,

BX D&
startDiagnostics.sh { -g response_file | -r response_file} [-help]

cg  INET T ANEERLET, RINISE T 7 AV E/ERT DL SICOHR, ZOFT
VareRTOBENRD D £,

cor WET T ANEERALTREY -V E2EITLET,
s response_file : J&ET7 7 A NDLBIERRELET

e-help : V— VDO~V THFIRLET, -help 47V a VOBREMHATHLERH D 7,
OAT v a THEALZRNTIIZS,

151
ZORERIT, BT s ANEERT D EEITRAELET,

# ./startDiagnostics.sh -g response.txt

Please enter directory where to put output files [] /var/CSCObac
Please enter the duration of the diagnostic (sec) [600]

Please select statistics you would like to gather on RDU

CPU statistics (y/n/q)? [yl
Process statistics (y/n/q)? [n]
I0 statistics (y/n/q)? [yl

Memory statistics (y/n/q)? [yl
Network statistics (y/n/q)? [y]
RDU API traffic (y/n/q)? [yl n
RDU CNR traffic (y/n/q)? [yl

RDU DPE traffic (y/n/q)? [y] n
RDU CNR extension traffic (y/n/qg)? [y] n
RDU SNMP traffic (y/n/q)? [y]
System Configuration (y/n/q)? [y]

Finished generate response file (response.txt).

Response.ixt |3 startDiagnostics.sh 27 U 7 N2 FE(T7T 57 4 L7 MU THEKESNE T, ZOH]
ClX. BPR_HOME/rdu/diagnostics/bin, RDU ZWNZ AL SNt o T NVISET 7 A4 WVITIRO &
BOERELET,

test.bundle.direcotry=/var/CSCObac
test.bundle.duration.sec=100
test.cpu.enable=true
test.process.enable=false
test.io.enable=true
test.memory.enable=true
test.network.enable=true

test.rdu api traffic.enable=true
test.rdu cnr traffic.enable=true

IS5AL5—TLFECazvinr5 I a—T420 |
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. StatusDiagnostics.sh Y — /)LD A

test.rdu dpe traffic.enable=true
test.rdu cnr _ex traffic.enable=true
test.rdu snmp traffic.enable=true
test.system config.enable=true
test.rdu.port=49187
test.dpe.port=49186
test.dpe.ip=10.10.29.1

test.cnr ex.ip=10.10.85.2
test.cnr_ex.port=

EOF

R LTIGE 7 7 A NVEER L T2z 7T 25810, ZOMEPBEELET,

# ./startDiagnostics.sh -r response.txt

You could run statusDiagnostics.sh to find out the status of the diagnostics.
You could run stopDiagnostics.sh to stop the diagnostics.

startDiagnostics.sh > —/L & F4T# . BHEHEROME N7 7 ANVDY =V EFITT LT 4 L2
FU DT THERSNET,

StatusDiagnostics.sh *V— )L D&

\}

statusDiagnostics.sh >~ — /LA H L C, LERFEHEROBZW 2 L7 o a OREZHRIT 5
Y=L,

BX DA
statusDiagnostics.sh &G HEMOBWM AL 7 > a VORAT —HX ARFRINET,

G¥)

-help 77" = 1|4 statusDiagnostics.sh > — /L CIIfEH TE £ A,

1

# ./statusDiagnostics.sh
CPU diagnostic is running.
Process diagnostics stopped.
IO diagnostic is running.
Memory diagnostic is running.
Network diagnostic is running.
Rdu api traffic diagnostic is running.
Rdu cnr traffic diagnostic is running.
Rdu dpe traffic diagnostic is running.
Rdu cnr ex traffic diagnostic is running.
Rdu snmp traffic diagnostic is running.

StopDiagnostics.sh *Y — /LD {E A

stopDiagnostics.sh > —/L 2 L T, 1 HOMFHEFHRE 72T T X TOMFHEFRICFEITL TWD
PWEtEIELES, A 2T 0747 F— NERBHA L ETIT 47 E—FT, 2OV —
NEFATTHIENTEET,
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14 2% 5% F 4 7 E— KT stopDiagnostics.sh DE1T .

14 >3 59 T4 7 E— KT stopDiagnostics.sh D E1T
IR IRRETA % T 77 4 7 E— KT stopDiagnostics.sh #5217 L, T X TOHFHE =
TR E DRI DOBE 2 AT 1T 558 ET D L 2RO ET,
BX DA
stopDiagnostics.sh [-help]
« stopDiagnostics.sh : 1 > % 777 47 &— N CZWOIELEIE L ET,

e-help : V— VDO~V THRKRLET, -help 7Y a VOB EFHTLZMLENHD £7,
AT a A LARNTIZE N,

1

# ./stopDiagnostics.sh

This script allowed to stop specific diagnostic or all diagnostics.
If you would like to stop specific diagnostics, say no to question below.

Would you like to stop all diagnostics (y/n/q)? [y]

50972 E— K O stopDiagnostics.sh DE1T
A BT VT 47 F— KT stopDiagnostics.sh 251795 & T X TOMEHER TRHIHE
LET,
BX DA
stopDiagnostics.sh -a [-help]
«-a: ZORR KT AN TORMEFHEROZK 245 1L LE T,
e-help : V=IO~V THFKRLET, -help A7 a v OBREFEHTLILERDHY 77,
AT a o THEALARNTIZE 0,
1

# ./stopDiagnostics.sh -a
#

HR— DD —/NREED/NY K1) U4

T —N\ETE & FOMOBWHERE . BPR_HOME/{rdu | dpe}/diagnostics/bin 7 4 L7 kU DLW
VLA LCTERTEET, (ZRHDOY—ILE2ETT D HECO VTR, [gkry—u
EHALIE NI TNy a—T 4 7] LT EEV, ) Cisco Technical Assistance Center
SOV R — MIBZEERZEHTE 2 L2123 2121E, 2y — AV Z2HH L TERES )
TAVIZ NV ET—DA TN RVTHULERHD T, TOXRAT EZFITTHDITIE,
bundleState.sh > — /L Z i [ L £,
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BundleState.sh > — /LIIZWi 2 INE L TV Z LICHERE LT Z &V, startDiagnostics.sh 73
WHET Y —VOTF —& ZEfi L W tar O L ET,

Ny RT3 WNE T AT AR EICEET D EM A RIKRELLENRH Y £, VAT AER
ZAERT DI, WP EERLET,

« captureConfiguration.sh : FXE., 7 4 AV RE., AEV, XV —FT 4 VT T AT A N—
Ry =7 F=8igl, YAT LARERBREZWELET, ORIV T h2RTT5L, H
N7 4 L7 M) EEETLOHLERD Y £,

» startDiagnostics.sh : 77 A A7 —7 )V 7R BV a =07 DO/RT7 p—~ U AEEREIUEE
LET, VAT AREZX XY T T ¥ THOICZDOAI YT e FTT 5856, VAT A
RETR T N Ty EANTHUHERDY £3, RITHlEZRLET,

System Configuration (y/n/q)? [y]
FEHIZOWTCIE,  [StartDiagnostics.sh > —/L O] 2B L T 72 &0,

FeE ORIEIZ DUV TIE, Cisco DY AR — MEEENBIMOBZEIERZIEL, N LT 5K
IR TEET,
SO
bundleState.sharchive directoryoutput _directory[-help]

« archive_directory : 73> KV 5F 4 L7 bV,

* output_directory : /N> KVEMNTHT 427 MU,

-help : YV — VDO~V TEHFRRLET, -help A7 a LV OBREFEHTHLERSHY 7,
A7 g THEHALRWTIIZE N,

il

# ./bundleState.sh /var/CSCObac /var/CSCObac
/var/CSCObac/state-20071129-064042

Creating state bundle for Cisco support...

+ /var/CSCObac/state-20071129-064042.bpr

+ Compressing state bundle...

+ Size: 3736K compressed, 83776K uncompressed

DOCSIS =y FT—H D ST a—Fa

TIA L =T T r Y a =73 LD Cisco uBR7246 CMTS (289 % DOCSIS 77 / 1
=D RNT TN a—T 4 7T HOWTIE, [ Troubleshooting uBR Cable Modems Not Coming
Onlinell : http://www.cisco.com/en/US/tech/tk86/tk89/technologies_tech note09186a0080094eb1.shtml
EHMLTLEEN,
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Troubleshooting PacketCable Provisioning .

Troubleshooting PacketCable Provisioning

AVR—R Y

ZDE Y v a o Tid, PacketCable B 7 7/ 1 Vi ADREZ MRS D DOIZERNLOEBRIT OV
THBH L TWET,

c NI TN a—T 4T YV —)b
s "I TN a—T 4T F YA

* Certificate Trust Hierarchy, page 26-20

ZDt 7T a Tk, PacketCable ¥ /VF AT 4 T 7 #7742 (MTA) T3 AD 7BV 3
= JHAk, PKT-SP-PROV1.5-101-050128 33 J. (X PacketCable 20 EUE 7’ m Y a =27 7 L —
LU — 7 ftkk. PKT-SP-EUE-PROV-107-110825 (ZH5i# L T\ 5 Z & & RifE L L CWET, FEM
22O TIE, PacketCable web 1 F A& L TS 72 &1y,

MTA (eMTA) F 7713 E-DVA BHASAFENTWAS 72 B g =~ PacketCable [T, FLlRA#
Mo 7o AT, WUy —E [REDFE] ITLD, eMTAs £721% E-DVA OER T
R0 F9,
Z Ot 7 3 TlE, Prime Network Registrar & 77 A L r—7 )V 7abeya =7 Ol %
LTS Z EE2FHEE LTWETR, 2L OIFRZMoE A b H L TVEd, Network
Registrar (&, RNV o — FEADNS vV —Ui&iE, ikt M) BT IF7A4 L r—7 1
savva=ry (M—vRATZFA DHCPEFMH:, 774N, T4 L r—T7N Y
=27 T4 L7 UK OEKRILEEEA S D Z L ERRE LTOET,
PacketCable eMTA £ 721X E-DVA Yu b2 g =2 Fut AL, 25 BEFED Secure 7 7 — THE
RENTWET, ERT7o—iZFn L0 HiZd 0P 72 WFIETT, EMTAs £721Z EDVA +
SN a—T 4TI OWTIE, PacketCable 7’12 V'Y 3 = o ZERED S 25 FINEO FnEk i Lk
SHZME T,  [Configuring PacketCable] =&ML T 7230y,
ZIZTIE, RORBIZHOWTHAL 9,

e ILR—FR R

o BB

~

eMTAZ F T 7Ny a—T 4 7T HENC, ROV AT b aiRwR—3 2 kSRS 50
ERH FI,

« eMTA
« DHCP # —
* DNS #—
« KDC

e PacketCable 72 B g =7 H—N
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o 1 %}V%f@‘ﬁ‘»«/\\

eMTA XM7Y 7 NI =T A A=V D7 —T )N ET LTHY, 1 DODR Y 7 ANITIFET
5 MTA T, CMBXOMTA X, FHMACT RLAEZHL, TNETNUMEDIP 7 KL A
ZWfF9 %5 DHCP #3217 L £ 7, eMTAIZIE, RD 3 DOFEHENRERZ ENET, H—D
RERAEIT, B OMTAGEAETY, B _0fEAET, MTARE C2#AILET, 7310 2B
L O E =0l OFEEIL, KDC BIROFRIED 7= MTAIZ L D M EENE T, =07
X, KDCIZ X D MTA IZEE SN -REEORGEICEFA Shb 7 7 + =— b— Rk
ECTT, 774 =— = DL KDCREEEZT =— 0 SN, TV 7+ =—/b— NI
KDC ZFBEDZHEME 2 R T 5 72012 MTA ICFEE L TWA KB N H D £4°, MTA #5453 130k
HOREZ 7 A NVEZIEL, ZHIIFICa—Lr=— = bOFIEZ#3T 272D s h
3

DOCSIS ftii%, 7—7 WV ET AN DHCP ZfH L TIP 7 NRL A2 XA — 352 L%
gk L %4, DOCSIS %y hU—Z7DIEFLEAEDCPEICL S, MTAIZZFDIPT KL A& X%
DM O EE /2GR 2 TIFT 5729012, DHCP Z AT 245 038% 0 £9° (DNS H—/3 Kerberos
LV 844 D PacketCable 472 3 > 122, m by a =7 % —/3FQDN) ,

B v

eMTA

DHCP H—/\
DNS H—/\

G¥)

WHELESSNSDHCP A7 3 L Zx T, Y—7NV BT LEWSIIA T a 122974
Tra 1 BERLUZETOILERDHY £9, 2k, &7 7 —% &R 5G] 7 DHCP ¥ —
NOIPT KLAE LT, MTA 5128 G SN E 9,

PacketCable ' R— M XV T T4 L r—TN Tuvla=r 72 EHT 256, @UNIHE
INEZTTIA L =T TeEYa =78 ToD H—s3, DNS ¥—,3 TFTP %—/X, *+7
Ta 1227 4 — )V RICHEIICATI T Z LITER LTS IEEV, ZivhlE, Network Registrar
RN —THRNICRET DLEITH Y A,

RAA Y X—2b AT 5 (DNS) $— 3%, PacketCable D7’ a By g = FICARA KT,
TIALT—TN Taeya=rl T—F%7 7 FxDT A AT ya=rJ ooy
(DPE) T % PacketCable 7R B g =27 $— (L, ZOFEREN KA A 4 (FQDN)
N DHCP =R Lo TA T 3 1220 MTA IZRLEN D 7=, @Ry —r 07 KL A
(A) La— FAKLETY, KDC L /LAl Kerberos —/30 FQDN % & ¢ —,3 (SRV) L

O— REEATWSLILLA LRI CARTD Y — 2 NWETY,

SRV L a— R TC#AI & TV 5 Kerberos H— 3%, #U)72 Y —IC A La— RINULETT,

MTA % E 7 7 A L Tkl S vl 2 — VE B — N (CMS) (&, @@y —r D A La— KR
VETY, H&%IC, FQDN 2425 Z & T CMS 73 MTA ICEIFET 5720, MTA (ZI35E )72
V= DAL= RBMUHETT, A7 v27 DNS (DDNS) L. MTA ® A L 22— RZ&21ERL
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KDC

koc i

T LA HETT, DDNSOREL N T TNy a—T 4 7T HFE#ll%, Cisco Prime
Network Registrar D~ == 7 /LA B LTIV,

KDC %, MTA@W BEEZAWET, FORE, MTA FFIAEZEZE L. MTA 2 KDC %
FEET B 70 ZEQ@pEﬁH%%&%L\@“éJAEﬁ)&)Di?“o DPE (Fub¥a=r7H#H—nN) &
BEL. MTARX Y NU—27 ETCFa bl a =0 7SN TWAZ L ERIELE T,

PacketCable 7O E< 3 =>4 H—/N\

PacketCable 7’1 'Y 3 =7 H— 3F, MTA IZ%F LT MTA 3%E 7 7 A )V OBPFTO@IE .
SNMP D MTA /RT A —Z D70y a =728 LE7d, SNMPV3 (. MTA BL O
nEYa =7 = \HOTRTOBEIHEH S ET, SNMPV3EE %G 5 72 DI H
T 5%, KDC & FDREE7 = — Az, MTA THREENE T, o=/ H—nN
BREIX. I AL r—T VT e ya=r 7 7T—%77F v T, DPEICXW#tsnE4,

O—JLEEH—N

H
»
R

AEAE

a—VEHY—N (CMS) TRV 7 N AA v TFEiFa— =Y N ThHYH, 7r—
TV Ry NU—7 TRIZ, —E XD ME %13 % PacketCable #REZ B L £77,
PacketCableMTA (X7 R E Y a = FRHEI L6, Xy hU—27 a—/LE5E (NCS) OfFEE
) EITH (RSIP) THDHZ & Z@ITHA v E—T% CMSITIEE L 77,

TOEZTarTiE, eMTAZELL e bt ya = FICHEREREHIZOWTHIA L F
7,

HEWE
- FEPHRAR 2

*MTARKET 7 A IV

MTA_Root.cer 7 7 A MIZIiE, MTA b— REAFEN G ENE T (AFKD PacketCable MTA /L—
M —FENTWBHIEHE) |

I Ya = T AMIACKERT L7 3 =— )b— FEHEZRTL > THALERH Y £
T, EBEx Y NU— 27 TORERIL. PacketCable DEFSD/NL— K TL— FENTWALTFT L7 +
——iFHEEZFEHALET, 7 X MRECHH S5 PacketCable 7 A b b— b b BV 97,

MTA 125 L CRERET 572 KDC TEA & 115 KDC FEBEIL. MTA IZBRTFESNTWAR LT
L7 == b— R T— FENDIMENH YD F9 (PacketCable EEFE-1Z 7 A b b— 1)
1FEAEDMTA R X2 —TlE. Telnet/HTTP & 7' A UHEREZ EfHOT A b A/ A—V &R — |k
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LTCWB7=d, EOT L7 5=—b— PEHEEL, EHEN WAL — N2 EBETExF
T (1T & A EDEHEA. PacketCable DEBRE/I1ET A b )b— FE TOHRERA[EETT)

&b MR U AT, kD XD IZFEAE  (BPR_HOME/kdc/<Operating
System>/packetcable/certificates 7 4 L7 N UnH) L HiIZu—RFINTWE KDCRH Y E
-g‘o

* CableLabs Service Provider Root.cer
* Service_Provider.cer
* Local System.cer
* KDC
* MTA_Root.cer
BAO4OOFEAER, 717 4+ =—fAEF = — 2 TSI TWET . MT4_Root.cer 7 7

A MZIE, KDCIZE W HEH &I TUVWA MTA b— G FHL, MTA 725353 SN -3 E S
WEE L £,

BERRS
Y
GE)

EERSZ 5

KDCREED A A h—/L B LOEIZEET 258M1L. [UsingPKCertshl] #ZM L T 72
/AN

PacketCable 7 A k /b— kAl 4 2 2243 %121, Windows Tl

CableLabs_Service Provider Root.cer” 7 A /L% B & Subject OrgName = > |k U 7% O = CableLabs
ThsHIZ LR L, Subject Alternative name 75 CN=CABLELABS GENERATED TEST ROOT
FOR EQUIPMENT TEST PURPOSES ONLY % #2252 &% F 2w 7 LET,

KDC fE#E (KDC.cer) 121X, AT LA LANEENTHET, T4 L Fr—T7)L 71
EYa=7 (BXOKIET S DNS4) 2HHTHEIICRESNTVD LILLAIL, 2O
BT HVNERNHY FT, 512, MTARETZ 7 AV LIV LKIZT L 7 4 =— L—
MIFRENTODLHHL & — BT HLERH Y £7,

KDC FEMEIZIX, BPR_HOME/kdc/linux 7 4 V7 R VIZA VA M=/ IR TWDEXIET D7 T
AX— K F—5HY FJ, BE IIITKDC private_key.pkes8 F 7213 KDC_private key proprietary
LFFENE T, GEAELZEE T8, EX—2EAE T 0ERH D £7,

FLAEDYTIVFT, IIALr—T)N Faela= T, FI9A4Lr—7)0 e
Vam o SEHE A —YP— (U F—T = A 20D DHCP SefE— P THE STV D IR
BT D HPHEIN Y V2 Uiz, P53 CTODHCP EROLBLCEHR L ET, 7T
ATV NIRRT, TIALP—T N Fubla=r V~OHBEREIMHHTEET, A
AADT R EYa =T ERITT LR, ZOBEMTEZHEL T EE0,
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MTA

WETTEPI |

274

MTARET 7 A MIIECMS DBFINEENTWET, E5I0, LALLDOTL M EEDD
VERHY ET, ZOEIE, FAFTOMAETF = — & —HTI2LERHY £,

F7 a2 122 TMTA ICEME SN LV AL BINC, MTASREZ 7 A VN TEDOT Y h Y IT—
EDA T w7 APMMFTOENET, MTARTEZ 7 A VDDLU ILVLLDOT UL, A7 a3
V122 CEHEINIZLOLE—HTHLERDHY £9, 72L& 21X, DERCOM A7 3 122
TEME SN VAV LA T~ 72354E . pkteMtaDevRealm RO MTA ZE7 7 AV = M UL, b
Jb 24 D ASCI-=1— R CFMHE  (Cisco Broadband Configurator Zf# 32 4. 10 &KX Ky
XU 7)) TR SN 7 4 v 7 ATA T v 7 AMbsivET, i : 68.69.70.46.67.79.77,
%< D7 Y —ASCHUEH— 73 Web ETHEHTE, WeblZ X5 ZOZEHNFHIZ/AR D £7,

kSO a—TFTa2T Y—IL

PacketCable MTA /34 AD 7 BV g = FAARICEEH I N TWD 25eMTA %= ) 7 4 T
R#EFrEYa = S FIEE, M1 THASATOWET, ZORONEITRO LD TT,

oI:lﬁ“

e Ethereal, SnifferPro, £ 721XF DDy b oy 7FF v V—/L

Inoour 7y AL, ROERERFFT SO SNET,

« Network Registrar (213, 22D w1 2 (name_dhcp 1 log & name dns 1 log) 733 Y . Network
Registrar 2> Lo 7 =2 MU NEENTWET, DHCP £ 7215 DNS BEDREIZ S
WT, TNHDT7 7 A Ve LET,

* BPR_HOME/kdc/logs/kdc.log 7 7 A WX, MTAL AV H T 7 2 a 5T TD KDC
EVDPE LA HET I aryidd KDC R LET,

» BPR _DATA/dpe/logs/dpe.log7 7 A ViZ, MTA LA X T 7 2 a 5D SNMPv3 (2R
THFEHELRFIEELRLET,

N

GE)  snmp® b L— 07 B — N BES— RO A v —
A ATLT, avwr R v A2 —T x4 A (CLI) %
L. (ERY7: PacketCable BIBED N 7 T Vv o —TF 4 7 YR —
FUET, @R N T I a—TF 4 v aw s RITHoOWTIL,
Cisco 7T7A L r—7) 7Tuabelaga=76120V 77 LA 0
A R ZZRLTIEEEN,
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B ctereal. snifferPro. 220D/ b FrTF Y V-

Ethereal. SnifferPro. E1=IZZF DD/ sy k ¥ TF¥ V—IL

IS4 L =TV FAESIA=VIDO ST a—TF124 |

Ny N Fx Ty VUL, eMTASD b T TN a—TF 4 T HE(TH & ZITRAIRTT,
CableLabs I & - T8 v o —I{b &N 7= Ethereal /X — = U I2iE, %D PacketCable 12 [E D 3
Iy b Ta—REENTWET, ZNHITiE, Kerberos AS BLWAP X7 v hREENE

D

« BRE OFEEN DHCPIZEE L TV A WA H D A1E. HIETE 2135 ~D /3 v b
CMTS r—o 1V A H—T x4 AIPT7 KLA, DHCP YV —XIPT KL AZAD T 4 VZ
TEATWIRN NNy heXxy 7T v LET,

o FEEDREENDHCPZIZHEA L TWDTFNE25 DWT I L TW D8V RH D55,
eMTAIP 7 RVADTRCONry b7 40X Uo7 LET, Tk, 1 TR
ENAHE9IC, FlH5~25% 7 ubeya=r /T A, ERICHENI DT+ — LR

T b LA BT

cSONWNYaA—T4T OFUF

ROFIFEH I N TND T U3

R3I: LTV oa—TFa2T 204

eMTAs BRI B A[REIMED H D EE T,

ROMBENFEE LR

ROBEMGREAERY ..

CNZEEBIEY 51D
ElF...

KDC 2Bt SnE A,

KDC GEFIEDS, B —I2x%)
e L CTWER A,

AEER L OE F —2—
THZ MR LET,

KDC 7 A & ARHERYIN
N EEHY FHAL

BPR_HOME/kdcT 4 V27 NV
ICKDC A & A% T LE
TO
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tsInva—5427vrut |l

ROMENRE L5HR...

ROBEMBGRERRAETRY ..

CNZEEBIEY 5D
ElF...

MTA 7 /3A A%, Prime 7 —
TN Tavela=
Devices] ~<X— VIZIXFR S
FHA,

RGN 72 r— T I ~— T
KU ADERE I N TV D ATHE
HRH Y 9,

A= T RLRAEEFELE
E

Aa—T@REY TI1X, TIA
LAlrr—TNFarla=F
Admin Ul Ci#R TV 5
DHCP &/ & —# L 8 A,

BHE 25 MTA D77 A A
r—T) Tura=rs
T. MTA 22— 7R 7R
YERE & A172 PacketCable DHCP
FoObLbor—HT5Z L%
MR L E T,

Network Registrar JLiRR A >
MIELA VA =3 T
WEH A,

Network Registrar JLIEAR A >
EHA VARV LET,
Cisco 774 b r—7) 71
EYa=T6ll AT A
24— K4 RESBRLTLE
YN

=T T AOESE, A
a2 #ZIELERA
TLT7,

r—T 0 T ADELY D A

I—TDX TN, TTA A

r—7) Fuavya=rrH
(2R E & 7= DOCSIS DHCP
HEEIZ T HZ L afERL
*9,

MTA 734 2 i, DHCP %
7 7 —%%\F A7, DHCP
7 v — % U kA R
ALET,

HE SN TV ) 72 DHCP
FFarhHET,

A a—7 7R Y 2 —|ZDNS #—
NFETarngEnsZ L
ZHER T DD,
cnr_ep.properties 7 7 A W
TAVBLOED XY
DNS — D= h U REF
NTWDZ & ZMERBd DD,
ZOMG MR LTS ES
AN

DHCP # 7 7 —IZi%, 7r—7
VT A R—a DL
varlRHITATva sl
TRENTZHD LIRS

DHCP H—"In6k 56D
HYFET,

AA LNy 7T 7 DDHCP
Y= PELIRESLTY
5L EMERRT DI,
cnr_ep.properties 7 7 A V% fie
BLET,
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ROMENFELHR..

ROBEMBGRERRAETRY ..

CNZEEIEY 5D
ElF...

Kdc.log 7 7 A )V & ethereal I
L—ADM )%, MTA 7 /34
AMKDCIZEERE L TR 2
EERRLTVET,

it o 72 DNS ¥ — 33,
cnr_ep.properties7 7 A /VE TZ
[EIMTA A a—7" R o—,
FlIZOmG THRESHE
R

cnr_ep.properties DNS - — /3%
B ETIFMEIE L £,

= NIAFE LR,
Kerberos L' /L A Zx%F L Cido

L L LRI CARTD Y — i
YER S 41, ' kerberos. udp 00

TRESNTWET, 88 KDCFODN JE .0 TSRV |
La— B EENTHET,
RIELTWBD, o TWB | TA] L a— K3 Kerberos > —

KDC fA] La—R=r kY
B ET,

>® [SRV] La— RIZE&F
LTV % FQDN (25t L TIEAE
T2 EEMRIELET,

DPE FQDN % #3425 Z & 1%
TXEHA,

dpe.properties @ provFQDNs T
> FUIZ, DPE ®IELW
FODNBIXOIPRHBHZ L&
MR L ET,
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NTCIEEHFTEEEA, MTAmib T, ZD/L— MEFAES
KIS T DRFAF—NERINER A,

BLE Self-signed

A %H ] 20 4ER, AOWIMIE Z OFEAENBRIT SN RN LIRS
252 EEERLTVWET,

REE 2048

PLaRiRE keyUsage [c. m](keyCertSign, cRLSign) subjectKeyldentifier [n.

m] basicConstraints[c,m](cA=true)

Service Provider CA Certificate

I, =R Ta S Ko TRFFE SN DFEHETH V| CableLabs h—E 2 7F'm /3o
HN—RCAILE > TEALINTWET, Zi, CableLabs —E R 71/ 31 & jJL— FEHA
H T VT =P AT a A, SRE, ATROR = VAT AGEE, KTE0T
T4 B EEHEN S ENDAHEF = — O—E s LTHEESNE T, BRIFn T 4T 4
L. HEJTIZ CableLabs — Y R 7'/ N4 ¥ b— FNERAEZEAG L TRBY, FERAET = —
YO OERS TITEFE SN EE A,

PF—BER Fr AL CAGEHENEAET = — VI ICHRIIICE EN TN DHFEZEIZLD
P—ER TunA FIORMAEF == WAL 28T T 4 T 4 DFEREET O LB
<, FEAEZFICER CTEET, V—ER2 T M X CAGEAENEHEIN LN, £D
E4 % CableLabs ¥ — B2 7'm/ A & jb— FEAETHRIET 2HERH Y ¥, 72720, [
CH—ER 7Fa X ZOH LWFEAEIL, SubjectName @ OrganizationName J& M & [F] UAE % &
FFTa0ERHY £9, O & CNIZHFIET D [Company] 7 4 —/V RiL, 2 2DA L AKX AT
R BFHEMERH Y F7,

WDFIL, CableLabs —E R 7'/, A & CAFFHEICEET AMEE2 R LET,

IS5AL5—TLFECazvinr5 I a—T420 |
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B o1 oxsncaans

= 8:CableLabs 4 —E X J0O/\A4 & CASIEAZE

CableLabs H—E X JO/\«4 4 JL— FEEBRZE

W47 4 — I PacketCable 3 —n v 734k PacketCable
C=Country C=Country
O=Company O=Company
CN=Company CableLabs Service | CN=Company tComLabs Service
Provider CA Provider CA

i H A ZOREAFEL, F—ER TS Z CAGEHFICEL T HD

WHEHSVET, ZOFEAFIL, G £ 72 1% PacketCable &
Xa VT 4 fHECIEEINT-EX 2T a—FoX v a—|
DIFIZHE MTA LA VA =&, Yrbya=r7 H—
NTIEFEHTE EFHE A, MTAmib TlX, ZD/— FIEHESR
KIS T DRFAF—NERINER A,

24 Self-signed

A1 141 ] 20 ], AR Z OREAESHREIT S0 & 9IRS
mHZEEBRLTHET,

R 2048

YLaERLHE keyUsage[c,m](keyCertSign cRLSign), subjectKeyldentifier[n,m]

basicConstraints[c,m](cA=true)

A—hJL X T LCAGERRE
P—ER TaNSLFCAIE, B—I VAT ACA G T 20— VAT AFEHEL)
EMEIN D MU OFEFERIC . REEORITEZ ZALT 2R SV £3, Xy FU—27 $—
iE, R —E X 7o f XOHIEOFEFER O CHBICBEINFF A S ET, LenoT,
MTAMIB (%, B—HF/L A7 AFEAE (FFEOHIEN T MTA 75 KDC [ZH| R 2 Al gerEas
H5) ICHATLEREEHAET A,

WORIL, v—H/ VAT L CAFEREICEET A EELZ R LET,

£9:0—H)L AT L CASIRAZ

O—AJL O RXTLCASIERE

W5 7 F— I PacketCable = —n /M4 PacketCable
C=Country C=Country
O=Company O=Company
OU=Local System Name OU=Local System Name
CN=Company CableLabs Local | CN=Company tComLabs Local
System CA System CA
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1R FFHBIGREEASE

KDC sERRZE

wunpane [

A—AhJ X T L CASERE

ERH B =R Fu X CAIZ, B— AT A CA Gt
Hr—H AT LAGERE L) LT S IR OFREERIC .
REEDORITEZ LT DR £9, *y NU—7
P—\E, [ UH—E R Frgf X OHIEORIE RO’ TH
HiIZBENHFr SN ET, LzRn->T, MTAMIBIL, =—7
VAT AFEBE (FFE O N C MTA 2> 5 KDC (2R3
LHAREMERH D) [T HERE A ET A,

BHE P2 FE A X CA ZERE

B hEAR 20 4[]

fREE DR & 1024, 1536, 2048

YrLaERLHE keyUsage[c,m](keyCertSign, cRLSign), subjectKeyldentifier[n,m],

authorityKeyldentifier[n,m](keyldentifier=subjectKeyldentifier value
from CA certificate), basicConstraints[c,m](cA=true,
pathLenConstraint=0)

INHTARTIE, a—HNV AT ACAELEFV—EX Ta XS FCAILL-TEBLENE
T, FOMOMBIEEHEIL, % TZ OEMEIGEMENDAREENH Y £,

CableLabs Service Provider Root Certificate, Service Provider CA Certificate, Ancillary Device
Certificates # Z TFEET = — 2 O—f & LT, ZOREZRRET 240503 Y £9°, PKINIT
fEAE TIL KDC FEAERLETH Y | OfEiX, KDC @ Kerberos 7' > v /LA DIETH 5 |
subjectAltName v.3 GEBIEDILEZ G O D MERH D £7°,

ROF(L, KDC GEAFIEE S HEZ R L ET,

%= 10: KDCSIRRE

F—RTH

4, PacketCable 3 —1m w3k PacketCable
C=Country C=Country
O=Company O=Company

[OU=Local System Name] [OU=Local System Name]

OU= ey Distribution Center
(F—F1TR)
CN =DNS 4

OU= tComLabs Key Distribution
Center (¥ —X1T/)

CN =DNS 44

IS5AL5—TLFECazvinr5 I a—T420 |
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B =i op

F—RTH

fEH B PKINIT 28#2 9112 MTA ~KDC — "D ID #fiR L£9, =
DFEAEL PKINITSZENE O MTAIZIEE SN D720, MTA
MIB IZIFEENTE LT, y— Db Va=r7icdy
EHERITI Y TEERHA,

BT PF—E R TN F CAFEHEEZITe— )V AT LFEH
=B

A5 R 20 =[]

FBEORE & 1024, 1536 £721% 2048

PrRAERERE keyUsage{co)(digitalSignaturelauthorityK eyldentifie nym|(keyldentifier=sudyectKey ldertifier
value from CA certificate)subjectAltName[n,m]

Bc{EtkRE (DF)
CableLabs Service Provider Root Certificate, Service Provider CA Certificate, Ancillary Device
Certificates & & {pFEIET = — > O— & LT, ZOFEHELZRIET H2LERHY 3, 20D
AEAEIL, DFHO7 ==X 1 NI K A A U ZBROBLAICHEA S E S (Zhud, BEFERT
RHENET), 2=V VAT LT A T a > TTN, va—hL VAT LD CAGEHEIC
BATHEEIMATY, BENRERLCTIPT FLAZRETO2LERH Y 77,
il : 245.120.75.22,

ROFL, DF AEHFICEET 2R L £,

%= 11:DFFIAE

DF iLBRZE

W7 4 — 2 PacketCable g —u w731k PacketCable
C=Country C=Country
O=Company O=Company
[OU=Local System Name] [OU=Local System Name]
OU=PacketCable Electronic OU=Euro-PacketCable Electronic
Surveillance Surveillance
CN =[P address CNe =[P address

i H Y IKE % — & 2385 5720, DFXT[HDIPsect¥ =V 7 1
T = a U EESLT DO L ET, AERNICEE
IV 7 V=7 MEEEICEEXE LY, BREERE S
oA X b A= EF LWVEEHES Y —N (DF) (2iE%
TOMERSDLEE, ZhoDeXa T4 T/ vo—T3
UINMEREINET,
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PacketCable Server Certificates .

DF ;EEAE

R P—ER T X CAGEAEEZITn—h /v V27 L CA
AERA &

A2 20 -]

(e 2048

YroERERE keyUsagelcofdigitalSignaturelavthorityKeyldentifierfrum|(keyldentifier=st.dyectKey lientffier
value from CA certificate)subjectAltName[n,m]
(dANSName=DNSName)

PacketCable Server Certificates
TS DOFEM #E X CableLabs th— B R 73 A X b— FEEHEE, —E R Fa /S o ZEEHE,
02— VAT A AR —ZGEHE (EHTL5E) | M7 S RFEE A SR
Frz—rD—EE LT, INOOFEAEEBIETO2LERDH Y T, ZNOOFEAEEFEHL
T, PacketCable vV A7 LD I EXERY—NEFHHLET, 72L& 2IE, 7= — X 1IKEDH
\ZBAT Dh, PKINIT ZEOBIEC N D AR TEET, n—L VAT LAEAT v =
YTTHN, v— VAT LD CAGEHFIZELTH L EITHHATY, HENRFy MPE
10ERFL TP T RLVAZIRET HLENH D 3, i ; 245.120.75.22, DNSA OfEIL, 7EL
Efifi KA A >4 (FQDN) & L CHRETAILENH Y £9°, 4 : device.packetcable.com,

WD 1L, PacketCable U — NZEHHE|CBIE ¢ AEEZ R L £,

IS5AL5—TLFECazvinr5 I a—T420 |
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. PacketCable Server Certificates

% 12: PacketCable »—/\iEBAZE

PacketCable H-—/\3FRAE

M4 7 4 — I 3 —nr v 734k PacketCable
C=Country
O=Company

OU= 3 —nu v 3MEkf
PacketCable

[OU=Local System Name]
OU=Sub-system Name

CN=Server Identifier[:Element
ID]

commonName JEMM{LARIZ DU
N EN
[PKT-SP-SEC-108-030415] % %
LTS EEN,
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PacketCable Server Certificates .

PacketCable H-—/\ZIEAZ

PacketCable

C=Country

O=Company

OU = PacketCable
OU=[Local System Name)
OU=Sub-System Name

CN=Server Identifier|:Element
ID]

Server Identifier DfEIZ, ¥ —
SNOFQDN £72id=vy (o)
T DRERHY, 73
rTanlkiE, AR
N2 % ANRNEFR ID T
R

Element ID 1355K A~ b
AvE—VIZERTSHID T
T, AN AvE—UhE
R ATRE 72T T DY — DFE
BEICEDIVLENDL D F
T, ZAUZIL, CMS, CMTS,
BIXUOMGC BREENET,
811EX5A4 77 > hoLhiz.
A= Z BB IAT . ascii LT
Ty a— R, HFEOXFHE
LCHEEIDZERLET, ik
BHECH AT 572D D EFE ID
EEWMTHEEX AR—R%
ASCII P11 (0x48) (ZZ5#d
LUMEMRHY FT,

7eé X, EHEID3I BEID
IP7 Rl % 123.210.234.12 %
FFo CMTS 1%, HiE4
[123.210.234.12: 00311] 3%
nET,

Sub-System Name DEIZ, IRD
WTINNTHLIVLERNH Y F
T,

R T mF T bp

o« r—T )L BT AT A

IS5AL5—TLFECazvinr5 I a—T420 |



. PacketCable Server Certificates

IS4 L =TV FAESIA=VIDO ST a—TF124 |

PacketCable H-—/\ZIEAZ

7 I CMTS
o« I — )LEHY—N : CMS

CAFAT =R

mg

CATUT F—bU=A =
v hr—7 : MGC

* Media Player : mp

AT 4T TL—F—av
fe—7 : mpc

e uvbVa=rr Yh—
/N ps

o FRERREFY—/N : RKS
=y ADTTTY

VT sg

it B INHOFEAFEL M LT, PacketCable ¥ A7 LD I F I F
Y= LET, LA 7 == 1IKE DRI
BATDH . PKINITSHRDT /3 A ABFEIC 26 2 T&
i j‘o

g TLI74=— Y= R Tuf LA EE T — L v
AT LREHE

A T MSO RV v —IZ X HRE

R 2048

YroERE keyUsage[c,0](digitalSignaturekeyEncipherment)

authorityKeyldentifier [n, m] (keyldentifiersubjectKeyldentifier 7>
CAGEEMNGEZE =)

subjectAltName [n, m] (INSName =DNSName | iPAddress =IP
laddressname] )

KeyUsage % 71347 v a T4, AT HERIZ, ERE LT
Y= FTLHRENRDY £F, BIED X SIZLRNVIRY |
subjectAltName JLIRIZ I, 44 D [CN] 7 4 —/L R THE S
oIS T D4 HMEE BN B D 5,

CMS FEWIED CN JBMEAEIL, EHDID THHLENH Y £, SubjectAltName FLIEIZIL, 1P
7 RUAETILCMS @ FDQN O EH b a2 G E N3 H D £9°, CMTS FEBE O CN B
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anzosn ]

X, BEHEID THLHLENRH Y £9°, SubjectAltName JLIEIZ L, IP 7 KL A F 721X CMTS ©
FDQN O 5 L0200 ERH Y £,

MGC FEBIED CN BIEAEIL, ERID ThHLENH Y £3, SubjectAltName EIRITIE, 1P T
R RAE77IEMGC D FDQN O X5 50 & ETe BN H Y 4,

HEEEIOE Sy

Z D W 5T PacketCable D #HA T,

r—JIVIRELEEEAERE B

CableLabs Code Verification Certificate (CVC) PKI |3, AKX —HITHY . CVC BNHLE/29 T
DF TP CableLabs 7’1 ¥ =7 MIEHIIET, Ziuk, BRORA VT TA NI I T ¥
Nd 5D CableLabs 72 V=27 NOFFIHTELZEEZERLET, &7V MIXE
BTy R T 4 7T AGEAFICENDRH D AREMENH Y TN, = F= o7 17 4 GEHEDN
HET L2568, =0 R0 7 4 7 4iEAELZHEEOY R — MO DI AR T,

CableLabs CVC B¢ 1. eMTAs (2 H S EH A,

$HiE CVC E4

ROBEIT, T XTOa— FHGEEAEFICEMN L E 3,
FEHEL, DER =2 22— R3MTON D LERH Y 7,
REEX, NV a3 THhLIMERDD £T,

cREAFIE, ROKXTRE SN OILEEEZ SO, BMOILEEERE E20E 52T 54
EHRbHY £9,

» [Public exponent] (X F4 TH O MENH Y £7° (65537 10 #E%%)

CableLabs Code Verification Root CA Certificate

CableLabs =1— FHRFE/L— ~ CA FFBHZ. CableLabs == — NRFF CA. = — RMiiEiFHELZ & T
FEET = —rO—fE LT, ZOMHELRIET 2 M0ERNH Y £7, sEELRIET 2 ik
IZOWTOFEEMIT. TiEHEORKGE] 22RB LT 7ZEW,

WwDFIL, CableLabs =t — FHEdE/L—  CA FEAEICEET AR LET,
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. CableLabs Code Verification CA Certificate

% 13: CableLabs 1 — FiREE)L— + CAZIBAE

CableLabs 0 — F#REE/L— ~ CA SEBAZE

Ws 7 4 — I PacketCable 3 —n v 734k PacketCable
c=US C=BE
O = CableLabs O =tComLabs

CN=CableLabs CVC Root CA |CN = tComLabs CVC Root CA

(ERE ZOFEFEIL, 2 — FREECAREHED B IMEM S ET,
Z OFEAEL, RERHZ SMTA O REFEMEA T VICED D%
DY £,

BLE Self-signed

A BT 20 FFLL B

(G e 2048

bErERERE KeyUsage [c,m] (keyCertSign, cRL Sign) subjectkeyidentifier [n,m]

basicConstraints [c,m](cA=true)

CableLabs Code Verification CA Certificate
CableLabs == — FF&EE CA FFFAEE. CableLabs = — Ff&FE/L— | CA ZFFHZE . CableLabs = —
R#FE CA FEFAZE. CableLabs = — FHFFAEAZE 2 Gt AEZEF = — o O—8 & L THRIET 2
VBN H Y 4, FEAEZRIET A TIEICOWTOEEMT. TEFAEOKRIE] 23R LT 77
SV, 1 DLLEO CableLabs == — RHREE CA 735 5 AJREMEAH VY £9°, S-MTA 1T 1C 1 AD
CableLabs CVC CA Z Vi R— T AMLERH Y 1,
W DT, CableLabs = — FFREE CA FFFHEICE#E T AEA R LE T,

5 14: CableLabs 21— F1&3E CASIRAE

CableLabs I — F1&:E CA SFEAZE

4 7 4 — 4 PacketCable F— 1 w7 f1EK PacketCable
c=US C=BE
O = CableLabs O =tComLabs
CN=CableLabs CVC CA CN = tComLabs CVC CA
(CENERED) Z DFFEIL, CableLabs = — F#FEL— F CAIZX - T

CableLabs (ZFITSNVE T, ZOREAFEIL, = — PR E
RHRATLET, ZOIFEIT, BUIEREC SMTA O REEFRME 2
TVICEDOBENDH Y T,

B CableLabs == — R7E/L— b CA
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Manufacturer Code Verification Certificate .

CableLabs 1 — K#&:F CA SERAZ

A CableLabs 7R U > —(Z & V& iE

FREOR S 2048

roEMkRE KeyUsage [c,m] (keyCertSign, cRL Sign) subjectKeyldentifier [n,m]
authorityKeyldentifier [n,m] basicConstraints [c,m](cA=true,
pathLenConstraint=0)

Manufacturer Code Verification Certificate

CableLabs = — RHRGE CA 1X. AFRFEADOFSRECICZ OFEAZEERITLE T, Z27 Y 7 b
T Aura—ROr—7 AR =212k, R V—FRETHERAENET,

WROFIE, WETL 7 — FRGEEHFICEET 22 R L E,

& 15: 8IS ¥E 01— FRLAIAE

SLET O — FREIEIBAE

W&, 7 4 — I PacketCable 3 —n v /3 £k PacketCable
C=Country C=Country
O=Company Name O=Company Name
[ST=State/Province] [ST=state/province]
[L=City] [L=City]
CN=Company Name Mfg CVC | CN=Company Name Mfg CVC

A HER CableLabs = — NHRGE CA 1%, 7KFBH A DERIE ILIC Z DFEH]
EERITLET, BERY 7 b=z T Furua—RKor—7
AR —ZITE) RY —RETHERENET,

BHE CableLabs = — NH#7E CA tCableLabs = — RFRAE CA LA
=
A RN CableLabs R U o —{Z L V&% E
REOES 1024, 1536, 2048
VLS e extendedKeyUsage [c,m] (id-kp-codeSigning) authorityKeyldentifier
[n,m]

FAEPN D=4 T, REO RS E R D ATRERH Y £,

H—ER TA/NA 4 O— FEREEAE

Y —E R TS A K a— REEEFAEIL, CableLabs =@ — FfaGEFE/L— ~ CAZEBE, CableLabs
o— RKRE CAGERRE, —E R 7o (M ¥ o— FHEEHEHEZEZ G TiFHET = — 2 0 —&
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. Certificate Revocation Lists for CVCs

ELUTHGET DR ERH Y F3, FEFFEZMGET 5 HEC OV TOFEMIE,  [REHZEDORKRGE]
ZZRLTIEE N,

ROETIE, Y—E R Tu (¥ a— FGEEREA F IS 5 EZ R L ET,

#F16:H—FE X F7O/N1 & 00— Fi&EIsIBAE

H—ER FANA 4 23— FIRILEEAE

R 7 — A C=Country C=Country
O=Company Name O=Company Name
[ST=State/Province] [ST=State/Province]
[L=City] [L=City]
CN=Company Name Service CN=Company Name Service
Provider CVC Provider CVC

fEH B CableLabs = — FIREFECA L., KBEFADEY—E R Fm g

AW OFFREEZRITLES, B/ 7 =T XU
O— ROr—70 F_XL—Z 12k, AU —HETHHE

NnEIS
B CableLabs = — Rf#zE CA tCableLabs = — N7k CA FEH]
=
A2 CableLabs /R U > —IZ X W &% E
RO S 1024, 1536, 2048
LIERLHE extendedKeyUsage [c,m] (id-kp-codeSigning) authorityKeyldentifier
[n,m]

FREA DA R, RBEOSHA E R D AREERH Y 7,

Certificate Revocation Lists for CVCs
S-MTA I%. CVC OFEAERZY A b (Cr]) &0 A— FT2083H0 FHA,
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