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SSO #—/3— AAA E— K
(SSO Server AAA Mode)

2—HPF—|FAAAE— R TOH
SSO r—NR—={ZT7 /A TE
ESCH

SSO #r—s3—

L —HP—E SSO Hr— =27
JEATEET

TACACS+ H—3

o—H—% TACACS+ ¥ —
N—ZT VA TEFET

==L =7

a—YP—jIa—P—L I —
AT IV BEATEXES

AR A A AEPE (Virtual
Domain Management)

=PI N A A 2
HTEET

[fABZEZE  (Virtual Elements) ]
BT ~DT 7 A (Virtual
Elements Tab Access)

a—HP T [RABZEFE (Virtual
Elements) | # 727 7 & AT
TET
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Alerts and Events

ACK 77— b B LV UNACK
7 27— b (Ack and Unack
Alerts)

=P —IEFEDT T — 2D
eI & 72 1 3R R S R IS
BFERITTEET

7 Z—AhLHRY — (Alarm
Policies)

a—YP—FZT7 T =R Y —
T VB ATXET,

T T —LR T —DRRET 7
= 2 (Alarm Policies Edit
Access)

=P IT T — LR v—
ERETEET

77— MOHIBRBLOYZ U T
(Delete and Clear Alerts)

a—Y—FT T4 TTT—
L& VT EBIVHIBRTE £
ﬁ—

B A —/L@E

=P = FEF A =L@ O
R E R ETEET

WHARY > —DFHHEY T U
= % (Notification Policies Read
Access)

=P —IT T —LBHR Y
Vo RERTEETS

BN Y —DF AR /EE
AT 7 A (Notification
Policies Read-Write Access)

—P—LT T —LEMAR Y
V—ERECTEET

77— b OIS L OERIE
B (Pick and Unpick Alerts)

2—PF—ET T — P2 RRE
FONERRRTE £

NTGTNY a—T 4T

2 P17 T— AT
traceroute <° ping 72 & D A
RRNTTINY a—T 4 Tk
FITTEET

7T — MREEDOEIR (View
Alert Condition)

A—=P—IT T — M RAER
RTEET,

T —hE AR PDOFEIR
(View Alerts and Events)

2—F—EA R P BROT
F—LOU A NERRTEE
\j—-

Ny 7770 K AJAX a2—
v

S A4t AOHER

a—W—Far br—5 54
B ARLMSET A BRI E
DT AT ADENEE TR
TEET
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[f%7E (Configure) ] A ==—
B A

[(%E (Configure) ] A == —
T A

2P ITHEA =2 —DT
RTOBEREICT 7B ATEE
—a—

TNA ARET T AR— D
Y= A ZXOfRER

a—P—iE, P=FA4XSh
TWRWRET — A 7T &R
I CE £

I A A A A
N—FrDE AT

EE A A4
(Automated Feedback)

HEZ 4 — KXo 27 7%
ATEFET

TAC r— 2> — /v (TAC
Case Management Tool)

2 —HP—[LTAC r— A% BA<
ZEMTEET

70— VR DR TE
Variable Configuration)

(Global

T —N)VERA~DT 7 A
(Global Variable Access)

a—YP— LS a— VBT
TR ATEET,

T —T7EH (Groups
Management)

TN—T A 3= (Add
Group Members)

=PI TS XK — |k
REDTZUT 4T 4 H T —
BN TEET

T N—7"DiEN (AddGroups)

2— P —F N — T EVERT
RSN

T N—"T A 3= DHIBR
(Delete Group Members)

=PI TN —T P R
N—%HIfrCcE ET

7 N—TOY| %

Z—F— I N—T EHIRT
xFET

TN—T DLy AR— |k
(Export Groups)

a—P— I N—T T 2
A hTE £

TN—TDA R — b (Import
Groups)

I— WIS —T A
A—FTEET

TN—7" DR (Modify
Groups)

2 —W—i34n0, B, v—
DT N—T R RET
=ET

[~V (Help) | A==2—%
A7

[~V7 (Help) | A==2—7
7R

2—H—I [~ (Help) ]
A=ma—lT7 7B ATEET

[A"—2A (Home) | A==2—%X
AT

[F"—2 (Home) | A==a—7
7 A

22— P THR—LR—=JITT
I ATEET
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RS

¥ a 7 O (Approve Job)

== TR D 2 — P —(TIK
REFDHIOITY a THIEE
TEET

Ta7DO¥x vy /L (Cancel
Job)

a—Y— I T a T E
Xy AL TXET

[¥ 3 7 DHIER (Delete Job) ]

a—H—L[¥ a7 (Jobs) ]
Hyvaf—Rnbya Tk
HIfRCcxE7

[V 2 7Otk (Edit Job) ]

2—P—L [V a7 (Jobs) ]
Xy vafh—Rpbya7lx
mETEET

Pa 7 O—HE IR (Pause
Job)

=P FFTHOTa T L
VAT ALY g TR —EHE LT
xFT

Ca T DAY a—)b
(Schedule Job)

=PIV a T E R
Va— )L TEET

Y a 7 DFEx (Schedule Job)

Z— P IART T a2 — LR
DY a7 eFRTEET

Y a 7 ORHORE
(Config Deploy Edit Job)

=P IRMEHDOY a7
DEREZCMETEET

T AREN T T 7
Va T DOWET 7 A (Device
Config Backup Job Edit Access)

A=Y= ZVRI P77
A NBEBAL R A T — R7p & D
NN I T v TREEEE
TEET

Y a 7@ A— (Job
Notification Mail)

AP S EEE RV T
2A T L THEMA— L%
ETEET

¥ a 7 D347 (RunJob)

T T EHE I S
TaT AT a—LEHD
TaTdEFETTEET

[ AT ALY a7 (System
Jobs) | Z 7 ~D7T 7 & A

I— P I AT LY a T E
#FRTEET

[ =% — (Monitor) ] A

[ =% — (Monitor) ] A
—a—T A

LY [T=H—
(Monitor) ] A== —0DF X
TOMREICT 7 B ATE ET
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aun

X b U — 7 KR

TINA ADBIT 7 A (Add
Device Access)

= —"—|Z Cisco EPN Manager
WZT A A% BINTEET

BT S L— FADEXIA
%7 7 A (Admin Templates
Write Access)

a—HW—EFEr—ILOEHT
YT b DEERART 7
BAEAMTT DI, 2D
Frv IRy 7 AEF L
E3xh

HEi 7o e Ya =7 (Auto
Provisioning)

A et ya= T
tATEET

T —LAE=F—RY —

TS5 —AE= R —RY L —|T
T EATEET

Ay TTAT v ABEEDEIE
7 7+ A (Compliance Audit Fix
Access)

a—P—lIar FIALT A
BEEYa 78I O0LER— M
TR, ATV a—)b, =T A
- b TEET

AT TAT ARG PAS
DT 7 A (Compliance Audit
PAS Access)

o —H— % [PSIRT] BIW
[EOX| Oy a 7R LV
R—hEERR, ATV a—
b, T AR—FTEET,

AT TAT o ARERRY
v—~DT 7 A (Compliance
Audit Policy Access)

a—P—IarFIA4 T R
RY o—ZErk, E%, Hl
bR, 4> HR—bF, =7 AKR—
rCEET

Ay TIAT AR T =
T 7 ANSDT 7 A
(Compliance Audit Profile
Access)

a—YP—Iar T IAT A
AT a 7EIILER— M
DWNWTIEER, ATV a—
b, T AR— R TE, EX
BEENZ SN TER B L O
yra—RTEET

aLFITAT U RER T 0

T ANVRET 7R
(Compliance Audit Profile Edit

Access)

A—P—Ia T ITAT R
7a 7 7 A NN TIIE
B, EH, HilkTE, a7
TAT VAR Y a 7 £
LAR— MZOWTIEERR, A
ra—)b, T AKR—KT
& ENMEIZOWTIEER
BIO¥ovrun—RCc&xEd
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RET —HA T DHAHIY & | RET —HA 7T DR HrRY 7
A7 7 AR LET

RET —HA T DR /E
ZIAHBHL X

RIET — A T D0 /E
XIABT 7B AZFFRILET

a7 47y KT 7 EA

a7 47y NT B RE
HFRILET

RET V7 L— b DAL
07 7t A (Configuration
Templates Read Access)

WL ELY B — N ORRET
VL —NMIT IV BEATEE
j—-

ACS View Server D% i&
(Configure ACS View Servers)

= —4F—|% ACS View Server %
BECEET

T IR ARA L NOREE

=P ZT T BEARAL b
EWETEET

Autonomous 7 7 & A RA b
T U7 L— NORRE

(Configure Autonomous Access
Point Templates)

2 —H%—|% Autonomous 7 7 &
ARAL N TUTL—MNIT
IR ATEET

Fa—JRA Y FNOERE
(Configure Choke Points)

2—F—lFF 3 — 7 HA >k
ERETEET

BRIE T N—T DEE
(Configure Config Groups)

REISN—TIZT 7 BATX
ESch

S

arha—J DERE

a—HP—jFar bue—7 %%
ETEET

A=Y Fy AL v FHR— kK
DOF%E (Configure Ethernet
Switch Ports)

A=Y —FAf =%y bR
4y FE— T 7 A TE
E3r

A —=h Xy b AL v FORE
(Configure Ethernet Switches)

=PI =Py bR
A yFIZT 7 EATEXET

ISE H— \— DB

= ——|Z Cisco EPN Manager
TISE $—"—2EHTE %
ﬁ—

Lightweight 7 7 & A ARA > b
TUT L — NORE

(Configure Lightweight Access
Point Templates)

= —4—|% Lightweight 77 7 &
ARAL Y T T L—NIT
JEATEET,
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EEVT 17 ADRE
(Configure Mobility Devices)

S FBEE U T (A
AT T BATCEET

Spectrum Expert D% &
(Configure Spectrum Experts)

= — W —|% Spectrum Expert %
RETEET

Ay FAERET 7 L—
kD% E (Configure Switch
Location Configuration
Templates)

=PI AA v TNERE
T —MNIT VB ATE
EScH

T 7L — hOHRTE
(Configure Templates)

—Y—IEET T L — b
@ CRUD B {E&ZEITLCT
T —bhERECEET

Y= R=F gz fbr—
TEIOTIEARAL L FD
& & (Configure Third Party
Controllers and Access Point)

=PI Y— R RX—F 1 2
V=BT EBAR
AV NERETEET

WIPS 7’1t 7 7 A L DRRGE
(Configure WIPS Profiles)

2—HF—|Z WIPS 712 7 7 A
MT 7 EATEES

WiFi TDoA L > — DO E
(Configure WiFi TDOA
Receivers)

2 —H— X Wi-FiTDoA L 3 —
NERECEET

VAN AVE D =Rl 1%
@ Add_Edit ~D7 7 & A

(Credential Profile Add_Edit
Access)

a—HF—FrLF Ty LS
07 7 AV EBINE L OWE
TEET

VA ANAVE D V=Rl o %
DOHIKET 7 & A (Credential
Profile Delete Access)

A A AN &
n7 7 ANVERIRTEET

VA AN AVED Vil S @V
DFRT 7 A (Credential
Profile View Access)

a—P— I LF Ty S
07y A NERRCTEET

TR AT 7% ADHIE
(Delete Device Access)

= —"— | Cisco EPN Manager
NHT NA AEHIFRTE ET

7 I AREDER (Deploy
Configuring Access)

2 — IR E L IWAN 7 >
TL— hEREATEET
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MEARET v T L= b DT
2 2 A (Design Configuration
Template Access)

a—H =i, [EE
(Configuration) ] 7534 7R
Vo—3FT7V=2s s 707
L— bOREISN—TT T
L— &R CTE £

T A—FEA VR— T 7
& A (Device Bulk Import
Access)

a—HP—LCSV T 7 A A5
TN, AD—FFA VR — &
FITTEFET

TN AFTRBET 7 A
(Device View configuration
Access)

A=Y =TT NS AT =2 &
YH =TT, AERETE
7

TN AT 7w 2A0OME (Edit
Device Access)

D= TN R LT
X T N ADE DD
FEARTE A RE CE T

FTNRAAT I B ADT T A
AA— bk (Export Device Access)

a—HF—I 7 LF T LR
EDOFNRAADY A k& CSV
TrANEL TSI AR— |
TEET,

71 —s3L SSID 7 )v—7
(Global SSID Groups)

a—Y— 37 a— 3L SSID
N—TT VR ATEET

MBCUIZ7 L —ATU—2 T 71
A (MBC Ul Framework
Access)

2—HF—|FMBCUI 7 L— 2L
T— T 7 ATEET

BIT7 71— (Migration
Templates)

A=Y= ITBATT T — b
T 7B ATEET

FTNRA AT — T H—
(Device WorkCenter)

P [T AT =2
VER—IZT VB ATEET

X» NU—27 MRu UOffE
(Network Topology Edit)

a—HP—lF bR~y 7T
TNAA, Vo7, X b
U — 7 ZAERCE, FEITE
LY 7 ERmEL T, A
VHE—T A AEEY Y TE
ZERTEET

rurla= TR

A= N = RS A (g i 7S
TEET
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QoS Fu T 7 A NEKET V&
2

Z—P IR OEEEITZ F
7, QoS 717 7 A LDIERK/
/MR, QoS 7r 7 7 A )L
DR a TDOARr Y a—

o, FlFAE—T A A
O BEAH O /BEEAT T fiRBR, B
FOWHHE QoS 7 7 7 A
NDAVR— N7 AR— |k

A Y 2= VEIDREZ A
2 (Scheduled Configuration
Tasks)

=PI RAT T 2 — VR
DREF A7 L TEET

TrustSec &R L AEAM
(TrustSec Readiness
Assessment)

z— P —1% TrustSec (IR
FHEOZEMIC T 7B A TE %
j—-

aLa—T 4T TN R

a—HF—Farta—F 1

DFIR TTNA A TR TEFET
WIPS #—E & (WIPS 2— P —{|X WIPS —E (T
Service) T EATEET
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Fy NU—27 =K YT

X2 VT4 AT T AD
i ACK 3 L UV UNACK

(Ack and Unack Security Index
Issues)

== I [XF2 VT A
T v 7 ADED ACK I LT
UNACK (Ack and Unack

Security Index Issues) ] ~X—3

T 7 ATEET

BHIAE Y aBR— R~DT 7
+ A (Admin Dashboard
Access)

P IEFEY v 2R —
N7 782 TxFE+

V¥ =V Ea—DFHAIY

VX —T B2 —OFAID I
TIOEATEET

¥ —T B a—DHLEY /E
ZIAF

¥ —T B a—DFHLEY /E
XARIZT VB ATEFET

HEEAY v aR—F
(Config Audit Dashboard)

-V —IREEES v =
R—FRIZ7 72 T&ET

T—HIEE T 7 £ A (Data
Collection Management Access)

A=Y I [T 2T TR
7 —% ) —Z (Assurance Data
Sources) |N—TIZT /AT
TET

A v a R — RO T 7
= 2 (Details Dashboard
Access)

=T Z 2R —
Fliz7r®vAxTcx%x1

747 N O
(Disable Clients)

=W =3I TA T R
Mz cEE T

ARz —H—Di5] (Identify
Unknown Users)

A CCNER
BT T

AT NT T AR
r~®7 7 &2 (Incidents
Alarms Events Access)

2—P—lIA T NT
T—L AR NZT T EAT
%‘ij‘o

AT OB ERA VAR — b
(Latest Config Audit Report)

A OB L
R b ERRTEET

Lync £E=% U777 &2A
(Lync Monitoring Access)

Z—HF—|{ILlyncE=F VU 7
27 7B ATEET

T=H =TI RARA b

—Y—iIxry hU—7 LD
TIVBARLV NeT=H—
TEx T
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JIAT LV FDE=H—
(Monitor Clients)

—YP—Ixry U= kD
PIAT NeET=H—TX
F9

A E—TDE=H—

S—F—Far hr—F%&E
=H—TEET

A —PFy hAAL v FDOE=
4 — (Monitor Ethernet
Switches)

A—PF—Ixry FT—=IHO
A=Yy hAS v FaE=
F—TEET

FHIFEOFE =% — (Monitor
Interferers)

=PI TR T =5 —
TEET

[ =% — (Monitor) [[AT «
7 A RY—24 (Media
Streams) ]

2P —FAT AT AU —
LEE=H—TETET

FENRNANVTFNA ADE=H —
(Monitor Mobility Devices)

2—Y—Ixry hU—7 LD
EEVT AT AEE=
X —TxFET

T —DEF2 T4

X2 VT 4T H—T D
T-ODT I A 2 — Y —
A5 LET

Spectrum Expert OFE =4 —
(Monitor Spectrum Experts)

= —H —|% Spectrum Expert %
F=H—TEET

ST DE=L—

=W —F3F T EE=H4—T
EET

= K= F o ba—
TRBIOT 7EARAL D
=4 — (Monitor Third Party
Controllers and Access Point)

Z—YP—iFxy U= kD
P RR—=F o hr—
FTEBIOT I/7EARAS Vb &
F=HF—CTEET

WiFi TDOA L ¥ —/3DE =
27—

2 —H—|IWi-FiTDOA L > —
NEFT=H—TEFET,

TV T ALK —T oA
A

R s =l - 28) BN/ A G
B—T 2 A A~DT U A
5 LET

E=H YT RY v—

R Nt =t ) I/ i N
= ~DT 7 AEETE L
EScH
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Fy hU—7 bARrY

A—P—Fry FT—=7 A
nYvwyTEESHL, v
NDOT A ALY 7 R
T&FET

Nry b RXY T F T 7R
(Packet Capture Access)

D= Iy bRy
FXIZT IV BATXES

NI F—< AKXy aR—
R~®D7 7+ A (Performance
Dashboard Access)

=P INNT f v R
Aoy alR—RIZT 7 AT
xFET

PRE=HF VL TT IR
(PfR Monitoring Access)

2—HF—|ZPRE=Z VU
DT I AN E LET

RRM # v ¥ = h— K

=P —[IRRM ¥ v ¥ =2 R —
RIZ7 7 BATEET

7747 FOHIER (Remove
Clients)

A=Y —lZxy hUV—=2 ED
7747 N EHIRT % HER
ERELET

P —ERRE~DT 7 & A
(Service Health Access)

Z—P— LY —ERADIEF M
AT H—TEET

P A NREEAS~OT 77 A
(Site Visibility Access)

Z—PF YA b O AR~
DT 7 AR G LET

7747 OB (Track
Clients)

a—W—37 74T M EiE
BFeEEY

X2 VT4 AT v T AD
DR (View Security
Index Issues)

A F R a YT A
7/ AOMBERFTE ¥

Eazlr (Voice Diagnostics)

TAY VAL v 2ihi— R~
DT 7 A (Wireless
Dashboard Access)

=P =TIV A YL AL
ValR—RIIT 7 ATEE
‘j—
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OTDRBETT 7 7 A )L OTDR HFES a7 7 A NMIZT
TR ATEET

OTDR SETA ¥ v 2 —H—{|X OTDR A ¥+ T
TIOEATEET

OTDR &% & A1 OTDR E# 7 7 A T& F

ﬁ—

OTDR E =2 — D A Fx ¥ U HE R

2 —H#— X OTDR A ¥ ¥ Lk
RErFRCTEFET

B FLIRDL L AR — b

DT 4 — KRy

=PI [HBI W< T
SV (Help Us Improve) ]4—
DT 7B ATEET
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LaR— b

CERX7 3 —< A LiR— |

a2 —YP —|ICENRXT F—< A
LAR— hEfERRCE £3

A E Y B CE/R T —~
A LAR— I (CE Performance
Reports Read Only)

Z— W —XFEAEY FHH CE X
T —< L ALR— N EVER
TEFEY

TINA A LAR— b

Z— =TT A AZEEE T
LDEEDVER— FDE=H—
Vo ZiCEBBEDOVER— b EE
ITCxFET

BEAI Y T 3 A L AR—
I (Device Reports Read Only)

PR S T A
ALK LD LA TE
i‘a—o

Network Summary L 78— k

Z—P—iFxy b= I~
U — ViR— h &2 AElE L UHE
ez ET.,

DAY Ry R T — 2 W
~U— LAR—F (Network
Summary Reports Read Only)

2P TN TOF Y —
L= R RRTEET

WX T F— A LR— B

2 —P—INRT = A
VA= R TE £

FEAI D BT o —~
AL AR— b

=P ITHNT =R
LAR—F 2R R TEET

NI F—< 2 A LR— |k

=PI T = A
N— MefERliCTE £7

BRI FH AT f—v R
L'7R— bk (Performance Reports
Read Only)

Z—HPF— IR T p—w AL
RN— 2R RTEET

LIR—=F 70 F Ny R

==L [LR—h
(Report) ] X—IZT 7 & A
TEET

RAFFEHLR— U A |k
(Saved Reports List)

a—PF— IR — N ERLET
xFET

VAT A EF=H YT L
R— b

A—P— AT L E=H—
V7 LiR—h2FRRTEE
_a—-
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VAT LEZHY VT HEHE
DELHLAR— K (System
Monitoring Reports Read Only)

=P ZT AT A E=HY
YT VAR— NERRTEET

AR AA Y A~ (Virtual

Domains List)

Z—HP— I K A A DR
HDOLR— MEERTE F
7,
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V72T A A=V DOER

VIR =T A A—VEH
= 3—DiEN (Add Software
Image Management Servers)

a—HF—FIY 7 =T A
A= VY — N —ZBINT
EET

A A—TVFFME 2 —

=PI A= DM E
FKRTEET

7u ha)LOEH

2—F—iE T b A AR
TEET

SWIM O 7 7 & AHERR

SWIM O 7 7 & AHERR

SWIM DA Zh L

SWIM DA 7L

SWIM U4

SWIM U4

SWIM @ HI|

SWIM @ Bl

SWIM DOF 4 A MY B =2—
va v

SWIM DOF 4 A Y B =2—
va v

SWIM Oz —H — 3R E DARAF

=PI [ AT ARE
(System Settings) ]>[A A —
V&P (Image Management) |
R—VTREA TV a v &R
fFeEET

V7 ho = T IFHRO EH

2 —HF—TH/N RAM, f/h
FLASH, #x/7— k ROM O
N=g il A A=TD
TaRT 1 g L TRFET
xET

7

SWIM DL S TH

b

2 —H—{Z Cisco.com B L
g—HNL YRR G A
A—TEHRECX T

SWIM O 7T v 77 L— K454

a—P—ZV T by =T A
A= &ESHLT, Y7 b
2T DT v T — RKEE
1T HHNIC, N—FRT7 =T D
T 7T L—FK 4T 55
A7 —hFROM, 77 v a
AEY, RAM, 7—h7 5 v
) MMLTENE D E
T T
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B

B AR

a—P—Fa—Y—orrsA
YEIORr 77T MIETS
[REATREES (Audittrails) 127
JEATEET
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ATY TS5 [R1F (Save) 127V v/ LCEFNEZwEMA, RELET,

R K A4 > DEIF

AR B A A > % Cisco EPN Manager 7> HHIFR 2 121%, U FOFIRICENET, ZOFIETIE
BAR R AA 2T DEIBRS L, Ry b U — 2 B3 Cisco EPN Manager 72> HHIFRS L EE A
(v bU—7 BHRT5| & #¢ X Cisco EPN Manager CHEEINET) .

4R8O SRS
B RAAL CZHIBRTE 201X, LTOSLAICRoNET,

e 2= —NT I BRATELME—D KA A L THR2WES, D%V, CiscoEPNManager . —
P—IRZD RAALNZLDT 7 BATERWGE A, RAAL UEHIBRT A Z LIXTEEHE
Aos

« RAS TR T A LTND—F =R EEA,

ATy 71 [EE (Administration) ]>[1—H— (Users) 1>[{R*E K* 4 > (Virtual Domains) ] DIEIZER L £,

ATw 72 [ KA A > (Virtual Domains) | %A RN— 2= —T, A RNAA L LORICHDEHR (1) 74 =
YEIZVy 7 LET, ZHICED, T—F Ry T T T U4 U RUDBKHEET,

ATYT3 Ko7 T v7 U FUTHIER (Delete) 1227 Vv 7 LET,

ATV T8 [OK] %27V v 7 LT, R FAAL OHIBREZRLET,

RADIUS & TACACS+ T Cisco EPN Manager {R38 KA A V&2 FHT 3

RADIUS & 721% TACACS+ #—/3—[Z, Cisco EPN Manager NIZ1F1ET D AE K A A > % 7%
THEIOICRETDLENRDY 7T, ThxETT 5L, TRADIUS B LTV TACACS+ ? Cisco
EPN Manage A8 K A A V@YEDO T 7 AR — K (47 ~<— ~/) ] OFIEELHEHLET,

RADIUS % 721 TACACS+ H— "= 22— —[aT DA B A A AEFWBIRFE SN TV 72V
#1%. Cisco EPN Manager CaX & SRR R A A OB U T, AFBFEAEL E T,

» Cisco EPN Manager (Z 1 DDA K A 1 > (ROOT-DOMAIN) LE Y ECTHIL TN
AlX. 77 4 /L b TROOT-DOMAIN 78— —(ZE D Y THNET,

« Cisco EPN Manager |ZEE DA KA A VR EID B THNTW DA, 2—F—Ru s
A TERIBRDET,

RADIUS # & U TACACS+ O Cisco EPN Manage X8 K X 4 VBHED T U X R—

RADIUS % 7213 TACACS+ Z {9 5454 1%, Cisco EPN Manager {48 K X o L& & 3= C
Cisco ISE— =2 a bt —F 20 ERH D £7, WebGUIIZRRIND (AR RA A I AH
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. RADIUS 35 & U TACACS+ O Cisco EPN Manage {58 K A 1 VBHED T XAKR— +

L@k (Virtual Domains Custom Attributes) | %A 712 7R v 7 A %A LT, Z O#E/ELZIAT
T&XET, CiscolSEY—_—|ZF7 —H %7 AR— bk L7eWA | Cisco EPN Manager Cld—=—
P—=Nu A TERlRET,

T2 7 8 Fa/Lab UT, ROERET I AR— T DH0ERHY £,

* TACACS+ : ([RAB R A A >, #ER, BLOX A7 IHERPLETT,

*RADIUS : (KA R A A L o — L DIFRNMETT (X A7 IZHEMIENSET) |
BEFORIE R AL L DF RAAL HBAERT 5 &, BURIE R A A TRADIUS/TACACS+ 77 A #

LDEWD = o AFEGHEHINE T, 6D —r U AR FIIFRREN T, AAAHE
WZITHE LI A,

[MBAR R A A > B AKX LJEPE (Virtual Domains Custom Attributes) | Z A 7 12 778 v 7 2D
(X, Cisco ACS H—"—THHTE L LIITHFANZI 7+ —~ v PSS TVET,

)

GE) ANV —R—ICH AT ZBNT 5 & X2, [A—A A=2—7T 27 A (HomeMenuAccess) ]
HAT T BMLTLEIY, 2T _XTO2—F—THETT,
1a s HRETIZ

SETRAEORE (50 X—2) OBBUCHE . AAA Y —S—ZIBIL, AAA E— FEREL
TNDHZ LML T IEEw,

AT w71 Cisco EPN Manager CIR D#{EE EIT L £7,
a) [E¥ (Administration) ]>[1—+— (Users) ]>[{R# K24 > (Virtual Domains) ] Z#RL £7,
T4 RUELED [ AZ LEEOxE 7 AR — T (Export Custom Attributes) [ %7V v 7 LE9T, i
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—é—o

[MRAE R A A J1 A% Mg (Virtual Domains Custom Attributes) 1 %4 7 1 7 MNF RSN E

) BMEVAMEZar—LET,
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TRTOTFAMEBRLTAHZ Y v 7 L, [2E— (Copy) ] ZBINL ET,
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ROFTRXRTOTHFAMEEIRLTEZ U v 7 L, [2E— (Copy) | ZERLET,

AT w2 CiscolSE — _—{TIERAZBE Y 1T £, ROFNEIZ. CiscolSE DEEFED L —H — 7 )L —F 12 iEH A B 00
TAHHFEERLTOVET, ZOEHRE2 F7 Cisco ISE IZEM LU TWARWESIT. RESBL TN,
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ERHY E£T,

a) EUTIHa—VP—FTTN—T D [REOHRE (EditSettings) 1227 U v 27 LET,

b) EUTHTXFAN Ry 7 RZRE—EEE0 T ET,

c) INLDEMEAENITDIT v IRy 7 AN LTHE, [5EF L CHIESE) (Submit+ Restart) ]
Vv LET,

A— A ILERREDERTE
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WREE— FZ R4 21213, WOFIHEZFATLET,

FIEDHE
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BHYFET, B—DNFEIEDTZHD T 1 —s3)L /A
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DD AAA P —N—% —FEIHEATEES, v FarPNRR L — =85 Lae—iEITfEH
THZ L, PAR—FENTWERA, L, B 7 0 Favz37 0 TV SO AAA
P— R —%FE T HA1E, Cisco ISE % Cisco EPN Manager & AAA r— —fiio 7w ¥ b
LCHERATALERSHY £, ZDHA. CiscoISE DR EICFKESWCRIER Y v 7 &% ET
LRENDH Y F7,

CLI 2> BAMBERAEZ 5 ET D121, [CLI 2B DA AAA ORTE ] 2SR L T Z30,
FEIZOWTIE, RO RE Y 7 E2BRL T ZI0,
o SMERREFE T RADIUS F 72 1% TACACS+ D
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LLFD b ¥y 7 Tk, RADIUS % 721L TACACS+ H— 3—Z i 9% KL 9 |Z Cisco EPN Manager
ERETDIECONTHAL £,

« Cisco EPN Manager ~® RADIUS F 721 TACACS+ $—X—DiEAN (51 =—2)

« Cisco EPN Manager #-—/3— "¢ RADIUS % 7213 TACACS+ &— RO E (52 ~<—)

Cisco EPN Manager ~® RADIUS & 7= (% TACACS+ H—/\—DiE /0

RADIUS % 7213 TACACS+ #—/3—% Cisco EPN Manager (2B 5121, RO FNEIZHEVF
j—o

RATv 71 [EE (Administration) ]>[31—4— (Users) ]>[AAA (AAA) JDJEIZEIR L, [H—/3— (Servers) | %
BIRLET, 20U 4> Runbid, # L RADIUS/TACACS+ — N—0DBH, REDRWE. I L OHIER
BITH ZEMTEET,

ATv T2 BNTEY—R_—DZ A THEERLET,

« RADIUS @4, [RADIUS (RADIUS) | #7 %27 U w7 L%, 74 ar&7Yy 7 LET,
« TACACS+ DHp&r. [TACACSH # 7% 2V v LEF, Hrqavary v s LET,

ATY T3 MERER IP7 FLA, DNS£472E) # A LET, Cisco EPN Manager S /MAGRAEY —/3— L i@(E T
LI, ZOR_R—=YTAS &G R RADIUS %72 TACACS+ H— N—(ZFRE S 7= LA fihs
EHLTCWABRENDHY £9, Y— F/8—F ¢l TACACS+ % 7-1% RADIUS ¥ —/3—H D A FhE
F—E ANTHEIE, 777y b, #HFE. BLOEERCTE (C (—EA/) & (CESIAM %k
) EHTEET, HEEXA LT U FEERITORKEANLET,

ATy T8 BREA A TR L ET,

*PAP : XAU— RR—2Z2ADFHE7 2 ba/LTliE, 220D T 4T A N1 DONRAT— K FEgijictef
L. EO/NRRAT — REGRIECHEHT 2 0ERH D £7°,

sCHAP : Tx LU IUNY Ry A Z38FE7 0 ha T, 7947 e —NR—RTL—2FF X |
DOREX—ZRH L TR . TOWEF TSI Ry U —2 BICEESNRNWT LRI
F9, CHAP (X, /"AU—KR@FE7' 7 h 2L (PAP) LVEN-EX= YT ¢ 2L £,

ATV TS [TAB (Test) |27 U7 LT, AAAV—_—DEG AR LET, #tT A ME. ASILZR— b,
FEEH A 7. B I OHEA ¥ —72° TACACS 721X RADIUS #— R — & —HT 23S0 LE8 LET,

ATvT6 [{RfE (Save) 1227 U w7 LET,
25w 771 RADIUS/TACACS+ H— S— e+ 5121, RO FIEZ £4T L £,

a) RADIUS/TACACS+ H——DR{IZH DT = vV Ry 7 A% 7 v/ L, AxrvvrLed, om
EINZT=6, [B-1F (Save) 1227V v 27 LET,

X T 78 RADIUS/TACACS+ Hh— "—ZHIE+ 51213, ROFIEEZFEITLET,
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a) RADIUS/TACACS+H—_—DRIZH DT = v IV Ry 7 A% U w7 L, 7V w7 LET, [HIER
(Delete) 1 XA 7 Z Ry 7 ARMEET, [HIFR (Delete) 1227V v LTHERLET,

Cisco EPN Manager 4 —/\— T® RADIUS Z =( TACACS+ E— FDHTE

ATv 771 [EE (Administration) ]>[31—4— (Users) 1>[AAA (AAA) | DIEIZEIR L, [(XE (Settings) | %
RLET,

AT w72 [TACACS+] £721% [RADIUS] & &R L £,

AT T3 [m—H I ~DT 4—/L/3v 7 (FallbacktoLocal) | F = v 7Ry I A& NT 5L, IEEAAA T — 3—
#ﬁ?ka%émnwww?%ﬁ&%x@ﬁ%ﬁﬁ@VﬁDi#

AT v T4 S RADIUS F721% TACACS+ Y— =34 7 > LI GEIZ e — VIR R T I2IE, RO FINEE FE
£
a) [B—A~DT 4 —/Ls3Nv 7 (Fallback to Local) ] Z =R L 7,
b) WOWTNDDT 4+ —Ny I GEERELET,

o [P—/N—EEEF D F (Only on no server response) | : AMilH— S—|ZEBIFETE 72V, £
Ty NI —=Z RS L5 EDH, ZOFT v a v BBIRT 5L, AAA2—HF—L L TOHR
JA4 U TEET,

o FRAEIZRER L7z > — R =35 L7eu & X (On authentication failure or no server response) | : 4+

A — = ZRBETE RV, E0E, Ry MY ICHER S H5E L AN AAA ——T
=P —EFECE RV EDOEL L), ZOF TV a U EBRTLE, n—hla—F—L AAA
a—PF—LLTusArcxxd,

AT TS [TRTCOEFZ{%AF (Save All Changes) %27 U v 7 LET,

Cisco ISE & RADIUS ZF 7=Id TACACS+ (:J: % SV ERERELE

Cisco Identity Services Engine (ISE) %, F8FE. BBAl, BLX T AU T 107 (AAA) |
RADIUS %7214 TACACS+ 7' k =L &1 Li‘?‘ Cisco ISE |Z Cisco Evolved Programmable
Network Manager % %A L. RADIUS F721% TACACS+ 7' k =L % {#i i L T Cisco Evolved
Programmable Network Manager . — " — %mu AECEET, MR AEH T 2581, =—
Pe =P =N =T RNRU—=F FRET 0T 7 A0 BRERY —, RY —HAIRE
D AAA (T BTR 3% Cisco ISE 77— # RX— 2N BARTFER K OMER T 2 LERH Y 7,

)

() Cisco Evolved Programmable Network Manager (% LDAP % A 7 4 7IZH AR —h L TWNET,

Cisco ISE TAMEBEEAEIZ RADIUS £ 7213 TACACS+ 71 s a V24 5121X. IROHX AT %
FITLET,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
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SVERFBALEIC Cisco ISE AT 5 =HITKRITT S5 RV

FMICOLTIR. RESEL
TLEEL,

CiscOISE DHPR—FENE2X—Va V2L TNEZ L%
MR LET,

Cisco Evolved Programmable

Network Manager TH A — | &

1% Cisco ISE D/N— =
(54 _—7)

Cisco ISE T Cisco Evolved Programmable Network Manager %
AAA 7 FA T FELTEMLET,

CiscoISEIZZ7 A4 T ML

“C Cisco Evolved Programmable

Network Manager % 3B/ 9 %
(55 ~—v)

Cisco ISE Ca—H%— 7 L—7%2 Bk L £,

CiscoISE THz—H%— 7' )L —
T OER (55 X—)

Cisco ISE Ca—V—%Z{Efk L. D 2—H% —% CiscoISE T
R LT —H— 7 —F 1B £,

Cisco ISE T —H —DIERL
BlOz—— 77—~
a—HF =B (553—)

(RADIUS % {14 2454) CiscolSE THy U —2 7 7%
ADFFET 1 7 7 A )V EAERK L, Cisco Evolved Programmable
Network Manager CERK L7z —H%— o —/ L AR K A A
Z M LC RADIUS 7 A ¥ A@tha B8 L £,

GE) RADIUS CTlt, =—W— ¥ 27 ORMHE2 BN+ 5
PVEITHY £, I IF2—Y— 1 — |k
SWTHBIMIBMENET,

Cisco ISE T® RADIUS D#&i
7'a 7 7 A VOERK (56—
V)

(TACACS+ /19 554) CiscolSE TRy NV —2 T
TADORIET B 7 7 A NVEER L, TIEK LIz —H—n—
VIS LOMRAR B A A > 2] L7z TACACS+ U A % L@l %
IBAMLEF, Cisco Evolved Programmable Network Manager

GE) TACACS+ Tlit, =—W¥— X 27 D@tz iBMNd
HYEIIHDFEFA, INDHIT—F—a—/L|Z
HESWTHBIRIEMESNET,

Cisco ISE T?® TACACS+ D3R
RET 17 7 A VOIERL (57
)

Cisco ISE TREAEAR Y > —Z1Epk L. CiscoISE TERK L7z —
Pe TN—FLBIET 0T 7 A TR Y > —F AT £

CiscoISE T DR A[R Y v —%
BETDH (54 =)

FRAEAR Y > —Z1ER L T, Cisco ISE %3 Cisco Evolved
Programmable Network Manager & 381595 72 OIZfH T D 3
D7 k3t Cisco Evolved Programmable Network
Manager |Z%f L Ca—W —ZF5ET 572 OIEHT 2747
YTAT 4 = REERELET,

Cisco ISE CORFERY > —D
fER (59 _—)

Cisco Evolved Programmable Network Manager T RADIUS % 7=
I3 TACACS+ ¥ —/3— L LT Cisco ISE B/ L £ 7,
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RADIUS #7213 TACACS+ E— R&FXE L £7, 7 RADIUS 721X TACACS+
T— FOBRE (52 ~—)

Cisco Evolved Programmable Network Manager TH7/R— k &t 5 Cisco ISED/N\—2 3 >

Cisco Evolved Programmable Network Manager (% Cisco ISE 1XE LN 2x VY UV —R&ZHF R —FL
T 1/ A i j— o

Cisco ISE T DEBA[KR) O —%ERET S

ATy T
ATy T2
ATv7T3

ATvT4

PRAEAR Y —i, BRI TR 7 7 A NV TCERINTZEEOHROE Y NEBKTH, 2—V—F
BONL—VEITN— Dy NTHEEINET, BT 27 7 A /WIZHESWT, Cisco EPN
Manager ~D 7T 7 & AFRMNUEE S L E T,

RIEFRERRAIRY > —I2lF. D2 ODEA THRHY £,

o BEYE RYERY —i3, WEEZ AL LTERY, REMICO> TRRAFRHEL, LV
RERA—Y—DIN—T" TN A FFHROLE Y v FE2ILET D7 —7 20
HT2720IER L £77,

e BISL SR Y =ik, REBO—F— TNA R, FFINAN—TIRy NU—T T
V= ANDT IR AEFAT A7 ED, AIFEIZEHM O =— X &2 DIT/ER L
F9, AR —2HHTIE, | A\O2—F—F 72 ida2—F—DY Ty MDY
TSN, ID 70— &k, ETIFHMERICKT D, I AZ~ A RENTEDOFE
Dy hEERTEET,

FBAR Y L —DFEMZ OV TIE,  [Cisco Identity Services Engine Administrator Guide] @ Manage
Authorization Policies and Profiles] DEFE A ML T 720,

Cisco ISE TRW AR Y ¥ — &I 21213, ROFIEZFEITLET,

BHF—P—L L TCiscolSElZur /A LET,
[[R1) — (Policy) ]1>[EF®l (Authorization) ]z L £7°,

[#E#E (Standard) ] fEIK T, HMICHD TRHIZZ Y v 7 L, [HiL—% EiZfA (Insert New Rule
Above) | F7/2IX [ —1% Tz A (Insert New Rule Below) | D EH L a2 EIR L £7,

N—=NA NI L T, BARY =D ID ZV—7", & B BRI OMRZERL £7,
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THTAT T 4T 4 70— (IdentityGroups) | K2 v 77X T JRXINOLEIRT 22 ENTEET,
FRIZ, F8RE7 17 7 7 A L% Cisco EPN Manager-System Monitoring-authorization 7’12 7 7 A /L & L CEH
L. [#FB (Permissions) | K vy 77X U VA RN ZO7a77ANVEERLET, ZH T, Cisco EPN
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[56T (Done) 1%7 Y v 7 LThb, [fRfF (Save) 1227V v 7 LET,
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ATy T
ATy T2

ATvT3

ATvT4
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ATvT6

admin =—¥—& L C Cisco ISElca 7' A > LE 7,

[EE (Administration) ]>[#v bT—% 1)V —X (Network Resources) 1>[#v bT—% T/IA4 X
(Network Devices) ] DIEIZEN L F 9,

[*> hT—2 F /34 X (Network Devices) |X—YC[LEM (Add) 127V v LET,
Cisco Evolved Programmable Network Manager —/3X—D T /A A4 L 1P 7 RLAZ AN LET,
[F8RER%E (Authentication Settings) | T = v 7Ry 7 A% AN L T, AWMEELATILET,
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P N—L LTEMLIEE XA LI GME LT T DI LET,

[#{E (Submit) 127V v 27 LET,
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ATvT2
ATvT3

ATvT4
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R

[TAF T 474 77— (Identity Group) |-2—C, 22— — Z L —TF D4R L FIE AT LET,
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Cisco ISE TOA—H— DR E L V1 —H— FIL—T~D1—HF—DEN

ATwT1
ATvT2
ATvT3
ATvT4
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B —Y—L LT CiscolSEIZr A LET,
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WLET,
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