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Z OfFHERIZIE, T TDH A 7 ® Cisco Evolved Programmable Network Manager (EPNM) ER5%
ERIGUC, T4 A7 REOBEHICHNERFERAGTH SN TET, F72, Cisco EPNM (2
Da<wy RO—ERT N7 7y MEIZFEE#H I TWET, Cisco EPNM IZ1%, RDE— KA

HYET,
* EXEC
« VAT ALY

» &7~ (Show)

« 227 4 X2 L—3 73 (Configuration)
ceay 7 4 FXal—varyHTE—FR
AT 4F¥alb—rarT—=RIT7 7 BATLHITIE, EXECE— R TUYAT AL~
® config % 721% configure =~ > K& H L £,

ZOMERTIE, avr FZEIT, 20N OMBERHEI, 2~y MEX, a~x ROT 7+
NV, avry FE=F EHLEOTA FIA2 B DU LEOHIZRLET,

N

GE) a~<wrREERALTT—28AELESLAE, ddbuga~> REFEH LT, =7 —0OFK % §F
FELTLIEEN,

«EXEC 22w R (1<—%)
eshow 2~ K (69 =—)
e 7 4 Fal—gryavw R (100 X—)

EXECa< >k

TITIE, FEXEC a2~ FE YA RNLET, Fa~vy NX—=TIZiE, FOEHFIEOME
R, I~ REX, a~r ROF 740 b, avr RE—F, LA FI00 B
fRa~wr FEEETSa~ FOBRH Y £9,
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CiscoEPNM 37> KUY J77 LR |
. application install

application install

TIVr—=vary N RV T A NEeA A M—/T 5121, EXEC £— T application
install 2~ > FEEALET, ZDa<vr FoNoERILHY XA,

application install bundle-name remote-repository

X DERHA bundle-name TV Ir—gy Ry RV 77 A VDL, K 255 TFEOEHE,
remote-repository RIEFEHZDY T— M UVRY MY DAHI, &K 255 LTFORKT,

ATV RFI4ILL T 7 AN NOBESHEIZH Y £H A,

aATURE—R EXEC
BEEav R SHER
application start TV v a BRI EIIAA R =TI LET,
show application VAT AMIA VAR =L ENTWAET ) r— g RXybhr—
DT TV r—va AR ERRLET,

application remove

TV r—varkET A A M—LT5HIZ1E, EXEC €— KT application remove =~ > K
EHEALET, Z0oa<r FONoBERITHY FHA,

application remove bundle-name remote-repository

X DA bundle-name BT BT U r— 3 Ny RV 77 A4 NVDLET, IR 255 XFDH
remote-repository REFEHDY T— R URY MU OLHT, K255 LFOREHT,

ATV R FI4NN T AN NOBEBERMHEITH Y A,

ARV FE—F EXEC

FEREOHA KSq4y TV r—varv a7 A A=V LET,

epnm-ha-imeir-prim/admin# application remove NCS
Continue with application removal? [y/n]

BEa<w> R EL)z]

application start TV r—va v EEEERIIA R =TI LET,
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application reset-config .

Bl

show application AT AIA VAR —ILENTWAT IV — g RNyhr—
DT FVr— g U EREFRLET,

application reset-config

TV =gy arZ 4 Xal—yary IEHMEOT 7 4L FRECT By M 51T
%X, EXEC E— R Creset-config 2~ FZEHLET, ZDa~vr RO NoBERiEH Y £+
/Uo

application reset-config application-name

B DEREA application-name Uty b457 70— a D4R, K 255 LFORBT,

AT RFIAILR T 7 4V F OEBHEEIZH D EH AL

ATV R E—F EXEC

BEa<v >R E5BA
application start TV r—va v EEEERIIA R T LET,
application remove TIVr—v a7 oA A=V LET,

application start

TSV =y ary7ut AEBBT 521X, EXEC £— R C application start =~ > RN % fi ff]
LET, Zoa<xr FoONOERIZHY 1A,

application start application-name

B DERA application-name BT AERFALT IV r— a4 (255 LR TFOFRT) |

ATV RFEIHFIR T 7ANNOEEREITH Y EEA,

AT R E-F EXEC

FEHEDAARKSq4y TV r—varazAx—7/MILET,

Zoa<wy REfERALT, CiscoEPNM 77U r—v g U2 E#THZ X TEEFA, 20
av REFHALTT 7Y r—yvarwEEd5 &, CiscoEPNM 23T TIZEEI L TWVWA Z &
WRENET,

epnm-system-168/admin# application start NCS
Starting EPNM...
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CiscoEPNM 37> KUY J77 LR |
. application stop

This may take a while (10 minutes or more)

EPNM started successfully.

Redirecting to /bin/systemctl restart rsyslog.service
Completed in 1029 seconds

BEav>F av2 kR =5 BR
application stop Y by a v ESIEE T 4t =T M LET,
show application AT RNIA VR R ST WBT Y et g 2 sy e D)
TV =y a ERERRLET,

application stop

T A& 521k, EXECE— K Capplicationstop 2~ > REFHALES, Zoawr
KO NoFEiZd v A,

application stop application-name

X DR application-name FAv—TNCT D, FRNCERSNEZT FY r—3a U O4EL &K
255 XFDOHHT,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

BERLEDHA KSAY 77V r—vareT48—7 M LET,

EPNM-system-117/admin# application stop NCS
EPNM-system/admin# application stop NCS
Stopping EPNM...

This may take a few minutes...

EPNM successfully shutdown.

Stopping SAM daemon...

Checking for SAM daemon again ...

SAM Daemon not found...

Stopping DA daemon ...

Checking for DA daemon again ...

DA Daemon not found...

Completed shutdown of all services

EAsEa< R SHBR
application start TV v a v EREBEIIA R IC LET,
show application VAT AMIA VAR =L ENTWAET ) r— gy RXybhr—
DT FVr— g U EREFRLET,
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application upgrade .

application upgrade

TV = a N RVvET 77 L— RT 5121k, EXEC E— KT application upgrade =
v U REFEHLET, 2oa~vr RO NoERITH Y FH A,

application upgrade bundle-name remote-repository

X DERHA bundle-name TV Ir—gy Ry RV 77 A VDL, K 255 TFEOEHE,
remote-repository RIEFEHZDY T— M URY MY OAHI, &K 255 LTFORKT,

ATV RFI4ILL T 7 AN NOBESHEIZH Y FH A,

aTURE—FK EXEC
BEEav R SHER
application start TV v a v EREBEIIA R =T LET,
show application VAT AL VAR ENTWBET T =gy RNy r—
DT TV r—va AR ERRLET,
backup

TFISATURADINY I T YT : X277 7 (CiscoEPNM & Cisco ADE OS 57— % % &)
EFEITLT, 2Oy 27 v 72 URY N UIRFT 5121, EXEC £— T backup =2+~
REfALET,

FIUHr— 320Ny T w7 : CiscoADEOS 7 — & D72\ CiscoEPNM 7 7 U Ar—3 5 o
DIHDI/Ny 7T v T HFELTT HI2iE, application F¥—U— Ra~> REEHLET,

FISATVRNY YTy TRADIATU R :
backup backup-name repository repository-name
TI)r—2ar Ny 7y TROIAIU R

backup backup-name repository repository-name application application-name

BXDEREA backup-name Ny I T w777 A NVOL4RT, 26 CFETOEBMTERET DI L&
BHOLET,
repository-name T ANDN Y T T TP LI DO, K 80 LFDIEHT
application-name TV = a4, iR 255 LT DT,

GE) TINIr—a B ERLFCTAIILET,
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CiscoEPNM 37> KUY J77 LR |

B ciscorrnma<o ryorLz

R

aARETI7AHILE

AR E—F

EREDAARZA

77 4V FOBERLEIZH D EE A,

EXEC

CiscoEPNM B X W Cisco ADEOS T — X DN I T v T HFEIT LT, TN I T v T xR
VIR ELET,

Cisco ADE OS 5 —# D72 Cisco EPNM 7 7Y r— 3 VDB DN I T v T2 EITT 5T
I%. application =~ R&MHLET,

TFITSATUR NI T TDH
epnm-system/admin# backup Appliancebkp repository test

DO NOT press “C while the backup is in progress
Aborting backup with a “C may terminate the backup operation or the backup file may be
corrupted

To restore this backup you will have to enter this password

Password

Password Again
Backup Started at : 11/27/18 19:08:57
Stage 1 of 7: Database backup
Database size: 7.1G
-- completed at 11/27/18 19:10:20
Stage 2 of 7: Database copy
-- completed at 11/27/18 19:10:20
Stage 3 of 7: Backing up support files
-- completed at 11/27/18 19:10:24
Stage 4 of 7: Compressing Backup
-- completed at 11/27/18 19:10:46
Stage 5 of 7: Building backup file
-- completed at 11/27/18 19:11:03
Stage 6 of 7: Encrypting backup file
-- completed at 11/27/18 19:11:09
Stage 7 of 7: Transferring backup file
-- completed at 11/27/18 19:11:11

% Backup file created is:

Appliancebkp-201203-1035 VER3.10.0.0.164 BKSZ11G CPU4 MEM3G RAM11G SWAP15G SYS CK1242187374.tar.gpg

Total Backup duration is: Oh:2m:18s
epnm-system/admin#

TI)r—23av vy 7 v TOH

epnm-system/admin# backup Applicationbkp repository test application NCS

DO NOT press "C while the backup is in progress

Aborting backup with a “C may terminate the backup operation or the backup file may be
corrupted

To restore this backup you will have to enter this password

Password
Password Again
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backup-logs .

Backup Started at : 11/27/18 19:13:33
Stage 1 of 7: Database backup ...
Database size: 7.1G
-- completed at 11/27/18 19:14:17
Stage 2 of 7: Database copy ...
-- completed at 11/27/18 19:14:17
Stage 3 of 7: Backing up support files ...
-- completed at 11/27/18 19:14:19
Stage 4 of 7: Compressing Backup ...
-- completed at 11/27/18 19:14:34
Stage 5 of 7: Building backup file ...
-- completed at 11/27/18 19:14:50
Stage 6 of 7: Encrypting backup file ...
-- completed at 11/27/18 19:14:55
Stage 7 of 7: Transferring backup file ...
-- completed at 11/27/18 19:14:56
% Backup file created is:
Applicationbkp-201203-1035 VER3.10.0.0.164 BKSZ11G CPU4 MEM3G RAM11G SWAP15G APP CK1242187374.tar.gpg

Total Backup duration is: Oh:1lm:26s
epnm-system/admin#

BEa<v R avw ok EEA

delete Cisco EPNM H— =15 7 7 A L2 HIFR L £ 7,

repository Ny T v TREDVRY N 72— RFE2 AN LET,

restore BEDIVR NI DT 7 ANVONEE Ny 7T v 7 hbETLE
R

show backup history VAT LDy 7T TR EFRRILUET,

show repository FEDVRY NVICHDLERTRE/R NN I T v 7 77 A VEFRR
LE7,

backup-logs

VAT AT BNy 7T v 74 HIZE,. EXEC E— R C backup-logs =~ > K& L %9,
Zoavwr Ron BERIEH Y FHA,

backup-logs backup-name repository repository-name

BX DA backup-name Ry 2T v TT5H1OFREFERD 7 7 A4 VOL4HT, &K 100 LFDOZE
BT
repository-name TrANENy 7T T T L850, K 80 LFDIET,

ATV R FI4NN T ANV NOBEERMEITH Y A,

CiscoEPNM o< > K7L VR .
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. banner

ARV FE—F EXEC

FEREDHA RSAY YATLRITENRYIT v T LET,

EPNM-admin/admin# backup-logs log-backup repository defaultRepo

% Creating log backup with timestamped filename: log-backup-150621-1618.tar.gz
Transferring file ...
-- complete.

EPNM-system/admin#

BEa<w> R avU R SR BA
repository Ry I T o TREDIVRY b 72— FEANLET,
show repository BEDOVRY NVIZHAMHAARE RNy 7T v 7 77 A VR
L/i‘g—o
banner

CLIicaZ A v (a4 UR) OAvE—VEFET ST, banner ingtall pre-login =~ >
REFEHLET,

banner install pre-login  banner-text-filename repository Repository-name

W D IEA banner-text-filename N F— FH X LD T 7 A L4,
repository-name URY R4,

ATV R FIHILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

admin# banner install pre-login test.txt repository defaultRepo

BEEavT R avw vk i AR

show banner pre-login (71 A UHINT—ERRTELLIICLET,
)

change-password

CLIA ¥ =T xA A~Oul A THERT 5327 — K&EH 3 5121%, change-password
av s REfHLET,

change-password password
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clock .

BXDEREA

AU R TIHIE

AR E—F

password LA T— R (New password)

T 7 4V N OEMERMEIZH W FH AL
EXEC

epnm-system/admin# change-password

Changing password for user admin.

Changing password for admin.

(current) UNIX password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

clock
VAT ATy 7 ERETDHITIE, EXECE— R Tdock =2~ FaEEHALET, ZOfREIX
HIBE CEXERTAN, 7av 73V ky hTEXET,
clock set [mmmdd hh:mm:ss yyyy]
X DA mmm BED A D4R, 3 XFETORTTEELET, =& xiX, January 1%
Jan LFRELE T,
dd BUEOR (Bf) . BR72EIEL0 ~ 31 OFPH T, 247 COKME T
E]\/iﬁ—o
hh:mm:ss BEORM (24 B | 5. BLUOW,
yyyy BIfEOF (MR L) |

AU R TFI4ILE

AR R E—F

EREDAARZA Y

77 4 FOBEREIZH D EE A,

EXEC

VAT Ly s EFRELET, BREAMCTHITE, 210y 7% Y £y MEIC CiscoEPNM
PN E BT B UER D Y £

epnm-system-208/admin# clock set dec 4 12:00:00 2020
epnm-system-208/admin# show clock

Fri Dec 4 12:00:10 IST 2020

epnm-system-208/admin#

BEav> KR

avw R AR
show clock VAT YT N 2T 7y JICRESNTWS BT LG 2
%L/iﬁ‘o
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CiscoEPNM 37> KUY J77 LR |
. configure

configure
a7 4 Falb— gy E— RERKT 521X, EXEC E— KT configure =2~ > K& L
F9, Zoaxwr FTreplaced v a v aliflToE, YATLHZVE—F a7 4%
L—Yarhar—&n, BEOary 74 X¥al—arpnbE&EXINET,
configureterminal

X DA terminal a7 4 Xal—vary avy RERRNPLEITLET,

ATV R FI4NN T 7ANVNOEEREIETSH Y A,

ARURE—F EXEC

EEEDHA KSq4y OV RE, ar74Fal—rvarE— FeET 220l LES, ZOFE—FT
avy REANTSH (Enter 289) L, Ffrar 74 Fal—rar 77 A ~DEZAR
DFEIATENDLDOTERELTIIZEN,

Ay 74X alb—rarE— REET LTEXECE— RIZEDIZIE, end, exitZ AJ)T 50,
Ctrl-zZ#f L £,
Ay 7 4 Fal—va X OERNREEFRT 5I21E, EXEC E— R Cshowrunning-config =2~
YRR LET,

i1

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #

512

ncs/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #

BEa<w > KR avU R SR AR

show running-config WEOEITa Ly 74 Fal—Yary ZJrAVERITary 7 4%
L—ya VORNKRERRLET,

show startup-config AF—= b T o a7 4 Xal—yay ITrANVERITa T4
Xa2l—varONEEERLET,
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co W

copy
TrANEat—mhbat =Kl at’—73 521X, EXECE— RTcopy =~ R L
e

BX DA running-config BIEDFETFaLr 74 ¥alb—vary 77 A VERLET,

AR R FIAILE

AR FE—F

EREDAARZA Y

startup-config

L (A% — b T 7)) BRERA SN2y 7 X2 —var 7y
ANEFRLET,

protocol 7 hanl F—U—KOF T a Al onTCiE, Fl: I bar 7
TA YT ADF—T—FK (13X—=2) #BRL TN,

hostname =D HRR N,

location disk:/<dirpath> DT,

logs AT LADOuS Ty A,

all F_TD CiscoEPNM 1B 7' 7 7 A v U AT A BRIOBATIC 2 B — L
F9, TXTOEZIL, neslogstar.gz & LT 8wr—fbsi, VE—
AR EORESINTZT 4 L7 MV ITERESILET,

filename H—0OCiscoEPNM o/ 77 A VEat—L, ZO7 7 A )% JE—F
RARNCHAIFHEESNTZT 4 L7 MVIZ, SEOAFICTEETEET,

log_filename showlogs 2~ RIZ X > TEREND CiscoEPNM 1 77 7 A JL D4 i
(255 3CF-LIN)

mgmt Cisco EPNM EHT /Ny 7 7/ & tomecat @ 7 &2V AT Linb a b — 1L,
mgmtlogs.tar.gz & W9 7 7 A LAH TN KV LT2H 2T, UE—RAFRA
FEOFREESRET 4 L7 bV ICESE L ET,

runtime Cisco EPNM 7 > % A AT Ny 7 a J VAT A ba—L,

runtimelogs.tar.gz &9 7 7 A VBTN RV L7295 2T, UE—bFF
Z b EOfRESNIZT 4 V7 RV ICEEELET,

77 4N FOBERLEIZH Y EE A,

EXEC

copy 1~ ROFEARREEEL LT, 1 DOBFHNLBIOEATIC, 7741 (VAT LA A—
URar 7 4 X2l —ary T rANRE) Ear—TxFT, EBELEZ A NLDO I —TT
B Oa v —4TlE. CiscoCiscoEPNM 7 7 A L ZAF AMERA ENET, AR— FEh T
2a—HANFERZVE— NI 7 ANVDEFEZDT7 7 ANV AT ATRHRECTEET, HEN
TWBT 7 AN VAT A (B—=AN AEY VY—RAFEHFZVE—bF VAT L) [TEoT, o<
RCHEHESNAHIDBRESINET,
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CiscoEPNM 37> KUY J77 LR |
B ciscorrnma<o ryorLz

VT RTCOav—xé abt—EoEHR, BIOMEHT 2—F - L AU —FEzav
RIANZANTEET, F7201E, copya~> REAN LT, REBHRNDDHEIZT—/—
Ty T NEERIEHIENRTEXET, a~vr RIA L OEELE L U%4 URL [HH#IC
K 2048 L FETANTEET,

CiscoEPNM Tceopy 2~ R&FEITTHE, av 7 4F¥al—vay (Ff7ar74¥al—
VarvELIIAZ—NT v arv4F¥al—vay) Rar—InET,

Cisco EPNM O 7 7 7 ¢ 7 725% €%, HBEIRYIZ Cisco EPNM RAM [ZIRTFSNVE T, AT 5T
RTPDary74X¥al—aravry NE, F7ar74F¥alb—ia & ENET, Cisco
EPNMH—N—%2FEET5 &, FfTar 7 Fal—rarBhkbhEd, ERELEZNEE
RETLHAIE, FfTar 74 Xalb—vardry hU—7 ==l POREREGHNCa
B —92M, CiscoEPNM H—N"—DAX— KT v 7 a7 4 Falb—rart L TREFETD
MERH Y FT,

AB—= T v ar74Xalb—ra TEHERECEERA, ANNTHTXTOa~v K
X, FTar 74 ¥ =2 b—va VIRESIL, FETar 74 FX=2b—valBAX— T v
a7 4 Fa2l—alabt—FTARI LN TEET,

DFEV | CiscoEPNM b —AR_"—Zf{#H+ 5L, AFZ—F T v 7 a7 4Falb—3 a9 DBl
DFEITAL T4 F2b—varybRVET, a7 F¥alb—varzB8T5L, Frar
TAX 2=y a VIEEHENETRAY = T v 7 ar 7 4 Xalb—va IEREI RN
e, 2200ar T 4 X ab—ra AERANAETET, BEEKENZRLOIZT 5T,
writememory =< > F&EMHA LT, Efrar 74 Xal—va & A4—h 7y a7
Fal—va NURGFETHILEND Y £9, writememory =~ > Ri, BIEOE T 7 ¢
Fal—arzkiifb LET,

\)

GE)  Frar 74X ab—varE2RFELRWVWEA, KAl Cisco EPNM Y— N—Z F i) L7z & &
W2, a7 4 X2 b—a VIMAEEERTXTRbNET, £, a7 4 Fal—v3
UL X ICEETAEDIC, ROa<wy REFEALTC, Effar 74 ¥al—i gy
AR — R T T a7 4 FXal—arOat—FEFETxET,

copy startup-config location

copy running-config @ 7 —3 3

\}

GE)  copyma~vr Rid, m—ANAT 4 ZAZ7ZxLCRFPAR— I TEY, VARV R UICH LT
PR—FSNTVERA,

Ebh A VT REERTDE, BERATCTENRY £3, 7= & 21, copy run start (copy
running-config startup-config =~ > ROEMEIE) & AN TE £7,
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b — kAN

CiscoEPNM 7> Ky 77 Loz [

SERICETTAETITEL, HEHMn2Z x4, 2k, HHLT

WATE haexy NT—27 12k o> THRRY £3,
T 7 A MR, T4 V7 MUK AR T v AN EHERH L E T,
RAETHARELOH DT —F, EHEDOFTP =7 — A vE&—TTT,

£1:70ralL TLI4v I RODF—T—F

F——F

SO

FTP

FTP %X~ hU—27 H— "D URL, ZDO==A YT ADOREL :

ftp://location/directory

sftp

SFTP Xy U —27 #—"D URL, ZDTA U T ADI % v 7 AT sfip://location

SFTP UARY b U TIL, IP 7 FL AE7=IXFQDN & SFTP A v 7 O A & Df
TaZiBIL T, BEERDE LT 7ZEW, B : url sfip:/server//path

GE) UE—k SFTP — Tt [RXRTU— FGE) 28T 2 0ERH Y
FTHEHAEILA SSHD H— D=2 T L EBRB LT EEU,

VE—bF P —=_THEHLTWAHSFIP Y 7 Uy =T IZ ko T, TF—FR—FA1
DRHETT, A Lpne, VE—FSFTPH—NZa b —T& £H A, #l: Ope
sshd_config 7 7 A V% fimte L C PasswordAuthentication /X7 A —# % [yes| (ZFXiE

tftp

TFTP * v N —27 $— "D URL, ZDxA U7 ADHEL :
tftp://location/directory

i1

ncs/admin#
Generating
ncs/admin#

512

ncs/admin#
Generating
ncs/admin#

13

ncs/admin#
ncs/admin#

copy run start
configuration...

copy running-config startup-config
configuration...

copy start run
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. debug

51 4

CiscoEPNM 37> KUY J77 LR |

ncs/admin# copy startup-config running-config

ncs/admin#

1515

ncs/admin# copy logs disk:/

Collecting logs...
ncs/admin#

151 6

ooy Nid, TFTP 75 PNP IZREAEZ o B —d3 570 SN E T,

copy tftp://<EPNM Server IP Address>/server.key disk:/
copy tftp://<EPNM Server IP Address>/server.crt disk:/
copy tftp://<EPNM Server IP Address>/ncs server certificate.crt disk:/

BLL

Cisco EPNM H—_R— 67 7 A L& HIER L £97,

EEa<T YR avok
delete
dir

Cisco EPNM #—— D7 7 A L5 —EER R LFET,

debug

vy RORPUCEET 57— X &2 RRT DI21E, EXECE— RTdebug=a~ > N%

EMAL X,

debug{all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp | system |

transfer | user | utils}

XN all

FTRTCDOT Ny T oA =T M LET,
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CiscoEPNM 7> Ky 77 Loz [

application

TV =gy Ty AL,

cadl : TRCOT TV r—2arOF N Ny T EA4 x—7 ML
T, 0~TOMTLLVEHRELET, 03EKR, 7133~ T%
RLET,

singall : 7 U A — 53 DA UA N—IVDF NNy T E A p—
T LET, 0~7T OB TLLEZRELET, 0IFEKR, 71X
TRCERLET,

«operation : 7V r—3a UEMEDT N S A X —T LI
LET, 0~T7TDOMTLALERELET, 0IFEKR, 7133~ T
e LET,

euningal : 7V —2a DT A VARN=ILDT Ny TH %
AX—TMZLET, 0~TORITLNAERELET, 0IFE
K, 71T _XITERLET,

backup-restore

Tr7ANERNy I T v 7BILOMETLLET,

cadl : Ry I T v TBIWETLT, 9 XTOT NNy FHNEA x—
T LET, 0~T ORI TLLARELET, 0IFEKR, 70%
T_RTCERLET,

ebackup : Ny 7T v TEIOEILT, Ny T v T DTNy 7
N F—TMILET, 0~TORTL~VERELET, 00
BR, 7TIETRTERLET,

s backup-logs: N> 7 7 v TEBIOETLT, Xy T v a s o7
Ny THNEAX—T M LET, 0~TDMTLLEREL
F9, 0FEK, 71T _XTERLET,

chigtory : N 77 v B LIMELT, BEOT /Ny THT1 %A X —
T LET, 0~7T DR TLULEZRELET, 0IFEKR, 71X
TRCERLET,

sregtore: N7 T v TRBIOET T, HxDT Ny S EA F—
TMZLET, 0~7T DR TLNVERELET, 0IFEKR, 71
TRCERLET,
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CiscoEPNM 37> KUY J77 LR |
B ciscorrnma<o ryorLz

cdp Cisco Discovery Protocol 2> 7 4 X2 L — 3 77 A/,

e all : 3~T® Cisco Discovery Protocol 27 4 F =2 L—/3 /D
TNy TN A =TI LET, 0~7 DTV ERE
LET, 0IFHEKR, 71 3T XTERLET,

» config : Cisco Discovery Protocol D127 4 X2 L— 3 DT /Ny
T EAF—T M LET, 0~TOMTLXLERELET,
0IFER, 7TIFXT_XTERLET,

« infra : Cisco Discovery Protocol DA > 7 T A NT 7 F ¥ DT /N 7
HhaA 2= LET, 0~TOMTLULZRELET, 0
IFEKR, 73T _XTERLET,

config HWET A,

cdl T RTCOaAy 7 4 Falb—arOF Ny ITHAEA X —
WLET, 0~7ORTLNEBRELET, 0IZEKR, 7137
NTCHERLET,

sbackup : Ny I T v ar T 4 Xalb—alrOF Ny THE
AF—=TNVIZLET, 0~TDOMTLIVERELET, 01LHE
R, 7T _XTERLET,

eclock: 7w 7 ar 7 4 X2l —arDF NNy THITEA R—
TLZLET, 0~7T OB TLLEZRELET, 0IFFEKR, 71X
T_RTCERLET,

vinfra: I 7 4 X2l —Ya A VT TARNTIFHDT NNy T
HAOEA X —TNIZLET, 0~T DB TLULERELET, 0
WEEKR, 7T _XTERLET,

ekion: 2w R AFVa—F a7 4F¥al—2aOF Ny J
Hha A 2 —7 M LET, 0~TDMTLLERELET, 0
TER, 7EHT_XTERLET,

enatwork : X hU—27 a7 4 X2 lb— a3 0DTF NNy THFE
AFX—TNMZLET, 0~TORTLAERELET, 01FE
K. 7TI1ET_RTERLET,

erepository : UARY R a7 4 ¥ alb—aOF Ny FH%E
AF—=TMILET, 0~TORTL L aZRELEY, 01TE
K. 7T TERLET,

eservice: —ER a7 4 X2l —2arOF Ny TH TR A R—
TMZLET, 0~TORTLLEFRELET, 0IXEK, 71F
TRCERLET,

copy ab—av2 RN, 0~7DORMTL~LERELET, 0IFEKR, 7137
NTCHERLET,

. CiscoEPNM <> K27 L YR




| CiscoEPNM <> RYZ7LUR

CiscoEPNM 7> Ky 77 Loz [

icmp

A H =%y Ml A v E— 71 hab (ICMP) =a—tEo =
T4 ¥l —T 3,

all : ICMP =a— 5 Dary 7 4 Xalb—valDF_XTOT NNy T
Wiz A x—T W LET, 0~TORTLLZRELET, 01FH
K 7T _RTERLULET,

locks

Uyy—2nmayXrr,

cadl : TRTOY V—2avX o TOF Ny TH %A F—T LT
LET, 0~7DOMTL_LEHRELET, 0IFEK, 7139TT
R LET,

ofile: 77 A2y XL TOFANy THHEA F—T VI LET,
0~7DMTLULEZRELET, 0ITEK, 71XT_TERLE
KR

logging

oXo o arJ 4 Xal—yary 7yrA),

al: T R_RTouXrZ ar74X¥al—a 07y FHhEA
F—TMZLET, 0~TDOMTLULZRELET, 0IFEKR, 71X
TRTHERLET,

snmp

SNMP 2> 7 4 X2l —ay 77A)l,

al : T_RTOSNMP 2> 7 4 X al—2arDF NNy THhEA F—
T LET, 0~T7 OB TLLZHRELET, 0ITEKR, 73T
TuHERLET,

system

VAT AN T A,

cal : TRTCDOIVAT LT 7 ANDT Ny TH 1A X —T VI L
F7T, 0~TDRTLVEZRELET, 0IFEKR, 73T T%
%Liﬂ‘o

cid: VAT AID DTNy TN EA FX—TNIZLET, 0~TD
BICL_LERELET, 0IZEKR, 71 E T TE2RLET,

sinfo: AT LEROT Ny TH A R—T M LET, 0~7
D TLLEZRELET, 0IFEKR, 71 ET_XTE2RLET,

cinit : AT LAOHHULDOT Ry TH B A F—T I LET, 0
~TOMTL_NVEHRELET, 0ITEKR, 7FT_XTERLE
‘a‘o

Baik

T ANVEEE, 0~T ORI TLLERELET, 0IFEKR, 71T+~
TT9d,
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. delete

user PR,

cadl : TRTO2—YPEHOT Ny FTH N E A F—T M LE T,
0~7DETLNERELET, 0IFEKR, 73T TERLE
‘a‘o

« password-policy : /XA T — KRR Y v —Da—HFEFHOT Ny 7]

EAFX—TNMILET, 0~TOMTL L EZRELET, 01FH
R, TIEFEFT_XTERLET,

utils 2—F 4 VT4 ar I 4 Xal—ar TrAI,

al : TR Tha—F 4 VT 4 a7 4X¥alb—aOF Ny 7
EAX—TNMILET, 0O~TDOMTLVERELET, 0ITEK,
TIETRTERLET,

ATV R FI4NN T 7ANV NOBEERMEITSH Y A

ARV kFE—F EXEC

FEREDHA KSA4Y By Ty 7 x27—Rar 74 ¥al—var 27— L Cisco EPNM H—"—ND I F &
FRTT—HWBT5ITiE, débug =~ REFEHLET,

ncs/admin# debug all
ncs/admin# mkdir disk:/1
ncs/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success

ncs/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ncs/admin#

ncs/admin# undebug all

ncs/admin#
BEaTR avw vk ERBA
undebug SESERaT RORIT, debugz~> Rl (=5 —%7=
A X FDOFRR) EEHICLET,

delete
P N=n 57 7 A NVEHIRT HIIE, EXECE— FCdeete a~ > REALEY, o=
~ Fono BT H Y £H A,
delete filename [disk:/path]

BX DA filename [Z7 7 A V4% (Filename) ] :
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AU R TIHIE

AR E—F

FEREDHA FS1 Y

dir [

disk:/path AT,

T 7 4V N OEMERMEIZH W FH AL

EXEC
AT 4 X2 b= ar Ty ANVERBAA—TEHRLEL D T2 L, HIBREHRT D720

DT T INRERENET, o, BHOFNRV AT LA A=V EHIBRLEL O & LicE
b, HIREZHRET AT a 7 W REREINET,

ncs/admin# delete disk:/hs_err pidl9962.log

ncs/admin#
BEav> KR avU kR SHER
dir Cisco EPNM ¥ —R—F DT _RTHOT7 7y A VB —ERRLET,

dir

CiscoEPNM $—— LD 7 7 A V&2 —&FK T HI121E, EXECE— RCdira~> REEHAL
I3, ZOMREAYIKRTAICE. ZToa~vry FonEREHEHLET,

dir [word][recursive]

B DEREA

ARV ETIAIb

AR R E—F

word T4 LT U4, K80 LFOHRET, T 4 L7 b ULAORNIIT disk:/
FRETHLENRSH Y 7,
recursive RN T4 LT R ERRT 7 ANV E RIS R LET,

T 7 x /v N OEBERLHEIZDH U AL
EXEC

epnm-system-208/admin# dir
Directory of disk:/

20 Dec 02 2020 09:07:53 crash

4096 Dec 03 2020 10:48:22 defaultRepo/
4096 Dec 04 2020 12:27:33 ftp/

4096 Dec 03 2020 12:18:28 logs/

16384 Dec 01 2020 15:25:15 lost+found/
4096 Dec 02 2020 22:49:13 sftp/

4096 Dec 02 2020 09:06:12 ssh/

4096 Dec 02 2020 09:06:12 telnet/

4096 Dec 02 2020 09:46:31 tftp/

Usage for disk: filesystem

1031405568 bytes total used
42919706624 bytes free
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. exit
46310408192 bytes available
epnm-system-208/admin#
BEav Uk avv kR Bl
delete Cisco EPNM H— _—n5 7 7 A L &HIBR L £,
exit
CiscoOEPNM Y — = 6un 77 U ML TCT 7T 4 7T E—IF kv a2 & 715856,
FrFar 74X a2lb— gy FT— 0D 1 D EOFE— FLYLIIBITT 285481%. EXEC
T— RFCTexit a~y FEFEHLET,
exit
KT DR Zoavy FIFGIEELITF—T— REdH D £EA,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC

FEHEDHA KS4y EXECE—FTexit a~ FEEH LT, 727747ty raafk T (Cisco EPNM #—
N=nHr T R) T4, av7 4 X¥al—yarE— b EOE—RIBITLET,

epnm-system/admin# exit

Connection closing...Socket close.

Connection closed by foreign host.

Disconnected from remote host (10.197.71.160:22) at 10:51:43.

BEa<w> KR av>y R SRER
end a7 4 X2l —aryET—REKRTLET,
exit a7 4 X2l —varyET— FELIFIEXECE—RFERKRTLET,
Ctrl-z WEET—FEKT LET,

forceout

a2 —W—% Cisco EPNM r—R_—mba /77 7 hEE T, 777 4 77k E v v a > & il
FICH T & A121%. EXEC £— RTforceout =~ > RAEEHA L E T,

forceout =——H#—4

X DiRHA username 2— Y DLHI, K31 LTFOFHT,
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hatt [Jj
ATV R FI4NN T ANV NOBEBERMEITH Y A,
AvYRE—K EXEC
ncs/admin# forceout userl
ncs/admin#
MEa<v> R S8
show users (99 ~_—73) Cisco EPNM —R_—jcu /(4 L TWbda—HP—D U A M &2 FKR
L/i‘j‘o
halt
VAT LYYy MUV LTUVAT AOEREEYHI21E, EXECE— RThat 2~y R&ff
HLET,
halt

ZOawy FIESIEELITF—V—RNEH Y £ A,

ATV R FIHILL T 7 AN NOBERHEIZH Y FH A,

aAvURE—F EXEC

ERELEOHA KSq> hat 2~2 REFETT LRI, CiscoEPNM 23, Nw 77 v fHlm, A VA=, Ty
T L— R, EI3HIBR R EA2 FITR RN L 2R L E T, Cisco EPNM 2821 65DV
MOBIEEITHS> TV AIChat 2~ REANTDHE, ROWTNDLOEELE X v —URFEKR
IhET,

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHDOWTIODOELENFRENTGE., BEERELETAICIZyesEATIL, ELEF v
AT HIZiEno E AT LET,

halt =~ > ROMBHARHIC 7 02 ANRFETINTORNWEES, FRidFRanzgE2 vk —v
LT Yes & AJJT 5 &, Cisco EPNM (2 &L - T, /K@Zl‘7 Vg NI AINENER I
F9,

Do you want to save the current configuration ?

YES E AN LT, BEfF® CiscoACS 27 4 Fa b —va yEREFELET, Cisco EPNM (21X
IKDA v —UNEREINET,

Saved the running configuration to startup successfully
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epnm-system/admin# halt

CiscoEPNM 37> KUY J77 LR |

Save the current ADE-OS running configuration? (yes/no) [yes]

Generating configuration...

Saved the ADE-0S running configuration to startup successfully
ly/n] y

(pts/0) (Wed May 5 18:37:02 2010):
The system is going down for system halt NOW!

Server is shutting down...

Continue with shutdown?
Broadcast message from root

? yes

BEav R avUR

BLL]

reload

VAT L) T —FLET,

mkdir

Cisco EPNM % — R—ZH LT 4 L7 b U Z/ERT 521X, EXEC E— R Tmkdir =<2 K

ML ET,

mkdir directory-name [ disk:/path]

X DEEA directory-name

B 27 4 L7 b U OART, JK 80 LT DHHF,

disk:/path

F ¢ Ly U4 disk/path DR 6 L E 5,

ATV RFEI4FIRN T 7ANNOEBERHEITH Y A,

AT RE—FR EXEC

FEREEDHA KSq4y 7427 MUAIEdisk/path DIFAZMH L ET, £ 95 Laaidiid, disk/path OFFE D5

ThDHILETRT =T —RFERINET,

ncs/admin# mkdir disk:/test

ncs/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

ncs/admin#

May
May
Mar
May
May

06
06
01
06
07

2010
2010
2010
2010
2010

13
13
16
13
12

Usage for disk:
181067776 bytes total used

:34:49 activemg-data/
:40:59 logs/

:07:27 lost+found/
:42:53  target/

:26:04  test/

filesystem

19084521472 bytes free
20314165248 bytes available
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ncs certvalidation certificate-check .

BEav R avw Uk SR BA
dir Cisco EPNM #—N— D7 v A N2 —EE R LET,
rmdir BFEOT L7 MU ZHIBRLET,

ncs certvalidation certificate-check

SERAEOKGEEZ BN E 21T EIC 3T 5121, EXEC E— R T nescertvalidation certificate-check
av s REFHLET,

ncs certvalidation certificate-check {disable | enable | trust-on-first-use } trustzone
trustzone_name

ST ERBA disable Al O RREED HE L
enable AR E DO RREED A 2L
trust-on-first-use WIEE R AR 2 RAEAEZEE L TE U E
trustzone_name T AN = DA

ATV RFIHILL T 7 AN NOBERHEIZH Y 8 A,

aAvURE—F EXEC

epnm-system/admin# ncs certvalidation certificate-check trust-on-first-use trustzone
system

ncs certvalidation certificate-check enable trustzone system

ncs certvalidation custom-ocsp-responder

AKX I OCSP LV AR X & ET HIZIE, EXEC £— KT ncscertvalidation
custom-ocsp-responder 1~ > RKafiH L £,

ncs certvalidation custom-ocsp-responder { clear url | disable | enable | seturl }

XX DA clear OCSP VARV ZDURLZZ7 VT LET,
disable T A KB I OCSP L AR Z AR LET,
enable T A KB I OCSP L AR AN LET,
set OCSP L AR D URL Zi%E LE T,
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. ncs certvalidation revocation-check

\)

G¥)  EFE D ncscertvalidation =2 kU OWF o d i L7-% ., EPNM 2 FHEEIT 2 46ENH 0 £
7,

AT RFIAILR T 7 4V FOEHEEIZH D FH AL

AvURE—FR EXEC

epnm-system/admin# ncs certvalidation custom-ocsp-responder enable

epnm-system/admin# ncs certvalidation custom-ocsp-responder set urll http://10.104.119.201
epnm-system/admin# ncs certvalidation custom-ocsp-responder clear urll
epnm-system/admin# ncs certvalidation custom-ocsp-responder disable

ncs certvalidation revocation-check

OCSP £721X CRL ZfEH L7z F = v 7 Z A0 E 1213 T 5121, EXEC £— KT ncs
certvalidation revocation-check =~ > RZ&HHA L E£9,

ncs certvalidation revocation-check {disable | enable } trustzone { devicemgmt | pubnet |
system | user }

B DEREA disable AEHE O KA 2 BN L £

enable AERREO R E AL E T,

ATV R FI4IAL T AN FOBESEIZH Y EE A,

ARURE—F EXEC

epnm-system/admin# ncs certvalidation revocation-check enable trustzone system
epnm-system/admin#

ncs certvalidation tofu-certs

AIEME AR B #E S - FEAE A2 R B L OWIBRT 5 121E, EXEC £— K ncscertvalidation
tofu-certs 2~ > R&fEH L E9,

ncs certvalidation tofu-certs {listcerts | deletecert host host_name }

WX OHRH deletecert KA b O FIENE RS A S 7 SEH 2 4 11
s
listcerts PRI PR R R S LT R B — 307 L %
_g——
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AR R TFIHILE

AR E—F

ncs certvalidation trusted-ca-store .

77 4N FOBERLEIZH Y EE A,

EXEC

11 : listcert

epnm-system/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection, if
trust-on-first-use is configured - ncs certvalidation certificate-check ...
host=10.197.71.121 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco
Systems/OU=EPNM/CN=epnm-system-121

epnm-system/admin#

51 2 : deletecerts

epnm-system/admin# ncs certvalidation tofu-certs deletecert host 10.197.71.121 8082
Deleted entry for 10.197.71.121 8082
epnm-system/admin#

ncs certvalidation trusted-ca-store

EHHTE D CAFFHEX N T Z&ET 5121%. EXEC E— R T ncscertvalidation trusted-ca-store
avr REfHLET,

ncscertvalidation trusted-ca-store {auto-ca-update { enable | disabletruststoretruststore name
} | deletecacert alias { alias hametruststoretruststore name { devicemgmt | pubnet | system
luser } '} | importcacert aliasalias namerepository repository _nametruststoretruststore name
| listcacertstruststoretrustsore name }

BXDEREA

auto-ca-update V7 Ny =T EHREOEHFHTE D CAGEHED
HEhE R U 2 B

deletecacert AEEDOEED A 2L

Importcacert fFHA N T ~OFEFIHD A A= |

listcacerts BHETE 5T XTOCAGEHEDY A K

truststore_name NTARNANT4

devicemgmt BRI RT N A A B OFEEORIEIZHE A &
NWHINITARNANT

pubnet STV Y I A B =y M b ORI EORIE
WHEHESND T A RA T

system DO ET VAT L H OFEHEDORFEICMHH
NDHMNITARNARNT

user a—H—n 7oA OFEREOKGEIEN S D
FTZARMALT
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. ncs cleanup

R

aARETI7AHILE

AR E—F

{5 1 : auto-ca-upadate

epnm-system/admin# ncs
system

epnm-system/admin# ncs
system

epnm-system/admin#

151 2 : deletecacert

epnm-system/admin# ncs
truststore system
Deleted CA certificate
restart
epnm-system/admin#

{5 3 : importcacert

77 4V FOBERLEIZH D EE A,

227 4 ¥ =2 b— 3 (Configuration)

Cisco EPNM 2w > KU Z7 LV R |

certvalidation trusted-ca-store auto-ca-update enable truststore

certvalidation trusted-ca-store auto-ca-update disable truststore

certvalidation trusted-ca-store deletecacert alias quovadisroot

from trust store.

Changes will take affect on the next server

epnm-system/admin# ncs certvalidation trusted-ca-store importcacert alias ALIAS repository
defaultRepo epnm.cer truststore system
Imported CA certificate to trust store.

restart
epnm-system/admin#

{5 3 : listcacert

Changes will take affect on the next server

epnm-system/admin# ncs certvalidation trusted-ca-store listcacerts truststore pubnet

ciscoeccrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHA1l): 52:EC:7D:BB:5C:65:11:DD:C1:C5:46:DB:BC:29:49:B5:AB:E9:D0:EE
ciscorootcam2, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHA1l): 93:3D:63:3A:4E:84:0D:A4:C2:8E:89:5D:90:0F:D3:11:88:86:F7:A3
ciscorootcaz2048, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): DE:99:0C:ED:99:E0:43:1F:60:ED:C3:93:7E:7C:D5:BF:0E:D9:E5:FA
ciscorootcaml, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHALl): 45:AD:6B:B4:99:01:1B:B4:E8:4E:84:31:6A:81:C2:7D:89:EE:5C:E7
quovadisrootcaz, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): CA:3A:FB:CF:12:40:36:4B:44:B2:16:20:88:80:48:39:19:93:7C:F7
ciscorootca2099, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): AC:1E:DE:2E:1C:97:0F:ED:3E:E8:5F:8C:3A:CF:E2:BA:C0:4A:13:76
ciscolicensingrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHALl): 5C:A9:5F:B6:E2:98:0E:C1l:5A:FB:68:1B:BB:7E:62:B5:AD:3F:A8:B8
verisignclass3publicprimarycertificationauthorityg5, Nov 28, 2018, trustedCertEntry,
Certificate fingerprint (SHAl): 4E:B6:D5:78:49:9B:1C:CF:5F:58:1E:AD:56:BE:3D:9B:67:44:A5:E5
ciscorxcr2, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHALl): 2C:8A:FF:CE:96:64:30:BA:04:C0:4F:81:DD:4B:49:C7:1B:5B:81:A0
digicertglobalrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHALl): A8:98:5D:3A:65:E5:E5:C4:B2:D7:D6:6D:40:C6:DD:2F:B1:9C:54:36

epnm-system/admin#

ncs cleanup

WDOT =B )—2T v 7 LT, T4 A7 REEZHANMAT 521X, EXECE— K Tnescdeanup

avy ReHLET,
* /opt/backup @ D7
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B DEREA

—_

AR TFIA4ILE

aAvU kR E—F

FEREDHA K4V

CiscoEPNM 7> Ky 77 Loz [

* /opt/CSCOlumos/logs ® T ® * m-n.logs, *.n.logs. *.logn 727 77 A )L
* /localdisk @ FD@FH D7 7 A /b
* opt/CSCOlumos/crash @ @ .hprof 7 7 A /L
« Jopt/tmp/ @ T @ Matlab* log
« /opt/oracle/base/diag/rdbms/*/*/trace ® F D trm 7 7 A L & tre 7 7 A )V
* /opt/oracle/base/fast_recovery area/WCS O FOHWHAREIN DT — AT a7 Xy 77T v
A
ncs cleanup
Zoa<xy R3S EELEFF—U—FEH D £ A,
77 4 /v b OBEREIL D D EH A

EXEC

Cisco EPNM IZ 5072 T 4 A7 BENLWIGAIZ, T4 A7 REOfEKE HAHZRTT 7 —
LDFITSNET, nescleanup 2~ > REATT D&, IROMERA v E—VBRFRRINET,

Do you want to delete all the files in the local disk partition? (Y/N)

epnm-system-117/admin# ncs cleanup
Starting Cleanup: Wed Feb 28 01:50:44 IST 2019

{Wed Aug 12 01:50:47 IST 2019} Removing all files in backup staging directory

{Wed Aug 12 01:50:47 IST 2019} Removing all Matlab core related files

{Wed Aug 12 01:50:47 IST 2019} Removing all older log files

{Wed Aug 12 01:50:47 IST 2019} Cleaning older archive logs

{Wed Aug 12 01:51:03 IST 2019} Cleaning database backup and all archive logs

{Wed Aug 12 01:51:03 IST 2019} Cleaning older database trace files

{Wed Aug 12 01:51:03 IST 2019} Removing all user local disk files

{Wed Aug 12 01:51:03 IST 2019} Cleaning database

{Wed Aug 12 01:51:05 IST 2019} Stopping server

{Wed Aug 12 01:52:05 IST 2019} Not all server processes stop. Attempting to stop \
remaining

{Wed Aug 12 01:52:05 IST 2019

{Wed Aug 12 01:52:07 IST 2019

{Wed Aug 12 01:52:20 IST 2019
{Wed Aug 12 01:58:50 IST 2019
{
{

Stopping database
Starting database
Starting database clean
Completed database clean
Stopping database
Starting server

Wed Aug 12 01:58:50 IST 2019
Wed Aug 12 01:59:14 IST 2019

Completed Cleanup

Start Time: Mon Aug 28 01:50:44 IST 2019
Completed Time: Mon Aug 28 02:07:07 IST 2019
epnm-system-117/admin#
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. ncs ha authkey

ncs ha authkey

A TRXAZEYT 4 (HA) ORFEF—% AJJT 5IZ1L, EXEC £— R T neshaauthkey =
v REERLES,

ncs ha authkey authorization key

BX DA authorizationkey A 7oA Z U 7 4 OREFEF—, FK 80 LFDHHT,

ATV RFI4ILL T 7 AN POBERHEIZH Y FH A,

AT RE—FR EXEC

FELEDHA KS4> ncshaauthkey =~ R T, ~V A F=FDOFF i 2 ZH LET,

ROBNT, ™A TXATEYT 4 OFFEF—E2RET D HEEZRLET,

epnm-system/admin#ncs ha authkey ciscol23

Going to update primary authentication key

Successfully updated primary authentication key

Successfully intimated Primary updated authentication key to Secondary Server
epnm-system/admin#

BEEavT R avw vk Bz
ncs ha remove Cisco EPNM oA T XA T T 4 OFRELXHIFREL F9,
ncs ha status NATRAZEVT 4 DBUED AT —F ANRFIRSNET,

ncs ha configure

NATR_AZEYT 4 (HA) #EEHIEE9 521X, EXEC £— KT neshaconfigure =< > K
EEALE9,

ncs ha configure

DA Zoa<wy RIZEBIEELIZTF—TU—FiEH Y £ A,

ARV EFI4NL T AN FOBEREIZH Y EH A,

AU R E—F EXEC
FRELEOHA RS54 >r HABELZGIET S 72DIEH L £,
ncshaconfigure =~ K& AT H L, ROV T a~v s KRR RINET,

epnm-dev-vm-54/admin# ncs ha configure ?
dgtimeout Update the DataGuard Time out for high availability
hbinterval Update the HM interval for high availability
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ncs ha monitor interface add .

hbretry Update the HM retry for high availability
sglexpiretime Update the DB SglExpireTime for high availability
sglinboundtimeout Update the DB SglInBoundTimeout for high availability
tcpkeepaliveintvl Update the Tcp Keep Alive Intvl for high availability
tcpkeepaliveprobes Update the Tcp Keep Alive Probes for high availability
tcpkeepalivetime Update the Tcp Keep Alive Time for high availability

updatecheckreadiness Update CheckReadiness

EEav> R

avw vk EBA

ncs ha authkey CiscoEPNM TNA T XA TV T 4 OFBGEF—Z AN TE £, ZD
avy RTIE, ~A B X OHFAHLETLET,

ncs ha remove A TRATZEY T 4 fEREHIRLET,

ncs ha monitor interface add

INATRATZENT 4 DE=H Y TN, U H—T = A AZBNT 521X, EXEC E— KT
ncs ha monitor interfaceadd =~ > RafEHA L £,

ncsha monitor interfaceadd [ GigabitEthernet | Team] [ interface number ]

ARV EFI4NAL T 74N FOBEREIZH Y EE A,

avURE—FR EXEC

ncs ha monitor interface del

NATRAZENVTADE=Z Y U Thb A F—T7 = Z2HIfRT 5121E, EXECE—FT
ncsha monitor interfacedel =~ > RZFEH L £1,

ncsha monitor interfacedd [ GigabitEthernet | Team] [ interface number ] }

ATVRFEIFIR T 7N NOEEREITH Y A,

AvURE—FR EXEC

ncs ha northbound interface

J)—ANRNG U R A VB —T 2 A AZRET D121, EXECE— KT ncshanorthbound interface
o< REFHLET,

ncshanorthbound interface [ GigabitEthernet | Team] [ interface number ]

AT R TFIA4ILE 7 7 #4/V b F— Rl¥ cGigabitEthernet 0 T,
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. ncs ha remove

aAvU R E—F

ncs ha remove

BXDEREA

AR R FIHILE

aAvU R E—F

EREDAARZM4

ncs ha status

CiscoEPNM 37> KUY J77 LR |

EXEC

Cisco EPNM I HNA T_A Z U 7 ¢ OFREZHIFRT 512X, EXEC £— KT ncsharemove
a<w 2 REFEHLET,

ncs haremove
Zoa<wy NIZEFBIBEZITF—U—RNIZH Y A,

77 4V FOBIEREIZH Y EE A,

EXEC

ncsharemove 2~ R&E(TT 5 L. Cisco EPNM 2B NA T XA FE Y T ¢ OFRENHIGR S
NET, Z0avr FEANTLHE, ROFERBA vE—IUNRRINET,

High availability configuration will be removed.
Do you wish to continue? (Y/N)

1

epnm-system/admin# ncs ha remove
High availability configuration will be removed
Do you wish to continue? (y/N) vy

Removing primary configuration will remove all database information

Primary is attempting to remove high availability configuration from both primary \
and secondary

Successfully removed high availability configuration

epnm-system/admin#

EEav R

avw R SRER
ncs ha authkey CiscoOEPNM CTNNA T XA TV T 4 OFFEF—%RASITEET, 2D

a2 RClE. ~VA T OFAHEE L ET,

nes ha status N TRATEYT 4 OBHED AT —F ARERSNET,

A TR_AFEYT 4 (HA) OBIED AT —Z A %FKrd 5121%. EXEC E— R T nesha
status =~ > R&FEH L ET,
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BXDEREA

AR R TFI4ILE

AR FE—F

EREDAARZA

CiscoEPNM 7> Ky 77 Loz [

ncs ha status

Zoavy FIZFBIERELITF—U—NIH Y A,
77 4V P OEEREIZH Y FH A

EXEC

HA OBFED AT — X A Form L ET,
ncshastatus 2~ > R&EANTHE, ROISENFEREINET,

1 : HADRE SN TUWREWNES

epnm-system/admin# ncs ha status
[Role] Primary [State] HA not Configured
epnm-systems/admin#

Bl2: HABNERESNTWDIEES
TIA =Y =3

epnm-system/admin# ncs ha status

[Role] Primary [Secondary Server] 10.197.71.162(10.197.71.162) [State] Primary
Active [Failover Type] Automatic

epnm-system/admin#

thHY PN

epnm-system/admin# ncs ha status

[Role] Secondary [Primary Server] epnm-system-161(10.197.71.161) [State] Secondary
Syncing [Failover Type] Automatic

epnm-system/admin#

BEav >R

avw > kR S5ER
ncs ha authkey CiscoEPNM TNA 7 XA Z U T 4 OFBFEF—ZF ATITEET, 2D

a<2 RTiE, ~A =X OFALEELET,

nes ha remove INA TS T T BRI L E T
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. ncs key genkey

ncs key genkey

CiscoEPNM 37> KUY J77 LR |

FLWRSA ¥ —B XA CEAGEAEFEL LT HITI1E, necskey genkey 2~ > REMH L E
T, ZOaAvy NEIROLIIHERTLHZ ENnTEET,

ncs key genkey -newdn -csr csrfilename repository repositoryname

EX DA genkey

HLUWRSA ¥—BXOHCELIEAELZAER LET, Zoav K&
— IR DT T a R TE F4,

o AEMEELATR (CSR) 7 7 A VEARLET,

-newdn : RAA EREZMEH L CTH LWVWRSAST— L HEBEAMEAESR
AR L ET,

<cr> : AT,

-newdn

RAAL NERZFEFHLTH LV RSA ¥ — & HOBAIFAEL AR L E
T, ZDavwy RéE—#IIROF T a A TEET,

-csr : AEAEBE A ER (CSR) 77 A VEAER L ET,

<cr> : T,

FLWCSRGFAEZ y A L EAR LET, Z0awr ReE—FIcko
FFvarEFEHTEET,

<WORD> : GEHFET 7 A L4 (80 XFLLF) Z A LET,

csrfilename

CSR 7 7 A V4,

L >ANY

VRIS RNY avwr R, ZoOFFrasid, escAF>arz2HEL-
EEIFEHTEET,

repositoryname TrANENY T v T L5, K 80 LT DIHT

ATV R FI4IAL T AN FOBESEIZH Y A,

ARURE—F EXEC

Cisco EPNM Y — R—®D#H LW RSA F—B L UGEHET 7 A VA2 AT 56015 LU T

TLET,

epnm-cluster-88/admin# ncs key genkey -newdn -csr test.csr repository defaultRepo

Changes will take affect on the next server restart

Enter the
Enter the
Enter the
Enter the
Enter the
Enter the

Specify

If none

fully qualified domain name of the server !!!!: epnm-cluster-88.cisco.com
name of your organization unit !!!P!Ptriirrrtril: cisco

name of your organization !!!liiirrrririrrrtiil: hel

name of your city or locality !!!!irrriirrrttl: chennai

name of your state or province !!!I!Iiriiirittil: £n

two letter code for your country !!P!Ptriirrrtil: gs

subject alternate names.
specified, CN will be used.
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ncs key importkey .

Use comma seperated list - DNS:<name>,IP:<address> !!!!!: \
DNS:epnm-cluster-88.cisco.com,IP:10.126.168.88

Specify the public key algorithm [rsa/ec] !!!itrittittit: rsa
Specify the RSA key size [2048/4096/8192] !!tttrirttitil: 4096
Specify the signature algorithm [sha256/sha512] !!!!!tl!1l: sha256

Key and CSR/Certificate will be generated with following details

Subject : \
/C=US/ST=tn/L=chennai/0O=hcl/0OU=cisco/CN=epnm-cluster-88.cisco.com

Subject Alternate Name : DNS:epnm-cluster-88.cisco.com,IP:10.126.168.88

Public Key Alg : rsa, 4096
Signature Alg : sha256
Continue [yes] : yes
Generating...

Completed generating new key...Changes will take affect on the next server restart

Note: You can provide comma separated list of FQDN and IP of EPNM servers where you want
to import the same certificate received from CA.

To import same CA in other server, you need to import the key from the server where you
generate CSR and them import the CA certiifcates.

\)

GE) CSRZ7AMIVRY FUDELTCWAHEATICAERKRENET, ZDOCSRT 7 A /L E&Aff
ALT, FBEDCAT—V = b b CAFFHEF ZIIBA M ETEHELISG L ET,

BEa<w> R av U R Bz

ncs key importsignedcert | Cisco EPNM (2 RSA F— 3 JOVEA T S FEEZ A L 77,

ncs key importkey Cisco EPNM T RSA ¥ —B L UGEFHEZ#EH LE7,

\}

()  Zoa<wr ROANEIZ, nesstop B L O nesstart 2~ K& AF LT, CiscoEPNM H—/3—
ZPEE) L E T,

ncs key importkey

Cisco EPNM (Z RSA F—3 L OBANT it EFEA#H T 512X, EXEC E— KT ncskey
importkey =~ > R&fHA L £,

F—%ZTVRKR—+THHE:

ncs key exportkey key-filename cert-filename repository repositoryname
*—FAR— T BHE

ncs key importkey key-filename cert-filename repository repositoryname

X DA key-filename RSA WX —D 7 7 A V4,
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. ncs key importsignedcert

cert-filename FEHEDO T 7 A N4,
YR Y YA RY IR,
repositoryname X—T 7 AINVEFEET 7 A VINHRA R EN TV CiscoEPNM TRRE

SNTURY Y4,

ATV R FI4ILE T 7 AN NOBERHEIZH Y £H A,

ATV RE—F EXEC

WIZ, = NZH LWRSA F—BIUOGERAE 7 7 A V2T 202~ LET,

ncs key exportkey private.key server.cer repository defaultRepo

ncs key importkey keyfile certfile repository ncs-sftp-repo

\}

GE) Zoa~<r RomEM%Ic, nesstop BE W nesstart =2~ > REAH LT, h——%

FREEE) L ET,
BEavF av YR BLL]
ncs key genkey FLWRSA ¥ —B X OECEBAEAEL AR LET,

ncs key importsignedcert | Cisco EPNM |2 RSA ¥ — 3 L B4 (XA EL2 A L E T,

ncs key importsignedcert

RSA ¥ —F L OEA M A EZE 3 5121X, EXEC *£— KT ncskey importsignedcert =
~ REERLES,

ncs key importsignedcert signed-cert-filename repository repositoryname

X DERHA signed-cert-filename BT EFEAED 7 7 A VA,
YIRS kY VRO RY awr R,
repositoryname F—T 7 AIVEFHET 7 A LR A N EFH TV S CiscoEPNM TR E

SNV RY U4,

AT VR FI4NN T ANV NOBEBERMEITH Y A

ARV FE—F EXEC
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ncs password ftpuser .

Cisco EPNM H— N—|[ZBAM ZFEHE T 7 A VAT 26 2L IR LET,

> ncs key importsignedcert signed-certfile repository ncs-sftp-repo

)

GE) Zoa<wrF&EEALEE. ncsstop 2~ K& nesstart 2~ > K& AJJ LT, Cisco
EPNM #h—_"—ZfHE# L, ZEZEHA L £,

BEa<w> KR avU R S5ER
ncs key genkey HLWRSA ¥—B XA CEBLIEAEL AR L 97,
ncs key importkey Cisco EPNM {Z RSA ¥ —B L OBA A EFEHEZEHA L 9,

ncs password ftpuser

FTP —H%—4 L X2 U — REZEHEJ 521X, EXEC &— R T ncspassword ftpuser =~ K
ERERLET,

\)

GE) Fita< 2 R fipuser DEILFIZ ftp-user (2T HLERH Y 77,

ftp-user x ANZT DL, AFZ L RT Ry = N—F I3 TXA T T 4 74~

P—— EEINTWDHEA) D /localdisk/ftp 7 4 VK & DREITDIT 7 A LD FTP #zik )’
TE5 L0127 FF, fipuser TIE, T4 L7 FUEFE (cd) BLOT 4 L7 b —EFR
(Is) HERRIZEA CX EHA,

ncs password ftpuser  ftp-user password password

EX DA ftp-user FTP = —#4,

ATV R FI4ILL T 7 AN NOBERHEIZH Y £H A,

aAvURE—F EXEC

WIT, FTP 22— P H N AT — R B HT L0 %2R L ET,

epnm-system-65/admin# ncs password ftpuser ftp-user password Passwordl23
Updating FTP password

Saving FTP account password in credential store

Synching FTP account passwd to database store - location-ftp-user
Synching FTP account password to system store

Completed FTP password update

epnm-system-65/admin#
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. ncs password root password

ncs password root password

J— kXA YT— REEHEJ 521X, EXEC &— F T ncspassword root password =2~ > KZ&fi#
HALET,

ncs password root password userpassword

BX DR userpassword S kDR T — R,

ATV RFI4ILL T 7 AN POBERHEIZH Y FH A,

AT RE—FR EXEC
woOBIL, V— XA TU— REEFIT L H1EZ /L TWET,

epnm-systems/admin# ncs password root password Userpassword
Password updated for web root user
epnm-systems/admin#

ncs run client-auth
CiscoEPNM 7 7'V r—2 2 o Tr T4 7 > FatHEORGEE A0 %1213, nesrundlient-auth
a< s REMEHLET,
ncsrun client-auth enable

ncsrun client-auth disable

ARV EFI4NAL  T AN FOBEREIZH Y EE A,

aAYURE—F EXEC
epnm-system-117/admin# ncs run client-auth enable
WARNING :
This feature requires the CA certificate to be installed on the system.
Please use the command 'ncs key importcacert ..." to
import the certificate of the CA used to sign the client certificates.

Ignore this warning if the CA certificate is already installed.

Use the 'disable' option of this command, to disable client authentication,
if not required.

client_auth status : enabled
epnm-system-117/admin#

epnm-system-117/admin# ncs run client-auth disable
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ncs run csrf

AR R TFIAILE

AR R E—F

ncs run csrf .

client auth status : disabled
epnm-system-117/admin#

sa A A FERGEF v VBT 4 =TT AN TEET GEHELRE) . CLLIZ,
CSRF{RERIZT R 7T LA ZITWRWAPL Y AT 2 b D TR EBMEZHERFT 2720721
RSN TWET, CSRFR#ETIE, kDa~vr FEHEHLTCZOAF T a v i A x—7 L
WZTHMERHY 7,

ncsrun csrf enable

TA4E—=TNCT B, koa<wr REERALET,

ncsrun csrf disable

T 7 x /v FOEERLEIZH U AL

EXEC

epnm-cluster-93/admin# ncs run csrf enable

epnm-cluster-93/admin# ncs run csrf disable

ncs run custom-subject-oid-type-regex

AR TFI4ILbE

AU FE—F

B AL L OID ¥ A4 FOEMREBEZFHRET H121E, EXEC E— KT ncsrun
custom-subject-oid-type-regex =~ K& L £,

ncsrun custom-subject-oid-type-regex { regex }
T 7 F v E OEMEREILH D E£H A,

EXEC

ncs run custom-subject-oid-type

AR R TFI4ILE

ATV R E—F

J AHL L OID %A FZiiEd 521X, EXEC &— FT ncsrun custom-subject-oid-type =< >
REFEHRLET,

ncsrun custom-subject-oid-type { disable|cn|sn| serialnumber | c|1|st|s]| street| o|ou]t] title
| g]gn|e|emailaddress| email | uid | dc }

77 4N FOEERLEIZH D EE A,

EXEC
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. ncs run gen-sec-pwd

CiscoEPNM 37> KUY J77 LR |

ncs run gen-sec-pwd

AR TIFIE

ATV R E—F

ncs run jms

aAavv R FI4ILk

aAvU kR E—F

ncs run list

aAavU R FI4ILE

aAvU R E—F

BARIp/RAT— REARKT 521X, EXEC £— FCnesrun gen-sec-pwd 2~ > R&2HH L
D

ncs run gen-sec-pwd
77 4V P OBIEREIZH Y FH A

EXEC

epnm-imeir-ha-prim/admin# ncs run gen-sec-pwd
Ukx (mr07j
epnm-imeir-ha-prim/admin#

Cisco EPNM Tl&, EFRINIHEEICEEST A X0 P URRENT A —FIZEERIMAZ S
AT, Java A vy E—TH— 33— (MS) ([ZBHZXET L2 L3 TEEJ, nesrunjms
avy R LT, ZOMREEANEITENCT L ENTEET,

ncsrun jmsenable

ncsrun jmsdisable

T 7 4V N OBHERAEIZH Y TR AL

EXEC

epnm-cluster-93/admin# ncs run jms enable

epnm-cluster-93/admin# ncs run jms disable

Connectivity to the JMS (message bus) from external servers disabled.
Connectivity is required for external PnP Gateway servers to interact
with the EPNM server.

Use the 'enable' option of this command, to enable connectivity again.

NCS IZB#EfFIF s TWbda~wy RO EE2FRT 512i1E,. EXEC E— KTncsrun list =~
v REHFAHLET,

ncsrun list

F7 40 FOEEELITEIEITH Y AL

EXEC
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ncs run livelogs .

commands
list - prints this list

test iops - tests the disk write performance

reset [dblkeys] - reset database and keys to default factory settings

csrf [disable|enable] - enable or disable CSRF protection

client-auth [disable|enable] - enable or disable client certificate based authentication

jms [disable|enable] - enable or disable message bus connectivity (port 61617)

sshclient-nonfips-ciphers [disable|enable] - enable or disable non fips compliant
ciphers for outgoing ssh client connections to devices

ssh-server-legacy-algorithms [disable|enable] - enable or disable legacy algorithms

for SSH service.

tls-server-versions <tls versions> - set the TLS versions to be enabled for TLS service

- TLSv1l.2 TLSvl.l TLSvl

tls-server-ciphers <tls cipher groups> - set the TLS cipher group to be enabled for
TLS service - tls-ecdhe-sha2 tls-ecdhe-shal tls-dhe-sha2 tls-dhe-shal tls-static-sha2
tls-static-shal

livelogs [all|secure|ade|messages] - view live audit logs

loghistory [all|secure|ade|messages] - view audit logs

gen-sec-pwd - Generate secure password

ssh-server-single-legacy-algorithm [list | reset | algorithms] -algorithms with space
seperated

ocsp-responder [disable|enable] - enable or disable OCSP Responder (requires EPNM
restart)

custom-subject-oid-type
[disable|cnl|sn|serialnumber|cl|l|st|s|street|oloult|titlelglgn|elemailaddress|email |uid]|dc]
- custom OID type

custom-subject-oid-type-regex [regex] - custom OID type regular expression

ncs run livelogs

AR TIAIbE

ATV R E—F

Ehn /O~ EA2E£RTDHIZIE, nesrunlivdogs 2~ RaEETLET,
ncsrun livelogs{ all | secure | ade | messages}

T 7 4V N OEMERMEIZH W FH AL
EXEC

epnm-system-120/admin# ncs run livelogs

***Available filter options to limit logs - all secure ade messages***
************Press Ctrl+c for StOp logging*****************
2018-02-28T01:48:39.407787+05:30 epnm-system-120 sshd[10309]: pam unix(sshd:session): \
session closed for user admin

2018-02-28T01:50:14.109435+05:30 epnm-system-120 sshd[32038]: \
pam_tally2 (sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T01:50:14.109456+05:30 epnm-system-120 sshd[32038]: \

pam_tally2 (sshd:account) : unknown option: no_ reset

2018-02-28T01:50:14.112152+05:30 epnm-system-120 sshd[32038]: pam unix(sshd:session): \
session opened for user admin by (uid=0)

2018-02-28T02:00:57.499844+05:30 epnm-system-120 sshd[32038]: pam unix(sshd:session): \
session closed for user admin

2018-02-28T02:04:28.870085+05:30 epnm-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)
2018-02-28T02:04:28.976462+05:30 epnm-system-120 su: pam unix(su:session): session \
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closed for user oracle

2018-02-28T02:21:30.485537+05:30 epnm-system-120 sshd[6381]:

pam tally2(sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T02:21:30.485556+05:30 epnm-system-120 sshd[6381]:

pam tally2(sshd:account): unknown option: no_reset
2018-02-28T02:21:30.488589+05:30 epnm-system-120 sshd[6381]: pam unix(sshd:session):
session opened for user admin by (uid=0)

2018-02-28T02:25:04.370446+05:30 epnm-system-120 debugd[3229]: [7471]:
config:network: sysconfig.c[1116] [admin]: Getting ipaddress for ethl
2018-02-28T02:25:04.377607+05:30 epnm-system-120 debugd[3229]: [7471]:
config:network: syscfg cli.c[1098] [admin]: No ipaddress for interface ethl
2018-02-28T02:25:04.384642+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit
Details:SUCCESS:CARS
CLI:carsGetIfState::root:/opt/system/bin/carssh:NotFromTerminal:5:

2018-02-28T02:25:04.384720+05:30 epnm-system-120 debugd[3229]: [7471]:
config:network: syscfg cli.c[1105] [admin]: Interface ethl is down
2018-02-28T02:25:04.384777+05:30 epnm-system-120 debugd[3229]: [7471]:

config:network: syscfg cli.c[1011] [admin]: Getting dhcpvé enabled for ethl
2018-02-28T02:25:04.405866+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit
Details:SUCCESS:CARS
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:6:
2018-02-28T02:25:04.412912+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit
Details:SUCCESS:CARS
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:7:
2018-02-28T02:25:04.420049+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit
Details:SUCCESS:CARS
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:8:
2018-02-28T02:25:04.427224+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit
Details:SUCCESS:CARS
CLI:carsGetGateway::root:/opt/system/bin/carssh:NotFromTerminal:9:
2018-02-28T02:28:16.411167+05:30 epnm-system-120 ADEOSShell[8312]: Change Audit
Details:SUCCESS:CARS CLI:run_ command::root:/opt/system/bin/carssh:/dev/pts/1:1:

2018-02-28T02:21:25.649026+05:30 epnm-system-120 sshd[6381]: Operating in CiscoSSL
Common Criteria mode

2018-02-28T02:21:25.654950+05:30 epnm-system-120 sshd[6381]: FIPS mode initialized
2018-02-28T02:21:25.806409+05:30 epnm-system-120 sshd[6381]: Outbound-ReKey for
10.77.144.125:16285 [preauth]

2018-02-28T02:21:25.889051+05:30 epnm-system-120 sshd[6381]: Inbound-ReKey for
10.77.144.125:16285 [preauth]

2018-02-28T02:21:30.487757+05:30 epnm-system-120 sshd[6381]: Accepted password for
admin from 10.77.144.125 port 16285 ssh2

2018-02-28T02:21:30.490420+05:30 epnm-system-120 sshd[6390]: Inbound-ReKey for
10.77.144.125:16285

2018-02-28T02:21:30.490437+05:30 epnm-system-120 sshd[6390]: Outbound-ReKey for
10.77.144.125:16285

2018-02-28T02:21:32.124237+05:30 epnm-system-120 rsyslogd: [origin
software="rsyslogd" swVersion="5.8.10" x-pid="3216"

x-info="http://www.rsyslog.com ] rsyslogd was HUPed
2018-02-28T02:25:04.601075+05:30 epnm-system-120 rsyslogd-2177: imuxsock begins to
drop messages from pid 3229 due to rate-limiting

2018-02-28T02:25:30.938945+05:30 epnm-system-120 rsyslogd-2177: imuxsock lost 463
messages from pid 3229 due to rate-limiting

~CERROR: cmd '/opt/CSCOlumos/bin/run_command.sh livelogs' failed
epnm-system-120/admin#

ncs run loghistory

Ao 7 O—EA2F£RTHIZIE, nesrunloghistory 2~ REFEITLET,
ncsrun loghistory { all | secure | ade | messages}
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R

aARETI7HILE

AR E—F

774N b OBERERSH D EH A,
EXEC

epnm-system-120/admin# ncs run loghistory
***Available filter options to limit logs - all

2018-02-25T04:22:03.091312+05:30 epnm-system-120
password changed for scpuser
2018-02-25T05:47:52.693460+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T05:47:52.746896+05:30 epnm-system-120
closed for user oracle
2018-02-25T07:48:08.551061+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T07:48:08.607276+05:30 epnm-system-120
closed for user oracle
2018-02-25T09:48:29.616066+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T09:48:29.675890+05:30 epnm-system-120
closed for user oracle
2018-02-25T11:48:49.792055+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T11:48:49.845594+05:30 epnm-system-120
closed for user oracle
2018-02-25T13:49:13.712070+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T13:49:13.764692+05:30 epnm-system-120
closed for user oracle
2018-02-25T715:49:28.165108+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T15:49:28.231362+05:30 epnm-system-120
closed for user oracle
2018-02-25T17:49:46.089296+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T17:49:46.143475+05:30 epnm-system-120
closed for user oracle
2018-02-25T19:50:06.775083+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T19:50:06.828332+05:30 epnm-system-120
closed for user oracle
2018-02-25T21:50:33.338183+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T21:50:33.393056+05:30 epnm-system-120
closed for user oracle
2018-02-25T23:50:59.225069+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T23:50:59.278849+05:30 epnm-system-120
closed for user oracle
2018-02-26T01:51:23.433628+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T01:52:00.541797+05:30 epnm-system-120
closed for user oracle
2018-02-26T01:52:00.582068+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T01:52:00.635314+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:00.737839+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:01.308384+05:30 epnm-system-120
closed for user oracle

CiscoEPNM 7> Ky 77 Loz [

secure ade messages***

passwd: pam_unix(passwd:chauthtok): \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \

su: pam unix(su-l:session): session \

su: pam unix(su-l:session): session \
su: pam unix(su:session): session \
su: pam unix(su:session): session \
su: pam unix(su-l:session): session \

su: pam unix(su-l:session): session \
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. ncs run ocsp-responder

2018-02-26T03:30:01.318405+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:01.373111+05:30 epnm-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:01.411957+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:03.176254+05:30 epnm-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:03.196829+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:03.252549+05:30 epnm-system-120 su: pam unix (su-l:session): session \
closed for user oracle

2018-02-26T03:30:06.105604+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:07.126919+05:30 epnm-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:07.131747+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

2018-02-26T03:30:14.916295+05:30 epnm-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:14.923602+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

epnm-system-120/admin#

ncs run ocsp-responder

OCSP L AR Z 2 AR F 113N T 51213 (EPNM OFEE) 2 42E) | EXECE— FTnes
run ocsp-responder =~ K& L £,

ncsrun ocsp-responder  { enable| disable }

ST ERBA enable OCSP L AR X HHNILET,
disable OCSP L AR U HZHMHZ L ET,

ARV EFI4NAL  T AN FOBEREIZH Y A,

AvURE—FR EXEC

\}

GE)  OCSP VARV Z o~y REffe X H 5I121%. nesrunclient-auth =< > R&2FzMb$ 2 S0
HV F9, [lnesrunclient-auth 36-X—) | 2L Ca~r 2L T 7EE0,

ncs run reset

nesrunreset 2~ K& L T, CiscoEPNM — =153 _RTCTOMBXF—%2HIBRL7Z0 .
WHLEZT =4 R_R=2 %7 ) =T v L0 T&xEd, DBEZ Uy 5L, BEFEOTR
TOF—EZRI7 VT EN, ZZOF—ZICEZXHZ ONET,

ncsrun reset { db | keys}
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CiscoEPNM 7> Ky 77 Loz [

BXDEREA

D

aARETIAHILE

AR E—F

db DB #ZED7—4# Tty hLET,

keys Cisco EPNM H— =5 _RTOME X —2 IR L £,

77 AV S OEIERIEIL D D FH A

EXEC

epnm-system-160/admin# ncs run reset db
KAKKAKA KA KA KA KKK KKK KKK KKK Warning KAKKKAK KA KA KKK KKK KKK KKKk

This script will delete the existing data in database (network data)

database to default factory settings.

Do you want to proceed [yes/no] [no]? yes
Stopping EPNM...

This may take a few minutes...

EPNM successfully shutdown.

Stopping SAM daemon...

Checking for SAM daemon again

SAM Daemon not found...

Stopping DA daemon

Checking for DA daemon again

DA Daemon not found...

Completed shutdown of all services

Listener wcstns is down.

Listener already stopped.

Database is already stopped. Cannot stop again.
This script is intended to run database configuration utilities
to provision and create the embedded database
Running database network config assistant tool (netca)...
Running oracle ZIP DB creation script...
configuring Oracle memory size

Running standby database creation script...
currentState is

sid being set wcs

SQL*Plus: Release 12.1.0.2.0 Production on Wed Nov 14 11:25:18 2018

Copyright (c) 1982, 2014, Oracle. All rights reserved.
Connected to an idle instance.

SQL> ORACLE instance started.

Total System Global Area 2147483648 bytes

Fixed Size 2926472 bytes
Variable Size 1023412344 bytes
Database Buffers 1107296256 bytes
Redo Buffers 13848576 bytes

Database mounted.

Database opened.

SQL>

User altered.

SQL> Database closed.
Database dismounted.
ORACLE instance shut down.

SQL> Disconnected from Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 -

64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
SQL*Plus: Release 12.1.0.2.0 Production on Wed Nov 14 11:25:52 2018

Copyright (c) 1982, 2014, Oracle. All rights reserved.
Connected to an idle instance.

SQL> ORACLE instance started.

Total System Global Area 1287651328 bytes

and reset

Fixed Size
Variable Size

2934984 bytes
331351864 bytes
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. ncs run ssh-server-single-legacy-algorithm

Database Buffers 947912704 bytes

Redo Buffers 5451776 bytes

Database mounted.

Database opened.

SQL>

User altered.

SQL> Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> Disconnected from Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - \
64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
Listener wcstns is up

Database is already stopped. Cannot stop again.

INFO: reset db command executed successfully. Please restore the system data from a \
backup file

WDHNL. Cisco EPNM P — —NDOT R TCOMBEF— 2 HIBRT 5 HiEZ R LT E
7,

epnm-system-61/admin# ncs run reset keys
This will delete all the private keys and may impact webserver, SSH service etc.
Do you want to proceed [yes/no] [no]? yes

ncs run ssh-server-single-legacy-algorithm

SSH == L H =T N TV ALZGHEITENIZT HIT1E, EXEC E— R Tnesrun
ssh-server-single-legacy-algorithm =~ > R&fH L £,

ncsrun ssh-server-single-legacy-algorithm  { list | reset | algorithms }

BX DA

U Ak PR—=FENDETNITY XLDY A MeRRLET,
reset REETFT I HNLNIELET,
V=0 UN TNA) ALEZRELET,
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ncs run sshclient-nonfips-ciphers .

\)

GE)  LIREIOEPNM RN —2 g U CTSSH LA —T /L3 R ADOREER AR EITERC LIZSA T
b, Ty 77 L —RKXZX%&J L TCEPNM3.7.x £721X 3.8 IZBITT B &, —HD KEX BL W
7T AAIL, 37xR38x DT v 7 7L —RNIIXWEESINET, 2T, 3.7xF
738X B 39T v 7 7L — R4 5L, 37x F720133.8x T v 77 L— R — _—TH|H
ARERBDERUKEX BLIOKET/LITY XADOY XA MR 39 THFRRENET,

WOFNELZ OEBEREZ/RLET, VERTXTHOSSH 7 /LI ) XARTH I THET,

ca) DARTON—2 3 0006 37X £ 3.8x N—Va T v 77 L— RT55A1F,
Y —SSHT7 NI Y RLEBAETITAENCL T IV, 3927 v 77 L— R 5Hi
W, BLFoa<wr REFEITLET,

admin# ncsrun ssh-server-legacy-algorithms disable

admin# ncsrun ssh-server-legacy-algorithms enable

eb) LRION—V 2 b 37x £2E 38X 1T v 7/ L—RL, EHIC39 " —Va v
27 v 77— RLEE, LFOa~y REFEITLTSSH L v —K5 5 & B & 7=
ITANMZ LT ZE N,
admin# ncsrun ssh-server-legacy-algorithms disable

admin# ncsrun ssh-server-legacy-algorithms enable

ncs run sshclient-nonfips-ciphers

TS ADFAESSHZ T A T 2 hEREC, FIPS FEUEHLOKE 5% A0 & 72 13 Mhic 3~ 2 1,
EXEC “&— KT ncsrun sshclient-nonfips-ciphers =~ > Fa&EH L £,

ncsrun sshclient-nonfips-ciphers  { enable| disable }

BX DA enable 315 SSH 7 A 7V Mk G, FIPS FEEMORE B2 AN LET,

disable F&1E5 SSH 7 T A 7 o M T, FIPS JEVEHLO G B2 E2h2 L ¥,

ATV EREFI4IL T AN EDOE— Ridenable TT,
EXEC

epnm-ha-imeir-prim/admin# ncs run sshclient-nonfips-ciphers disable

\}

GE) oo~y Rk, #EIRHFRAERE (FIPS) T— R TOREHTEET,
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CiscoEPNM 37> KUY J77 LR |

ncs run test iops

AR TIFIE

ATV R E—F

Cisco EPNM TO A HEAEDFEMAZ 7 A L TERRT HIC1E,. EXECE— R Tncsruntestiops
a~wy REFEHLET,

ncsrun test iops

T 74N OB SH D EH A,

EXEC

epnm-242/admin# ncs run test iops

Testing disk write speed ...

8388608+0 records in

8388608+0 records out

8589934592 bytes (8.6 GB) copied, 33.4561 s, 257 MB/s

ncs run tls-server-ciphers

TLS 557 /v —7 2 A2+ 5121%. EXEC — K T nesrun tlsserver-ciphers =t~ > R & ffi
HALET,

ncsrun tls-server-ciphers { tls-ecdhe-sha? | tls-ecdhe-shal | tls-dhe-sha2 | tls-dhe-shal | tls-static-sha2
| tIs-static-shal}

B DR

ul
&

AR R FIHIE

tls-ecdhe-sha2 TLS W55 27" )L —7 ecdhe sha2 % &M
tls-ecdhe-shal TLS K557 /L —7 ecdhe shal Z %R
tls-dhe-sha2 TLS 552 )L —7 dhe sha2 & &M
tls-dhe-shal TLS K55 27 /L —7 dhe shal %R
tls-static-sha2 TLS YA /N— 2 )L—7 static sha2 % 5 &
tls-static-shal TLS K55 27 /L —7 static shal & &R

F 7 4V hOREE 7 L — 713 tisecdhe-sha2 T
EXEC

epnm/admin# ncs run tls-server-ciphers tls-ecdhe-shal
Enabled TLS cipher groups are - tls-ecdhe-shal

Restart is required for the changes to take effect
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ncs run tls-server-versions .

ncs run tls-server-versions

AR TIFIE

AR E—F

TLS (Transport Layer Security) D/3—3a U &R ET HI1Zi%. EXEC E— KT ncsrun
tls-server-versions =~ > R&HEH L £,

ncsrun tls-server-version <TL Sversion>

T 7 4 v N OEMERMEIZH W TR AL

EXEC

OB, nes run set-tls-versions =~ > ROFE A TEEZR L TWET,

epnm-system-168/admin# ncs run tls-server-versions TLSvl TLSvl.1l TLSvl.2
Enabled TLS version are - TLSvl,TLSvl.1,TLSv1.2

Restart is required for the changes to take effect
epnm-system-168/admin#

A

T

& ZOavr REFATTHIE, V7 M =T 2T SICHEBTOLERDHY 3, BENT T
A~V eeh o FVDOWMITOY—"—IIXMEND LI, T=2—NF ==L T x2—L Ny
JaFATTH L RBEID LET,

ncs start
EPNM Y — _—ZEHE T 5(21%, nesstart =2~ REFHLET,
ncs start [verbose]
X DERHA verbose EE T o AP A v E—URERRENE T,

ARV ETIAINE

ARk E—F

EREDAARZA

77 4V FOBIERLEIZH Y EE A,

EXEC
A=A =T ERERT BITIE. nesstart verbose 1w > REfEHA L £,

ROFITIX, EPNM Y — =DM TiEZ R L £7,

Starting Evolved Programmable Network Manager...

This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.
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CiscoEPNM 37> KUY J77 LR |

BEa<w> R

ncs status

AU R TIHIE

ATV R E—F

avU R ERBA
ncs stop EPNM H— _—%{Z 1L LET,
ncs status EPNM H— N—0DHBEDO AT — X 25 F R LET,

EPNM #—R_R—D AT — X A% FR_T5HI21%, EXEC E— R Cnesstatus =~ > REHEH L E
7,

ncs status

ZOawy FIESIBEELITF—U—RNEH Y A,

T 7 4V h OEHEEIZH D FH AL

EXEC

wIZ, EPNM = R—D AT —H A E K 1T 502 RLET,

ncs status

Health Monitor Server is running. ( [Role] Primary [State] Primary Active )
Database server is running
Distributed Cache Service is running.
Messaging Service is running.

FTP Service is disabled

TFTP Service is disabled

NMS Server is running.

LCM Monitor is running.

SAM Daemon is running ...

DA Daemon is running ...

BEa<w R

av vk Bl
ncs start EPNM H— —2% iy L F 9,
ncs stop EPNM H— —ZAZ 1L L E T,

ncs StOp
EPNM ¥ — "—Z1{2 k4% (21, EXECE— R Tnesstop =~ RZEHA L £, FEMR A v
=& FRT DI, nesstop verbose 2~ REEAH L £97,
ncs stop [verbose]

X D8 verbose Ik u e AR A v E— U RFRENE T,
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nslookup .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC

FEREDHA KS4 > bR Ay B—U%FRT HITIE nesstop verbose =~ > RAfH L £,
WOFITIX, EPNM Y — _"—Dfg 1k kxR L ET,

Stopping Evolved Programmable Network Manager...

This may take a few minutes...
Database is not running.

FTP Service is not running.
TFTP Service is not running.
NMS Server is not running!.

Evolved Programmable Network Manager successfully shutdown.

Stopping SAM daemon.. .

Checking for SAM daemon again ...
SAM Daemon not found...

Stopping DA daemon ...

Checking for DA daemon again ...
DA Daemon not found...

Completed shutdown of all services

BEa<vY KR avU R HoL:L

ncs start EPNM H— —2% iy L F 9,

ncs status EPNM H— R—DHIED AT — X A2 F R LET,
nslookup

CiscoEPNM Y —_R—T U £— h LU AT LDHK A M E KT 512X, EXEC E— KT ndookup
avr REfHLES,

nslookup word

X DEREA word JE—FN AT ADIPVE T RLAFEFITERA MM, Kk 63 LFEOTEH
?O

ATV RFI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC
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ocsp responder

CiscoEPNM 37> KUY J77 LR |

i1

ncs/admin# nslookup 209.165.200.225

Trying "209.165.200.225.in-addr.arpa"

Received 127 bytes from 172.16.168.183#53 in 1 ms

Trying "209.165.200.225.in-addr.arpa"

Host 209.165.200.225.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 172.16.168.183#53 in 1 ms

ncs/admin#

51 2

ncs/admin# nslookup 209.165.200.225

Trying "225.200.165.209.in-addr.arpa"

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 65283

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: O

;; QUESTION SECTION:
;225.200.165.209.in-addr.arpa. IN PTR

;7 ANSWER SECTION:
225.200.165.209.in-addr.arpa. 86400 IN PTR 209-165-200-225.got.net.

;; AUTHORITY SECTION:
192.168.209.in-addr.arpa. 86400 IN NS nsl.got.net.
192.168.209.in-addr.arpa. 86400 IN NS ns2.got.net.

Received 119 bytes from 172.16.168.183#53 in 28 ms

ncs/admin#

Online Certificate Status Protocol (OCSP) &, OCSP VAR X &HfEFA L TWeb 7 747 bD
AEAEA— AFRAE A FIREIC L £ 9, 8% . OCSP L AR & ™ URL [ZFEHED Authority
Information Access (AIA) MO FEARONET, 72— A — =X H =X L LT, Cisco
EPNM #—/3— TR U URL ZRETE ET, BAZ L OCSP L AR Z & A5 E T2 (3 HEL)
\ZL720, OCSP L AR Z D URL % i€ £ 72 13HIBRT 5 21%, EXEC-E— K T ocsp responder
a~v U R LET,

ocsp responder { remove | set | show }

BX DA

aAavv R FI4ILk

clear OCSP LARUVADURLZZ VT LET,
custom B AH I OCSP VAR HNE-ITENCLET,
set OCSP L AR ZD URL #RELET,

T 7 AN FOBEIH Y FR A,
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aAvU R E—F

ping

ping .

EXEC

ncs/admin# ocsp responder
ncs/admin# ocsp responder custom enable

ncs/admin# ocsp responder set urll <WORD>
<WORD> Enter ocsp url (Max Size - 1024)

ncs/admin# ocsp responder clear urll

UE— RV AT LEDHRNRIPvE v WU — 7 B2 72Wrd % 121%, EXEC & — KT ping
av REFEHALET,

ping {ip-address | hostname} [ Dfdf] [ packetsizepacketsize] [ pingcountpingcount]

B DEREA

AR TFI4IILE

ATV R E—F

FRLEDHA KS14 Y

ip-address PING # F4TTHL AT LDIP T FL A, K 32 LFOFEF,

hostname PING #FATT DV AT LDRA M, 32 LFE TOFEBFTHEL X
R

df NRlry N 77 AT —va VICET AT,

df Nry N7 7A0T =g rEBIETLGGIE EE LITHEEL.

O— AWy N T T 7 A T AEAIT2, DFERELRWES
L3I ELET,

packetsize PING /37 > hDH A X,

packetsize ping /X7 > DY A X% 0~ 65507 DFIPHTHREL £,
pingcount PING = =1 —ZLROH,

pingcount ping =2 —FROEAE 1 ~ 10 OFFACTHEL £7,

77 4N FOBERLEIZH D EE A,

EXEC

pingz~ Y NiZma—ZR A7y ha7 RLRIZEEFE L, IEZHFHET, pingti/id, AX
RO ZADOEHENE, SAOIRIE, B A MIBFEAREDE ) &I 2 OIC&ZLH £77,

ncs/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms

--- 172.16.0.1 ping statistics ---
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CiscoEPNM 37> KUY J77 LR |

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2

ncs/admin#
BEav R avy kR FREA
ping6 JE—hIPv6 7 KL X% ping LE7,

ping6

UE—h AT L EDORKIZRIPV6 % v U — 7 5t 2 2Wrd 521X, EXEC &— R T ping6
avy FEfHLET,

ping6 {ip-address| hostname} [ GigabitEther netpacketsizepacketsi ze] [ pingcountpingcount]

BXDEREA

AU R TIFIE

AR E—F

FEREDHA FS14 Y

ip-address PING 2 EATT 5V AT LD IP T KL A, ftK 64 LT OFET,
hostname PING % E{TT 52 AT LDKRA MM, Bk 64 LFOIHT,
GigabitEther net A =YXy b A EZ—T oA ZAEBIRLET,

packetsize PING /X7 v kDY A X,

packetsize ping /37 v b DA X% 0 ~ 65507 OFFACTHHE L 7
pingcount PING = =1 —ZLR D%,

pingcount ping =2 —ZRDOE A 1 ~ 10 OFPHTHRE L £,

T 7 4 v N OBEMEREIZH W TR AL

EXEC

IPV6 pings 2~ > FiE, 7 FLAIC=a—2Rk Al o F 23508 L, A& HEET, ping Hi)
1. KA R ~DRRDERENE, SADFBE, KA NCBGERREDE 5 mE T 5 DI
i‘é‘o

IPv6 pingé =~ > RiZ, IPv4 ping fragmentation (IPv4 @ df) A 7Lz v &K — N LARWEEF
DIPvaping 2~ REFLR L TWETR, A X —T 2 ADF T a VORENARETT,
AE=T AR FTvaid, B F—T=AA REFROY 7 v—HN T RLALE
CHERICENL B £ 9, packetsize 33 L U pingcount A7 Y 3 T IPv4 v > R & [RIBRICEERE
£,

i1

ncs/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5
PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes

. CiscoEPNM <> K27 L YR



| CiscoEPNM <> RYZ7LUR

reload .

64 bytes from 3ffe:302:11:
64 bytes from 3ffe:302:11:
64 bytes from 3ffe:302:11:
64 bytes from 3ffe:302:11:

:20c:29ff:feaf:da05: icmp seq=0 ttl=64 time=0.599 ms
:20c:29ff:feaf:da05: icmp seg=1 ttl=64 time=0.150 ms
:20c:29ff:feaf:da05: icmp seq=2 ttl=64 time=0.070 ms
:20c:29ff:feaf:da05: icmp seg=3 ttl=64 time=0.065 ms

NN NN

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3118ms
rtt min/avg/max/mdev = 0.065/0.221/0.599/0.220 ms, pipe 2

ncs/admin#

i 2

ncs/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:dal05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.073 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rtt min/avg/max/mdev = 0.073/0.073/0.073/0.000 ms, pipe 2

ncs/admin#

BEEavT YR

reload

Bl

ping YE—RIP7 FL A% ping LET,

B DEREA

ARV R TIFIE

AR E—F

FEREDHA FS14 Y

Cisco EPNM A XL —F 4 V7S 2AF LAEx ) a— R4 5(21%,. EXEC E— RTrdoad =~ K
FEHLET,

reload
Toa=wy RIZEIBIEELITF—U—RIb A,

ZOaw Ly RICTF 740 COBMEE-IXMEIZH Y £ AL

EXEC

rdoad =< > NiZv A7 2% U7 —FLET, 2> 74 Xal—TaER)E 77 A NMICAT
LT, CLITKRHRAZ — T v ar 7 4 Xal—vaiFEFfrar 7 Xalb— g
FRAEL, Web Bl —HF— A L ¥ —Txf Aty a  IREFRGF LIEHE T, redoad =
~VU REEHLET,

reload =~ R&FEITTHHIIT, CiscoEPNM 3, Nv 77 v 7 Hix, A VA=, T
T L— R, EREHIREREEZ FEITR TRV L 2R L £, Cisco EPNM A 215D\
NHOEEEIT> TV ARICrdoad 2~ REFEITTH L, IROWVWTNDDOESLE X »—UN
FRINET,
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. restore

CiscoEPNM 37> KUY J77 LR |

WARNING: A backup or restore is currently in progress! Continue with reload?

WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHOWTNLOEENFRINTGE, BIEZZIET5IZIXYES EASL, FHiEEXy
BT BIZIENO E AT LET,

redoad 2~ ROMERARFIZ 7o ANETENTWRWES, £RREREIN-ESE X v —
IR U TYES & AJ1 5 &, CiscoEPNM IZ K- T, IROA T Y 3 Tk BINENER X
nEJ,

Do you want to save the current configuration ?

YES 8 AS LT, BEfED CiscoACS 27 4 X2 b— g U H{RIELE T, Cisco EPNM 1213
WD A= MNERENET,

Saved the running configuration to startup successfully

ncs/admin# reload

Do you want to save the current configuration ? (yes/no) [yes] ? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ncs/admin#
BEEa<v 2R avy kR A

halt VAT AET A =TI LET,
restore

WEDNRy 7T FEETT HITIL. EXECE— R Crestore =~ > REHH L ET,
FIUr—2 30 N\ s 7y TDOET :

CiscoEPNM 7 7' U 75— g VORIZET AT — X #E 7T 5120, koa~<wr REHALE
7,

restore filename repository repository-name application application-name
FIVr—23av Ny 97y TDER

CiscoEPNM 7 7'V /77— 3 > & Cisco ADEOS IZBd A5 — % #1859 5101, kDa~< K
PR LET,

restore filename repository repository-name
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CiscoEPNM 7> Ky 77 Loz [

BX DA filename VR NVICHET DN I T T T7ANDT 7 A N4, Ik 120 X
FORELT
(GE) 7 7 AN DRI, targpg &\ D JLIR AT D MERH D
£7 (myfile.tar.gpg 72 &) .

YR Y VRV R DOF—T— R,

repository-name Ny 7T T T 5 VAT Y 04T,

application TV = arDF—T— K,

application-name BT D77V r—ay T—F DA, K255 LFOFT,

GE) 7TV r— g U412 TEPNM] 2 KPP TAN LET,

ARV R FI4NAL T AN FOBERMEIZH Y EE A,

AvU R E—FR EXEC

FEEEDAA K54 > EILEAET Cisco EPNM 36 X U Cisco ADE OS B D7 — % #1656 L £9°, Cisco EPNM [Z[RE
LT AN r—y a7 —2ORElONy 77 v 7 &80T 511X, EXEC E— R TCrestore
o~ R|Z application =~ > RZBML 7,

CiscoEPNM CTZ b D2 oD a~vy RafH$ 5 &, Cisco EPNM H— 3 —73 B #)A01Z FRil &)
LEd,

epnm-system-120/admin# restore

epnm-system-173-190908-0334 VER3.7.0.0.159 BKSZ26G CPU4 MEM3G RAM11G SWAP15G APP CK218281319.tar.gpg
repository defaultRepo application NCS

* NOTE *

If the system console is disconnected or got cleared on session timeout

run 'show restore log' to see the output of the last restore session.

Restore will restart the application services. Continue? (yes/no) [yes] ?

DO NOT press "“C while the restoration is in progress
Aborting restore with a “C may leave the system in a unrecoverable state

Enter the backup password, if your backup is password protected. Otherwise, press Enter
to continue the data restoration.

Password :

Initiating restore. Please wait...
Restore Started at 08/09/19 22:59:05
Stage 1 of 9: Transferring backup file ...
-- completed at 08/09/19 22:59:15
Stage 2 of 9: Decrypting backup file ...
-- completed at 08/09/19 23:02:24
Stage 3 of 9: Unpacking backup file ...
-- completed at 08/09/19 23:02:25
Stopping EPNM server ...
Stage 4 of 9: Decompressing backup ...
-- completed at 08/09/19 23:18:58
Stage 5 of 9: Restoring Support Files ...

CiscoEPNM o< > K7L VR .



. rmdir

Cisco EPNM 2w > KU Z7 LV R |

-- completed at 08/09/19 23:19:07

Stage 6 of 9: Restoring Database Files

-- completed at 08/09/19 23:19:43

Stage 7 of 9: Recovering Database

-- completed at 08/09/19 23:28:42

Stage 8 of 9: Updating Database Schema

This could take long time based on the existing data size.
Stage 1 of 5: Pre Migration Schema Upgrade

-- completed at: 2019-08-09 23:32:46.091, Time
Taken 0 hr, 4 min, 1 sec
Stage 2 of 5: Schema Upgrade
-- completed at: 2019-08-09 23:53:56.668, Time
Taken 0 hr, 21 min, 9 sec
Stage 3 of 5: Post Migration Schema Upgrade
-- completed at: 2019-08-09 23:54:17.489, Time
Taken 0 hr, 0 min, 19 sec
Stage 4 of 5: Enabling DB Constraints
-- completed at: 2019-08-09 23:54:53.179, Time
Taken 0 hr, 0 min, 34 sec
Stage 5 of 5: Finishing Up
-- completed at: 2019-08-09 23:55:12.431, Time
Taken 0 hr, 0 min, 18 sec

-- completed at 08/09/19 23:55:43

Stage 9 of 9: Re-enabling Database Settings

-- completed at 08/10/19 00:24:32

Total Restore duration is: 0lh:25m:27s
INFO: Restore completed successfully.
Starting Evolved Programmable Network Manager...
This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.

Redirecting to /bin/systemctl restart rsyslog.service

Completed in 1207 seconds

avy kR

BLL]

backup

X 77 7 (Cisco EPNM & Cisco ADEOS) Z#FE{TL T, =D
Ny 77 7H2IVRY NITRFELET,

show restore (89 ~X—7)

ErREEEZFRLET,

repository

Ry s T 9 FREDY RV R Y 7 E— FEANLET,

show repository

BEDVRY MO LMEMATRER AN 7T v 7 7 7 A V& FoR
LET,

show backup history

VAT LDy 7Ty TIEEEFRLET,

rmdir

BEEOT 4 L7 FU AHIRT 5121X. EXEC E— R TCrmdir =~ > RE2FEH L ET,
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CiscoEPNM 7> Ky 77 Loz [

rmdir directory-name [ disk:/path]

X DERHA directory-name BT 2%7 4 V27 MY O4RT, K 80 SUFDHELT,
disk:/path T 4 L7 b U disk/path DB XA L E5,

ATV R FI4ILL T 7 AN NOBERHEIZH Y EH A,

ATy R E—F EXEC

ncs/admin# mkdir disk:/test
ncs/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 1logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available
ncs/admin#

ncs/admin# rmdir disk:/test
ncs/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 1logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available

ncs/admin#

BgEa<v > KR av >R SRER
dir Cisco EPNM —_— D7 7 A N5 —ERK R LFT,
mkdir HLWTF L7 b BERLE,
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. rsakey

CiscoEPNM 37> KUY J77 LR |

rsakey
REINTWVDRSAF—Z2RRT HH, 2—F—FFEDOTZDDH L RSA AHF—2RET
%121, EXECE— R Crsakey 2~ > REMFHLET, Zoa~vr F2EHALT, REINT
W5 RSA F—ZHIRT 52 b TEET,
rsakey { remove | set | show }

EX D remove 2 —PRRIED 720 D RSA AP ¥ —ZHIBR L £7,
set 2 —PRIED T2 D RSA ABF— 2R EL £ T,
show 2 —PRIED T2 D RSA AHF— 2R R L FET,

aAavU R TFI4ILE

aAvU kR E—F

show

T 7 AN FOEEIH Y FHA,

EXEC

ncs/admin# rsakey
ncs/admin# rsakey show
No RSA key configured for user 'admin'

ncs/admin# rsakey remove
No RSA key configured for user 'admin

ncs/admin# rsakey set <WORD>
<WORD> Filename of RSA public key (Max Size - 256)

FITV AT ADOEREFERTDHICIE, EXECE— R CTshow <> F&EFEHALEJ, show 2~
> Ri%. Cisco EPNM OB EEF R T HBIFEH T 2K bEMN R~ RO 1 5T,

# £ 2:show 2~ FOER) (59 X—2) [CRishTWbda~yr FEERT 25813,
showapplicationstatus® X 9 (2, show 2~ > ROKICF—TU — RERETHILERH Y £,
—HD show =~ R TIE, F—VU— RORIIGIBETITLERAIEET H20EL BV £3, 7
& 21X, show application version T,

J T D Cisco EPNM show =~ & ROFERIZ DWW T, [show 2~ R 22 L T 7ZS
AN

show ¥—7U— K
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BXDEREA

= 2:show 27> FOEH

CiscoEPNM 7> Ky 77 Loz [

avw> kR (1)

Bl

T =g v

AV AP—VENTVBT T =y a VicBT sllE R LET, I
E2IFE RTF—HARNR—T 5 T,

(F—U— R0
2 (2)
backup Ny 7T v T ERERRLET,
(F—T— KA
1)
banner aJ AN =R RLET,
CDhP A % —7 L 73 Cisco Discovery Protocol (CDP) A > ¥ —7 = A AIZBT 51
(F—1T— RRM HmERRLET,
)
clock VAT A Zmy 7 ORER, BAF, REZL RRE. BIOEEERRLET,
cpu CPU fF#E &R T LET,
disks TAARAITDT 7 ANV AT MMEHREFR T LET,

icmp_status

ICMP = a—5EDary 7 4 Fab—rva AT HEREERTLET,

interface Cisco ADEOS TRESIN TWABTRTDA X —T7 = ADFHHIGHREE
~LET,
A2 _X Y IN=RT =T A X MVICEATAIEREERLET,
ip IPEHwAEFR T LET,
logging VAT LADOuX U IEREFRLET,
(F—1T— FA%
)
logins A VEREERRLUET,
(F—U— FAB%
)
memory FETHFDOTRTOTrv AL AR VHEHEEZFRRLET,
netstat netstat & 7 7 A T U 4 —/WIEHT HEREF R L E T,
ntp Network Time Protocol (NTP) D AT —HX ZA%ZFKx LE 1,
ports TIT 4 TIRAR— " EeZETHTXITOTa A 2T RLET,
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CiscoEPNM 37> KUY J77 LR |
B ciscorrnma<o ryorLz

avwr k() EHER

process CiscoOEPNM % —N—D7 7 7 4 777 ut AT R AER R L ET,

repository FBEDYV R NIDOT7 7 ANVONEER R LET,

(F—U— FR%

o)

restore Cisco EPNM Y— —DE pfEE s For L £,

(F—U— R

)

running-config CiscOEPNM H—_—DHBEDETaA L T Falb—a v T 7 A LONE
ERALET,

security-status P —ER/R— S DOEMu/ S Y, SEIERFEREFRLET,

startup-config CiscoEPNM YV —R_R—DAZ— T v a7 4 Xalb—a r ODNFEFR
i_\‘biﬁ‘o

tech-support R DGR TAC ITIRIET 5 2T AR E a7 4 Fa Lb— g U1
WERTLET,

terminal BEDOWARERROMWARKI L 7 4 X2 b— gy XTI A—FOHFRTEIZET S
EmERRLET,

timezone Cisco EPNM H—R_—D & f A — v B RAELET,

timezones Cisco EPNM H— "— Tl A FER T R TDOX A L) — U 2R R LFET,

udi Cisco EPNM [EAH D7 /31 A2 ID (UDD) (2B 2iFHAERRLET,

uptime 07 A LTSV AT AMBEENL T D OB 2R~ L £,

users BEn 7 A LTS a—FoEREERLET,

version AVAR=NLENTWET ZVr—aronR—2a VST H1EREFR
~LET,

V() comichbavy REBEATA5A1E. 72 & 21 showapplication d & 9 I, show

avy ROBIZF—U— REHEETLILERH Y £,

(2) —#BD show =~ > K TiL, show application version D L 92, F—T— FDZITF]
BOEKAERET HDRLERDHY T, ZDshowa~ 2 RiX, Y AT AICA VA =X
NTWLT7F IV r—varon—ya iR LET ( Ishow application] &)

AT VR FI4NN T ANV NOBEERMEITH Y A,
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ssh .

ARV FE—F EXEC

FEREDHA KSq4> T3TDshow 2~ NI, HET 7201207 b 1 20F =V — FRBETH,

epnm-imeir-secon/admin# show version

Cisco Application Deployment Engine OS Release: 6.7
ADE-0OS Build Version: 6.7.9.001

ADE-OS System Architecture: x86_ 64

Copyright (c) 2009-2020 by Cisco Systems, Inc.
All rights reserved.
Hostname: erez-esxi-12-vmé6

Version information of installed applications

Cisco EPN Manager

R R R R R R R R R R R R R R I R R R R R
Version : 6.0.0 [FIPS not Enabled]

Build : 6.0.0.0.000

ssh
VE— RNV RATLEDORFLENTZE Yy a U EBRBET 521X, EXECE— R CTsha~v > K
EHEALET,
Y
G¥)  Zo=a~r RiX, Admin T% Operator (—%—) THLHEHTEET (FE22H) |
ssh [ip-address | hosthame] usernamepor t[ number]ver sion[1]2] delete hostkeyword
XX DA ip-address JE—h VAT LDIPT KL A, &K 64 LFOHEHT,
hostname UE—b YAT LDKRA M, KK 64 LFOFHT,
username SSHZM LT/ A LTnha—H—Da—F—4,
port [number] (AFvar) VeE—F KA FDOR— b ESEZRLET, 0~ 655350
HPACHELET, 774V ME22 TY,
version [1 | 2] (AFvay) "—=rvar&KsrtnrLET, T 74/ ME2TT,
delete hostkey BEDKRANDSSH 7 4 o H—FV o M &R L £,
word UE—h VAT ADIPVET RLUAFIIHRA MM, K 64 SUFOHEL
o

ARVYEFTIALE T AET b
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. tech dumptcp

aAvU R E—F

EREDAARZA

tech dumptcp

CiscoEPNM 37> KUY J77 LR |

EXEC (Admin ¥ 72 (% Operator) ,

ssh vy N, AT LpLHIO Y E— AT LEL@FY—"—I2, ZaRifrbshic
Bt L LR, ZOmRHET, EHRE S L SN D REFRO T Telnet 7 7 b3 2 REEfE
EIRBRDBEREZRIL L £9, SSHZ T4 7 > M, @IEB L O SMLic LY, FeFa7 7
Fy hU—7 ECTEFa T RBENTEET,

511

ncs/admin# ssh nesl admin
admin@ncsl's password:
Last login: Wed Jul 11 05:53:20 2008 from ncs.cisco.com

ncsl/adming

15 2

ncs/admin# ssh delete host ncs
ncs/admin#

Transmission Control Protocol (TCP) Xy /r—T % a Y — VX 75121, EXECE— K
T tech dumptcp =~ > R&HHL £,

tech dumptcp gigabit-ethernet

BX DA

—_

AR TFIA+ILE

avw

~

~

KE—K

gigabit-ethernet XHEY A=Y Ry b A F—T oA ZADEET., 0 F-1T 1,
FAE—=TN,
EXEC

ncs/admin# tech dumptcp 0

140816:141088(272) ack 1921 win 14144

08:26:12.034630 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141088:141248(160) ack 1921 win 14144

08:26:12.034635 IP dhcp-64-102-82-153.cisco.com.2221 > NCS.cisco.com.ssh: . ack 139632
win 64656

08:26:12.034677 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141248:141520(272) ack 1921 win 14144

08:26:12.034713 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141520:141680(160) ack 1921 win 14144

08:26:12.034754 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141680:141952(272) ack 1921 win 14144

08:26:12.034756 IP dhcp-64-102-82-153.cisco.com.2221 > NCS.cisco.com.ssh: . ack 140064
win 65520

08:26:12.034796 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141952:142112(160) ack 1921 win 14144

1000 packets captured
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telnet .

1000 packets received by filter
0 packets dropped by kernel
ncs/admin#

telnet
Telnet # R — K LTWAHKRA MZu 7 A 3 5HIiL, operator (=—H—) F7-I(XEXECE—
RCtenet =~ R&EHL £,
telnet [ip-address| hosthame] port number
BX DR ip-address UE—F YRATFLDIPT FL A, K64 LFOHEHKT,
hostname UE—h VAT LADKRA MM, K 64 LTOHET,
port number (A7vay) VE—HNFAMDOKR—  EFZRLET, 0~655350D
HPHTHE L £,

aAavY R TFI4ILk

AR E—F

terminal length

T 7 4 v N OEMERMEIZH W TR AL

EXEC

ncs/admin# telnet 172.16.0.11 port 23
ncs.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
ncs/admin#

BEDE v ¥ a9 U COBAEDSGKEIH DTTHAZ R ET £ 121E. EXEC £— R T terminal length
a~v U REefHLET,

terminal length integer

B DEREA

AR R TFIAILE

ATV R E—F

HEREDAA K1Y

integer BEDITHL, 0~SIITOFMPETIHRELET, 02 ETH L. HOEE
M CO—RHEILENT 4 Z—T N2 F97,

24 17,
EXEC

VAT A length A2 M LT, #BEMIHE O HARHS —RHEIET 57 4 I 72 REL %
D
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. terminal session-timeout

CiscoEPNM 37> KUY J77 LR |

ncs/admin# terminal length 0
ncs/admin#

terminal session-timeout

TRCDOEy v aNIHTDIHRT I T4 THA LT U NEFRET HITIL, EXEC E— KT
terminal session-timeout =~ > R&{HEH L E 7,

terminal session-timeout minutes

B DEREA

AU R TFI4ILE

aAvU R E—F

EREDAARZA4 Y

minutes HT T 47 ZALT U bOGEKEBELET, 0~ 525,600 OHEIPHT
BELET, Bu (0 2FET2L70 LT 0 MRT 4 =T NI
D\iﬁqo

30 77,

EXEC

terminal session-timeout =T~ REERIZETETH E. XA LT U RBRESINETEA,

ncs/admin# terminal session-timeout 40

ncs/admin#
fEav >R avvk Bl
terminal session-welcome VAT T A T AT RTCO—FICHERINDPEA v E&—
VhEVATAIEELET,

terminal session-welcome

VAT AT A T HTRCOL—PF—IERINDIUAA v =T %2 AT AZRET D
121, EXEC &— K T terminal session-welcome 1< > R&ZfEH L £,

terminal session-welcome string

BXDEREA

aAvY R FI4ILE

O R E—F

FEREDAARZM4 Y

string WA v —2, K 2,023 LTFOBEKT,

77 4 FOEEREIZH D EE A,

EXEC

2048 SLFERFED A v —VEHFRELET,
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terminal terminal-type .

ncs/admin# terminal session-welcome Welcome

ncs/admin#
BEa<Y YR avw ok 5 EA
terminal session-timeout TRXTCOEYy g AKH LT, T IV T 4T XA LT T MNERE
L\i‘a—‘o

terminal terminal-type

BAED® v a3 v OBAED R HER SN DR D X A F2IFET HI2IE, EXEC T— KT
terminal terminal-type =t~ > K& H L F9°,

terminal terminal-type type

BXDERA

av>U R FI4ILk

aAvU kR E—F

FEREDHA KSA4 Y

type SARDARIE FA THRER L, TOP—EADI A TZRHT 578
A NMIEDImARA T == g AT LET, K80 LFDH
v

VT100,

EXEC

T 74/ FDVTI00 L B2 D56, kXA T2 R LET,

ncs/admin# terminal terminal-type vt220
ncs/admin#

traceroute
NIy RDBEHEDT FLAIZEE SN D & EITEBRITE LV — a2+ 51213, EXECE—
R-C traceroute =~ > RZEH L 7,
traceroute [ip-address| hosthame]
EXDERH ip-address VE—hK VAT ADIPT KL A, FK 32 TFOHEET,
hostname VE—b VAT LDRA M, K32 LFOFHT,

AR TFI4ILE

AR FE—F

77 AV S OEIERIEILSH D FE A

EXEC
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. undebug

undebug

CiscoEPNM 37> KUY J77 LR |

ncs/admin# traceroute 172.16.0.11
traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ncs/admin#

TRy THBER T 4 B —T M T HIiE. EXEC £ — FCundebug =~ RZEMA L £7,

undebug {all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system
| transfer | user | utils}

B DEREA

all FTRTCOFN T T 42— NI LET
application TV r—=vary TrA,
cadl : TRTOT AV r—2a v OF RNy THhET 48— ML
iﬁ—o
eingall : 7V r—2a DA VA M—=LDT Ny TH O ET 4 &—
TN LET,

s operation : 77U r—3a VOBIEOT Ny SN AT 4 =T 0
WLET,

euningtall : 77U =2 a DT A VA M= DT Ny T %
FAE—T M LET,

backup-restore Tr7ANENRNy I T v TEBIMETLLET,

cal : Ny 7Ty TBIOELT, $XTOTAy THNE2T 42—
TN LET,

ebackup : Ny 7T v TEBIOEILT, NI 7 v T DTNy T
T 4= M LET,

« backup-logs: N 7 7 v T BIOEITLT, Ny I T v asoT
Ny JHhET =TI LET,

shisory : N7 7 v 7BIOMETLT, BEOT Ny 7HN%ET 4 & —
Tz LET,

resore: Ny 77y B IOEILT, HIEOT Ny ZHNET 4 —
TN LET,
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CiscoEPNM 7> Ky 77 Loz [

cdp Cisco Discovery Protocol (CDP) 2> 7 4 F¥alb—ay 77 A/,

e al : 97XT® Cisco Discovery Protocol 2> 7 4 ¥ o L—3 3 DT
Ny FPHNET 4 2—T M LET,

» config : Cisco Discovery Protocol D 2> 7 4 X2 L—/ 9 DT /Ny
TWHNET 42— M LET,

« infra : Cisco Discovery Protocol DA 7 7 A KT 7 Fx OT /3y 7
NET 42— LET,

config a7 4F¥alb—vary I7rA,
cal : T RTODaL T4 Fal—a DTNy T AT 4 &—7
Mz LET,
sbackup : N7 T v ar T 4 FXalb—rarOF NNy T HE
F 4=z LET,
eclock: Z7uvy 7 a7 4 FXalb—2alODT Xy ITHLIET 4 &—
T LET,
sinfra: I 7 4 X2l —a A VT TANTIFYDOT NNy T H
hEF4'v—7 Mz LET,
ckion: A~ RAF P a—F a7 4FXalb—2arOF Ny 7 H
hzT 14— LFET,
enetwork : Xy FU—2 a7 4 Xal—ralrOF Ny %R
F 4= LET,

srepository : UARY b a7 4 Xal—2ar DT Ny I %E
T4E—T M LET,

esarvice: —tE X a7 4 X2 lb—a O NNy ITHNhET 4
=7z LET,

copy abt’— a<w R,

icmp ICMP = a—3&ZDay 7 4 FXalb—3l,

al :ICMP = a— 5D a7 4 X2l —arOd_XTOF Ny 7 H
NeTF 42— NLET, 0~TORTLLERELET, 01TE
K., 71EFF_XCERLET,

locks Vy—2myF o,

cal : TRTOY Y =R yXR L TOT Ny THNOET 4 B—7MZ
Lij‘o

ofile: 77 A4 ox L ZTOFT RNy THIHZT 42— LET,
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CiscoEPNM 37> KUY J77 LR |

logging

oXo/ ar7 4 Xal—ay 77,

al:eXo 2/ a7 4 X2l —ya 0T TOFAAy PTHHhET 4
=7z LET,

smp

SNMP 2> 7 4 X2l —ay 774/,

al :SNMP 2> 7 4 X a2l —3ar DT _XTOTANy T H 2T 4+ &—
T LET,

system

VAT AN T A,

cadl : TRTOVAT AT 7 ANDT Ay THOhET 1 —7 1L
iﬁ—o

cid: VAT AIDOT RNy TH N ET 48— M LET,
sinfo: VAT AMEROT ARy THNET 4 B—T M LET,

cinit : Y AT AOPEULDOTF ARy T ET 4 E—T M LET,

LIRES

7 7 A IVERIE,

user

a—WF—DEH,
cadl : TRTO2—YEEHOT NNy SN HETF 4 —T NI LET,

« password-policy : /XA U — KR Y o —Da—HEEDOT N 7]
ET A =TI LET,

utils

2= 4 UT 4 ar74Falb—var ITrA,

al: T X TCha2—7 4 VT4 a7 4FXalb—valOT "y 7%
Fae—T M LET,

SR EFOALE T AN R OBEREES ) E A,

ARV kFE—F EXEC

ncs/admin# undebug all

ncs/admin#
Ea<v R avy kR B
debug avy RRRUOZ T —F A X b ERRLET,
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write .
write
Cisco EPNM #—_—DOREL 2 ' —, Fox, £IXHET H121E. EXEC E— N THEb 5]
BEEEL Cwritea~> REMHEHL £,
write {erase| memory | terminal}
WX ORA erase AH— T T AT Fal—va L EWELET, toavy FiE

AU R TIFIE

aAvU R E—F

T 7 4V h TIEEHIZ o TWET,

memory a7 4 FXal—varhk, AF¥— Ty ar7 4 Xal—3 3
vicav—1LFE9,

terminal FEirar 74 Xal—vagrrkaryy—lar—LEd,

T 7 4 v N OEMERMEIZH W TR AL
EXEC

WIZ, erase ¥ — VU — RZFEE L7z write 2~ > ROBIZRLET,

epnm-system/admin# write erase
% Warning: 'write erase' functionality has been disabled by application: NCS
epnm-system/admin#

show a< > K

ZDOIHTIX, CiscoEPNM D show 2~ RZHY EiFEd, a~vr RITLIZ, ZOHEWTOfE
HAHH, a~ RoF 74 h, a<r RE—F, #HHEOHA KT A4, a<wr R v
Zo 7 20, BLOEEa~y RERrLET,

show application

VAT IIA VANV ENTNWET TV r—a o r—O7 ) r—v g UiERE R
RT 5121, EXEC *£— KT show application =~ > R&fliH L £,

show application [status| version [app_name]]

BX DA

status A VAR=NLENTWET ) r— a0 DAT—Z ARFRLET,

version A VAR=AENTWAST IV r—v a2 (EBPNM) OF7 74— 3
VR—=Va vERRLET,

app_name A UVAR=NLENTWET FY r—= g9 O,
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. show backup history

% 3:Count E£1=1% Last D N B FLE %k

| I E A28 %L
* begin: —ET D% — 2 FR 80 SUFDFET,

ecount : HADITEE L 7 S LET, BLEE count DI A BN
LET,

| - e HL
cend: —H T HITTHRT LET, Bk 80 LFEDHET,
s exclude : —E T HITEBRANL ET, AR 80 SCFD T,
cinclude : —ET 21T EDE T, K 80 LFD T,

elast: HIIOBRBOEITEFE R LE T, Hiflat OBICEEE2BML
¥4, 80fTETHERTEET, T 74/ MT10 TT,

| R TAERL,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV R E—F EXEC
i
show application
<name> <Description>
NCS EPNM
MEa<w R E5BA
application start TV v a BRI EIIAA R T I LET,
application stop TV r—y g v EEIEEFIZTT =TT LET,

show backup history

VAT LDy 7Ty TR A FoRT 512X, EXEC E— KT show backup history =~ > K%
HHLET,

show backup history

X DA ZOavwy FIESIEELITF—U—NEH Y £ A,

ATV R FI4ILL T 7 AN NOBERHEIZH Y £H A,
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show banner pre-login .

ARV FE—F EXEC

511

erez-esxi-12-vm6/admin# show restore log
Started at: Mon Dec 20 14:30:11 2021
Initiating restore. Please wait

Restore Started at 12/20/21 14:30:11
Stage 1 of 9: Transferring backup file

- completed at 12/20/21 14:30:11

Stage 2 of 9: Decrypting backup file

- completed at 12/20/21 14:30:19

Stage 3 of 9: Unpacking backup file

- completed at 12/20/21 14:30:20
Stopping Cisco Evolved Programmable Network Manager server
Stage 4 of 9: Decompressing backup

- completed at 12/20/21 14:32:13

Stage 5 of 9: Restoring Support Files

- completed at 12/20/21 14:32:29

Stage 6 of 9: Restoring Database Files

- completed at 12/20/21 14:33:49

Stage 7 of 9: Recovering Database
completed at 12/20/21 14:35:23

Stage 8 of 9: Updating Database Schema

- completed at 12/20/21 14:35:34

Stage 9 of 9: Re-enabling Database Settings
completed at 12/20/21 14:47:22

Total Restore duration is: Oh:17m: 1lls

INFO: Restore completed successfully.
Starting Evolved Programmable Network Manager
This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.

Completed in 2189 seconds
Finished at: Mon Dec 20 15:24:26 2021

EEa<v R avUk BLL
backup Ny 77T 7 (Cisco EPNM) ZFATL T, XDy 27T v T %Y
R MVITRFELET,
restore Ny Ty TNBREV R NI D7 7 A NVNEEZE T LET,
repository Ny T vTREDODIVRY N Y7E—FRE2ANLET,
show repository BEDOIVRY MVICHBMHAEERNNY 7 T v 77 A VEFRR
LET,

show banner pre-login

A VA M=V LI —% T 5121%, EXEC *E— KT show banner pre-login ==~ > R4 {fi
MLET,
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. show cdp

BXDEREA

AR R TFI4ILE

AU R E—F

CiscoEPNM 37> KUY J77 LR |

show banner pre-login
Zoa<wy RSB ELEFF—U—FEH D A,
77 4V P OEEREIZH Y FE A

EXEC

1

epnm-system/admin# show banner pre-login
Banner-Test
epnm-system/admin#

avw vk B
banner (8 ~X—1) T al A NNF—DAf A N—)LEAFZ—TIIZLET,

show cdp
HEMZ 72> T % Cisco Discovery Protocol 1 > % —7 = A AT DR Z R RT HI2IE,
EXEC £— R Cshowedp =~ > R&HEHAL £,
show cdp {all | neighbors}
X DA all A F—T 72 > T DT D Cisco Discovery Protocol 1 > % —7 =
A AZRRLET,
A IN— Cisco Discovery Protocol A /3 —% R L £ 7,

AR TFI4ILE

O R E—F

77 AV N OEIERIEIL D D FE A

EXEC
511

ncs/admin# show cdp all

CDP protocol is enabled ...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.

CDP 1is enabled on port GigabitEthernetO.
ncs/admin#

1 2

ncs/admin# show cdp neighbors

CDP Neighbor : 000c297840e5
Local Interface
Device Type

: GigabitEthernet0
: L-NCS-1.0-50
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Port
Address

CDP Neighbor :

isexp-eswb

show clock .

: ethO
: 172.23.90.114

Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD
Port : GigabitEthernet0/5
Address : 172.23.90.45
CDP Neighbor : 000c29e29926
Local Interface : GigabitEthernetO
Device Type : L-NCS-1.0-50
Port : ethO
Address : 172.23.90.115
CDP Neighbor : 000c290fba9d8
Local Interface : GigabitEthernetO
Device Type : L-NCS-1.0-50
Port : ethO
Address : 172.23.90.111
ncs/admin#
EEav R avw YR B
cdp holdtime ZAET A ADV—F D255 T BLo 72 Cisco Discovery Protocol /3
Ty NEREFETLETICENERE T 2R ZHEE L E T,
cdp run Cisco Discovery Protocol % 1 r—7/LIZ LET,
cdp timer Cisco EPNM #—/3—73 Cisco Discovery Protocol D EHi & 6{59 5
B ZHE L ET,

show clock

B DEREA

aAvU R TFI4ILk

AUk E—F

VATAYT7 vy T 7uyZOER, A, BfF, B ERRE. BLOEERFRRT DI
EXEC E— R TCshowclock =~ REEHA L £,

show clock

ZoOa=y FIZFBIEELEEF—TY—FEH D A,

T 74N FOBERLERSH D EHA,

EXEC

epnm-system-196/admin# show clock
Tue Jan 28 04:11:38 IST 2020
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. show cpu
N
GE) BIOBTrX., show clock @ H iRz EHREE (UTC) | 7V = v R
(GMT) . ®EEFR, F7-EX—A—FfREEhEd,
BEav Uk avv R 58
clock FTRADOIV AT LA 70y 7 2R ELET,
show cpu
CPU 1§ % £/~ 5|21, EXEC £— R CTshowcpu 2~ > REMHHAL £,
show cpu [statistics] [|] [|]
BX DA statistics CPU Mt M A2 T LE T,
I H e 124k

e begin: —ETHF — 1, FK 80 SLTFOEET,

ecount : AT THAE T v b LET, HEE count D% & BN
LET,

|« HIHER AL,
cend: —ET AT THKT LET, Bk 80 UFOHLET,
 exclude : —ET HITHBRA L E T, FeK 80 ILFDOIHT,
cinclude : —E 2172 EHE T, K 80 SLFEDOHET,

clast: HAOE#OEITEF R LET, Hiklat DBICET2EML
F9, 0ITETHERTEET, T 74/ MEL10 T,

| HE TR,

AU R TIFIE

T 7 4V N OBEERMEIZH W FH AL

AUk E—F

EXEC

1

ncs/admin# show cpu

processor : O

model : Intel (R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914

cache size: 4096 KB
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show disks .
ncs/admin#
{5l 2
ncs/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o wait time: 162676
irg time: 4055
ncs/admin
BEavr R av YR BT
show disks TRTCDOT A AT DV AT AMEREEZRLET,
show memory FHENTWEIV AT A AETY DEEZ VAT A Tk ARICHER
LET,

show disks

FARAT DT 7 ANV AT MEREF T HIZIE. EXEC E— FTshowdisks =~ > F&{#H
L9,

show disks[|][|]

BX DA I H O HE A28 3%
«begin: —EF 5T =, K 80 LT D RET

ecount : HAIDITHA T b LET, HEE count D% & BN
L7,

| o HIHER 24,

cend: —EHTBHITTHKRT LET, &K 80 LTFDOHEKT,
cexclude : —ET HITERANL 9, IR 80 LT D HET,
cinclude : —E T 2172 EDET, TN 80 LFDHEE T,

slast: HI1OBRBOBITEERLET, HiElas OB ICE T2 B
F7, 80fTFEFCERTEET, T 74/ ME 10 TT,

| HER TR,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—F EXEC
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. show icmp_status

CiscoEPNM 37> KUY J77 LR |

FERALEDHAA KS4 >y showdisks A~y Rt TA AT T 7 ANV AT LEGZIZT T v b7 4 — L TOHYAR— b

éhjﬁTo

ncs/admin# show disks

temp. space 2% used (17828 of 988116)
disk: 3% used (143280 of 5944440)

Internal filesystems:
all internal filesystems have sufficient free space

ncs/admin#

avUFR Bzl

show cpu CPU fF#z £ R LET,

show memory HFRENTVWEVAT A AT DOEEZ VAT A Fatk ARNICER
L/\i‘g_(]

show icmp_status

Internet Control Message Protocol =2 —5ZE D 2> 7 4 ¥ o b—1 a UFEMRERRT DHITIL,
EXEC “&— T show icmp_status =~ > K& L £9°,

show icmp_status {> file | [}

> o J5m,

77 A R S (stdout) 2V XA VLT b3 2B7 7 A DLHI,

I et~ K
e begin: —E T D% — 2 FK 80 SUFDOEET

ecount : HATDATHAEH 7 b LET, HEE count DEIZEF %8N
LET,

o AT R,

cend: —ET AITTHRTLET, &K 80 L FEDFET,
sexclude : —EAITERA L E9, KK 80 TFDHHF,
cinclude : —&H T 2172 & HE T, K 80 LFDFHT,

elast : HOOERBOBITEE R LE T, HiElast ORICETAZBML
4, 80fTETERTEET, T 74V ME 10 TY,

o AT~ R,
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show ip route .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC

511

ncs/admin# show icmp_status
icmp echo response is turned on
ncs/adming

51 2

ncs/admin# show icmp_ status
icmp echo response is turned off

ncs/admin#
EEa<v >R avvk B
icmp echo Internet Control Message Protocol (ICMP) O = —ZIRAFKE L £
ED

show ip route

TV —varydIP L— hOFEM AR AR T 512X, EXEC £— KT showiproute 2~ K
ZRERALET,

show ip route {| |}

¥EXDiiHA > HWhoy x4 v 79>

| e+

ATVRFEI4IR T AN NOEETHY A,

AvURE—FR EXEC

ncs/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

10.126.168.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO

0.0.0.0 10.126.168.1 0.0.0.0 UG 0 0 0 ethO

Kernel IPv6 routing table

Destination Next Hop Flags

Metric Ref Use Iface

2001::/64 HH UA
256 0 0 ethO

feB80::/64 HH U
256 0 0 ethO

::/0 fe80::217:dfff:£e29:9800 UGDA
1024 18 0 ethO

::1/128 HH U
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. show interface

0 10127 1 lo

2001::20c:29ff:fe6c:8£28/128 HH U
0 0 1 lo

2001::813d:2d75:7d6:564£/128 HH U
0 37 1 lo

2001::d992:4889:c9%9el1:£238/128 HH U
0 0 1 lo

fe80::20c:29ff:fe6c:8£28/128 HH U
0 3 1 lo

££00::/8

show interface

PIZREESNTVWAEAS L E—T oA ZAD2—W—E U F 4 AT —F 2% FK T HI2IEL, EXEC
F— K Cshowinterface 2~ > R&fEH L £7,

show interface [GigabitEthernet | Team]

BX DA GigabitEthernet XAy h—H %y FOFEMAET R LUET,
F—2 (Team) F—b A F =Tz A (IR Y N =0T X7 Z) OiFfflizRRL
£
| HEA A5

«begin: —ET 58T =, K 80 LFDRET,

scount : A > X —T = A ZADITEE I D N LET, HEE count D
T EBMLET,

cend: BT AT TR T LET, FK 80 TFDHITE,
cexclude : —ET AITERA L ET, HK 80 SLFDOIETF,
cinclude : —ET 2172 &4, &K 80 LFDEE T,

elast : HADOBEBOEITEFR R LET, Hifklaa O®%ICETFELZBINL
F9, 80fTECTERTEET (T 74110 :101T) &

ATV RFIHILE T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

FRLOHA K54 > showinterface DH )T, A X =T 2 RT3 DODIPV6 7 FLVARHLHZ LD MND £
To WHDOA L F—y T R Gffe ARE) 13, A7 — b U AHERRGEZMH L7 R T
T, AT — MU AHBRRENSHEIET DI2E. TOV TRy NTIPV6 L— FT RANZ A X R
FFEIZ 2> TODRERH Y £, ROT KA (fe80LIKE) X, R A FDOIERIZ A 2 —
THPFLELIeWY 7 m—HL 7 RLATY, IPve HENERE £ 721L DHCPv6 i% & 12 BfR7e <
Yo Z a—) 7 RUAREICERRINET, KEDOT RLZ (2001 BARE) 1%, IPv6 DHCP
P N= B G LR R T,
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511

ncs/admin# show interface

CiscoEPNM 7> Ky 77 Loz [

ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6507290

(6.2 MiB) TX bytes:12443568 (11.8 MiB)

Interrupt:59 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)

sit0 Link encap:IPv6-in-IPv4

NOARP MTU:1480

Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ncs/admin

51 2

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801

(10.2 MiB) TX bytes:3448374 (3.2 MiB)

Interrupt:59 Base address:0x2000

avyU kR

58

interface

A VE—=T 2 A AIATHERELTC, AV H—T A AT 4
Fal—Tar P T7E—RIAD FET,

ipv6 address autoconfig

A B =T 2 A ATIPV6 AT — ML AHEREEZ A F—T ML
iﬁ—o

ipv6 address dhcp

A B —Tx2 A ATIPv6 7 KL ZADHCP A X —7 /L2 L% T,
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. show inventory

show inventory

CiscoEPNM 77T A 7V ZAET ARV Y TAEFRE, "—FRU =7 A X TS
1% 2R T 5121, EXEC “E— KT show inventory =~ > K& L £,

show inventory |

BX DA I H O HE A1 2541
«begin: —EF 57—, K 80 LT D RET,

scount : A X —7 A AT E I U R LET, HEE count DTk
WZEFEEBMLET,

cend: —ET AT TKRT LET, Tk 80 LFOFHT,
cexclude : —E T HITZBINLET, K 80 LFDOFET,
cinclude : —ET 217284, &K 80 LFDEE T,

slast : HHDOHEBOEITEFR T LET, HiElast D% IS TA2BML
F9, 80/TETRRTEET, T 74/ ME10 T,

ATV R FI4INARN T AN FOBESEIZH Y EHE AL

ARURE—F EXEC

epnm-system/admin# show inventory

NAME: "Cisco-VM chassis"™, DESCR: "Cisco-VM chassis"
PID: Cisco-VM-SPID , VID: V01l , SN: GITQA6QC26B
Total RAM Memory: 12167972 kB

CPU Core Count: 4

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 322.10 GB

Disk 0: Geometry: 255 heads 63 sectors/track 39162 cylinders

NIC Count: 1

NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:11:51:83

NIC 0: Driver Descr: el000: ethO: el000 probe: Intel(R) PRO/1000 Network Connection

(*) Hard Disk Count may be Logical.
epnm-system-61/admin#

show logging

VAT XU (syslog) DREBLOEED L AT L0X 0 IRy 77 DNEERRFT D
21X, EXEC &— KT showlogging =~ > R&@HAL £,

. CiscoEPNM <> K27 L YR



| CiscoEPNM <> RYZ7LUR
CiscoEPNM 7> Ky 77 Loz [

show logging {application [application-name]} {internal} {system} |

BXDEREA application TV —varnsERRLET,

application-name TN = a v, BeR 255 CFO BT,
s tail : Tail > A7 LD syslog A v&—,
s count : Tail DS 7> b A vB—T%8, 0~ 4,294,967,295,
| OB T2 RESR) .

internal syslog a7 4 Xalb—varaf R LET,
security X2 VT 4 Dsyslog A v E—VFRRLET,
sync-logs sync-logs D AT — X A% KRk LET,

system VAT LD syslog EARLET,

| HIE AT 225

e begin : —ET 587 — 1 FK 80 SUFEDHHF,

scount : A X —T7 oA AT E S 7 N LET, HEE count D&
W EBMLET,

cend: —HTHIT TR T LET, H&K 80 LFDHETF,
cexclude : —EH T HITEBIN L ET, K 80 SLFDFET,
sinclude : —&HT 2172 &GO E T, &K 80 L FDHEE T,

clast: HADRBEOEATEFRR L E T, Hiklat ORI T 2B L
£, 8OITETERRTEET, 77 4/L MI 10 TT,

ATVRTFIHFIR T 7ANNOEEREITH Y EEA,

ARV kFE—F EXEC

EELEOHA RKSqY ZO0a<2 R syslogT 7 —BLOA XU b ¥ Z7oRELZFRLET, ZOREICIE,
HRARNT RLA, aXo 0B, 32—l hoT\WdbuaX 7ok (o —L, =4,
Ny TZ7, FREAAR) BDEEnET,

511

ncs/admin# show logging system
ADEOS Platform log:

Aug 5 10:44:32 localhost debugd[1943]: [16618]: config:network: main.c[252] [setup]:
Setup is complete
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B ciscoernmo< kyorLUz

Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars install.c[242]
[setup]: Install initiated with bundle - ncs.tar.gz,

repo - SystemDefaultPkgRepos

Aug 5 10:45:02 localhost debugd([1943]: [17291]: application:install cars install.c[256]
[setup]: Stage area - /storeddata/Installing/.1281030

302

Aug 5 10:45:02 localhost debugd([1943]: [17291]: application:install cars install.c[260]

[setup]: Getting bundle to local machine

Aug 5 10:45:03 localhost debugd[1943]: [17291]: transfer: cars_xfer.c[58] [setup]: local
copy in of ncs.tar.gz requested

Aug 5 10:45:46 localhost debugd[1943]: [17291]: application:install cars install.c[269]
[setup]: Got bundle at - /storeddata/Installing/.1281

030302/ncs.tar.gz

Aug 5 10:45:46 localhost debugd([1943]: [17291]: application:install cars install.c[279]
[setup]: Unbundling package ncs.tar.gz
Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars install.c[291]

[setup]: Unbundling done. Verifying input parameters.

Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars install.c[313]
[setup]: Manifest file is at - /storeddata/Installing
/.1281030302/manifest.xml

Aug 5 10:47:07 localhost debugd[1943]: [17291]: application:install cars install.c[323]
[setup]: Manifest file appname - ncs

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[386]
[setup]: Manifest file pkgtype - CARS

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[398]
[setup]: Verify dependency list -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[410]
[setup]: Verify app license -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[420]
[setup]: Verify app RPM's

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[428]
[setup]: No of RPM's - 9

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[439]
[setup]: Disk - 50

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[325]
[setup]: Disk requested = 51200 KB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[345]
[setup]: More disk found Free = 40550400, req disk = 51200

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[450]
[setup]: Mem requested by app - 100

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[369]
[setup]: Mem requested = 102400

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[384]
[setup]: Found MemFree = MemFree: 13028 kB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[390]
[setup]: Found MemFree value = 13028

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[393]
[setup]: Found Inactive = Inactive: 948148 kB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[399]
[setup]: Found Inactive MemFree value = 948148

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[409]
[setup]: Sufficient mem found

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[415]
[setup]: Done checking memory...

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[461]
[setup]: Verifying RPM's...

—--More--

(press Spacebar to continue)

{5l 2

ncs/admin# show logging internal
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show logins

show logins .

log server: localhost
Global loglevel: 6

Status: Enabled
ncs/admin#

5l 3

ncs/admin# show logging internal

log server: localhost
Global loglevel: 6

Status: Disabled
ncs/admin#

VAT hu g A L OIREER FoRT 5 I2IE. EXECE— K Tshowlogins=t~ > K& L £9,

show logins cli

BXDEREA

AR TFI4ILE

aAvU R E—F

EREDAARZM4

show memory

BX DA

AU R TIHIE

cli cdiv A ERs—EFRRLET,

77 4 FOBIEREIZH D EE A,

EXEC

i ¥—U— RZIEETHLERH YV T, HELRVEA, =7 —2R’FELET,

ncs/admin# show logins cli

root pts/2 10.126.184.230 Fri Aug 9 14:50 still logged in
admin pts/3 10.126.184.230 Thu Aug 1 14:41 - 10:25 (3+19:44)
admin pts/3 10.126.184.230 Thu Aug 1 12:59 - 13:10 (00:10)

admin pts/2 10.126.184.230 Wed Jul 31 19:33 - 10:25 (4+14:51)
admin ttyl Tue Jul 30 20:16 - 08:18 (12:01)

reboot system boot 3.10.0-957.21.3. Wed Jul 31 01:01 - 20:17 (12+19:15)
setup ttyl Thu Jul 25 00:59 - 19:31 (5+18:31)

reboot system boot 3.10.0-957.21.3. Wed Jul 24 17:48 - 19:31 (6+01:42)

wtmp begins Wed Jul 24 17:48:44 2019

TRTCOFITrEADAE IV HHAEEL R RT HIT1E, EXEC E— KT show memory =2~ >
NEfERLET,

show memory
Zoavy RIZIFBIEERITF—V— REH Y FHA,

T 7 4V N OBEERMEIZSH W FH AL
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. show netstat

ARV FE—F EXEC

ncs/admin# show memory

total memory: 1035164 kB
free memory: 27128 kB
cached: 358888 kB
swap-cached: 142164 kB
ncs/admin#

show netstat

Ty MU — TG T AMEHE R A2 F T B 121X, EXEC E— KT show netstat 2~ > K%
ELET,

show netstat{ > ||}

X DA > HAOoYZEAL Vv ray,

| HEH T

ATV RFI4AL T AN POEWETH Y A,

AT RE—FR EXEC

ncs/admin# show netstat
TCP Listeners ———————————— - -
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:65000 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:39949 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:111 0.0.0.0:~* LISTEN
tcp 0 0 127.0.0.1:2000 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:6100 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:21 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:22 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:2012 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:2013 0.0.0.0:~* LISTEN
tcp 0 0 :::61603 HE LISTEN
tcp 0 0 :::10755 HE LISTEN
tcp 0 0 :::61604 HE LISTEN
tcp 0 0 :::31204 HE LISTEN
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show ntp

BX DA

aARVETIAHILE

D

avx

~

~

kE— K

tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0
tcp 0

TCP Connections

:9992

:65000

:8009

:5001

:1199

:80

:35088

:21648

:16113

:2001

161617

:1522

: 8082

:6100

:21

:22

:48504

Active Internet connections

tcp 0

(w/o servers)
Proto Recv-Q Send-Q Local Address
0 10.126.168.61:22

show ntp .

H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
H LISTEN
Foreign Address State
10.65.57.243:55027 ESTABLISHED

NTP BEAF 1T DO AT —H A% KR 5H121E, EXECE— K CTshowntp 2~ K& LET,

show ntp

Zoawy FIESIBELITF—UV—NIH Y A,

77 4N FOBIERLEIZH Y EE A,

EXEC
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. show ports
EEa<v R avw vk A
ntp server VAT ADONIP YV —NEHFHLCY 7 ho=T 7 v v 7 &R
L/i‘é—o
show ports
TITATIRAR—=FTY v A T5T_RCOT v RIETHERE £RT 511, EXEC
£— R Cshowports 2~ R&afiHLE7,
show ports|[] [[]
BX DA | I MER 1255

«begin: —ET B NF =, FK 80 SLFEDEET,

scount : A X —T oA ADITEE S 7 N LET, BFE count D
R EBMLET,

|+ e K
cend : —ETBHITTRT LET, MK 80 LTEDOHHT,
cexclude : —ET DITHBRINL £, Ik 80 UFOHET,
cinclude : —EH T H1T2EOET. K 80 LT OHEEKT,

clast: HAORBEOEATEFR LET, Hiklag ORICETZBML
£, 8OITETERRTEEY, 77 4/L I 10 TT,

| - HER A%,

ATVRTFIFIR T 7ANNOEEREITH Y EEA,

ARV kFE—F EXEC

FEREDHA KSq> showports 2~ Na2FETT 556, R—bR7 27747ty a ACEEMST N TN D
VERHY £,

ncs/admin# show ports
Process : timestensubd (21372)
tcp: 127.0.0.1:11298
Process : timestenorad (21609)
tcp: 127.0.0.1:51715
udp: ::1:28314, ::1:59055, ::1:45113, ::1:49082, ::1:64737, ::1:62570, ::1:19577,
::1:29821
Process : ttcserver (21382)
tcp: 127.0.0.1:16612, 0.0.0.0:53385
Process : timestenrepd (21579)
tcp: 127.0.0.1:62504, 0.0.0.0:18047
udp: ::1:51436
Process : timestend (21365)
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tcp: 0.0.0.0:53384
Process rpc.statd (2387)
tcp: 0.0.0.0:873
udp: 0.0.0.0:867, 0.0.0.0:870
Process timestensubd (21373)
tcp: 127.0.0.1:43407
Process portmap (2350)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process Decap _main (21468)
tcp: 0.0.0.0:2000
udp: 0.0.0.0:9993
Process timestensubd (21369)
tcp: 127.0.0.1:37648
Process timestensubd (21374)
tcp: 127.0.0.1:64211
Process sshd (2734)
tcp: 172.23.90.113:22
Process java (21432)
tcp: 127.0.0.1:8888, :::2080, :::2020, ::£f£f£f£f:127.0.0.1:8005,
:::8010, :::2090, :::1099, :::9999, :::06l161l6, :::8080,
:80, :::60628, :::8443, :::443
udp: 0.0.0.0:1812, 0.0.0.0:1813, 0.0.0.0:1700, 0.0.0.0:10414,
0.0.0.0:1645, 0.0.0.0:1646, :::8905, :::8906
Process : monit (21531)
tcp: 127.0.0.1:2812
Process java (21524)
tep: :1::62627
Process Java (21494)
tecp: ::ff£f£:127.0.0.1:20515
udp: 0.0.0.0:20514
Process tnslsnr (21096)
tecp: :::1521
Process ora_d000 _ncsl (21222)
tcp: :::26456
udp: ::1:63198
Process ntpd (2715)
udp: 172.23.90.113:123, 127.0.0.1:123, 0.0.0.0:123, ::1:123,
:::123
Process ora_pmon_ncsl (21190)
udp: ::1:51994
Process ora_mmon_ncsl (21218)
udp: :::38941
Process ora_s000 ncsl (21224)
udp: ::1:49864
ncs/admin#

show process

show process .

:::8009, :::8905,

0.0.0.0:3799,

fe80::20c:29ff:feb6a:123,

TIT 4 7l u AT A #REFRRT HI2IE,. EXEC £ — KT showprocess 2~ > K%
HALET,

show process|
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B ciscorrnma<o ryorLz

HBX DA (A7 > ay) WEHTEE :
e begin : —ET 5% — 1, K 80 SLFEOHET,

scount : A X —T7 oA ADITEE S 7 N LET, BFE count D
T EBMLET,

cend: BT AT THRTLET, FK 80 LFDHETE,
coxclude : —ET AT EEA L ET, HK 80 SLFDHET,
sinclude : =BT 2172 & HE T, K 80 L FDFET,

slast : HORBEOEITEF -~ LET, Hiklas DBICEFTA2BML
F9, 80ITETHERTEET, T 74/ ME 10 TY,

ATV RFI4ILE T 7 AN NOBERHEIZH Y FH A,

aAvURE—F EXEC

/admin# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 2 events/0
root 6 00:00:00 2 khelper
root 7 00:00:00 2 kthread
root 10 00:00:01 2 kblockd/0
root 11 00:00:00 ? kacpid
root 170 00:00:00 ? cqueue/0
root 173 00:00:00 khubd

root 175 00:00:00 2 kseriod
root 239 00:00:32 kswapdO
root 240 00:00:00 2 aio/0

root 458 00:00:00 ? kpsmoused
root 488 00:00:00 2 mpt_poll O
root 489 00:00:00 ? scsi_eh 0
root 492 00:00:00 ? ata/0

root 493 00:00:00 ata_aux
root 500 00:00:00 ? kstriped
root 509 00:00:07 2 kjournald
root 536 00:00:00 2 kauditd
root 569 00:00:00 2 udevd

root 1663 00:00:00 7 kmpathd/0
root 1664 00:00:00 7 kmpath handlerd
root 1691 00:00:00 2 kjournald
root 1693 00:00:00 2 kjournald
root 1695 00:00:00 2 kjournald
root 1697 00:00:00 2 kjournald
root 2284 00:00:00 2 auditd
root 2286 00:00:00 2 audispd
root 2318 00:00:10 2 debugd

rpc 2350 00:00:00 2 portmap
root 2381 00:00:00 2 rpciod/0

epnm-admin/admin#
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show repository .

%= 4:show process D 7 4 —JL FDERHA

TJ4—ILF  |EEA

USER aJA v Lica—%—,

PID 7'r& X ID,

TIME a2 RORGIZAE N S TR,

TT 7'ak A HET D AR,

COMMAND |fifishiz7atAEizida~y RO A7,

show repository
VR RNV DOT7 7 A VONEEFRRT HIZIE, EXECE— R Tshowrepository =~ > K% fif

LE7,

show repository repository-name

B DEREA

ARV ETIAINb

repository-name

WA ZFRT DU RY MY OAREL, K 30 LFEOHEET,

77 4V FOBIERLEIZH Y EE A,

avURE—F EXEC
BEa< R avU R £58A
backup w77 7 (Cisco EPNM & Cisco ADE OS) #3FE{TL T, 0D
Ny 2T v THVRY FUIRFELET,
restore BEDIR NIDT 7 ANORNEE N 7T v I MNHETLE
7
repository NPT o TBREDVRY MY T7E—FE2ASLET,
show backup history VAT LADONY I T TR EFR L LUET,

show restore

IR AFRT 511X, EXEC E— R Tshowrestore 2~ RAFEH L E9,

show restore {history}

BX DA

history

wEEzFRRLET,
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. show restore log

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC

epnm-system-176/admin# show restore history

Wed Dec 2 21:55:39 IST 2020: restore iol-epnm-discovery-191113-

0832 VER3.7.0.0.159 BKSZ18G_CPU16 MEM3G RAM15G_SWAP15G APP CK2443318487.tar.gpg from
repository

test: success

epnm-system-176/admin#

BEav R avw YR R AR
backup Xy 77 w7 (Cisco EPNM & Cisco ADEOS) Z#3FEITL T, =D
Ry 2T o TRVERY MVITHREFELET,
restore BEDIVR NIDT 7 ANVONEENR I T v 7B ETLE
7,
repository N T o TREDVRS ) 72— FRE2 AN LET,
show backup history VAT LDy Ty TEEERRLET,

show restore log

BER 77 7 hary — L OLEIlREOETTEEL R T 212X, EXEC E— N T show
restorelog 2~ > RZEH L £7, EILBECER RETCBIEOFATHIZ ZDa~vy R&5E
ITCEET,

show restore log

XD A Zoawy RIS ELITF—TU—FiEH Y 8 A,

ARV EFI4NA L T AN FOBEREIZH Y EE A,

ATy R E-F EXEC

i1

epnm-system/admin# show restore log
Started at : Thu Aug 1 14:48:08 2019
Initiating restore. Please wait...
Restore Started at 08/01/19 14:48:08
Stage 1 of 9: Transferring backup file ...
-- completed at 08/01/19 14:48:56
Stage 2 of 9: Decrypting backup file ...
-- completed at 08/01/19 14:50:16
Stage 3 of 9: Unpacking backup file ...
-- completed at 08/01/19 14:50:19
Stopping EPNM server ...
Stage 4 of 9: Decompressing backup ...
-- completed at 08/01/19 14:52:12
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show running-config .

Stage 5 of 9: Restoring Support Files

-- completed at 08/01/19

14:52:21

Stage 6 of 9: Restoring Database Files
-- completed at 08/01/19 14:53:04
Stage 7 of 9: Recovering Database

-- completed at 08/01/19

15:21:01

Stage 8 of 9: Updating Database Schema
This could take long time based on the existing data size.

-- completed at 08/01/19
Stage 9 of 9: Re-enabling

16:10:50
Database Settings

-- completed at 08/01/19 16:49:13
Total Restore duration is: 02h:01m:05s
INFO: Restore completed successfully.

Starting Evolved Programmable Network Manager...

This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.

Completed in 1477 seconds

Finished at : Thu Aug 1 17:14:13 2019
E&Ea< U F avo kR B
restore BEDIVRS NIDTZ 7 A NORNRENNy 7T v 7T ETLE

D

show running-config

BIEDOFETar 74 Xalb—vary 7y A NVERITar 74X ab—2a VORNEEERRT D
\Z1%. EXEC %&— R T show running-config =~ > FZ{EH L £,

BXDEREA

—_

AR TIHILE

AU kFE—F

show running-config

Zoavy FIEBIBELITF—TU—FNEdHY A,

showrunning-config 2~ > RZETT 5L, §_XTHOar 74 Fab—rva VERPERIN

£7,

EXEC

ncs/admin# show running-config

Generating configuration...
!

hostname ncs

|

ip domain-name cisco.com
|

interface GigabitEthernet 0

ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 172.16.168.183
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CiscoEPNM 37> KUY J77 LR |

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVG$xMZ/XL4tH15Knf.FfcZzr.

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

role admin

ncs/admin#
E&Ea< U F avo kR B
configure REET— REBBE L FET,
show startup-config AL— K T v a7 Xalb—rary Z7rANERTIar 74
Fal—ra X ONFERRFLET,
show startup-config

'_E_Iu“:I

B DEREA

AR TIHIE

aAvU R E—F

AR — KT T ar7 4 Xal—ary 774 FTar 7 4 Fa2l—2a b ONBEEFE

RT5I21E, EXEC *£— KT show startup-config 2~ > R&EHH L £,

show startup-config

ooy NIZFBIEELEFZF— TV —FEHD £H A,

show startup-config =2~ > Kk, # X TCHOAZ— T v 7 ar 7 4 Xal— 3 U NEREFER

L/ij‘o

EXEC

ncs/admin# show startup-config
|

hostname ncs
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|

ip domain-name cisco.com

|

interface GigabitEthernet 0

show security-status .

ip address 172.23.90.113 255.255.255.0

ipvé address autoconfig
|

ip name-server 172.16.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

ncs/admin#
BEa<v R avy kR FREA
configure Ay 74X al—varyE—RERBLET,

show running-config

BHIEDFEITay 74 Xal—ay 77AN0FEEar 7 0%
L—va v ONFEERRLET,

show security-status
X270 OB EHRHRERRT HITIEL, EXEC E— KT show security-status =~ > K%

BX DA

AU RTIFIE

L £

show security-status

ZOawy FIESIBEELITF—U—NEH Y A,

77 AV - OEIERIEILDH D EE A
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. show tech-support

avx

kE— K

Cisco EPNM 2w > KU Z7 LV R |

EXEC

!l

epnm-system/admin# show security-status
Open TCP Ports : 21 22 80 443 1522 8078 8080 8082 8087 9992 20828 61617
Open UDP Ports : 69 162 514 9991

FIPS Mode : disabled

SSH Legacy

Algorithms : enabled

TFTP Service : enabled

FTP Service : enabled

JMS port (61617) : enabled

Root Access : enabled

Certificate validation settings for pubnet

Cert check : enabled
OCSP check : disabled
Auto CA update : enabled

Certificate validation settings for system

Cert check : trust-on-first-use
OCSP check : disabled
Auto CA update : disabled

Certificate validation settings for devicemgmt

Cert check : enabled
OCSP check : disabled
Auto CA update : enabled

Certificate validation settings for user

Cert check : enabled
OCSP check : disabled
Auto CA update : disabled

Algorithm settings enabled for SSH service

KexAlgorithms
diffie-hellman-groupl6-sha512,diffie-hellman-groupl4-sha256,ecdh-sha2-nistp521, ecdh-sha2-nistp384, ecdh-s
ha2-nistp256, diffie-hel lman—groupl8-sha512, diffie-hel lman—groupl4—shal, diffie-hel Iman-group-exchange-sha256, diffie-hellman
-group-exchange-shal,diffie-hellman-groupl-shal

MACs : hmac-sha2-512, hmac-sha2-256, hmac-shal

Ciphers :

aesl28-gcm@openssh.com, aes128-ctr, chacha20-polyl305Qopenssh. com, aes256-ctr, aes256-gcm@openssh. com, aes192
-ctr,3des-cbc,aesl28-cbc, aes256-cbc

TLS versions : TLSv1.2
TLS ciphers : tls-ecdhe-shal
Note : Shows currently configured values

Changes made after last system start if any,
will be effective after next restart

show tech-support

WA A—NIREDT 7 =T NYR— MEHRE R R T DI2IEL. EXEC E— KT show tech-support
av s REEHLET,
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CiscoEPNM 7> Ky 77 Loz [

show tech-support file [word]

XD file EBEDOT 7 =N FR—bF T—=F 774 LTu—I T A7
IR LET,
word BAFT D7 7 A N4, FeK 80 SUF OB,

SR R FoAL R SAT— RRZOMOEF 2 )T 4 L, HICEIRS LA,

ARV FE—F EXEC

FEEEDHA KS« > showtech-support =2~ Ri&, FF7 7V a—T 17 OHAMT, Cisco EPNM ¥ —/3—[Z
TORBEOFHRZWET DO HEY, MEZHRET DL &I, 77 =0V R— Ol
LHEICHD 2R L ET,

ncs/admin# show tech-support

FHEHH A AR R R
Application Deployment Engine (ADE) - 2.0.0.568
Technical Support Debug Info follows...

FHEH A AR AR A R

ER R IR Rk kb kb b b b b b b b b b b kb b b b b b b b b b b b b bk b b b 2

Checking dmidecode Serial Number (s)
ER R R IRk Ik kb b b b b b b b b b b b b kb b b b b b b b b b b b b b kb b b 3

None
VMware-56 4d 14 cb 54 3d 44 5d-49 ee c4 ad a5 6a 88 c4

ER R R Rk kb kb b b b b b b b b b b kb b b b b b b b b b b b b bk b b b 2

Displaying System Uptime...

ER R R Rk kb kb b b b b b b b b b b kb b b b b b b b b b b kb b kb b b 2

12:54:34 up 18:37, 1 user, load average: 0.14, 0.13, 0.12

RR R R Rk kb kb b b b b b b b b b b kb b b b b b b b b b b kb bk b b b b

Display Memory Usage (KB)

ER R R IRk Ik kb b b b b b b b b b b b b kb b b b b b b b b b b b b b kb b b 3

total used free shared buffers cached
Mem: 1035164 1006180 28984 0 10784 345464
-/+ buffers/cache: 649932 385232
Swap: 2040244 572700 1467544

RR R R Rk kb kb b b b b b b b b b b kb b b b b b b b b b b kb bk b b b b

Displaying Processes(ax --forest)...
RR R R IR E Ik kb b b b b b b b b b b b b kb b b b b b b b kb b b b bk b b b 2

PID TTY STAT TIME COMMAND
17 Ss 0:02 init [3]
22 S< 0:00 [migration/0]
32 SN 0:00 [ksoftirgd/0]
4 2 S< 0:00 [watchdog/0]
57 S< 0:00 [events/0]
—--More--

(press Spacebar to continue)

ncs/admin#
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. show terminal

CiscoEPNM 37> KUY J77 LR |

BEa<w> R

show terminal

B DEREA

aAvU R TFI4ILk

AUk E—F

show timezone

av YR B

show interface A EB—T 2 A ZADZ—HF YT 4 AT —F A5 F R LET,
show process TIT 4T Tae AT AEREF R LET,

show running-config HIEDOFETa Ly 7 X2l —a v ONREERLET,

WAL 7 4 X2 —a NN TFA—HORTEIETHERELIET H121F. EXECE— R T
show terminal =~ > R&ZFEH L £,

show terminal
Doy FIEBIEERIIF—U—RiZdb v T8 A,
T 7 4V NOERLEIZH D FH A,

EXEC

ncs/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ncs/admin#

show terminal 12X ¥ . showterminal OH /17 4 —/L FOFBANRERINFE T,

= 5:show terminal 7 4 — )L K D E%EA

Z4—ILE Bz

TTY: /dev/pts/0 WARDZ A TN T HEEOH N TR L ET,

Type: “vt100¢ BEFEH SN TWAERERED X A 7,

Length: 24 lines VRT 4 AT LA DR X,

Width: 80 columns WRT 4 AT VLA DILFENT LDNE,

Session Timeout: 30 minutes |+ v 3 9 T, #EHa & 795 £ TORR (A7 : 4)) o

VAT AIIEESINTWDH A LV — 2 Z2FmT HI12iE, EXEC £— KT show timezone =~
VREMEALET,
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BXDEREA

AR R TFI4ILE

AU R E—F

show timezones .

show timezone
Zoawy NI EZITF—U—RIIb Y A,
T 7 4V N OEHEEIZH D EH AL

EXEC

epnm-system/admin# show timezone
Asia/Kolkata
epnm-system/admin#

BEa<> R avw> R SRER
clock timezone VAT LD AR ELET,
show timezones VAT NCHE TR R R 2 RN L E T
show timezones
RIRATREZR IO Y 2 M 25T 5121%, EXEC =— R Tshowtimezones =~ > R&{#HH L
F9,
show timezones
XD ZOawy RIBIEELIIF—U— RO T8 A,

aAavY R FI4ILk

aAvU kR E—F

FEREDHA K4V

T 74N FOBERLERSH D EHA,

EXEC

Cisco EPNM Y — —THEHR[RE/2 # A LY — 2 DOHIZ DWW TIE,  Tclock timezone] =X~ > K
LT &N,

ncs/admin# show timezones
Africa/Blantyre
Africa/Dar_es Salaam
Africa/Dakar
Africa/Maputo
Africa/Accra
Africa/Kigali
Africa/Tunis
Africa/Nouakchott
Africa/Ouagadougou
Africa/Windhoek
Africa/Douala
Africa/Johannesburg
Africa/Luanda
Africa/Lagos
Africa/Djibouti
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B showudi

Africa/Khartoum
Africa/Monrovia
Africa/Bujumbura
Africa/Porto-Novo
Africa/Malabo
Africa/Ceuta
Africa/Banjul
Africa/Cairo
Africa/Mogadishu
Africa/Brazzaville
Africa/Kampala
Africa/Sao_Tome
Africa/Algiers
Africa/Addis_Ababa
Africa/Ndjamena
Africa/Gaborone
Africa/Bamako
Africa/Freetown
--More--

(press Spacebar to continue)

ncs/admin#

BEav Uk avy kR FREA
show timezone VAT AICERESNTWAERELZR R LET,
clock timezone VAT ADOIEMEARE LET,

show udi
CiscoEPNM 777 A 7 > A ® UDIZ BT & 1§ 2 2~ 5 121d. EXEC & — KT show udi =
v REERLES,
show udi

ST EHBA Zoavy RIZFBIEERITF—V— REH Y FHA,

ARV EFI4NAL  T AN FOBEREIZH Y EH A,

AvURE—FR EXEC
Gen27 S IAT VAP —_"—Tshowudi =2~ RZFETLEE O AIFZLLTIC
i—\‘ L/iﬁ‘o
1

epnm-system/admin# sh udi
PID: EPNM-UCS-APL-K9
VPID: A0

Serial: FCH1842V1EH

epnm-system-117/admin#
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show uptime

show uptime .

Cisco EPNM H—/—zra 74 > LT Lkl L= 2 Fon 45 121%. EXEC £— K C show
uptime =~ > R&HHAL 9,

show uptime|

B DEREA

AR R FIAILE

ATV R E—F

| (A7 ay) WEHFEE
begin : —E T NF—1, FK 80 ILFDHETF,

e count : (I DITE AT v b LET, HEE count D IZET A BN
L/iﬁ‘o

cend: —ET AT TR T LET, BK 80 SLFDHETF,
cexclude : —E T 21724 L E9, K 80 LFDOFHF,
cinclude : —E T 21728 £4, KK 80 LFDHEH T,

elast : HADEEOBITEERLET, HiElaaD®%ICEFTZ2BINL
9, 80fTECERTEET, T 74/ I 10 TY,

77 AV S OEIERIEIL D D FE A

EXEC

ncs/admin# show uptime
3 day(s), 18:55:02
ncs/admin#

show users
CiscoEPNM H—R—|zua /4 o L TWAH2—P—D—E A2 F/RT 5121, EXECE— N CTshow
users 2~ FN&FEHALET,
show users

X DEREA show users status n—/L, BERIRRE, vy ZREE/R Y, TRTO—W—DFEEZFRR L

AU R TIHIE

aAvU R E—F

jijfo

77 AV S OBIERIEILDH D EE A

EXEC

ncs/admin# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.137.60 pts/0 Fri0000 Aug 6 09:45:47 2019
ncs/admin#
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. show version

show version

CiscoEPNM 37> KUY J77 LR |

VATADY T N =T N— 3 T S E#REF T HI21E, EXECE— R CTshowversion
a<wr REFERALET,

show version

X DA

ZOawy FIESIBELITF—U—FNIHY A,

AR R FIAILE

77 AV OBIERIEIL D D F A

aAvU R E—F

EXEC

FRLEDHA KS1 Y

Ihavwy REFETTDH L, CiscoEPNM Y — S—Tf# L TV 5 CiscoADE-OS V7 7 =7
DONR—3 9 AFH & Cisco EPNM ONX—2 g UNFERENET,

Cisco Application Deployment Engine OS Release: 6.7
ADE-0OS Build Version: 6.7.9.001
ADE-0S System Architecture: x86 64

Copyright (c) 2009-2020 by Cisco Systems, Inc.
All rights reserved.
Hostname: erez-esxi-12-vmé6

Version information of installed applications

Cisco EPN Manager

R R R R R R R R R R R R R R R R R R R I E b R b dE E b kI
Version : 6.0.0 [FIPS not Enabled]

Build : 6.0.0.0.000

aAvIJq4Fx¥xalb—3>avrR

ZIZITIE, AvI4FXaL—a3ravy REFOMBWTOMELHA, a~vr FOTF 7 40
h a~r Ry Zy 7 A, avwr RE—F FHEOTA KT A4 2, a<wr Rl BLO
HMFAPLO o~ RERLET,

a7 4FXalb—vay avy RiZidinterface & repository 23 & £ E T,

)

GE)

7-0lc, ary 74X alb—Yary 7 E— FEBRBTHALERDD 7,

—Hoar7 4 Xal—aryavwr RTE, avry Far7 X2l —a 58715

a7 4 X2 lb—rary T—RNIT 7 ®AT 5L, EXEC E— KT configure =~ > K& fifi
HTH20ERZH D F9,
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aaa authentication .

aaa authentication

NERRAEZ R ET HITIL, 27 4 Fab—3 3 F— FT aaaauthentication =~ > K& fif
HALET,

aaa authentication tacacs+ server TACACS server address key plain shared-key

EX DA TACACS server address TACACS+ #— "D IP 7 RL A F 72137k

shared-key WHWET X X P XTI RLET,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

avv Rk E—F a7 4 F a2 b—3 a3 (Configuration)

admin# aaa authentication tacacs+ server 1.1.1.5 key plain Secret
admin# username tacacsuser password remote role network-admin

TACACS+ ¥ —/3—{Z CiscoEPNM H— R — L [{ L2 —PF—Z NREINTEY . Cisco
EPNM H—/3—& TACACS+ — "—NELLHESINTWNDZ L 2R L ET,

backup-staging-url

=T 4 2ar DT 4 ATRENDVIRL, Ro T o7 ERETERWERIL, 20473
VA L CCiscoEPNM TRy hU—2 77 A )L A7 A (NFS) AR ETEET, i
2179121, 27 4 ¥ 2 L—3 3 F— KT backup-staging-url =~ > RZEH L £,

backup-staging-url word

XN word AT — 3 VA NFS URL, 2048 CF ¥ CORMFTIHELET,
nfs://server:path Zf L £,

AT VR FI4NN T ANV NOBEERMEITH Y A,

ATV RE—F a7 4F a2 b— 3 (Configuration)

FEELEDOHA K54 URLIINFS OATY, v FOEAIL, backup-staging-url nfs:/server:path T3,

A

FE O MFHLTHWANFS = =Dt X =27 4 ZF%EL T, CiscoEPNM H— X—D P 7 KL A
MEDHT A LT MNIIZT 7B ATEALLHICLTLIEE N,
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. cdp holdtime

CiscoEPNM 37> KUY J77 LR |

\)

(GE)  NFS #—/3—{%, no_root_squash 47> a v AL CEET L7 7 A VI AT LET T A

cdp holdtime

R—=bFDLICHEST D0, V— b =2—F—%Bl{ED CARSEHE CLI HHHE = —+ — UID
C~y BT T ORERD Y £T,

ncs/admin (config) # backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
ncs/admin (config) #

5T /3 A A Cisco EPNM H—/3—7)>5 D Cisco Discovery Protocol /347 v k& BEIHET H £ T
DORFFF 2R E T 512F, 27 4 ¥ 2L —3 3 F— FTcdpholdtime =~ > K&
LET, 774NV MREICETICE, Z0avr RonoBREEHLET,

[no] cdp holdtime seconds

BX DA

AR FIHILbE

aAvURE—F

EREDAARZA4

seconds A=V RN 2 A 2B ciELET, EIT 10 ~255TY,

180
227 4 ¥ = b—3 3 (Configuration)

Cisco Discovery Protocol /37~ | & fFfe FTRERFH], D F D IRFFRFM DM & & HITIKFE L E T,
SART A ALk, ARFFREHIOREHIZ, Ciseo Discovery Protocol /3% > h & Cisco Discovery
Protocol {H#t & BEHE L £,

cdp holdtime ==~ > FIZHETE 251513 1 o721 TF, BT L2581, =7 —2»%4
L/iﬁ—o

ncs/admin (config) # edp holdtime 60
ncs/admin (config) #

EEav> R

Bl

cdp timer Cisco EPNM #—/3—73 Cisco Discovery Protocol O H 8 & %53 %
BEZIRELET,

cdp run Cisco Discovery Protocol %1 X —7 /L2 L £7,
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cdp run .
cdp run
Cisco Discovery Protocol ZHZNZ T AICiE, 27 4 F=2lb— 3 F— R Tcedprun =<
RZfE/H LE 3, CiscoDiscovery Protocol Z N F5H121E, Zda~<r FonofB A L
e
[no] cdp run [GigabitEthernet | Team]
BX DA GigabitEthernet Cisco Discovery Protocol Z G T HF Ty b A —V Ry b A L F—
TxA AEBEELET,
F—2 (Team) Cisco Discovery Protocol Z ENZTHF —I I A X —T = A X% fg
ELET,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ATV R E—F a7 4 Fa2l— a3 (Configuration)

FERLEDAA RS,y ZOaXU FTE 1204 TV aro5l (f 2 =T =A%) ZRELET, A7 2
YDA UE =T 2 A ABERE LW A, Zoavy R, $XTOA v H—T = A4 A LT
Cisco Discovery Protocol % A % — 7 /LIZ LE T,

\}

CE) Zoa<wryRFOF7x0 TR, TTEETINTHDA VI —T = ATHELES, 1~
A —7 = A ZADEEIRFIZ, HA)IZ Cisco Discovery Protocol A5 11 L 97, ¥IZ, Cisco Discovery
Protocol Z i #E) L £ 77,

ncs/admin (config)# edp run GigabitEthernet 0
ncs/admin (config) #

BEav o r Bl
cdp holdtime ZAZT 73 A3 Cisco EPNM H—/3— /1 & 521 F B - 7= Cisco Discovery
Protocol /37w M & BEHES L £ TOMRFFRRH ZHEE L £,
cdp timer Cisco EPNM —/3—7)3 Cisco Discovery Protocol D H#i 4 X575
B ZHRE LE TS

cdp timer
Cisco EPNM " —/3—73 Cisco Discovery Protocol 7 v 77— h % &5 T AL 2 F5ET H 121,

Ay 7 4F¥al—varE—RCcdptimer 2~ FEFEHALET, T 74/ FREITETIC
X, Zoa<wr RonoBEXEHHLET,
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Cisco EPNM 2w > KU Z7 LV R |
. clock timezone

[no] cdp timer  seconds

X DA seconds Cisco EPNM #—/3—73 Cisco Discovery Protocol 0 B 7 % 14153 % i
PENLTHRE LET, EIT5 ~254 T,

ARV R FIALE 0B

avY K E—F 27 4 F a2 L—3 3 (Configuration)

FEEEDHA K54 > Cisco Discovery Protocol /37 v b ZA5fi ATRERFH, D F 0 IREFRFRHIOM L & HITHEE L £,
ZAET A AL, RFFRERHI ORI IZ, Cisco Discovery Protocol /37 |~ @ Cisco Discovery
Protocol 1§ & FEFE L £ 77,

cdptimer =~ RIZHEETE 2518E 1 77 T, EEIEELEEEIE. =7 —2n"84L
3

ncs/admin (config) # cdp timer 60
ncs/admin (confiqg) #

FEI<T R El: ]
cdp holdtime SZAZT 734 A Cisco EPNM H—/3—7)» 5 Cisco Discovery Protocol
Ny NEEEET D CORFIRMZIRE L ET,
cdp run Cisco Discovery Protocol % A Fr—7 /WZ L £,
clock timezone

BFEH 2 RETHITE, a7 4 F 2 — g F— RTcocktimezonezi~ > R&FEITL £
T, ZOMREEAENCTAHICE, Zoavr Ko no BRXEHEH L £,

clock timezone timezone

BX DA ALY = FRHERFICFOR T DR O A Al K 64 LT DOIELT

avv k5740 kr  UIC

ATV RE—F a7 4 ¥ a2 lb— a3 (Configuration)

FEREDHA KSqy YATHIE, WET, Bt (UTC) ZMeRr LEd, BARRZ A LY =2 Bbhbn
iy, Mk, B, BXOHEHZ AN TE LT,
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% 6: X BOBREF

CiscoEPNM 7> Ky 77 Loz [

BEEEE =13 RAT

rfl T 4

RN

GMT., GMTO,
GMT-0, GMTH0,
UTC, Greenwich,
Universal, Zulu

7 = VEHERE (UTC)

GB

e[

GB-Eire. Eire

TANT R

WET

763 —w v SEE (UTC)

CET

e g — o ERERE (UTC + 1 BER)

EET

g —u oy SRR (UTC + 2 HERE)

KEE D FF

EST, ESTSEDT

PR AERE . UTC - 5 FRFfE

CST. CST6CDT

R UERE  UTC - 6 BEH

MST., MST7MDT

AR YERy . UTC - 7 B

PST. PST8PDT

KROEPEIEYER . UTC - 8 FFRE

HST

IND A BERERE,. UTC - 10 FFRY

RIA—RALSVTOEA L T—

A—Z 57

ACT? Adelaide Brisbane Broken Hill
Canberra Currie Darwin Hobart

Lord Howe Lindeman LHI® Melbourne
North NSW® Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna

(1) E&EEHrz AT v 2 (/) TRU->TAALET W : Australia/Currie) .
(2) ACT=A—RA FZ U 7 EHBERRH sk
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CiscoEPNM 37> KUY J77 LR |
B ciscorrnma<o ryorLz

(3) LHI=2— K75
(4) NSW===a2—H% T AT —/L X

RETOTDEIALJT—Y

77!
Aden® Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Colombo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk

. : .

(1) 7T ORREICIZ, BT U7, M7 YT, BETY T, BT BLORRT
CTRHY ET,

Q) ML HTTESEER AT v () TRES>TANLET (il : Asia/Aden) .

\}

GE) NPT b AE AT RE 7R BER SV < DB D 97, Cisco EPNM H—/3—"C, showtimezones
a< 2 K &#AJJLET, Cisco EPNM — _R—THHA[EE/RT X TDOH A LY —2 DU A MK
FREINET, EYUHURORRIFICR O L2 RINLE T,

epnm-admin/admin (config) # conf t

Enter configuration commands, one per line. End with CNTL/Z.
epnm-admin/admin (config) # clock timezone Asia/Kolkata
epnm-admin/admin (config) #

BEav R B

showtimezones (97 X—<°) | AT A CEHAARERME 2 —ER R LET,

show timezone (96 “X—3) |V AT AZBEREIN TV ARM#E ZFRRLET,
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do

BXDEREA

a7 4 FXal—YaryEF—RERIMEEOa L T4 X2l — gy BT E— R 5 EXEC
Ll a~wy REFETT AT, [FEDay 74Xzl — gy F—RTdoa~vy R&ff

)EH L/jz—g—o

do

Zoawy RIZIBIEELITF—U— NIb A,

R9: DoAY FDARV KA T3y

Bl

application install

WEDOT7T IV hr—a B A M=V LET,

application remove

BEOT ) r—a U EEIRLET,

application start

BEDOT ) r—ya rBRBEIFA R—T NI LET,

application stop

BEDT 7V r—ya v wBlbEz s =7 LET,

application upgrade

BEDOT ) r—armET v 77— RLET,

backup X 77 w7 (Cisco EPNM & Cisco ADEOS) #FEITL T, £D Ny
IT7 v TEVRY FVIARFELET,

backup-logs Cisco EPNM H— _— |23k SN TVWAHTRTHOr 7% U E— FD
Fric Ny 727 v 7 LET,

clock Cisco EPNM H— R —D I 2 F A7 v 7 2B ELET,

configure RET— RZBB L £,

copy A= b abt—RIEED T AV Ea—LET,

debug SEIFhavwr MR (FZExiE RNo o Ty 7 EEx, a7y
Xal—iay, at—, VY—20ouav 7, 77A 5k, o—
YP—FHRE) T, =T —FEFA R EERLET,

delete Cisco EPNM % —_—D 7 7 A L &I L E T,

dir Cisco EPNM % —_— FED 7 7 A L% —EF R LET,

forceout H:E D Cisco EPNM / — Raa—H —DF_RTh ¥ v g » 2 HiH eI
v’ 7vsLET,

halt Cisco EPNM H— R_R—Z AT 250, v v hE T LET,

mkdir FLWF L2 M) EERLET,
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B ciscorrnma<o ryorLz

CiscoEPNM 37> KUY J77 LR |

BTl

nslookup UE—F VAT LDIPVE T RV AETIIRA MAERS LET,

patch VAT RERIT TV = arORyFEAL A M=V LET,

pep A7 4VPEP /— REZRELET,

ping UE—bF VAT LDIPVA Ry NT—27 T U774 7 ¢ 2 L E
R

ping6 IPv6 U E— K AT ADIPV6 >y NT—T T 77 4 T 1 ZHIW L
ES

reload Cisco EPNM ¥ ——Z Hii#h L £7,

restore BIEFATL T, VAR RNy I 7 v T2 G LET,

rmdir BEFEOT 4 L7 MY ZHIBRL £,

show Cisco EPNM ¥ — " —{ZBT DM AR R L ET,

ssh UE— K VAT L LD SNy v a 2B LET,

tech Technical Assistance Center (TAC) =~ RZ#HEL ET,

telnet UE— b AT L~D Telnet Hf5e 2 et L £ 4,

terminal length

WRERED/RT A—F BFHELET,

terminal session-timeout

FTRTOF—IF Ny a Akt LT, BEBX A LT haEk
ELET,

terminal session-welcome

FTRTCDOF—IF Ny ag r TERENDIPYA v E—V% T R
TAIHRELET,

terminal terminal-type

BEOY v a  OBIEDRBRMIEEE SN TV DR D X A T & F8iE
Li‘g—o

traceroute VE—RFIPT7T RLADJL—rE RL—RALET,

undebug SESFEhavwr PR ZEFE RNy os Ty, ar7 g
Xal—igy, at— U V—2xpuvy, 7yA)EE a—H
B2 Y) T, débug 2z~ RO (=7 —F 734X hOF
R) AT 4 —T M LET,

write WA E Y Ty a—=T 4 VT 4 2 FET L TRy NY—7 A

T4 Xa2lb—ars/n s NTHAX— T v a7 ¥
L—yaryEEEL, FTar 74 FXal—rarBAX— Ty
a7 4 FXal—vailat—L, aryY— LI TIr 74X
L—yaERRLET,
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R

aARETI7HILE

AR E—F

EREDAARZA4

end

B DEREA

end .

T 7 F v E OEMEREILH Y EH A,
227 4 ¥ = b—3 3 (Configuration)

Zoavwy RiE, = "—OREFIZ, EXEC 2~v 2 K (show, clear, debug =~ R7g &)
BEITTAHEASIER LET, EXEC a~y FOETH, AT AHMEHLTW a7 ¢
X2l —grE—FNIEYET,

ncs/admin (config) # do show run

Generating configuration...
|

hostname ncs
|

ip domain-name cisco.com
|
interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0

ipv6 address autoconfig
|

ip name-server 172.16.168.183
|
ip default-gateway 172.23.90.1
|

clock timezone EST
|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd
|

backup-staging-url nfs://loc-filer0O2a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords

min-password-length 6
|

logging localhost
logging loglevel 6
|

-—-More—--—

ncs/admin (config) #

BEDOa 74 Xal—yaryrtyyaryz2&T LT, EXECE— RNIZEAIZIE, 74
Xl —YaryE—FTenda~r FEFEHLET,

end

ZOavwy FIESIBEELITF—UV—RNIH Y A,
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. exit

ATV R FI4NN T ANV NOBEERMEITH Y A,

AT R E—F 227 4 ¥ =2 b— 3 (Configuration)

FEREDHA KSq4y ORI BUED a7 4 Fal— gy = FROFTE— FInb b7 EXEC
ET— NIZBATLET,
Zoavy RiE, VAT AREEZKT L, EXECE— FIZE-> T, BRAFFIEEZ FTT 55412
EALET,

ncs/admin (config) # end

ncs/admin#
BEEavT R avw vk SR BA
exit a7 4 X2l —aryET—REKTLET,
exit (EXEC) Cisco EPNM H—N—In6a 77 0 h 52T, 77T 4 7 720
Kevvar#fUET,

exit
VT4 FKal—var = REKT LT, CLIE— REE TRICEWE— RIZBITT5IC
X, 274 Falb—varEF—RCexita~vr REMHLET,
exit

O Ioawy RZEBIEELEF—Y—FEH D THA,

AT VR FI4NN T 7AN NOBEERMEITH Y A,

ATV R E—F a7 4 ¥ a2 l— a3 (Configuration)

FEREDHA KSq4 > eita~r RiE CiscoEPNM Y ——TEUED A~ FE— F&f& T LT, CLIFE— FEEOD
wiZEna~y RE— RIZBITT 258 EA L ET,
7oé 2IE, EXECE—RIZEDIZIE, 2074 Falb—varyE—FTeita~vy &AL
FI, a7 4 FXal—vary Y I7E-RTeita~vr ReffT5E, av7 4 Fab—
vary T—RIEY £9, & L0 EXEC T— R CTexit 2~ F&HHT 5 &, EXEC £—
R34 T L, Cisco EPNM tr—S—mbHrsitE 4 (exit (EXEC) =2~ NIZ2OWTIE,
lexit] Z#ZMLTLEEWY)

ncs/admin (config) # exit
ncs/admin#
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EEav> R

avy kR

Bl

end

Ay 74 ¥al—varyE—ReRTLET,

exit (EXEC)

CiscoEPNM Y— =6 770 v 52 8T, 777 4 7750
Kevvar#fUET,

hostname
VAT LADKRA N ERETHICIE, 207 K2 — 3 F— RThosthame =2~ > R %
FEHLET, VAT LADLRA MEHIBRT DX, Z0oa~vr FonoBXa#EHLET,
INT, VAT LDKA ML localhost IZV & b ENFT,
[no] hostname word

XN word HRARNDLHET, 2~ 64 LT-OFETLE TR () THRELET, AA K

—

AR R FIAILE

a2 R E—F

EREDAARZA

ZNIAR=RZALUSNDCFTIHRD DN H Y £,

77 4N FOBERLEIZH Y EE A,

227 4 ¥ = b— 3 (Configuration)

L/\i—é—(]

ncs/admin (config) # hostname ncs-1
Changing the hostname or IP may result in undesired side effects,

such as installed application (s)

Are you sure

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Note:

NCS
NCS
NCS
NCS
NCS
NCS
NCS
NCS
NCS
NCS
NCS
NCS

you want to proceed? [y/n] y
Monitoring & Troubleshooting
Monitoring & Troubleshooting
Monitoring & Troubleshooting
Application Server...
Monitoring & Troubleshooting
Database processes...
Database processes...
Monitoring & Troubleshooting
Application Server...
Monitoring & Troubleshooting
Monitoring & Troubleshooting
Monitoring & Troubleshooting

NCS Processes are initializing. Use

=

SUITNA VAR ARAEZAL T Davw R THD hosthame 1L, VAT LDERE
TTLET, ZAMRITIZTI OB HEEDDMLERDH Y 9, 51BN VEGEE, =T —D03%E

being restarted.

Log Processor...
Log Collector...
Alert Process...

Session Database...

Session Database...

Log Collector...
Log Processor...
Alert Process...
'show application status ncs'

CLI to verify all processes are in running state.

ncs-1/admin (config) #

ncs-1/admin# show application status ncs

NCS Database listener is running,
NCS Database is running,

PID:

11142
number of processes:

29

NCS Application Server is still initializing.

NCS M&T Session Database is running,

PID:

11410

CiscoEPNM o< > K7L VR .
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CiscoEPNM 37> KUY J77 LR |
. icmp echo

NCS M&T Log Collector is running, PID: 11532
NCS M&T Log Processor is running, PID: 11555
NCS M&T Alert Process is running, PID: 11623

ncs-1/admin#

icmp echo

A B —Fy Ml A v E—27 1 F a2k ICMP) DT a—gE &% ET HITE, 27«
X2l —v g E—RKTicmpecho 2~> F&HHL 9,

icmp echo {off | on}

X NN off ICMP = a— & %5 4 &B—7 M LET,

on ICMP = a—8%& % A x—7 /WZLET,

ATRVRTFIHAL  TATAFICMP =2 —SERA Y (A Rx—T ) OBE L RRICEEL £,

Aa<vY R E—F 227 4 F a2l —3 3 (Configuration)

ncs/admin (config) # icmp echo off
ncs/admin (config) #

BEav> KR avU kR SHER

show icmp_status ICMP T a—JS&Dary 7 4 Falb—a U EREFRLET,

interface

AVE—T 2 A ABALTHEREL, AV F—T A A AT 4 Fal—ary E— N2l
T A5I21%, interfacea~> REar 74 Xalb—r gy F— R THFEHLET,

)

GE)  VMware A8~ 2%, AR A VX —T =2 ANEH D Z N £9, 2,
R~ BN ENT Ry NV —0 L Z—T x4 A (NIC) OEIZ L > THRRY £9,

interface GigabitEthernet ip-address

HEXDERA GigabitEthernet FHEYy b AP Ry b AV F—T A AEHELET,
0~3 RETHXEHE Y b A =%y b B FOH,
F—24 (Team) F—2 A H =T A RAERELET,
0 ~ 255 RET DT —LAR— FDOES,
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CiscoEPNM 7> Ky 77 Loz [

\)

GE)  interfacea~> RTEXHE Y b A —H Ry N AR— bDOFESE AJJT 25 & config-GigabitEthernet
ArT74Falb—rvar ¥7E-FPRRBSNEST ROV Z v 7 ZAOBHAEER)

do EXEC 2+ K, Z®OE— KTEXEC 2~ RRFETTEET ( [doJ
=S

end config- {GigabitEthernet|Team} 77— K%&#& T L, EXEC E— RIZKEY
ESU AN

exit config- {GigabitEthernet| Team} 2> 7 4 ¥ = L — 3 7 E— R&EHKT
L%,

ip A —=FFy b A B =Tz ADIPT RLAL Ry b~ A7 EREL
9 ( lipaddress] =#&M) .

ipv6 DHCPv6 H—/3—=7n5 IPv6 HENRIET RV AB I UIPV6 7 N L A &3k
E LET ( lipv6 address autoconfig] 3 LN lipv6 address dhep) %%
1)

no ZOFE—ROaAYY RERELET, 2200F —U— Rl TEEd,

Cip: AV H =T 2 A ADIPT FL AL Ry b~ AT ERELET,

e shutdown : f VX —T7 =2 A% v v hE U LET,

shutdown A B —T A A% %y hE D LET ( [shutdown Z5MH)
virtual-ip AR IPHEREZ R E L £, BIMOY T A v H—T = A A/IP ZBEAFED IP

WIBIMLET, —%E7e linterface] =2~ K& T _XTHR—FLET,

ATV RFI4NN T ANV NOBEBERMEITH Y A,

avY K E—F 227 4 ¥ = b—3 3 (Configuration)

FEREDHA K54y intefacea~ NI, SEIEREHFEZYR—F T2V 707 —T oA RAERET D720
AL ET,

ncs/admin (config) # interface GigabitEthernet 0
ncs/admin (config-GigabitEthernet) #

BEa<w> R avU R i BA

show interface VAT A A B —T oA AT HIERER S LET,

CiscoEPNM o< > K7L VR .



. ipv6 address autoconfig

CiscoEPNM 37> KUY J77 LR |

avw vk SR BA

ipaddress (f v Z—7 A | A Z—T A ADIPT RLAERY hwATERELET,
ARaAry7 4 FXal— a3y
E—F)

shutdown (f X —T A A | A v X —T 2 A% ¥y U LET ( Ishutdown Z2&00)
a7 4 Fal—gy
£—F)

ipv6 address autoconfig

IPv6 A7 — F L AHBRELANT DL, A ¥ —T2Af AT 4 Fal—Ta L E—
R-Cipv6 addressautoconfig =~ > REMHLET, A v ¥ —T7 A A0DHT RLAZHIBRT
HIZiE, Zoavwry RonoBERXEHEHLET,

[no] ipv6 address autoconfig [default][0]

BXDEREA

aAvU R FI4ILE

O R E—F

FEREDHA K4V

TIAI bk (AT ay) FIHNMN—ERIDA X —T = A TERIRE N
TWAEAM, default F— T — RIZX>TT 74/ hb— FRA A
f—nz=nFEJ,

default ¥— U — Rt 12D A X —T 2 A AL TLMMEETE TR A,

77 AV b OBEREIZH Y TR A
227 4 ¥ 2 b—3 3 (Configuration)

IPv6 A7 — F L ZAHERREICIL, FHRIFTRERIP 7 RL2AZEHSEWI X2 T o HOK L
LARBHYET, Z0%LELNIE., T4 —DPIRIC L » TSN E1, show 2~
REFHLT, 774NN —EILRERE N> TND I LR TEET,

IPv6 7 KL A HBEFREIX. Linux TIlX7T 7 /v b TA F—7 /LT3, CiscoADE %, ANz -
TWAIEEDA B —T oA ADFE[Ta L T 4 X2l —2 a3 TIPv6 7 FLAHBRTELZ R
LE7,

il 1

ncs/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # interface GigabitEthernet 0

ncs/admin (config) # (config-GigabitEthernet)# ipv6é address autoconfig
ncs/admin (config) # (config-GigabitEthernet)# end

ncs/admin#

IPv6 BENRREDN AN > TWBEE, FfT7ar 74X b—2arTERO KD 7
A B =T 2 ABRTEOHNINERINET,
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CiscoEPNM 7> Ky 77 Loz [

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address autoconfig
|

A B —T 2 A AREXF T HIZIE, showinterface 2~ RAfEHATE £4, #i2
T, A2 H—T =2 RUL3BEDIPV6 7 RLANHEINTWND Z b0
T WPIDT RLA (Bffe i) 13, A7 — ML AHBRELMEH L TSI ET,
AT — F L AHBREDMEIET DI21E,. TOHF TRy hTIPv6/L— k7 RAAZ A XX
Y EBA RZ=T Mo TV BRERH Y T, ROT RLA (fe80 LK) (X, KA
FOSNTINZ A a—FBNFEE LW v a— 7 RLUATY, IPve HEIREE-1T
DHCPv6 % EICRfR72< V7 a—0 7 RUARNFIZFRINET, &EOT KL
Z (2001 LARE) 1%, IPv6 DHCP H— —n b S £,

51 2

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ncs/admin#

showinterface=~ > REHEH LT, 7T A4 N —HEEEILRD AN > TWBH I & &
R TEET, 2 00HERET FLARKREINET, 1 ODT FLATT T4
U—EEER LT, O 1 oD T RLVARRXT T4 N —HEEH Y T,

ROF] 3 Tid MAC I 3ffe:302:11:2:20c:291f:feaf:da05/64 TFHE RFC3041 7 N L R IZ1%
MACWEENTWET, T4 X —EET KL A1%302:11:2:9d65:608:59a9:d4b9/64
<.

FRENDHENT, ROBFNRENTWET,
51 3

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:e608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:O0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ncs/adming
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. ipv6 address dhcp

CiscoEPNM 37> KUY J77 LR |

EEav> R

avw vk SR BA

show interface VAT AAVHE—T 2 A AT HEREERLET,

ipaddress (f >4 —T7 =24 | AV X —Tx2AfADIPT FLALFY h~AZERELET,
A a7 4 FXal—Tgv
EF—R)

shutdown (f v F—T =2 A A | A HF—T a2 A% vy hE 7 LET ( [shutdown ZEH)
a7 4Falb—T g

EF—R)
ipv6 address dhep A B —T 2 A ATIPv6 7 RLADHCP A4 % —7 V2 LET,
show running-config WEOEITa Ly 74 Fal—Yary Z7rAVERITary 7 4%

L—va v ONFEERRLET,

ipv6 address dhcp

IPv6 7 K LA DHCP 8T 5121F, 27 4 ¥ =2 b—3 3 F— FTipv6 addressdhcp
av Y REFEHLET, 1 0¥ =T A06T7 RLAZHIBRT HI21X, Z0a~<2 RO no
ERXEZFEHLET,

[no] ipv6 address dhcp [rapid-commit] [0]

B DEREA

aAvU R TFI4ILE

AUk E—F

FEREDHA K4V

[r apid-commit] (FFay) TRUVREIDYTIZ2A v — Ul ETTLET,
[0] BETHXHE Y b ==y NF— LB LR IP A — M5,

T 74N N OBEREIZH D EE A,
227 4 ¥ 2 b—3 3 (Configuration)

72 Lo

ncs/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # interface GigabitEthernet 0

ncs/admin (config-GigabitEthernet)# ipv6 address dhcp
ncs/admin (config-GigabitEthernet) # end

ncs/admin#

DHCPV6IPV6 I3 A R—T VDL, FiTa s 7 4 FXalb—a 3RO L 7oA v F—
T2 A AREEFRRLET,
!

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0
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ipv6 address static .

ipvé address dhcp
|

\)

GE)  IPv6 AT — h L AHEIREB L ONIPv6 7 KL A DHCP IZHEICHHA TIdd v 8
boo [RICA 2 H—T 24 ZZIPV6 AT — b L ZAHEREER L OVIPv6 7 K L A DHCP
DM GFEIEETEET, EDOIPV6T RLANKEDA v X —T7 = ATHAIATH
L EFERTHICIE, showinterface =2~ > REFEH L E 9,

IPv6 25— ML ZHERREB L NIPv6 7 KL A DHCP Ol T3 A R — T L D4,
FITar 74 X2l —a V3RO LIBA L H—T o AREEERLET,

|
interface GigabitEthernet 0

ip address 172.23.90.116 255.255.255.0

ipvé address dhcp
|

BEEavT R avw vk R AR

show interface SATFIA L E—T oA ZEHTHEREF R LET,

ipaddress (f v Z—7 A | A FZ—T A ADIPT RLVAERY hwATZERELET,
ARaAryT7 4 FXal— gy
E—R)

shutdown (f > H—T =2 A A | A v X —T A A% ¥y FF UL LET ( Ishutdown Z50)
a7 4 Fal—rgr

T—R)

ipv6 address autoconfig A B =T 2 ATIPv6 AT — L AHBIRTEE A 2—7/LIC L
£7

show running-config HEDFEITaryr 74 Xalb—yary 77AVEREFa 7 0¥

L—va v ONREERRLET,

ipv6 address static

HBOIPV6 7 FL A ZE D YT HIZIE, 27 4 F 2 b — 3 F— FTipvbaddressstatic =
~UREFEHLET, A ¥ =724 AT FLAZHIBRT HI2IE,. Z0a~r RO no
KEHEHLET,

ipv6 address static [ipv6 address] [0]

ATV R FI4IAN T AN FOBESEIZH Y EE AL
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CiscoEPNM 37> KUY J77 LR |
. ip address

ATV R E—F a7 4F a2 b— 3 (Configuration)

FERALDHA RS54 2L,

admin (config-GigabitEthernet)# ipv6é address static 0:0:0:0:0:ffff:a7e:a9d2
admin (config-GigabitEthernet)# ipvé default-gateway 0:0:0:0:0:ffff:ffff:ffe0

CEEEIS aTUk 356
ipv6 address autoconfig A2 B =T =2 ATIPV6 A7 — b LAABRELE A X —T ML
7,

ipv6 address dhep (116 ~X— | A > X —7 = A ATIPv6 7 KL A DHCP A *—7 /WIZLET,
V)

ip address

A E—T A ADIPT FLAERY N AT ERETBITNE. f v F—T xR AT 4
Fal—rarE—RNTipaddressa~> R LET, IPT7 RLAZHIBRT 52, IP
Ot S EBYNCT AL, Toavry Ko noEREEALET,

[no] ip address ip-address netmask

\)

GE) B X —Tz2A AT, BUIPT RLAZRETEXET, ZOBREICLL, 2501
B —T oA AOEIY BEZICHE a7 X2 b—a CFRIEEZHIRETX ET,

XX DA ip-address IPv4 N— 2> DIP T KL A,
netmask BT SN IP T Ry hDv AT,

aAvURFI+LE A

aAvY RKE—FK AV B —T A AT 4 Fal— g

FEELEDHAKSAY 7T FLVRALRY P A7 ZLTIOTORETHLERDH Y £, FHELRVWEGE, =7 —»
FAELET,

ncs/admin (config) # interface GigabitEthernet 1

ncs/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that NCS processes are running, use the
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ip default-gateway .

'show application status ncs' command.
ncs/admin (config-GigabitEthernet) #

BEav Uk avv kR FREA
shutdown (f > H—T =2 A A | A v H—T oA AHHLET ( [shutdown] #Z[H) .
a7 4 Fal—rgr
£—F)
ip default-gateway A EB—T A AZADT I HFIVEFT—F" T2 ADIPT RLAZERTE
l_/‘i‘j"o
show interface VAT LADIPAHE—T 2 A RZETHIEREE R LET,
interface A VHE =T 2 A AZATERELTA VX —T =24 A FT— KIZA
nE9,
ip default-gateway

IP7 RLVAZEELTCT 74NV M= MY oA ZERELITRET HITIE, a7 4 Fab—
v g v E— FTipdefault-gateway =~ > RZEH L ET, ZOMREEZEDNICT 52X, 20
a~vr Rono B EHHLET,

[no] ip default-gateway ip-address

X DA ip-address TIANE T —=RTADIPT KL A,

AVVRFIANE TAETT

AT R E—F 27 4 F a2 b—3 =3 (Configuration)

BRALOAA R4S BHMOBMEE LEEa, £33 EE L COARVEAIET T — 2 RAE L ET,

ncs/admin (config) # ip default-gateway 209.165.202.129
ncs/admin (config) #

EEa<w ok avwvk AEA

ipaddress (f % — |A—HP Xy b AL FX—T 2 ADIPT RLALRY h<wRATEREL
TxA A7 X2 | F7,
L—ya v E—R)

CiscoEPNM o< > K7L VR .



CiscoEPNM 37> KUY J77 LR |
. ip domain-name

ip domain-name

Cisco EPNM H— R—3K A M2 BRSO HT LT 740 FO KA A U4 % ER
THIZE, 27 4 F¥a2b— 3y F— RCipdomain-name 2~ K& LET, O
RN T A2, 2oa<wr ROonBEREHEALET,

[no] ip domain-name word

HXDEREA word RA DL ETERSEDTZOITHMT DT 74V FD AL %, 2~ 64
XF DI T TRELET,

ATV RFIFLE A FTTIL

avUkRE—F #X & (Configuration)

EELDHA FS54> ALESEBETESHAEEIRELTOAEHA, =7 —BRELET,

ncs/admin (config) # ip domain-name cisco.com
ncs/admin (config) #

BEa<w> R ELi)z]

ip name-server DNS 7 = U —IfIZfE 95 DNS r— %5 E L E 7,

ip name-server

RAA =2 —,3— (DNS) 7=V OFITRRICMHHT 5 DNS r— "—Z 5 ET D121,
a7 4F¥a2l—v gy E—RTipnameserver 2~ REHLET, 1~3HDDNS ¥—
N—%RETEET, ZOWEBLENZT DL, Zoa~vr FonBXREHEHLET,

\)

G Zoa<wrFonElzHTsE. RENLTRXATOR—L2F—"—NHIEREINET, =
Da<wr RFOnEXREIPAHD I SEFEHATEHE, ZDOIP X—2 Y — =R I NE
KR

[no] ip name-server ip-address[ip-address*]}

*%KG)ER'EE ip—addr%s Z\_A B R—DF }“\1/;(0
|p'addrE$* (j—jox‘/a :/) ﬁbﬂ@*"—j)\ -]j\“—/§0) IP 77 ]‘\‘[/XO

G¥) F—A =L, HRIBHRETETET,

ATV RFIHILL T 7 AN NOBEREIZH Y FH A,
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aAvU R E—F

EREDAARZA

ip route .

227 4 ¥ = b—3 3 (Configuration)

ip name-server =~ > RZfEH L CGBEINEN T2 RO R — LY — S — TR O EIZBLE S 4
FT, VAT AFEOY—N—EHRINMBEH LT, IPT RLRAEMELET,

Fo— AP —NT, R BB) ICETLHIET, EICIRERITTRNTE AT AIZEBINT
EFET, VAT AT TITIBEDR—L P—"BREINTWEHA., 27 b1 B2HIR
THETHR—b P—REBEMNTXEEA,

1 BEOXR— LY —N—ZRYIOMEICEEL T, VTV AT ANETEOY— =275
217 3IiE, Zoavr FOonBRAEFH L TCTXTOR—LY—"—%HIERL ThD
WA D DVENH Y FT,

ncs/admin (config) # ip name-server 209.165.201.1

To verify that NCS processes are running, use the
'show application status ncs' command.
ncs/admin (config) #

CiscoOEPNM $r— "—Z FHE L 72V X D) ISBRIRTE F 928, TR THLEFEITHhIT /A
D EJ,

EEav R avw kR A
ip domain-name P —NNHRA N ERBREIERTZOIHHTET 74V D KA A
A EERLET,
ip route
ABT 4 7 N— b ERETHICIE, 274 F 22— 3 F— RTiproute 2~ > R&fl
HALET, AZT 4 v 7 —FZHIBRTAIZIE, Z0oa~vr FonoBXEEHLET,
ip route prefix mask gateway ip-address
no ip route prefix mask
X DEEA prefix SASEDIP V— b LT 47 A,
mask WD VT 4 T A~ AT,
gateway N— K NEFDT— T = A
ip-address Xy MU= ZEET DO RER R A N Ry TDIPT N
Ao

ARV R TIHIE

T 7 4 v N OEMERMEIZH W FH AL

227 4 X2 b—3 3 (Configuration)
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. logging

FEREDHA KSq4Y AZT 4y 27— MIFETRESNET, ZHUTE> T, FMESERLS 2V EF (kv b
U—7 hRu VOERICHIICHEIC TEX EHA) 25, ZEMFIEFICEHI RV ET, AFT 1>
7 — F T, MERFT 72010 —T 4 VT OFFHERE SN DLENRRN D, Hhg s
KRB ESNET, £, =T 47 R —DOEBMNPEZ TR F9,

ncs/admin (config) # ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ncs/admin (config) #

logging
VAT AZEDYE— R VAT LD T OIRESR, 0 LV OREEANCT HITIE, =
Y7 4 X2l —varE— RTlogging 2~ RZMEHLET, ZOMREZ BT HIT1T.
Zoavwr Ron B EFEHLET,

[no] logging {ip-address | hostname} {loglevel level}

BX DA ip-address 07 EEETH)E— R AT ADIPT LA, K32 TFOHRKE,
hostname B2 RGN T D) E— h VAT ADRA MM, &K 32 LTFOHEKT,
loglevel logging =~ > Ko7 LULERET DA~ 1,
X2V 7 4 txaVFronX o roavr R,
sync-logs e e JINEARE L CURY MY ERIFIZIRL DD a~< s R,
level BT Ay —VERETIHEDTFTAF VT 4 LXILVDOEKS, 774

FIVT 4 LYVEB T LB T (F—U—FDEFSEAT) .
e 0-emerg (Fdm)) : VAT ABMEHART,
e l-alert (77— b) : 72 BITAENPME,

o2-crit (Z VT 4 TV) 7 UT 4 HIVIRIREE,

e3-err (=7—) =T —IKHE,
s 4-warn (& LS NI

 5-notif GEAN) : IEW TH DM, EIH/RRTE,
e 6-inform (T 7 /1) IEWREEA v E—,

e 7-debug (TN ) TR T AyE—,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

avUkRE—F 227 4 ¥ 2 b—3 3 (Configuration)
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ntp server .

FEHEDHA KSq4y OIS FTE IPT FLA, RX M, loglevel F— U — FOWTNNEFRET 2 LEN
HYES, INLOGIBEBRBIEET DL T —NRELET,

511

ncs/admin (config) # logging 209.165.200.225
ncs/admin (config) #

51 2

ncs/admin (config) # logging loglevel 0
ncs/admin (config) #

EEav >R avU R SR BA

show logging VATLAORT VA NEERLET,

ntp server

NTP = "=l LDV AT ADY 7~y =T 7 vy 7 ORMEZFAITHICE, 207 4 X
L—YaryE—RTntpsarver a2~ REHALET, RSB0 —"—ZFFLET,
ntp server {ntp-server}

RAES IV TUVRWNTP =Tk, oz~ FEEHLET,

ntp server {ntp-server}

B DEREA intp-server | Rrat ORI 2R 2 — "D IP 7 F LA F TR A M, 51803255
XFETORBEFTHRELET,

ARV ERFTIFNAL TIANPFTRESNTODEF—NTHY FH A,

ATV R E—F a7 4 ¥ a2l — a3 (Configuration)

FEREDHA KSq4y ZOavUy REffTLE VAT LERELLEY—ANLFEBITELLOICRY £,

\}

CGE) Ri7atRiE. BETETITHER20500DZE13H D £4,

BEEavTR avw vk AR

show ntp NTP BhEfHFICR T 2T — % 2 FHAF R LET,
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. password-policy

{5l : NTP H—/ DB NN

ncs/admin (config) # ntp server 192.0.2.1 10 plain password
ncs/admin (config) # ntp server 192.0.2.2 20 plain passl23

il : NTP 4-—/\D#HA 1L

ncs/admin# sh ntp
epnm-ha-test-237-75/admin# sh ntp
NTP Server 1 : 192.0.2.1 : keyid=10
NTP Server 2 : 192.0.2.2

NTP Server 3 : 192.0.2.3 : keyid=10

unsynchronised
time server re-starting
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
192.0.2.1 JINIT. 16 u - 64 0 0.000 0.000 0.000
192.0.2.2 .GPS. 1u 43 64 7 250.340 0.523 1.620
192.0.2.3 192.0.2.2 2 u 41 64 7 231.451 7.517 3.434

{51 : NTP ) [E1#A

ncs/admin# sh ntp

NTP Server 1 : 192.0.2
NTP Server 2 : 192.0.2
NTP Server 3 : 192.0.2

.1 : keyid=10

.2

.3 : keyid=10

synchronised to NTP server (10.81.254.131) at stratum 2

time correct to within 569 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
192.0.2.1 JINIT. 16 u - 64 0 0.000 0.000 0.000
*192.0.2.2 .GPS. 1 u 12 64 37 243.863 3.605 4.240
192.0.2.3 192.0.2.2 2 u 8 64 37 231.451 7.517 3.784

Warning: Output results may conflict during periods of changing synchronization.

password-policy

VAT ABIIKTHRAT— R A R—T MEE TR ET DL, 27 4 Falb—Ta v
E— KT password-policy =~ > FEFEH LT, ZOWEZEDICTHITIE. Zoavwr R
DOnoEXAEMHEHL 9,

[no] password-policy 47> =
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\)

CiscoEPNM 7> Ky 77 Loz [

(F)  password-policy 2~ RiZik, RY v — 47> a U RMETT ( (HEXOHH] 221)
passwor d-expiration-enabled =~ > Ri%, fth® password-expiration =~ > RDRIZATIT 5 4
ERdD ET,
BXDERH option SESFEhavr A7 vay,

\)

6=

password-policy =~ K& AJj9 % & config-password-policy 27 4 ¥ o L—v 3> H7

F— RIZAD £,

digit-required

PNR2AT— RIZIIBEFENEGENTWEXLERH Y 9,

disable-repeat-characters

FUXFERSOLUEEENTVWAERRAY—RKE2TF 4 —7 M LE
KR

disable-cisco-password

NAT—RiZ, [Cisco) = [Cisco] ZEHTeiEA i T2V L D

WZLET,
do EXEC =2+ R,
end ary 7 4 F¥al—varyE—REKTLET,
exit OV TE—REKTLET,

lower-case-required

NAT — FIPNFENZERN TV DRERD Y 7,

min-password-length

BRNIRNAT — RORNLFREBELET, BEORS 18~
40,

no

avy R 50 774/ MEZRELET,

no-previous-password

AIED AT — RO—FHEzBFFEHTERNEIICLET,

no-username

NAT— RiZa—HP—Z g0 b I etk LT,

password-expiration-days

INAT— ROERAE, BHEOEX 1~ 3600,

password-expiration-enabled

NAT— RORYHIRE A R—T M LET,
GE) passwor d-expiration-enabled =~ > Ri%, o
password-expiration 2~ > RORFNZ AT HLERH D
i‘é—o

password-expiration-warning

PRNAT — ROWRAE > TWAZ & Al 285 2BETHET
DA, BEORES 0~ 3600,
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. repository

password-lock-enabled SE LB ORITNREE LTS, XA T— 2y 7 LET,

password-lock-retry-count PATHIE AR E LE T, ZORBOBRITHIIT 5 LA T — R

oy 7 EINET, BEHOEX 1~ 20,

G¥) Zoa=y Rz, lock-time &t Wo VT a<wr RRH
D ij—o
lock-time : ATV EB L7-BICT 7 M Rm v s &
Nl FITR 50/ (DA , BHOES (0~

120,
upper-case-required INRAT — RICRILFREENTOVWDLRLERDH Y £,
special-required INAT— R SUTF N EEN TV DRLERH D £,

ATV RFIHILL T 7 AN NOBERHEIZH Y FH A,

==

AR E—F BXTE

ncs/admin (config) # password-policy

ncs/admin (config-password-policy) # password-expiration-days 30
ncs/admin (config-password-policy) # exit

ncs/admin (config) #

repository
NPT o THERETHIZOIZYARY NV TE— RERBTHI2F, 207 4Falb—Ta
> F— K Trepository =~ RZEH L £7,
repositor yrepository-name

BXDERH repository-name URY b U OAR K 80 D RET,

)

GE)  repository I~ RTURY b OARIAEANTHE, VAP RY av 7 4 Falb—var ¥
FE— RICH 0 Bb Y £,

do EXEC 2= K,

end VRSN arv 74 FXal—aryH7E— REKT LT, EXECE—
RIZREY £797,

exit ZOFE—FERKRTLET,
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CiscoEPNM 7> Ky 77 Loz [

no

COFE—FRDavry REEELET,
2ODF—U—RKEFEHTEET,
eurl : UARY MU @ URL,

suser: VARY MUICT 7B RTHZDD2—P—4 LRAT— K,

url

UARY MY D URL, 80 XFE TOXRKEFTHHELET (F10: URL O
F—U— R (127 2—) #BR) .

user

T I ATAFEDOL—FL LA T— RERTELET, B30 LFD
BT,

RI10:URLDF—T—FK

F——F

aAE—mFERIFIE—E

word

P NBLOSAEREGTe, VA N OURLEAN LET, k80T
DI,

disk:

a—W/ A RL—,

2—HNVY R NI DOTXTOT 7 A )VER RT HIZIEL, show repository
repository name 2~ > K& AN LET,

G¥) FTRTOr—H)V UARY NV, /localdisk 7X—7 1 ¥ 3 IZHER
ENnEd, VARY MU DURL Tdisk/ ZET D E. VAT A
I%. /localdisk (2% 2F%/SATTF 4 L7 MU B{ERLET, 7=
& zIE, disk:/backup, EANTHE, ToLZ FUIR
Nocaldisk/backup (ZfERK S E T,

ftp:

FIP®ry NV —27 = _—Dat’— i E L2 5D URL, fip:/server//path
(1) W9 URL 2L £,

nfs:

NFS * v hU—27 H— pav’ —imEzixa B —50 URL, nfs:/server:pathl
LS URL ZfEH L £,

sftp:

SFTP X v hU—27 H—_"Da b’ —nE/oida B —JEd URL, sfip:/server/pathl
L9 URL #fEH L £,

G¥) SFTP VAT F U TiE, IP7 RV A E 721X FQDN & SFTP 2 +7 L
DOYER S L ORI IS IRIGERH Y £T, H—DAT v a
TIESFTP U R RVIZT VB ATEX RN &R T-5A 1.
AT v vamBIMLT, BEECYELTIEEN,

] -
UARY hY SFTP A k7
url sftp://server//path
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. service

F—J—F aF—xFEkIFar—%

tftp: TFTP % v bV —27 —npa—xE Tz ™~ oD URL, tfip:/server/pathl
EWVWH URL ZfEH L ET,

G¥) Cisco EPNM %7 v 7' 7 L — R35FZ, TFTP VA Y b U IEfEH
TXFEH A,

ATV R FI4IAL T AN FOBESEITH Y EE AL

avUkE—F 227 4 ¥ 2 b—3 3 (Configuration)
i 1

ncs/admin#

ncs/admin (config) # repository myrepository

ncs/admin (config-Repository) # url sftp://example.com//repository//systeml
ncs/admin (config-Repository) # user abcd password plain example

ncs/admin (config-Repository) # exit
ncs/admin (config) # exit
ncs/admin#

il 2

ncs/admin# configure termainal

ncs/admin (config) # repository myrepository
ncs/admin (config-Repository) # url disk:/
ncs/admin (config-Repository) # exit
ncs/admin (config) # exit

EEav R avvk BLL]
backup X 77 7 (Cisco EPNM & Cisco ADE OS) Z#3EfTL T, £D
RNy 7T a VR P VIRFELET,
restore BErxaEITLT, URT RISy TR LET,
show backup history VAT LD T v TR AR R LET,
show repository BrEDOVRY NVIChHAFERARE NNy I T v T 7 ANV EFERL
£

service

BEOY—ERAEZEHT A2, 2074 X2l —Y a3y F— RCsavicea~y REFEHL
4, ZOMREEZEMCITAICIE. Toavry FOonBREFHLET,

[no] service sshd
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shutdown .

X DA sshd Secure Shell Daemon, SSH ®F —F L 71 /' 7 LT,

ATVRFIFILR T IANNOBECHEITH Y EH A,

ATV R E—F R

ncs/admin (config) # service sshd
ncs/admin (config) #

shutdown
A VE—=T A A%y NETU TR AV F—T A AT 4 Fal—g L FT—
KFCshutdown 2~ > FEFEHALET, ZOMELZIENT DI, Z0a~<> ROonoBEX%E
ERHLET,
[no] shutdown

S QO L Zoavwy MBI ELITF—U—NEd Y £HA,

ATV R FI4ILE T 7 AN NOBERHEIZH Y FH A,

avY R E—F A% —7 x4 A (Interface)

ERLEDOHA RSAY ZOavr REFHLTA VA —T oA A% Yy NIV THE ZDOA U H—T oA A%
FEHE L72 CiscoEPNM 7 77 A 7V A~DEERNKbIWET, Zix, 77747 AOER
NRAINTWTHEEDLD FHA, 2720, 77 IT7AT U ALIZHOIP ZEHLT2EFAD
AVE—T A RAEHREL, TDA L E—T 2 A ARV vy M T IPTORITIUX, £0O
QHEEHDOA U H—T oA ARBTT I I7AT VATHERH TEET,

E&Ea<UF av v R BL)]
interface AVE—T 2 A AZALTERELTA L H—T 2 A XA E—RIIADE

R
ipaddress (f ¥ — |A—HVRy b AL F =Tz ADIPT FLRAERyY b AT ZFHEL

T RAALT7 4 X2 | FT,
L—3y F—R)

show interface VATFADIPA v E—T oA AT AEREYF R LET,
ip default-gateway AR —T 2 AADT TN N F—R"T2ADIPT RLABZRELE
‘a‘o
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. snmp-server community

snmp-server community

fli% sty hU—2FH 7o hajL (SNMP) ~D7 7B AEFHATHaIa=FT 4T 7EAR
MY T ERET DITIE :1/743%:1/_“‘/5 > F— KT snmp-server community =t~ > K
A LET, ZOWBEEZENCT LI, Z0oavr FonoBRAHEALET,

[no] snmp-server community word ro

¥ESTDEREA word PRAT— KD L HITHERET BT 7 & ALFF, Z U2 L5 TSNMP ~D
T RARHFRIEINET, ZAMEATEEEA, &K255 LFOIEE
?O
ro FHBMOERT 7w AR ELET,

SR E TR T AN R OBEREES ) E A,

Aa<vY R E—F 227 4 Fal—3 3 (Configuration)

FEHEEDHA KS4 > snmp-server community 2> FCIE, 2 Ia2=7 4 A M) 7 Lgiroz4aEd 20ERH
DET, HELRWES, =7 =0 BAELET,

ncs/admin (config) # snmp-server community new ro
ncs/admin (confiqg) #

BEavr R av YR BT
snmp-server host NI w7 H2VE—KF AT AIEELET,
snmp-server location VATAT, SNMP a4 — 3 O MIBIEZRELET,
snmp-server contact AT T SNMP £t D MIB EZ 7% E L £ 37,

snmp-server contact

SNMP B2f5¢ DE FIEFH-— A (MIB) % 3 AT LR ET HITIE, :/74#:v—ya/
£— K Csnmp-server contact =~ > K& H L E3, VA7 AEKLEREZHIRT 2121, =
Da<wr ROnEREFEHLET,

[no] snmp-server contact word

X DA word J— KDY AT MG R A2 R T XTI, &K 255 LTFORBT,

ARV EFI4NA L T AN FOBEREIZH Y EE A,

AavY R E—F 227 4 Fab—3 3 (Configuration)
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EREDAARZA

snmp-server host .

L,

ncs/admin (config) # snmp-server contact Abcd
ncs/admin (config) #

avo kR BLL]

snmp-server host N 72V E—F AT AIEELET,

snmp-server community SNMP ~D7 7 ¥ A& AT Ha =74 77 BALTINEH
ELET,

snmp-server location VAT AT, SNMP 27— 3 O MIBEZZEE L £7,

snmp-server host

SNMP 7 v 7% ) E— ha—HF—ZXETHITE, 2074 F2lb—va L EF—RT
snmp-server host =2~ > R&EMHLET, N7 v TIBEEZHIBRT 512X, Zoa~> RonoE
REFHLET,

[no] snmp-server host {ip-address | hostname} version {1 | 2¢} community

BX DA

ip-address SNMP JEHIAR A FDIP 7 R L A, gk 32 UFOHHT,
hostname SNMP IR A b DA, K 32 LFOFET,
version {1 2c} (F7vay) bTyTOREBITHMATHSNMP D=3, T7 4
JVRE T T,
version ¥ — U — R&2FHT5A81F. ROF—T— ROWTNNHEFE
Lfiﬁ‘o
* 1 : SNMPvl,

* 2c : SNMPv2C,

community WHAH CTEEESNDIRRAT = RIZEENOaI2=F 4 A ) T,

AR R FI4ILbE

ATV R E—F

EREDAARZA

TAE=T N,
227 4 ¥ 2 b—3 3 (Configuration)

avy FCE, ~RICEHSNTOL5IBEZHELET, FHELRVES, =7 =" ELE
j—O

ncs/admin (config) # snmp-server community new ro
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CiscoEPNM 37> KUY J77 LR |

ncs/admin (config) # snmp-server host 209.165.202.129 version 1 password
ncs/admin (config) #

avUFR BLL]

snmp-server community SNMP ~DT7 7 ¥ AZHA[TAHAIa2=T 4 T 7B ALFH 2%
ELET,

snmp-server location VAT LT, SNMP 27— 3 O MIBEZHELET,

snmp-server contact AT T SNMP 5t MIB EZ 3% E L £,

snmp-server location

SNMP 127 —3 9 O MIB & & A7 AIZERET D21, 2/74%:V%V3/%%FT
snmp-server location 2~ > REEHLET, AT a0 0 —va SEREAIRT 51T, 20
avr ROno BEREFERLET,

[no] snmp-server location word

B DEREA

AR R TFI4ILbE

AU kFE—F

EREDAARZA

word VAT LOWEa r— g UNERE R T UT, K255 LFORET,

77 4V P OEEREIZH Y FE A
227 4 ¥ = b— 3 (Configuration)

word LB T, HEEORICT 2 2a7 () £lidng 7y () i+ 2L zBE0
LE9, word XFHITHEEOMIZZER 2N 556, 82 “Hy A () CTHD®E
NV F£T,

1

ncs/admin (config) # snmp-server location Building_ 3/Room 214
ncs/admin (config) #

51 2

ncs/admin (config) # snmp-server location “Building 3/Room 214”
ncs/admin (config) #

BEav> K

avw R £RBA

snmp-server host NI T2V FE—F AT AIEELET,

snmp-server community SNMP ~D7T 7B RA&HA[TAAI2=T 4 T BRALTH 2K
ELET,
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username .

avy kR

Bl

snmp-server contact

VAT LT, SNMP a2 —3 3O MIBEZHRELET,

username
SSH Z i/ L T Cisco EPNM [C7 7 B A T&E Za—H—%2 BT 5121E, a7 1 Falb—
varvE—KRTusername 2~y FZEHLET, 22—V =N TIHFEETLIHEIEL. 2=
VU REMHLTRAT =R, RV~ FREmAE2EELET, VAT AL —H—
ZHIFRT 52, Zoa<wr Fono A MH L £,
[no] username username password {hash | plain} password role {user | networ k-admin |
security-admin} [disabled [email email-address]] [email email-address]
BEFEO2—F =T L TR, RO a~<r R A7y a v 2EHLET,
username username passwor d role {user | network-admin | security-admin} password
BX DA username | DOHFEOLEANTHEMERHD ET, "7 () | TvH—2A
a7 () . BEOEUAR () 280052 ENTEET,
G¥) My N7 TR TFOLBT A SNET,
password SRAT = B RGP —a— L RET ST s v R,
password SRAT— R, 0L FETOEBETTIHELET, SAT—RIE, 3T
DFHA—F—IHRET LLERH Y £,
hash | plain NAT—=RDOLZA T, K 34 L7 OFHF,
roleuser | A—FOMER L~V ZHELET,

AU RTIHIE

AR E—F

FEREDAHA RS2

networ k-admin |
security-admin

[disabled]

2—YFDEFA =N T FLAIW-T, 2—F 2T 4—T7 NI LE
—g_O

email email-address

Z2—HFD A= T KL A, fo& 2%, userl@example.com T,

ROERO P — ¥ T,

a7 4 Falb—Ta

username =~ > R ClL, username 3 & N password ¥ — U — R D742, hash | plain and the admin
|user 77> a VEIRET HDLENH Y £7,

il 1
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B ciscorrnma<o ryorLz

ncs/admin (config) # username testuser password hash ###### role network-admin
ncs/admin (config) #

1 2

ncs/admin (config) # username testuser password plain Secr3tp@swd role network-admin
ncs/admin (config) #

1 3

ncs/admin (config) # username testuser password plain Secr3tp@swd role network-admin email
adminl23@example.com
ncs/admin (config) #

BEa<w R Description
password-policy INAT— KRR —% A F—T VML TERELET,
show users 2P LZNETNOHERL~VO—EEFRLET, ZHICITE
2. a4y a—YFo—ELIRENET,
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