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. SNMPv3 % i L 7= Cisco EPN Manager & 7/34 XD EED#RIL

72 (BSS/OSS) "6 MDNBI bT 7 4 v 7 THERRE N E T,
HCTEEESNS7=6H, HTTPS (TLS THf

VT ANRNG RN T T 40T
R L CTEBEMGT A A 2B £
SSH %> SNMPV3 72 £ D7 m k= /L& Af#i il LT,
N T 4T

T B9

DT N—

,,—-—»/4

5T

Cisco Evolved Programmable Network Manager £ ¥ 2 7« |

Bib &7 HTTP) % Fi4k

ZDNTFT 4w ZIZHTTP#R

TOHOMENRDY 7,

7%, SNMPCHTTP 72 & DAV 1 k=L
HETHEBRNT 7 4 v 7 THERINLET,

ORI T 4y BR#ETEET,
T 2DWEN B DR E FIEOFHN OV TR,

ZD
[SNMPv3

ZA#i L 7= Cisco EPN Manager & 7 /XA A Di@E DL 2L T 7Z&E0,

BT VAT LMOKEF MO NTT 4T
DI-SIJALADEE‘H_\'—/\\'_ (TLS EAP Z J:O‘,Cf?%:

NhHAHT U r—ar7a ha Vsl <, B A
—MOTFY r—a L Fa halix

DT N—

71X, Cisco EPN Manager &, 4%

) °SMTP # —/L % —,3— (TLSIZ & » TiR#)
REDMDOEIFEIERTR—F VAT ABDO N T 7 4 v 7 THEASNET, RiETHINIE

b7 havpEHIET,
. B EPAAEN TN DLEELH Y £7,

*HARBRDO T F7 A4~ ) ==Lt B ) =N~ OKEFRD T T 4T . ZD

7 —

TE, TI9A<Y FE—REBHUHFY F—RTETLTNS?2

@ Cisco EPN

Manager #—/X—[HD N7 7 4 v 7 TR ESNE T, HH——1F bo5—FHDHI—,—
DIEFEMAZEG L, HTTPS TRESN TWAEEL AN L TTF—FR_XR—RA L ZDD 7 7

ANDaLrT Y DORMERELET,

SNMPv3 % {#FH L 7= Cisco EPN Manager & 7/\1 XA D@EIED &L

SNMPv3 i, SNMPv2 LV t, % 2 U T A HEENEmW T 1 h 2 /L TF, T34 A7) SNMPV3 %
PAR— b LTV BEAIE. SNMPv3 % f#iH L C Cisco EPN Manager % —/3— L @{F9 5 Xk 9 (T

TNA AR ELET,

BEIZOWTHIAL TWET,

WOFNEIL., FrLWT A ZAEBINT 5 & ZIZSNMPV3 28T+ 507

TINA XD HMIZOWLTIX, UTF
EBMAE  |SNMP3 #16E T A% ESRLTCEEEL,
LODT N | [T/34 ADEM (Add Device) 1 A 7R 7Ry 7 A | FENZL DT /34 ZAD
A ADIBM | T, [SNMP 7' 12,37 ¢ (SNMP Properties) |~— 2K B GHillT A A ¥
gL, N—Y a3 (Versions) | Ky Xy URN AT EET A AT
M V3] IR L ET, J—Xx)
BEDOT /N |CSV 77 A NEwRETDHEEIT WOLIITATILE |CSVT 7 A L ZE L
A ZDEM | T, =T N ADA VR—
(—H&1 >~ e . - ~
Fe 1) * [SNMP /X—<7 5 > (SNMP Version) ]%1C3% A7)
LET,
e [snmpv3 user name], [snmpv3 auth type].
[snmpv3_auth password], [snmpv3 privacy type]. ¥
X OY [snmpv3_privacy password] 4% Z Y] 72 fil
AT LET,
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cu A LssmziEons [

TINARD FHMCOLTIH. T
EBMAE |SNMPV3 Z18E Y 5 A% ESRLTCEEE,

T A ABNN[T 4 AANYERE (Discovery Settings) [ XA T 2T ARy | WAX <A XE iz
VEMEHL |7 AT, [Z VT Y /LOKE (Credential Settings) | |7 « AN FHETD
FEEOT | =Y TICBEI L, [SNMPv3 7 LT 3 ¥ /L (SNMPV3 | T 4 A B3 D FEFT
NA ADiB |Credentials) |#27 Vv 7 LET, [HidmadZ Vv s L
i T, TA AT LT Uy LaBIMLET,

48 HHEIIZ

SNMPV3 ZHR— rT 5%y hT—27 T4 2T, (HMAC-SHA-96 72 & Ot 7zt ¥ 2V
T4 TAITY XL LT) SNMPV3 BERNZ 2> TWAZ L 2R LET,

CLI Z{&FH L 7= 5} BREREE D EX TE

=P =T HT N ERRT— REFHT 521X, RADIUSR°TACACS+ 72 E DX =2 7 723
FEZ R b a L TRETLAEHO Y £ — MWE%—/\~%1E£H@“Z> EEHERLET, UTOF
NEIZAE > CREGEZRRET 2 2 LITINR T, AMMBERRAEN ¥ —ICHfE LT, ZoftiotFx 2 Y
T A LR ER WA DE T EE 0,

\)

GE) nm—bNa—VP -2 ERATDHIZ LI LEZGAIE. T 74V ORAU— R KR —%ff
BL., BT AMERHDNE I, %#UU?L“C< 7RV, a—HLEBIAED DD 7 a—3 L R
— R RV —OFREEZRL T I,

AR AAA Y — R —Z i L Ca—Y —%FEFET 5 X 9 12 Cisco EPN Manager 7% € L 77,
PN — %R TE I, Web GUI %1% F L“C%) av  RIA4 A X —T7 x4 A (CLI) %A
LTHITAET, VE— b 22—V —383F% GUI TRETDHEAIL. MTRGEORTEEZSR L
TLIZEW,

CLIZ A U CHOMIRRRE A T 2121, RO TFIEIZHEVF 9, EPNM I CLI %71 L 72 TACACS+
DRED I % R— b

AT F1 CiscoEPNManager h—/3— L DSSHY v ¥ 3V &fESLT D OFHBICES T, a2~ R IA4 &R LT,
Cisco EPN Manager (22 71 L £,

ATFYT2 a7 4 Xal—varyE— NERHBELET,
ATFv T3 koavr Rua AN L THEEREE TACACS ' —_—% %y 7 v 7 LET,

aaa authentication tacacs+ server tacacsIP key plain shared-secret

ZZ T,
s tacacslP 1%7 7 7 ¢ 772 TACACS+ H—/ X—D P 7 KL AT,

« shared-secret |X7 7 7 4 772 TACACS+ H— =D 7 L — 0T % X s OILFRUE T,

Cisco Evolved Programmable Network Manager %1 ') 7 « .


bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter2.pdf#nameddest=unique_60
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter2.pdf#nameddest=unique_60
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter2.pdf#nameddest=unique_60
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter25.pdf#nameddest=unique_808
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter25.pdf#nameddest=unique_808
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter25.pdf#nameddest=unique_806
bk_cisco_epnm_7_0_0_user_and_administrator_guide_ga_chapter23.pdf#nameddest=unique_78

Cisco Evolved Programmable Network Manager ¥ ') 7 « |
B o —ror—=x8x0— rsEicsiT 5 ssH @ik

ATYvT4 ROa~vy FE AN LT, ERFHRELF O 2 —F—Z/ER L ET, Zoa—F =3, #ioRT v 7T
E LT — "=l Lo TRRAEENE T,

username username password remote role admin [email emailID]

ZZT7T.
« username (3= — % — ID DA H{TTY,
« password (XL —H—DF L —2FTF A FD/RAT— R TT,

eemaillD jZ2—HF—DA—/L T RLATT (7> ay) .

TJI— R ITA—R INRAT— FIRE(|Zx{9 5 SSH D3&1E

NAY — R R—=2AD SSHGBREL T Vv— b 7 4 — AT L THEss Td 5728, Cisco EPN
Manager DA > A h—/LiZIZ, EFBINTWEHABF—D X A 7 (PubkeyAcceptedKeyTypes)
DOWTINZEIV X5 Z L Z2B8)H LEF, Cisco EPN Manager THARE S LTV D AR % —
D H A7 (PubkeyAcceptedKeyTypes) DY A MIKD LIV T,

* ecdsa-sha2-nistp256-cert-v0l@openssh.com
* ecdsa-sha2-nistp384-cert-v0l@openssh.com
* ecdsa-sha2-nistp521-cert-v01@openssh.com
* ssh-ed25519-cert-v01@openssh.com

* ssh-rsa-cert-v01@openssh.com

* ecdsa-sha2-nistp256

* ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

* ssh-ed25519

G EZDIZIE, ROFIEZFATLET,

AT w71 Linux CLIFEEZ 22— —L L Tur AL, Y= UITZ7EALET,
ATY T2 BHEOL—F—%FERLET,
# whoami

RO, Linux/b— b 22— =TI <, Linx BHE L —THIEZ L2277 THERH Y 9,

AT 73 Cisco EPN Manager & #E = —H —DE 1T, KRS TWHAMF— ¥ A7 (PubkeyAcceptedKeyTypes)
ONWTNEMHFA L, 2048 By FLLEOFREZF>Y —/L (puTTYgen 72 ) % L CTxF— 27 & SSH
LFHN R L £,
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ATvT4

ATy TH

ATvT6

T— kT4 —R RRT— FIEIzx T 5 ssH ol [

72 zE, DX DT ed25519 A L T —Z A L ET,

$ ssh-keygen -t ed25519 -N ""

SSH SLFHNIRD K 512700 £,

ssh-ed25519 AAAAC3NzZa... ...... root@localhost.localdomain

Evk WEx—Z2 7 7 A NVIRIFLE T, TEX, SAT =2 LTk S o JBAUTR
fFLTLEEN, £, RATZ L —XEFRIZEN TN,

authorized keys 7 7 A /VAEVERL L., @ 8)7e 7 7 & AHERR % Cisco EPN Manager & B = —H —|ZH| D 4 T %

D

a) EHEHEL—F—OFR—LT 4L 7 FNUT, ssh7 4L 27 MUEERL, 207 4 L7 b OFAIY |
FEIAH, BLOETOHERZERE 2 —F —DRITHID B TET,

# cd ~
mkdir .ssh
chmod 700 ~/.ssh

b) AREINIZF— T ANVEERLET,
#
#

H= FH

cd .ssh
vi authorized keys

c) A7 w73 CTERK L7z SSH X541 % authorized keys 7 7 A WZ 2 B — LTV 1T, 7 7 A WV ERTTF
L/iﬁ‘o

d) authorized keys 7 7 A /L DFEARY | FHEIAL, BIOETOMHERZEHRT 22—V —DHITHIV Y TE
—é—o

# chmod go= ~/.ssh/authorized keys
# chmod u=rwx ~/.ssh/authorized keys

e) authorized kekys 7 7 A VT2 7 7 AMEEEIV BTl L 2R LET,

# 1s -al

FEROHINIRD K 512720 4,

total 6

drwx------ . 2 admin gadmin 1024 May 10 00:25 .

drwx------ . 6 admin gadmin 1024 May 10 00:24 .

—TWX—————— . 1 admin gadmin 398 May 10 00:25 authorized keys

Z oM, Linux FHE 2 —V —% adnin W ILRITTT

bash = /LD — F 2—HF— {2V B2 FT,
# sudo -1i
sshd config 7 7 A VA HH L E T,

a) letc/ssh7 4 L7 hUIZH D sshd config 7 7 A VDBAEDNN—T g L gEDNRA—V g v Eabe—LF
D

# cp /etc/ssh/sshd config /etc/ssh/sshd config.orig

b) vi =7 4 H¥IZsshd config 7 7 A VA E T,

# vi /etc/ssh/sshd config
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) MOF—LEORTEANLET,

Protocol 2

MaxAuthTries 3
PasswordAuthentication no
PermitRootLogin no
AuthenticationMethods publickey
PubkeyAuthentication yes

-3

7 7 4/ F® sshd_config 7 7 A /L TlX, T HDF—EEORT O—HMNREEICHE SN T
WHZEDRHYET, ZOHREE. ROVTNDLETHNET,

« FREOMEE —HLRWEEZZEE L ET,
BEFOF—LEORT A N T T ML, FILWTICSRER P Z2HEELET,

TO9THILET, FLHEOT OBEREBLS LN TEET,

d 77ANVERGFELET,
ATw T sshdz)Va—FRLET,

# systemctl reload sshd.service

IE

sshd [ZFEEE) L2 T 72 &0, AR O EFINEDOWT I @ YIZ5E T3, sshd 2 FLE)
L72BA0E, SSHIZT 7B ATE L 720 E9, BIEDSSH v v a VIR SN D720,
sshd # U — RT3 5BME N2 TT (WWEREEZITA5E21CLET) |

SSHRFEDEMRMTET Lk Lz, BEDKI L2 L2 HRT 5103, BFEOSSHE v v a v 2BV %
FIZLT I EBETLIVLENSL5EIMAT) . ZOFIEDART v 7 3 TER LB T — L3R
TL—RAEERLTHLWSSHE vy v a v 2 &E £,

NTP ?D5&1E

Network Time Protocol (NTP) (%, ¥ — "—D HfF ERFLOEFH ZZRIEL F 3, NTP TOREH)

R % 5473 572912, Cisco EPN Managerth—/"—%%ETHZ L azBEIHOLET, *v b
U — 7 2RO NTP [AHOE B CRaE N A LI GG, BE R RENBET RN £

T, Xy M=V EOERITMEBOR Yy NU—20 T—F% 7 7 F ¥ 2T LE8HOMET

HY, ZOHA ROHEANTT, ZO My 7 DOFFEMICONTIE, YA HRYA F X—s3—
['Network Time Protocol: Best Practices] 72 EE# ML T 72 &V,

ROFITEBE LT IZS N,

‘NTPEZEHT DL, EX 2 )T 4 RFICHET HEENKET L ARENER S D720, NTP
N— 3 4 (NTPv4) %fFH LT Cisco EPN Manager —/3—® NTP #5E % 583 5 &4
FNH Y 9, F£72. Cisco EPN Manager (% NTPv4 21X NTPv3 & Dtk HHMERSH 5 7=
W, NTPV3 bR — R LTNET,

» Cisco EPN Manager (23 K 5 BD NTP — —% R E T E 7,

« IPv6 DY R — MINTP TITRHCTE E A,
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Cisco EPN Manager 4 —/N\—TONIP Dt F7 v 7 .

Cisco EPN Manager +—/A\—TONTP Dty b7y 7

Network Time Protocol (NTP) ZfEH L T, NTP —R_—%fHT 5 —R_—L Ry FT—7
TNARAED Y a7 ZRMT 512X, £ 7 Cisco EPN Manager EICNTP Z&2 > b7 v 795
WERH Y EF, ZOFATHEICZOWTIE, —3—TONTP OFE S L T EE0,

feal s i= NTP OEFDE ML

D*(@illlﬁé’iﬁb ntunEé%Lﬁ_NTP @E%‘ﬁ%‘k/ }‘7/7 Ljﬁj«

AT w71 CiscoEPNManager —/3—L D SSHY v v a VU EZHELT 5 DOHIHES T, a~v>r I &AL T,
Cisco EPN Manager (22 71 > L £,

ATFwT2 a7 4 F¥al—aryE— RERBLET,
ATV T3 ROa<r RE AL THENTPvE —_"—%ty b7 v 7 LET,

ntp server serverIP ntp-key-id ntp-type password
ZZT,
e server|P (X, i3 2383 NTPv4 h— 3—D P 7 KL ATT,
s ntp-key-id (X, NTPv4 #—/3—@ MD5 %—ID T,
e ntp-type (F, TL—rFEI Ay aOWTANIT LI ENRTEET,
« password (% NTPv4 —/X—D MD5 'L —> TF A h /RAT— FT1,

I &R L ET,

ntp server 209.165.202.128 20 plain myPassl123

E S

ntp server 209.165.202.128 20 hash myPassl23

ATV T ROTAFEFITLTC, NTPFRENELSEELTWD Z & 2R LET,
a) NTP EHOFEMA MR L ET,

show run

b) NTP [RIHOFEM A2 MR L £,

show ntp
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B vsc—xossz b L— v——nE

NFS R—ZXDHERR b L— H—/IN—DERTE

NFS H—_"—%, FRZT—% Ny 77 v 7 D4 Cisco EPN Manager D1 > A h—/LTHER
xkv—v&bf@%f%i# NFS\ZIFHHAABDE X 2 U T 4 BIRND T, NFSH—s3—
EEXaTICT 50 &@t%;)74ﬁ%%T%6@0§<% ETOMERH Y T,

s NFSH—N—DFHIZ T 7 AT VA —INEFELET, EEMZIFTINEIT O IZIE. NFSH
SFSERRET 7ANVTHATEIR—IEEEL, 774 T 74— LORETINLD
A—h E2BELET,

e R —h =R —FHHALET, NFSHh——T, FFEDIPT KL RA&EETLNFS b7 %
JvarDRHFNLET,

o JEYL U7~ DNS B OB EE 2[5 <IZiE, NFS 248832 & 18 (RA AL 4 TiER) IP
T RLVAOHEELET,

s THANKE DT AR— N ET HFRIT, letc/exports 7 7 A /LT [root_squash] 47> = >
2R L £,

* Jetc/exports 7 7 A NV ERET DB, [EF¥F =T (secure) | A7 v araHLET,

NI T TS ATV T AN =Y T3 NVEERETHEEIC, nosuid A7 a &
noexec mount 47> = & H L E9,

\}

CE) RT—Vr T IxNFEFRETDHIEEFMEATIILY A,

cARL—U T NAK (BEOF T arORTF—U0 T THAK) X LT, 77 AL
T 7' ARFRME [755] (TRTOZ—F — T A0 B L OEZIALFHELTS) 2% E
L. userid [65534] (3 AT MHMEMR A - TRV o — W — [nobody]) Z#FTA#H & L TRE
LE9,

-%Hit@%UﬂS@Mfﬂﬁ%ﬁbemF?74/7%%V?JV7LETO%H
@%/El\\ :LP‘—H- o nET if£< RSA F—~X— X O)nu nft{/'fﬁﬁﬁ Li—g«

NFS R—ZADA F L=V OEEMEDTZDIZIE, ZIHDOXED 1 DOIHFHLRNTLEE
VY ERIL, RUUCE D TRERSROMAGDOE L FEETHZ 2T, £, ZDU X
MIMEA R LD TN EICERELTLEEY, A ML —U%EETH L3, L
DIEWEEZZEMRTAH7-0IZ, FRIC Linuk VAT LAEHERBLI X2 7 0 HEMF L REIZD
WCHRET 5 2 k%k@bbi?

EEEI—H—DER

EHE 2P —Z2ERT 510, ROFIEZFEITLET,

ATFv 1 Linux CLIE#HEF 22— —L L Tars AL, Y2 LITZ7EALET,
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csoL 7otz [

AT9T2 WOaxy FeAJLT, 2—F—%2FRLET,
RIH 2~ L ET,
admin (config) # username xyzabc password plain Textl234 role network-admin
ENENOFPAITRO LBV T,
« xyzabc (Z1%, LE a2 —VF—AEIEETEET,
«plain Textl234 (ZiX, L —VTFAMDRATU—REEECTEET,
*network-admin |Z(%, = —H—(CHV HToHNor —LEZHETE LT,
T 74N KT, RETDHAT— RICIE 6 LFU OB TEEDDLLERDH Y £, KUFE/NLFE

MENZN T LFLLEMETY, NAT— RN Za—W—2EiTcisco L WO HFEZEZDL I LT TEEE
bog WAT—=RRY —%2ZBEL T, ROFIRM E TRELTFEEOL LN TEET,

e NMAT— KM THEHBIABF CHENTWDIEEIL. ¥EXFDO % (S—k2 b)) ., (=) | < Uh
D) > (Kiev) | M) BEHTEES, f#l: lTestl23%]] .

c BEBRSCTFO " GUHR) L2 (BRI L\ Ny 2 AT v va) O ET RSN E NRT—
K7 4=/ RTEYR—- SN TWEEA,

« ZOMOKEHRILT # (hNyva) (*F (TAZYRT) (o (mwy) &) 1T, CHIIHAFTHES
W TE £

CSDL 7O+ X

Cisco EPN Manager ®BR¥1%L, A2 X 2T 74 7% A 7L (CSDL) 7 1t R |ZHEAL
LTWET, Ziud, "L A VA=A DX )T ¢ &m ST 572D, BFED D EH
E COMIMEMEEXG L L CTWE T, Cisco EPN Manager O ELEREHT, FrE O FEHEICKTT 2
X2V T A OBEPL LV Ea—Sh, Bt X2 )T 0 V=T A NHEEFERLTT
A NI ET, S HIT, Cisco EPN Manager [FAMNBOEF 2 U 7 4 BEHFERAT A b OHY
FHIZLoTlrEa—&NnFET, (CiscoEPNManager DEH DT A 7% A 7 LD—fL LTD)
X2V T A BIEORBTEORMICONTIE, T 2Aaotda 7 ¢ MEMHR T 0t 2]

PRAADEF )T A HEBRTOER
Kl & WEFIHEIZIE, BN RDT72bDE v AaPERLIZbDOD2 20X AL THRHD 9,
Cisco EPN Manager (Z DWW T A aARENHIZED X I ITHIL L T DOV THBLET,
BENR DT~ R & MM

1. Cisco Technical Assistance Center (TAC) ZfH L TRAK ¥ — B AERZ{T 7%, Cisco
TAC I Cisco Defect and Enhancement Tracking System (CDETS) [E&E L 7R— M &< Z &2
TEX5YAR—bF F—2 RBEIECTRRS) LRI —22BEET,
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2. VAIIKRKMEEFE L. = DXMA Cisco EPN Manager (2% =V 7 4 EOV A7 &2 H 7
SIMEIDEHLET, COXRMAEF2Y T 412U 2720784, Y2k
fegate & LT L3, TRUANDOEA, VAFIXMWE Y 7 b U =T O O KM E
LTHRNET,

3. 2aTiEL, ROWTRNEFETLET,
e X2 VT ¢ OREFEEIZ DOV TIX, ¥ & 22 Cisco Product Security Incident Response
Team (PSIRT) (Z#4E L. CiscoPSIRT H 4 KT A SNZHERLLIZEET v 7T A&
% L C Cisco PSIRT 287 A4 7 > b ~Og8tt O BR & /Xy FORUE O 5 % ALELC
EAHLHICLET,
s RMaDIGE, ANIFOERELZHWML, BIETR T T7LD) ) —RE R a—
L LET,

DRAANER L-RMEEMREEME

Cisco EPN Manager D/3N—3 =  OIRGEE T BN D 1 4FRM, 2 2% TACS F721% Cisco.com
Web ¥ A h &l L THESNTCERRAT LX) T 0 EOMHFHMECHT 2 7EIE, A
TFR VU= JSK, FFNy F et LET,

T HIETRREARAEIX. Cisco EPN Manager (2R 7' A T 57280 2 BeBERGRE Y 1 & A & fi ik
9, Cisco EPN Manager (%, RADIUS 7'& k =2/LZ{#FH L7z Cisco ACS H— X —f%H @:L**"j‘»*
D ZHFRGEEZ A — F LTCWET, CiscoACS 1, SMITT — 4 ~—2 & L TRSA SecurID —
Nz P R—=FLTWET,

THIERHARY, = — 1 — D PIN & {EBIIZ Bk X172 RSA SecurlD — 7 > 2 BePE O RRFE THE
MENFT, 22—V —RBPIN L LEHIZELWr—7 v a—RE2ATHE, BIENKIHIL.
2 —"4F—|% Cisco EPN Manager ~D 1 7' A U BNiFaf &£,

Cisco EPN Manager T E R ZEAMITT 5O DRHEEH
s Cisco EPN Manager : /3X—37 3 > 3.0.1 LA
s Hhie T A v A D Cisco ACS r—r3— : )X—T 3 0 5x
c &N T A B AMNB D RSA —r3— : X—T 3 84

*RSA 7 F AT 2 RV = i —a

Cisco EPN Manager TO —ERZFID AL

Cisco EPN Manager C _EHRGRIALZ AT DT, RDOZ AT #FETLET,
o THEFESRSEMAIT D RSA — _R—DRE (21 <—)
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—sxmiandorsav— —on%E ||

e RSA #—,3—& Cisco ACS —"—D[FEH (22 ~—2)
* Cisco ACS ¥—/3—(27 T A 7k & LT Cisco EPN Manager #1817 % (24 ~—)

« Cisco EPN Manager C? RADIUS $—/X—®DFEMOENM (24 ~X—)

—ginu)\nmm (7@ RSA H—/ \_ EQEE

Cisco Secure ACS 1%, AT —H# ~X— 2 & LT RSA SecurlD #—_X—Z P R— K L TWET,

RSA SecurlD @ " EHFHIEIL, 2 —F—DOFENEHHNFES PIN) &, A La— K73 U X
DIZFESWTHEWETD h—7 v a— FEART 5. [ERNCEE S 4172 RSA SecurlD h—7 >
TR ET,

Bind =7 va— RFABEERE GREIZ30E721Z60 2 E) T S £, RSASecurlD
Y= R—TiL, ZOFRFRIEa— RO EESNE T, 45 RSA SecurlD h—7 VITEATH
D, BED =27 NSV TRERD b—27 VOEZFHIT S Z LI TE A,

Cisco ACS 5.x —,3—%_ RADIUS 7' & k =)L %4 L7= RSA SecurID 3 — N—3RIF L HiE TX
S

:g?@?&%ﬁ@f; Z RSA —‘j_*‘/\w—% ﬁ;—a‘é j: 0*(0)57 7 %9‘—‘%?? Li—a—
*RSA ==~ —HF—0i (21 =)

e RSA V—R_R—TDOL—W—~D F—27 o DEY BT (22 3—)

RSA H—/N\—~AD1—H—MIEM

&

ATy T2

ATy T3

ATvT4

RSA = _—{Za—WF—ZBINT 5121%, KROFIEZETLET,

X2 U7 2V —L T, [ID (Identity) 1>[21—H— (Users) 1> [#i#RiEM (AddNew) 1 %227V v 7

LET,

[&HEHIH (Administrative Control) 122 23 T, [EF¥ =2V T 4 KAA > (Security Domain) ] K& v 7

X YA RNL, [VAT L RAA L (System Domain) | #3R L £,

[—P—DHARGHE (UserBasics) |7 a T, ROFIEEZFITLET,

a) (X7 ar) [4 (FirstName) | 74—V RIZ, 2—HF—DXE2 AN LET, 255 LFUFICT 544
TR £7,

b) (7T ar) [T RAR—A (MiddleName) ] 7 4 —/ Flo, 2—#—03 RAF—AE AN LE
T 255 LFLLFICT DM ENRH Y £7°,

c) [# (LastName) |7 4 —/V R, =W —DEAZ AN L ET, 255 LFUTFICTILERH D £7°,

d) [—¥—ID (UserID) ]7 4 —/ RiZ, 22— —Da2—HF—IDEANLET, =—F—ID L 48 XF
PLFIZT o0 ERZH Y £7,

[/SA T — K (Password) |7 v 3T, RDOFIEEZEITLET,

a) [/SATU— K (Password) 17 4 —/L RiZ, 22— =D RAT—KEZADLET, ZhiE, =2—HF—D7
AFUTFA4T 4 V—Z NRAT— KT,
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B rsav—i—cori—v—~ot—somysT

b) [XAU— FOHERE (Confirm Password) | 7 « —/V RiZ, [3AU—FK (Password) | 7 1 —/v FIZ AT
L7eAT—RE AN LET,
ATY TS [T h 7 MEH (Account Information) 127 a T, ROFINEEZEITLET,

a) [T HUy NORE (AccountStarts) | RKe vy 77X 7 JARNT, 2—WF—DTHU L N&T 7T 47
TLHAMEFFAEBRLET, XA LY —0F, a— BN AT ARENC L > TREESNE T,

b) (7Y FOBEMHIR (AccountExpires) | Ke vy 77X U X RC, 22— —D7 B0 FBHRY)
AUT72 D BAT LA 8RS 520, 7T ADHIRARLTTY IO FEARELE T, F ALY =3,
02—V AT LA L > THREINET,

ATwT6 [R1FE (Save) 1227V v LET,

RSAH—/N\—THO1—HF—A~AD = 2DEY YT
R—J L BEINSCTHE, 20 b—2 VR EO—F—c BT bnET, h—2 %
P2 ) M T, KOFIEEEF LET
14 B

=7 BB B TCRZ—YF—T2LI1Z, RSAV—NR—IIT 7T 4 T ha—V—L a— NBNEE
THZEEMRLET,

ATYT1 £%2)T4a32Y—IJLT, [ID (dentity) 1> >[21—H— (Users) |>[BEIFDEE (ManageEXxisting) ]
7 Vv LET,

ATFvT2 MBI 4— IV REHFHALT, h—2 v Z2E0 N THa—Y—2HREBRLET,
ATV T3 BMBERENS, b—=2 DB YU T ba—V—%2710 v LET,

ATY T4 aTF AR A=a2—0 [SecurID h—72 > (SecurlD Token) ] D F T, [BIMDOEV 4T (Assign More) ]
27 )y 7 LET,

ATY TS [2—P—ZEF Y YT (AssignToUsers) |~<— D HAEEZ2RSASecurlD h—27 > DY A hinh, [7 U —
DSecurelDY 7 b =7 h—2 . (Free SecurelD Software Token) ] F = v 7Ry 7 A% A4 LI LET,
ATv 76 [BYHT (Assign) 1227V v 27 LET,

RSA H—/\— & Cisco ACS H—/\— D [REIHA

RSA #—/3—& Cisco ACS H— _—% R 512X, WOX A7 #FTLET,
¢ RSA H—NR—TOERET 7 A VDERK (23 =)

* Cisco ACS ¥—/3—"T®D RSA ¥ —"—DKE (23 *—7)
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RsA 4 —i—coBET7 A LoER [

RSAH—/\—TODRET 71 ILDERL
ZOFNETIE, RSA SecurlD — N—FHENFIEL—V 2 hear 7 4 Xal—r g
77 ANVENERT D FEIZOWTHALET, Bil—Y = MEI, RSAT—F_X—R|ZT 7
TRATHMEREZFFOT A A, YT MU =7 | T —EAD R AL U R—LHh—3—
(DNS) 4L IPT7 FLATY, av74F¥al—a 774201, RSA hARE D Li@E
IZOWTCHEER LET, Cisco ACS — _—DOFRENEELEE T T B2 DITHE: sdeonfrec 7 7
ANVEERT DI, ROTFMEIZENET, EWVET,

RATYT1 RSAEXF2UT 4arY—LT, [FUER (Access) |>>[BET—> x> ~ (Authentication Agents) |>
[#T#REM (Add New) | DIEIZEE L £,

ATY T2 [HHEIE=—Y = bDiBI (AddNew Authentication Agent) ] 7 « > KU T, BT 5K —T = D
[/ A 4 (Hostname) ] & [IP 7 KL A (IP Address) ] # &L £,

AT 73 [Authentication Agent Attributes] 7 4 > K7 C, [Agent Type] % [Standard Agent] & L CTEFK L £7°,

AT v 74 [Access] > [Authentication Agents] > [Generate Configuration File] {Zf%&) L C sdconf. rec 7 7 A L &2 ERL L
[Generate Configuration File] 22 VY » 7 L %£9, [Maximum Retries] & [Maximum Time Between Each Retry] {Z
OWTIE, T AN MEEZEHLET,

AT v F5 [DownloadNow] %7 UV v/ LCarv7 4 Xal—vary7rA kX uran—RLET, WEIZHERNE
RENTEH, [SavetoDisk]| %27 U » 7 LT, ZIP 7 7 A VDR —I N a—%FfFLET, zip 7 7 A /MIT
X, ERORETH S sdeconf.rec 7 7 A NADEENTWVET,

Cisco ACS H—/\—T® RSA H—/\—DHRTE

ZOFIATIE, sdeconfrec 27 4 Falb—ar 77y A NERM L, Cisco ACS ¥—/3—|Z
EETDHECOWTHHLET,

1R BHEIIZ
RSA $h—/3—"TCsdconfrec 7 7 A W a AR LT L MR LET,

AT w T 1 CiscoSecure ACS /S— 3 > 5x =2V —/)LC, [UsersAnd ldentity Stores] > [External |dentity Stores] >
[RSA SecurID Token Servers] ICB#E) L, [Create] 7 U v 27 L £ 7,

ATY T2 RSA P —"—D4HTE AT L, RSA — "= bF T m— FI{L7 sdeonfrec 7 7 A LA SR L ET,

ATY T3 77 A NERRLC[XF (Submit) 1227V v7 LET,

AT w74 [AccessPolicies| >[I dentity] >[Select] (CfE) L CRSAV— " —%2~v 7L, F= v 7Ry 7 A0 [Single
result Selection] % 4 212 L £ 9, [Identity Source] 7 4 —/L K C, RSA % — N—D4H1Z&EN L, [Select] &
7V w7 LET,

ATYFE FRAFERAEEIET H L HICRADIUS 7 74 72 b7 /31 A% E L £, [Usersand I dentity Stores] >
[External Identity Stores] > [RADIUS Identity Servers] (2 @) L £ 7,
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B ciscoacs 4—/3—124 51 7> k& LT Cisco EPN Manager %38M% 3

AT w76 [General] # 7 T, RSARADIUS ID #—/X—D4ii% AJ) LE T, [Primary Server] fEi? T, [Hostname
AAA]. [Shared Secret], [Authentication port], [Server Timeout], [Connection Attempts] D45~ 1 —/b RiZH—
N—DFME AN LET,

Cisco ACS H-—/\—I[29 54 7 > k & L T Cisco EPN Manager % 38/09"
%

ATy 1 BHa—HP—L LT CiscoACS I 71 > LET,

AT T2 EROYA FAR=0b, [y bT—2 1JY—X (Network Resources) |> > [y FT—4 T/INL R
(Network Devices) 1> [y bT—9 FNARXE LT AAA U 54 F > b (Network Devicesand AAA
Clients) ] DIEIZEIN L £ 7,

ATY T3 [Fy hU—7 5314 &2 (Network Devices) ] ~— T [{ERk (Create) 1227V v 7 LET,
AT w784 Cisco EPN Manager % —/X—DFT A AL L IPT FLAZ AT LET,
ATv TS BEEA 7T gL LTC[RADIUS] #5EIR L, HMEEZ AN LET,

Z OHARE L, Cisco EPN Manager T Cisco ACS —/3—% RADIUS #— 33— & L TEMLZ & EITAT
LIz H R &

%‘jﬁéﬁj—éi 5 ﬂ: Lij—o
ATw 76 [FEIE (Submit) 1227V v LET,

Cisco EPN Manager T RADIUS H—/\— DD BN

Cisco EPN Manager T Cisco ACS % —/3—D3Effli 2801 L, RADIUS £— FZRET 5T,
ROFNEZAET L £,

« Cisco EPN Manager ~® RADIUS & 7213 TACACS+ H—/S— DB

* Cisco EPN Manager #—/3—"C® RADIUS % 72|% TACACS+ E— KD E

“ERPBIAODT—Y 70—
Cisco EPN Manager S #RFiLV —7 7o —DOFEZ LI FIORLET,

1. Cisco EPN Manager ~D IO 7' A > TlX, RSA V—"—TEZINTE—F
(user-defined-pin & 72 /% pin-generated-by-system) (Z3&SWT, 2 —H =N X TE I MLE
W HEADPIN BVEKSNES, =—F —IXRSASecurlD 7 74 7> bV — /L TZD
PIN % AJJ L T RSA SecureID h—72 > &4k L E T,

2. Cisco EPN Manager D12 7' A o _X—U T, a—H—jfax—H%—4 & RSA SecurelD h—72 >/
(A7 v 71 TERLIZHD) Z AT LET,
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3. Cisco EPN Manager [%. RADIUS 7' &2 h =)L %4 L T Cisco ACS Y — _—|Za—H—4 &
M—2 v OFiE G 7 A VEREFEELET,

4. Cisco ACS H— =%, RSA V—_—lcua /A v EREZEELET,

5. RSA #—_— (T —H —DZEMAZZRIE L, Cisco ACS ¥— X —|Zxf L CIEF 2o —% —38
FAEERERR L E T,

6. Cisco ACS ——F, RESINTWVIRAET BT 7 AV a—F—2REL, 2—F—
73 Cisco EPN Manager (282 27 A  CEX A5 L HICLET,
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