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A Z—7 )L 73 Cisco Discovery Protocol (CDP)
A E =T A AET DR ERRLET

clock

VAT A 7uy 7 OER, BfF, REE, R
. BIOEEZRRILET,

cpu

CPU fF#hz£R L £7,

disks

FUATDT 7 ANV AT LAEREFRLE
R
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. show a<w > F

CiscoEPNM 3T K5V A V42— T 14 ZOBE |

& EA

icmp-status Internet Control Message Protocol (ICMP) @ =
a—EEaY 7 4 X ab— g UIEREFRR
LET,

inter face Cisco EPNM TRRZE SN TV LT XTOA

F—7 A AOfEHEREZ R R LET,

LY

IN=RT 2T A R s VI OWNT DGR
(CiscoEPNM 7 77 A4 TV AET ARV Y T
NEFRE) R LET,

ip route

TV =2 a3 DIPV— FOFEMAEFT L
\iﬁ—o

logging (F—7— FHAKHE)

CiscoOEPNM Y — N—Da X FIFR A2 FR L
F9,

logins (F—7— FHKLE)

Cisco EPNM —"—D 1 7' 1 Vg &2 FoR L
iﬁ‘o

memory FITHOTRTOT a2k b AE ) #H
BEEFRLET,

netstat netstat L N7 7 A 70 4 —/UAEREER L
iﬁdo

ntp S hU—2 A7 bz (NTP) ¥ —
NRDOAT— B ARk LET,

ports TIT 4 TRAR—NEZETHTITOT A
BRERTLET,

process CiscoEPNM Y —R—D 7 7 5 4 T 7e 7ot A

(BT DE e RN LET

repository (F¥—7— FHHE)

BEDVR NI D77 A NVONEEERL
*9,

restore (F¥—7— FHRHE)

Cisco EPNM O Lg%+ £ R LET,

running-config

Cisco EPNM OE{EDFEfTa L 7 4 X = L—
ay 7y ANDODNEEERLET,

security-status

YRR~ NEIDEEN ) E FR LET

startup-config

CiscoEPNM DA X — KT v a7 4 X a
L—va v ONKEERLET,

. Cisco Evolved Programmable Network Manager 6.1 <> K1) D7 LA HA K



| CiscoEPNM <Y KSAY A2 8—T x4 ADBE
avTs¥aL—varvavork |

SBA

tech-support M2 HET D & X2, TAC [T ATREZR o
AFAMERBI N 74 X2 b — 3 U
WAEFRTRLET,

terminal HIEOWMERBOMEI L 7 4 X2 L —3 3
VRTG A= OBREICHETAEREERLE
7,

timezone CiscoEPNM OBED X A LY — L BF R LE
T

timezones CiscoEPNM THEHA[RE72 TR TD X A LY —
VEFRRLET,

udi Cisco EPNM [EA DT 31 A 1D (UDI) B4
HiEwRERRLET,

uptime 07 A L TWAYATANEEHLTHED
BER R 2 £ R L ET,

users VAT A =T OERER R LET,

version BED— RSN TWAEY 7 by =T DNR—V g

VICETAERE E DI, N—FU =T B X
TN AFEREFRLET,

aYJ4Falb—3aravrbk
a7 4¥alb—varyavy RiZidinterface & repository N EENET, 2T 4 F 2 b—
vary E—RIZT 7 ®AT 521, EXEC £— KT configure 2~ R&EFEITLET,

—H a7 4 Xal—yaravl RTlE, a7 4 Falb—ralEE T 5770, o
V74X alb—ary b TE— RERBTALENRH Y £,

F4: a7 4 FXa2l—aryavry ROEN a7 X2l —v gy avry RERLE
7,

R4:2074F2L— 32 a7V FDOEH

ERBA
aaa authentication EPNM$r—N—|2E—rTr T A LFET,
backup-staging-url Ny 7T o TR IOEICEERIZ, Xy hU—

7 Ty AN AT AN (NFS) O—HER~R— 2
IR ERRELET,
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B - xa—vavazor

CiscoEPNM 3T K5V A V42— T 14 ZOBE |

B

cdp holdtime

ZAEGT A ATy N EBEET HHENC Y —
/N7 Cisco Discovery Protocol (CDP) /34 v
N RFFT DR AR E LE T,

cdp run

Cisco Discovery Protocol % 4 *— 7 /LIZ L &
R

cdp timer

EPNM #—/3—73 Cisco Discovery Protocol ™
Wz ks m T 2EERE LET,

clock timezone

FRDTZDODEA NS — 2 EBBELET,

do a7 4FXal—vary E— RFELITIWVTR
NOaL 7 4 Fal—ary B TE—RT
EXEC L~L o< REFEITLET,
GE)  BHMEMRIZ, do=~ RIZEXEC =~

YREVEBEENRET,

end EXEC E— RIZRYD £7°,

exit 2T 4 X2l — g EFT— REKTLET,

hostname VAT ADKRA NG ERELET,

icmp ICMP =2 —ZBRAZRE L ET,

interface A B =T 2 A B THEREL, A H—
ToxAAAL T 4 X2l — g F— REH
BLUET,

ip access-list TR AGIEHY A N (ACL) DOFGE

ip default-gateway

IP7 RLAZEELTCT 74V F—Fro=
A EBEZELITHRELET,

ip domain-name

EPNM Y — =R A ML BB S D729
AT DT 74NV D RAAL VA EEFRL
F9,

ip name-server

DNS 7 = U —BRIfERHT D KA AL » R—Ah v
AT 5 (DNS) H—RERZELET,

ip route

IPL—FEHRELET,

kron occurrence

12U LEDa~vy RAFrYa—T a< 2 RS,
BEDHRFIZ, F23MVIRLTETEND
AT a—U T LET,
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| CiscoEPNM <Y KSAY A2 8—T x4 ADBE

avTs¥aL—varvavork |

s EA

kron policy-list av U KRRV a—7 R U—OARTEIRE
LiTO

logging VAT AL DVE— N VAT A~DOB L
ErA XTI LET,

loglevel logging 2~ FKoa 7 L-ULagELET,

security logging =~ RDOE X2V T 1 RIE,

logging sync-logs

MfpeH 72w Z IR Z B E L CY AR b Y LA
W2 £,

no o~ v RICBEERMT O ¥iesT +&8—7
JAZ T D HIBR L9,
ntp VAT LADNIP Y —_"ZfEHLTY T FY =

7 a7 EREMELET,

passwor d-policy

INAT— KRR v—%A F—T NI LTEE

LET,

e

RO kY

YR MY 7= RICAYET,

service

BT LAY —E2DE A FEEELET,

snmp-server community

A3 a=F 4 TV ERARARN) U T EREL
T, BB xy hU—2%8\Sa han
(SNMP) IZ7 7 EATXALHICLET,

snmp-server contact

2 AT T SNMPHERED S AT B BRE E~N—
Z (MIB) flEZ#%EL £,

snmp-server host

SNMP o v 72 UE— kK VAT AIEEL
i‘a—o

snmp-server location

VAT AT, SNMP 24— 3 0 MIB fE%
HELET,

username

VAT A —HFEBML, RNAT— KL
[RL )L afaELET,

a7 4 FXal—yalrE— RV TE—RDavy ROFEMIONTIE, a2~ KRE—F

IZ2OWT (21 %—=2) 2R LTL &N,
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CiscoEPNM 3T K5V A V42— T 14 ZOBE |
B - xa—vavazor
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AR RSA A3 —T 24 ADER

Z OFTIX, Cisco Evolved Programmable Network Manager (EPNM) (ZDOWTEiEL, 2~
RIA4 A8 —=T (A (CLD) ZEHLCHRET D LTHEILDOE V FEFEMNLET, Cisco
EPNM i3, H O BBEORFICEATE EY, 72, SESELT T v 74— L LTHEA
T5H5Z L, VMware CTEITAIRER Y 7 Mo =7 L L TEHATAHZEHTEET,

¢ Cisco EPNM CLL 27 7 ¥ 2 ¢ 4R (14 =*—3)

T FIAT UV AERETHIEODEY N T v 7 2—F 4 VT 4 DEFT (153—)
¢ Cisco EPNM CLI ~D7 7 & & (18 =*—3)

e v R E—FIZHONT (21 2—)

«CLI 2~ FOERFHE (25 ~—)

« ROIEE (28 X—)
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ARV RS 18— T 1 ROERA |
B ciscoernmcu iz 75 £ 27 Ba1IC

Cisco EPNM CLI [Z7 &~ £ X3 BHIIC

CiscoEPNM CLI (22 71 >3 % HilZ, [Cisco EPNM Installation Guide]  (https://www.cisco.com/
c/en/us/support/cloud-systems-management/evolved-programmable-network-epn-manager/
products-installation-guides-listhtml) [FFE] THE I TWDHA VA F—/L X A7 B5ET LT
52 EaMERE LT ES W,
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| 27vFSAv 102 —D 1 ZDER
FISATURERET oDy Py T 1—74 T4 DT [

(o J— - O —
TFISATOREERTET HEHOHDEY 7y T 1—T«
)T 4 DET

Cisco EPNM 7 77 A4 7 > AOFIMIERBARFZ, €y T v 7 2—7 4 U T 0 ZFETLT
CiscoEPNM 7 77 A TV A BB ETH L HICRDOOLNET, setup a2~ REEHL T2—

TAVT 4 ZFITTDHENC. ROFXY hT—F a7 4FXal—yay 7al 7 Mokl T
ERREENTWD Z L 2R L E T,

R M4

«IP7 KL A

A e

=t U=A

« RAA Y

o« X—2 P—N

cFv hNI—27 ZA L7 bkhai (NTP) h— (F7va)
« =—H ID (User ID)

s [/XAT— R (Password) ]

Wiz, setup 2~ RO IHEZR L E9,

R T R T R

Please type 'setup' to configure the appliance
Ak hkhkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhhkhrhhhkhkhkhkkkix
localhost login: setup

Press 'Ctrl-C' to abort setup

Enter hostname[]: epnm-33-aws-100

Enter IP address[10.126.168.100]:

Enter IP default netmask[]: 255.255.255.0
Enter IP default gateway[]: 10.126.168.1
Enter default DNS domain([]: cisco.com
Enter primary nameserver[]: 72.163.128.140

Add/Edit another nameserver? Y/N : n

Enter primary NTP server[time.nist.gov]: 10.81.254.202
Add/Edit secondary NTP server? Y/N : n

Enter system timezone[UTC]: Asia/Calcutta

Current system clock time : 2018-11-27 07:59:14 IST
Change system clock time? Y/N : n

Enter username[admin] :

Enter password:

Enter password again:

R R R R R R e

* High Availability (HA) Role Selection *

KAk khkhkhkhkhkhkhkkhkhhkhhkhkhhkhkhkhkhkhkhhkhhkhhkhkhkhkhhkhrhkhkhkhkhkhkhkhkhkkhkhhkkx

HA refers to a system that is continuously operating during failure.
To configure HA, go to the primary server's user interface.

Choose Administration > High Availability > HA Configuration.

For more information, click the context-sensitive online help.

Will this server be used as a Secondary for HA? (yes/no) : no

Cisco Evolved Programmable Network Manager 6.1 <> K1) 27 LV RAHA K .



ARVEIAL 4108 —T 14 ROFER |
B s 7orxzgevat00ty b7y T a—F4UF 1 0EH

R R R R I I b I I b b I h b b b b h b b b b b b b b b b b b b b h dh i

* Web Interface Root Password Selection *
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkdhhhkhkhkhkhkdhhkhkhkhkhkhkkhhhhhkkhhkhhkkxk

Expected :

* Cisco EPNM Setup *
ER R R Rk b I I b dh b b b b b b b h b b b bk E b b b b b b b b b b b b b b i

Enter """ to return to previous question.

R R E R I I b I b b I h b b b E E b b b b b b b b b b b b dh b dh i

* Advanced Security Selection *
R E R I b I b I I b b h h b b b E h b b b b b b b b b b b b b dh E dh b

Do you want to allow access to root shell? (yes/no) :yes

R E R I I kb h I b b h E b b dh E b b b b b b b b b b b b b 3 b h dh b i i

* Web Interface Root Password Selection *
R R R I I kb I I b b h b b b E h b b b b b b b b b b b h b b b i
Enter Web Interface - root password:

Enter Web Interface - root password again:

R R R IRk I I I dE E b b b b b b b b b b b b 2k E b b b b b b b b b b h b b i

*  Summary *
R R Rk kI I b h b b b b b b b b b b b b b E h b b b b b b b b h kb 3

Server will not be a Secondary

Root shell will be enabled.

Web Interface - root password is set.

Apply these settings? (y/n)y

Settings Applied.

VERERE AT DL, AEIMIC CiscoEPNM 7 774 7 U AN 7 — k&, ko s A
yFu T MIRFERINET,

machine name login:

machine_name |ZiE setup 2~ > REFAT L2 L ZITHRE LIZA A MRS NET,
ZOBITIE, WOT R T ERERRENET,

NCS login:

nyANE, By T v IR ATHER LEEEHRE—F 7 b (BXURNST S
NRAT—R) ZEHLET, 72, CiscoEPNM CLLIZHKANIZR 74 35L& (I2H, 20D

Admin 7D N EEHTLZMERH Y £, CLIIKERE L LTT 78R LKL, 2>
T4 ¥ a2l —v3arET—RKTusername 2~ R&EIT LT, CLI~®SSH 7 7 & A A[HE7R
22— (Admin HEBR & 721X Operator HEBR % FF2) ZBMTE £,

\}

GE) Wty vT7 7 U= FRICERE N Admin 2 —F =T B 7 > b EXfIGT D3R
J— R (CLI 2—%—=7H 7> k) 1%, CLI ZfifH LT CiscoEPNM 7 7'V r—y 3 v %
BHT LI TEET, CLI=2—¥—{ZiX, CiscoEPNM 77V Fr—v g V7 k
7 =7 OBt E1E1E, CiscoEPNM T 7Y r—> g 05 —2Oy 77 v 7 &%, Cisco
EPNMT7 U r—a V7 72T ~DY T b7y F L7 v 77— RO,
TRTCDVATLET TV r—arnaZDFRmR, CiscoEPNMT 7747 ADY a—
REIF Y Yy VT EITHOHERRSH Y £9, CLIO=Z—Y 7 LT o vy L EffET
HI21E, CLI~O7 7 AR RO — W 2 HIRIIZIERR L £ 7,
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| 27vFSAv 102 —D 1 ZDER
FISATURERET oDy Py T 1—74 T4 DT [

\)

() CiscoEPNM Web A > ¥ —7 = A A b a—F—%{ElkT 5 &, D2 —H —[X Cisco
EPNMCLIIZHEIZn 74 > TE A, CLINDT 7 & AEEZ RIS S LCa—
PEAERT H2MERHY £, ZOX > ra—W—%ElkT5121%, By b7 v 7HRC
ERE L7 Admin 7 77> RZ2HEHA LT CLIWCa 7 A Lz, a7 4Fal—v g
F— F&ZBHIB L, username 2~ REFEITTHHLENDH Y £9°,
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ARVEIAL 4108 —T 14 ROFER |
B ciscoernmcu~n7 o2

Cisco EPNMCLI~D 7o X

CiscoEPNM CLIIZ 2 7' A 3 A R[Z,  [CiscoEPNMCLIIZT 7 & AT 5R1C (14 2—30) |
ICFEH SN TV D EBVIZ, "RV T ORBELEHRET T EANETLTND I L &AL
TLIEEW,

Cisco EPNM —_—|Zr 71 L, CLLIZT 7 & AT 5HI21E, SSHEF 2T o7 7347
VhFEREF YA R = EHEHLET, vl E RO DB EITTEET,

« Windows 7. 8. BILN10 #3FITL T\ 5 PC,
* Linux #3297 LT\ 5% PC,
* Mac OS X 10.4 LIED Apple = > B2 — 4,

« VT100 £ 721 ANSI EHEDHEART /34 A, VT100 & A 7 DT /34 2L L VANSI 7734 A
Tk, A=Y flflx— b — Y ABEIF—2HTEET, F—1x. EXAL. EX
Fl, TRHI, ARHI. Delete, 35 U'Backspace 235 £41E 9, CLIIK, I — YVl —
OERZBRH L, BEIMICKE R T A AFEFERLET,

CLLZ#& T3 5I121%, EXECE— RTexit a~ o FEEALET, BIE, WTFhroar 7 g

Fal—valET—RIRoTWT, CLIZEKTT 212, end¥oiiexit a~2 RE AT
BHh, Ctrl+z ¥ —% LU TEXEC E— RIZRE-> TS, exit 2~ RE A LET,

X217 ILICK S CLI DR
A\

6=

Cisco EPNM CLI B85l 7 7 2 A4 512i%. SSHV2 2V R— T 5SSHZ 94T + &
FHLET,

WOHFITIL, Windows XP ZH L T, PCHEF a7 =/ (SSH) 7747+ (g
WAN ~O#fE) Ta /A 355 EERLET, ZOFTIE, By N Ty Ta—FT 00T ¢
ZHEH LT, Admin (FHE) 22— —2ZIF ANDELIICEPNM ZH 60 LOREL TE
D, /- Admin &t LCrrAT52 L&ERifEELET,

ATYT1 HFEEDSSHZ 747 b LTCSSHY vy v a v 2Bt L £,
SSH Y 4 RuBRERENET,

ATv 72 Enter F—F2ITRAR—ZAN—ZMLCTHEFRELET,
[VE— FARA M ~DEE (Connect to Remote Host) | 7« > KU NFERENET,

ATYT3 KRN, a—P4 R— &, BIORGRESFRXE AN LET,
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| 27vFSAv 102 —D 1 ZDER
n—nnpezEmLEcu B |

ZOFITIE, RA MAIZ nes, —F 4| x_admln R—r’ERFIC2% AL, BiEHFXELT, Fey”
Ay JA RN [/SAT— K (Password) ] 28R L FE9,

ATy 74 [ (Connect) 1 %72 YU v 7350 Enter ¥—%MLET,
[/¥A2T— KD AJ) (Enter Password) ] 7 1 > RUNRFRINET,
RT9TS EYTONEHEE AT RRE AN LET,
[SSH: 71 7 7 A /LDEN (SSH with the Add Profile) | 7V 4 > RUNFEREINET,

RT9T6 (AT7var) TXANRy 7RI T 7 ANV EANTIL, [0 7 74 0~D5EN (Add to Profile) ]
7 Vw7 LET,

ATy F1 [7Ta77A0BM (AddProfile) |V 4> RUTI[EALS (Close) 127V v LET,
CiscoEPNM o~ > R a7 "I FERENFET, TN T, CiscoEPNMCLI 2~ REZ AT TE F1,

O—#JLPC Z{EA L = CLI D4

(ﬁﬁummﬁﬁﬁfm(mmmmM%m~ﬁw_mﬁﬁéz%#%éﬁéﬁ\xw%fA
=T EHH LT, PC% CiscoEPNMT 77 A 7 AD AL V —)LiR— MIEERHE TX 97,
YUT A= axrs B (R—1) &, ar Y —/R— MK E#ERT 5 2 & T, CLI
MHEDOBR—HNT 7 RAEZARBIZLET, WAL, F—IF Vv zIalb—vary V7 U=
7 E 7713 ASCI Hi K &2 4T+ % PC T, =2V —/L R— | (EIA/TIA-232 FEFIH) THE
DI, XIVET b Fr—TNVDHTT,

H—=3IF N E2Ial—vary V7 NyxT52FITTDHPCEhRaL Y —)VR— MIEERHRT HIZ
1Z. DB-9 A 2% _DB-9 A 2BID X )LEF A r—TNVEFHLET,

ASCIL i R & =12 V) — )L IR— MICHEEET 51213, F 573 DB-9 A A T% 9 — 578 DB-25 A D
A RL—bk 7 —7)L & DB-25 X A/ DB25 A RA~DOEWT X 72 AL £,

ALYV R= RDT T F VR RT AT 9600 R—, 8T —H B b, NUT 4721,
1Ay 7 EYy b, BEUON—FTx=7 7u—§#R LT,

\}

GE)  #EOMTMN Cisco Switch DYy, AA v F AR— k% duplex auto, speed auto (7 7 +
/l/ l\> cvg&fﬁ_’ L/iﬁ—o

AT Y F1 CiscoEPNM D2 Y —)LiR— k& PC D COM R— R & XJVET L7 —T VTR L7,

RTw T2 CiscoEPNM EifET 2 L ICMAT I 2 L—F AR ELE T, MAT I 2 L—FOBERETIX, 9600 R —,
T—HEy h8, NUT oL, Ay Ty NI OREEFEMLET, 7 —#llIZeLICLET,

AT T3 ¥—IF NV ZIab—FREEILZS, Enter F—Z2LET,

ATy T4 2y =T, 2—HFHZEEASLTHhE, Enter F—%LET,
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B -—rurczmEmLEcuoB

ATFYTE RRTU—RFEZASHLTHH, Enter F—%FML £,
CLI 2SEE#E) L7= 5, Cisco EPNM Z % ET 572D CLI 2~< > RE A TEET,
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| 27vFSAv 102 —D 1 ZDER

avvkE—rizont |

v K E—FIZDOWT

EXEC €E—

ZDOIETIX, CiscoEPNM O~ RE— RIZOWTHFELLSIBHL FET,

Cisco EPNM Tt v ¥ a v 26T 284, admin 721X EXEC E— R TR LET, 20
EXECE— R b, a7 4F¥al—gy T— RE2HIETEXES, show =z~ R D
EXECa~> R (VA A bhavwrR) OIFEAEE, BIfEOa Ly 7 4 Xal—v a3y AT —
HA&EFRLET, admin VT EXECE— RO 77 ME, T34 A4 F2EHRA AT
MRS, ZORICT Yy —T5s #) ™MYEEd, exiE kosBH TT,

ncs/admin# (Admin or EXEC mode)

Ta s e T, EXECE— RFRF/AIZar 7 4 X2l —ya T —RIoTWAZ &%
WICHER CTEET,

« EXEC £— K TCli&, NCS — DK A " &2 —PFZDOHKIZ, Uy —TF #) N
F7,

wIZHl R L ET,

ncs/admin#

e T 4 FX¥al— g E—RTIE, leonfigl LWVIF—T—RL¥—T5E #)
23 Cisco EPNM #—/R—D R A f 4 & a—HF—HDRICKRENET,

wIZHl R L ET,

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # (configuration mode)

UNIX ZfEVENL TV A EE1E, EXECE— R&Zrot 7 7 vt AD X HICEZXDL I ENTEE

$, F£7-. Windows NT OEFE L -1, NetWare DA— X— AP L% LEZDHZ L
TXFET, ZOF—FTIE, 27 4FXa2lb—Yary avy ROFETFEEH. Cisco EPNM

Y= N—=NOFTXTUKT LT 7 EARFHFAIINET, 2L, ary 74 Fal—varav
v RIZE#ATTEEH A, CiscoEPNM H—_R—DEEDa 7 4 X al—a VEEET
5 HIZ, configure ¥ 721 configureterminal (conft) =~> K&Z AL T, 27 4 F=2lb—
Tary E—RIZAABMENHLY ET, Z0a~vy N, EXECE— REIFTTANLTLEX
AR

I &R L ET,

ncs/admin# conf t
Enter configuration commands, one per line. End with CNTL-Z.
ncs (config) # (configuration mode)
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ARVEIAL 4108 —T 14 ROFER |
B - xar—avz—r

a7 4 Fal—a s E— NOIEFEEOY 72— KRB, TR ENICEAED a7 bk
NHVFET, ZNOLOHTE— RITADITIE, i?“conflguretermmal avw FEALT,
a7 4K 2l—Yar T—RIIADZRERHY 9,

a7 4 Fal—valrET—REKTTHI20F, enda~vw > K, exit =z~ K, £721X Ctrl+z
av  REANLET, EXECE— FEKTIT DL, exita~> FEAJLET, 27+
Fal—varET—RNEEXECE— ROWMAFZKTTHIZIE, RO—@EDa~vwr RE AL
F7,

ncs/admin (config) # exit
ncs/admin# exit

EXEC E— KD a~vy RO—E&2FrT5100%, &EHEF (20 2ADLET,

ncs/admin# ?

4 Fal—varvE—F
MFEOa 7 4Fab—2a NIEREZMADHITIE, ar74Falb—va - RFEHL
FT, a7 4 X2 b—varEREFETLE, INbOavr RE RKOWThhDa~r R
BFAT LIS AIZBRY | Cisco EPNM —N—O W EEB% LT O EEHHTT,
* copy running-config startup-config

e write memory

a7 4 Fal—aryET— Reftd 512i%,. EXEC T— ]\Tconﬁgureiticonﬁgure
terminal (conft) =~ RZETLET, a7 4 FXal— g F— FOREBICHIEES.
Cisco EPNM [, :1’\7/]\72:1/74’3%11/“—“/3/f—‘l"\?/f\kbfﬂfibi‘?‘o

RICH 2R L ET,

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL-Z.
ncs/admin (config) # (configuration mode)

DL D, CiscoEPNM a2V 7 4 Fal—3y g VIlEHEa~ Ly REANTEET, 20
T—RDa~vr FO—EE2FRT D10, &M% (2) Z2AHLET,

ncs/admin (config) # ?

a7 4 X2 lb—ya B —RIEEED a7 4 X al—Ya B TE—RRH Y £,
KV TE—RICADE, TRV MNEBO I BIEW LNV TERIETCEE T, exita~> K&
AT A & Cisco EPNM (T2 —HF—%FiO LR LET, 9 —Fexita~r READ
4% &, Cisco EPNM (3= —H%#—% EXEC L~JLZRE L ET,

\}

GE) a7 4 K2l — a3 F—RTCE, endEiTexita~y REASTT DY IZCtrl+z
F—ESZ M TEET,
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avzexar—vavyIie—+F |}

4 Xalb—ar Y ITE—F

a7 4 Fal—ra P TE-RTIE, FFEODa L 74 F a2l —r g ilonTtoavr R
EANNTEET, RIHlERLET,

ncs/admin# config t
ncs/admin (config) # interface GigabitEthernet 0
ncs/admin (config-GigabitEthernet) #

ZDEFE—RKDavwry Ro—Ex2F T 5HI12iF, &EEF (20 2 AL LET,

ncs/admin (config-GigabitEthernet)# ?

IoOFTurT RERTLTCaryr 74 Fal—aryrFuary7 MNIREAICIE., exita~vy RE7-
iTend o~ REHFEHLET,

WDFIZ, interface GigabitEthernet0 D2 7 4 ¥ o L —v a ¥y 7 E—RKpa~vy Nx—&
For LET, Zoftlc, kron, repository, 3 LU password policy D% 22~ NiZEA D=2
T4 FXalb—varyFTE—RbHYET,

% 5:Interface GigabitEthernet0 1> 7 4 X2 L— 3V HIJE—FOaAY Y R4+ T3>

oAb

AVH =T 2 A ADFEDT-DD 2~ K
ncs/admin (config) # interface GigabitEthernet]

0 AN LET, ZoOFITIL, interface
ncs/admin (config-GigabitEthernet) # ? GigabitEthernet o< REHEHALET,
Configure ethernet interface:
do EXEC command wica<wr RN o4 ’Ajj‘g"ézgfpj?)é =
end Exit from configure mode
exit Exit from this submode s ]\%%T—Té j: 7<Ej\jjbjf'§‘
ip Configure IP features BIcix, EHFTREZ: mterfaceGlgabltEthernet
ipvé Configure IPv6 features ay T4 Xl — g \/_H.7;E__ Ko< K
no Negate a command or set its .

defaults Zas LTWET,
shutdown Shutdown the interface

virtual-ip Configure virtual IP features|
ncs/admin (config-GigabitEthernet) #

/admin (config-GigabitEth V4 ip 2 AH =T 2 A ADREDHOD AT N
ncs/admin (config-GigabitEthernet ip 2
access—-group Specify access control for] ]\jjl/EE7ro \_0)ﬁﬂ7f . p :3<?¢/]\%Eﬁﬁﬁﬁ

packets LZE9,
address Configure IP address
ncs/admin (config-GigabitEthernet) # ip /j{ Wa<y R I N ATITAVLENS L

<V REERTHIZIE, 2EANLET, 20
BIClx, HMERIpay 7 X2l —T3
VW TE—Ravw s RERLTWET,

Cisco Evolved Programmable Network Manager 6.1 <> K1) 27 LV RAHA K .



ARVEIAL 4108 —T 14 ROFER |
B - xar—vavyoe—r

aAT b
Jadmin (contig-Cigabitthernet) & 1 AVE =T 2 A ADFREDTDD A~ R
ncs/aamin (conrig-Gigabil erne 1 . N
address ? e P ANLET, ZOHITHE, ipaddress=z~ 2 R
<A.B.C.D> IPv4 address ZEHLET,

ncs/admin (config-GigabitEthernet) ip address
RIZAS L R T NANTHMERDD =
~ Y FaFoRT 51203, 2 AN LET, 20
BITIX, IPvd T RLAZ AT LHENRDH D
e

WAT <er> 1XFE RSNV, BINOF|$%
ANLTCavwr REERIEI2LERH D F

ﬁ‘o
ncs/admin (config-GigabitEthernet) # i 4%)%—;«63’\'%]7% Fif:fi%li&é’]\j} Li—gﬂo
S reas 179.16.0.1 3 P ZOFTIE, IPT RLRE LT 1721601 %
<A.B.C.D> Network mask fEAH L TWET,
ncs/admin (config-GigabitEthernet) # ip
address 172.16.0.1 WIiZa<y KR IA4 NIANTAVLERSH A

<Y RERRTHITIE, ?2EANLET, 2D
BITIX, *v hU—0 w27 B ANJ1T BHNE
BNHY EJ,

WAT <er> 1XFE RIS NNV, BINOF|$%
ANLTCavwr REERIEILERHD F

ﬁ‘o
e (onfi0-GioabitEthernt) § i Xy NI—7 = A7 % ANJTLET, ZOHIT
ncs/admin (config-Gigabi erne ip R
address 172.16.0.1 255.255.255.224 2 X, IP 7 RLA & LT 255.255.255.224 Z A
<cr> Carriage Return LCuWET,
ncs/admin (config-GigabitEthernet) # ip
address 172.16.0.1 255.255.255.224 ? WIZa<y K A4 AN TANENRS S o

v RERRTHITIE, ?EANLET, Z0O
B Ci%. Enter F—&WLE9,

WAT <er> NFEREND -8, Enter F— %
LCa~vy REERITEET,
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cuavy rommsE i

CLla<w > FOFERAZE

ZDIETIX, CiscoEPNM Do~ KEE— FOFEHAFECOWTIHHLET,

AN TDRK
Sl () LRAIF—2FEHLT, a~r FATTO~LVTZRAL £,
cfEAfER o~ RO—EE2FRRTHITIE, RO L HITEBE (2) 2 A LET,

ncs/admin$ ?

e AL RESERESEDHITIE, BEAOXFEEZ W OmAN L, #iF C&rM% () AL
F9 (AX—=27L) .

ncs/admin# s?

c AR FOF—U— FBIUOGIBEZFIRT HI21E, e 7 RRFRSNLEZIC, £
Ta~ 2 RO & UK TAN—R 2 AN LRI, BERIfF (2) A LET,

ncs/admin# show ?

Cisco EPNM (21, HHAARERF—U—FEB X 08 |[E D) X s EfHELFHHANEREINE
‘é‘o

)

GE)  a<wr RO~VTO<er>itmi I8dT) 2R LTHET,
ZNE, Return £721XEnter ¥ —%2 M9 L ABERLET,
g~ R~V T ORED <er> 1%, Enter F—%Z#LTa~
VRESZEREIEDLS S arnbbHI E, B <er> it E
WZHEATT 25U XA NADOBIEB LOF—U — RZA 7> a2 T
HHZLEERLET, <coil BT OHEIE. HHRERS
BELITF— T — RBMITFEE T, Enter ¥—%fiLT=
vV FEERSEIMENRHD T EERLET,

LN ADN LTza~r REBEERATHIE, ERAXF—ZHLET, IHIZELDavy
KA&FRTHIZIE, flF CERMSF—2 ML £9,

AT FDno KB KU default 2K D {E A

—H O EXEC 2~ REFITary 74 Fal—iay avwy NiAdnBRRH Y £94, —fi%
WZiE, noFBERNEHEH L THREZ T 4 E—T ML ET, T4 —T M ST EEE FHE A
F—=T M2, TIFHNV K TT 4 B—=T 72> T DHEREZ A *—T M LT T 51
X, no X —U—RK&ftFFica~vr FeaHLET, PT RLRAE2T 4 2—7MCT 512X
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ARVEIAL 4108 —T 14 ROFER |

noipaddress=~ > FZfEH L, ZDIPT FLAZHUNA X—7/MZT 5L ipaddress =+
YREMEHLET,

a7 4FXal—ary avwy R, a~vy RREEZT 7 4V MEIZET =90 default &
XKbLHVET, FEAEOI U RET 7H4NVIRT 4 B—TNATHDIT-D, DX HRGE
WZdefaut IBRXE AT DL, a~vr FonBRXEHH LZGE LR CHERICZRD $5, 7272
L. 774/ FTARXR—=TWMIZEHEINTNT, REBDDOEENPFFEDT 7 4 /v MEIZRE S
nNThwsa<r Fydbo 4, ok i REAICddault B o~ FEFEHATHE, o<
Y RBA F—=T NI | BT 7 4V MEICEREShE T,

a7 4Falb—varyavy ROEEREXLE,. noBXWddault TE:D a2~ FiZ>WnT
X, a7 4 Fal—vagravr R (93=2) 2B LTLIEEN,

aAvY R4 UDREE

ZIE. 2O =a T VOERNCREREARN R 3w o R T A v ORGLEIER L OB EF#RD
BENLET

AV RS UiREF—DREE

Cisco EPNM (Z1%, AJJL7ATAMRET D0 DF—R— Ry a— by hB3BEHAESH
TWET,
27
BEOa~<y RE&TT 5L, Tab F—%LET,
Tab ¥ — %M L7=5%4A -
ATORIIZ, A7V a yOEMEOT X THA—RFRINET,

c AV RO—HEANT DL, TNODOXFTHEDL AT Y a Y ORI OT~TH 5K
FRINET,

MHAREZ AT L a COBEMN 1O OBEIE. T4 T Y a VN HEINICED A ER
i ‘j—o
Ctrl+c
=l U AT I, Ciri+ec A LET, ZOXF— o —F U RAEWL T, Fra~vy
REFIEL, gIOT— RIZEY £9°,
Ctrl+z
a7 4 Fal—varyEF—REKRTL, IO 7 4 Fal—ary T— RNIIELITIEL
Ctrl+z 2 L ¥ 9,
?

ERCTE2a~ Fe ) A MNTH120F, e N CEE/ () 2AHLET,
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m iVl N R

avvrssyavTy—rik [

> avJ)— Ee

a4 rary7 ) — MERERFE T 5 &, Cisco EPNM CLI O EM N M ELE94, &
IR F— AT EATHIMEN 2720, a~<r ROBXEZENVHERL Thba~r RBRASTE
F7,

7= & Z1Z. show running-config =~ > RDLHA :

ncs/admin# show running-config

WROBIEZFATTEET,

ncs/admin# sh run
Cisco EPNM [, =~ R shrun % show running-config |2k L £,

Ho 1 OO a—kHy MEsh DASHIZ Tab F—%4 L E£9, Cisco EPNM CLI 23, 7%V ©
a< R (ZoEEILshow) ZASLET,

CiscoNCS CLI %, a2~ REFBEHETERWEE, a~r R4 V2K E2 /IR L TEARL,
a~ Y REENT CE ol fEIZ T Ly bt () ZFALET,

RITH 2R L ET,

ncs/admin# show unning-configuration

A

% Invalid input detected at '’ marker.

by Nids () i(MmHWM#m&T%&#otZV/%74/®W@@X%%hbi

T, HlE, AU RESERIELICOICEIEZ BT 5 LENH LD, Fiolda~v s R
DAJUZREAD R DHZ ExBEWRLET, Z0HA. lmuming] 2~2 Kb v B3REL
TWET, =I7—2BIET DT, a~vr REHFANLET,

BOADa~vy K I74 0 a7 — MERTIE, a~vy ROEHOHXTFEZAN L, £h
MHTab F—%#MLET, 1 DOa~w FEGETSH L, CiscoEPNMCLI ZZ D=2~ K&
TERESEET, e xiE shE AN L TTabF—%H4 & CiscoEPNM (%, sh (Tt T show
Z5ESHE T, Cisco EPNM 282~ RZER TEXRWEAIE, S HICECTEBML T,
P Tab ¥ — 20 L £,

-More-- 7O 7 FTOHIDHT

CLI #HT 25510, HMAODRBEOERRAERABI L Z NI BV ET, Z<D2R
show =~ RO 7 ECHEiEO Fita B2 CHANE S HAE. HANHRE L, i ok
% ODITIZ --More-- 7' 7 " RFRRESNET, HANEZHHT2I121L, Return ¥—Z2 L T 1
fTAZ O—)L B 50, AR=ZRN—%MLTKRD 1 By O 2R LET,

Je

Erb HEEOHARFEEINTY -More- 712 7 "R RINAWESIZ. EXEC 2w

Kterminal length 2 L THIEEOELZ /NS LTATLEZEN, ESofEExEr (0)
WICHRET D E, a~r ROHITFKLER A,
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B xorz

RDExE

Z XUC Cisco EPNM CLI O FARH) 7of F T IEIZ DWW T OFBHIE&KHp Y T, CLIZfEH L T
Cisco EPNM % ZERRIZFRTE L TL 72 &0,

ROFH MR L TS IZEN,
AV ROANSHRE LT, 8T (2 LRAIF—ZMATE 4,

s Ka<w RE—RE, —EDa<vr Rty MHIBBSTWET, a~<v> RO ADIZH
RS 5551, Ve 7 MR L, R () 2 AL TERRERa~ KDY
A M EFRRLET,

cBEREZ BEZNICT DI, a7 FORNZ no ¥ — Y — F&ALET, 72& 213, noip
address® L HIZ AT LET,

AT A X2 b= a VOEFNEEZRIFLT, VAT LD a— ROEEBERICEFNE
DRDONIZNEIICTEZMERH Y 7,
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CiscoEPNM O< > )7L 2R

Z OfFHERIZIE, T TDH A 7 ® Cisco Evolved Programmable Network Manager (EPNM) ER5%
ERIGUC, T4 A7 REOBEHICHNERFERAGTH SN TET, F72, Cisco EPNM (2
Da<wy FO—ENT VT 7y MEIZEH#H I TWET, Cisco EPNM IZiE, IROE— KN

HYET,
* EXEC
« VAT ALY

» &7~ (Show)

« 227 4 X2 L—3 73 (Configuration)
ceay 7 4 FXal—varyHTE—FR
AT 4F¥alb—aryET—RIT7 7 BATLHITIE EXECE— R TUY AT AL~k
® config % 721% configure =~ > K& H L £,

ZOMERTIE, avr FZEIT, 20N OMBERHEI, 2~y MEX, a~x ROT 7+
NV, avry FE=F EHLEOTA FIA2 B DU LEOHIZRLET,

N

GE)  axr FEEAL T =2 ELEEAIE, débuga~r FEHEML T, =7 —DJFRH
ZRFEL TS EEN,

«EXEC 22w K (29 <—3)
eshow 2~ F (104 _X—)
e 7 4 Fal—gryavw R (137—)

EXECa< >k

TITIE, FEXEC a2~ FE YA RNLET, Fa~vy NX—=TIZiE, FOEHFIEOME
R, I~ REX, a~r ROF 740 b, avr RE—F, LA FI00 B
fRa~wr FEEETSa~ FOBRH Y £9,
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. application install

application install

TIVr—=vary N RV T A NEeA A M—/T 5121, EXEC £— T application
install 2~ > FEEALET, ZDa<vr FoNoERILHY XA,

application install bundle-name remote-repository

EXDERH bundle-name FFY r—a v Sy BT A DAL
e K 255 U7 DI

remote-repository WEFHOYE— R EY M) OLHL KK
255 LT OFHT,

ATVRFEI4FIR T 7N NOEEREITH Y A,

avYRE—F EXEC
MEav R BEL]
application start TV r—va rEEEE A R — T
l/\i—;_‘o
show application VAT IIA VA R ENTNWDET T Y r—
vary R —vOT T r—va ERE
FoRLET,

application remove

TV —varET A A R—/LT 5HIZIE, EXEC E— RC application remove 2~ > R
EHEALET, Z0oa~vr RO NoERITH Y 84,

application remove bundle-name remote-repository

B DR

un
&=

bundle-name HIRd AT 7Y r—a RN KL T 740
DA, K 255 LFEDHEIF,

remote-repository REFHDOVET—KIUKRY MY OLHTL, &K
255 LF DB,

ATV R FI4ILL T 7 AN NOBERHEIZH Y £H A,

aAvURE—F EXEC

EELEOHA RSy 77V r—varvaT7 A A=V LET,
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application start .

epnm-ha-imeir-prim/admin# application remove NCS
Continue with application removal? [y/n]

EEav R BLL]
application start VAR IV L Il o e S A
Lij‘o
show application VAT IIA A =L ENTNWET Y r—
var Ny b=V oT TV r—va UERE
TR LET,

application start

TV =y arrukt AEBMT HI2IE. EXEC £— KT application start =~ > R & ]
LET, Z0a<> RONOERITHY FHA,

application start application-name

‘X0

Elu“:l

A application-name HMNCT DEREHT 7V r—r a4 (255
FLL T OHRET)

ATV RTFI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC

EELOAA RS54y 77V r—varvi g x—T Mo LET,

Zoawy REFEHLT, CiscoEPNM 77U r—ya U ZREFTHIEIITEEFRA, 20
avw REFEALTCT 7Y r—a v ai#75 L, Cisco EPNM B33 CIZEEIL TW\WA Z &
PRENET,

epnm-system-168/admin# application start NCS

Starting EPNM...

This may take a while (10 minutes or more) ...

EPNM started successfully.

Redirecting to /bin/systemctl restart rsyslog.service
Completed in 1029 seconds

EEa< U FR avv kR BLL]
application stop TV =y a v EEILERIET =T
WZLET,
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CiscoEPNM 37> KUY J77 LR |

avy kR

B

show application

VAT IHIA VA R=ILERTWBT Y r—
ar RNy hr—0T7 PV r— g NERE
FoRLET,

application stop

Zut A& 521k, EXECE— R Capplicationstop 2~ > REFHLES, Zoa~vy

RO No B ITH D £H A,

application stop application-name

BXDEREA

AU R TIHIbE

ATV R E—F

FEREDAHA RS2

application-name

TAB—=TNIT D, FRNCERSINT
Vr—a D4, K255 CF0 5T,

77 AV OEIERIEL D D EE A

EXEC

TV = a v ET 4 =TI LET,

EPNM-system-117/admin# application stop NCS

EPNM-system/admin# application stop NCS
Stopping EPNM...

This may take a few minutes...
EPNM successfully shutdown.
Stopping SAM daemon...

Checking for SAM daemon again ...
SAM Daemon not found...

Stopping DA daemon ...

Checking for DA daemon again ...
DA Daemon not found...

Completed shutdown of all services

BEav> K

i

application start

TSV = a rEREBE IR =TI
L/i‘a‘o

show application

VAT IIA VA= EINTWDET T r—
var Nohr—o7T 7Y r— g UERE
FRLET,

application upgrade

TV r—va Ny NVET v 7 L— R4 5I121E, EXEC E— KT application upgrade =
~ U REFEALET, 2oa~vr FONoERIETH Y A,
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backup .
application upgrade bundle-name remote-repository
XA bundle-name TS =gy Ny KL T 7 A VDL EL
R 255 SCF-DHHT
remote-repository FEFELDOY E— N URY N OLHT, TR
255 JLFDHRHF
ARV RFIALL T 7AN POIEREITH Y EHA,
OV R E—F EXEC
BEa<>F s BA
application start TV r—va v EREEIEIA R —T T
Lij—o
show application VAT IIA VAR ENTNWDET Y r—
ary Ry lr—VoT 7)) r—a UERE
HKRLET,

backup

FISATUORADINY YTy T : Xy 7 7 (CiscoEPNM & Cisco ADE OS 57— % % & ip)
EEITLC, ZONy I T w7 HVARY R VIBRFT H121E, EXEC E— KT backup =2~ >
RaEERLET,

FIVr—320MiNy YTy : CiscoADEOS 5 — & D72\ CiscoEPNM 7 7V r—3/ g9 o
DID/Ny 7T v 7 HFELTT HI2iE, application F¥—U — Ra~> REFEHLET,

FISAFTURANY YTy TAOATUER
backup backup-name repository repository-name

FIVr—3 0 R\ o7y TRHOaATUR

backup backup-name repository repository-name application application-name

BX DA

backup-name Ry I T T 77 A NDLEL 26TFETD
BT ERRET D AR LET,

repository-name T ANDIN YT T o T & IR BT D4,
FeK 80 SCFEDOTHT,

application-name TFY = a s, BOR255 UF DR

GE) TV —a kR LTTAS
Li‘a‘o
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B ciscorrnma<o ryorLz

R

aARETI7AHILE

AR E—F

EREDAARZA

77 4V FOBERLEIZH D EE A,

EXEC

CiscoEPNM B X W Cisco ADEOS T — X DN I T v T HFEIT LT, TN I T v T xR
VIR ELET,

Cisco ADE OS 5 —# D72 Cisco EPNM 7 7Y r— 3 VDB DN I T v T2 EITT 5T
I%. application =~ R&MHLET,

TFITSATUR NI T TDH
epnm-system/admin# backup Appliancebkp repository test

DO NOT press “C while the backup is in progress
Aborting backup with a “C may terminate the backup operation or the backup file may be
corrupted

To restore this backup you will have to enter this password

Password

Password Again
Backup Started at : 11/27/18 19:08:57
Stage 1 of 7: Database backup
Database size: 7.1G
-- completed at 11/27/18 19:10:20
Stage 2 of 7: Database copy
-- completed at 11/27/18 19:10:20
Stage 3 of 7: Backing up support files
-- completed at 11/27/18 19:10:24
Stage 4 of 7: Compressing Backup
-- completed at 11/27/18 19:10:46
Stage 5 of 7: Building backup file
-- completed at 11/27/18 19:11:03
Stage 6 of 7: Encrypting backup file
-- completed at 11/27/18 19:11:09
Stage 7 of 7: Transferring backup file
-- completed at 11/27/18 19:11:11

% Backup file created is:

Appliancebkp-201203-1035 VER3.10.0.0.164 BKSZ11G CPU4 MEM3G RAM11G SWAP15G SYS CK1242187374.tar.gpg

Total Backup duration is: Oh:2m:18s
epnm-system/admin#

TI)r—23av vy 7 v TOH

epnm-system/admin# backup Applicationbkp repository test application NCS

DO NOT press "C while the backup is in progress

Aborting backup with a “C may terminate the backup operation or the backup file may be
corrupted

To restore this backup you will have to enter this password

Password
Password Again
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backup-logs .

Backup Started at : 11/27/18 19:13:33
Stage 1 of 7: Database backup ...
Database size: 7.1G
-- completed at 11/27/18 19:14:17
Stage 2 of 7: Database copy ...
-- completed at 11/27/18 19:14:17
Stage 3 of 7: Backing up support files ...
-- completed at 11/27/18 19:14:19
Stage 4 of 7: Compressing Backup ...
-- completed at 11/27/18 19:14:34
Stage 5 of 7: Building backup file ...
-- completed at 11/27/18 19:14:50
Stage 6 of 7: Encrypting backup file ...
-- completed at 11/27/18 19:14:55
Stage 7 of 7: Transferring backup file ...
-- completed at 11/27/18 19:14:56
% Backup file created is:
Applicationbkp-201203-1035 VER3.10.0.0.164 BKSZ11G CPU4 MEM3G RAM11G SWAP15G APP CK1242187374.tar.gpg

Total Backup duration is: Oh:1lm:26s
epnm-system/admin#

BMEaTUR

backup-logs

avv kR EiEA

delete CiscoEPNM H— =5 7 7 A V&2 HIBR L E
j—o

repository NI T oTHREDYVR N) 72— %
AHLET,

restore BEODUVRSNIDOT7 7 ANVONEKE /Ny T
T TMBEITLLET,

show backup history VAT LDy T v TR EFR R LET,

show repository BrEDVRY SVICHAHERHTRER Ry 7 T v
T T ANERRLET,

VAT LT BNy 7T v 7 5HI2E,. EXEC £ — KT backup-logs =~ > R&H L £,
Zoavwr RonEBEREHY FH A,

backup-logs backup-name repository repository-name

BXDEREA

backup-name Ny 2T w7 TH12FIFEEDO 7 7 AL
DT, K 100 LFOHET,

repository-name Ty ANENY I T v T T HEET, K803
F-OHRHT,
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. banner

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC

FEHEDHA RSy YATLARTERNYy 7T v T LET,

EPNM-admin/admin# backup-logs log-backup repository defaultRepo

% Creating log backup with timestamped filename: log-backup-150621-1618.tar.gz
Transferring file ...
-- complete.

EPNM-system/admin#

BEavk = N B
repository Ny 2Ty TREDYRY MY $7%F— %
ADLET,
show repository FeED Y RY MU ICHDEHTRER N 7 T
7T ANERRLET,

banner
CLIicu 7 A > (a7 A R OAvE—VEFRET ST, banner ingtall pre-login =~ >
RZEEHLET,
banner install pre-login banner-text-filename repository Repository-name

X DA banner-text-filename NF—FXR DT 7 A N4,

repository-name VRY R4,

ATV RFIHINLL T 7 AN NOBESHEIZH Y EH A,

aAvURE—F EXEC

admin# banner install pre-login test.txt repository defaultRepo

BEav2F av YR BL)]
show banner pre-login (106 ~2—73") 0y A RN —EFRRTEDLLIICLET,
change-password

CLIA ¥ —T x4 A~Oul A THERT 52T — R&EH 3 5121%, change-password
avy RefHLETS,
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clock .

change-password password

BXDEREA

aAavY RFI4ILk

AR E—F

password F LAY — K (New password)

T 7 v N OEMEREIZH W TR AL
EXEC

epnm-system/admin# change-password

Changing password for user admin.

Changing password for admin.

(current) UNIX password:

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

clock
VAT ATy Y ERET DHICIE, EXECE— R Tcock 2~ RZMEHALET, ZOMEET
HIFRCEERHAN, Z7uav ity hTEET,
clock set [mmm dd hh:mm:ss yyyy]

BX DR mmm BAEDO A OL4RL, 3LTFTETOETTHELE

AR FIHILE

AU kRE—F

EREDAARZA

7, 72L& 21X, January |3 Jan EFEE L ET,

dd BUEOH (B o AZRMEIX 0~ 31 OHGH

TY, 2HTE TORMTHEL 7
hh:mm:ss BUEDREE] 24 FERIEZD | 43, B LU,
yyyy BUEDHF (R L7y .

77 4V FOBIERLEIZH Y EE A,

EXEC

VAT Ay 7 EEELET, BEREZANITHICE, 7y 7 &Yy MEIZ CiscoEPNM
Y= N—ZHEHTLLERH Y 7,

epnm-system-208/admin# clock set dec 4 12:00:00 2020

epnm-system-208/admin# show clock

Fri Dec 4 12:00:10 IST 2020
epnm-system-208/admin#
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CiscoEPNM 37> KUY J77 LR |

EEav> R

avU R ERBA
show clock VATFAY T NI 2T I ay JIZERESNT

W5 AR EFIR L ET,

configure
a7 4 X2 b—arE— RERKBT 521X, EXEC £— R Tconfigure 2~ K& L
E£9, ZOavr FTreplaced 7Y a Vil T 5L, VAT AIZVE—bF a7 4%
L—yvarpar—ash, BFOa 74 Xab—varRnhFEEShET,
configureterminal
X DA terminal a7 4Xal—ay avy REMEND
FITLET,

AR TIFILE

aAvU R E—F

FEREDHA FS14 Y

T 7 4 v N OEMEREIZH W FH AL
EXEC

ZpavwrRiE, ar74Xalb—varyE— RKelBTs7-0IEHLES, ZOF—RT
g~y REANTS (Enter 289) &, FATar 74 Fal—var 7y ~DEEAR
WIEIFENDDOTEE LTI EEN,

A7 4 F¥al—varEF— REET L TEXECE— RIZRAIZIE, end, exit & AS)3 50,
Ctr|-Z %Tqﬂ L/iﬁ‘o

a7 4 Xab—a VOETRNRERRT HIZIE, EXEC E— R T showrunning-config 2~
YREEHLES,

511

ncs/admin# configure
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #

15 2

ncs/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) #
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conr W
FEI<T R avw Uk & EA
show running-config BHEOFEITary 74 Xalb—vary 77 ()b
FhlEar 74X 2 —a VONEEER
LET,
show startup-config AR = T T a7 4 Fal—var 77y
ANERFa T4 X2 —Ta ONEL
FrRLET,
copy
TrANE AL ba Il at—35I21E, EXECE— RTcopy 2~ REMEHL
ij‘o
X DA running-config BIAEDF Tar 7 4F¥al—ay 77 AL
ERLET,
startup-config e (A& — 7 v 7)) RpIERA S22
V74 X2l —vary Ty NVERLET,
protocol 7 haj F—U—RKOA T 5 122N T
X, Fo6: abhar T 4T ADF—
J—F (41 <—v) 2ZRLTIEIN,
hostname a b —EDR R N,
location disk:/<dirpath> DIZAT,
logs VAT LADOuT Ty A,
all F_TD CiscoEPNM 12 7' 7 7 A L& v AT
ANBRIOEFTICa e —1LE T, §XTon
71X, neslogs.targz & LTy rr—U b,
UE—h AR EOEESNTET 4LV T Y
IZHRIE S ILE T,
filename H—® CiscoEPNM 2 7 7 7 A L& a3 — L,
ZDT77ANEYE—FRAMIOHLTEES
N7 4 V7 MUIZ, JTOARICHRIETE £
R
log_filename show logs =~ > RIZ & » CTHERE D Cisco

EPNM 12 7' 7 7 A VD4R (255 LFLUN)
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B ciscorrnma<o ryorLz

AU R TIHIbE

ATV R E—FR

FEREDASA RS>

mgmt Cisco EPNM & 27 /N 7'1a 77" L tomcat 1 7 %
VAT LB 3 E— L, mgmtlogs.targz &\ 9
TrANAH TN RV LIES 2T, VE—H
RANEORESNTZT 0 V7 FUICHREL
E RN

runtime CiscoEPNM 7 > % A W7y /a Vv AT
Lb = — L, runtimelogs.tar.gz &\ 9 7 7
ANGBTNR RV L) 2T, VE—RRA
FEofEESNIZT 4 L7 bV ICERE L ET

T 7 4V N OEMERMEIZSH W FH AL

EXEC

copy 2~ ROIEARMZLBERE L LT, 1 2O 6HIOSGIIZ, 77 AN (VAT LA A —
DRAVT 4 Fal—ar T rANRE) Zabt—T&Ed, HELL 77/ /LOat—it
BIXOa v —%TlE, CiscoCiscoEPNM 7 7 A L AT AMER &hE 4, AR —hShTn
Ha—HNERITVE— T ANDEHEZDT 7 AN AT LATIHRETE T, EHSHh
TV 77 AN VAT (B—HN AEY V—RFEIZVE—F VAT L) IZEH-T, v
YR CHERESNDHCRRE S NVET,

VERTRTCOat—xsat—LoEHR, BIOMEAT 22— —4 &\ 2V —REavy
RIANCANTEET, £721E, copy 2~ REAN LT, REHRND HHEEITH——
Ty T N EERIEHIENTEXET, avr RIA L OEELE L U%4 URL [EH#C
K 2048 LFFETANTEET,

CiscoEPNM Toeopy 2~ > REETTHE, a7 4F¥al—ay (FfFar7Fal—
VarvERIIAZ—NT vy arv4Xal—vay) Rar—InETd,

Cisco EPNM D7 7 7 ¢ 772 €%, HEEIIC Cisco EPNM RAM IZIRfFENE T, ANT 5T
RXRTCOary74¥alb—rarav s N, F7ar74¥ab—Ta I ENE T, Cisco
EPNM % —N—2 85 &, FfTar7sFXal—rardikbhEd, ERELEZNES
RIET2HAIE, FfTar 74 Xalb—varidry hU—7 ==l POREREGHNCa
B —9 25, CiscoEPNM H—N—DAX— KT v 7 a7 4 Fal—rart L TREFETD
VERH Y £7,

AE—N T T ar74Xalb—rva Y FEHERETCEEA, ANTEHTRTOa~v R
X, FATAU T4 Fab—va VISRESH, BTV T A Falb—Ya v ERAY— T v T
AT 4K al—valat—F AT LR TEXET,

DFE VY, CiscoEPNM r—N"—%EETH L, AFX— T v a7 ¥z b—Ta Bl
DIFTAL T4 Falb—valr bRV Ed, a7 Falb—a 288358, FT7ar
T AKX 2=y a VEEHENETRAT - N T v a7 4 Xalb—va VBRI RN
e, 200 T 4 X ab—va ANIERENRATET, BEEKENZRLOIZT 5T,
writememory 2~ R&EMAL T, Efrar 74 X2l —v a2 AX— T v arry
Fal—a NURGFETHILENDH D £9, writememory =~ > Ri, BIEDEI T2 7 ¢
Xal—rarrkFiblLEd,
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\)

CiscoEPNM 7> Ky 77 Loz [

6=

FITar7 4 X ab—rarERTFLRWVWES. KAl CiscoEPNM Y— " — % B L7z
X, ar T4 Xalb—ra VIMATEEERTXTRbRET, £/, a7 1% =2
L—a Nz XICEETATEHIC, koa~wy REFER LT, #EfT7ar 7«4
Xal—ar bR — Ty ar74Xal—arOab—5{RETEET,
copy startup-config location

copy running-config & 7 —3 3

GE)

copy I Rid, B—HAF 4 ZZ IR LTEFHHE— F&NTHY, VAED kU Ick
LT R— &R TOWEE A,

Evk

TA VT AT DL BERATISCFEPEY £7°, 72& 21X, copyrunstart (copy
running-config startup-config =~ > ROEMEHK) & AN TE £,

AR ANRERICE T THE TR, BoE»rNLZenbY ET, 2, EHLT
WATHE FaARxy NT—2Z 12k TERRD F4,

T ANEREIZIE, T LY MUICRT AT v ANV EEALET,
WETDHRREMEOH S =T —X, BEEDOFTP =7 — A v&—TUTT,

R6:7O0ralLTLIAVvIRDF—T—FK

F—7J—FK Rk
FTP FTPX vy NU—27 $—"DURL, ZDxTA Y
T ADE

ftp://location/directory
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CiscoEPNM 37> KUY J77 LR |

B ciscorrnma<o ryorLz

*F—J—F 3
sftp SFTP * v RV —2 #— 3D URL, ZDTA
YT ADT B 7 A sfip://location/directory
-(‘\‘a‘o

SFTP UARY hU TlE, IP7 KL A FE i
FQDN & SFTP A b7 LWL R A & DI //
DLBERGENH £, H—DRTF via
TIXSFTP UARY RUIZT 7 BATE RN &
Dol aix, A7 vy a2z2BMLT,
@W%%Dﬁbf<téwom.m
sftp://server//path

GE) JE&— hSFTPH— Tl 2T —
FnunEJ %f%?éb ﬁAE5£§EEﬁ§§)D:£
T (F—R—KA 2 ¥TF7 7T 47
~Pmﬁmﬁ%T%¢Liﬁ
A) o NAT— RBGEEH T
KM\U%—FI/kTﬁ%éﬂé
SSHD H— _D~v==2T LVE5R 1L
TLEE,

UE—h$—"THALTND SFTP V7
JxTIZEoTE, [F—FR—FKA1 %77
T 47 F— ) TIERL [R2AT— REGE

BT D EDRRBERGAENH Y £7,

[N2AT— FFRGE] OHMERBETT,
Bz Lipneg . UE— FSFIPH—NZab—
T&EHA, #l: OpenSSH 6.6x Tix, [F—
R—=RA BT IT 47 F—NK) 753‘?“71'11/
R CY, [RAT— RFEEE] ZH%IC
X, OpenSSHsshd config 7 7 1 /L %n’ﬁ% LT
PasswordAuthentication /X7 A — % % [yes] |
% & (PasswordAuthentication yes) L &7,

tftp TFTP % v h U —2 H—_"D URL, ZDTA
U7 ZADORE -

tftp://location/directory

511

ncs/admin# copy run start
Generating configuration...
ncs/admin#
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debug .

15 2

ncs/admin# copy running-config startup-config
Generating configuration...
ncs/admin#

13

ncs/admin# copy start run
ncs/admin#

51 4

ncs/admin# copy startup-config running-config
ncs/admin#

1515

ncs/admin# copy logs disk:/
Collecting logs...
ncs/admin#

51 6
ZDa< R, TETP 7»5 PNP IZFFHEZ oV —34 320 SN E T,

copy tftp://<EPNM Server IP Address>/server.key disk:/
copy tftp://<EPNM Server IP Address>/server.crt disk:/
copy tftp://<EPNM Server IP Address>/ncs_server certificate.crt disk:/

BEa<vy K av U R SRER
delete CiscoEPNM - —_"—m 5 7 7 A L ZHIR L %
7,
dir CiscoEPNM H—_— D7 7 A L& —EHK R
Lij—o

debug

Ay ROWRHICET 27— A X &R RT HI2IL, EXECE— R Tdebug =2~ F&
BHLET,

debug{all | application | backup-restore | cdp | config | icmp | copy | locks | logging | snmp | system |
transfer | user | utils}

X DA all FTRCOFN Y T oA F—T M LET,
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B ciscorrnma<o ryorLz

application TV —vary T4,

call : $R_RTOTFV r—2a D7y
TN A F—T M LET, 0~TDNH
TULLVERELET, 0ILEKR, 7157
RCERLET,

sinstall : 77U r—a DA A R—)b
DTNy TN %A=V LET, 0
~TOETLLVEFELET, 013E
K, 7HEHT_XCTERLET,

s operation : 7Y r—3 g VEIEDT Ry
TN A F—=T N LET, 0~T D
TLUVERELET, 0IFEKR, 71T
_TCERLET,

euninstall : 7V o —T a7 A A
M=V DTy T A F—T VI L
9, 0~TOMTLLERELET,

0VZEKR, 71FTXTERLET,

backup-restore Tr7ANENRN I T v 7BLIOETLLET,

call : N 7T v TBLIOETLT, T

DTNy TN A F—TWMZLET, 0
~TORTLNVERELET, 0IXE
K, 7TET_XTERLET,

backup : /N 7 7 v TR L OEILT, Ny
IT v TDT Ny TN A F—T NI
LET, 0~7T DM TLILERRELE
9, 0XEK, 71X+ _XCaRLET,

backup-logs : /> 7 7 v 78 L OMEIL T,
Ry 2T FalZOF Ny THhEA

F—T M LET, 0~TOMTLL%
RELET, OIFEKR, 7TIETXTERL
£7,

history : /X 7 7 v 7B X OETL T, EBIE

DTNy TN A RX—=7 M LET, 0

~TOMTL NV ZRELET, 013E
TIET_RTERLET,

restore : Ny 77 v TR IOMETL T, &
TEDOT N TN A F—=T M LET,
0~7DHTL L EHFRELET, 01FHE
K. 7T _RTERLUET,
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CiscoEPNM 7> Ky 77 Loz [

cdp Cisco Discovery Protocol 27 f ¥ = L —3/ 3
N

e all : 9~T® Cisco Discovery Protocol =
Y7 4X 2=y a DTNy SR
ARX—=TMILET, 0~TDRHTL~L
ZERELET, OIFEKR, 713X TR
LET,

« config : Cisco Discovery Protocol D =127 «
Fal—aror Ny ZHhEA x—
TMILET, 0~TOMTL L ERE
LET, 0IFEKR, 71 3T _XTE2RLE
R

« infra : Cisco Discovery Protocol D1 > 7 Z
ALTIFXDOT RNy TN A =T
JMZLET, 0~TOMTLULVERIE L
F9, 0ITEKR, 7TIETXTERLET,
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CiscoEPNM 37> KUY J77 LR |
B ciscorrnma<o ryorLz

config BRIET 7 A IV,

call : T _XTOaL 74 X2 — 3D
TNy TN A F—T M LET, 0~
TOMTL L EHELET, 0IFXEK,
7T _XTERLET,

backup : Nw 7T v a7 4 X a2l —
arDOT NNy TH T EA =TT L
79, 0~TOMTLLERELET,
0IFEKR, 73T _XTERLET,

clock: Z7uev 7 a7 4F¥a2lb— g
DTNy TN A F—T M LET, 0
~TOMTLLEFELET, 013E
K, 73T _XTERLET,

infra: 2> 7 4 X2l —>ar 77
ANTITF DTNy THNEA =T
JMZLET, 0~TOMTLULEHREL
F9, 0OIFEKR, 71 ET_XTERLET,

kion: a3~<> R A7V a—F a7 4

Xal—varOTF NNy TN F—
T LET, 0~TDFTL~LERE
LET, 0IFEKR, 71 3T_XCTERLE

75

network : > hU—2 a7 ¥z lb—
arOT Ny T EA R—T ML
F4, 0~TOMTLINEZRELET,
0FHEK, 71FTXTERLET,

repository : UARY R 207 4 ¥ a2 L —
arOT Ny TN EAFR—T ML
F, 0~TOMTLINVEZRELET,
0FHEKR, 71FTXTERLET,

service : —EF 2 a7 4 X2l —Tg
YOT Ry TN A F—T M LET,
0~7DTL~VEZRELET, 01FE
K, 7TEHT_XTERLET,

copy ab— avwr R, 0~7 DM TL_LERE
LEJ, 0IFEKR, 713+ XTaRLET,
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CiscoEPNM 7> Ky 77 Loz [

icmp

A H—Fy MlFIA v E—Y Fa han

(ICMP) = a— g pDary 7 4 FXal—3
\\/o

all : ICMP~a— 5D ar 7 4 X2l — g
YOFTNTOT Ny ZTH e A F—7 /ML
9, 0~T7TOMTL~LEZRELET, 01T
EA, 7T _RTERLET,

locks

UY—2ZayFxr7,

call : T _RTCOY V=R aoyF L TDT

Ny TWhEAFX—T1ZLET, 0~7
OETL~VEHRELET, 01XEKR, 7
T _TERLET,

ofile: 77 A2y TOFT Ny 7 HT
BAF—=TMILET, 0~TORTLNR
NEBRELET, OIXEKR, 71337 Tx
~LET,

logging

X s ary7 4 Xal—aryZyrA),

all : ¥R CTouxXr s ar7 X211 —33
YOT Ny TN A X =T M LET, 0~
TOMRTL_LVEERELET, 0ITEKR, 713
T_XTERLET,

snmp

SNMP 2> 7 4 X2l —ay 774/,

all : T _XTHOSNMP 2 7 4 Fab—T g
DTNy TN A F=T M LET, 0~7
DT VL EZFRELET, 0FEK, 7137
NTERLET,
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CiscoEPNM 37> KUY J77 LR |

system

AT T 7 A,

call : TRTDOUVAT L T 7ANVDT /Ry
TN A F—T M LET, 0~TDNH
TULLVERELET, 0ILEKR, 7157
XTCERLET,

id: AT AID DTNy T2 A X —
TMZLET, 0~TORTLLEHRE
L4, 0ITEK, 7139 _TERLE
j‘o

info : AT AEROT N T A
F—=TNMZLET, 0~TORTL~UL%
RELET, 0OIFEKR, 71 LT XTERL
£7,

init : ¥ A7 2O DOT Ny 7 %
A F—=TNZLET, 0~TDMTL~L
RELET, OIFEKR, 713X TER
LET,

T A NERE, O~TDORITL~NLERELE
T, 0IXEK, 71T _TTT,

user

call : TRTCO—YEHROT Ny T HN
BAX—TMILET, 0~TDMTL
NEFELET, OIXFEKR, 71337 T%x
RLET,

» password-policy : /XA U — KR Y 2 —D

2—YEROT Ny T2 R2—T L
CLET, 0~7TOMTL L ZRELE
T, OVXEKR, 7TIETXTERLET,

utils

a—T 4 VT4 a7 4 FXFalb—var Iy
A IV,

all : I _XTCoa2—7 4 VT 4 a7 4F¥=a

L—a v OF Ny T A F—T iz L
9, 0~TOBTLULEZRELET, 00
ER, 7T _RTERLET,

AT VR FI4NN T 7ANVNOBEBERMEITH Y A,

ARV FE—F EXEC
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EREDAARZA

delete .

Ty AT v T —Rar 7 4 X al—Yary 27—, CiscoEPNM ¥ — _R—HND X F X
Frox T —%#HHT 5IT1E. débug =~ REMFHLET,

ncs/admin# debug all
ncs/admin# mkdir disk:/1
ncs/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success

ncs/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ncs/admin#

ncs/admin# undebug all

ncs/admin#
BEa< KR av vk £ EA
undebug SESE R FORPLT, debug =~
RO (=7 —F7i3A4 X hOFRR) &
N L ET,
delete
PRI 5T 7 A L EHIRT S I21X, EXECE— R Cddete =2~ FEEHLEY, Zo=
~ FonoEXiTH Y XA,
delete filename [disk:/path]
B DERA filename [7 7 A N4 (Filename) ] :
disk:/path AT,

AR R FIHILE

aAvU R E—F

EREDAARZM4

77 4V OBECEILD ) FE AL
EXEC
AT A FXalb—var Ty ANVKERIFAA—VEARLE D &35 L. HIBREHGET 2720

DT T MPRERENET, £, RFOANRI AT LA A=VEHIBRLE S & LI2hEE
b, HIRZHER T 2707 v 7 MRERRINET,

ncs/adming delete disk:/hs_err pidl9962.log

ncs/admin#
BEEaOvT K avU R HoL:L
dir CiscoEPNM #—_— DT _RTH 7 7 A L%
—BRRLET,
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B i

dir
CiscoEPNM $—/_— ED 7 7 f V& —EFRK/RT HI121F, EXECE— RTdira~> R&EEHAL
F9, ZOMEEZEIRTAICIE., Zoa<wr FonBRXEHHLET,

dir [word][recursive]

X NN word T4 L7 b4, BRSO XFOEBT, T «
L7 b UL ORI disk:/ 268 E T D HLEEN

HYET,
recursive a—hVFT 4L 7 MN)ERITTFANE LT

JREC—EFRR L ET,

ARV EFI4NAL T 74N FOBEREIZH Y A,

AT R E-F EXEC

epnm-system-208/admin# dir
Directory of disk:/

20 Dec 02 2020 09:07:53 crash

4096 Dec 03 2020 10:48:22 defaultRepo/
4096 Dec 04 2020 12:27:33 ftp/

4096 Dec 03 2020 12:18:28 logs/

16384 Dec 01 2020 15:25:15 lost+found/
4096 Dec 02 2020 22:49:13 sftp/

4096 Dec 02 2020 09:06:12 ssh/

4096 Dec 02 2020 09:06:12 telnet/

4096 Dec 02 2020 09:46:31 tftp/

Usage for disk: filesystem
1031405568 bytes total used
42919706624 bytes free
46310408192 bytes available
epnm-system-208/admin#

BEav R av >R ELE)
delete CiscOEPNM B — R—n 5 7 7 A L ZHIBR L %
7,
exit

CiscoEPNM B — =6 77O N L CT VT 47— F Nty ar 2K TT 5545,
FrriFar 74 X2l —aryET— 06 1 DOEOF— RL-LIZBITTHEE1E. EXEC
F— RN Cexita~y REHHLET,

exit
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forceout .

HET D EE8H ZOa=y FIZEGIEERITF—Y—FNIdH 0 A,

ATV R FIHIRL T AN FOBESHEIZH Y EHE AL

ARURE—F EXEC

FEHEDHA KS4>y EXECE—FTexit a~ > FEEH LT, 727747k yiraafk T (Cisco EPNM #—
N=Hur T R) T4, avr7 4 X¥al—yarET— b EOE—RIBITLET,

epnm-system/admin$# exit

Connection closing...Socket close.

Connection closed by foreign host.

Disconnected from remote host (10.197.71.160:22) at 10:51:43.

BMEa<v >R avw kR EHEA
end Ay 74 Xal—varE—FEKTLET,
exit a7 4FXal—vary E— NELIXEXEC

E—FZETLET,

Ctrl-z REET—REKTLET,

forceout
a—H—% Cisco EPNM h——nbu 77 v F ¥ T, 777 4 7Kt v v a &
FINZHE T S 512X, EXEC E— R Cforceout =~ REEALET,
forceout = —%—4

BX DA username —HFOLHT, &K 31 LFOIFEET,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

ARURE—F EXEC

ncs/admin# forceout userl

ncs/admin#
BEa<T R Hol:)
show users (136 ~X—7) CiscoEPNM #—R—jcu /' /4 LT\ —
P—DY A EERRLET,
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halt

AR FIAILE

AU R E—F

FRLEDHA KS1 Y

CiscoEPNM 37> KUY J77 LR |

VAT AEV Yy NAU UL TUVAT AOEREYAHIZIL, EXECE— RThalt =<2 K&
HALET,

halt
ZOavwy FIESIBEELITF—U—RNIH Y A,

T 74V OBEREIRSH D EH A,

EXEC

halt 2~ RZEITTDHREIIZ, CiscoEPNM A, RNy 77 v Hix, 1A=, T/
T L— R, EFITHIBREEEZ FEITHR TRWI L 2R LE T, CiscoEPNM A2 HDWTh
POBEEZITo TV AMIChat 2~ RE AT D &L IROWTNPHOELE X o — URFR
ENFET,

WARNING: A backup or restore is currently in progress! Continue with halt?

WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHOWTNHOEERFIRINTGA, BEAEIET S yessE AL, BIEEF v
T4 A1IZiIno E AN LET,

halt =~ > ROMHAFIC 7o ARETINTOWRWES., SRR TREINFESER v —
WIE LT Yess E ANTH L, CiscoEPNMICE T, IROF T a st A mEnERE N
\iﬁqo

Do you want to save the current configuration ?

YES b AN LT, BEfED CiscoACS 27 4 ¥ o b— g U E2FEFELE T, Cisco EPNM (213
DA = NERRENET,

Saved the running configuration to startup successfully

epnm-system/admin# halt

Save the current ADE-OS running configuration? (yes/no) [yes] ? yes
Generating configuration...

Saved the ADE-0OS running configuration to startup successfully
Continue with shutdown? [y/n] y

Broadcast message from root (pts/0) (Wed May 5 18:37:02 2010):

The system is going down for system halt NOW!

Server is shutting down...

Eav >R

avw Uk Bz

reload VAT AHEVT—FLET,

. Cisco Evolved Programmable Network Manager 6.1 <> K1) D7 LA HA K



| CiscoEPNM <> RYZ7LUR

Ims .

Ims
LMS % —/3—=725 EPNM H——(C7F =X 2173 5121L, EXECE— RTIms=a~v > F%
HHRLET,
Ims migraterepository repository-name

X DA repository-name EPNM U R+ U D4,

ATV R FIFILN T IANNOEERLTBEETH Y EEA

AT RE—R EXEC
epnm-cluster-160/admin# lms migrate repository test
Repository name : test
Initiating LMS data restore . Please wait...
INFO: no staging url defined, using local space.
LMS Migration Normal Flow Started : == true
INFO: Backup Status : SUCCESS
Enter the password to unlock the zip file : ***x&xdxx
INFO: Password validation successful.
Enter the Cisco EPNM Login Username : root
Enter the Cisco EPNM Login Password : *******x%  (here roZesl23)

HTTPS port used is 443
Connecting to The Server...
Login success.
Updating the credentials...
The following data types are available in the given exported data.
Choose an option using comma separated values to migrate.
1 network
2 settings
3 All of the above
Enter an option or comma-separated options :3
3
Checking for all option ...
Updating the downloading files list ...
Started downloading the files to import from repository ...

mkdir

Cisco EPNM H— _—ZH LT 4 L7 b U Z/ERKT 512i%, EXEC £— KT mkdir =<2 K
AL ET,

mkdir directory-name [disk:/path]

EXDERA directory-name ERT 27 4 L7 MU D4, H&K 80 LFD
disk:/path T4 L7 bV 4IZi disk:/path DB A A L
E RN
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CiscoEPNM 37> KUY J77 LR |
. ncs certvalidation certificate-check

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC

FEREDHA KSq4> 74 V27 FUaZiddisk/path DAL LET, £ 5 LaaidhiX, disk:/path DIEERME
THHZLART T —RFEFINET,

ncs/admin# mkdir disk:/test
ncs/admin# dir

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 1logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

4096 May 07 2010 12:26:04 test/

Usage for disk: filesystem
181067776 bytes total used
19084521472 bytes free
20314165248 bytes available

ncs/admin#
BEa<v> K av U R Bz
dir CiscoOEPNM H—_— LD 7 7 A V& —EHKIR
]\/ij—‘o
rmdir BMEOT L7 MY RHIBRL T,

ncs certvalidation certificate-check

SR EDOMEEZ AR E - 138802 T 51213, EXEC “E— R T nescertvalidation certificate-check
g~y RaEHLET,

ncs certvalidation certificate-check {disable | enable | trust-on-first-use } trustzone
trustzone_name

ST ERBA disable AEPE DREED ME2h (L
enable AEFHE ORREED A 0L
trust-on-first-use YIEfE FARFIC AR A NAEAEZEE L CE
b9}
trustzone_name T A R — D4R

ATV R FI4NN T ANV NOBEERMEITH Y A,
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aAvU R E—F

ncs certvalidation custom-ocsp-responder .

EXEC

epnm-system/admin# ncs certvalidation certificate-check trust-on-first-use trustzone
system

ncs certvalidation certificate-check enable trustzone system

ncs certvalidation custom-ocsp-responder

JIAH I OCSP L AR U H & ET 521X, EXEC E— K C ncscertvalidation
custom-ocsp-responder =~ > R&fiH L £,

ncs certvalidation custom-ocsp-responder { clear url | disable | enable | seturl }

BX DA

clear OCSP VAR HDURL%EZZ7 VT LET,
disable S AH I OCSP L AR X hic LEd,
enable JAH INOCSP L AR X EFH LET,
set OCSP L AR # D URL Zi%E L1,

N

AR TFI4IE

aAvYU R E—F

(G¥)  EFE® ncscertvalidation =2 U OW Tz HEH L7k, EPNM % FRiL@E)J 5 M3

&})Dij—o

T 7 4 v N OEERMEIZH W TR AL
EXEC

epnm-system/admin# ncs certvalidation custom-ocsp-responder enable

epnm-system/admin# ncs certvalidation custom-ocsp-responder set urll http://10.104.119.201
epnm-system/admin# ncs certvalidation custom-ocsp-responder clear urll
epnm-system/admin# ncs certvalidation custom-ocsp-responder disable

ncs certvalidation revocation-check

OCSP £721X CRL ZfEH L72 KT = v 7 24N F 7213 Whic 4 512i%, EXEC “E— KT ncs
certvalidation revocation-check =~ > RZ&iH L £9,

ncs certvalidation revocation-check {disable | enable } trustzone { devicemgmt | pubnet |
system | user }

BXDEREA

disable AEHE DR & WMo L,
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. ncs certvalidation tofu-certs

AU RTIHIE

AR E—F

enable AEFAEDO RN EFH I LET,

T 7 4V N OEMERMEIZSH W FH AL
EXEC

epnm-system/admin# ncs certvalidation revocation-check enable trustzone system
epnm-system/admin#

ncs certvalidation tofu-certs

HIEEE AR EE S - FEE A2 R B L OHIBR T 5 121X, EXEC £— KT ncscertvalidation
tofu-certs =~ R&HEHA L E9,

ncs certvalidation tofu-certs {listcerts | deletecert host host_name }

B DEREA

aAavY R TFI4ILE

aAvU kR E—F

deletecert ARA S OPNEE RIS S V7R 2 A
PrLUET

listcerts MEEE AR EE S R E L —RFRR L
E3eh

T 74N FOBERLERSH D EHA,

EXEC

511 : listcert

epnm-system/admin# ncs certvalidation tofu-certs listcerts

Host certificate are automatically added to this list on first connection, if
trust-on-first-use is configured - ncs certvalidation certificate-check ...
host=10.197.71.121 8082; subject= /C=US/ST=CA/L=SJ/0=Cisco
Systems/OU=EPNM/CN=epnm-system-121

epnm-system/admin#

5] 2 : deletecerts

epnm-system/admin# ncs certvalidation tofu-certs deletecert host 10.197.71.121 8082
Deleted entry for 10.197.71.121 8082
epnm-system/admin#

ncs certvalidation trusted-ca-store

EHHTE D CAFHEX T 2R ET 5H121%. EXEC E— K T ncscertvalidation trusted-ca-store
a~v> REFEHLET,

ncscertvalidation trusted-ca-store {auto-ca-update { enable | disabletruststoretruststore_name
} | deletecacert alias { alias_name truststoretruststore_name { devicemgmt | pubnet | system
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CiscoEPNM 7> Ky 77 Loz [

luser } '} | importcacert aliasalias_name repository repository_name truststoretruststore_name
| listcacertstruststoretrustsore_name }

BX DA

ARV R FIAILb

ATV R E—F

auto-ca-update VT U =7 HEHREOFEFTE 5 CAGEF
DHBYFEHY A b

deletecacert AEEDOBEED A ML

importcacert ZHEA N T ~OFFHED A R — |

listcacerts B TE 5T XTOCAGFHEDY X |k

truststore_name KA MR NT4

devicemgmt BHHRT XA A D OFEAEO KR A

SNDFTANART

pubnet NI w7 A 8=y MhbOFEHEOR
REICERHSNA T A RA LT

system DO ET > AT Lo OFEAEORRFEIC A H
SNDBRNTANALNT

— a—F—a VA L OIFHEORIEICER S
HRITABMART

77 AV OEIERIELDH D EH A

{5 1 : auto-ca-upadate

epnm-system/admin# ncs certvalidation trusted-ca-store auto-ca-update enable truststore
system

epnm-system/admin# ncs certvalidation trusted-ca-store auto-ca-update disable truststore
system

epnm-system/admin#

{51 2 : deletecacert

epnm-system/admin# ncs certvalidation trusted-ca-store deletecacert alias quovadisroot
truststore system

Deleted CA certificate from trust store. Changes will take affect on the next server
restart

epnm-system/admin#

{5 3 : importcacert

epnm-system/admin# ncs certvalidation trusted-ca-store importcacert alias ALIAS repository
defaultRepo epnm.cer truststore system

Imported CA certificate to trust store. Changes will take affect on the next server
restart

epnm-system/admin#

51 3 : listcacert
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. ncs cleanup

epnm-system/admin# ncs certvalidation trusted-ca-store listcacerts truststore pubnet
ciscoeccrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): 52:EC:7D:BB:5C:65:11:DD:C1:C5:46:DB:BC:29:49:B5:AB:E9:D0:EE
ciscorootcam?2, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): 93:3D:63:3A:4E:84:0D:A4:C2:8E:89:5D:90:0F:D3:11:88:86:F7:A3
ciscorootca2048, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): DE:99:0C:ED:99:E0:43:1F:60:ED:C3:93:7E:7C:D5:BF:0E:D9:E5:FA
ciscorootcaml, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): 45:AD:6B:B4:99:01:1B:B4:E8:4E:84:31:6A:81:C2:7D:89:EE:5C:E7
quovadisrootca2, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): CA:3A:FB:CF:12:40:36:4B:44:B2:16:20:88:80:48:39:19:93:7C:F7
ciscorootca2099, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): AC:1E:DE:2E:1C:97:0F:ED:3E:E8:5F:8C:3A:CF:E2:BA:C0:4A:13:76
ciscolicensingrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): 5C:A9:5F:B6:E2:98:0E:Cl:5A:FB:68:1B:BB:7E:62:B5:AD:3F:A8:B8
verisignclass3publicprimarycertificationauthoritygb, Nov 28, 2018, trustedCertEntry,
Certificate fingerprint (SHAl): 4E:B6:D5:78:49:9B:1C:CF:5F:58:1E:AD:56:BE:3D:9B:67:44:A5:E5
ciscorxcr2, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): 2C:8A:FF:CE:96:64:30:BA:04:C0:4F:81:DD:4B:49:C7:1B:5B:81:A0
digicertglobalrootca, Nov 28, 2018, trustedCertEntry,

Certificate fingerprint (SHAl): A8:98:5D:3A:65:E5:E5:C4:B2:D7:D6:6D:40:C6:DD:2F:B1:9C:54:36
epnm-system/admin#

ncs cleanup

WROT—5%7 V=T v 7 LT, T4 A7 KEZFHAMHT 521X, EXECE— K Tncscleanup
avy REFEHLET,

« /opt/backup O N DT 7 A )L

* /opt/CSCOlumos/logs ® T ® * m-n.logs, *.n.logs. *.logn 272 77 A )L

* /localdisk ® FDOwEHE D7 7 A )V

* opt/CSCOlumos/crash @ F @ .hprof 7 7 A /L

* /Jopt/tmp/ D T ¢ Matlab*.log

« /opt/oracle/base/diag/rdbms/*/*/trace ® T D trm 7 7 A L & trc 7 7 A )V

+ /opt/oracle/base/fast_recovery area/WCS @O FOHWHIREIN DT — A 7T a7 LNy 7T v
AR

ncs cleanup

HET D EE8H Zoa=y NFGIEELEF—U—REdH Y £HA,

ATV RTFI4NN T ANV NOBEBERMEITH Y A,

ARURE—F EXEC

FEREEDHA K54 Cisco EPNM ([ H7RT 4 AT FENROVGEIL, T4 A7 FEOMME BRI ZRST 7 —
LDFAITENET, nescleanup 2~ REATT DL IROIERBA v E—VRERINET,
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ncs ha authkey

ncs ha authkey .

Do you want to delete all the files in the local disk partition? (Y/N)

epnm-system-117/admin# ncs cleanup
Starting Cleanup: Wed Feb 28 01:50:44 IST 2019

{Wed Aug 12 01:50:47 IST 2019}
{Wed Aug 12 01:50:47 IST 2019}

Removing all files in backup staging directory
Removing all Matlab core related files

all older log files

older archive logs

database backup and all archive logs
older database trace files

all user local disk files

{Wed Aug 12 01:50:47 IST 2019} Removing
{Wed Aug 12 01:50:47 IST 2019} Cleaning
{Wed Aug 12 01:51:03 IST 2019} Cleaning
{Wed Aug 12 01:51:03 IST 2019} Cleaning
{Wed Aug 12 01:51:03 IST 2019} Removing
{Wed Aug 12 01:51:03 IST 2019} Cleaning database

{Wed Aug 12 01:51:05 IST 2019}
{Wed Aug 12 01:52:05 IST 2019} Not all server processes stop. Attempting to stop \

Stopping server

remaining
{Wed Aug 12 01:52:05 IST 2019} Stopping database
{Wed Aug 12 01:52:07 IST 2019} Starting database
{Wed Aug 12 01:52:20 IST 2019} Starting database clean
{Wed Aug 12 01:58:50 IST 2019} Completed database clean
{Wed Aug 12 01:58:50 IST 2019} Stopping database
{Wed Aug 12 01:59:14 IST 2019} Starting server

Completed Cleanup
Start Time:
Completed Time:

N TRAFEYF 4 (HA) O

<~ RFEFEHALET,

ncs ha authkey authorization key

Mon Aug 28 01:50:44 IST 2019
Mon Aug 28 02:07:07 IST 2019
epnm-system-117/admin#

FREX— % A 19 5121k, EXEC “E— KT ncshaauthkey =

B DEREA

D

AR FIALE

AR E—F

FEREDAARZA4

authorization key

WA TRAFTEY T 4 OFRIEF—, He k80 L FEDIEET,

77 4V FOEERLEIZH D EE A,

EXEC

ncshaauthkey =< > R TIE, ~V A E=XDOFAALHF LET,

ROPNT, A T_ATEVT 4 OFREF—E2RET D 71EERLET,

epnm-system/admin#ncs ha authkey ciscol23
Going to update primary authentication key
Successfully updated primary authentication key

Successfully intimated Primary updated authentication key to Secondary Server

epnm-system/admin#
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. ncs ha configure

CiscoEPNM 37> KUY J77 LR |

BEEav R av R

B

ncs ha remove

CisScOEPNM 2 HNA T_A T U T ¢ DFRE
FHIEEL £,

ncs ha status

A TRAZEVT 4 DBIED AT —H AN
BRINET,

ncs ha configure

NATRAZEYT 4 (HA) #EEHIEI 521X, EXEC £— KT neshaconfigure =< > K

2L ET,

ncs ha configure

HET D E8H Zoavy RIZIFBIRERITF—V— REH Y FHA,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

FRLOHA KSq4r HABELZHIET S0 L £,
ncshaconfigure =~ > KA AT H L, ROV T a~vy RRRRINET,

epnm-dev-vm-54/admin# ncs ha configure ?

dgtimeout Update the DataGuard Time out for high availability
hbinterval Update the HM interval for high availability
hbretry Update the HM retry for high availability
sglexpiretime Update the DB SglExpireTime for high availability
sglinboundtimeout Update the DB SglInBoundTimeout for high availability
tcpkeepaliveintvl Update the Tcp Keep Alive Intvl for high availability
tcpkeepaliveprobes Update the Tcp Keep Alive Probes for high availability
tcpkeepalivetime Update the Tcp Keep Alive Time for high availability
updatecheckreadiness Update CheckReadiness

EEa< R

av vk BEL]

ncs ha authkey Cisco EPNM T/A 7 XA J B 7 1 OFRGE

F—H ASTEFEST, ZOavr FTIH, ~
WA T OHFAHEFELET,

ncs ha remove

A TSA T T 4RI LET,

ncs ha monitor interface add

NATRATZEYT A DE=H Y TN, H—T = A A&BINT 521X, EXEC E— KT
ncs ha monitor interfaceadd =~ RZ&HFHA L E£9,
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ncs ha monitor interface del .

ncshamonitor interfaceadd [ GigabitEthernet | Team] [ interface number ]

AT VR FI4NN T ANV NOBEERMEITH Y A,

ARV FE—F EXEC

ncs ha monitor interface del

INATRAZGENT A DR ) U I MbEA v F—T A AZHIRT 5121, EXECE— KT
ncs ha monitor interfacedel =~ > R&EH L £,

ncshamonitor interfacedel [ GigabitEthernet | Team] [ interface number ] }

ATV R FI4NN T ANV NOBEERMEITH Y A,

AT RE—FR EXEC

ncs ha northbound interface

)—=ANRNT L R A B —T oA ZA%ERET HITIL,. EXECE— R T ncshanorthbound interface
avr REFHLET,

ncshanorthbound interface [ GigabitEthernet | Team] [ interface number ]

AR TFI4IIE 57 # )bk F— K& cigabitEthernet 0 CTI,

ARURE—F EXEC

ncs ha remove

Cisco EPNM I HNA T_A ZE Y T ¢ OFREZHIFRT 521X, EXEC *£— KT ncsharemove
a<w  FNEFEHLET,

ncs haremove

X DERHA Zoawy FIFGIEELITF—U—FNIH Y A,

ATV RFEI4FIR T 7ANNOEBERMEITH Y A,

AT RE—FR EXEC

EEEDHA K54 ncsharemove =~ FE&EITT D L. CiscoEPNM InHAAL T XA F Y T 1 ORENHIER S
NET, Zoa~vr FeANT5L, ROWRA v E—UNERENET,

High availability configuration will be removed.
Do you wish to continue? (Y/N)
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. ncs ha status

il

epnm-system/admin# ncs ha remove
High availability configuration will be removed
Do you wish to continue? (y/N) vy

Removing primary configuration will remove all database information

Primary is attempting to remove high availability configuration from both primary \
and secondary

Successfully removed high availability configuration

epnm-system/admin#

BEav >R

avwUk £ B
ncs ha authkey Cisco EPNM T/ A 734 5 & U 7 4 OiE

X—ZFANTEET, ZOavwr RTE, ~
WA E=XDOHFAIHERLET,

ncs ha status INA TRATEYT f OBREDOARAT —Z AN
FREINET,

ncs ha status

A TRAFTEY T 4 (HA) OBEEDAT —Z A% FRT 521, EXEC E— FTnesha
status 2~ F&HEHLE9,

ncs ha status

W EE8H ZOa=y FIZEGIEERIZF—Y—FNIH 0 A,

ATV R FI4IA RN T AN FOBESEIZH Y EE AL

ARURE—F EXEC

FEREDHA KS4 >y HADBEDAT —F AE2FKRLET,
ncshastatus =< K& AT 5B &, RDIENEREINET,

1 : HADRE SN TULWRWNGES

epnm-system/admin# ncs ha status
[Role] Primary [State] HA not Configured
epnm-systems/admin#
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ncs key genkey .

512 HABNEREShTWSEE
TIA~Y o3

epnm-system/admin# ncs ha status

[Role] Primary [Secondary Server] 10.197.71.162(10.197.71.162) [State] Primary
Active [Failover Type] Automatic

epnm-system/admin#

v hHY H—

epnm-system/admin# ncs ha status

[Role] Secondary [Primary Server] epnm-system-161(10.197.71.161) [State] Secondary
Syncing [Failover Type] Automatic

epnm-system/admin#

EEav R

avU kR £ B

nos ha authkey Cisco EPNM T/HA 71 T B U 7 4 O
XF—ZANTEET, ZOavr FTE ~
WA T=HOFAHGERLET,

nes ha remove P TANA T T R LT

ncs key genkey

LUV RSA ¥ —FB LA BEA R EZ AT 5121, ncskey genkey 2~ > REEH L &
T, ZOavy NIRO X I IHERTHZ ENTEET,

ncs key genkey -newdn -csr csrfilenamerepository repositoryname

XD genkey HLUVWRSA F—B LU H B4 GFHEZ AR
LES, Zoa~vy RE—BIoRkOF 7
VERFEHTEET,
-Csr : FERAEEA TR (CSR) 7 7 A V&4
LET,

-newdn : KA A UAEHRZMHEH L TH LV RSA
F—LHOBLATHEL AR L T,

<cr> AT,

Cisco Evolved Programmable Network Manager 6.1 <> K1) 27 LV RAHA K .
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B ciscorrnma<o ryorLz

-newdn R A A AER A L TH LV RSA F— & H
CELFHEALER LET, Z0av R
—ZRDF T a v EERTX ET,
oy : AEAEZE AL IR (CSR) 7 7 A L&Ak
l_/i‘j_o

<cr> : AT,

-csr FHLUWCSRAHEZ 7 AV EARLET, =
Da~vy Re—BIROF T a 2 FHT
%jﬁj—o
<WORD> : GEFAE T 7 1 L4 (80 CFLLF)
EANLET,

csrfilename CSR 7 7 A V4,

YRS~ VRIS RNY a<wr R, 2047 3 0%, -csr

FFvarERELLEEIMENTEET,

repositoryname T ANEN T T T D8, K803
FOFEHT,

SR E TR T AN R OBEREES ) A,

AvURE—F EXEC

Cisco EPNM H— X—®D#H LW RSA F—B L UGEHEY 7 A L& EpkT 562 LL i
%L/iﬁ‘o

epnm-cluster-88/admin# ncs key genkey -newdn -csr test.csr repository defaultRepo

Changes will take affect on the next server restart

Enter the fully qualified domain name of the server !!!!: epnm-cluster-88.cisco.com
Enter the name of your organization unit !!!!tItitititit: cisco

Enter the name of your organization !!!!IlDIDiItititititit: hel

Enter the name of your city or locality !!!Ptirtirrirtitt: chennai

Enter the name of your state or province !!!!IItiitirtiit: tn

Enter the two letter code for your country !!I!Piitirtint: us

Specify subject alternate names.
If none specified, CN will be used.
Use comma seperated list - DNS:<name>,IP:<address> !!!!!: \
DNS:epnm-cluster-88.cisco.com,IP:10.126.168.88

Specify the public key algorithm [rsa/ec] !!tttrtrrrrriit: rsa
Specify the RSA key size [2048/4096/8192] !tritritritiit: 4096
Specify the signature algorithm [sha256/sha512] !!!!!1!111: sha256

Key and CSR/Certificate will be generated with following details

Subject : \
/C=US/ST=tn/L=chennai/O=hcl/0OU=cisco/CN=epnm-cluster-88.cisco.com

Subject Alternate Name : DNS:epnm-cluster-88.cisco.com,IP:10.126.168.88

Public Key Alg : rsa, 4096

Signature Alg : sha256
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ncs key importkey .

Continue [yes] : yes

Generating...

Completed generating new key...Changes will take affect on the next server restart

Note: You can provide comma separated list of FQDN and IP of EPNM servers where you want
to import the same certificate received from CA.

To import same CA in other server, you need to import the key from the server where you
generate CSR and them import the CA certiifcates.

\)

GE) CSR7Z7ANMIIURTY PR L TCWAEFHICAERESNNET, ZDCSR 7 7 A L&A
LT, [EEDCAZ—V =0 "D CAFEBHEELITBLAMNE P ELZRG L £,

MEavr R avw ok EHEA
ncs key importsignedcert Cisco EPNM |Z RSA F—38 X ONE4 ff = FEH]
EEEALET,
ncs key importkey Cisco EPNM |Z RSA & —35 J OWIE % 3 ]
LET,

N\

GE)  Zoawr ROAJKIZ, nesstopds L Onesgtart =~ > K% AJ) L C, Cisco EPNM H—
N—Z ) LET,

ncs key importkey

Cisco EPNM [Z RSA F—3 L OBANT it F L4 #/H3 512iX, EXEC E— KT ncskey
importkey =2~ R&fiH L £,

F—ZIVRAKR—+T 255 :

ncs key exportkey key-filename cert-filename repository repositoryname
*—FAUR— T BHIHE

ncskey importkey key-filename cert-filename repository repositoryname

3 O L) key-filename RSA FMEE X —D 7 7 A V4,
cert-filename REFAED T 7 A V4,
RS R VBT RY v
repositoryname =T 7 ANEREIET 7 A ADBHRA RS
T % Cisco EPNM TRE SN URY Y
o
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. ncs key importsignedcert

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARURE—F EXEC

WIZ, b—=NIZH LWRSA F—B LI OGEHE T A L E2EHAT 02 R LET,

ncs key exportkey private.key server.cer repository defaultRepo

ncs key importkey keyfile certfile repository ncs-sftp-repo

\)

(GE)  Zoawr Fo@EAKIC, nesstop B L Mnesstart =~ > K2 AN LT, ——%Hid

gLET,
BEa<T R avw kR £ EA
ncs key genkey HLVRSA F—B L OH B4 REHEZ A
Lij‘o
ncs key importsignedcert Cisco EPNM [Z RSA ¥ —3 X B4 ff Z FEH
EEWEAHLET,

ncs key importsignedcert

RSA ¥ —FB L OEA M ZAEELE 3 5121X, EXEC *£— KT ncskey importsignedcert =
~ U REHEALET,

ncs key importsignedcert signed-cert-filename repository repositoryname

B DA signed-cert-filename BT XEHED T 7 A L4,
YRS kY YRV Y vk,
repositoryname ST AV ETRET 7 A ADRA N ER
T\ % Cisco EPNM TE SN2 U R b Y
%o

ATVRTFIFIR T 7ANFOEEREITH Y EEA,

ARV FE—F EXEC
Cisco EPNM H— N—ZEBA M EFEHET 7 A VAT 5262 L FIoR LET,

> ncs key importsignedcert signed-certfile repository ncs-sftp-repo
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ncs password ftpuser .

A\

() Zoa~vwr RZzuEM L%, ncsstop 2~ K& nesstart =~ > K& AJJLC, Cisco

EPNM Y — R_—%2FHEdh L, ZE2@EHALET,

avo kR BLL]

ncs key genkey HLUWRSA F—3 L UH B4 REHEZ AR
]\_/iﬁ—o

ncs key importkey Cisco EPNM [Z RSA ¥ —3 X B4 X FEH]
EEEHLET,

ncs password ftpuser

FTP =t —H—4 L XA U — RZEH 4 521X, EXEC £— KT ncspassword ftpuser =~ K

EEMALET,

N\

GE)  kfi=a~y RO fipuser DEILHE IZ fip-user IZT HMENRH Y £7,

fip-user Z ANCT DL, RFZ KT R =N —FidnAg TA T T 4 T4~

P R— FEESNTVDHA) D /localdisk/ftp 7 + /L& L DRI TDIT 7 A LD FTP H&k )’
TELEDICRVET, fipuser T, T4 L7 FUEE (ed) BEOT 4 b7 M —BEERR
(Is) BRI CEEEA,

ncs password ftpuser  ftp-user password password

B DEREA

ARV K TIAIE

AR E—F

ftp-user FTP = —#4

T 74N F OBEREIRSH D EH A,

EXEC

wIZ, FIP 2—H L L RRA T — R BT 50 %2 R~ LET,

epnm-system-65/admin# ncs password ftpuser ftp-user password Passwordl23
Updating FTP password

Saving FTP account password in credential store

Synching FTP account passwd to database store - location-ftp-user
Synching FTP account password to system store

Completed FTP password update

epnm-system-65/admin#
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. ncs password root password

ncs password root password

J— kXA T— REEHES 521X, EXEC &— KT ncspassword root password =2~ > K% fi#
HALET,

ncs password root password userpassword

BX DA userpassword S kA DR T R

ATV RFI4ILL T 7 AN POBERHEIZH Y FH A,

AT RE—FR EXEC
woBIL, V— XA TU— REEFI 5 H1EZ /L TWET,

epnm-systems/admin# ncs password root password Userpassword
Password updated for web root user
epnm-systems/admin#

ncs run client-auth
CiscoEPNM 7 7° U r—3 3 ' CF7 T4 7 2 FFEHEOZRFEEZ A2 5121E, nesrundient-auth
a< s REMHLET,
ncsrun client-auth enable

ncsrun client-auth disable

ARV EFI4NA L T AN FOBERMEIZH Y EE A,

2T R E—F EXEC
epnm-system-117/admin# ncs run client-auth enable
WARNING :
This feature requires the CA certificate to be installed on the system.
Please use the command 'ncs key importcacert ..." to
import the certificate of the CA used to sign the client certificates.

Ignore this warning if the CA certificate is already installed.

Use the 'disable' option of this command, to disable client authentication,
if not required.

client_auth status : enabled
epnm-system-117/admin#

epnm-system-117/admin# ncs run client-auth disable

client auth status : disabled
epnm-system-117/admin#

. Cisco Evolved Programmable Network Manager 6.1 <> K1) D7 LA HA K



| CiscoEPNM <> RYZ7LUR

ncs run csrf

AR R TFIAILE

AR E—F

ncs run csrf .

sua A A FERGEEF v VBT 4 =TT A N TEET GEHELRE) . CLLIZL,
CSRF{RERIZT 0 7T LA ZITWRWAPL Y AT 2 b DO TR EBMEZHERFT 2720721
IR SN TWET, CSRFR#ETIE., kDa~r FEHEHLTZOF S a v i A x—7 L
WZTHMERDHY 7,

ncsrun csrf enable

TA4E—=TNCT B, koa<wr REERALET,

ncsrun csrf disable

T 7 4/ N OEBERLEIZH U AL

EXEC

epnm-cluster-93/admin# ncs run csrf enable

epnm-cluster-93/admin# ncs run csrf disable

ncs run custom-subject-oid-type-regex

ARV ETIAINb

aAvU R E—F

B AL L OID ¥ A4 FOEMREIEZFRET H121E, EXEC E— KT ncsrun
custom-subject-oid-type-regex =~ > K& L £,

ncsrun custom-subject-oid-type-regex { regex }
77 4V P OEEREIZH Y T E A

EXEC

ncs run custom-subject-oid-type

AR R TFI4ILE

ATV R E—F

J AL L OID # A FZiiET HI21E. EXEC &— KT ncsrun custom-subject-oid-type =< >
REFEHLET,

ncsrun custom-subject-oid-type { disable | cn | sn | serialnumber | c|1|st]|s|street|o|ou|t] title
| g]gn|e]|emailaddress | email | uid | dc }

77 4N FOBERLEIZH D EE A,

EXEC
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ncs run diag

AR R TFIAILE

AR E—F

CiscoEPNM 37> KUY J77 LR |

TOAawy REFHLT, VAT LA T TNy a—TF 4 7T 57201 nes diag & BB £ 7~
ILRBfEbR CE 9, ZAUTE V. nesDiag<— U MBFIHAREIZ /2D . ALy RZ 7 DBQuery
REDSESERY—CALIT VAL TT = N—A7 2 ) ZfEG8 TE 5720, BEOT
Ny ZIESLHET, Z0a<wy RERER L72%. https/<epnmn_server ip>/webacs/ncsDiag.do
5 nesDiag X— N T 7B A TEX ET,

ncsrun diag -deploy

ncsrun diag -remove
T 7 F v E OEMEREILH D EH A,

EXEC

epnm/admin# ncs run diag -remove
Undeploying the ncsdiag app

epnm/admin# ncs run diag -deploy
NCS diag web app is deployed

\)

G¥) Incs run diag -deploy] D FEFTH4 T nesDiag— 7 7 AL LD & L CRIENRRAE L

$etr. HHIZ Tnes run diag -remove) % 3247 L T2*5 Ines run diag -deploy] % 51745 X
ITRDHNET,

ncs run gen-sec-pwd

AU R TIFIE

AUk E—F

LRIp/RAT — REARKT 521X, EXEC £— FTnesrun gen-sec-pwd =2~ > R&2#H L
D

ncs run gen-sec-pwd
77 4V b OEEREIZH Y EH A,

EXEC

imeir-epnm-func/admin# ncs run gen-sec-pwd

Error: Could not find or load main class
.0opt.CSCOlumos.lib.xmp-third-party.log4j-jul-2.17.0.jar

Caused by: java.lang.ClassNotFoundException:
/opt/CSCOlumos/lib/xmp-third-party/log4j-jul-2/17/0/jar

ERROR: Error in generating secure paassword.

ERROR: cmd '/opt/CSCOlumos/bin/run_ command.sh gen-sec-pwd' failed
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ncs run jms .

ncs run jms

Cisco EPNM TliE, EEINTZEEICEET LA R MY RRENNT A—XIZEENMZ S
NAHTNT, Java A v —T%—"— (IMS) ICHEMEZRETDHZ ENTEET, nesrunjms
avy REFHLT, ZOKEZADELITERCT L ENTETET,

ncsrun jmsenable

ncsrun jmsdisable

SRFETANLL T AN POBERHEIED Y A,

ATy R E-F EXEC
epnm-cluster-93/admin# ncs run jms enable

epnm-cluster-93/admin# ncs run jms disable

Connectivity to the JIMS (message bus) from external servers disabled.
Connectivity is required for external PnP Gateway servers to interact
with the EPNM server.

Use the 'enable' option of this command, to enable connectivity again.

ncs run list

NCS IZB#EfIF b TWh a<wy FO—Ex2FKrT 5121%, EXEC £— R Tnesrunlist =<
VREFEALEDT,

ncsrun list

]7> “7—_‘77]_}|/|~ ‘7‘\7j‘ll/ F@@J{@if:bi%l;ﬁbi%@iﬁho

AT R E-F EXEC

commands
list - prints this list

test iops - tests the disk write performance

reset [dblkeys] - reset database and keys to default factory settings

csrf [disable|enable] - enable or disable CSRF protection

client-auth [disable|enable] - enable or disable client certificate based authentication

jms [disable|enable] - enable or disable message bus connectivity (port 61617)

sshclient-nonfips-ciphers [disable|enable] - enable or disable non fips compliant
ciphers for outgoing ssh client connections to devices

ssh-server-legacy-algorithms [disable|enable] - enable or disable legacy algorithms

for SSH service.

tls-server-versions <tls versions> - set the TLS versions to be enabled for TLS service

- TLSv1l.2 TLSvl.l TLSvl

tls-server-ciphers <tls cipher groups> - set the TLS cipher group to be enabled for
TLS service - tls-ecdhe-sha2 tls-ecdhe-shal tls-dhe-sha2 tls-dhe-shal tls-static-sha2
tls-static-shal
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. ncs run livelogs

livelogs [all|secure|ade|messages] - view live audit logs

loghistory [all|secure|ade|messages] - view audit logs

gen-sec-pwd - Generate secure password

ssh-server-single-legacy-algorithm [list | reset | algorithms] -algorithms with space
seperated

diag [deploy|remove] - deploy or undeploy the ncs diag for trouble shooting the system.

ocsp-responder [disable|enable] - enable or disable OCSP Responder (requires EPNM
restart)

custom-subject-oid-type
[disable|cn|sn|serialnumber|cl|l|st|s|street|oloult|titlelglgn|elemailaddress|email |uid]|dc]
- custom OID type

custom-subject-oid-type-regex [regex] - custom OID type regular expression

ncs run livelogs

A /O~ EA2E£ KT DHIZIE, nesrunlivdogs 2~ RaEETLET,

ncsrun livelogs{ all | secure | ade | messages }

ATV R FI4NAL  T AN FOBERMEIZH Y EE A,

AvURE—FR EXEC

epnm-system-120/admin# ncs run livelogs

***Available filter options to limit logs - all secure ade messages***
************Press Ctrl+c for StOp logging*****************
2018-02-28T01:48:39.407787+05:30 epnm-system-120 sshd[10309]: pam unix(sshd:session): \
session closed for user admin

2018-02-28T01:50:14.109435+05:30 epnm-system-120 sshd[32038]: \
pam_tally2 (sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T01:50:14.109456+05:30 epnm-system-120 sshd[32038]: \

pam_tally2 (sshd:account) : unknown option: no_ reset

2018-02-28T01:50:14.112152+05:30 epnm-system-120 sshd[32038]: pam unix(sshd:session): \
session opened for user admin by (uid=0)

2018-02-28T02:00:57.499844+05:30 epnm-system-120 sshd[32038]: pam unix(sshd:session): \
session closed for user admin

2018-02-28T02:04:28.870085+05:30 epnm-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-28T02:04:28.976462+05:30 epnm-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-28T02:21:30.485537+05:30 epnm-system-120 sshd[6381]: \
pam_tally2 (sshd:account): option unlock time=60 allowed in auth phase only
2018-02-28T02:21:30.485556+05:30 epnm-system-120 sshd[6381]: \
pam_tally2 (sshd:account) : unknown option: no_ reset

2018-02-28T02:21:30.488589+05:30 epnm-system-120 sshd[6381]: pam unix(sshd:session): \

session opened for user admin by (uid=0)

2018-02-28T02:25:04.370446+05:30 epnm-system-120 debugd[3229]: [7471]: \
config:network: sysconfig.c[1116] [admin]: Getting ipaddress for ethl
2018-02-28T02:25:04.377607+05:30 epnm-system-120 debugd[3229]: [7471]: \
config:network: syscfg cli.c[1098] [admin]: No ipaddress for interface ethl
2018-02-28T02:25:04.384642+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetIfState::root:/opt/system/bin/carssh:NotFromTerminal:5:
2018-02-28T02:25:04.384720+05:30 epnm-system-120 debugd[3229]: [7471]: \
config:network: syscfg cli.c[1105] [admin]: Interface ethl is down
2018-02-28T02:25:04.384777+05:30 epnm-system-120 debugd[3229]: [7471]: \

config:network: syscfg cli.c[1011] [admin]: Getting dhcpv6 enabled for ethl
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2018-02-28T02:25:04.405866+05:30 epnm-system—-120 ADEOSShell[7471]:

ncs run loghistory

AU R TIHIE

ATV R E—F

ncs run loghistory .

Change Audit \

Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:6:
2018-02-28T02:25:04.412912+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:7:
2018-02-28T02:25:04.420049+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetNameserver::root:/opt/system/bin/carssh:NotFromTerminal:8:
2018-02-28T02:25:04.427224+05:30 epnm-system-120 ADEOSShell[7471]: Change Audit \
Details:SUCCESS:CARS \
CLI:carsGetGateway::root:/opt/system/bin/carssh:NotFromTerminal:9:
2018-02-28T02:28:16.411167+05:30 epnm-system-120 ADEOSShell[8312]: Change Audit \
Details:SUCCESS:CARS CLI:run_command::root:/opt/system/bin/carssh:/dev/pts/1:1:
2018-02-28T02:21:25.649026+05:30 epnm-system-120 sshd[6381]: Operating in CiscoSSL \
Common Criteria mode

2018-02-28T02:21:25.654950+05:30 epnm-system-120 sshd[6381]: FIPS mode initialized
2018-02-28T02:21:25.806409+05:30 epnm-system-120 sshd[6381]: Outbound-ReKey for \
10.77.144.125:16285 [preauth]

2018-02-28T02:21:25.889051+05:30 epnm-system-120 sshd[6381]: Inbound-ReKey for \
10.77.144.125:16285 [preauth]

2018-02-28T02:21:30.487757+05:30 epnm-system-120 sshd[6381]: Accepted password for \
admin from 10.77.144.125 port 16285 ssh2

2018-02-28T02:21:30.490420+05:30 epnm-system-120 sshd[6390]: Inbound-ReKey for \
10.77.144.125:16285

2018-02-28T02:21:30.490437+05:30 epnm-system-120 sshd[6390]: Outbound-ReKey for \
10.77.144.125:16285

2018-02-28T02:21:32.124237+05:30 epnm-system-120 rsyslogd: [origin \
software="rsyslogd" swVersion="5.8.10" x-pid="3216" \
x-info="http://www.rsyslog.com ] rsyslogd was HUPed

2018-02-28T02:25:04.601075+05:30 epnm-system-120 rsyslogd-2177: imuxsock begins to \
drop messages from pid 3229 due to rate-limiting

2018-02-28T02:25:30.938945+05:30 epnm-system-120 rsyslogd-2177: imuxsock lost 463 \
messages from pid 3229 due to rate-limiting

~CERROR: cmd '/opt/CSCOlumos/bin/run_command.sh livelogs' failed

epnm-system-120/admin#

EAn 7 O—EA2F£RTHIZIE, nesrunloghistory 2~ R&2FEITLET,

ncsrun loghistory { all | secure | ade | messages }

77 4 FOBEREIZH V A,

EXEC

epnm-system-120/admin# ncs run loghistory

***Available filter options to limit logs - all secure ade messages***

/var/log/secure

2018-02-25T04:22:03.091312+05:30 epnm-system-120 passwd: pam unix (passwd:chauthtok): \
password changed for scpuser

2018-02-25T05:47:52.693460+05:30 epnm-system-120 su: pam unix(su:session): session \
opened for user oracle by (uid=0)

2018-02-25T05:47:52.746896+05:30 epnm-system-120 su: pam unix(su:session): session \
closed for user oracle

2018-02-25T07:48:08.551061+05:30 epnm-system-120 su: pam unix(su:session): session \
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opened for user oracle by (uid=0)
2018-02-25T07:48:08.607276+05:30 epnm-system-120
closed for user oracle
2018-02-25T09:48:29.616066+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T09:48:29.675890+05:30 epnm-system-120
closed for user oracle
2018-02-25T11:48:49.792055+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T11:48:49.845594+05:30 epnm-system-120
closed for user oracle
2018-02-25T13:49:13.712070+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T13:49:13.764692+05:30 epnm-system-120
closed for user oracle
2018-02-25T15:49:28.165108+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T15:49:28.231362+05:30 epnm-system-120
closed for user oracle
2018-02-25T17:49:46.089296+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T17:49:46.143475+05:30 epnm-system-120
closed for user oracle
2018-02-25T19:50:06.775083+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T19:50:06.828332+05:30 epnm-system-120
closed for user oracle
2018-02-25T21:50:33.338183+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T21:50:33.393056+05:30 epnm-system-120
closed for user oracle
2018-02-25T23:50:59.225069+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-25T23:50:59.278849+05:30 epnm-system-120
closed for user oracle
2018-02-26T01:51:23.433628+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T01:52:00.541797+05:30 epnm-system-120
closed for user oracle
2018-02-26T01:52:00.582068+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T01:52:00.635314+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:00.737839+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:01.308384+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:01.318405+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:01.373111+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:01.411957+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:03.176254+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:03.196829+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:03.252549+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:06.105604+05:30 epnm-system-120
opened for user oracle by (uid=0)
2018-02-26T03:30:07.126919+05:30 epnm-system-120
closed for user oracle
2018-02-26T03:30:07.131747+05:30 epnm-system-120

su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:
su:

su:
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ncs run ocsp-responder .

opened for user oracle by (uid=0)

2018-02-26T03:30:14.916295+05:30 epnm-system-120 su: pam unix(su-l:session): session \
closed for user oracle

2018-02-26T03:30:14.923602+05:30 epnm-system-120 su: pam unix(su-l:session): session \
opened for user oracle by (uid=0)

epnm-system-120/admin#

ncs run ocsp-responder

OCSP L AR X 2 AR F 113N T 51213 (EPNM OFEE) 2 42E) | EXECE— FTnes
run ocsp-responder 1~ > K& L £,

ncsrun ocsp-responder  { enable | disable }

B DEREA

enable OCSP L AR ZEHMMZLET,

disable OCSP L AR XMz LET,

AU R TIHIE

T 7 4V N OBEWERMEIZSH W FH AL

aAvU R E—F

EXEC

\}

ncs run reset

GE)  OCSP LARUFa<wyr FEHREXH 5121, nesrun client-auth =< > RE2ER{LT 5

PN H Y F9,  Inesrunclient-auth (68 X—) | 22 L Ca~r REAZLT
<TEEW,

nesrunreset =< RZfE LT, CiscoEPNM - — N—n 5T R TCOMBX—Z2HIBR LY
MR L= T — 2 _X—R %7 V=0T v 7LD T&EET, DBZ VY hT5E, BFEDTR
TOF =N VT EN, ZBOF—Z I CEXHZ ONET,

ncsrun reset { db | keys}

BXDEREA

db DB #7207 — & Tty b LET,
keys Cisco EPNM - — S —7> B4~ T O % — %
HIBR L £

AR R TFIAILE

T 74N OB D Y EE A,

ATV R E—F

EXEC

epnm-system-160/admin# ncs run reset db
R R R R R R R R R R Warning R R R R R R R R R
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B ciscoernmo< kyorLUz

This script will delete the existing data in database (network data) and reset
database to default factory settings.

Do you want to proceed [yes/no] [no]? yes

Stopping EPNM...

This may take a few minutes...

EPNM successfully shutdown.

Stopping SAM daemon...

Checking for SAM daemon again

SAM Daemon not found...

Stopping DA daemon

Checking for DA daemon again

DA Daemon not found...

Completed shutdown of all services

Listener wcstns is down.

Listener already stopped.

Database is already stopped. Cannot stop again.

This script is intended to run database configuration utilities
to provision and create the embedded database

Running database network config assistant tool (netca)...
Running oracle ZIP DB creation script...

configuring Oracle memory size

Running standby database creation script...

currentState 1is

sid being set wcs

SQL*Plus: Release 12.1.0.2.0 Production on Wed Nov 14 11:25:18 2018
Copyright (c) 1982, 2014, Oracle. All rights reserved.
Connected to an idle instance.

SQL> ORACLE instance started.

Total System Global Area 2147483648 bytes

Fixed Size 2926472 bytes
Variable Size 1023412344 bytes
Database Buffers 1107296256 bytes
Redo Buffers 13848576 bytes

Database mounted.

Database opened.

SQL>

User altered.

SQL> Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> Disconnected from Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - \
64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
SQL*Plus: Release 12.1.0.2.0 Production on Wed Nov 14 11:25:52 2018

Copyright (c) 1982, 2014, Oracle. All rights reserved.

Connected to an idle instance.

SQL> ORACLE instance started.

Total System Global Area 1287651328 bytes

Fixed Size 2934984 bytes
Variable Size 331351864 bytes
Database Buffers 947912704 bytes
Redo Buffers 5451776 bytes

Database mounted.

Database opened.

SQL>

User altered.

SQL> Database closed.

Database dismounted.

ORACLE instance shut down.

SQL> Disconnected from Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - \
64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options
Listener wcstns is up

Database is already stopped. Cannot stop again.
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ncs run ssh-server-single-legacy-algorithm .

INFO: reset db command executed successfully. Please restore the system data from a \
backup file

WDHNL. Cisco EPNM P — —NDOT R TCOMBEF— %2 HIBRT 5 HiEEZ R LTV E
7,

epnm-system-61/admin# ncs run reset keys
This will delete all the private keys and may impact webserver, SSH service etc.
Do you want to proceed [yes/no] [no]? yes

ncs run ssh-server-single-legacy-algorithm

SSH ==L H =T N TV ALZGHEITENIZT HIT1E, EXEC E— R Tnesrun
ssh-server-single-legacy-algorithm =~ > R&fH L £,

ncsrun ssh-server-single-legacy-algorithm  { list | reset | algorithms }

ST ERA DI PR—FENAHEZTNLITY ZLDY R FFER
Li‘d‘o
reset REEZT 74NV MIRELET,
Y= N TNIYALERELET,
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. ncs run sshelient-nonfips-ciphers

\)

GE)  LDIRIO EPNM N— g U CSSH LY —T L3 Y R ADRE AR E 21T L=
ATH, 7Ty 77 L— 2%/ L TEPNM3.7x £721338xICB1TT 5 & . —#DKEX
BLXOWETLITY XL, 37xR038Xx~DT v 77 L —RIZEWEEINET, 2h
T, 37X FEIT38x B 39T v L —RT 5L, 37x £/-01338x T v 7/ L—
RY—_R—THIHA L2 LD LR L KEX BL UK ST 1T ) ZADY A RN 39 THHE

NENET,
WOFINEZZ OEBEREZRLET, LERTXTOSSH T VI Y XANTHINTWE
KR

ca) LRION—T a2 06 37x 72X 38x X—V a7 v 77 L— RT 5545
1T, VA —SSHT AT X LZEEITAEIILTLLTESN, 3917 v 77
L— RT 500, UTFDavy REFETLET,
admin# ncsrun ssh-server-legacy-algorithms disable

admin# ncsrun ssh-server-legacy-algorithms enable

ob) LBIONR—=Ta b3 7xFERIT38XIIT v 77 L—FRL, &HI239/13—T 3
VNET v T T =R LEHAE, UFOoa~y REETLTSSH L v —5 % M
ETNTAEMMI LT EE,

admin# ncsrun ssh-server-legacy-algorithms disable

admin# ncsrun ssh-server-legacy-algorithms enable

ncs run sshclient-nonfips-ciphers

TNA A~DOFRIGSSH Y T A 7 > MERHET, FIPSIEERLORE 52 G %0 F 7213 B0 5 123,
EXEC “&— KT ncsrun sshclient-nonfips-ciphers =~ > R&fH L £,

ncsrun sshclient-nonfips-ciphers { enable | disable }

X DA enable W{5SSH 7 74 7 > Mgk T, FIPS JEHERLD
B2 A LET,

disable FIESSHZ 7 A4 7 > hEEg ©. FIPS FEUEHLD
W5 a2 Bz LET,

AT R IFI4ILR T 7 %)V rDF— R enable TT,
EXEC

epnm-ha-imeir-prim/admin# ncs run sshclient-nonfips-ciphers disable
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ncs run test iops .

\)

GE) Zoawr R, EEIERAHERE (FIPS) T— R CTOREHTE £,

ncs run test iops

CiscoEPNM TO A HEMEDOFEMZ 7 A N L CTHERT 5H121F,. EXECE— R CTncsruntestiops
a~wy REFERLET,

ncsrun test iops

ARV R FI4INAL  T7AN FOBEREIZH Y A,

AvURE—FR EXEC

epnm-242/admin# ncs run test iops

Testing disk write speed ...

8388608+0 records in

8388608+0 records out

8589934592 bytes (8.6 GB) copied, 33.4561 s, 257 MB/s

ncs run tls-server-ciphers

TLS B 5 7 )V — 7% A0 5 12i%. EXEC &— KT nesrun tls-server-ciphers =< > K&
JEH L/ij’—o

ncsrun tls-server-ciphers { tls-ecdhe-sha? | tls-ecdhe-shal | tls-dhe-sha?2 | tis-dhe-shal | tls-static-sha2
| tls-static-shal}

¥X DA tls-ecdhe-sha2 TLS 55 2 /L — 7 ecdhe sha2 % £ R
tls-ecdhe-shal TLS K557 /L—7 ecdhe shal & £ HR
tls-dhe-sha2 TLS K55 2 /)L— 7 dhe sha2 % 2 #
tls-dhe-shal TLS K55 27 /L —7 dhe shal & £HR
tls-static-sha2 TLS A /X— 27" )L—" static sha2 & &
tls-static-shal TLS 557 )L — 7 static shal & 2

ARV R FI4LE  T 7 AN POKE 7 )V—T 1 tisecdhe-sha2 T
EXEC

epnm/admin# ncs run tls-server-ciphers tls-ecdhe-shal

Enabled TLS cipher groups are - tls-ecdhe-shal

Cisco Evolved Programmable Network Manager 6.1 <> K1) 27 LV RAHA K .



Cisco EPNM 2w > KU Z7 LV R |
. ncs run tls-server-versions

Restart is required for the changes to take effect

ncs run tls-server-versions

TLS (Transport Layer Security) D/3—3a V&R ET HI1Zi%. EXEC E— KT nesrun
tls-server-versions 2~ > R&HEH L £,

ncsrun tls-server-version <TL Sversion>

ATVERFIFILN T IANNOBECHEITH Y EHA,

ATy R E-F EXEC

OB, nes run set-tls-versions =~ > ROFE A TEZR L TWET,

epnm-system-168/admin# ncs run tls-server-versions TLSvl TLSvl.1l TLSvl.2
Enabled TLS version are - TLSvl,TLSvl.1,TLSv1.2

Restart is required for the changes to take effect
epnm-system-168/admin#

A

& Zoavr REFEITTHIE, V7 by 2T T ICHEHTAOLERNHY £, AF
NTIA=V B h Y OMIFTOP—_"—IKBENE LI, 72— A——¢
Tz— NNy IV aFTTHZ LaBEIDLET,

T

ncs start
EPNM #— —Z #7521, nesstart =2~ REEHLET,
ncs start [verbose]
XX DEREA verbose RLE) 7 2 APICEER A v = U RER S

nEJ,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

ARURE—F EXEC

FBREDHA KSq4y T Y —MIAvyE—V%FRT 5HIT1E, nesstart verbose =~ > RAEEH L £7,

ROFITIE, EPNM Y — =D iEZ R L ET,

Starting Evolved Programmable Network Manager...
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This may take a while (10 minutes or more)

ncs status .

Evolved Programmable Network Manager started successfully.

EEav> R

ncs status

AR TIHIE

AR E—F

avy kR & EA
ncs stop EPNM H— " —ZA5 1 LET,
ncs status EPNM Y — R_R—DHED AT —F 2 KR L

i‘a_o

EPNM Y —/N—D R T — & R FoRk$ BT,
7,

ncs status

EXEC £— K Tnesstatus =~ > R&#HA L E

ZOawy NIZFBIEELEFEF— TV —FEH D £H A,

T 7 4V N OBEWERMEIZH W FH AL

EXEC

wIZ, EPNM Y —R—D AT —H A Z K1 T 50217 LET,

ncs status

Health Monitor Server is running. (
Database server is running
Distributed Cache Service is running.
Messaging Service is running.

FTP Service is disabled

TFTP Service is disabled

NMS Server is running.

LCM Monitor is running.

SAM Daemon is running ...

DA Daemon is running ...

[Role]

Primary

[State] Primary Active )

EEav> R

avwo kR

B

ncs start

EPNM H— _—% @ L ¥ 7,

ncs stop

EPNM H— N—2%A2Z 1k LU E T,
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CiscoEPNM 37> KUY J77 LR |

ncs stop
EPNM $—/"—%{2 k4% (21X, EXECE— R CTnesstop =~ REEA L £, B A >
t— V% FRT BT, nesstop verbose =< RZ2EA L £9,
ncs stop [verbose]
X DA verbose fFIE 7 m ' ARIZFEEMR A v B —URFRS
ﬂ\ij—o

AU R TFI4ILE

AR R E—F

EREDAARZA Y

77 4 FOEEREIZH D EE A,

EXEC
PR A v — T EFIRT HITIE, nesstop verbose 1w > KA L £,
WOFITIX, EPNM Y — "—Dfg Ik kxR L ET,

Stopping Evolved Programmable Network Manager...

This may take a few minutes...
Database is not running.

FTP Service is not running.
TFTP Service is not running.
NMS Server is not running!.

Evolved Programmable Network Manager successfully shutdown.

Stopping SAM daemon.. .

Checking for SAM daemon again ...
SAM Daemon not found...

Stopping DA daemon ...

Checking for DA daemon again ...
DA Daemon not found...

Completed shutdown of all services

BEa<w> R

nslookup

avw R ERBA

ncs start EPNM Y — —ZE#h L £7,

ncs status EPNM H— _R—DBIED AT —H# R % TR L
*9,

CiscoEPNM #—/ =TV E— h T AT ADHK A N ERHET 512X, EXEC E— K Cndookup
avr REMEHLET,

nslookup word
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ocsp responder .

X DA word VE—K AT ADIPVET KL AF T I1EAR A
N, K 63 LFDOFHT,

ARV EFI4AL  T AN FOBEREIZH Y EE A,

AvURE—FR EXEC

11

ncs/admin# nslookup 209.165.200.225

Trying "209.165.200.225.in-addr.arpa"

Received 127 bytes from 172.16.168.183#53 in 1 ms

Trying "209.165.200.225.in-addr.arpa"

Host 209.165.200.225.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 172.16.168.183#53 in 1 ms

ncs/admin#

15 2

ncs/admin# nslookup 209.165.200.225

Trying "225.200.165.209.in-addr.arpa"

;7 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 65283

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: O

;7 QUESTION SECTION:
;225.200.165.209.in-addr.arpa. IN PTR

;; ANSWER SECTION:
225.200.165.209.in-addr.arpa. 86400 IN PTR 209-165-200-225.got.net.

;; AUTHORITY SECTION:
192.168.209.in-addr.arpa. 86400 IN NS nsl.got.net.
192.168.209.in-addr.arpa. 86400 IN NS ns2.got.net.

Received 119 bytes from 172.16.168.183#53 in 28 ms

ncs/admin#

ocsp responder

Online Certificate Status Protocol (OCSP) (%, OCSP VAR X ZHEHL TWeb 7 FA4 T b®D
AEAEEA— ZGRAEZ FREIC L E 3, 1@, OCSP L AR & @ URL (XFEHED Authority
Information Access (AIA) ML EEARONET, 72— A — /=X H =X L LT, Cisco
EPNM #—/3— E TR U URL R ETEE T, W AX L OCSP L AR F 2 HNE 213 L)
\ZL720, OCSP L AR & DURL %% E £ 72 13HIFRT 5 121%, EXEC-E— KT ocsp responder
avy REHLETS,

ocsp responder { remove | set | show }

X DA clear OCSP L AR KD URLZ 27 VT LET,
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AR R FIHILE

AU kRE—F

ping

CiscoEPNM 37> KUY J77 LR |

custom HAH IOCSP VAR XA BNE - ITES)
L7,
set OCSP L AR Z D URL Z#HELET,

774 FOEETH D FH A

EXEC

ncs/admin# ocsp responder
ncs/admin# ocsp responder custom enable

ncs/admin# ocsp responder set urll <WORD>
<WORD> Enter ocsp url (Max Size - 1024)

ncs/admin# ocsp responder clear urll

UE— MY AT L EDIEAKRA IPvA % v b U — 7 Bt 22 % (21X, EXEC £— K T ping
av s REHLET,

ping {ip-address | hostname} [Dfdf][packetsizepacketsize][pingcountpingcount]

BX DA

ip-address PING 34T 5L AT LDIP T RL A, #
K32 LFOFEHT,

hostname PING 2 FEITT AL AT LDKRA N, 32X
FTETORKEFTTHRELET,

df NIy 7T T AT — a T AEEE,

df Rry b 797 AT —2a w28t 58

AlE, ExE LIZfEEL, v—Hh /Yy b
7T ANTALGEIT2, DFZRELLR
WEEAIX3ICEE LET,

packetsize PING /X7 v hDH A X,

packetsize ping /X7 N DOH A X% 0 ~ 65507 DFIPHT
fBELET,

pingcount PING = = — B3R D%L,

pingcount ping = 2 —ZFROH A 1 ~ 10 OFFHTHE L
E3r
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AR R TFIHILE

AR E—F

EREDAARZA

ping6 .

77 4N FOBERLEIZH Y EE A,

EXEC

ping=~y RiFma—FR Ty hE7 RLRIZEGFE L, WEZFLET, pingti1iE, AR
R ~D/RZADEREME, NSADIRIE, A MIEGERRRNE O PEFHNT 5 DICELHET,

ncs/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.

18 bytes from 172.16.0.1: icmp seq=0 ttl=40 time=306 ms
18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms

---172.16.0.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2

ncs/admin#
EEav >R avw >R EBA
ping6 UE—FIPv6 7 R 2% ping L7,

UE— F AT L EDOREKRIPVE % v U — 7 #5229 51212, EXEC £— R T ping6
a~vy REfHLET,

ping6 {ip-address | hostname} [GigabitEther netpacketsizepacketsize][pingcountpingcount]

B DEREA

AR TFI4IE

ip-address PING 23479 D5V AT LADIP T KL A, B
K 64 LT DFHLT

hostname PING Z#F(TTH L AT LDKR A M, &K
64 SUF D FHLT

GigabitEthernet A—VFy A H—T oA AERIRLET,

packetsize PING /X7 v hDH A X,

packetsize ping /X7 N DY A X% 0 ~ 65507 DFIPHT
BELET,

pingcount PING = = —ZR D%,

pingcount ping == —ZROH A 1 ~ 10 OFEPHTHE L
ij‘o

T 7 4V N OEWERMEIZH W TR AL
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. reload

ARV FE—F EXEC

FERLEDHA KS4 > IPv6pings =~ Rid, 7 KL ACma—8Rk sy hEREL, IBEEHFLE T, ping 7
X WA RA~DOARZOEFEME, NAOEIE, ARA MIBEAREN E ) 3 Z 7 li§ 2 DITRLH
£,

IPv6 pingé ==~ > KX, IPv4 ping fragmentation (IPv4 @ df) 47> 3 & ¥R — h L7eWBESF
DIPvaping 2~ REFHEL TWETN, A F—T A ADF T 3 ORENARETT,
A B=T2A AT T arid, ECA L F—T=AREHDY 7 n—Jj) 7 FLALE
HEGICARNL D F 77, packetsize 35 KUY pingecount 4 Y 3 T IPv4 2w > R L [RIERICHERE L
S

511

ncs/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:da05 eth0: 56 data bytes

64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.599 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seg=1 ttl=64 time=0.150 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seqg=2 ttl=64 time=0.070 ms
64 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=3 ttl=64 time=0.065 ms

--- 3ffe:302:11:2:20c:29ff:feaf:dal05 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3118ms
rtt min/avg/max/mdev = 0.065/0.221/0.599/0.220 ms, pipe 2

ncs/admin#

15 2

ncs/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount
2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from

3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 10 data bytes

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms

18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms

--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 1040ms

rtt min/avg/max/mdev = 0.073/0.073/0.073/0.000 ms, pipe 2

ncs/admin#

BEa<T R EoLi)E]

ping JE—FIP7 FL 2% ping LET,

reload

Cisco EPNM A XL —7 ¢ 7V AT K m— R4 512id, EXEC £— FTreoad 2~ K
ZEALET,
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BXDEREA

AR R TFI4ILE

AR FE—F

EREDAARZA

CiscoEPNM 7> Ky 77 Loz [

reload
Zoavwy NZFGIEELEF—UV—FNIHY £ A,
ZOavy RIZT 740 FOBEEZIXEIZH Y FH A,
EXEC

redoad 2~ RV AT L% 7 —FLET, a0 74X 2b—2aF5WE 7 7 A4 VAT
LT, CLITKRBHRAZ = T v a7 4 Xalb—ra lFf7ar 7 Xalb—ay
PRIEL, WebBHla—H— A L F—TxAf Aty a NIREXZRIFE L% T, reload =
<~ REFEHLET,

reload =~ K& EITT HHEINZ, CiscoEPNM B, Ny 77 v 7 Hm, A A=, T
T L— R, EEHIREREEZ FEITR TRV L 2R L £, Cisco EPNM 28 240 5 D
NPHOEEEIT> TV AHIZrdoad 2~ > REFETTHE, IROWTNNDOEL A o —U N
FoREINET,

WARNING: A backup or restore is currently in progress! Continue with reload?

WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHDOWTINNDOEENR RTINS, BIEEZEILTAHITIXYES E AL, EiLEFx
BT HIZIENO EASLET,

redoad =~ > ROEHARFIZ 7o B ANETENTWRWEES, £RERREIN-ELE X v —
IS U TYES EAST B L, CiscoEPNMIZ L 5T, IROA T 3 TxT I8 NER X
nEJ,

Do you want to save the current configuration ?

YES E AN LT, BEfED CiscoACS 27 4 X a2 b—3 g3 U EHRIFELE T, Cisco EPNM 1213
DA =V NRRINFET,

Saved the running configuration to startup successfully

ncs/admin# reload

Do you want to save the current configuration ? (yes/no) [yes] ? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ncs/admin#
BEa< R avw kR EHEA
halt VAT LET 4 =T M LET,
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CiscoEPNM 37> KUY J77 LR |

restore
WEDONY 7T v T EETT HITIL. EXEC E— FCredore 2~ R&EfHALET,
TIN5 —2av NNy 7y TDET:
CiscoEPNM 7 7V 7 — 5 v ORICEAT 57 — 2 218015121, kOa~» &AL
R
restore filename repository repository-name application application-name
TINVr—23v N9 97y TOER
CiscoEPNM 7 7'V /r—3 5 & Cisco ADEOS IZBT 27 —# 21803 512id, kDa~v R
AL £,
restore filename repository repository-name

BX DA filename JED AT DAY I T T T 7 A

AR R FIHILbE

avU R E—F

EREDAARZM4

DT 7 AN BK 120 LEDOTEETF,

GE) 77 ANADREIT, targpg & DL
R AT OMNERDH D T
(myfile.tar.gpg 72 &) .

JRI LY VR MV DOF—U—K,

repository-name Ny I T v ThBEITETHYRY N OL4HI,
application TV = arDxF—U—R,
application-name BT D77V r—ay T—HD4H, &

K 255 LF DI,

GEx) 7Y r—3g 4102 TEPNM] %
RKIXFTAHLET,

77 4V N OBECEILSD V) FE AL
EXEC

e EIL Cisco EPNM 35 J2 U8 Cisco ADE OS B D7 — 4% #1855 L £ 7, Cisco EPNM |ZBEE
LT AV r—a v —2ORIBlON Yy 77 v FE1ETT 5121%. EXEC E— R T restore
o~ RIZ application =~ > F&BML £,

CiscoEPNM CZiub D2 2D a~y K& T 5 &, Cisco EPNM H—/N—73 B 8| FR k8
L\i—a—o

epnm-system-120/admin# restore
epnm-system-173-190908-0334__VER3.7.0.0.159 BKSZ26G_CPU4 MEM3G RAM11G SWAP15G APP CK218281319.tar.gpg
repository defaultRepo application NCS
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* NOTE *

CiscoEPNM 7> Ky 77 Loz [

If the system console is disconnected or got cleared on session timeout

run

Restore will restart the application services.

'show restore log'

to see the output of the last restore session.

Continue? (yes/no) [yes] ?

DO NOT press "C while the restoration is in progress
Aborting restore with a “C may leave the system in a unrecoverable state

Enter the backup password,

if your backup is password protected. Otherwise, press Enter

to continue the data restoration.

Password

Initiating restore.

Please wait...

Restore Started at 08/09/19 22:59:05

Stage 1 of 9:

Transferring backup file

-- completed at 08/09/19 22:59:15

Stage 2 of 9:

-- completed at

Decrypting backup file
08/09/19 23:02:24

Stage 3 of 9: Unpacking backup file

-- completed at

08/09/19 23:02:25

Stopping EPNM server

Stage 4 of 9:

-- completed at

Stage 5 of 9:

-- completed at

Stage 6 of 9:

-- completed at

Stage 7 of 9:

-- completed at

Stage 8 of 9:

Decompressing backup
08/09/19 23:18:58
Restoring Support Files
08/09/19 23:19:07
Restoring Database Files
08/09/19 23:19:43
Recovering Database
08/09/19 23:28:42
Updating Database Schema

This could take long time based on the existing data size.

Stage 1 of 5: Pre Migration Schema Upgrade

-- completed at: 2019-08-09 23:32:46.091, Time
Taken 0 hr, 4 min, 1 sec
Stage 2 of 5: Schema Upgrade
-- completed at: 2019-08-09 23:53:56.668, Time
Taken 0 hr, 21 min, 9 sec
Stage 3 of 5: Post Migration Schema Upgrade
-- completed at: 2019-08-09 23:54:17.489, Time
Taken 0 hr, 0 min, 19 sec
Stage 4 of 5: Enabling DB Constraints
-- completed at: 2019-08-09 23:54:53.179, Time
Taken 0 hr, 0 min, 34 sec
Stage 5 of 5: Finishing Up
-- completed at: 2019-08-09 23:55:12.431, Time
Taken 0 hr, 0 min, 18 sec

-- completed at

Stage 9 of 9:

-- completed at

08/09/19 23:55:43
Re-enabling Database Settings
08/10/19 00:24:32

Total Restore duration is: 01h:25m:27s
INFO: Restore completed successfully.

Starting Evolved Programmable Network Manager...
This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.

Redirecting to /bin/systemctl restart rsyslog.service
Completed in 1207 seconds
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. rmdir

CiscoEPNM 37> KUY J77 LR |

BEEav R av R SRER
backup X 77 w7 (CiscoEPNM & Cisco ADE OS)
EFEITLT, TR I T v URT MY
R LET,
show restore (126 ~2—73) BB R R L ET,

repository

Ny Ty THREDYRY M) 77— %
AN LET,

show repository

BEDYRY MUIZHDLEHRRER NNy 7T v
T I ANEERLET,

show backup history

VAT LDy T v IR E SRR LET,

rmdir
WEAFDT 4 L7 N U ZHIBRT 5121, EXEC E— RTrmdir 2~ > REfHEHALET,
rmdir directory-name [disk:/path]
EX D directory-name TERT 27 4 V7 b U O&H, HK80LFD
T
disk:/path T4 L7 R YA disk:/path DFER A L
£75

ATV ERFI4INL T AN FOBESEIZH Y EH AL

ARURE—F EXEC

ncs/admin# mkdir disk:/test

ncs/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

ncs/admin#

ncs/admin# rmdir disk:/test

May
May
Mar
May
May

ncs/admin# dir

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

16:

13
12

Usage for disk:
181067776 bytes total used

:34:49 activemg-data/
:40:59 logs/

07:27 lost+found/
:42:53  target/

:26:04  test/
filesystem

19084521472 bytes free
20314165248 bytes available
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rsakey .

Directory of disk:/

4096 May 06 2010 13:34:49 activemg-data/
4096 May 06 2010 13:40:59 1logs/

16384 Mar 01 2010 16:07:27 lost+found/
4096 May 06 2010 13:42:53 target/

Usage for disk: filesystem
181063680 bytes total used
19084525568 bytes free
20314165248 bytes available

ncs/admin#
BEa<> R avw >R ELEL
dir Cisco EPNM #r— " — LD 7 7 A L% —EHE T
l./ \35 j—o
mkdir LT oL 7 v RERLET,
rsakey
REIILTWNWD RSA X —%FKRT D50, 22— —FBFEDOT=DDH LV RSA A — %25 ET
5HIZi%, EXECE— RCrsakey a2~ > REEHLET, Zoa~vr FEEHALT, RESNT
VWA RSA F—%HIfRTHZ L TEETS,
rsakey { remove | set | show }
X DERHA remove 2 —WEEED - 5D RSA ABF—Z NI L E
j—o
set 2—WEREEDT- DD RSANHF—EZRTELF
7,
show 22— WD HODRSANHF—2F R LE
TO

aAavY R FI4ILk

aAvU kR E—F

T 74/ NOEHEITIH Y A,

EXEC

ncs/admin# rsakey
ncs/admin# rsakey show
No RSA key configured for user 'admin'

ncs/admin# rsakey remove
No RSA key configured for user 'admin
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. show

show

CiscoEPNM 37> KUY J77 LR |

ncs/admin# rsakey set <WORD>
<WORD> Filename of RSA public key (Max Size - 256)

FATL AT LAOEREFRT HIZ1E, EXECE— R Tshow 2~ > R&fEHLF9, show =~
> Ri%. Cisco EPNM O E & FrnTHBIFEHTE 2K bERa~ FD 1 >TT,

# KT :show 2~ FOER) (92 X—2) ([ZRHMINTWD a~y FEEMT 25813,
showapplicationstatus® L 9 12, show 2~ > ROKICF—TU — REIRETHILENRH Y 9,
—H8D show =~ R TIX, F—VU— ROBRIISIBETITERAIBET 20E BV £9, -
& %I1X, show application version ¢,

BXDEREA

F T D Cisco EPNM show =2~ > ROFEAIZHOWTIZ, Tshow 2~ K] 2B LT FE

/AN
show §¥—7U— K

= 7:show 37> FOEH

a<w vk ()

B

TV =gy
(F—U— FRNI)

AVAPR=ILENTWBT T r— 302
BT aEREeFRLET, 2E2IE. AT —
HARN— g T,

backup
(F—U— R LE)

Ny 77 v FICETBERERRLET,

banner

07N =R R LET,

CDP
(F—U— FRE)

A F—7 )L 72 Cisco Discovery Protocol (CDP)
A F =T 2 A AET DR ERRLET

clock AT A TZay 7 OEA., BT, BEF), R
. BIOHEEFERLET,

cpu CPU [ E £ R LET,

disks FUARATDT 7 AN VAT AMEREFRLE

‘j_‘O

icmp_status

ICMPa— 5D a7 4 Fal— g 02
B aEMeRR~LET,

interface

Cisco ADEOS THEINTWHTXTDA
H—T A ADMFEREFRRLET,
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CiscoEPNM 7> Ky 77 Loz [

avwrk ()

B

AR

IN=RT =T A Xy N VICEET A RESE
RLFET,

ip

IPEWREFRRLET,

logging
(F—T— R LFE)

VAT LAORX U TEREFRTILET,

logins

(F—U— FDLE)

n 7o VR E RN LET,

memory

FAAHOTRTOT v AL D AEYHEH
BN LET,

netstat

netstat & 7 7 A 7 7 — /LI ET SR A F
%Li‘a‘a

ntp

Network Time Protocol (NTP) D AT —X A%
FRLET,

ports

TIT A4 TIRR— NERET AT ATOT R
TAERRNLET,

process

CiscoOEPNM % —R_"—DT7 75 4 T 7 at A
BT o ERER R LET,

repository
(F—TU— FLZE)

BEDIVRSNID T 7 AVONKEFERL
e

restore

(F—U— RO NE)

Cisco EPNM V— —DETEREEZF < L E
TO

running-config

Cisco EPNM H— _"—DHIED EfTFa 7 4
X2l —aryI7rALVORNREFRLET,

security-status

=B R/R— N OFEMU/ BN L, & FES
F R EWAER T LET,

startup-config

Cisco EPNM —R—DA X — "7 w7 a
T4 F¥a2lb—ral ONBEERLET,

tech-support

RIEE DR TAC IZHR 2 2 27 ATE#H
Ltar 74 Xal—a U ERERERLET,
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CiscoEPNM 37> KUY J77 LR |

B ciscorrnma<o ryorLz

AU R TIHIE

ATV R E—FR

FEREDAA RS>

avw>vk (1) £nBA

terminal RIEOWMKREROM AR 7 4 X2l — 3
VORTGA—HDOERTEICHTHEREERLE
Er

timezone CiscOEPNM V—_"—DH 4 LAY — L R/ L
i‘ng

timezones Cisco EPNM #— \—TEH ARE/2 <X TD ¥
AL = BFRLET,

udi Cisco EPNM [EH D7 /34 21D (UDI) (ZR8
HIERERRLET,

uptime 07 AL L TWAVATANEHLTHLD
B 2 £ R LET,

users B 7 A4 LT 2—FDFHER L
e

version A VAR=ILENTWET SV r— 30D

W=V a T B R ERRLET,

12
L) cogchbavr REBBT 84, 72 & %13 showapplication ® L 512, show
. v RORIZKF—U— REEETLILERH D £,

(2) —#8® show =1~ > R TIL, show application version D &L H 12, F—U— FDKZIZFI
BROEBERETDVLENDHY £9, ZDshow 2~ Nif, VAT AICA VA h—/LE
NTCWLT7 7V r—rarOnR—yara2RKnxLET ( [show application) M)

T 7 4V N OBEERMEIZH W FH AL

EXEC

TRTO show 2= NI, HET L7200 b 1 DDOF—T— RBNMETT,

epnm-imeir-secon/admin# show version

Cisco Application Deployment Engine OS Release: 6.7
ADE-0OS Build Version: 6.7.9.001

ADE-0OS System Architecture: x86 64

Copyright (c) 2009-2020 by Cisco Systems, Inc.

All rights reserved.
Hostname: erez-esxi-12-vmé6

Version information of installed applications

Cisco EPN Manager
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ssh .

R R R R R I R R I I E A E E E I E h b kb b E E E b b b b b b dE b b kb ki

Version : 6.0.0 [FIPS not Enabled]
Build : 6.0.0.0.000

ssh
JE— M AT LEOMEFLENTE Yy v a 2T 51213, EXECE— R Tshav K
ZREHLET,
S
G¥) oz~ KX, Admin TH Operator (—H%—) THEHTEET (FE22H) |
ssh [ip-address | hostname] usernameport[number]version[1]2] delete hostkeyword
*ﬁi@%ﬁﬂﬂ ip—address JE—h VRZAFLDIPT LA, fr K64
F-DRHF,
hostname VE— R AT LDKRA N, BKK64TFD
PR
username SSHZ/rLCur/ AL TnWbhar—Hh—Dz2—
‘ﬁih—%o
port [number] (F7vay) VE—F AAMDOR— &5

AR TIAIE

AUk E—F

FREDHA KS1 Y

R LET, 0~65,535DFIHTHELET,
F 7 4V ME22 T,

version [1 | 2] (A7Tvar) "=Val FErraRLET,
T 74V ME2TT,

delete hostkey FEEDKRANDSSH 7 4 o H—7"V > k&Hl
%Lij—o

word VE—h AT LDIPvET R L AFEZIIH A

N4, K 64 SUFOFHF,

F4E—T I,

EXEC (Admin ¥ 721% Operator) .

ssh 2= Rk, AT LA0LRHIOUE— F VAT LAERIT——I2, BT Ih:
P et LET, ZOHERIL, BRAR S LI RERWT Telnet D7 7 k37 o REERE

CRBEDRBEREZTRME L9, SSH Z T4 7> M, BirB LU S{bic kv, FFexaT77%
Fy hT—7 ECEX a7 RBENTEET,
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. tech dumptcp

tech dumptcp

CiscoEPNM 37> KUY J77 LR |

i1

ncs/admin# ssh nesl admin
admin@ncsl's password:
Last login: Wed Jul 11 05:53:20 2008 from ncs.cisco.com

ncsl/admin#

51 2

ncs/admin# ssh delete host ncs
ncs/admin#

Transmission Control Protocol (TCP) /RNv A —V % oy V) —)UC X 745121k, EXECE— K
T tech dumptep =~ > R&HHAL £,

tech dumptcp gigabit-ethernet

BXDEREA

—_

AR TFIA4ILE

O R E—F

gigabit-ethernet XHEY P A=V Ry F A H—T = AD

He5T, 0FE-1T L,

T4 —=TI,

EXEC

ncs/admin# tech dumptcp 0

140816:141088(272) ack 1921 win 14144

08:26:12.034630 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141088:141248(160) ack 1921 win 14144

08:26:12.034635 IP dhcp-64-102-82-153.cisco.com.2221 > NCS.cisco.com.ssh: ack 139632
win 64656

08:26:12.034677 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141248:141520(272) ack 1921 win 14144

08:26:12.034713 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141520:141680(160) ack 1921 win 14144

08:26:12.034754 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141680:141952(272) ack 1921 win 14144

08:26:12.034756 IP dhcp-64-102-82-153.cisco.com.2221 > NCS.cisco.com.ssh: ack 140064

win 65520

08:26:12.034796 IP NCS.cisco.com.ssh > dhcp-64-102-82-153.cisco.com.2221: P
141952:142112(160) ack 1921 win 14144

1000 packets captured

1000 packets received by filter

0 packets dropped by kernel

ncs/admin#
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telnet .
telnet
Telnet Z %R — K L TWAHAKRR MIr 7 A 9§ 5HI2I%, operator (—H—) F7ITEXECE—
RCtenet =~ K& L £,
telnet [ip-address | hosthame] port number
*ﬁxo)gﬁﬂﬂ ip-address U e }\ AT LADIPT ]\e [/Xo %j( 64 jC
FOHEHF,
hostname JE— bk VAT LADKRA MM, K64 TFD
T
port number (FFvar) VE—F KA ROKR—  ES

AU R TIHIbE

AR E—F

terminal length

ZRLULET, 0~65535D&PHTHEEL £,

T 7 4V N OBEWERMEIZH W FH AL

EXEC

ncs/admin# telnet 172.16.0.11 port 23
ncs.cisco.com login: admin

password:

Last login: Mon Jul 2 08:45:24 on ttySO
ncs/admin#

BEDE v ¥ a » COBTED AR B DT Z % ET 521X, EXEC £— KT terminal length
av U REMFHLET,

terminal length integer

B DEREA

ARV R FI4ILE

aAvURE—F

EREDAARZA

integer DT, 0~5S114TOHBETHELET,
0 ZFET D & HIJIMHii M T O—RFE 123
Fo4—T NI £,

24 17,
EXEC

VAT AT length DA LT, EE@IH O HARHE RS 192 2 A4 I 72 RELE
@—o

ncs/admin# terminal length 0
ncs/admin#
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CiscoEPNM 37> KUY J77 LR |
. terminal session-timeout

terminal session-timeout

TRCOE Yy v a NCHTDET VT 4 T XA LT U N ET HIZIE, EXECE— KT
terminal session-timeout =~ > R&HEH L £9,

terminal session-timeout minutes

WX DS minutes HT VT AT 54 LT T N ONRERELE
T, 0~ 525,600 DFPACIEEL £, B
0) ZFBTTDLEHXALTUMNT 4 =7
72 £,

ARV R FIHLL 3005

AvURE—FR EXEC

FEHEDHA K54 > terminal session-timeout =~ > REZ B RIZRET D&, XA L7 U FBREINEE A,

ncs/admin# terminal session-timeout 40

ncs/admin#
BEa<v R av ok EiEA
terminal session-welcome VAT NI TA T AT RTO—WIZHR
RENAUHA v E—U% AT MMIREL
e

terminal session-welcome

IZ1%, EXEC &— KT terminal session-welcome =~ > R&HH L E T,

terminal session-welcome string

HXX DA string WA v—, Bk 2,023 LT OFET,

ATV RTFIHFIR T 7ANFOEEREITH Y EEA,

ARV kFE—F EXEC

FEEEDHA KS4 L 2048 LFRIMD A v —VafRELET,

ncs/admin# terminal session-welcome Welcome
ncs/admin#
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terminal terminal-type .

BEa<w> R av R SRER

terminal session-timeout T_XTOEya LT, FTFr 77407
FALT U NERELET,

terminal terminal-type

BAEDY v a v OBIEORBUCHE SNDIMRD X A T HfEET HI121E, EXECE— KT
terminal terminal-type =~ > &AL £,

terminal terminal-type type

HX D5 type WROBEL %A T EER L. ZDHh— b %
DHEA TEARMT DHRA ML DR R TV
T—yarEHFNLET, KRS0 FDI
=,

AR R FI4 6 VTI00

ARV FE—F EXEC

ERLEDHA RSy T 74/ FDVTI0 &R D5E WRIA TR LET,

ncs/admin# terminal terminal-type vt220
ncs/admin#

traceroute
N RDGESEDT RURITIHESIND & ZIZEREIZE D /L— M &R T 521X, EXECE—
R C traceroute =~ R&ZfEH L £,
traceroute [ip-address | hostname]
*ﬁi@%ﬁﬂﬂ ip—address JE—h VR2AFLDIPT LA, K32 X
FOFEHT,
hostname JE—h VAT LADEA R, BRI2LFED
BT,

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

AvURE—F EXEC

ncs/admin# traceroute 172.16.0.11
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. undebug

undebug

CiscoEPNM 37> KUY J77 LR |

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ncs/admin#

TNy THERER T 4 B—T T 5 ITiE, EXEC £— R Tundebug =~ > R&EMHHL £,

undebug {all | application | backup-restore | cdp | config | copy | icmp | locks | logging | snmp | system
| transfer | user | utils}

BX DA

all TRCOTF Ny T T 4 =T M LET

application TV r—ay T A,
call : TRCOT TV r—vardDT Ry
THNhETF 4 E—7 Nz LET,
sinstall : 77V r—a DA A F—)b
OF Ry TH I ET =TT LET,
s operation : 77U r— a3 VOBEDT
Ny TWhET 48— M LET,
euninstall : 7 7Y r—a T A VA
M= DOFT Ny TH I T 4 E—T MZ
L%,

backup-restore TrANENy T v TBIMETTLET,

call: Ry 77 v FBLMMETLT, T
DTNy TN ET 4 v—T M LET,

s backup : Xy 7 T v FEBIOEILT, Ny
DT T OT Ry TN ET 4 2—T L
I LET,

« backup-logs : /N> 7 7 v 7B X OMEIL T,
Ny I T alorFr Ny THHhEZT 4
=7 LET,

e history : /N 7 7 v 7B IOETL T, BIE
OF Ry TN BT 4 E—T M LET,
srestore : NNy 7T v TEBIOMELT, B
DTNy TN ET 4 =T M L%
7
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CiscoEPNM 7> Ky 77 Loz [

cdp Cisco Discovery Protocol (CDP) 1> 7 ¢ ¥ =
L—a 774,

e all : 9~T® Cisco Discovery Protocol =
Y7 4X 2=y a DTNy SR
T4E—T M LET,

» config : Cisco Discovery Protocol D = 27 ¢
Fal—arOF\y ZHNET 48—
TMZLET,

« infra : Cisco Discovery Protocol D1 > 7 5

ARNT I F DTNy TH 1T 42—
T LET,

config a7 4Falb—ary TrAI,

call : I RTHOary 7 4Fa2l—Tg0
TNy TN T 4 =T M LET,

sbackup : X I T v T AT Falb—
YarDTF NNy WM ET =TI
L/iﬁ—o

eclock: 7oy a7 4F¥a2lb— g
DTNy TN ET 4 v—7 M LET,

einfra: =7 4 Xal—alr A7
ANTIF DTNy THNET 4 B—
TN LET,

ekron: A~ K A Va—7 a7y
Xal—rarorTyIHheEsT kv —
T LET,

enetwork : X hU—27 a7 4 ¥ a1 —
aroT Ny TN ET =TI
]\/\ij—o

erepository : YR MY a7 4 Fab—
varOT Ny THMhET 4 B—T NI
LET,

eservice: —bE 2 a7 4 X2l —33
YOT Ry TN ET 4 =TI LE
T,

copy ar’— a<v R,
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B ciscorrnma<o ryorLz

CiscoEPNM 37> KUY J77 LR |

icmp

ICMPa— 5D ay 7 4 Fal—g ),

al : ICMP =z — 5D a7 4 Xal—i g
YOFTRTOT NNy TN ET 4 B—7/IC
LET, 0~7TORTLLEFRELET, 0
FEKA, 7T RTERLET,

locks

Uy —2nayXr 7,
call : T RTOY YV—R myF o 7IOF
Ny THNhEF 42— LET,
ofile: 77 AN O TOT Ny 7HT
T 4= LET,

logging

oX a4 ¥alb—ar 77 A,

al : eXo 7 a7 Falb—y g3 03
TOT Ry ITHhET 4=V LFET,

snmp

SNMP 22> 7 4 Xal—Yay 77A),

all :SNMP 2> 7 4 ¥ a2l — 3 DT T
DF Ry THNET 4 —7 i LET,

system

AT AN T A,
call: TRTCDOVAT A T 7ANDT Ry
THhEF s v—7 I LFET,
cid: VAT LID DF RNy FHAET 4
=7 LET,
sinfo : VAT AEROT Ny THI1ET 4
=TIz LET,

cinit : AT AP OT S Z T %
F 4= NI LET,

LIRES

7 7 A VL%,

user

2 —HF—DEH,
call : TRTCO2—VEFHOT Ny 7 H )
BT 42— M LET,
« password-policy : /SZ T — KR U 2 —dD
A—YPEHOT Ny TH N 2T 4 =7
I LET,
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write .

utils a—T 4 VT4 a7 4 FXalb—var Iy
A IV
all : ¥ _XTh=2—F54VF 4 a7 %=
L—a v OT Ny T ET 4 B—T 0T

LET,
ATVRFEIHFIR T 7ANNOEEREITH Y A,
av R E—F EXEC
ncs/admin# undebug all
ncs/admin#
BEav>k avyk Hl:]
debug avwy PRWO=T —F 701314 X FEFRR
LET,
write
Cisco EPNM #—_—DOREZ 2 ' —, Fox, £IXHEET H121E, EXEC E— R THEbEI 25
BaEEL Cwritea~2 REMHFHLET,
write {erase | memory | terminal}
BX DA erase 2B = T S a7 4 Xal—3g %M

AR R TFIAILE

ATV R E—F

FELET, Z0a<r KiXTFT 74V b TiifE
N7 > TWET,

memory FTar 74 Fal—varw, A=K T v
T arZ4Xal—rvariiar—LFET,

terminal Efrary 74Xl —yarrary—)u
ar’—LET,

77 4V hOBEREIZSD D EE A
EXEC

RIZ, erase F— U — RZIE L7z write 2= ROBZRLFET,

epnm-system/admin# write erase
°

% Warning: 'write erase' functionality has been disabled by application: NCS
epnm-system/admin#
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. show a<w > F

show a< > K

CiscoEPNM 37> KUY J77 LR |

ZDIETIE, CiscoEPNM O show 2~ K& EiIFEd, a<w FIT L2, £V E O
HAHH, a~ RoF 740 bh, a~<~r RE—F, HfHEOHTA KT, a<wr v
Ho 7 ZA0HF, BLOE#Ea~ FERLET,

show application

VAT IIA VAN ANENTNWET TV r—a o lr—07 7Y r—y g UERER
RT 5121, EXEC £ — KT show application =~ > K&l L £,

show application [status| version [app_name]]

X DERHA status AVAR—LENTNET Y Fr— 320
AT —H AR RLET,
version A VAR—=ILENTNWAET TV r— g
(EPNM) OT7 7V /r—varN"—Ta %k
FRLET,
app_name AVAPR=ILENTWBT TV r— a0

A,

% 8: Count E£1=1% Last D B FLE %k

H e 1224

e begin : — KT D F—, R8O LFTD
BT,
count : BT A R LET, B
FE count DL IZHFEBML £,
|« e 124K,
end : BT AITTKRTLET, H&K80
DT,
exclude : —E ¥ BTN L ET, &K
80 LT DHELT,
include : —E7T 2172 & E T, K80
LF DT

last : H D OEBOFITEF R L ET, H
3 last OBICEFEBMLET, 801TF
TRRTEET, 774/ MI10TT,

| - O ER A%
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show backup history .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AvYRE—K EXEC
il
show application
<name> <Description>
NCS EPNM
MEavr R B
application start TV = a VEEREE I R — Tz
LET,
application stop TV =y a v EEILERIET =T
WZLET,

show backup history

VAT DNy 7T v TIEREEFR AT HIZIE. EXEC £ — KT show backup history =~ > K%
R L £,

show backup history

X DERHA Zoawy FIZFRIEELITF—U—FNIH Y A,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

il 1

erez-esxi-12-vm6/admin# show restore log
Started at: Mon Dec 20 14:30:11 2021
Initiating restore. Please wait ...
Restore Started at 12/20/21 14:30:11
Stage 1 of 9: Transferring backup file

- completed at 12/20/21 14:30:11

Stage 2 of 9: Decrypting backup file

- completed at 12/20/21 14:30:19

Stage 3 of 9: Unpacking backup file

- completed at 12/20/21 14:30:20
Stopping Cisco Evolved Programmable Network Manager server ...
Stage 4 of 9: Decompressing backup ...

- completed at 12/20/21 14:32:13

Stage 5 of 9: Restoring Support Files

- completed at 12/20/21 14:32:29

Stage 6 of 9: Restoring Database Files

- completed at 12/20/21 14:33:49

Stage 7 of 9: Recovering Database
completed at 12/20/21 14:35:23
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CiscoEPNM 37> KUY J77 LR |

Stage 8 of 9: Updating Database Schema ...

- completed at 12/20/21 14:35:34

Stage 9 of 9: Re-enabling Database Settings ...
completed at 12/20/21 14:47:22

Total Restore duration is: Oh:17m: 1ls

INFO: Restore completed successfully.

Starting Evolved Programmable Network Manager ...
This may take a while (10 minutes or more)

Evolved Programmable Network Manager started successfully.

Completed in 2189 seconds
Finished at: Mon Dec 20 15:24:26 2021

EEav> R

avok S ER

backup R 77 w7 (CiscoEPNM) #FE/TL T, #
ORI T T VRY FVIRTELF T,

restore Ny 2T v TNOIREVR R DT 7 AL
NEZETLET,

repository Ny Ty TREDIRY P ¥ 7F— &
ANLET,

show repository FEEDVRY N VICHDMHRER Ny 7T

T T ANEERRLET,

show banner pre-login

BX DA

AR R TFI4ILE

aAvU R E—F

A VA b=V LIz F—%FRT BHI21E. EXEC & — K T show banner pre-login =~ > K% fiff
ALET,

show banner pre-login
Zoawy RZESIEELEFF—TU—FNEIH D A,
77 4V P OEEREIZH Y T E A

EXEC

1

epnm-system/admin# show banner pre-login
Banner-Test
epnm-system/admin#
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show cdp .

EEav> R

avy kR

B

banner (36 ~X—7)

T g NRF—DA A =)V F—

T LET,
show cdp
AN 72> T 5 Cisco Discovery Protocol A & % —7 = A AZT D HZ R AT HITIE,
EXEC *£— K Cshowcdp =~ R&MEH L £,
show cdp {all | neighbor s}
BX DA all A F—T N2> TN DT XTD Cisco
Discovery Protocol f > % —7 = A A% K RL
ESr AN
A 18— Cisco Discovery Protocol %A /S—%Z /R LE T,

—

AR R FIAILE

a2 R E—F

77 4N FOBERLEIZH Y EE A,

EXEC

511

ncs/admin# show cdp all
CDP protocol is enabled ...

broadcasting interval is every 60 seconds.

time-to-live of cdp packets is 180 seconds.

CDP is enabled on port GigabitEthernetO.

ncs/adming

il 2

ncs/admin# show cdp neighbors
CDP Neighbor : 000c297840e5
Local Interface

Device Type
Port
Address

CDP Neighbor : isexp-eswb
Local Interface

Device Type
Port
Address

CDP Neighbor : 000c29e29926
Local Interface

Device Type
Port
Address

CDP Neighbor : 000c290fba98

: GigabitEthernetO
: L-NCS-1.0-50
: ethO

172.23.90.114

: GigabitEthernetO

cisco WS-C3560E-24TD

: GigabitEthernet0/5

172.23.90.45

: GigabitEthernetO
: L-NCS-1.0-50
: ethO

172.23.90.115
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. show clock
Local Interface : GigabitEthernetO
Device Type : L-NCS-1.0-50
Port : ethO
Address : 172.23.90.111
ncs/admin#
BEEaT YR avok HoL:L
cdp holdtime EAE TN AN )L—H 52T B> 7= Cisco
Discovery Protocol /X% v k Z#BEHET 5 F TlZ
ENELRFFT AR ZfE L E T,
cdp run Cisco Discovery Protocol % A *—7 /LIZ L&
T
cdp timer Cisco EPNM #—/3—723 Cisco Discovery Protocol
DEFEEETHHELEELET,
show clock
VATAYTZ7 M7 Z7uayZ7OER, A, BfF, FE, REEE, BLOEEZFRTTHITIE,
EXEC =— FTshowclock =~ RZEH L £,
show clock
XD IOy FIFBIEERITF—V—NIdb v A,

ATV RFI4ILE T 7 AN NOBERHEIZH Y £H A,

aTURE—FK EXEC
epnm-system-196/admin# show clock
Tue Jan 28 04:11:38 IST 2020
S
GE)  HioFITiE, showclock D /FERICH EHSEF (UTC) | 77V = v VYR (GMT) |
WEEEE, FREA— L —ElAEERE T,
MEav>F av vk BEL]

clock FTRADOVATF L Z7uay 7 BB ELET,
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show cpu .
show cpu
CPU fF# %= £ 9 521X, EXEC E— R Tshowcpu 2~ > R&EHLET,
show cpu [statistics] [|][[]
BX DA statistics CPU #aHE @A &K~ LE T,
| H A7 2550
* begin : —ET+ B % —>, K80 LTFTD

AR TIHIE

ATV R E—F

count : HI1DfTHAE I R LET, B
55 count DIZICHTFEBIML £,

|« HIESG 2%,

end : —ET 2T THRTLET, HK80
LT DI

exclude : —E4 217N LET, &Kk K
80 LFEDHHT,

include : —E T 2172 & FE T, &K 80
LFEDOBEET,

last : HOOEBGEOBITEFR R LET, H
FE last ORICEFTEBMLET, 8017
THRRTEET, T 74/ MI10TT,

| - e 245K,

77 AV OEIERIELDH D EH A

EXEC

i1

ncs/admin# show cpu

processor : O

model : Intel (R) Xeon(R) CPU
speed (MHz) : 1861.914

cache size: 4096 KB

ncs/admin#

{5l 2

ncs/admin# show cpu statistics
user time: 265175
kernel time: 166835

E5320 @ 1.86GHz
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CiscoEPNM 37> KUY J77 LR |

idle time: 5356204
i/o wait time: 162676
irg time: 4055
ncs/admin#
BEav>F avw vk & EA
show disks TRTCDT A AT DVAT AMEREE R LE

show disks

kR

show memory

FERHENTWALVAT A AT DEE VAT
LTt ARNIRRLET,

FURITDT 7 AN AT MEREF T B

Li\a—o
show disks [[] [

1Z. EXEC £— K Tshowdisks =~ R%&fHH

BX DA

AR FIHILE

ARV R E—F

HE 254K

e begin : —ET B —> K80 LFD
T,
count : BT E I LET, B
FE count DI ICHFEBM L7,
|« HOESG 2%,
end : T BITTKRTLET, H&K80
BEADE %/
exclude : —E ¥ 217N L ET, &K
80 LD IEHF,
include : —E7T 2172 &HE T, K80
LFOFEHT,

last : I DREDOEITEF R LFET, H
75 last DRI T EBMLUET, 801TF
THRRTEET, T 74/L ME10TT,

|« M ER A%,

77 4N FOBEREIZH Y EE A,

EXEC
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show icmp_status .

ERLDHA KS4> showdisks 2~y RliX, TA AT T 7 ANV AT Bz =77 v b7 4 — L TORHYR— b
ENET,

ncs/admin# show disks

temp. space 2% used (17828 of 988116)
disk: 3% used (143280 of 5944440)

Internal filesystems:
all internal filesystems have sufficient free space

ncs/admin#
BEa< R avU R Hl:L]
show cpu CPU fF#HZ# R L £ 7,
show memory FHENTWAVAT LA AR DBEE VAT
LT ARNIRRLET,

show icmp_status

Internet Control Message Protocol =2 —5& D 3> 7 4 ¥ o L—1 a UFEMRERRT DHITIL,
EXEC “&— T show icmp_status ==~ > K& L £,

show icmp_status {> file | |}

X DA > H o J71,
77 A EAEHS) (stdout) ZV XA LI FTDHT77A
IV DA,
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CiscoEPNM 37> KUY J77 LR |

HOEifa<r F

s begin : —E T B NHF—, K80 LTFD
BT
count : tHHDIT¥E D M LET, B
7 count DIZIZETFZBML E77,

o AT R,

end : —ETAHITTKTLET, K80

LT D FHT

exclude : —E T 21T7&RILET, &K
80 LT DHEFF,

include : —E T 2172 & E T, &K 80
D SR,

last : N OERBEOEITEERLET, H
75 last DRI TABIMLFE T, 8017
TERTEET, T 74/ MI10TT,

o O T A R,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC

il 1

ncs/admin# show icmp_status
icmp echo response is turned on
ncs/admin#

1 2

ncs/admin# show icmp_status
icmp echo response is turned off

ncs/admin#
BEa<v> kR avw Uk s EA
icmp echo Internet Control Message Protocol (ICMP) @ =—
a—FRAERELET,
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show ip route

show ip route .

TV —varydIPL— hOFEMAZ R AT 512X, EXEC £— KT showiproute 2~ K

ZREHLET,
show ip route {| |}

(=340

BLl]

ARV R TIAIbE

AR E—F

show interface

> MWDoy ZALvrirg s

| H AT

T 7 H N SOEMEILH Y EH A,

EXEC

ncs/admin# show ip route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface

10.126.168.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO

0.0.0.0 10.126.168.1 0.0.0.0 uG 0 0 0 ethO

Kernel IPv6 routing table

Destination Next Hop Flags

Metric Ref Use Iface

2001::/64 UA
256 0 0 ethO

fe80::/64 U
256 0 0 ethO

::/0 fe80::217:dfff:£e29:9800 UGDA
1024 18 0 ethO

::1/128 U
0 10127 1 lo

2001::20c:29ff:fe6c:8£28/128 U
0 0 1 lo

2001::813d:2d75:7d6:564£/128 U
0 37 1 lo

2001::d992:4889:c9%9e1:£238/128 )
0 0 1 lo

fe80::20c:29ff:fe6c:8£28/128 )
0 3 1 lo

££00::/8

IPICREINTWAEAS L H—T 24 AD2—Y—E VT 4 AT —HX A% FK T HI21%. EXEC
E— RTshowinterface =2~ > F&fEH L E£7,

show interface [GigabitEthernet | Team]

BX DR

GigabitEthernet FHEY b —HRy FOFEHZERRLET,
F—2A (Team) F—bA B =T x4 A Ry NT—7

THETE) OFMERRILET,
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B ciscorrnma<o ryorLz

AU RTIFIbE

AR E—F

FEREDHA FS14 Y

Al 7 254K
s begin : —¥F B % —, K80 LTFD
JEHT

count : A > Z— T oA ADITEAE T
N LUEd, HEEcount DBICEFEAEM L

F9,
eend : T BITTHRTLET, A0
LT DT

exclude : —E9 21724 LE9, &K
80 SLFEDHERT,

include : —ET 2172 & E T, &K 80
LFDOHET,

last : H D OEMBEOFAITEFR R LET, H
FE last ORICETFTEIBMLET, 8017
TERTEEST 74415 1 1017) &

T 7 4V N OEMERMEIZH W TR AL

EXEC

show interface D /I TIE, A1 > F—T A RT3 DDIPv6 7T RLARHAHZ ENHND F

To MDA U Z—y FT RLR QBffe IBE) X, A7 — LU AHBRREEMHH LI2fERT
T, AT — ML AHBREDERET DI12IE, OV T Ry FTIPV6 b— hT RAXX A XA
FREZ R > TWERLERNH D £, ROT LA (fe80LLKE) 1%, A FDOAERIC A 22—
TRFEELRNWY 7 a—h)L 7 KL ATY, IPv6 HENRRE £ 721% DHCPv6 % &2 BfR 7 <
Uo7 m—N T RUARFEICRRSNET, &EDOT KA (2001 LAFE) 1%, IPv6 DHCP
= N—=NOREF LIERTT,

511

ncs/admin# show interface

ethO Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: fe80::20c:29ff:fe6a:88c4/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0
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sit0

ncs/admin#

il 2

show inventory .

TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0

collisions:0 txqueuelen:0
RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)

Link encap:IPv6-in-IPv4

NOARP MTU:1480 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000
BEa<T K av Uk s BA
interface AVE—T A AL THRELT, £ ¥ —
Trxf AT 4 Fal—arHTE—FR
WAL £,
ipv6 address autoconfig AV H—T 2 A ATIPV6 AT — kL A HEhFE
ExARX—T M LET,
ipv6 address dhcp A B2 —T A ATIPv6 7 KL A DHCP % A
X7 M LET,

show inventory

CiscoEPNM 7 7T A TV AET ARV Y TNVE SR E "=y =274 X NVIZET 5
%2 #RT 5121%, EXEC &— KT showinventory =~ > K& L £,

show inventory |
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CiscoEPNM 37> KUY J77 LR |

BXDEREA

AU RTIFIbE

AR E—F

show logging

H B2 %k

s begin : —¥F B % —, K80 LTFD
BT
count : A > Z— T oA ADITEAE T
N LUE9, HEEcount D ICHTA BN L

F9,
eend : T BITTHRTLET, A0
LT DT

exclude : —E9 21724 LE9, &K
80 SLFEDHERT,

include : —ET 2172 & E T, &K 80
LFDOHET,

last : HAI OB OEITEF/RLET, H
FE last ORICETFTEIBMLET, 8017
THRIRTEET, 774V MI10TT,

T 7 4V N OEMERMEIZH W TR AL

EXEC

epnm-system/admin# show inventory

NAME: "Cisco-VM chassis", DESCR: "Cisco-VM chassis"
PID: Cisco-VM-SPID , VID: VOl , SN: GITQA6QC26B
Total RAM Memory: 12167972 kB

CPU Core Count: 4

CPU 0: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 1: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 2: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz
CPU 3: Model Info: Intel(R) Xeon(R) CPU E5-4640 0 @ 2.40GHz

Hard Disk Count(*): 1

Disk 0: Device Name: /dev/sda

Disk 0: Capacity: 322.10 GB

Disk 0: Geometry: 255 heads 63 sectors/track 39162 cylinders

NIC Count: 1

NIC O: Device Name: ethO

NIC O: HW Address: 00:0C:29:11:51:83

NIC 0: Driver Descr: el000: ethO: el000 probe: Intel(R) PRO/1000 Network Connection

(*) Hard Disk Count may be Logical.
epnm-system-61/admin#

VAT LARX T (syslog) DIRBBBLOEED AT LA X TNy 7 7y ODNFEEZERRT D
\Z1%. EXEC &— R T showlogging =~ > F&MH L £,
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CiscoEPNM 7> Ky 77 Loz [

show logging {application [application-name]} {internal} {system} |

B DA application

TV r—varulZERLET,

application-name

TV r—=va v, IR 255 T DR
e tail : Tail > A7 LD syslog A vE—,

scount : Tail DK T b A vEB—
., 0~ 4,294,967,295,

| BRI TER (REBR) |

internal

syslog D> 7 4 ¥al—varrEFfRLE
R

security

TX2UT 4 Dsyslog A vE—VERRLE
o

sync-logs

sync-logs D AT — X A% K LET,

system

VAT LD syslog R R LET,

&1 25 4%

* begin : KT 5/ F—, FK8OILFD
BT
count: f v H—T7 = A ZADITEE T T
ML FEd, HiEcount DHRICEFABIML
i‘d‘o

end : T BITTKRTLET, H&KS0

LFEDIEHET,

exclude : —E ¥ 217N LET, &K
80 LD IEHLF,

include : —E9 2172 &7, KK 80
LFDOEEET,

last : W OEEOBITEFRRLET, H
F5 last DRI T EBMLUET, 801TF
THRRTEET, T 74/ ME10TT,

ATV R FI4NN T ANV NOBEERMEITH Y A,

AT RE—FR EXEC
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B ciscorrnma<o ryorLz

EREDAA

 —_

3

12

ZDavy R, syslogmT7 —BLOA X harX o 7oREEZERTLET, ZOREIZIE,
RART RVA, aX o IBRARX—T N TnHRX L IO5Ek (2 —v, B=H,
Ny Ty, FEEFARAN) BEENET,

5l 1

ncs/admin# show logging system
ADEOS Platform log:

Aug 5 10:44:32 localhost debugd[1943]: [16618]: config:network: main.c[252] [setup]:
Setup is complete
Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars install.c[242]

[setup]: Install initiated with bundle - ncs.tar.gz,
repo - SystemDefaultPkgRepos

Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars install.c[256]
[setup]: Stage area - /storeddata/Installing/.1281030

302

Aug 5 10:45:02 localhost debugd[1943]: [17291]: application:install cars install.c[260]

[setup]: Getting bundle to local machine

Aug 5 10:45:03 localhost debugd[1943]: [17291]: transfer: cars xfer.c[58] [setup]: local
copy in of ncs.tar.gz requested

Aug 5 10:45:46 localhost debugd[1943]: [17291]: application:install cars install.c[269]
[setup]: Got bundle at - /storeddata/Installing/.1281

030302/ncs.tar.gz

Aug 5 10:45:46 localhost debugd[1943]: [17291]: application:install cars install.c[279]
[setup]: Unbundling package ncs.tar.gz
Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars install.c[291]

[setup]: Unbundling done. Verifying input parameters.

Aug 5 10:47:06 localhost debugd[1943]: [17291]: application:install cars install.c[313]
[setup]: Manifest file is at - /storeddata/Installing
/.1281030302/manifest.xml

Aug 5 10:47:07 localhost debugd[1943]: [17291]: application:install cars install.c[323]
[setup]: Manifest file appname - ncs

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[386]
[setup]: Manifest file pkgtype - CARS

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[398]
[setup]: Verify dependency list -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[410]
[setup]: Verify app license -

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[420]
[setup]: Verify app RPM's

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[428]
[setup]: No of RPM's - 9

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[439]
[setup]: Disk - 50

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[325]
[setup]: Disk requested = 51200 KB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[345]
[setup]: More disk found Free = 40550400, req disk = 51200

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[450]
[setup]: Mem requested by app - 100

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[369]
[setup]: Mem requested = 102400

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[384]
[setup]: Found MemFree = MemFree: 13028 kB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[390]
[setup]: Found MemFree value = 13028

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[393]
[setup]: Found Inactive = Inactive: 948148 kB

Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[399]
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show logins

show logins .

[setup]: Found Inactive MemFree value = 948148
Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[409]
[setup]: Sufficient mem found
Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install ci util.c[415]
[setup]: Done checking memory...
Aug 5 10:47:09 localhost debugd[1943]: [17291]: application:install cars install.c[461]

[setup]: Verifying RPM's...
--More--

(press Spacebar to continue)
{5l 2

ncs/admin# show logging internal

log server: localhost
Global loglevel: 6

Status: Enabled
ncs/admin#

5l 3

ncs/admin# show logging internal

log server: localhost
Global loglevel: 6

Status: Disabled
ncs/admin#

VAT LT A v DIREER FRT D21, EXECE— R Tshowlogins=~ > RZEH L £7,

show logins cli

B DEREA

—

AR TFI4ILE

AR E—F

FEREDHA KS4 Y

cli divmr4 Vs —EFRRLET,

T 7 4 v N OEMERMEIZH W TR AL

EXEC

di ¥—U— FEIEETHLERD Y T, HELRVHE, =7 —0BRELET,

ncs/admin# show logins cli

root pts/2 10.126.184.230 Fri Aug 9 14:50 still logged in
admin pts/3 10.126.184.230 Thu Aug 1 14:41 - 10:25 (3+19:44)
admin pts/3 10.126.184.230 Thu Aug 1 12:59 - 13:10 (00:10)

admin pts/2 10.126.184.230 Wed Jul 31 19:33 - 10:25 (4+14:51)
admin ttyl Tue Jul 30 20:16 - 08:18 (12:01)

reboot system boot 3.10.0-957.21.3. Wed Jul 31 01:01 - 20:17 (12+19:15)
setup ttyl Thu Jul 25 00:59 - 19:31 (5+18:31)

reboot system boot 3.10.0-957.21.3. Wed Jul 24 17:48 - 19:31 (6+01:42)

wtmp begins Wed Jul 24 17:48:44 2019
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. show memory

show memory

TRTOFETTrEADAE IV HHAELERRT 5HI21E, EXEC E— KT show memory =~ >/
NEFEHLET,

show memory

HET 2 8H Zoavy RIZIFBIRELITF—V— REH Y FHA,

ARV R FTI4AL T 7AN FOBERLEIZSH Y A,

ARV FE—F EXEC

ncs/admin# show memory

total memory: 1035164 kB
free memory: 27128 kB
cached: 358888 kB
swap-cached: 142164 kB
ncs/admin#

show netstat

Ty MU — T EEGICET A MEHE R A2 F T HI121%. EXEC E— KT show netstat 2~ > K%
AL ET,

show netstat{ > ||}

X DA > HAn)EAL v var,

| HERF-

ATV RFI4NAL T 7ANPOEWETSH Y A,

aAvURE—F EXEC

ncs/admin# show netstat
TCP Listeners ———————————— - -
Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 0.0.0.0:65000 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:39949 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:111 0.0.0.0:~* LISTEN
tcp 0 0 127.0.0.1:2000 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:6100 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:21 0.0.0.0:~* LISTEN
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CiscoEPNM 7> Ky 77 Loz [

tcp 0 0 0.0.0.0:22 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:2012 0.0.0.0:~* LISTEN
tcp 0 0 0.0.0.0:2013 0.0.0.0:~* LISTEN
tcp 0 0 :::61603 HEE LISTEN
tcp 0 0 :::10755 HEE LISTEN
tcp 0 0 :::61604 HEE LISTEN
tcp 0 0 :::31204 HEE LISTEN
tcp 0 0 :::9992 HEE LISTEN
tcp 0 0 :::65000 HEE LISTEN
tcp 0 0 :::8009 HEE LISTEN
tcp 0 0 :::5001 HEE LISTEN
tcp 0 0 :::1199 HEE LISTEN
tcp 0 0 :::111 HEE LISTEN
tcp 0 0 :::80 HEE LISTEN
tcp 0 0 :::35088 HEE LISTEN
tcp 0 0 :::21648 HEE LISTEN
tcp 0 0 :::16113 HEE LISTEN
tcp 0 0 :::2001 HEE LISTEN
tcp 0 0 :::61617 HEE LISTEN
tcp 0 0 :::1522 HEE LISTEN
tcp 0 0 :::8082 HEE LISTEN
tcp 0 0 :::6100 HEE LISTEN
tcp 0 0 :::21 HEE LISTEN
tcp 0 0 :::22 HEE LISTEN
tcp 0 0 :::48504 HEE LISTEN
tcp 0 0 :::443 HEE LISTEN
tcp 0 0 :::10555 HEE LISTEN

TCP Connections ———————————————————— -

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 0 10.126.168.61:22 10.65.57.243:55027 ESTABLISHED
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. show ntp

show ntp
NTP BT D AT — X A% FKRT 521X, EXECE— K Tshowntp 2~ > REMEALET,
show ntp

HET D EE8H Zoavy RIZFBIERERITF—V— REH Y FHA,

ATV R FI4NN T ANV NOBEERMEITH Y A,

ARV FE—F EXEC
E&Ea<UF avv kR B
ntp server VAT LADNIP Y —_"ZfEH{LTY 7 hU =
7wy 2R ET,
show ports

TIT 4 TRR—=FTY v AL T5T_RTOT v RETHEHREF T 5HI121E. EXEC
£— K Cshowports 2~ > RafiHL £,

show ports{]] [l]

EX DK | H B2 5k
s begin : —E T B NHF—, K80 LTFD
BT
ecount : £ > Z—7 A ZADITEE T

FLUEd, HEEcount DZICEFEAEM L
ESc

|« HIESG 2%,

eend : — T BITTKRTLET, BK80
LT DO FHT

sexclude : —E 3 A17H2BRALET, KK
80 L DIERT,

sinclude : —E3 2172 & E3, &K 80
LFDOIET,

last : HADFAL DB TEFR L £T, H
it last ORICHETZIBIML£T, 801TH
THERTEET, 774/ MI10TY,

| - e 245K,
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R

aARETI7HILE

ARURE—F EXEC

EREDAARZA
VERH Y £,

ncs/admin# show ports

CiscoEPNM 7> Ky 77 Loz [

77 4N FOBERLEIZH Y EE A,

showports 2~ R&EFATT DA, RA— R T 7T 4 Tty v a VCBEEMT LR T D

Process timestensubd (21372)
tcp: 127.0.0.1:11298
Process timestenorad (21609)
tcp: 127.0.0.1:51715
udp: ::1:28314, ::1:59055, ::1:45113, ::1:49082, ::1:64737, ::1:62570, ::1:19577,
::1:29821
Process ttcserver (21382)
tcp: 127.0.0.1:16612, 0.0.0.0:53385
Process timestenrepd (21579)
tcp: 127.0.0.1:62504, 0.0.0.0:18047
udp: ::1:51436
Process timestend (21365)
tcp: 0.0.0.0:53384
Process rpc.statd (2387)
tcp: 0.0.0.0:873
udp: 0.0.0.0:867, 0.0.0.0:870
Process timestensubd (21373)
tcp: 127.0.0.1:43407
Process portmap (2350)
tcp: 0.0.0.0:111
udp: 0.0.0.0:111
Process Decap _main (21468)
tcp: 0.0.0.0:2000
udp: 0.0.0.0:9993
Process timestensubd (21369)
tcp: 127.0.0.1:37648
Process timestensubd (21374)
tcp: 127.0.0.1:64211
Process sshd (2734)
tcp: 172.23.90.113:22
Process java (21432)
tcp: 127.0.0.1:8888, ::2080, :::2020, ::ffff:127.0.0.1:8005, :::8009, :::8905,
:::8010, :::2090, :::1099, :::9999, :::0l6l16, :::8080,
:80, :::60628, :::8443, :::443
udp: 0.0.0.0:1812, 0.0.0.0:1813, 0.0.0.0:1700, 0.0.0.0:10414, 0.0.0.0:3799,
0.0.0.0:1645, 0.0.0.0:1646, :::8905, :::8906
Process : monit (21531)
tcp: 127.0.0.1:2812
Process java (21524)
tcp: :::62627
Process java (21494)
tcp: ::ff£f£:127.0.0.1:20515
udp: 0.0.0.0:20514
Process tnslsnr (21096)
tcp: :::1521
Process ora_d000 ncsl (21222)
tcp: :::26456
udp: ::1:63198
Process ntpd (2715)
udp: 172.23.90.113:123, 127.0.0.1:123, 0.0.0.0:123, ::1:123, fe80::20c:29ff:fe6a:123,
:::123
Process ora_pmon _ncsl (21190)
udp: ::1:51994
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. show process

show process

Process : ora mmon ncsl (21218)
udp: :::38941

Process : ora_s000 _ncsl (21224)
udp: ::1:49864

ncs/admin#

CiscoEPNM 37> KUY J77 LR |

TIT 4 7T u AT A #REFRRT HI21E,. EXEC £ — KT showprocess 2~ > K%

AL £,

show process|

BXDERA

AU R FI4ILE

O R E—F

(A7 ay) B2 :

* begin : —ET 5/ F—, R8O ILFD
BT
count : £ > X —7 = A AD{THE DT
F L4, HiEcount DBICETEABIML
7,

end : BT AITTKRTLET, HK80
DR,

exclude : —E 9 BTN L ET, &K
80 LT DIEEL T,

include : —E9 2172 & ET, &K 80
LT D FHT

last : H N OEBOFITEF R L ET, H
75 last DRICHEFTEBMLUET, 801TF
THRRTEET, 774/ MI10TT,

77 4 FOBEREIZH D EE A,

EXEC

/admin# show process

USER PID TIME TT COMMAND
root 1 00:00:02 2 init

root 2 00:00:00 2 migration/0
root 3 00:00:00 2 ksoftirqgd/0
root 4 00:00:00 2 watchdog/0
root 5 00:00:00 2 events/0
root 6 00:00:00 2 khelper
root 7 00:00:00 2 kthread
root 10 00:00:01 2 kblockd/0
root 11 00:00:00 ? kacpid

root 170 00:00:00 ? cqueue/0
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root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
root
rpc

root

173
175
239
240
458
488
489
492
493
500
509
536
569
1663
1664
1691
1693
1695
1697
2284
2286
2318
2350
2381

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
132
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00

00
00

00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

00 0 0 ) 0 ) ) 0 ) ) ) ) ) ) ) ) ) ) ) ) ) ) e

khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll 0
scsi_eh 0
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0

show repository .

epnm-admin/admin#

% 9:show process D 7 « — )L KD A

J4—ILF BTl

USER 074y Liza—%—,

PID 7t 2 1D,

TIME A~ RORRBIAER S 7= R,

TT 7'a ke A HET D R,

COMMAND EHINETrERETavr FoZ A7,

show repository

VRS RNV DT7 7 A NVONEEFERTDHICIE

L/\i‘g_(]

show repository repository-name

EXEC & — KT showrepository =1~ > K% [f]

BX DA

ARV R TIFILE

aAvU R E—F

repository-name

WHEZR T2 UARY NI OARL, HEK30L
FORELT S

T 7 4V N OEMERMEIZH W FH AL

EXEC
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. show restore

CiscoEPNM 37> KUY J77 LR |

EEav> R

show restore

av ok & EA

backup N7 w7 (CiscoEPNM & Cisco ADE OS)
BIIATLT, TORY I T v T URT Y
WZRAFL LT

restore BEDODURS NIDOT 7 A NVONEE /N T
Ty TIMbEIE LET,

repository Ny 7Ty TREDVRY N B T7E— %
AN LET,

show backup history AT DNy T v TR R LUET,

B2 £R+ 5121, EXEC E— FCTshowrestore 2~ R&EHH L £,

show restore {history}

BX DA

aAvY R FI4ILE

aAvU kR E—F

history

BEEEEFRRLET,

77 x v FOBIEREIZSH D A,
EXEC

epnm-system-176/admin# show restore history
Wed Dec 2 21:55:39 IST 2020:

restore iol-epnm-discovery-191113-

0832 VER3.7.0.0.159 BKSZ18G_CPUl6 MEM3G RAM15G_SWAP15G_APP CK2443318487.tar.gpg from

repository
test: success
epnm-system-176/admin#

BEEavT YR

avw vk B L]

backup X277 v 7 (CiscoEPNM & Cisco ADE OS)
ZFEITLT, TONRNy I T v T H2VRT R
WZEBRIELE T,

restore BEDY RS NI DT 7 A VONEE N
Ty TN LET,

repository Ny Ty TREDIRY M) ¥ 7E— &
AN LET,

show backup history VAT ADNY I T TR AR FER LET,
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show restore log .

show restore log

BX DA

AU R TIAIE

ATV R E—F

B8R 77 7 b3y —LOLEIlKREDEITEEEZ R T 21213, EXEC E— N T show
restorelog =~ > REMEH LET, EICBRESER RECEBIEOFEITHICL Z0a~vy REHE
ITCEET,

show restore log

ZOavwy FIESIBEELITF—U—RNEH Y A,

T 7 4V N OBEWERMEIZH W FH AL

EXEC

1

epnm-system/admin# show restore log
Started at : Thu Aug 1 14:48:08 2019
Initiating restore. Please wait...
Restore Started at 08/01/19 14:48:08
Stage 1 of 9: Transferring backup file
-- completed at 08/01/19 14:48:56
Stage 2 of 9: Decrypting backup file
-- completed at 08/01/19 14:50:16
Stage 3 of 9: Unpacking backup file
-- completed at 08/01/19 14:50:19
Stopping EPNM server
Stage 4 of 9: Decompressing backup
-- completed at 08/01/19 14:52:12
Stage 5 of 9: Restoring Support Files
-- completed at 08/01/19 14:52:21
Stage 6 of 9: Restoring Database Files
-- completed at 08/01/19 14:53:04
Stage 7 of 9: Recovering Database
-- completed at 08/01/19 15:21:01
Stage 8 of 9: Updating Database Schema
This could take long time based on the existing data size.
-- completed at 08/01/19 16:10:50
Stage 9 of 9: Re-enabling Database Settings
-- completed at 08/01/19 16:49:13
Total Restore duration is: 02h:01m:05s
INFO: Restore completed successfully.

Starting Evolved Programmable Network Manager...
This may take a while (10 minutes or more)
Evolved Programmable Network Manager started successfully.

Completed in 1477 seconds
Finished at : Thu Aug 1 17:14:13 2019

avw Uk Bl

restore BED YR N DOT 7 A VDNEE 7
T oI ETELET,
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. show running-config

show running-config

BAEDFETary 74 ¥alb—Yar 7y A VERFar 7 Fal—va  ONEERRT D
\Z1%. EXEC “&— KT show running-config =~ > R&MEH L F7,

show running-config

HET 2 8H Zoavy RIZIFBIRELITF—V— REH Y FHA,

AT R F74 0k  showrunning-config=~ > FEETTLHE, TTOar 7 4 Fab—a UMERPEFRSN
9

ARV kFE—F EXEC

ncs/admin# show running-config

Generating configuration...

|

hostname ncs

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 172.16.168.183

|

ip default-gateway 172.23.90.1

|

clock timezone UTC

|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet 0
|

icmp echo on
|

ncs/admin#
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show startup-config .

BEavT UK av Uk HL:L
configure BEE— R L ET,
show startup-config AR —KT a7 4 Xalb—ar 77
ANFEREFI T4 X2 —2a VONEE
FrLET,
show startup-config

AL —=bT v T arZ g Xalb—var Iy VElFar7 4 Falb—var ONFER
R HIZIE, EXEC &— K C show startup-config =~ > RZ&H L 9,

show startup-config

O Toawry RZFEBIEELEF—Y—REH D THA,

AT R FI4 )k showstartup-config =~ FNid, T RXTDAZ— T v 7 ar7 4 Falb—a UFREETR
Li‘a_o

IRV RE—R EXEC

ncs/admin# show startup-config

!

hostname ncs

!

ip domain-name cisco.com

!

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

!

ip name-server 172.16.168.183

!

ip default-gateway 172.23.90.1

!

clock timezone UTC

!

ntp server time.nist.gov

!

username admin password hash $1$JbbHVKVGS$xMZ/XL4tH15Knf.FfcZZr. role admin

!

service sshd

!

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

!

logging localhost

logging loglevel 6

!
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. show security-status

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

ncs/admin#
BEa< R avw vk s EA
configure ary74Xal—arE— ReBLET,
show running-config WEOETary 74 F¥al—ar 7740
FllFar 74 X2 b—va VONEEIR
LET,
show security-status
X2V T 4 EEOREHREFRT HITIE, EXEC F— KT show security-status =~ > K%
fEALET,
show security-status
KT DR Zoavwy NIEBIEELITF—TU—NEdb Y £HA,
ATVRTFIFIR T 7ANFOEEREITH Y EEA,
ARV kFE—F EXEC
1
epnm-system/admin# show security-status
Open TCP Ports : 21 22 80 443 1522 8078 8080 8082 8087 9992 20828 61617
Open UDP Ports : 69 162 514 9991
FIPS Mode : disabled
SSH Legacy
Algorithms : enabled
TEFTP Service : enabled
FTP Service : enabled
JMS port (61617) : enabled
Root Access : enabled

Certificate validation settings for pubnet

Cert check : enabled
OCSP check : disabled
Auto CA update : enabled

Certificate validation settings for system

Cert check : trust-on-first-use
OCSP check : disabled
Auto CA update : disabled
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show tech-support .

Certificate validation settings for devicemgmt

Cert check : enabled
OCSP check : disabled
Auto CA update : enabled

Certificate validation settings for user

Cert check : enabled
OCSP check : disabled
Auto CA update : disabled

Algorithm settings enabled for SSH service

KexAlgorithms
diffie-hellman-groupl6-sha512,diffie-hellman-groupl4-sha256,ecdh-sha2-nistp521, ecdh-sha2-nistp384, ecdh-s
ha2-nistp256, diffie-hellman—groupl8-sha512, diffie-hel lman—groupl4-shal, diffie-hel lIman—group-exchange—sha256, di ffie-hellran
-group-exchange-shal,diffie-hellman-groupl-shal

MACs : hmac-sha2-512, hmac-sha2-256, hmac-shal

Ciphers :

aesl28-gcm@openssh.com, aes128-ctr, chacha20-polyl305Qopenssh. com, aes256-ctr, aes256-gcm@openssh. com, aes192
-ctr,3des-cbc,aesl28-cbc, aes256-cbc

TLS versions : TLSv1.2
TLS ciphers : tls-ecdhe-shal
Note : Shows currently configured values

Changes made after last system start if any,
will be effective after next restart

show tech-support

B A—NIREDT 7 =T VPR — M A RRT 521X, EXEC E— R C show tech-support
a~vy REfHLET,

show tech-support file [word]

BXDERA

ARV R TIANb

ATV R E—F

FRLEDHA KSA Y

file FEEDOT V=N HR—= T =& T 7 AL
ELTer—HNVT 4 ATIRIFLET,

word BRET D7 74 V4, K80 LFDHET,

INAT— RRZDOMDEF 2 U 7 4 fHHIE, BTSN EEA,

EXEC

show tech-support =~ > R, M7 7y a—7 4 7 OHRT, Cisco EPNM H—/3—|Z B
TOREBEOHEREZWET LOIKLHET, MEZRET LT, 7720V R—FrDH
LBEICH R L E S,

ncs/admin# show tech-support

E
Application Deployment Engine (ADE) - 2.0.0.568
Technical Support Debug Info follows...

E
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. show terminal

CiscoEPNM 37> KUY J77 LR |

R R R R R R I I I I E E E E E bk E b E b b b ik b I

Checking dmidecode Serial Number (s)
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkhhkhkhkhkhkhkhhkhkhkhhhhhkhkhhkkhhkxx

None
VMware-56 4d 14 cb 54 3d 44 5d-49 ee c4 ad a5 6a 88 c4

R R R R R I E I I I E E E E E bk E b bk b

Displaying System Uptime...

R R R R R R I I I I E E E E E b I E b b bk b

12:54:34 up 18:37, 1 user, load average: 0.14, 0.13, 0.12
R R R R R R R I E I I I E E E E b b E E h b b kb
Display Memory Usage (KB)
R R R R R R I I h h b I E E E E bk E b h b b kb
total used free shared buffers cached
Mem: 1035164 1006180 28984 0 10784 345464
-/+ buffers/cache: 649932 385232
Swap: 2040244 572700 1467544

R R R R R R R I I I I E E E E E b b b b bk b

Displaying Processes(ax --forest)...
R R R R R R R R I E I E E E E E dE b b b E b b bk b
PID TTY STAT TIME COMMAND
12 Ss 0:02 init [3]
2 2 S< 0:00 [migration/0]
32 SN 0:00 [ksoftirqgd/0]
4 2 S< 0:00 [watchdog/0]
5 2 S< 0:00 [events/0]
--More--

(press Spacebar to continue)

ncs/admin#
BEav>F av ok E%EA

show terminal

show interface A B —T A ADZ—Y LY

AERRFLET,

T4 AT —H

show process TIT 4Tl AT S

i‘a—o

Tz 2R L

show running-config

ForLET,

BWEOFEITay 74 Xalb—ra  ONK%E

B DEREA

—_

AR TFIA4ILE

WK T 4 X2 b— g T A—FOREICET HIERE RET 5120,
show terminal =~ > R&ZFEH L £,

show terminal
COa=y FIZFBIEELEEF— TV —FEH D EH A,

T 7 4V h OEBHEREIZH D TR AL
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aAvU R E—F

show timezone

BXDERA

AR TFIAILE

ATV R E—F

EXEC

ncs/admin# show terminal

TTY: /dev/pts/0 Type: "vtl00"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ncs/admin#

show timezone .

show terminal IZ X V. showterminal OHFI7 4 — ROFBHANERENFE T,

3= 10: show terminal M 7 « —)L KDERHA

J4—ILF

B

TTY: /dev/pts/O

WARDH A TN HDIEEOH N 2R L E
7o

Type: “vt100*

HEFRINTWAEED X A7,

Length: 24 lines

WRT 4 AT LA DREE,

Width: 80 columns

KT 4 AT LA DILFEH T LONE,

Session Timeout: 30 minutes

v a T, BERAEK T THECORE (H
L 53) o

VAT AIREINTWAZ A LY — %R pT 5121, EXEC E— R T show timezone =<

VREFEALET,

show timezone

ZOavwy FIESIBELITF -V —RNIH Y A,

T 7 X/ N OEERLHEIZH Y AL

EXEC

epnm-system/admin# show timezone
Asia/Kolkata
epnm-system/admin#

BEEa~Y

> >

avU kR

B

clock timezone

VAT LAOBFHE ERELE T,

show timezones

VAT LT AR AR L ET
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. show timezones

show timezones
RIRATHE IR O Y 2 M 2 B84 5 121%, EXEC £— R Tshowtimezones =~ > R&{#HH L
SE—;AO

show timezones

HET 2 8H Zoavy RIZIFBIRELITF—V— REH Y FHA,

ATV R FI4NN T ANV NOEERMEITH Y A,

ARV FE—F EXEC

FEEEDHA KS4 > Cisco EPNM H— A—THI I a[E7/R & A LY — 2 DFIZOWTIE,  Telock timezone] =~ R
AZRLTZSN,

ncs/admin# show timezones
Africa/Blantyre
Africa/Dar_es_Salaam
Africa/Dakar
Africa/Maputo
Africa/Accra
Africa/Kigali
Africa/Tunis
Africa/Nouakchott
Africa/Ouagadougou
Africa/Windhoek
Africa/Douala
Africa/Johannesburg
Africa/Luanda
Africa/Lagos
Africa/Djibouti
Africa/Khartoum
Africa/Monrovia
Africa/Bujumbura
Africa/Porto-Novo
Africa/Malabo
Africa/Ceuta
Africa/Banjul
Africa/Cairo
Africa/Mogadishu
Africa/Brazzaville
Africa/Kampala
Africa/Sao_Tome
Africa/Algiers
Africa/Addis_Ababa
Africa/Ndjamena
Africa/Gaborone
Africa/Bamako
Africa/Freetown
--More—--—

(press Spacebar to continue)

ncs/admin#
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show udi I}
BEavy R avw U R BL)]
show timezone VAT AIRESIN TV AL EZFRRLE
TO
clock timezone VAT LD ERELET,

show udi

BX DA

AR R TFI4ILE

ATV R E—F

show uptime

CiscoEPNM 7 77 A4 7 > A® UDLIZBAT 2§ #H & 79 5 121X, EXEC *£— KT show udi =

< REFEHLET,
show udi
Zoawy RIZEBIEEZITF—U—RiZh Y A,

T 7 X/ N OEBERLHEIZH Y AL

EXEC

Gen27 7 F7A T v AP —_"—Tshowudi 2~ REETLEZE O IFIZLITIZ

RLET,
51 1

epnm-system/admin# sh udi
PID: EPNM-UCS-APL-K9
VPID: A0

Serial: FCH1842V1EH

epnm-system-117/admin#

Cisco EPNM H— "—Za 7' A » LT bkl L= 2 £~ 5 121%,. EXEC ©— KT show

uptime =~ > RZEHA L 7,

show uptime|
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. show users

CiscoEPNM 37> KUY J77 LR |

BXDEREA

aAavU R FI4ILE

aAvYU kR E—F

(A7 ay) MIOEMT2EE :

* begin : —EK T D /¥ —>, R8O LFD
BT,
count : tHHDIT¥E D M LET, B
55 count DIZICHFEBIML £,
end : BT HITTKTLET, HK80
LT DT
exclude : —E9 21724 LE9, &K
80 XFDOIEHT,
include : —ET 2172 & ET, &K 80
LT D FHT

last : HADEEDOEATEFRRLET, H
i last O ICETABM LU £, 801TF
THERTEET, 774/ MI10TY,

T 7 4V F OEHEREIZH Y TR AL

EXEC

ncs/admin# show uptime
3 day(s), 18:55:02
ncs/admin#

show users
CiscoEPNM - —N\—lza 7' A v L TWba—WF —D—E 4 FR7T 5I21F, EXECE— K Cshow
users <2 R&EFHALET,
show users

EX DA show users status o—/L, ENIREE, vy ZAREEZR L, T

aAavU KT+

aAvU kR E—F

Da—HP—DFMaeFRLET,

77 4V hOBEREIRH D EE A,

EXEC

ncs/admin# show users

USERNAME ROLE HOST TTY LOGIN DATETIME

admin Admin 10.77.137.60 pts/0 Fri0000 Aug 6 09:45:47 2019
ncs/adming
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show version .

show version
VAT LDY T =T A= a CHET D EREFRT 5121, EXECE— FTshowversion
avr FaefHLET,
show version

=3 JOE L ZOa<y FIZESIBELZEZF—U—FIH Y EHA,

AT VR FI4NN T 7ANVNOEERMEITH Y A,

ARV FE—F EXEC

FRLEDHA KS1 Y

Ihavwy REFETTDH L, CiscoEPNM Y — R—Tf# L TV 5 CiscoADE-OS V7 7 =7
DONN— g AEH & Cisco EPNM O NX—2 g UNFERENET,

Cisco Application Deployment Engine OS Release: 6.7
ADE-0OS Build Version: 6.7.9.001
ADE-0OS System Architecture: x86 64

Copyright (c) 2009-2020 by Cisco Systems, Inc.
All rights reserved.
Hostname: erez-esxi-12-vmé6

Version information of installed applications

Cisco EPN Manager
R R R R R R R R R R R R R R R R R R R I E b E R E bk

Version : 6.0.0 [FIPS not Enabled]
Build : 6.0.0.0.000

aAvIJ4Fx¥alb—3>avr R

ZIZITIE, AvI4FXaL—2a3ravy REFOMBWTOMELHA, a~vr FOTF 7 40
h a~r Ry Zy 7 A, avs RE—F FHEOTA RTA4 2, a<wr Rl BLO
HWMF AP LSO~y RERLET,

a7 4FXalb—vay avy RiZidinterface & repository 23 & £ E T,

)

CE) —Fpoarr74Xal—aryavwl TR, avrRar7 4 Xa 1 —2 a0 &25%T
TAHEDIC, a7 4 FXalb—r gy BT E— REBETAIHLENRDY 7,

a7 4 X2 lb—Tary T—RNIT 7 ®AT5(2iE, EXEC E— KT configure =~ > K& fifi
HT20ERZH D F9,
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CiscoEPNM 37> KUY J77 LR |
. aaa authentication

aaa authentication

ATEREE AR ET HITIL, 27 4 F =2 —3 3 F— R T aaaauthentication =~ > R&{f
HALET,

aaa authentication tacacs+ server TACACS server address key plain shared-key

X DA TACACS server address TACACS+ H— "D IP 7 RL A FE =13 H A K
shared-key 4o

IHEWET X X P XTI ERLET,

ATVERFIFILL T IANNOBECHEITH Y EHAL

==

AR E—F X TE

admin# aaa authentication tacacs+ server 1.1.1.5 key plain Secret
admin# username tacacsuser password remote role network-admin

TACACS+ H—/3—{Z CiscoEPNM P —/ N— L A L 22— P —Z4 R E I TE D, Cisco
EPNM H#—/3— & TACACS+ H— _R—RELLHEINTWAZ 2R LET,

backup-staging-url
N—=T 4 a DT A ATEENVIR, Ny T v 7TERGETERVWEAIL, 2047 v
U LT CiscoEPNM TH v hU—27 77 AL A5 A (NFS) 2R ETEET, Zh
EITHI2IE, 27 4 ¥ 2 L—3 3 F— KT backup-staging-url =~ > R&2H L £,

backup-staging-url word

XA word AT — L JHEB O NFSURL, 2048 L7 £ T
DHRFTTHE L7, nfs/iserver:path % fif
)EH L/ \32 ﬁ—o

ATV ERFI4IAN T AN FOBESEIZH Y EE A,

ATV K E—F 227 4 ¥ =2 b—3 3 (Configuration)

FEHEDHA KS4> URLIZINFS OATY, v FOJERIL, backup-staging-url nfs://server:path T,
A

FE OFHLTCWANFS —R_"—Dtx =27 2% EL T, CiscoEPNM ¥——D P T K
LANSDHBT 4 L7 RUICT 7 EBATELLIICLTL &N,
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cdp holdtime .

ncs/admin (config) # backup-staging-url nfs://loc-filer02a:/vol/locall/privatel/jdoe
ncs/admin (config) #

cdp holdtime

SZAGT /XA A D Cisco EPNM H—/3—7>5 O Cisco Discovery Protocol /37 h & BEFET 5 £ T
DI A ET 5I1C0E, 207 4 ¥ 2L —3 a3 F— FTcdpholdtime =~ > FZ&{EH
LET, T74V FEEICRTICE, Z0avy RonoBXE#EHLET,

[no] cdp holdtime seconds

X DA seconds A=V R XA LERETRELET, EHIX10
~ 255 7,

AR R FI4LR 180F

ATV R E—F a7 4 ¥ a2 lb— a3 (Configuration)

FEEEDHA K54 > Cisco Discovery Protocol /37 v b ZA7fe ATRERFH, D F 0 IRFFRFHIOME L & BITHFE L ET,
ZAGT NA AVL, PRFFRERE OFRiE % 12, Cisco Discovery Protocol /34 > k @ Cisco Discovery
Protocol 1 # & FEFE L £ 77,

cdp holdtime =t~ > RICHRETE 251503 1 o721 T, HEHEELEEAIE. =7 —»%4
L\i‘a_(]

ncs/admin (config) # cdp holdtime 60
ncs/admin (config) #

EEa<> R Bl
cdp timer Cisco EPNM #—/3—723 Cisco Discovery Protocol
DOEH a2 FETDHELZRELET,
cdp run Cisco Discovery Protocol & A r— 7 /LIZ L &
ﬁ‘o

cdp run

Cisco Discovery Protocol Z# HZHCT HIZIE, 2> 74 F=2lb—v a3y EF—RKTcedprun a2~
RZf#H L £ 3, CiscoDiscovery Protocol Z#EZhIZ T 5(21%, ZDa~r ROnoBAZEH L
i‘j‘o

[no] cdp run [GigabitEthernet | Team]
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. cdp timer
BX DA GigabitEthernet Cisco Discovery Protocol Z BT DX E v~
A=Y Ry A X —T A AZEELE
7,
F— 2 (Team) Cisco Discovery Protocol & HZhZ T 5T — I
TAVHE—T A AERELET,

ATV RFI4ILE T 7 AN NOBERHEIZH Y FH A,

avUkRE—F 227 4 ¥ 2 b—3 3 (Configuration)

FEREDHA KSq4y ZOARY TR, 120X T arOil¥ (L ¥ =T =4 24) ZIRELET, A7 =
YDA UE—T 2 A AR ERE LRV A, Z0avr Rt $RTOA 4 —T 2 A A ET
Cisco Discovery Protocol % 1 r—7 /LIZ LE T,

)

GE)  Zoa=rFO7F74LFTE, TTRITEINTNDA v F—T oA ATEELET,
A B —T A ADEENRFIZ, HAIJIZ Cisco Discovery Protocol % {5 1 L &9, ¥KIZ, Cisco
Discovery Protocol % fC#) L 9,

ncs/admin (config)# edp run GigabitEthernet 0
ncs/admin (config) #

Ea<v>F SiBR

cdp holdtime ZAFT /XA AN Cisco EPNM B — 3= 5%
7 X~ 7= Cisco Discovery Protocol /X% v % Bg
Fd D E TORFRMZIEE L £

cdp timer Cisco EPNM H—/3—7) Cisco Discovery Protocol

DEF a2 REToHELIRELET,

cdp timer
Cisco EPNM #—/X—7) Cisco Discovery Protocol 7 v 77— ks & R(E T 2 HE 2R ET 5 I121L.
Ay 7 4F¥a2l—v gy ET—RKCcodptimer 2~ REHEHALET, 7740 FREICRETIC
X, Zoa<vr RonBEXE2#HLET,
[no] cdp timer  seconds

BX DA seconds

Cisco EPNM #—/3—723 Cisco Discovery Protocol
D2 ET 2HE LB THRELET,
flilx 5 ~ 254 T,
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AR R TFIHILE

AR E—F

EREDAARZA4

clock timezone .

60 ¥
227 4 ¥ = b—3 3 (Configuration)

Cisco Discovery Protocol /37~ | & fFfe FTRERFH], D F D IRFFRFM DM & & HITKFE L E T,
SEART A AL, (RFFRERIOREHIZ . Ciseo Discovery Protocol /3% > h & Cisco Discovery
Protocol {H#t & BEF L £,

cdptimer 2~ > RIZFRETE 55183 1 72 T, #EEELEZEAIE. =7 —2n"%4L
iTO

ncs/admin (config) # edp timer 60
ncs/admin (config) #

BEa<w2 R

clock timezone

B

cdp holdtime ZAET XA AN Cisco EPNM P — 3= 5 D
Cisco Discovery Protocol /37 v b Zf3ET 5 %
TORFFRFMZFEELET,

cdp run Cisco Discovery Protocol % A *—7 /LIZ L&
D

e ZERET DL, a7 4 Fa2lb— 3 F— K Tcocktimezonezz~> RZFEITLE
T, ZOMREAENCT AR, Zoavr FOnoBREEH L ET,

clock timezone timezone

B DEREA

AR R FIAILE

ATV R E—F

EREDAARZA

AL — FRUERF IO FR 3 DRI DA . FoRK 64 305
DIHLT

UTC
227 4 ¥ = b— 3 (Configuration)

VAT AL, NET, WEMSEE (UTC) ZHERFLE3, B LA LY —rnbhben
LA, ik, H., BLOEHAEASTE £,

11 HBORH

BREEE =X BRI BRI A

BN
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CiscoEPNM 37> KUY J77 LR |

BEEE £ =13 %A

) B

GMT. GMTO0. GMT-0. GMT+0, UTC,
Greenwich, Universal, Zulu

7Y = VKR (UTC)

GB

e[

GB-Eire, Eire

TANT R

WET P = —w w SEFfE (UTC)

CET it g — o SEERERE (UTC + 1 B
EET I —n v EEH (UTC + 2 FrfH])
KE & T4

EST. ESTSEDT

REEAERE . UTC - 5 FFfE

CST. CST6CDT

L AERE . UTC - 6 FFfE

MST. MST7MDT

(LSRR VERE, UTC - 7 REf

PST. PST8PDT

KAVEPEFERERF, UTC - 8 RERE

HST

ND A JEHER . UTC - 10 FFRE

RI2:A—RALSVTDEIALT—Y

T_x I~ 5 IJ 7}12”?}0

ACTHIVE, Adelaide Brisbane Broken_ Hill
Canberra Currie Darwin Hobart
Lord Howe Lindeman LHIHIE, Melbourne
North NSWIHIE, Perth Queensland
South Sydney Tasmania Victoria
West Yancowinna
() HEHHEAT vy () TREISTAHLES (B : Australia/Currie) |
Y Q) ACT=A—% b5 U 7 EEEE R
) LHI=m— R

(4) NS W==a2—H% 7 2 2 —/)L X
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CiscoEPNM 7> Ky 77 Loz [

R1B:TOTDIALT—>

T DT,
Aden/HITE, Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Colombo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk

. : I .

(1) 7T ORREICIZ, 77, M7 YT. BHETY T, BT BLORRT
CT MDY ET,

Y0 MRS EREE AT v e () TS TASLET il : Asia/Aden) .

\}

GE) ZhlsMc b A REZRBEEE N WL 222H Y £97, Cisco EPNM $—/3—"T, show
timezones =< > K Z A1 LET, Cisco EPNM P — — T A[FE/R2 T _RTDO X A A
V=DV A NPRRREINET, Y HILORRENC R bl L 7R 2RI L £,

epnm-admin/admin (config) # conf t

Enter configuration commands, one per line. End with CNTL/Z.
epnm-admin/admin (config)# clock timezone Asia/Kolkata
epnm-admin/admin (config) #

BEav >R Hl:)
show timezones (134 ~2—73°) VAT ATTHEARER R s —E LR L E
—a—o
show timezone (133 ~X—<") VAT KMIBERTE ST DR/ 2 For
LE7,
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do

BX DA

CiscoEPNM 37> KUY J77 LR |

a7 4 FXal—YaryEF—RERIHMEEOaI L T 4 X2l — gy BT E— 5 EXEC
LV awy REFETT AR, TEOay 7 4 F¥al—v gy F—RTdoa~vy Raff

)EH L/jz—é—o

do

Zoavy FIFBIERELITF—U—NIH Y A,

R1Y4:DoaRFOaAR KA T3y

B

application install

BMEDT IV r— g A A= LE
—a—o

application remove

BEOT 7Y r—a U EHIBRLET,

application start

BEDT Y r—3 g o BBEE I3 R—
T LET,

application stop

BEDT TV ir—y 3 v h IR T 4 —
T LET,

application upgrade

BEDODT SV r—a w7 v ST L —RL
7,

backup Xy 77 w7 (CiscoEPNM & Cisco ADE OS)
EERITLT, FORNw I T T2 IVERT R
IR LET,

backup-logs Cisco EPNM $— " — (2GS TV 5T T
ourxIYE— NNy 7T v 7 LE
7

clock CiscoEPNM Hr— _R—D L AT L7 v v 7 %%
FLET,

configure REE— REBLET,

copy Qb —ghbat—HIEREDO T AV E 2
I:O‘— Liﬁ‘o

debug SESERawr PR ez Ny

Ty ST, a7 4 ¥l —var, 2
v—, U Y—20uvr, 7yANM5Ek L—
P—EHR L) T, =7 —FFA X b E
FRLET,
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CiscoEPNM 7> Ky 77 Loz [

B

delete

Cisco EPNM ¥ —_R—D 7 7 A L ZHIR L £
TO

dir

CiscoEPNM V—/"— LD 7 7 A L &2 —EE IR
LET,

for ceout

¥ T D Cisco EPNM J — R — % —D4 T
DYy varyEmlncae 777 LET,

halt

CiscoEPNM H— N— % 2T B0, T v v
KET L LUET,

mkdir

HLWT 4 L7 B RERLET,

nslookup

UE—h VAT LADIPVET KL AEZITHRA
MaaRELET,

patch

VAT AEFENET ) = a DNy T
A VA=V LET,

pep

A5 PEP J— REHRTELET,

ping

VE—h YRTLDIPVE XY NT—F T
TAET 4 2B LET,

ping6

IPv6 VE— T AT ADIPV6 Ry NT—7
TIT 4T 2 LET,

reload

Cisco EPNM H— X—Z H s L £9,

restore

BWrEFEITLT, VR MU MNEARy I Ty
TERELET,

rmdir

BFEOT 4 L7 Y ZHIBRLET,

show

CiscoEPNM H— \—|Zf8T B EHREF R L E
ﬁ‘o

UE—F VAT AL F LS E Y v
ML ET,

tech

Technical Assistance Center (TAC) =< K%
/L ET,

telnet

UE— |k AT A~D Telnet Ffi 2 feSsr U E
ﬁ—o

terminal length

U AREIRRD /ST A — 2 B E L ET,
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CiscoEPNM 37> KUY J77 LR |

B

terminal session-timeout

FTRTCOF—IF N By aicx LT, E
W2 A LT 7 MR ELET,

ter minal session-welcome

FTRTOF—IF Ly aryTERIND
A =T AT MIEELET,

terminal terminal-type

BEDOY v a v OBAEDRBRIIESE ST
WAHBRRDZ A T ERIRELET,

traceroute

JE—KRIP7 RLZADO)L— 2 L —RALZE
7,

undebug

SFESFhavr MR (e xiE Ny s
TyFEET, a7 4 Falb—var, 2
v— UV Y—20uvy s, T77AVHEE T—
PEHE/RE) T, débug 2~ Ko (=
T—F2FA R NOER) BT 4T
W LET,

write

ey N Ty a—F 4 U T ¢ BFELT
LTHRYy NUV—V a7 4 FXal—ya%
A=A N AP Rl A = V)
L—alEHEL, FTar7 4 ¥ ab—
VaVvEAF—NT v ar7 4 ¥al—a
SNZav—L, ar = IFEfTar7 4 ¥a
L—yarvaRRLET,

SR EFoALE | T AN FOBEREES ) E A,

IRV R E—F ROE

HEREDAA K1Y

Zoawy RiE, == EPFIC, EXEC 2~ R (show, clear, debug=z~> R7g L)

EFEATTOHAIMEM L ES, EXEC 2~ FOFETR,
Fal—rarET—RIREY FT,

ncs/admin (config) # do show run

Generating configuration...

|

hostname ncs

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 172.16.168.183
I
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end .

ip default-gateway 172.23.90.1
|

clock timezone EST
|

ntp server time.nist.gov

|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd
|

backup-staging-url nfs://loc-filer0O2a:/vol/locall/privatel/jdoe
|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--

ncs/admin (config) #

end
BUEDa 7 4 Falb—rvartyia a7 LT, EXECE— NIZREDIZIE, 27«
Fal—raryrE—RFRTenda~vr FEHLET,
end

QO Zoavy RIZIFBIRELITF—V— REH Y T8 A,

ATV R FI4NN T ANV NOEERMEITH Y A,

ATV R E—F a7 4F a2 b— 3 (Configuration)

FEREOHA KSq4y ZOav NI BUEDa 7 4 Falb— gy = FROFTE— FInbd b, EXEC
T RICBATLES,

TDavwy NI, VATAREEZKT L, EXECE— RIZRE-> T, MEEFIEE FITT 58412
ERLET,

ncs/admin (config) # end

ncs/admin#
BEav>F avok EiEA
exit a7 44X alb—varE—REETLET,
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. exit

exit

CiscoEPNM 37> KUY J77 LR |

avU R ERBA

exit (EXEC) CiscoEPNM #—_"—mbu /7 v 52 &
T, TV T7 47 hmRktyra 2T ET,

B DEREA

aAavY R FI4ILk

AR E—F

FEREDHA KS4 Y

AT 4 FXal— gy ET— REKTLT, CLIE— FEE TRICEWE— RIZBITT5IC
X, 274 F¥al—varyE—RCeitavy REfHALET,

exit

Zoa<xy RIZIIBIEELIITRF—U— R A,

T 7 4V NOBEECHEIZH D FH A,

AXE

exit 2= Rif. CiscoEPNM P — R_R—TCHEDa < RE— K2 T LT, CLIT— FEBD
WKIZEWa <y FE— RIZBITT 558 CEALET,

7o& 21X, EXECE— RIZREDIZIE, 2074 Fal—aryE—RFCeita~vr FEEHL
¥4, a7 4 Xa2l—vary P TE—-RCexita~vr FafifdsL, a7 4F¥21—
vay B—RICRY £9, & 0O EXEC E— R Texit 2~ R&2EHT5 L. EXEC T—
R2M&T L. Cisco EPNM Y—_—Mm byl &iE 7 (exit (EXEC) 2~ RIZDOWTIL,
lfexit) ML TLEEWY)

ncs/admin (config) # exit

ncs/admin#
EEav >R avw > R Bz
end a7 4F¥al—rarE—RERTLET,
exit (EXEC) CiscoEPNM H—R_R—mbn /7o b 352 &
T, T T 47k Eya v #ACET,
hostname

VAT ADKRA MERETAHIZIE, a7 4 F 22— g F— K Thosthame =z~ %
FERHLET, VAT LNOLERAMEHIRT2I2IE, Z0avr Rono X EEHLET,
INT, VAT LDHRA R localhost IZY > b ENET,

[no] hostname word
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icmp echo .

BXDEREA

word A NDOAHT, 2~ 64 STFOEHTF L TR
() THRELET, RRA MITAALA—ZLIS

DLFTIHODULERDH Y 7,

ARV R TIFIE

ATV R E—F

FRLEDHA KSA Y

T 7 4V FOEBHEEIZH D FHAL

SUTNA AR ARAL TD A RTHDH hostname 1. AT LDOREMFIC—ESITE
ITLET, RAFZITIZ L ODB|BEEGHLIVLENH Y 97,

LE7,

ncs/admin (config) # hostname ncs-1

Changing the hostname or IP may result in
such as installed application (s)
Are you sure you want to proceed? [y/n] y
Stopping NCS Monitoring & Troubleshooting
Stopping NCS Monitoring & Troubleshooting
Stopping NCS Monitoring & Troubleshooting
Stopping NCS Application Server...

Stopping NCS Monitoring & Troubleshooting
Stopping NCS Database processes...

Starting NCS Database processes...

Starting NCS Monitoring & Troubleshooting
Starting NCS Application Server...

Starting NCS Monitoring & Troubleshooting
Starting NCS Monitoring & Troubleshooting
Starting NCS Monitoring & Troubleshooting
Note: NCS Processes are initializing. Use

undesired side effects,

being restarted.

Log Processor...
Log Collector...
Alert Process...

Session Database...

Session Database...

Log Collector...
Log Processor...
Alert Process...
'show application status ncs'

SN NG E. =T =g

CLI to verify all

processes are in running state.

ncs-1/admin (config) #

ncs-1/admin# show application status ncs

NCS Database listener is running, PID: 11142

NCS Database is running, number of processes: 29
NCS Application Server is still initializing.
NCS M&T Session Database is running, PID: 11410
NCS M&T Log Collector is running, PID: 11532

NCS M&T Log Processor is running, PID: 11555

NCS M&T Alert Process is running, PID: 11623

ncs-1/admin#

icmp echo
A H—Fy Ml A v E—T7 1 h 2L ICMP) O a— A& ET HITE, 27«
Fal—rzgrE—FRFRTiompecho 2~ RafHLET,
icmp echo {off | on}

XX DEHEA off ICMP =2 — &% F 4 E—7 I LET,
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CiscoEPNM 37> KUY J77 LR |

. interface

on ICMP = a—58& % A x—7 W LET,

ATVRFEIAIR VAT AFICMP = a—SERA Y (A 3—T ) ORE LRKICEEL £,

avY K E—F 27 4 F a2 L—3 3 (Configuration)

ncs/admin (config) # icmp echo off
ncs/admin (config) #

BEEa< >R av YR s BA
show icmp_status ICMP=a— 5D a7 4 X o b—3 3 1
WMERTLET,
interface

AR —T 2 A ABATEHREL, f v F—TxAf A AT 4 X2l — 32— NEEtA
T AT, interfacea~r RE a7 4 Fal—3 g F— R MEHALET,

)

GE)  VMware i~ i, HHARERA VX —T oA ANEE L Z 0BV £, =
I, R~ icBNENTERy U= f 2 —T A4 A (NIC) OFIZ L > TERARY
S

interface GigabitEthernet ip-address

EX D& GigabitEthernet X¥HAEY =YXy A F—T =A%
HELET,
0~3 BRETHXATEY h A=V Ry hBF—FOD
ﬁo
F—2 (Team) F—AbAf B —T oA AEHEELET,
0 ~ 255 ET DHF— AR — FDOTE

\}

GE)  interfacea~> R TXF ALYy b A=V 2y Fh R—FDFEEANTDH L,
config-GigabitEthernet 217 4 ¥ = L— g 7 E— R EINET ROV 4 v
7 ADMBHESR) |

do EXEC 2~v> K, Z®OF— RTEXEC a2~
RNWETTEET ( Tdo) 2ZMH)
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CiscoEPNM 7> Ky 77 Loz [

end

config-{GigabitEthernet|Team} ¥ 7 & — R & &
TL. EXECE—FIZED £,

exit

config-{GigabitEthernet/Team} 2> 7 4 ¥ = L —
Yar B TE-RERKTLET,

ip

A—PFry A F =T 2 A ADIPT KL A
Exy hvA 7 ZFELET ( lip address]
=B .

ipv6

DHCPv6 #—/3—7n5 IPv6 HEIERET R LA
BIOIPv6e 7 FLA&ZRELET ( Tipve
address autoconfig] 35 X O [ipv6 address dhep |
=S

no

ZOEFE—ROavy REHRELET, 200
F—U—RZfHTEET,
sip: A VH =Tz ADIPT KL AL Xy
M~ A7 ZFELET,
eshutdown : f X —7 = Af A& % v b
2 LET,

shutdown

A H =T A% ¥y FE U LET
( Tshutdown ZZ& M) .

virtual-ip

AR IP BEREZ R E L E 9, By 71

2 —7 = A AP ZWEAFD IP ITBIML £7,

—f%H972 Tinterface] 2~ R&E T _XTHHR—
FLET,

AU R TIHIE

AU kFE—F

FEREDAHAFS1Y

T 7 4V N OEMERMEIZSH W FH AL

E

e

interface=~ > Nid, SEIFREH/HEZVR— I T2V T A L X —T 2 AZHRTET HT2DIC

AL £

ncs/admin (config) # interface GigabitEthernet 0

ncs/admin (config-GigabitEthernet) #

BEEavTY K

avy kR

B

show interface

VAT A A B —T A AT BIEREE
i_\‘]\/i‘g‘o
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. ipv6 address autoconfig

CiscoEPNM 37> KUY J77 LR |

avU R ERBA

ipaddress (f > #—TxA X a7 (Fa |[LH—TxAfAADIPT RLRALRy hv A
L— 32 E—R) 7 hERELET,

shutdown (f v H—T7 A A a7 4 Fal—|f X —Txf A%y hE DU LET
gy E—NR) ( Tshutdown Z&/)

ipv6 address autoconfig

IPv6 AT — F L ZAHBEERELZANCTHICIE, /v F—T 2 AT 4 Fal— g F—
R-Cipv6 addressautoconfig =~ > KA LET, A v X —T A AT KL AZHIRT
L2, Zoa<wr RO noBERAERALET,

[no] ipv6 address autoconfig [default][0]

BX DA

aAvU R FI4ILE

O R E—F

FEREDHA K4V

T4k (F7Fvay) FIHNR—FNIDOA
A —T 2 A AL THERINTWDEGEIT
default ¥ — U — RIZX > TTF 74V b /1/~ I
NA VA=V EINET,

default ¥ —Y — NI, 1 2OA X —T = A
A ETLMEETEERA,

77 AV b OBEREIZH Y TR A
227 4 ¥ 2 b—3 3 (Configuration)

IPv6 A7 — F L ZAHERREICIL, FHRIFTRERIP 7 RL2AZEHSEWI X2 T o HOK L
LARBHYET, Z0%LELNIE., T4 —DPIRIC L » TSN E1, show 2~
REFHLT, 774NN —EILRERE N> TND I LR TEET,

IPv6 7 KL A HBEFREIX. Linux TIlX7T 7 /v b TA F—7 /LT3, CiscoADE %, ANz -
TWAIEEDA B —T oA ADFE[Ta L T 4 X2l —2 a3 TIPv6 7 FLAHBRTELZ R
LE7,

il 1

ncs/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # interface GigabitEthernet 0

ncs/admin (config) # (config-GigabitEthernet)# ipv6é address autoconfig
ncs/admin (config) # (config-GigabitEthernet)# end

ncs/admin#

IPv6 BENRREDN AN > TWBEE, FfT7ar 74X b—2arTERO KD 7
A B =T 2 ABRTEOHNINERINET,
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CiscoEPNM 7> Ky 77 Loz [

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address autoconfig
|

A B —T 2 A AREXF T HIZIE, showinterface 2~ RAfEHATE £4, #i2
T, A2 H—T =2 RUL3BEDIPV6 7 RLANHEINTWND Z b0
T WPIDT RLA (Bffe i) 13, A7 — ML AHBRELMEH L TSI ET,
AT — F L AHBREDMEIET DI21E,. TOHF TRy hTIPv6/L— k7 RAAZ A XX
Y EBA RZ=T Mo TV BRERH Y T, ROT RLA (fe80 LK) (X, KA
FOSNTINZ A a—FBNFEE LW v a— 7 RLUATY, IPve HEIREE-1T
DHCPv6 % EICRfR72< V7 a—0 7 RUARNFIZFRINET, &EOT KL
Z (2001 LARE) 1%, IPv6 DHCP H— —n b S £,

51 2

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£f10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ncs/admin#

showinterface=~ > REHEH LT, 7T A4 N —HEEEILRD AN > TWBH I & &
R TEET, 2 00HERET FLARKREINET, 1 ODT FLATT T4
U—EEER LT, O 1 oD T RLVARRXT T4 N —HEEH Y T,

ROF] 3 Tid MAC I 3ffe:302:11:2:20c:291f:feaf:da05/64 TFHE RFC3041 7 N L R IZ1%
MACWEENTWET, T4 X —EET KL A1%302:11:2:9d65:608:59a9:d4b9/64
<.

FRENDHENT, ROBFNRENTWET,
51 3

ncs/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:e608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:O0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ncs/adming
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. ipv6 address dhcp

CiscoEPNM 37> KUY J77 LR |

EEav> R

avwok HL:L

show interface AT A AVE—T oA AT AIEREFR
R~RLET,

ipaddress (> #—7 A A 27 4F= A VHE =T 2 ADIPT RLARLEFRY =R

L—3 gy E—R) 7 ERELET,

shutdown (f >V F—T =2 A A AT 4 Fal—|f X =Tz A% ¥y NE UL LET

gy E—R) ( Tshutdown Z M) .

ipv6 address dhep A B —T A ATIPv6 7 KL A DHCP %A
F—=T VI LET,

show running-config WEOETary 74 F¥al—ar 7740
Fdars 7 4 F 2 b— g VONBEER
]\_/i‘?—o

ipv6 address dhcp

IPv6 7 KL A2 DHCP Z G2 T 5I21F, 2> 7 4 F = L— 3 F— KT ipv6addressdhcp
av Y REEHLET, A 0¥ =724 AT FLAZHIBRT 5121, Z0a~r RO no
BREHEH L ET,

[no] ipv6 address dhep [rapid-commit] [0]

B DEREA

AU R TIFIE

aAvU R E—F

FEREDAA RS>

[rapid-commit] (F7vay) TRLVRAEIDYTIC2 A vE—
DR SGRETA LET,
[0] HETHXAE Y b =V —F v MNF—LB

LT OMRAE IP R — R E5

T 74 N OBERCEIESH Y EE A,
227 4 X2 b—3 3 (Configuration)

2L,

ncs/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ncs/admin (config) # interface GigabitEthernet 0

ncs/admin (config-GigabitEthernet)# ipv6 address dhcp
ncs/admin (config-GigabitEthernet) # end

ncs/adming

DHCPVOIPV6 73 A X —T VDA, FITar 7 4 X2 b —a AIRO I S g 2 —
Tz A AREEFRLET,
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interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address dhcp
|

\)

ipv6 address static .

GE)  IPv6 AT — ML AHBREREB L UVIPV6 7 KL A DHCP IZAH AICHHA TIZH 0 8 A,

B CA v H—TxA AZIPV6 AT — b L A HBRERER L IPv6 7 K L X DHCP DO )7 %
FBETEET, POIPVET RLARKEDA 2 —T 2 A4 ATHHAISN TWEH N EFR
+ 3213, showinterface =~ R&EFEHLE T,

IPv6 25— ML ZHEREB L NIPv6 7 KL A DHCP Ol T A x— T VD4,
a7 4 F¥a2b—vaiiRkOrLHI A v Z—T A ARELFRRLET,

interface GigabitEthernet 0
ip address 172.23.90.116 255.255.255.0

ipvé address dhcp
|

EEav> R

avwU kR

Bl

show interface

VAT A A B =T 2 A AT HIEREE
RALET,

ipaddress (f v F—T7 A A a7 4 F=
L—ya v E—R)

A HE—=T 2 A ADIPT KL AE Ry b A
JERELET,

shutdown (f > X —T =2 A a7 4 F =2l —
varyE—R)

A B =T 2 Ay y FEULET
( Tshutdown Z&M)

ipv6 address autoconfig

A B =T 2 A ATIPv6 AT — b L A HEh#%
ExEAX—TMILET,

show running-config

HRIEDFEITa L 74 Xal—ary 774 )L
FriEar 74 Xal— g VORNEEFRR
Lij‘o

ipv6 address static

HBOIPV6 7 FL A ZE D YT HIZIE, 27 4 F 2 b —v 3 F— FTipvbaddressstatic =
~ VU REHFEHALET, A ¥—T 24 AT RLAZHIBRT HI21E, Z0a~> RO no

KEfEHLET,
ipv6 address static [ipv6 address] [0]
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CiscoEPNM 37> KUY J77 LR |
. ip address

ATV R FI4NN T ANV NOBEERMEITH Y A,

AT R E—F 227 4 ¥ =2 b— 3 (Configuration)

BEREOHA FS1 L

admin (config-GigabitEthernet)# ipvé address static 0:0:0:0:0:ffff:a7e:a9d2
admin (config-GigabitEthernet)# ipvé default-gateway 0:0:0:0:0:ffff:ffff:ffe0

fEav> R avwvk EnBA
ipv6 address autoconfig A B —T 2 A ATIPVv6 A7 — h L AHEER

ExAF—T M LET,

ipv6 address dhep (154 ~2—37) A H—TxAATIPv6 7 KL A2 DHCP %A
F—=T ML ET,

ip address

AL B =T 24 ADIPT FLAL Xy b~ AV EZRETHITNE, A/ F—T = AT 4
Fal—TarE—RTipaddressa~ > REHALES, IP7 RUAZHIBRT 20, 1P
Oty S ERNCT AT, 2oavwry ROonEREHEALET,

[no] ip address ip-address netmask

)

GE) BEOA L EZ—T A AT, ALIPT FLAZRETEET, ZOREICLD, 25D
AE—T2A AOGIV RNV B2 T7 X2 b—rva rFlAZHIRTE £9,

X DA ip-address [Pv4 X—Ta D IP T KL A,
netmask BEffi oz P TRy hOwR 7,

ARV RFI+LE AL

ATV K E—F A HE—T a2 A A AT 4 X2l — g

FEREDHA KSAy T RVALFRY hRAZZUTIOTORETLHENDLY £, FFELLVES, =7 =7
BAELET,

ncs/admin (config) # interface GigabitEthernet 1

ncs/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.
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ip default-gateway .

To verify that NCS processes are running, use the
'show application status ncs' command.
ncs/admin (config-GigabitEthernet) #

BEI<T Uk avw >k s BA

shutdown (f > X —T =z A3 7 4 F a2l —
varyE—R)

A B—T oA ABERHLES
( Tshutdown] ZZ&M) .

ip default-gateway

A EB—T A ADT I HF VN F— T A
DODIPT FLAZHELET,

show interface

VATFADIPA E—T = A AT HIEHR
EFRRLET,

interface

AE—T 2 AARABATERELTA ¥ —
T xAAFT—KRIZAYET,

ip default-gateway

IP7 RUAZEELTCT 74N M= b oA ZERELITRET HITIE, a7 4 Fab—
v g v E— FTipdefault-gateway =~ > RZEH L ET, ZOMREEZEDNICT HI2X, 20

a2 RO no B ZHEHL E7,
[no] ip default-gateway ip-address

BX DA

AR R FIAILE

a2 R E—F

EREDAARZA

ip-address

FIFNINF—F T DIPT FL A,

T4 —=TI,

227 4 ¥ = b— 3 (Configuration)

BREOSIBAERE LIS E. 35 ziEE

LTCWARWEARIZZ T —NRAEL £,

ncs/admin (config) # ip default-gateway 209.165.202.129

ncs/admin (config) #

BEa<T R

avy kR

AEA

ipaddress (f ¥ —7 A A a7 41X
Lr—y3r EF—NR)

A=V Fy b AL HF =T =2 ADIPT RL A
XY PRI ERELET,
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CiscoEPNM 37> KUY J77 LR |
. ip domain-name

ip domain-name

Cisco EPNM H— R—3K A M2 BRSO HT LT 740 FO KA A U4 % ER
THITIE, I 74X alb—v a3y T—FTipdomain-name 2~ > REMHALET, =0
RN T A2, 2oa<wr ROonBEREHEALET,

[no] ip domain-name word

WX DHH word KA D4 SRS B DI 5T 7 &
WD RAAL A, 2~ 64 LFDORHF TH
i’]\/ij—o

ARURFIALE XTI

O kRE—F #X & (Configuration)

BERALDAA Foq Y A LESENSTESHAEIRE LTV AEA, =7 —n%ELET,

ncs/admin (config) # ip domain-name cisco.com
ncs/admin (config) #

BEa<> R EoLi)E]

ip name-server DNS 7 = U —IpIZffi 1195 DNS $— & 5% &
l/\ijqo

ip name-server

RAA =% —3— (DNS) 7=V OFETRHHEH T 5 DNS h— \—Z 5 ET 51T,
a7 4 Fa2l—v g E—RTipnameserver 2~ R&HLEJT, 1~3HDDNS ¥—
N—%RETEET, ZOBEZENCTIICIE., Zoavr FonoBXE2HEHLET,

\)

() ZoavwrrFonBEXzEHTIE, RENLTRTOX—L T — =0 HlRSNE
T, ZOa<wr ROnEXREIPLD 1 D2EFEHTIE. TOIP X —AP——721FR0
HIBR S EJ,

[no] ip name-server ip-address [ip-address*]}

*ﬁi@ﬁﬂﬂ ip-addl’ess *‘—‘A "j‘b‘/\\——@7 Fl/xo
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ip route .

ip-address* (7> ay) BHOX—LPF—1_"DOIPT K
LA,
GE) =P =T, HAIARETE

iﬁ—o

AR TIAIE

ATV R E—F

FRLEDHA KS1 Y

77 AV OBEERIEILDH D EE A

RIE

R

ip name-server =~ > RZfEH L CGBEINE N2 RO R — LY — S — TR O E IZBLE S 4L

FT, VAT AFEOV—N—ZRINMHEH LT, IPT L REMELET,

=L =T, kRE BB) IGETAHET. —EICIBEERITTRTE VAT AIENT
EFET, VAT AT T3 EDR—L P —"BREENTVEHA, P b1 EBL2HIkR
THETHR—L F—NZEIMTEEHA,

1l BEOFX =LY —N—=ZEHOMNEICREL T, VTV AT LARNETEOY— =2+ 5
INZTHIZE, Zoavr FOnEXRE2FEHLTTXTOR—LF——%2HIELTNHD
W ZEDDVLENDH Y FT,

ncs/admin (config) # ip name-server 209.165.201.1

To verify that NCS processes are running, use the
'show application status ncs' command.
ncs/admin (config) #

CiscoEPNM — N—ZFHEE L2 WK D ITRIRTEX E528, ZRTHLETITEDICA
nE7,
BEEavTR av R Bz

Y= NPRA M Z RS E D DI
DT 7 HNVINDRAL U HERLET,

ip domain-name

ip route
ABT 4 I )— N ERET DHITIE. :/74 Fal— 3 E— RTiproute 2~ R&EH
ALET, AT 4> 7 —bFEAIBRTZI2E, Z0a~vr ROno XA EHALET,
ip route prefix mask gateway ip-address
no ip route prefix mask
X DERHA prefix SESED P IL— b T LT 47 A,
mask SEAEDTS VT 4T AT AT,
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CiscoEPNM 37> KUY J77 LR |

. logging

gateway N—brEHEDT— T = A
ip-address Xy U= ZIZEET D OIS TR 1

JANKRYTDOIPT LA,

ATV R FI4NN T ANV NOEERMEITH Y A,

227 4 ¥ =2 b—3 3 (Configuration)

BRLDAA RSA> AZT 47— EFHTRESNET, JAUL->T, ZHEMES R T (R b
U—7 FRRTCOERIZEMICHEIE T EHA) B, BEMIIFEFICES RV ET, X¥T 14>
7 — NTlE, MR T A0V —T 4 VT OFF 2 5E SN D MLER T, B
BRFELENET, F72. V=T 4 v 7 R —DENRKH 0 3,

ncs/admin (config) # ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ncs/admin (config) #

logging
VAT AL DY T RV AT AADBR T DREER, B 7 LAV OREEZ AT HITIE, =
V74X al—arE—RTlogging 2~y REMHHLET, ZOHEL BT 5120,
Zoavry Ron B EeEHLET,
[no] logging {ip-address | hostname} {loglevel level}

BX DA ip-address 07 EEETHVE— RV AT LADOIPT R

Ao K 32 LFEOHET,

hostname 0 U ARETA)E— N AT LADKRA N,
K 32 SCFDOIHF,

loglevel logging =~ ROR T LRLVERET Ha~
:/}\\‘O

X UT X2 T smXrroavr R,

sync-logs Mk 22 o IR 2R E L TR MU L

WAERA7-0Da< K,
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CiscoEPNM 7> Ky 77 Loz [

level 07 Avb—VERETOIHLED T T A4
T4 LNV DOFE, TITAFVT 4 LoULR
PFoLEh T (F—TU—FDFFE A

7).

s 0-emerg (Fxfiy)) : VAT ARFEHAAR
Al

e l-alert (77— h) = HITEN D
Wi,

e2crit (VT4 HN) T VT 4 BN
IRHE,

e 3-err (=T—) =T —IREE,

s 4-warn (#45) . BIERIRRE,

o S-notif GEZN) : IEH THDHA, BEERIR
%O

« 6-inform (T 7 #/V k) IEREEAE A
-,

s 7-debug (TN ) TNy T A yE—
\:/\\O

ATV R FI4IARL T AN FOBESEIZH Y EE AL

avy R E-F B

FEELEOHA RSy O3 RTE IPT FLA, KA M loglevel F—TU — ROWT N EFEET D LEN
bV ET, INLOGBEEBIEET DL T —NRELET,

511

ncs/admin (config) # logging 209.165.200.225
ncs/admin (config) #

1 2

ncs/admin (config) # logging loglevel 0
ncs/admin (config) #

BEa<w> KR avw >R Bz

show logging VAT LADOu T YA NEFRLET,
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. ncs run diag

ncs run diag

AR R TFIAILE

AR E—F

CiscoEPNM 37> KUY J77 LR |

TOAawy REFHLT, VAT LA T TNy a—TF 4 7T 57201 nes diag & BB £ 7~
ILRBIfERR CE 9, ZAUTE V. nesDiag— U MBFIHAHEIZ /2D . AL v K& 7 DBQuery
REDSESERY—CALIT VAL TT = N—A7 2 ) ZfEG8 TE 5720, BEOT
Ny ZIESLHET, Z0a<wy RERER L72%. https/<epnmn_server ip>/webacs/ncsDiag.do
5 nesDiag X— N T 7B A TEX ET,

ncsrun diag -deploy

ncsrun diag -remove
T 7 F v E OEMEREILH D EH A,

EXEC

epnm/admin# ncs run diag -remove
Undeploying the ncsdiag app

epnm/admin# ncs run diag -deploy
NCS diag web app is deployed

\)

G¥) Incs run diag -deploy] D FEFTH4 T nesDiag— 7 7 AL LD & L CRIENRRAE L

$etr. HHIZ Tnes run diag -remove) % 3247 L T2*5 Ines run diag -deploy] % 51745 X
ITRDHNET,

ntp server
NTP h— N2 LBV AT OV 7 v =T 70y 7 ORMEFAITHICE, 207 4 %=
L—YarE—RTntpsarver a2~ R LET, RSB0 —"—ZF LET,
ntp server {ntp-server}
RAEE N TWRWNTP — 3Tk, ROz~ REERALET,
ntp server {ntp-server}
X DRA intp-server | W ORI 5~ D IP T FLXE
TAXR A N, BIEIE 255 U E TORET
THELET,

AR R TFIHILbE

AT kR E—F

FEREDAA RZM4 Y

T 74N P TRESNTVDE I —NTHY £H A,
227 4 ¥ =2 b—3 3 (Configuration)

Zoawry FEfdoE VAT LAEEELLY—NLREMTE L5120 £,
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| CiscoEPNM <> RYZ7LUR

\)

CiscoEPNM 7> Ky 77 Loz [

GE)  [EHI7TetvRiT, BT ETITHER2000D52E013HD 3,
BEa<T R avw vk Bz
show ntp NTP BH#fHFIZEE T 5 A7 — & A EM A KR
LET,

{5 - NTP H—/\(DiE&fn

ncs/admin (config) # ntp server 192.0.2.1 10 plain password
ncs/admin (config) # ntp server 192.0.2.2 20 plain passl23

il . NTP H-—/\D#HA1L

ncs/admin# sh ntp
epnm-ha-test-237-75/admin# sh ntp
NTP Server 1 : 192.0.2.1 : keyid=10
NTP Server 2 : 192.0.2.2

NTP Server 3 : 192.0.2.3 : keyid=10

unsynchronised
time server re-starting
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
192.0.2.1 JINIT. 16 u 0 0.000 0.000 0.000
192.0.2.2 .GPS. 1 u 7 250.340 0.523 1.620
192.0.2.3 192.0.2.2 2 u 41 231.451 7.517 3.434

{51 : NTP 0D [E1#A

ncs/admin# sh ntp

NTP Server 1 : 192.0.2
NTP Server 2 : 192.0.2
NTP Server 3 : 192.0.2

.1 : keyid=10

.2
.3 : keyid=10

synchronised to NTP server (10.81.254.131)

time correct to within 569 ms
polling server every 64 s

at stratum 2

remote refid st t when poll reach delay offset Jjitter

192.0.2.1 JINIT. 16 u
*192.0.2.2 .GPS. lu
192.0.2.3 192.0.2.2 2 u 8

0 0.000 0.000 0.000
37 243.863 3.605 4.240

231.451 7.517 3.784
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CiscoEPNM 37> KUY J77 LR |
. password-policy

Warning: Output results may conflict during periods of changing synchronization.

password-policy

VAT BT HNAT = RE A F—T AL TR ET AL, ar T 4 X2l —va v
£ — N T password-policy 2~ > REMHHLET, ZOEREZENZTHICIE, Zoavr N
DOnoXEMHHALET,

[no] password-policy 47"+ 3 >

)

(F)  password-policy =2~ FiZiE, RU v — A7 arBDRBETT ( #HXoHH] 25
M) . password-expiration-enabled =~ > Fi%, o> password-expiration =~ > R DHIZ
AT H0ERHY £,

X DA option SFESFhavwr R ATy a0,

)

(GE)  password-policy =~ R& A9 5% & config-password-policy 2> 7 4 ¥ 2 L — 3
HTE—FNITAD £,

digit-required NAT — RIZIEETFREEN TV D LER H
nET,
disable-repeat-characters FIUXXERNSOLLEEENLTWVWA AT — R

T A4 =TI LET,

disable-cisco-password XA T— Rz, [Cisco] = [Cisco] % ETe3E
EEATERNEIICLET,

do EXEC @2~ K,

end a7 4 FXal—rarE—ReRTLET,

exit OV TE—REETLET,

lower-case-required INAT — RPN FEREENTWDLER S
D EF,

min-password-length BN /XA T — ROR/ NCFHERE LE T,
1 ~40 ORI THRELET,

no aw Y REMENZT D0, 77 40 MEEGR
i’ l/ \i ﬁ—o
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| CiscoEPNM <> RYZ7LUR
repository .

no-previous-password BIEIDONAT — RO—EZF#EHATE 20X,
2L ET,

no-username IRAT— RiZa—P—ZEE5dbH Il L ek
l./ \i TO

password-expiration-days NAT— ROFREEL, 1~ 3600 DFELL T
ELET,

password-expiration-enabled INAT — ROAIIRE A F—T /I LET,

GE) passwor d-expiration-enabled =~ >~
KX, ftho password-expiration =2~
Y ROENCANT 20BN H Y F
‘3—0

password-expiration-warning NAT— ROMBEIE > TWD Z & EBEd
5GBS 2 E TOHRE, 0~ 3600 DI
BTHELET,

password-lock-enabled FBELFZBEOSRITHREE LIS, /AT —
Faewmy 7 LET,

password-lock-retry-count HITEE AT LET, ZOREKORITH K
Wt DL "AT—RFhmy 7 SET, 1~
20 DEIETHREL £

upper-case-required INAT — RIZKRLFREEN TN D LERH
DET,

special-required RAY — RIZRRSCEDNE £ TO D LB
&) D ij‘o

ATV RFI4ILL T 7 AN NOBERHEIZH Y £H A,

avv Rk E—F a7 4 F a2 b—3 a3 (Configuration)

ncs/admin (config) # password-policy

ncs/admin (config-password-policy) # password-expiration-days 30
ncs/admin (config-password-policy) # exit

ncs/admin (config) #

repository

Ry I T v T EBRETHEDICVRY NI 72— RE2FBTHICE, a7 4 Falb—Ts
» F— K Trepository =~ RZEH L %7,

repositor yrepository-name
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B ciscorrnma<o ryorLz

CiscoEPNM 37> KUY J77 LR |

BX DA repository-name

VARY MU D4R, BK 80 LT DI T,

)

GE)  repository 2~ RTURY M) DARTAANTLHE, VRV M) av7 4 Falb—va

Y TE-RICUVEDY £T,

do

EXEC =z~ K,

end

VR R arv 74 Xal—T gy 7e—
RZ#%T LT, EXEC E— RIZEY £,

exit

ZDEFE—REKTLET,

no

IDFE—FDavr REEELET,
2ODF—U— REFEHATEET,
eurl : YUY U @ URL,

suser: VIR MV IZT 7|8 AT B0
=P R T — |

url

URY MY OURL, 80 3FF TCOHEEFE TIE
EFLFET (FI5:URLOF—TU—F (166 ~~—
V) BEH)

user

T EATALEDDZ—YFL LA T— %
HELET, K30 XTFORKT,

RI5:URLOF—T—

F——F

aAE—mFERIFIE—E

word

= RBLOREREET, VAT RO
URL # AJ L ET, K 80 LFD 7 H+,
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| CiscoEPNM <> RYZ7LUR

CiscoEPNM 7> Ky 77 Loz [

F—— K

aAE—xFERFIE—%

disk:

o—Hh)L A RL—3,

a—HNVRIS NI DOTRTOT 7 A VEE
9 5HIZIE, show repository repository_name
a<w s REANLET,

GE) FTR_RToOu—HL UKRIRY
1%, /localdisk 7X—7 1 > =3 IZAERL
Ehxd, UARY RUDURL T
disk:/ ZfEET DL, VAT A
I%. /localdisk (Z%f9 B FHxf /XA T
T4V Z MY EERLET, X
X, disk:/backup, & AJ1T 5 L.
7 4 L7 K VI /localdisk/backup |2
ER S vE T,

ftp:

FTP * > bV —7 H—"—Dat’'—xE /i
a B —5E@d URL, fip:/server//path (1) &9
URL ZfEH L £,

nfs:

NFS Xv FU—27 H—Rpab’—rFE iz
v’ —’%5 URL, nfs://server:pathl &\ 9 URL
AL ET,

sftp:

SFTP X v U —27 H—"par—irEizida
v —%:0 URL, sftp://server/pathl &\ 9 URL
AL ET,

GE) SFTP VAR FY T, IP7 RL &
F 721X FQDN & SFTP A v 7 LDy
R L DN /) DRLBERGAEN D
DEJ, BH—DAT v =2 TILSFTP
VR MIIZT 7B ATERNWE
DhposleGax, A7 vy akib
MLT, #fEECHELTLLES
AN

i
URY MU SFTP A b7
url sftp://server//path
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B ciscorrnma<o ryorLz

CiscoEPNM 37> KUY J77 LR |

F—J—F aF—xFEkFar—%
tftp: TFTP % v h U —27 — RO a bt —gE7-IL

GE)

o v —%® URL, tftp://server//pathl &> 9
URL ZfEH L £,

CiscoEPNM 27 v /7 L— 9%
BXZ, TFTP U ARY b VIl C&

aAavU R FI4ILE

aAvU kR E—F

77 /v b OBEREIZSH D FH A
227 4 ¥ = L—3 3 (Configuration)
1l 1

ncs/admin#
ncs/admin (config) # repository myrepository

ncs/admin (config-Repository) # url sftp://example.com//repository//systeml
ncs/admin (config-Repository) # user abcd password plain example

ncs/admin
ncs/admin

config)# exit

51 2

ncs/admin# configure termainal

(
(
(
ncs/admin (config-Repository) # exit
(
#

ncs/admin (config) # repository myrepository
ncs/admin (config-Repository) # url disk:/

ncs/admin (config-Repository) # exit
(

ncs/admin (config) # exit

BMEav K avo kR BEL]

backup /N 77 w7 (CiscoEPNM & Cisco ADE OS)
ZFEITLT, ORI T T2 URT MY
R L ETS

restore BIEFEITLT, VR NIDL Ry I T >
TS LET,

show backup history AT LDy T v TR R R LUET,

show repository BEDVRY M UIZHIERARER NNy 7T v
TI7 AN ERRLET,
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| CiscoEPNM <> RYZ7LUR

service .
service
HEOY —ERAEFEHETAHIZIE. a7 X2l —ary B—RTsavicea~vy REFEHAL
F9, ZOMREEZENCTLHICIE. Zoavr FonoBXEEHALET,
[no] service sshd
X DR sshd Secure Shell Daemon, SSH OF —F L 71/
7 LT,

ARV R FI4ILE

AT R E—F

shutdown

BXDEREA

AR R FI4ILE

ATV R E—F

FREDHA FS14 Y

77 4N FOBERLEIZH Y EE A,

227 4 ¥ = b— 3 (Configuration)

ncs/admin (config) # service sshd
ncs/admin (config) #

A VEBE—T A A%y AT TBICE, AV F—TxfAA T fFal— g F—
KCshutdown 2~ F&EEHALET, ZOMELZINIT DI, Zoa~<r KonoEX%E
ERLET,

[no] shutdown

ZOawy RIZIEEBIEELITF—U—RiZhb Y A,

T 7 4V FOEBHEEIZH D EH AL

A B —7xA A (Interface)

Zoawy REFALTA LV H—T oA ATy NEDU LT DHE O X —T = A%
#EHE L72 CiscoEPNM 7 77 A 7V A~DEERHRRKbNET, Zhid, 77747 ADOER
BEASNTWTHEDLYERA, 2770, 777947 A RITHOTIP 2 FEHLT2EED

A H =T 2 AEREL, TOA LU H—T A AN ¥ v hE T INTWRITIUE, £
DEEDA L HE—T oA AR TT o947 v RATHf T 1,

avw R Bz

interface AVE—T 2 A AFIATHEHRELTA VX —
TxA R ET—RNIZADET,

ipaddress (f VX —T7 A A a7 4Xa |[A—V Ry A F =T ADIPT KL A
L—ygy E—F) LRy MR AT ERELET,
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. snmp-server community

CiscoEPNM 37> KUY J77 LR |

show interface

AT ADIPA L H—T = A AT B IR
R LET,

ip default-gateway

A A =T 2 A ADT T )V F—Fr T = A
DIPT FLAZHELET,

snmp-server community

fli%hry hU—27FH 7o k)L (SNMP) ~D7 7B A& T5aIa=T 4T 7EAR
MY T EBRETHITIE, 27 4 X 2 b—3 3 2 F— FTsnmp-server community 2~ > K

ZEMLEY. ZOKELEDNIT DT,

[no] snmp-server community word ro

Zoa<wry RO EREHEALET,

X NN word

INAT—= RO XD IHERET DT 7 B AFF,
ZHIZE 5T SNMP ~D 7T 7 B ANTHA &N
F9, BRI HTE A, K255 LT
DFHLTF,

1o

AT 7 A ERELET,

ATV R FI4NN T AN NOBEERMEITH Y A,

E

Re

ARV R E—F

FEHEDHA KS4 > smp-server community 2~ > R ClE, aIa=7 4 AU 7 LR rox$8ET D LENRH

DET, BELRWES,

TT=NREELET,

ncs/admin (config) # snmp-server community new ro

ncs/admin (config) #

BEav K avU R

B

snmp-server host

FNT o TR E—F VAT AIEEFELET,

snmp-server location

VAT AT, SNMP 24— 30 MIB %
RELET,

snmp-server contact

—gﬁo
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| CiscoEPNM <> RYZ7LUR

snmp-server contact

SNMP 8 OFBEHN— A (MIB) % v AT AMIEETHIZE, 274 Falb—ay
F— N Tsnmp-server contact =~ > F&MH L £, AT 2EKLEEREZEIRT 5121, 2

Da<wr RonBEXEEHALET,

[no] snmp-server contact word

snmp-server contact .

BX DA

AR R FIHILE

aAvU R E—F

EREDAA RZA Y

word

J— RO AT NEAESE A2 £ CF5,
K 255 XFOBEHT,

77 4V b OBEREIZH D FH A
227 4 ¥ = b—3 3 (Configuration)

72 L

ncs/admin (config) # snmp-server contact Abcd
ncs/admin (config) #

BEEa<v> R

avwU kR

Bl

snmp-server host

N7y T HE—F VAT AIFEELET,

snmp-server community

SNMP ~D7 7 v AZFFrTAHaIa=T 4
TR AT IR E LET,

snmp-server location

VAT AT, SNMP a2 —3 a3 @ MIBE%
BELET,

snmp-server host

SNMP 7 v 7% Y E— ba—P—ZFET5I2F, 2374 Falb—ar E—FT
snmp-server host 2~ > REMH LET, b7 v 7EEZHIRT 5121E, Z0a~<r ROnof

Az LES,

[no] snmp-server host {ip-address | hostname} version {1 |2c} community

B DEREA

ip-address

SNMP J@EIFR A D IP 7 KL A, ik 32 X
T OIIT

hostname

SNMP @B A N D&, K32 LFDOHHK
?O
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. snmp-server location

CiscoEPNM 37> KUY J77 LR |

version {1 |2c} (ATvay) N7y TORGBIEHNTS
SNMP ODNX—2 g >0 T 740 ME 1 TF,

version ¥ — U — R&fHT 2545813, ROF—
T—ROWIh»zHEELET,

*1: SNMPvl,

e 2¢ : SNMPv2C,

community AL CREE SN D /82U — RIZHEEBIO 2
Ra2=74 ANV T,

aAvU R TFI4ILE

avY kK E—FK

FEREDHA K4V

TA4E—=T N
227 4 ¥ 2 b—3 3 (Configuration)

avy PO, —RICEBSNL TV L5 EERELET, FHELLVWES, =7 —0%ELE
ﬁéo

ncs/admin (config) # snmp-server community new ro
ncs/admin (config) # snmp-server host 209.165.202.129 version 1 password
ncs/admin (config) #

av Uk Hl:]

snmp-server community SNMP ~DO7T 7/ AZFr[THaI =74
T RALTHNERELET,

snmp-server location VAT AT, SNMP 24— 3 D MIB fE%

snmp-server contact VAT LT SNMP 5t D MIB E % 5% E L £
j—o

snmp-server location

SNMP 17— 5 O MIB & ¥ AT MIFET HITIF, a7 4 Falb—var =T
simp-server location 2~ > REEH LET, VA7 halr—ya UEREHIBRTH121E, 20
avy RO noEREMHA L ET,

[no] snmp-server location word

BX DA

word VAT AOYH e r— g NEREFRTUE
B, K 255 SCFOTEET,
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AR R TFIHILE

AR E—F

username .

77 4N FOBERLEIZH Y EE A,

E

Re

FEREDHA KS4 > word LFHITIE, HEEORIZT »#2a7 () Eidnaga 7y () 2ERT2Z L 280

LE9, word XFRI CTHEEDORIZZAZMEM T 256, X784 “Es A/ (") TS
BV ET,

511

ncs/admin (config) # snmp-server location Building 3/Room 214
ncs/admin (config) #

51 2

ncs/admin (config) # snmp-server location “Building 3/Room 214”
ncs/admin (config) #

BEa< Uk avo R e
snmp-server host NIy 7HVE—KF AT AIEELET,
snmp-server community SNMP ~D7 7 ¥ AZFHATHaI =54
TR AT ERE L ET,
snmp-server contact VAT AT, SNMP 14— 3 > ®D MIB i %
RIELET
username
SSH #fEH LT CiscoEPNM |7 7 EATEX 52 —HW—ZBMTHI21F, 27 4 F=2b—
vayv E—RCusername 2~ REERALET, =2 —V =033 TIHFETL2HEIE,. 2=
~ VU REFEHLTRRAT—R, FREL~L, EREMFE2EELET, VAT AL —H—
ZHIRT S, Zoa~vr RO no B AHEH L ET,
[no] username username password {hash | plain} password role {user | network-admin |
security-admin} [disabled [email email-address]] [email email-address]
BFO2—F =23 LTI, kOa~vr RATva v 2R LET,
username username password role {user | network-admin | security-admin} password
BX DA username 1 ODOHFEOHZ NTJTDMERH D £3,

A7 () TrF=2a7 () BLO

EUFR () 280052 ENTEET,

GE) iy M7y T TIEEETFORNR
RS NET,
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CiscoEPNM 37> KUY J77 LR |

B ciscorrnma<o ryorLz

password WNAT = RBLPa2—F—n—LZEET S
eI T 53~ K,

aAav> R TFI4ILk

AR E—F

FEREDHA FS1 Y

password INRAT— R, 40 LFETORBEFTHELE
T NAT=RE, $RTOHFRL—F—IT
BETOMENHY £7°,

hash | plain IRAT— ROX AT, g K34 LFOTHT,
role user | networ k-admin | security-admin 2—HOMER L~V EZHRELFE T,
[disabled] 2—YDEFA—NV T RLAZHE->T, o—

YET 4 E—7 M LET,

email email-address 2—HFDA—)L T RV A, =& 213,
userl @example.com T,

BEROPM=2—F T
2T 4 Falb—a s

username =~ > R ClE, username 38 £ O password ¥ — U — R DT, hash | plain and the admin
|user 77> a VEIRET HDMENH Y £7,

511

ncs/admin (config) # username testuser password hash ###### role network-admin
ncs/admin (config) #

1 2

ncs/admin (config) # username testuser password plain Secr3tp@swd role network-admin
ncs/admin (config) #

51 3

ncs/admin (config) # username testuser password plain Secr3tp@swd role network-admin email
adminl23Qexample.com
ncs/admin (config) #

Description

password-policy INAT— KRR —% A R—T VI LTHE

Lij‘o

o

show users A=Y EZTNENOMER L~V D52 F£R
LEY, ThiZiFER, nrfr a—Ho—
BHFERINET,
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% 5l

C -

CLI 14,25 2~} 7,30-33, 35-39, 43, 49-56, 6061, 68-73, 75, 77-79, 82-86,
T7EA 14 88, 90-91, 95-100, 103-111, 113, 115-116, 119-120, 122, 124—
as R ERTGE 25 141, 144, 147-150, 152, 154-160, 162, 164-165, 169-173

command 4,7,9,21 EXEC 30-33, 35, 37-39, 43, 49-53, 82, 8486, 88, 90, 95-100, 103—
ET—F 4,792 104

EXEC 4,7 application install 30
SE 9 application remove 30
= 21 application start 31
w4 application stop 32
application upgrade 32
backup-logs 35
E clock 37
copy 39
EXEC commands 4,29 debug 43
delete 49
M dir 50
exit 50

mode  3,21-23 forceout 51
EXEC 21 halt 52
ary74FXal—vay, Y7E—K 23 mkdir 53
Wz 3 nslookup 82
RE: 22 ping 84-85

reload 86

S restore 88
rmdir 90

NS show 104

show a2~ K 7 osh 5
tech 96

& telnet 97
terminal length 97

THYY N 22— 3 terminal session-timeout 98

77X, CLI 14,18 terminal session-welcome 98
SSH 18 terminal terminal-type 99
e 18 traceroute 99
BiRSLE 14 undebug 100

N R T OBRE 14 write 103
Ny 7T w7 33
E 38
ncs 1
run 71
UA K~ 7
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B =

o~ R (i) av R (#EE)

ncsha 60-61 NAT—FK 36
monitor interface add 60 IRAT— KOZEHE 36
monitor interface del 61 BXTE : 36, 54-56, 75, 138-141, 144, 147-150, 152, 154-160, 162,
) —ANG U R A E—T A4 A 61 164-165, 169-173

ncsrun 69, 75, 77-79 aaa authentication 138
custom-subject-oid-type 69 backup-staging-url 138
custom-subject-oid-type-regex 69 banner install pre-login 36
ocsp-responder 75 cdp holdtime 139
ssh-server-single-legacy-algorithm 77 cdprun 139
sshclient-nonfips-ciphers 78 cdp timer 140
tls-server-ciphers 79 clock timezone 141

ncs run client-auth 68 do 144

ncs run csrf 69,79 end 147

ncs run diag 70, 162 exit 148

ncs run gen-sec-pwd 70 hostname 148

nes run jms 71 icmp echo 149

ncs run livelogs  72-73 interface 150

show 7,53, 83,91, 104-111, 113, 115-116, 119-120, 122, 124-137 ip address 156
iproute 113 ip default-gateway 157

Ims 53
netstat 120

ip domain-name 158
ip name-server 158

ocsp 83 ip route 159

rsakey 91 ipv6 autoconfig 152
show application 104 ipv6 dhep 154

show backup history 105 ipv6 static 155

show banner pre-login 106 ncs certvalidation 54-56
show cdp 107 ncs run reset db 75
show clock 108 ntp server 162

show cpu 109 password-policy 164
show disks 110 repository 165

show icmp-status 111 shutdown 169

show interface 113 snmp-server community 170
show inventory 115 snmp-server contact 171

show logging 116 snmp-server host 171
show logins 119 snmp-server location 172
show memory 120 username 173

showntp 122 P—E 2 169

show ports 122 oX2 7 160

show process 124 a2 RO default JEZ, i 25

show reposito 125 ) -
show reztore 1'};26 a<w> KOnoE, i 25

show restore log 127 v FOMIE 4

show running-configuration 128 avr K714 26

show security-status 130 e, ¥ — 26

show startup-configuration 129 ayYy—)LR—K 2

show tech-support 131 a7 4Fal—aryavr R 9,137

show terminal 132

show timezone 133

show timezones 134 §ca
show udi 135
show uptime 135
show users 136
show version 137

Yy b Ty 2—74UFT 1 3,15
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