AVITSGAT UOREFRA LR EDEERD

E1T

AT TAT U AEBROITHE (1 8—=Y)

AT ITAT AR LML 2 =)
cHLWaL I T A RY —DIERK (3 —)

e AL TFITAT U ARY — —DER (3 =—3)

R == RNEFENTWDEALTTIAT A Ta7 7y A LVOER (10 2—)
AV TIAT VAERE T O T 7 ANDA R—FBLORZ s ZFR—F (11 =)
e AT TAT U ABEREDFET (123—2)

AT TAT U AEREOREROFIR (13 =)

ENY a TORMOFRR (14 =)
 EEEOLREB L OEK O~ ) —FEloFR R (15 3—)

TR ADALTTA T AERDEE (16 2—)
 EEORBRB L OEKOY~ Y —fElloR R (17 =)

AT TAT VAR —DA VR—FBLORZZ AR—F (18 <—)

e AL TFIAT VAR —XML 77 ANDaLT Y OFR (19 2—)

« PSIRT 35 L OV EOX fHFIDFER (19 ~—2)

AVTSATUOAREBEOETAZE

ORI, AT TAT o AEREZENT 12O DEARN L FIHZRLET,

Bl SHE

1 | ZFTEOFHATFA M2 Etea L TI5AT AR | HLWary 54T 2R —
—EERLET, DIERE (3 =)

2|1 av 7oA T A RY ==LV EBNMLET, |20 TIFA T ARY —)b—)L
N—VTERK R T Db OEHBELET, DIERE (3 =)

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B - 57 xxmoapissvEmit

3| (Y MU= TN ATERRZEITT L0 | RY) =L —ARnEGER TN D
TB) aryTIAT AT T A NVEER L, RO | aTI3A4T A Ta7Zr A0
FlEZFITLET, ERE (10 ~_—2°)
OV TIATUVARY —HFDT T 7 AT
‘ML ET,

cHEERIZEWMARY — L— L ERIR L FT,

FUTa 77 A NMCHERD T A Z AR S —REHE
BHDYVAT AR —EHBIMTEET,

417774 NVERIN L, BB a 72 A5 a—0 | arFo4T7 0 AEEDFET (12
JULT, av oA T v AERLZETLET, =)

S5 \arvFIAT U AEREORREEFRL, VEIULLT |27 I74 7 v AEEDKEROFE
BREEELET, R (13 =)

ITSATUOREBEDEMNES K UEMIE

AT TAT UAKRRIL, T ARERN—ATA VEERER) —EFHLT, *v FU—
7 TN ADOREDHMZRE L CETIELET, —HOarFI7A4T R LiR— MIVAT
IBRXT o VAT DN D D2, T 7 40 b TIE ZAUTENC 7 o> TV ET,
ATTAT AR E AT DR, ROFIREZETLET,

Y

GE) av 7T IAT U AEREEMEHT 521X, A7 AW [Cisco Evolved Programmable Network Manager
Installation Guide] CTHESINTWD 77 2y a Tt A DU T B THENRD D
i ﬁ—o

A\

() Cisco EPN Manager C, 2> 774 TV AEEEZTNCTHE, GUINLD AL T T34 T A
W20 Ny 7 7T RCOarFIA47 VAT =2 ONEMEILLET, a7
AT A E B ERE S H 512X, = — ¥ —73 Cisco EPN Manager H—/N\— % FLE) L TT /A
A FEMT20ENH D £5,

ATy 71 [EE (Administration) |>[5%E (Settings) 1> [V A TLKE (System Settings) | #3R L, [—H&
(General) |>[H¥—/3— (Server) | Z&#INLET,

ART9FT2 [T T4 T A H—E A (Compliance Services) ] DAED [H%{t (Enable) 1227 U v 7 L, KIZ [fRAF
(Save) 127 Vw7 LET,

ATFYT3 7T — g A HEE LT,

B o 517 R EFERALEBREOEEDET |
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| 207547 v REFERALEBEDEEDEST

HLLar T35 702 Ky v—ots ]

AT9Td THRAAA RN EBRIBILET, FIEE LTI, [4 X bY (nventory) ]>[Ry FT—27F N
4 A (Network Devices) |DNEIZERIN L, T XCTOT /A ZAEETIRL7%, [[FH (Syne) 1227V v LE

j—o
GE)

N—=T3 30127 v 77 L— RT SR Cisco EPN Manager T 77 A4 7 U ANFIT 2> T
WeGE . 7Ty 77— RRIL[V AT AR%E (System Settings) | T2 7T A 7 2 AN 73
DEF, 2=V =X, ZOHTHATLFIEIES TFE T T ITA4 T U AZHMNCT HME
N0 ET, ZOHAEIE, CiscoEPNManager r— X—OFEE) & T3 AOFFRMIILEDH Y £
A,

HFLWIAVTSATURR) —DIERK

ZOR)—F oL — I H LAy P54 T AR —2ER X ET,

ATv 1 [&E (Configuration) | >[a> 73547 >R (Compliance) ] >[R') — (Policies) | Z#R L £7,

AT9 T2 EMO 27 T4 T A KY — (Compliance Policies) ]+ E 47— g VHEHIRICH D [T T4 T A
AR Y v —dOERk (Create Compliance Policy) | (+) 7 A 2% 27V v 7 LET,

ATV T3 FAT TRy 7 AL AR OMIAE AT L, [fERL (Create) 15227 U > 7 LET, AU —nLEMO
[2> 7T AT A RY ¥~ (Compliance Policies) |7 &4/ — a VIR BME N E T,

R —H RS 5103, R o—FF o a R 2o a2k L, [ (Duplicate) 1227V v 27 LET,

AVTSATIORRY) O— JL—ILDERK

AT ITAT VAR = V= VI T Ty F 74 —LEETHY, T34 ADEN L R X
No2b0EERLET, Fo, ENZBETSCLI a2~ REL—LIEDDLHZ L TEE
T, AT ITAT VAR Y a TERET HRICERICEDHLV— NV EEINTEET (27
TAT UV AEEDOFET (1235—) #8M])

Cisco EPN Manger (%, AireOS VA YL ALAN 2 b —F 75 v N7 4+ — LDOEELY Y R—
FLET,

ATv 71 [&E (Configuration) 1>[a>TF54 7> A (Compliance) |>[7R") &— (Policies) | Z#4R LT, /M|
DFEF—va VEBRNORY =A@ L £,
RTw T2 VEEFIASA VS [F (New) 12270 v 27 L, HrLvb—AaBiLET,

BT V=030 25613, [HE (Duplicate) 1 &2 U v 27 L, —/v ik LT LWARTCRAET
HIZEMWTEET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B s —roxpersoay

ATV T3 —nNOREEZ AL THLWIL—LEHRELET,

(G¥)  Cisco EPN Manager [Z, 7XTCT®D Java X—ADEMFHEZ R —F L THET,
http://www.rexegg.com/regex-quickstarthtmlZ Z M L T 7230y,

a) XA F, B, BLOZFOMOEHRE [L— 1 1EH  (Rule Information) ] 7F A b 7 4 —/L KIZ AT
LET, ZoOFERIZ., 7V —TFTFANTHY, V= LOREITITHELETA,

b) ZDON—IVDOXMNGT A A% [TT v b7 4 —LDEPR (Platform Selection) ] fEIKIZHRE L F 7,

c) (EE) pv—/vdAJ) (RuleInputs) |FEIK T, [HHl (New) 1227 Vv 27 L, ZONL—/LEEGALTH
LRV = DRITRHI =P —ICRRTOAN T 4 =V FERBRELE T, LA IPT FLADA
NERDDHTa 7 NeRRTEET,

GE)  [BEEDOMDOATR (Accept Multiple Values) | F = v 7 Ry 7 A& A A LT2SEIE, T3TO
NV ANPEIC =B L TV BRI OLERICAEK LET,

d) [&ff&7 2 a2 (Conditions and Actions) ]I T, [Hi#l (New) 1Z227 U v 27 L, HEGdd 5 HMEL
BELET, ZhIZED V=V OEEDORUENRELET, Bl L—ADFRMEET 79 (4
N=Y) OFlEBEIZLTIESNY,
ATv T4 [{ER (Create) |22V v 7 LET, —ANarFI3A4T7 2R —BMENET,
BRI TNV — NV EAERRCEET, BAY a 72 FEITTH81E, BT 20—V 2RINTELHZ L%
TATRBWTLEEN,

CE) HLn»ar7IA4T7 AR —n— a2 EkLz &, EREFHZFEHL OV VERITa~
UV REWEET A0, Java FHEBRHAZFEHL TCKE T A MTH2 288D LET,

RDBERY

AL TGAT VAR = FON—NEEheTa T s A NEER L, FOT 077 AN %H
ALTEEZETLET, R —LA—ARBEENTWELEIa L TFIALT AT T 7 ALD
B (10 X—) ZZH LT E &0,

Bl IL—ILDEHETIaY
KB XOT 7Y a v Of TN ACERE ST DNS e (4 2—)
Hl Ty ATar (58—=Y)
B LT I a o a3l =T 4 UFH] (T N—)
MBI OT 7 arofl i 10S YT R =T A=V gy (8§3—=Y)
KB XT3 L Of]  NTP —"—D R (9 —)

FHEXUVCTOa 0l TN RIZERE ST DNS H—/3\—
TDarTITAT AR —iL,. IPnameserver 1.2.3.4 £ 7213 IP name-server2.3.45 R N
A ACEESINTWVENEIDEHRLET, RESNTWEHEA, AU v —Ii% DNSH—
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| 22 F547 22 EALLBEOEEDEST
pl: 5nvsr7var I

N—%1234F 721323458 L TRET HME N H Y £7 (DNS server must be configured as either
1.2340r2345) | LWHAvE—VTEREBESTET,

2T 2 J4EE J4—I)LK &
[EHDFM | [EHEEFEOEM SO HPH #E (Configuration)

(Condition | (Condition Scope (Condition Scope)
Details) ] Details) ]

EH—HEE U SE e —BsEET,
(Condition Match :
Criteria) [ER ip name-server {1.2.3.4]2.3.4.5}
FOoavD| =7 avnRER |7 a rOFER | EKIIBELEEA
FF# (Action |#R (Select Match (Select Action)
Details) Action)

RT—HT7HI23vD |77 a DR EREARESED
#EIR (Select Does (Select Action)
Not Match Action)

EXA =Y 2 A | 2= —EROEKXA v E—
7 (Violation
Message Type)

ELT ¥ A DNS H#—/3—% 1234 £7-1%
(Violation Text) 2345 L LTCRETHLELRH Y
EScn

Bl :7avy AT 3
ZoALTIATUARY —TlE, HLFEDT vy 7 AIZERS LTV D RNIEE T ITARK
BODOSNMP 2 X 2 =7 4 LFHIRHINE I D EERLET, 71y 7N TR INTESGA.
AU —iF KRS T RN a I 2 =7 1 LFHI<1.1>ZMMH L E L7z (Detected unauthorized
community string <1.1>) | £\ 9 A v =T TERKEZRE L, T X TOIEMER SNMP L5581 %
7uay 7 HHEIBRLET,

827 2 JHE TJ4—ILF B
JL—ILIESR JL—)L Z A kL snmp-server community having
(Rule (Rule Title) non-standard entries

I nformation)

TS5v bk Cisco IOS /34 A Cisco IOS-XE 5
TA—LDE INA R

R (Platform

Selection)

Condition 1

av IS4 7 REFERALERENETOET



B 5 oovsr7oas

AVTISATUREFERLE:

e

ax ;&

DEBENET |

[HOHM | [RHGEEOFEMR | SO %€ (Configuration)
(Condition (Condition Scope | (Condition Scope)
Details) ] Details) ]
JOvy A7 a |7 ay 7BAth#RHE | snmp-server community .*
> (Block (Block Start
Options) Expression)
(D7 4= K
X, [Fry 2 EL
CTHMT (Parse as
Blocks) | F =7
N 7 ANRA T
2o TWBEAIZD
BB F9)
SH—HHEE T 7 A& —FHSHET,
(Condition Match -
Criteria) fiE snmp-server community (.¥)
TOLILvD | =TI D | TV arDOER | F1T (Continue)
SH# (Action |#4R (SdectMatch| (Select Action)
Details) Action)
R—HTF7oay |77 aryO@ER | ENERESEEEA (Does Not
DER (Select (Select Action) Raise a Violation)
Does Not M atch
Action)
Condition 2

B o 517 R EFERALEBREOEEDET



| 227547 R EERALEREOEEDOEF
&HBEUTI Va0 0h : a32=7 %55 [

[HOHM | [RHSGEBEOFEMR | SO PR —# L7727 v v 7 (Previously
(Condition | (Condition Scope | (Condition Scope) | Matched Blocks)
Details) ] Details) ]

Jaws A7 g | ey s Big3EE | snmp-server community ¥
> (Block (Block Start
Options) Expression)

(o7 4—1FK
X, [FTry 2 EL
M (Parse as
Blocks) | F = v 7
Ry I AR T
725 TV DHEITD
HANZIRY £7)

FHE—HEE HE T AN —HsHEET,
(Condition Match o ity (publi
. . IR snmp-server community ((public
Criteria) RO)|(private RW))

TFHOa O | =BT a D | Ty arDER | %4T (Continue)
¥4 (Action |3#IR (SdectMatch| (Select Action)

Details) Action)

FT—HBT7HIay | Tr7a @R | ERERESEET,

DER (Select (Select Action)

DoesNot Match - -

Action) ENA v =Y 4 | 2= P —EEOERRA v —V
A =7 (Violation
Message Type)
BT ¥ A b ARENTHWARNAI 225 4 TF

(Violation Text) I <11>%H LE L7z, (Detected
unauthorized community string <1.1>.)

N

GE) LERofITE. BVOFMETO—FEEIT 11, 1228 E0ET, 2E5HOSLMETo—EEH
YL 2.1, 22 R L FEONET,

EFHEBELUVT7I2 3000 232 =2T 4 XFF
ZoarrIA4 7 A KRY —E, snmp-server community public & 7213 snmp-server community
private’’ (ZE L 2W) THAL RACHESN TV DI0EHRLET, RESNTWHDIHA.
ARV —F Ta3a=7 4 A M) U 7xxxxxWDRE I TWET (Community string XXX
configured) | & WIH A v -V TEREBREITET, T2 T, xxXITRAINZA DD > T21EK
‘(“j‘o

I av IS4 7 REFERALERENETOET



B zts:070v300m 108VT ko7 K—Tay

AVTSATUREFRALEREDEETOET |

87 5 T4t 4= K fig
[FEDFEMR | [FEHEEDOFHER | oD #%7E (Configuration)
(Condition | (Condition Scope | (Condition Scope)
Details) ] Details) ]
REE—BEE (BT e HEHET,
(Condition Match : —
Criteria) UER snmp-server community {public|private}
FOLavh|—BT7Iavm | TV varOBER | ERERESED
40 (Action |#iR (SdectMatch| (Select Action)
Details) Action)

=873y
DER (Select
Does Not M atch
Action)

T g v DEIR
(Select Action)

#%t1T (Continue)

BERAvE—U #
A =7 (Violation

P RO A v —

Message Type)
ERXT F A b A 2=T 4 AR 2T oK A3k
(Violation Text) EINTWET,

FHEBEUVTIa 0 108 YT b7 N—23 Y

ZDarTIAT A RY =L, CiscolOS Y7 b7 =T D= 3 2 15.0(2SE7 23T A
AWA VARV ESNTNLMNEINEBRLET, A VA b= ENTWRWGEE, R

> —I% [show version® Hi 7712 SCFFlxxxxx 23 F £4L TV E T (Output of show version contains the
String Xxxxx) | W9 A v -V TENEREIEET, T T TxoxxIL15.0Q)SE7 & —EH L7
WCiscolOS V7 b =7 NR—T g T,

Criteria)

27 A J4EE J4—ILF fi&
[EHOFM |[FREHEOFEME | SMofH FNRAL A awr R
(Condition | (Condition Scope | (Condition Scope)
Details) ] Details) ] _
show 2~ > K show version
(Show
Commands)
SH—HEE AT pasyilk =i
(Condition Match
i 15.02)SE7

B o 517 R EFERALEBREOEEDET



| 207547 v REFERALEBEDEEDEST

Toarm
4 (Action
Details)

—®B7oarm
3EIR (Select Match
Action)

ESLE S

T a v DER
(Select Action)

v7svavon : Npy— —onEt [

A=
=3

%17 (Continue)

T aryORR | ERERAESTET,

(Select Action)

=873y
DEIR (Sdect Does
Not Match Action)

BYAvE—Y X | 2= P —TBEDENXA vE—

A 7 (Violation

Message Type)
BT ¥ A b show version O H 7712 3] 3000k 23
(Violation Text) HEENTWET,

FHBELUTI2a ol NTPY—N—DOREMH
ZDAarTIATUARY V—E, TAAL ATavy Ratpserver 307 L b 2RIFEREN

LMEIPEMRLET, RS pWgE, KU —id, 07 L B2 ODNTPH—/3—
EAERT D2 MENH Y £ (Atleast two NTP servers must be configured) | &V A v EB—TT

B ERAESEET,
27 2 JHEE J4—ILE &
[EHDFEM | [EEEFEOEM 2% (Condition | 7% € (Configuration)
(Condition | (Condition Scope | Scope)
Details) ] Details) ]
EH—HEE A1 K& —FHITFET,
(Condition Match
Criteria) ER (ntp server.*\n){2,}
ToLay |—BTF7IaAVOE | TU T arDER %34T (Continue)
DEEMA iR (Select Match (Select Action)
(Action Action)
Details)

T a DR ENXEREIED

(Select Action)

A—HT7Harm
#IR (Select DoesNot
Match Action)

BRA =V F A | 2= —ERDOERXA v E—

7" (Violation Message

Type)
BT ¥ A b NTP H—/3—% 2 DL LEEET
(Violation Text) DR HY F9,

av IS4 7 REFERALERENETOET




AVTSATUREFRALEREDEETOET |
B «o—cn—amagncnsarIsq7oz Fa77 4 Lok

R)—EIL—ILAEENTWNSOVTSAF7RTA
274 ILDERK

QT ITAT VAT T AL, 1 DU EOa LTI AT U AR —RNEENTWE
T, AV TITAT AR =T a7 7 A VBT 5L, TRTORY —L—LRn7 1
T7ANMCHEHAEINET, GOHRY I —L— L2 RIRT 5L (BN, Foz2EET 5
ZE) T, T ANENARARTEET, HEOR) v—%2T0 7 7 A MITNV—T
b3 25E, = NEZRY—TLITER LY, BREMGRTDHZENTEET,
N—ha—W— G-V — FHFRA—N—a—P—LLTal A rT5581L. RO
BERITZFT,

s a7y A NVOER, RE. HIBR,

o [R VU 2— (Policies) ]~— 3 THERK L72/L—/L DR,

Y
GE) [(ZOfh) O2—P—=20ET 72 a L 2EITT5I1T0E. ROHF R T HERRZBINTT D HLEN
HYET,

(AT TAT AR T 0T 7 A )VT 7 A (Compliance Audit Profile Access) |: 7' &
T ANERITEBLOEH L, 7877 AVANORY — 25T 5,

[T TATUAEERT 0T 7 A NVIRET 7 A (Compliance Audit Profile Edit Access) ] :
AT IAT AT 0T 7 A NV EENRB KOWRET D,

X2 27 FERIL, [BEE (Adminigtration) ]>[1—%— (Users) |>[2—H—, B—JL, &V
AAA (Users Roles& AAA) 1> [1—H—4)L—7F (User Groups) | X—Y THERTE £,

(2T ITA TV AER T 7 7 A ~DT 7 A (Compliance Audit Profile Access) ] ¥ A7
MERRZ IR L TN & | [T TA TV RAERT a7 7 A VOfFET 7 8 A (Compliance
Audit Profile Edit Access) | % A7 HEfRZZIRL TWTh, [P 7 7 AL (Profile) | —T%
KRTEEHA,

ATw 71 [&E (Configuration) 1>[a>T54 7R (Compliance) |>[FR T 74 L (Profiles) | Z#RL £7,

AT T2 [T T4 T A 7077 A/ (Compliance Profiles) | &7 — a VHEHIRICHD [R) v—Ta 77 A
NVOVERL (Create Policy Profile) | (+) 7A 2> %27 U v 7 LEd, ZOERECE-T[arTIA4 T A
AU —DEM (Add Compliance Policies) | %A 72 7R > 7 AR E £7,

ARTY T3 Ta7r7AMIEDDLERY —wRLET, 2—P—EZXROKRY —n, [2—P—EFE (UserDefined) ]
AT AY THEATELE IR ET,
a) [T TAT AR —DBN (Add Compliance Policies) | #4712 Ry 7 AT, BT LR

Vo—z@ERL £,

B o 517 R EFERALEBREOEEDET |



| 207547 v REFERALEBEDEEDEST

VIS4 7 RBEEIOTITA A0 vk—ra&Uzs 2K~ [

b) [OKI|Z27 Vw27 LET, RUT—N[2TTFTAT L ARY—+kL 7% (Compliance Policy Selector) ]

I BN S ET,
ATV T4 R —ZEDLNL—VEERLET,

a) [T TA T AKRY — &L 7% (Compliance Policy Selector) |fEIR TR Y v —ZBIN L ET, &
Uy —=on—d, HROEBRICERSNET,

b) FFEDN—/VERINT D7, EIBRAMER L T, [fR7F (Save) 1227V v o7 LET,

GE) ZZTERLELV—NVDOHEND, ZOTBT7ANDRY) V—A VAZ L AZHEHENEST, Z0

BRICE ST, a7 I3A4T7 AR —DDONA=Ta URERIND Z &13H D £HA,

RDBRY

AT ITAT CABEEDFAT (12 3—=2) OBBICE-T, a v FIA4T7 o RAEREYa T E
22— LET,

AVTSATUORERE A 74ILDA oRk—rELD

I RR—

~

AV FIAT AT T A MEIXML 7 7 ALE LTIRGESNET, axnar 7547
AT Ty A NEAR— BRI AR—=FTEET, 774 UE, XML EXTDOIHA
VIR— R TEET,

AVTSATURERE IO 74ILDA Vik— k

AVTIATUAEE T T s A NVEA VR — TN, a7 v A VBT ST
LT _RCO2Z—P—EFAKR Y > — Cisco EPN Manager CIEFHRIRETH D = & A B L £,
AT IGAT AT T AN EA AR— T AT, ROFIELETLET,

1. [ER%E (Configuration) |>[a > F54 7R (Compliance) |>[FR 774 JL (Profiles) ]
IZBELET,

2. Elo[avTFS4F7 2R FAT74)L (Compliance Profiles) | fEIICH D [ a7 7 A
DA R — bk (Import Profiles) | 74 2> %27 U v 27 LET,

3. [FRIZ7A4ILDA4 viR— b (Import Profiles) | #4707 Ry 7 AT, [FRAITZ7Z7A4ILD
#ER (ChooseProfiles) 1227 Vv 7 LET,

4. a7 ANVXML 77 A NESRLCERLET,

5. (A7vav) HEOTa Ty ANEALER— T HITE, [BINT 74 IILDOER (Choose
morefiles) | #27 Vv 27 L, 7077 AV XML 7 7 A /VET v 7 un—RKLET,

6. [Import] 7 VU 27 LET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B -5 7 zxm05n

Cisco EPN Manager [Z, #7270 7 7 A VXML 7 7 A VI3 T v 7 a— RENTHEICT T —
Ave—VERRLET, A VR — MK LT 07y A Vvor 7 2RI 5121%, [FA
T7A40LDA 2 R— b+ (Import Profiles) | ¥4 7 a7 OEET S 2% 7 ) v LET,

AVITSATUREETIOTI7A4ILDIT Y RER— b
AVTIAT VAT Ty A NET T AR— T BHI00E, ROFIEEZETLET,

1. ERo[arTS5A4F7AFTAT74)L (Compliance Profiles) | 77— a ik~
077 ANDRICHL [ TA Dz~ T A2 EbEET,

2. [RUL—FRT74I)L (PoicyProfile) | Ry 77 7w 4 Ry, [XMLELTTA

T774ILEIY RAR—k (ExportProfileasXML) | NA "=V 2 %707 L, 774
NERFELET,

. i . = (== I
AV TSATOAREEDELT
AT TAT AR EFITTDHITNE, Tu T s ANVERIRL, BET ST 3 A%ERL
(a7 ANVHORY v—N—N%HEH) | BEEDaTDOAFrVa—NVERELET,

RATw 71 [®E (Configuration) 1>[a>T54 7R (Compliance) |>[FR T 74 L (Profiles) | Z&RL £,
AT T2 ERDO[27TT7A4T A7 a7 7 AL (ComplianceProfiles) |7 B4/ —3 a3 ViEBN T v 7 7 A )L &38R
LET,
ARTY T3 [avT T4 T A 777 A/ (Compliance Profiles) ]/ — g VEIKT[a 7747 v ABEED
217 (Run Compliance Audit) | 74 2> %27V v 27 LET,
ATY T8 [T ABLORE (Devices and Configuration) ] fEHIK T, HIIDT A R ELEET a7 4 X ab—
Tay 7y ANEBRIRLET,
a) TAARA (FEFIZT AR T N—T) ZIERLET,
b) EETILIaL T4 X2l —Tary Ty ANEERELET,
« [(BHDOT — DA TFEHRDOREZEH (Use Latest Archived Configuration) ] : 77— A 7 B D
NI T o7 TrANEEELEY, MRy 7T v 7 77 A N0 6, Cisco EPN
Manager |37 /N ZDERZFATLER A,

[BIfEDT /A ARREZ 1 (Use Current Device Configuration) ]: 7 /35 ADFEfTa L7 4 ¥ a
L—varvaR—U 7L, BELET (& XX, showa~ > RHAOET A ADFETa 7 4
Xal—rarhbAEmREnEd) .

DA T v a rwEIRT H & Cisco EPN Manager IZRANZT NA Anbary 7 4 Falb—va v
DRy 7T v TERH/BLTHLEELFITLET, Zhid, EFMELIEZA X MR NI T—L
lcary 74 Xalb—ar Nyl T T RN S TORWEGEEIZHIZNL D, 72, CiscoEPN
Manager |27 —H A THEBD AL T 4 F 2 Lb—3 a3 URNT A, AL ORIBANENTORWNI &2
BlIZH DD, HHITT,

¢) [k~ (Next) 127U >7 LET,
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| 207547 26 A LEREOERDES
avIs54 7 REEOREORT |

AT TS [7TA RRRHIBROFRE (43)  (Configure Idle Time Limit (min)) ] 7 4 —/V RIZEEZ AN LET, T 74+
LRI, RIRREFRIE S IR ESNE T, 22—V =2 HIRIFEZZEE T 556813, 5~ 30 0F2 AT)
TEFET, RESINLHIREFMOR 7 A4 RAVIRERFI &, BEY a 713k snE T,

ATVT6 TSCREEY aT7E2ASVa— L RETLIHEIE 4T Now) JZEIRL, B TAT Y a— LR ETD
BalE [Af) (Date) 1 Z2EIRL CTHEEZ AN LET,
Ay 3 7 2 EMIICH Y K I2IE, [EH (Recurrence) | AL a v EMHLET,
ATFY 7T [T (Finish) 1227 Vv LET, BEEYa 7RRATVa—RESNET, BEYa TR ArVa—L
SND &, WHR Yy TT v TIRERINET, BEEY a TORAT =2 AEFRTDITIE, [EFH
(Administration) ]>[# v ¥ =74 — R (Dashboards) 1>[¥a 7 4% v ¥ 24— R (Job Dashboard) ]>[=~—
W— a7 (UserJobs) |>[a2 7T 47 LAY a7 (Compliance Jobs) | Zi®&IN L E 7,

RDBERY
AT ITAT CABEEROMROFIR (13 ~—2) OBPIIHE- T, BEEMREZMHEBLET,

AVTSAT7UOREBEDHFERDERT

ZOFIEEFEHL T, BEEY a 7OMREMRLET, BRIrDL, BEELEZT AR, A%y
T LT NA A, ERBHSTT AR ERDLNYET, B—DT A ATIESFEhoar
TIAT VAR —RNITINTWDIELERH Y 77,
CaTdEERLEL, 2OV a T L TCROBREEITZET,
o [V — X% —K§fE il (Pause Series) ]: B HICFEITT DL IICAT ¥V a— /L E I LT
HY a7 OREATEET, EfTHoYa T E HHEIET S Z LI TE ERA,
o[>V —RX%FBE (Resume Series) |: —MifElL SN TWE Y a 7ORTEHATE £,

o [Ar Y a— N ERE (BditSchedule) ]: A7 Y a—WELDY a 7 EBIORFRICHEE X 7
T a—/)LRELET,

ATy 71 [&H (Administration) ]>[% v ¥ =R — F (Dashboards) ]>[Y 3 7% v ¥ =R —F (Job Dashboard) ]>
[—%—T a7 (Userlobs) |>[2> 7T 47 A a7 (Compliance Jobs) ] ZE&R L F 9,

ATw 72 [BEEY a7 (AuditJobs) 1 # 7 %27V 7 LTV a7 &R, [RilEIOFEST (Last Run) | 5D % it
BLET,

REDORITHEROE |5

[8% (Failure) ] Bt L7 1 SULEDT AL RN, 707 7 A L THESNHRY S —I05EK LT
b\iﬁ‘o

[—#BAkE) (Partial AT ITAT AT a7, BEEABIOERRLOT A AR & Ei,
Success) ] BEBRHE ST NAADALTTAT VA AT —H AT TT,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B =xva0zm0xs

[%%h (Success)] ERELEZTRTOT AL RF, 7077 A )V THRESNIEZRY O —IZHEHLL TV

i‘a—o

AT ITAT VREERY a T OE . AR— b I DER OEIT Cisco EPN Manager DFEHER E T 20,000
. Pro LI EDFRE i 80,000 {4 T3,

ATv T3 EEOMRNKELIZGEIE, KOFIEEZFTLET,

R U727 A A ZRERT HI2iE, R (Failure) | A X—=U 7 ORRICHD [i]| TA 2N H—A
NEGDETHEMOR Yy 77 v 7R LET,
e VaTEBIRL, [Va T OFEMAERR (ViewJobDetails) |27 Vv 7 L, Ry T T v T DT I/3A R
DIICHD[(] TA 2% 27V 7 LT[T /34 A360 (Device360) | B = —% B LET,
ATY T4 bR SR AR T 51E, [KIK (Failure) ] NA =V 27 %27 )y LT [avrTI47T v AR
HEOFEM (Compliance Audit Violation Details) ] 7 4 > R & Bl & 97,
GE)  [ar T T4 7 AEEEROFERM (Compliance Audit Violation Details) ] 7 4 > KU &{T& k9 2%
Wi, [k~ (Next) 1B XO[ET~ (Previous) | A& ZMHHALET,

RDBARY

BREEETAHIZE. T ZADA LT I53A4T LV ABRKOEE (16 2—) 2L T
I,

ER Y 3 TDFHORTK

ORI, EXDOFEM (Violation Details) | X— Y MNHERTE itz LET,

FTHE EIR A

Al a— VIEMEIETFREER Y 3 7 | L[EKDOFEM (Violation Details) ]-<X— I #E) L %
DAT—H A, T

2. MEIEFTHE (Fixable) 151D 7 4 V& Ry 7 A%V
Vw7 LT, [FITH (Running) ] ZZIRLET,

BEIEFERER Y a 7 O, L DEXDOFM (Violation Details) ]~X—IZB#E) L F

—;«o

2. [EIEATRE (Fixable) 15D 7 4 VZ KRy 7 A% 7
Uy 7 LT, MBIEFH (Fixed) 1 28R LET,

B MEERH (Fixed) V27 %27V v LET,

B o 517 R EFERALEBREOEEDET



| 207547 2 6FERALEBEOEENET
gE0sEsLvEROY 7Y —2@nxT [

EIERBGER Y 5 7 OFEM, L& OFEAN (Violation Details) ]~<—VICBE) L &
j—o

2.[fEIEFRE (Fixable) 15D 7 4 V& Ry 7 X%
U vz LT, UEIERM (FixFailed) ]2 3R L £,

B MEERM (FixFailed) 1V 27 %27V v 2 LET,

BEEODEBMELUVERDY ) —FHOERT

FEIENE R AR R L, ZOT—HET I AR— L, AT IAT ATV a TOFMER
IRTCEET, FFEOY a 7OFMT — 4227 AKR— L0, B oOYa 7oV~ —7—
BT AR—=—bTHILNTEET,

ATy 71 [&F (Administration) ]>[% v ¥ 27" — K (Dashboards) ]>[Y a3 7% v+ =R —F (Job Dashboard) ]>
[Z—H%— a7 (Userlobs) 1>[2> 7T AT AY a7 (Compliance Jobs) | # R L £,

ATV T2 FEOBEARY a 7OFMAERTT DI, ROFIEZFEITLET,
a) [B&Y a7 (Auditlobs) | #7227 Uy 27 LT, YaTZzilobEd,

b) [REC (Failure) 1A=V 7 %27 )y L, [T 747 ABEAEOFEM (Compliance Audit
Details) |V 4 > RUEFRLET,

RV —&, RELIZLV—IL, TOarTI7A4 T AREE, BEHEN., a7 DA AZ A D
Y, ZOFTHRLBEBREOEVVE, BLXOEHRLZI Y > MEICET S EREERTEET,

) INHOFEMAET AR— M BHITiE, kOWThrOF T a rEHALET,

o E L OFEMIE Microsoft Excel A 7 L R/ — MIXLS T2 AR— hT5I121F, [XLS & LT=Z
AR—h (Exportas XLS) 1% 27 VU 27 LET,

o BN DM % Microsoft Excel A 7Ly R — MIH U ~<~XKUY DT H A KT AR—FT5IZ
X, [CSV & LTCx=Z AR —} (ExportasCSV) %227 VU v 7 LET,

ENOFEMZ HTML 7 7 A MIZ= 7 AR — 35121, [HTML & L Cx2 AR — |k (Export as
HIML) 1%7 Vv 27 LEd,
d) [77A/NVOLRIFE (SaveFile) 1227V v 7 LET,
AT9T3 TRTCOEEY a 7OMENRY~) —&2FKRFTHITE, WROFIBEEZFATLET,
a) [EKY~Y— (Violation Summary) | ¥ 7 %27 Vv 7 LET,

ERNEELTEZTRTOTF A, A, FOMEEORY —LTan 77 A 04, &Y a7 ID, B —
NV EN—VOEKEM, EXOBEENRRENE S OFEM, 23T TIEEINTHDE 0 E D h,
ERACBEMA T DA v E—VIZ oW TRAEM L R— N2 E R TXET,

b) ZOFEMRY <) —LAR—F 2T AR—FTHITE, Fa v T XUy A=a—nEROWNTIND
F T a BRI LET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |

B 7 zx0ar7517 28R06E

« %~ U —% Microsoft Excel spreadsheet (27 > v X )Y OF F A F T/ AR — FT5I21%, [ER
LR— k CSV (Violation Report CSV) 1% 27 UV v 7 LE7,

e~ —%PDF 77 A )V ExZ T AR— T 51X, [EXLA— bk PDF (Violation Report PDF) ]
27 Vw7 LET,

c) [Z77ANDIRIE (SaveFile) 1227V v 7 LET,

RDARY
ENEZEET AL, T ADaA LT ITA TV ABERDEE (16 4—) 28R L T
S,

TINAZADAVTTA T VR ERDIELE

ATy I

ATy T2

ATvT3

ATvT4
ATvy7T5

ATvT6

ATy 717
ATvT8

COFEEAFEHLT, KB LI TIA TV RAEEDa L T34 T v ZEREBEIELET,

[‘F# (Administration) |>[# v ¥ =4 — F (Dashboards) ]>[¥a 7 # v =4 — K (Job Dashboard) ]>
[—H%— 37 (Userlobs) |>[2>F T A7 A a7 (Compliance Jobs) ] & &R L £,
A& 27 (Auditlobs) %27 Vv 7 LC¥a 7 &EDF, [RIEIOFIITHRES (Last RunResult) ] 51D #
ERER L E T,
[ (Failure) | NARX—=V 2% 27 U7 L, [T T7A47 0 AEREROFM (Compliance Audit
Violation Details) |17 4 > RUZBE £,

GE) [T T4 7 o ABEEERK DM (Compliance Audit Violation Details) |7 1 > R #{T& KT %

Wi, [k~ (Next) 13 KOV [AT~ (Previous) | RN ZfH L E7,

[¥a 7O & EX (Job Details and Violations) ] fE T [k~ (Next) 1227 UV v 7 LFET,

[T /34 ZARIDER (Violations by Device) ] fHIK CTT /34 A LENZEIN L, [k~ (Next) ][22 U 27 L

£7,

[EE/L—/L D AF] (Fix Rule Inputs) ] $IK T, LARNICHRY v —CTERLIEEa~Y FEaF L Ea—1L,

[R~ (Next) |27 U w7 LET,

ST 57 7 v a e LTEIE CLI @ A<Ruleinput ID> ZfEH L CH A X A R o —%{Ek Lo 5E

1L, MEEL—VDAJ) (Fix Rule Inputs) | ¥ 7 RERINE T, HADEIEL—/LOfEE AT LT[R~
(Next) 127 Vw7 LET,

MEIEa~> RO L E=— (Preview Fix Commands) |y 77 v FICE RSN ELHERLET,
ARENTERENT A, AR TELLIMEEY a TRV a—LE2REL, [EIEYa TDOR7
¥ a2 —/ V%7 (Schedule the Fix Job) 1% 27 UV v 27 LET,

B o 517 R EFERALEBREOEEDET



| 207547 2 6FERALEBEOEENET
gE0sEsLvEROY 7Y —2@nxT [

GE) a—H—F, TRAADAZ— K NT v T a7 4F¥al—g a7 47 AEIECLL &
BITEET, LY, T ROFEBIFHC LEIE CLI MR S E T,

RDEZRY

EN Y a 7 ORMEFRRT 51213, BAEOKKE LOEKO T~ U —fEflloRR (15 ~—
V) EBRLTIES N,

BEEDKBMELVERDY ) —FHORT

M BREREERL, ZOF—F AT I AR—FL, 2 TIAT AT a TOEMEER
RTCEET, BEDOY a 7OHEMT— 227 AR— LY, BEoYa 7o~ —F—
HuwT ) AR—FTHENTEET,

ATy 1 [E#H (Administration) >[4 v ¥ =7R— K (Dashboards) ]>[¥ 3 7 # v = R— K (Job Dashboard) ]>
[Z—H%— a7 (Userlobs) 1>[2> 7T AT AY a7 (Compliance Jobs) | # R L £,
ATY T2 FEDOHEEY 2 70MER T D10, ROFINEEFEITLET,
a) [E#&Y a7 (Auditlobs) | #7227V v/ LT, YaZzxAoF%E7,
b) [KHL (Failure) | NA/R—=V 7% 27 Uy 7 L, [T T7A47 o AEBEOFM (Compliance Audit
Details) ] 7 4 > FUEFRRLET,

KU —4 BELFENV—I, FOaLr T34 T ARME, SHERE. Pa T DAL AFZ LA BT
Y, ZOFTHRLEBREOEVVE, BLXOEHRLZI Y MEICET A EREERTEET,

) INHOFMAET AR— M BHIZIE, kOWThrOF T a vy EHALET,

o EH X OFEMIE Microsoft Excel A 7 L R/ — RMIXLS T2 AR — hT 5121, [XLS & LT
AHR—h (ExportasXLS) 1% 7 VU 7 LET,

« EX DFEMZ Microsoft Excel A7 Ly RU— MIH U ~XKYY DT FANTZI AR —FT5HIC
X, [CSV & LTCx=Z AKR— 1} (ExportasCSV) 1 %227 VU w7 LET,

BN OFEMZ HTML 7 7 A MIZ= 7 AR — F 35121, [HTML & L Cx2 AR — |k (Export as
HIML) 1%7 Vv 27 L¥d,
d) [77A/VDORTE (SaveFile) 1227V v 27 LET,

ATFv T3 TRUCDEEY 2 7OREMRY~ ) —2FRT 5101k, ROFIEZFEITLET,
a) [EXY~Y— (Violation Summary) | #7427V v 7 LET,

ENNRELETRTOT AL A, ZTOEORY —L7a 77 A 04, By a7 ID, B —
N EN—VOEKEM, EXOEENRRENE 5 OFEM, 23T TIEEINTHDE 0 E D h,
BRICBEEMT A v =IO TRAEM R L R— M e F R TEXET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B - 757 xRus—oquk— bBEUTIRE— b

b) ZOFMARY Y —LAR— 2T AR— T HIZE, FrRy T X T A=a—nEROWTNNO
FFa s ERIRLET,

« %~ U —% Microsoft Excel spreadsheet (277 > v X ]V OF F A F T/ AR — M 5I21%, [EX
L7R— K CSV (Violation Report CSV) %27 U v 7 LET,

¢« %<V —%PDF 7 7 A /VE T AKR— hTHITIL. [EXVAR— b PDF (Violation Report PDF) ]
7V LET,

¢) [Z77A/NDHRT (SaveFile) 1227 Vv 27 LET,

RDRERY
BENAEETHICNE, XA A0 T T4 T 2 ZERDOEE (16 2—) Z8RB LT
éb\o

ATIATIORR) O —DAoR—FELUVITI R
R— b

AV FIGAT AR —IXML 7 7 AV E L TIREESNET, B0 F5 47 AR
Vo—%xTJ AR—FL, REIZSELCT, TNEDORY —ZR DY —N—Z 4 VR —FT 5
TEMWTEET, 7 ANE, XMLERTORA VAR— M TEET,

AT v 71 [RE (Configuration) |>[a> TS5 4 7R (Compliance) ]>[7R") >— (Policies) | #E4R L £,
RT9T2 avTIAT UV AR) =%/ AR— M DHIE, WOFIEEFATLET,
a) LMD [arTFA4 7T AR Y — (Compliance Policies) |7 E 47— a VKO R U & —DRIZH 5
74 2r0blii~vy2Ea5bEET,
b) Ry 777 U4 RUT, [XMLELTKRY v—%x7 AKR—F (ExportPolicy as XML) ]/ A 73—
Voo %7)v 7L, Z7ANVERFLET,
RT9T3 avTIAT VAR v—%A R — bT5HI2E, ROFIEEZFETLET,
a) MO [=27F T AT AR — (Compliance Policies) | T E S/ — a VHEIKD EiIghH D[R v—
DA > 7"— bk (Import Policies) | 714 2> %27 U v 27 LET,
b) [RVU—DA A —1 (ImportPolicies) 1447 17Ky 7 AT, [RI T —DOER (Choose Policies) ]
Vv LET,
) XML 77 A NVEZRLTGERLET,
d) [A>A—F mport) 127V vr LET,

B o 517 R EFERALEBREOEEDET



| 227547 R EERALEREOEEDOEF
AVTISATFURRY =ML 77 A LD T yngE

AVTSATUORRY S —XML7 7A4)ILDATIoYD
ECON

AV FIGAT AR —IIXML 77 ANE LTIRGESNET, RU—D XML 7 7 A /L
DODANREFZRT HITIE, WOTFIEZFATLET,

AT w1 [&RE (Configuration) ]>[a>FS54 7R (Compliance) ]>[7R") — (Policies) | #ER L £,

ART9 T2 EMO[ar7 T4 T AKY — (CompliancePolicies) ] E 47— g VK TR Y —% RolF, £D
RV —ORIZHD [N TA 2D it~y 2 EHbEET,

RTYT3 Ry7T o7 U4 RUT, [XMLE LTHRY —%2%ER (ViewPolicyasXML) ] NNA/X—=U 7 %27 1 v
27 L%¥, Cisco EPN Manager |2 & > THAN XML B THERENET,

PSIRT £ & U EOX 1EER D R~

e TNRAADEFX 2 VT 4 ggtEDERR (19 X—)
e TFNRAADN—RT 2T LV T NI 2T OV R— R MNETLR— FDFER (202—)
e BV a— )= R 2T DOV R—METLR—FDFER (21 =)

c FNRA ADT 4 —)L REEDOE R (21 =*—)

Y

() [PSIRT & EOX (PSIRT and EOX) ] ~<—I21%. PAS 3 L TUNRBML /N> RV DR H A FER S
NFET, PAS LAR— ML, 2N RAAVOER H LIRNZAR &7z PSIRT 83X W EoX L a— K
PEREFSNE T, N FAOAERMZIZA S PSIRT L a— RiZFERrInEHA,

TNNAADEF 1Y) T 1 RBHEDRR

LAR— k#5247 L C, Cisco Product Security Incident Response Team (PSIRT) (2L > TEFK I
TWbEX=2 U7 4 OMEFGHEDR, Yy NT—TNDT A RZHDHNE I AT ET,
LR— MZIE, [7 734 APSIRT (DevicePSIRT) ], [7 /34 A/~x— K7 = 7EOX (Device Hardware
EOX) 1. [T/34 AY 7 k7 = 7EOX (DeviceSoftware EOX) ], [ = —/L y— K7 = 7EOX

(Module Hardware EOX) ]. 38X W[ 7 ¢ —/L Ki@% (Field Notice) | DIEWMAEENET,
7o, FREDKEIMEICET 2~ =27 VEAZRTE T, ZOF=27 /0 TiE, MEsatkogE e
REARET HDTDICMELE B Z N FIEAFHH SN THET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |

B 7 zxon—F9z7ev7 b9 7oK~ MET LK— FORR

\)

(G£)  PSIRT BLOEOX LAR— hEFFEDT /SA ATk L THEITTHZ LT TEEH A, PSIRT B
JFOREOX Va7 DRV a—VERETDHE, BHAETETREICHLTXTOT A X
WL CUAR— IR ENET ([(f X MU (Inventory) |>[F%E (Configuration) ]>[F
kU —2 534 A (Network Devices) ] X—3) ,

4O SRS

VaT DRV a—)VERETDHRNCT NA AZFEB LET, [B&E (Configuration) ]>[# v
F7—% T34 X (Network Devices) | #&IR L, 7 /51 A% LT [FH (Sync) 157
Vo7 LET,

ATv 71 [LR—FbF (Reports) ] >[PSIRT & EOX (PSIRT and EoX) | ##R L £,
ATFWT2 VaTd DAY a—NLERELTEITLET, [A7 Y 2—/L (Schedule) | ZA T 0 7Ry 7 ANFERIN

ATvT3

ATvT4
ATy TH

ATvT6

£9, [BALGKEZ] (Start Time) | A7 a > & [#VIKL (Recurrence) | A7 a VAREL ThH, [EF
(Submit) |RZ %27 Vw7 L TPa Tl aArYa—NLTHIENTEET, ERENDIRYTT v 7T
[OK]RHZ > %227V v 7 LT, TTICATY2—AINTWAHYa 7&HIBRL, LWy a 7 Z2ERLE

[7 734 APSIRT (Device PSIRT) ], [7 /34 A/~x— K7 = 7EOX (Device Hardware EOX) |, [T /34 A Y 7
k7 = 7EOX (Device Software EOX) ], [EY = —/Lb »— K = 7EOX (Module Hardware EOX) ], ¥ &
W [7 4 — v KA (Field Notice) | DIEHRZINE L THET L2V a 7AMERSNET, 1ERT2H0EDA
W a TIXENEND X T TRAILET,

PSIRT LR — FDOBUED AT — X A% FoRT D121, [V a 7 OiffliA R (View Job Details) %7 U v
7 LET,

LAR— M5 T L= 6, [T73A APSIRT (DevicePSIRT) 1% 7% 27 U » 27 L CPSIRT &£ R LET,
[PSIRT # 4 kL (PSIRT Title) 1 ¥IDONARX=V 22 %7 ) v 7 F5E, X2 )T 0 OIEgaEORE L
PAN RS SN ET,

(fEE) T3 AD PSIRT OFEAMIELT ANA AT & FTTXITOT A Z%F LD TPDF BB LW
CSVIEAR T/ AR — N TEET,

TINAADN—FI 27 EVT LIz T7DYR—MET LR— FOR

7~

LR=FE2EITLT, Fv NT—ZNOV AT FNRL AN=RT 2T E72EY 7 b7 =T )R
PAR— MET (EOX) ([ZEEL TV LN ES Tt £9, Jiud, "o 7 v 7 71—
REA T a2 V2RET DRI L £,

ATFwF1 [LR—F (Reports) ]>[PSIRT & EOX (PSIRT and EOX) ] #3#R L £,

B o 517 R EFERALEBREOEEDET



| 207547 v REFERALEBEDEEDEST

ESa—Ln— kY 709K~ rETLE—roxE |

AT9FT2 [VaT DAY a—/L (ScheduleJob) %227V w7 LET, [A7 Y 2—/L (Schedule) | XA 7Ry

ATvT3

RTv74

JANFRENFE T, [BALEEEL] (Start Time) 147 a v & [V L (Recurrence) |47 Y a V&R E
LTh5, [5E (Submit) | RZ &2 7V v/ L TVa T 2R YVa—LT5HIENTEET, RSN
DRy TT T TIOK] RS v &7 Y v 7 LT, TTICAT Va— SN TND Y a 7&EHIBRL, FLW
Va T EERLET,

[7 734 APSIRT (DevicePSIRT) ], [T /34 A /~n— K7 = 7EOX (Device Hardware EOX) |, [T /34 A Y 7
k7 = 7EOX (Device Software EOX) ]. [EY = —/Ln— K7 = 7EOX (Module Hardware EOX) ]. 3 X
W [7 4 —/v Fi@& (Field Notice) | DIEFHAZIE L CTHET LV a 7RNMERSNET, ¥ 7 T EIZ@mo
Va I ER L ER A,

TaTDRETRIZ, WOEOXX T7OWT a7 ) v r 358, TOXTEAED LR — MERNPFRIN
F9,

e TINA A /N— K9 7 EOX (DeviceHardware EOX)
c FINA R YT 97 EOX (Device Software EOX)

(EE) ZNBHDOT A ZAEOX OFfL, T AT L ELITTRTOT A 2% F LT PDF ERXE
FOCSVIEA T AR— N TEET,

EDa1—IN—F0zT7DHYR—MET LR— FORT

ATy I
ATwT2

ATvT3

ATy T4

L R—FEFEITLT, Xy NIT—F DTV AITEY a—/Lon— R =T RYFR— MET (EOX)
WCEELTWAMNE Iy EHcEx 4, Zud, o7 v 77— B4 7T a v %
PETABICESLLE T,

[LAR— b (Reports) ]>[PSIRT&EOX (PSIRT and EOX) ] Z#R L L9,
[Ya 7 DAY a—/L (ScheduleJob) 1% 27 U v LEd, [7/34 APSIRT (Device PSIRT) ], [F /34

A= R = T7EOX (Device Hardware EOX) 1. [T/3 A Y 7 b v = 7EOX (Device Software EOX) ]. [FE
¥ a—/bn— K7 = 7EOX (Module Hardware EOX) ]. 33XV [7 «+ —/V Fi#Zn (Field Notice) ] DIE#H %

WERLTHRET DY a 7OMERShET, #7 T LIC@EBOY a 7I3ER L £ A,

[EY 2 —/Ly— K7 = 7EOX (Module Hardware EOX) 1| # 7% 27V v 7 LT, EYVa— /b —RU=x7
DIFHRERRLET,

(EE) 26D EOX OFEMIZ. TV a— LT LICPDFIERBLIORCSVER T/ AR — N TE £,

TINAADT 4 —I)L FRHEDERT

LR— b EFITL T, BR2RA XU P UIENE T LTS EER Y A 2 5 /34 A |ZField
Notice 3 202 E 9 & HWi T 9, FieldNotice & 1%, &F = U 7 ¢ MEgstEoMELSN T
A B CEBZEIR T 2 EEAAMBEICE T @M Td, @, Ty LU— K, B#ER, £
IXZE DD RBAMEL 720 F97,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B 5 zxo7—nrEMORS

ATFwF1 [LAR—F (Reports) ]>[PSIRT £ EOX (PSIRT and EOX) ] Z#R L £,

ATF9 T2 [VaT DAY a—/L (ScheduleJob) 1227V v 7 LET, [A7 Y 2—/L (Schedule) | A 717Ky
U ANFIRENET, [BALERFZ] (Start Time) ] A7 a & [#ViKL (Recurrence) | A7 a v 2% E
LTo6, [EE (Submit) | RZ U Z2 7Yy 7 L TVaTEATYa—LTHIENTEET, RS
HZRTT v T TOK|RA %27 Y v 7 LT, §TICATFYa—LERNTWHYa 7&HIBRL, HriLn
Va T e LE T,
[7 734 APSIRT (DevicePSIRT) ], [7 /34 A/~x— K7 = 7EOX (Device Hardware EOX) |, [T /34 A Y 7
k7 = 7EOX (Device Software EOX) ]. [EY = —/L — K7 = 7EOX (Module Hardware EOX) ]. ¥ &

W [7 4 —/v NilAl (Field Notice) | DIFHRZWNE L THRET LY a 7AMERS N ET, 7 T L If@slo
Va T ER L ER AL

AT9F3 [74—/v K@ (FieldNotice) 1| #7427 U v/ 95HL, 74—/ RBMOERNFEREINET,

RTw 74 (i85 (Vulnerable) 1FID[i] 7 A 2% 27 U > 27 LT, [74—/V R#HURL (Field Notice URL) ] &L
(%5 DOFEM (CaveatDetails) ¥ A 7 17 ARy 7 A% & £, cisco.com CiffiA R T HITIi%, [7 4 —
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