A—HY—ERETNNA R TIER

ca—W— A H—T 2 A 2P — AT BILOZENLOMOERE (1—)
« Cisco EPN Manager Web GUI D /L— k- ~D7 7 & Z DA NEE L MR (4 2—2)
e —W—NEITTXEHHX A7 OHIH (=—H—TL—7) (5X—)

e a—HP—DBEMBL 2=V — T Ho o FOEH (283—)

cBER /A D=V —DffEFE (32 X—)

o 2 —W—NEITTHX A7 FrT 5 (B&H) (333—)

e Va T RREERTELCYa T EARTS (343—)

e X — W NEHDTDD T B — )L NRAT — R RY —D/E (35 2—)

s HFHENLFEIEE v g L OHORE (352—)

o TA KV a—V—HoOra— L XA LT 7 eRETDH (363—)

e TNAANDZ—Y— T 72 AEHHT BT D DRI KA A DOFERL (38 X—)
o B — I VERGEDRRE (48 X—)

o SMTFRFEDRR E (48 ~—2)

A—H—A 3 —T AR, A—HY—34T, BLUF%
nonNENER

INHoO My 7 Tk, CiscoEPN Manager TS5 GUI & CLI A v & —T = A A, B
U Cisco EPN Manager & Linux CLI 1 > % —7 = A A OERLIZOW T L £,

s =P f VA =T 2 f AL oW = H AT (1Y)
* Cisco EPN Manager © CLI 2—H'— A > X —T = A A&V 2 551k (45—)

A—H—A 8 —DTxf REL—Y— 34T

WDFIZ, CiscoEPNManager (CEPNM) 2k > THRH SN Za—F—A v X —T oA R &
KAV H—T oA AT IV BAAGERL—Y —D X A TOHAEZRLET,

A—H—HERETNARTIER .



B -y r5-—9zqzea—yv—547

A—H—HERETNIZRTER |

CEPNM1—H— A >
B—TIA4R

A3 =14 ADERHA

CEPNM 1 —H— 24 J

CEPNM Web GUI

Web GUI #f ] LT HE¥% L &8
EHERBZTHWeb A X —T =
A A, THDa—P—iF, &F&
FRUVNIVOMEREZFFOZ LN TE,
0—/L_X—RX 778X ar ka—)b
(RBAC) 7 T A LW T 7 F A/ ¥E
ShET,

DA F—7 A AL, CiscoEPN
Manager @ CLI F¥#l=—+— & CLI
R —— k> TRt SN B
EoV 7%y hEREELET,

[Web GUIiE & = —+%— (Web GUI everyday users) ]Cisco
EPN Manager : Web GUI D /L — b —H—|{Z X - TIERL
SNET, ZOax—H =%, SEIERLVOHEREY
b, a—¥—71—7 (FHE, A—"—a—H—,
R~ 3 —Vxd) LIRS — L= T 7R
av ha—/ (RBAC) 7 T ARELHT 7 T AT EIN
Y, 2=V =N —TFIZonTiF, 2—P—IL—7
DEAT (BER=Y) ZZRLTIEE N,

Cisco EPN Manager Web GUI /b— h o—+H— : A A

= VERICHERR S, Web GUI ~D 1[EH D 7o &
fioax—HF =TI hOERIERAESNET, 207
A7 ML, BEEMHEREZRODRE D 1 AD Web

GUI t—H— SFh FHFEZ—P—FTA—/—
2—H— a—HF— L —TITF L T\ D Web GUI = —
P—DIER MBI T HMERH D £5, WebGUI L—
N ==t T O0aEHME G—) 258

LTL7EE0,

(G¥)  CiscoEPN Manager Web GUI /L— |k —4— [,
Linux CLI /b— bk = —H— LA U Tid7e <,
CiscoEPN Manager CLI & BR# . — - — & ¢, i 7p

@ij_o

[/ —ARD L RA v
H—T A A
(NBI) REST AP

(North Bound
Interface (NBI) REST

API) ]

NBI [Z REST 7 U rr—v 3 v 7'm
TIIVT A HE—T oA ATH
D, 72747 AT LN Cisco
EPN Manager & ifif5 L Cil & O#A(E
BLOEHEWELZFITTEDH L IIC
LEd, NBIIXREST 7 7V r—3 3
yIu TSI A E—T AR
ThY., 77A4T 2 FVAT LD
Cisco EPN Manager &35 L CH®EM
ePMER LOEBEEMELZ RITTE D
XolzLFEF,

F72. INHDONBl 22—V —(F, &
FIERVNLVOMEREFFOZ &G
TE, B/ _—RAT7EA 3 }h
27—/l (RBAC) 7 ALY T TR
Wb EINET,

[Cisco EPN Manager NBI == —-"— (Cisco EPN Manager NBI
users) ] : Web GUI b— b 2—H —{Z Lo TRk S v E
T ZNHO—F—ZiX, SFEHEOEZRHHERBH V|
g— L _—Z2DF A3 hu—/,L (RBAC) 7 T &
ENBl 2—H—T—F L5477 T A (NBI #iAHL
. NBl EXAZ, NBl 7 LF v (FELR) ) 124
HanEd, 2—F =7 —F0FHMoONTIE, KD
HELZMBL L&Y, 2—%— 7 )L—7-NBl (6

~N—3)

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER

a—H—qva—7rq421—4—447 |

CEPNM1—H— A >
B—TIAR

A3 =14 ADERHA

CEPNM 1 —H— 24 J

CEPNM % #5 CLI

AT ASDEX 2T CTREMRT
IR AT HIAaAMBEDOY =
Jb (Linux 3 = /L &t L7238 8) o
COEMET =V CLLE, EER
Cisco EPN Manager &2 % 2 7 H o =2
<~ RERMELEST, Thooav
VRIZOWTIE, ZoOHA RE@EL
T LEST, ZoCLl Z#H+ 5
{Z1%. Cisco EPN Manager CLI &%
a—Y =T I EAMEEFFo TN D
FERHY 3, SSHEMEHLTY £—
s bBa—ZnbZl0y /U7
JHATEET,

CEPNM ##% CLI

Linux> =L XV tEX=2T7 TRESH
FUAMEADY =V, O Y =
JL & CLIE, Cisco EPN Manager 3 A
FLAREZ A7 D a< o Refgft
LET, 2nbda~y RizonT
L. ZOHA FEBELTHILET,
ZOCLl ZEHT LI, FHEHEL
DW= T I AR FEo T
WOHMERHY £ (ZORD[1—
P— Z A7 (User Types) | FIN DI
WmEZH)  EHECLI V=0
DVIT 7 BEATEET,

Cisco EPN Manager CLI B¥Za1—H—: (VA b—/L
BB S, 77U r—a v OfEIE & FRE Y £—
F Ry 7T T UIRY U OVERL R E O FREEICE
ENFET (ZOFHBEOY Ty MM, WebGUI 725
fFHCTEET) .

ZDO—WP—NEITAREZRBMED U A h & FoRT 5121,
TarFRTCT2EANLET,

—EOLATE, 2T 4 X2 b— g ET— RTET
THVLERDYET, a7 4 Xal— g F— R
B479 5 2i%. Cisco EPN Manager & ¥t CLI & Cisco EPN
Manager # 5% CLI D1V Bz (4 <—2) NOFIAZfH
HALET,

BHE CLl 2—%—T, koa~r FafiLT, &%
JE 4B T CLl 22—V — 2B Tx £77,

(config) usernane usernane password rol e {adm n|user}
password

IO —F—ITiE, ERBIRICER S FEE I
WP BRI e — L E713 L VIR LSV OB 5 TX
F9, BHLEHMERR % ##-> Cisco EPN Manager CLI == — - —
ZVERLT 2121E, admin ¥ — 7 — K& §57E L C username
avy ReFTLEY. ThSoa—Y—2/ElT 5
BAE, user ¥F—U—F&EEMALET, 2T — FOHl
RIZHOWTIE, FHE2—F—DIEZzZRLTZS
AR

Linux CLI

T _TO Linux 2~ > R 5
Linux > =/V, Linux > =/Li¥, “ A
a7 7 =B YR — MEEEO LR
EHTEET, EEDOTRT LEH
F1x. Linux > =L &2FH LARnTL
7230, SSHEfFHLTYE—F =
VB a— AN DY VI EET
HIEITTEERA, BIETDHITIE,
Cisco EPN Manager P& L = /L &

CLI ZRHT 2 MENH Y £7,

Linux CLI BIa1—H—: 1/ A h—/LERIC/ER S,
Linux L-LOEFHRIZERA SN ET,

A—H—HERETNARTIER .


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter21.pdf#nameddest=unique_850

1—HF—HRETFNIRT7IER |
. Cisco EPN Manager T CLl 1—H'— A4 4 —J x4 RZHYE R 5 5%

Cisco EPNManager TCCLIA—H— A VA —J A RZUYBZX D HE

Cisco EPN Manager & 2t CLI & Cisco EPN Manager #% & CLI FlOBAT HiEIC >\ i, kDt
svarEsRLTEEn

Cisco EPN Manager &2 CLI & Cisco EPN Manager #5% CLI DH] Y # %
Cisco EPN Manager & #i CLI /> 5 Cisco EPN Manager /% CLI (2473 % (21d, admin 7' 1 >
I Cconfig & AJ1LE T,

(admin)# config
(config)#

RER% CLI 7B HE CLIIZERE A 121, config 77 b CTexit £/2iZend & AL ET,

(config)# exit
(admi n) #

Cisco EPN Manager Web GUI DJL— b ~DT7 U £ XD E%)
IbH K UVEDLE

EHEMERE T A — = — P — R Z FF oM D WebGUI = — % — % 1 ALLE/ERR L7265,
Cisco EPN Manager Web GUI root = — % —Z T 5 MER H Y £79, WebGUI /L— | =—
PF—DEHLB L OHENE 43—) Z2BRL TSN,

Web GUI JL— k 2 —H—DEMNELE L VAL

ATwvF1 /L— | & LT Cisco EPN Manager Web GUI (21 7' A > L, Jb— MERZFFORIO Web GUI 2 —H— (o F
D, BHa—Y— T —TE TR P L —F BT D Web GUI = —H—) ZERR L %
T, 2=V —DEBENBLP2—F—Th v FOEFH (28 3—) 2B LTI, ERRORXT v
TINETTHE, WebGUIroot 77 v R EEGETE DL H127e £,

ATFv T2 ROz~ R%&3E4T L T Cisco EPN Manager Web GUI /b— h o —H%— 7 h 7 M &ML L E£9 (Web
GUI BELT 1D v NET 77 ¢ 7 IRIBICHERF S LD D C, B2 _T o CLI B #FIT & £9) o

ncs webroot disable

ATV T3 ThHor bEFHMENCT IR, kOoa~>y REFEITLET,

ncs webroot enable

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER

A—HY—HREFTTEHIRY 0% (2—HF—IL—) .

A—HF—MNEITTEEH2 AT DOHIE (—H—

FIL—)

Web A > H—7 = A A 2—WP—Di4E . Cisco EPN Manager Tl = — W —iGEId2—%—7
N—TEMHLCEEINES, 22—V — I N —2F, 2—HF =0T 7 AT&5 Cisco
EPN Manager D 7546 KON —HF =N EDE G TERITTE L X AT 2T 52 A7 O—&)n

GENLTHET,

=P = N =TT —F—DOEMELHIE L E T2, FERAAS ViFa—F—RBZhbDH X

7 wFATTE ZDT/\/( AL E I, AR R A A DOFERIZ OV T,

[N A~ L—

Y= T 7B 2R Z T 272D DIAR R A A DR (38 X—) | ZZRL TSNy,

Cisco EPN Manager Ci, W< 2D a—H— Z L —7NEFIER SN TVET, 2—F—»
Z—HF— 7“/1/% TR L TWEHEE, 2=V —IZ DI N—T DT X CORGERTE Z & L £

T, 22—V —3W@E., Thv MM’EEJZéhéJ:é‘ la—P— J—7
/k@ ]\ =4 b 7T i :L’_"]j-‘—nu uﬁ@gﬁﬁ{ﬁ \—/Jll\fnﬂtﬁ)q Lij—

e — W TN —TF DX AT (52—)

o X —W—NE[TTEAHRITDEREET (7T—)

e a—HPF—RNBLTNELINL—T2F L TLEETS (83—)

o —H— TN—T L FDALN—=DFEIR (9—)

o AR N 2—WF— ZL—TDERKR (26 2—)

« IN—TTCFITCTEDH AT ZFRARBLOEFET D (26 3—2)

BEMERET,

« RADIUS 35 L. 1) TACACS+ T Cisco EPN Manager == —#— 7 /L—7FDffi il (27 <2—)

A—H—FIL—TDRrA4F

Cisco EPN Manager (X, WOFRIERD 12— — F L —T %42 L E T,

o 21— — F)L—7 : WebUl (5—)
o —HWF— FL—7-NBI (62—)

CLI z—H—{Z2oW\WTiE, 2—HP— A ¥ =T RLa—H— 24T A=) 2]

LTLEEEW)

d1—H— 45 J)L—7 : Web Ul

Cisco EPN Manager X, IRDFIT FENTWDET 740 b WebGUI 2 —H— Z)L—T7%
et L E T, Monltorthe:LH*j‘ 7/I/~ WERT - —2RE, a—F—2EHDO I NL—
TIZEID S THZ ENTEET (Monitor Lite 1%, #ERSIEF IZHIR ST D 2 —H —m)iF

ThHH-HTT) |

HKa—P— I N—T LT T3V NREICERT DX A7 IOV TL, J—T TETTEHH

A HRRBIOERT L (26 ~—) ZZRLTIZIVY,

A—H—HERETNARTIER .



B -—5—sr—7F-nm

1—HF—HRETFNIRT7IER |

A—HF—T)I—|TIW—TFTERY T+—HR
7
Root TRCOENE, ZOTN—TOHRITmE T EHA, 1A M—1RIZ,

root Web Ul = —H —23MER FIEEIZ /2D 9, =2—F— A v H—T (R L
a—HP— A7 (1X—=V) ZBRL TS, WebGUI L— |k =—
P—DIH LB LOEME 4—) IZHHSN TS B0, Admin
F 721X Super Users #£RR CTHIID = —H—Z{ERL L. root Web Ul ==— " — % fiit
T BHZ EEBEIOLET,

A —N—L—

TRTOEE (T 74V L) . ZOTN—TOMHRIIRETEET,

P— Jo— b =P —OERRIZIER LI MEBR AN T D Z ENTEET,

Admin VAT ALY —NR—ZEH LT, ToX— U U SROREICHET AR EE
FITTEET, ZOTN—TOMHRIIRETEET,

ConfigManagers | v hU— 7 R EB L NE=F—LET (FHE X7 IITVEREA) .
DT N—TIZE Y YT HILHMERITZ, REFEETT,

System Fy b= %F=F—LET FEFAZIIITVERA) . TOTN—

Monitoring T OMERITRETE ET,

HelpDesk Admin| ~ L 7 52 7 L a— P —REEEDON—IC LT 78 A TE ¥ A, 2
UL, 22— — A L H—T = f ZA~DT 7B ANIRRGR T — 7T,

L obby FA R a—P—DHhDa—YP—EH —Oa—H— FTIL—TD AR —

Ambassador

I, o —HF— T —T DA N —FFNRD T LT TEXERA,

TP ER L
4

NA: ZNBIET 77 DI N—T7T, LBEIILGCTRELZY, hRAZ<
AR LT TEFES,

Monitor Lite Fy bU—2 FRRYBIOa—F— F T EFFLET, 2O A—TD
HERRIIRE CE A, ZO—YP =T N—T DAL N—F, hO2—H—
TN—T DA N—%H D LITTEETA,

North Bound APl | SOAPAPI I27 7B X LT,

User Assistant n—hL Ry ha—P—FHOL, ZOL—HF—T)—T DAL N—T,
oL —F — FTN—T DA N—ZFHNRLZLITTEET A

mDNS Policy MDNS 7R U o — & P RE,

Admin

d1—4%— 4 J)L— 7 -NBI

Cisco EPN Manager 1%, IO RICFEH I N TWDHT 7 4/ D NBl 22— — 7 /L—7 % 42fk L
9, INOLOTZNV—THNOMHERIIME T EHA,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
a—v—pErcEsaxr0xrezE ]

HA—YP =T N—T LT T4V PREICEFRT DX A7IZONTR, I —TTETTE L
AY HRTFRBIOEET D (26 5—) ZSRLTIIEIN,

A—HF—FIL— |7 EARNER :
7

NBI 7 L5 MTOSINBI #fEfH L7=7 L7 > vy VB, fthod NBI £ 721X Web Ul = —
vyl (FELL) |P— A —TF BT A b TEET,

NBI Read RESTCONFNBI #5240t v #:/E (HTTPGET) ., o> NBI F7-13 Web Ul =.—
W TN—T BT HZEHTEET,

NBI Write RESTCONF NBI &£ X AZL#/E (HTTPPUT. POST. DELETE) ., ff.c> NBI
F7/-1IWebUl o—H— L —F 2@t 52 b TE T,

A—H—MNEITTEDFIRIDERREER

A—F=NFTTELX AL, 2=V —=PFET 22 —F— 7 =TIl THIEIS L E
T, =P =DFET LN —T L =P =NFETT DHERE RO X AT BT DI,
ROFNEZFEITLET,

N\

GE) VN7 I BRTEDET A AZMHERTIHHEIE, 22—V —~DHAE R A A > DEY 4T
(44 _—) BHRRLTLIEEN,

ATy 71 [EE (Adminigrration) ]>[1—%— (Users) |>[1—%—. B—JL. 8L UVAAA (Users,Roles& AAA) ]
BIEIRL, 2—H—HEROFFET,
ATY T2 2=V —ZEROTT, [LAFD A3~ (Memberof) | DFEF =7 LT, 22— —»NiET 52—
Y— I N—T% RO ET,
ARTFYTI 2V =T N—TDONNARX=V 7 %7 )7 LET, [FV—TDFH (GroupDetail) 17V 4> KU T,
TN—=T DA N—=PNFITTEDLH AT LFITTERNWA AT DY A MR RLET,
s Tz I BT OENTNDET = IRy I AL, TNN—T AU N—=]RNEDX AT & FTT HHER%E
FoTWaZtZzEWRLET, Fo vl Ry 7 ANT L—RRENTWAERIX. X A7 2T
T FEHA, =& 21X, Cisco EPN Manager Clid, Monitor Lite .—%— 7 /L—7 0 [ ¥ 7 DFER (View
tags) | ¥ A7 ZHIEETCTE VA, T, ZO2—HF =T N —FITEL > TRAIRBZHZ AT THDHT-D
‘/C“ﬁ‘o
e TF v IR T ANITTDBREIT., IN—T AU N—RNEFDOH R B FITTERNWI L ERLET,
FTDOF 2y IRy I ART L—RRENTWEEAFE, TO2—F— I —T I L THRT %H
T HZENTEERA,
Web GUI /b— k & Monitor Lite 71—, 8L UNBI 7 L— 7 13RETE A,

ATy T4 WEREZEETDHITIE, ROBIRERH Y F9°,

A—H—HERETNARTIER .



1—HF—HRETFNIRT7IER |
B -y rELTLEsL—TERILTEET S

GE) ZOBEFIIEEIToTIEE N, [Z7v—755M (GroupDetail) 1V 4> RUTHRIDF =
IRy I A A Eq3ATICTDHE, TRTOIN—T AU RN—ZEEREHSINET,

e T RTDA—YP—= TN =T DA N—DHEREELLET, FNV—T TETTEDLX AT ZRRB X
OEHETSH (26 5—V) 2L TLIIEIN,

D= — N —Fla—F—%BMLET, FHiELINT2—F— L —TIZONTE, =—
P 7 N—7:WebUl (B~_—) ta—¥— 7 1—7-NBl (6~—) TuHHLET, I

LD Ny 7 TIE, ZV—T7OHIRIZONTHIALET, 2L, 22—V —DRHEAEREF D

Monitor Lite . —4'— 7 /L —7 12 L CWAHE, 02— —3tho 7 v—71Zi RT3 Z Lid T
FH A,

c ZDIN—T b a—YF—FHIRLEST, 2V —DBEL VWL NV—TE2FKRLTELETSH (8

N—=) ESRLTIESN,

s HAB A RENTa—F— T N—TEMH L, 2—F =207 N—ZBMLET, BEFEOD A
R RENTZITN—T R ERT DL, JNV—T TCEITCEDLDH AT EBZRBLOLET S (26
R—=) EHRL TSN, FllhAZ~ A RSN T NV—TZERT DL, AKX L 2—

Pe TL—T DR (26 2—) #BBLTLIIEEW,

A—H—HELTWSITIL—TERRLTEET S

Z—W—RNIATHRER X A7 X, ZO2—P—RRLTNH—HF— T —T 2L o> TREX
NWET, BEIX, 22— =T AT FOERFFICRESNET (22— =Bk L OHIER
(B302—) #BH) , a—HF— AL —FIZHonTE, 2—HF— T —TDF AT (52—
V) THILET,

COFETIE, 2—F—NBL WL L—T%2FRL, LEILLT, 2=V =D 1—7F
AUN— T HEERETDHHEIOWTIREHLET,

ATy 71 >[EH (Administration) ] >[2—%—, B—/L BIWAAA (Users, Roles& AAA) | 3R L T b,
[2—H%— (Usars) |22 Vv 7 LET,
ATv T2 [2—H¥—4 (UserName) | 5T, 2—HF—ZDNNA =V T HELT7 Y v 7 L, [2—P—DFHM
(User Details) | 7«4 > RO ZB & E9, T _XCO2—H— 71 —T70N [k (General) | ¥ 7D Fic—&
FRINET,

e NI o TWVDBT v IRy 7 AL, 2=V —RNEOITN—TIIBLTNWD I EEEKRLES, 4
NI TWDHR Y 7 ARREER RSN TWDLEEIX, T N—Thba—YF—ZHIfRTX 202
EEEWRLET, 7-& xiE, Cisco EPN Manager Tl, /b— F —H%— ZL—775 root &\ 9 44 i
Dax—HP—ZHIFRTEEHA,

e ATl TNDT =y IRy 7 AF, 2—HF—BEOITNL—TITRL TR EEERLET,
F 7o TNDTF = v IV Ry 7 ARKAFIRINTWDEEIL, ZO 7 NV—TIZa—H—%BINT
X WZ L EBEWRLET

(TN—TWIATRRERZ AT & TF = v 73 HI2iE, EAOY A FN— A=a—T, [2—HF— 71—
(User Groups) | Z&IRL, ZV—T74%27 V) v 7 LET) |

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
a—H—I—Teznrvri—oxw |

AT9 T3 2=V —RNELTWVDHIN—T52EEST LI, [2——DFEH (User Details) 17 4 > R TiZX47 5
TN—T %R LU CTERIER L T 6, [IR1F (Save) 1227V v 7 LET,

A—H—FIL—TEFDAIN—DRT

o —H—[%, Monitoring Lite 72 & DIEFIZHIR SN/ 7 N —T 1B L TOWRWIRY | 5D 7
N—TWHRTEET, ZOFIETIE, BBFO2—F =TI N—TLZDRA L N—%RRT DN
EEBHLET,

RATv 71 [EE (Adminigration) ]>[1—H— (Usars) [>[2—H—, B—JL, 8LV AAA (Users Roles& AAA) ]
@R, [2—V— Z—F (UserGroups) | &7 U v 27 LET,

[—H'— Z/L—7 (User Groups) | <—IZid, BEFEDOTRTO2—H— V=T L 2D A =D
VA MRERENET, TNHDTN—TDFFEMIHONTIE, 22—V — T —TDx AT (5—)
IR L T &N,

ATV T2 IN—TDFTRTDORA LU NR—%2FRTDHIE, TNA—T DA~V 2T %) v 7 LT[FN—T DM
(Group Details) | 7«4 > RUZB&, [A2 23— (Members) | ¥ 7 %27 U v LET,
RT9T3 ZhoDIN—T52ERT AT, LTFEZHRLTIEEN,

e IN—TTEITTELHH AT ZRTFBILOLEET D (26 X—)
e —HP—NRELTVWDLIN—TERRLTEETDH (8X—)

A—H—TI—TDERE R RV DA

WDOFEIZ, 2= =T N—TDOWHERE X A7 OFHAZRLET,

A—H—HERETNARTIER .



B = rr—Joere 225085

K1:1——JIL—TDHERLEZ R DA

1—HF—HRETFNIRT7IER |

BROTI—T 4

BRY %

Bl

Administrative Operations

=

TRA AL — Vi TE

=P FF AL A Y —
ITCHREaA~ R FETTE
ESC

TN A — )LER

2P IT NN R —
JLTCshow 2~ REFEITTX
ER

Eho 7Oz s AR— b
(Export Audit Logs Access)

2P X[EE A (Admin
Mega) | A ==2—nb [~
A= FRY —DOFH (Import
Policy Update) ] (27 7 & AT
TET

ANV AE=Z—DFEM (Hedth
Monitor Details)

=P —{FH A FD~L AR
2T ERE LA CEET

NA T NAZEVT 4BIE

2= HF— I T T A < U —
W=l Y —r3—D
RTY LI NA TR T
U ¢ (HighAvailability) ] %
RETEET

AVR—FRY —DOFEH
(Import Policy Update)

Z—F IR —DEH &
FEHITHF Y —KL, 3
TIAT U ABLOEE~
X =Ty TV NIA UR—
FCEET

FAv A H—[Av— ]
A4 ¥ A (License
Center/Smart License)

S Bl 7 (AN Sy Vg
H—|A~w— T A4 B RIZT
JEATEET

=74

a—HP— I S LV ERE
TEHA=a—HHEILT 7k
ATEET

A a— )V ENTZH AT &
FT—Havrysar
(Scheduled Tasks and Data
Collection)

Ny P TTT0 RERAT &5
R AEEAS~DT 7 A % H
ML ET

VAT LERE (System
Settings)

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
1—v—sr—JoRe 222058 [

BRROTIN—TH RRY % B

(&8 (Administration) ]>[
AT LFRE (System Settings) |
A= a—~DT 7 ¥ A&
LET

=P —FEFZT A —/L K a—YP—|Fa—P—EE
74—V REERTEET

R [ (Administration) ] >
[ —H—&%E (User
Preference) | A == —~D7

7 A& L ET,
B S OFBADT 7 A | a—PF =T [Ry hT—7
(View Audit Logs Access) (Network) 1B L O[T AT 4
BEAE (System audits) | & o
TEET
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Alerts and Events

ACK 77— M X TN UNACK
7 Z— b (Ack and Unack
Alerts)

2= F—FBAE DT T — LD
PRI 2 & 72 A HERR P AR B
EFITTEET

7 I —AKRYU — (Alarm
Policies)

a—P—IT T — LR —
W7 7 BEATEET,

T T =R —DRRET 7
2 (Alarm Policies Edit
Access)

2—HP—[FT TFT—LRY > —
TmETETET

77— FOHIBRRBIOYZ VT
(Delete and Clear Alerts)

A=Y= IT I T4 TT T —
L7 VT BIUHIBRTE £
‘j—-

B A —/LEH

AP = FEF A =L@ D
AR ETE ET

BHIARY —OFAHRIY T
+ A (Notification Policies Read
Access)

a—YP— X7 T —LEERY
V—ERRTEET

BWENRY S —OFLE D [Ex
AL 77 A (Notification
Policies Read-Write Access)

a—YP =7 T —L@EARY
VERETEETS

77— OBERI L ORI
k% (Pick and Unpick Alerts)

2—H—3T7 7 — FZERE
FONERARRTE £

A AP VA

=P —IT7T T —2LT
traceroute <° ping 7 & M JLARY
RTINS a—TFT 4 T %
FATCEET

7T — MREEDFRT (View
Alert Condition)

A—=P—IT T — M RAER
RTEET,

TT—=hEANRNY FDOFT
(View Alerts and Events)

DI A R B LT
F—ADY A FERRTEE
_a——

S A4t ADOHER

S A4t ADOHER

a—YP—lFartr—774
BUARLMSET A B AR E
DT A v ADH % R
TEET
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[%7E (Configure) ] A ==—
HAAT

[%7E (Configure) ] A ==—
T A

=P — IR EA =2 —DF
NTOBREICT 7B AT E
—a—

TN ARETLT AR—FD
P =2 A ORI

=Pk, =41 Xh
TWRWRIET — A 7T &N
PACE £7

W& 22 (Diagnostic Tasks)

ZWriE# (Diagnostic
Information)

ZWr (Diagnostic) | ~=X—~
DT A AR L ET,

TN, ARET T AR— D
=2 A XD

2t F=HA RS
TORVRET —HA 7 %l
X £

T4 —R R g HZRT7 LW
R—=FrDH AR

HEh 7 4 — FRw 7
(Automated Feedback)

HE 7 4 — KXo 21277 %
ATEFET

TAC r— 2 F#H>Y — /L (TAC
Case Management Tool)

a—HP— LI TAC r— 2 %<
ZEMTEET

7 v —VEBOBE (Globd
Variable Configuration)

7 — NV A~DT 7' A
(Global Variable Access)

a—P— L7 e — BT
TR ATEET,

T N—T7%EB (Groups
Management)

T N—T A =DM (Add
Group Members)

=P TT A AR — b
REDTZUT 4T A E T I—
FIBMTEET

7N —7DiEN (AddGroups)

Z—WF— I N— T EERR T
xFET

T I—"TF X o —D Y[

=PI TN =T A

(Delete Group Members) N—ZHIfRTEET
7 N—T OEIER =P =X TN —T EHIRT

EET

TN—FDx 7 AFR— |k
(Export Groups)

a—P— I N —T T R
A= R TCT&EET

I N—TDA »R— bk (Import
Groups)

=PI TN —T A
AN—hT&ET

7 N—TDZHE (Modify
Groups)

a2 —H =34, Bl L—v
REDITN—T B ERET
xFET
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[~V7 (Help) | A==a—% |[[~VT7 (Hep) | A==—7 |2—% =T [~V (Help) ]
b /4 7R A=ma—llT7 7 8ATEET

[R—24 (Home) | A=a—# |[FA—L (Home) | A=a—7 | 2—H —[THR—LX—=IZT
R 7 A JRATEET
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Ya TEH

¥ a 7 OEE (Approve Job)

A== IR D 2 — P — (TR
REB/LI-DICY a THERE
TEET

TaTZDxx /L (Cancd
Job)

=P IETHROTa T &
Xy oEALTEXEST

[ a 7DHIER (Delete Job) ]

Z—HF =X [V a7 (Jobs) ]
HyvaR—RKnhbya T xw
HIfRCEE7

[¥a 7 Offsk (Edit Job) ]

Z—PF—L[Y a7 (Jobs) ]
HyvalR—RnbYarlxm
mETEET

Va7 O—WEE (Pause
Job)

== IFETHO Y a T L
VAT ALY g T E—EHEILT
RSN

Ca T DAY a—)b
(Schedule Job)

a—Y—ITa TE AT
Va— )L TExFT

¥ a 7 OFKx (Schedule Job)

=P IR T 2 — L
DY aTEFRTEET

WREY a 7ORBOBE
(Config Deploy Edit Job)

=P IRMEHDOY a7
DEEEMmME TS ET

TINAAREN 7T w7
TaTdDORET 7 A (Device
Config Backup Job Edit Access)

L Ve
A NGB /R A T — R ED
AN 7T TREEER
TEET

g Z#EmA—/ (Job
Notification Mail)

2—FoISESERV T
AT L TEIMA— L%
RETEET

Y a 7 »3FE1T (Run Job)

T— T —E I XN
TaTERTY a—)LEHD
VaTl EFETTEET

[ AT LY a7 (Sysem
Jobs) | # T ~DT 7B A

I— P IR T LV a T E
FRTEET
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[®E=%— (Monitor) ] #

[®E=%— (Monitor) ] #
—a—T kA

P F [E = —
(Monitor) | A ==—D3 X
TOWEEILT /B ATEET
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ERNYE/E 35

TN ADBIMT 7 A (Add
Device Access)

= —H—| % Cisco EPN Manager
\ZT A REBIITEET

BELT S L— hAaDEXIA
BT 77 A (Admin Templates
Write Access)

Z— P —EHE T — OB
VL — b DEEXIALT T
TRAEHEHCTDHITE, 0
Frv IRy I RAEF AT
F7

HEh”mEYa =7 (Auto
Provisioning)

HEf 7o Ya=r o7y
TATEET

T LhE=S R —

T I —AFT=H—R —|C
TR ATEXET

aLTTAT U AEREDEIE
7 7 A (Compliance Audit Fix
Access)

a—H—lIarFI5AT R
BEYa7BLPLER— %
TR, ATV a—)b, I A
AR—hTExFET

AT TAT AR PAS ~
D7 7+t A (Compliance Audit
PAS Access)

2 —H—% [PSIRT) BLW
[EOX| Y a7BIOL
A= EeFR, ATy a—
b, T AR—FTEET,

Ay FIAT v AERRY
L —~DT 7 & A (Compliance
Audit Policy Access)

a—HW—Za I TR
RNY —%AERk, £%, H
FR, 41 >R —hF, =7 AKR—
FCc&EET

AT TAT AR T "
T ANSDT 7 & A
(Compliance Audit Profile
Access)

A—P—IarFITAAT R
Y a 7ERITLE— M
DWNWTIEER, ATy a—

by TY AR— NTE, EX
BEELZOWTIEERB IS
yrua—RNTEET

AT ITAT ARG T "
T ANRET 7 A
(Compliance Audit Profile Edit
Access)

a—H—iIa LTI T A
7'a 7 7 A NI OWTUIE

B, AR, HIfkCTx, a7
TAT VAR Y a 7 £
LR— MZOWTIEER, A
ra—)b, = AKR—KT
. ERMEICOWTITERT
BIO¥ovron—RT&xxd
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BRYTN—T & RRY % BL)]
WIET —NA T DFHIY Z |\RET —HA T DFHHIRY T
A 7R AR LET

RET —HA T DR 1E
XIARBL R

RIET — A T D0 1E
TIART VB AZFFAILET

RIET v 7 L= b ~DFEHEL
W7 27k A (Configuration
Templates Read Access)

WL ELY BT — N ORBRET
YTL—MIT 7 ERATEE
T

ACS View Server DR &
(Configure ACS View Servers)

ACSView Server IZ7 7 AL
TEHTxET

BRESN—TDERE
(Configure Config Groups)

REITN—TIZT IV BATE
F7

ISE %— R — DR T

e

=——{ Cisco EPN Manager
TISE—"—zEH T E
_a—-

T 7L — hORTE
(Configure Templates)

a—Y—(IEET T L— |k
@ CRUD #E% 4T L CT
T — b ERECEET

VA ANEVED V=Rl o %
® Add_Edit ~D7 7 & %

(Credential Profile Add_Edit
Access)

a—HF—Fr 7Ty LS
a7 7 A VEBINE X OREE
TEET

VA ANAIED VA= 0l %
DOYIRT 7 & A (Credentia
Profile Delete Access)

a—HF—I7 LTS
a7y A NVEHRCEET

VA ANAIED =Rl %
DFERT 7+ A (Credential
Profile View Access)

—PF—Fr LT T
Q77 ANERRCEET

FORL AT 7 2D
(Delete Device Access)

= —#—{3 Cisco EPN Manager
MHT A AR CEET

77 v AREDRER (Deploy
Configuring Access)

Z—F— IR T & IWAN 7 >
Tl —bhERERETEET

EATRET v 7 L= b ~DT
7 & A (Design Configuration
Template Access)
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=P, [RE
(Configuration) ] 72~ 5 A7
Vo—FT7V=2 T
L— hREITN—TT T
L— &Rl TE £

TNARA—FEA VIR— T 7
‘2 (Device Bulk Import
Access)

I —PF—LCV 77 A AMD
TN AD—FEA VR— " &
FITTEFET

T, ARITRRET 7 A
(Device View configuration
Access)

A=Y= ITF NS AT —I &
VHE—TT NS, AERETE
E3cn

TNRARAT JEADT Y A
R— 1+ (Export Device Access)

A== ITFT NS AT LT
VX IRT INA ADZE DD
FEME A RE CEET

TNRA AT IRV ADTY A
A— bk (Export Device Access)

=P =TT LT Ty IR
EDOTNAADY A K% CSV
Ty ANE LT AR— |k
ISCEXE

Xy NU—2 TR R

SRy b= T
ARZT IV BATEET

Fy bU—2 bR P OfE
(Network Topology Edit)

=PI bR~y 7T
TNAA, Vo7 Xy b
U— 27 BfERCE, FEITE
L2V ZmELT, A
VHE—T oA AEEIN Y TH
ZENRTEET

Tuvla= I TR

ruramIIT IR
TEFET

QoS 7T F A INEKET V&
2

=P IROEEEITAE
4, QoS 71 7 7 A LDIER
EHEIFR, QoS 71~ 7 A )b
DERY a 7OAr Y 2—

. FlidA v —T A R
O BEEAT O BEEAT T fRBR, B
OB QS 7 7 7 A
DA VR— MNTT AFR— |k
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Sy NI — == 7

%ﬁﬁy?;ﬁ%Fﬁ®77
+ 2 (Admin Dashboard
Access)

=TS v 2R —
Ric7 782 C& x4

V=B a—DHHAIY

Uy =B a—DmAHEYIZ
T REATEET

Ty —V o — DR E
XA K

Ty —V o —DE R E
ATV BATEET

WEEES v ah—F
(Config Audit Dashboard)

2P IR S v
K RICT 7 £ A TEET

T—HWEEBT 7t A (Daa
Collection Management Access)

2 [T aT TR
F—X& Y —2 (Assurance Data
Sources) | X—TIZT VAT
TET

AN S aR— R~DT ¥
+ 2 (Details Dashboard
Access)

L AES i PR
N/ e N

ATV RT T—bA X
k~D7 7€ 2 (Incidents
Alarms Events Access)

=PI T T
T—LANXNIT I ERXT
%ij‘o

BT OREBRA L AR— B
(Latest Config Audit Report)

P R ORERT L
W N EFRTEET

Fo kU= hRBY

Z—HF—Ixy hU—7 FR
nYvyrERHL, vy
WNOT A ALY T R
TExFET

NI F =< VAL Y ah—
rF~D7 7 &2 (Performance
Dashboard Access)

=P INNT f v R
v aR—RIT7EAT
TET
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OTDR OTDR#B®ETa 77 A )L OTDRBES 7 7 A WIT
JEREATEET
OTDR EfTA ¥ ¥ 22— —|% OTDR A& ¥ T
T REATEET
OTDR % & F: 1 OTDR HEHEIC T 7B ATEX F
j—-
OTDRE 2—DAF ¥ LR | 2—%—13 OTDR A% v Vit
REFRTEET
SR AR L AR — B HEDT 4 — RNy =PI [EEEIC T TE

Sy (HelpUslimprove) | <—
PRT IV RBATEET
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LaR— k

FL A LA b

2P I T A R ZBE
HHEDLER—FDE=H —
Vo ZICEEDLR— R
1ITCExET

FAI BT S A LR —
I (Device Reports Read Only)

AR S NI T A
ALH— LD LA TE
i‘g—o

Network Summary L 78— k

a—H—Ixy hU—7 ¥<
U— LaR— M EAERE K OE
ITCEET,

AWM HEHR Y NT—2 W
~U— LAR—F (Network
Summary Reports Read Only)

=P IFTTOI< Y —
LA P ERRCEET

YT F—< A LAR— |

Z—P—IRNT = A
LiR— h&ERRC& £7

FEA I AT o~
AL R— k

T IR T e R
LE— N ERRTEXET

NI F—< A LiR—h

Z—P— IR T F—w A
H— bR T X E T

O HEHAT f—~v R
L7"— I (Performance Reports
Read Only)

=PI T = A
R—hE2RRTEET

LIR—=F 70 F Ny R

P [ R
(Report) | _X—JIZT7 7 & A
TEET

LAR— FFITIEIE (ReportRun
History)

a—P—TLR— NEREE R
IRTCEET

LAR—HU 2 RD3FEFT (Run
Reports List)

P U — B EFTT
£t

RAFESLFE— R U Z b
(Saved Reports List)

2 —HPF =TV R— M RFET
TET

VAT A ET=H =Y T L
R— b

I—P— I AT L ET=F—
Vo LAR— b ERRTEE
ﬁ—
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VT M 2T A A=V OEH

V7MY T A A—VER
H— 3 —miBMN (Add Software
Image Management Servers)

=P —IV T by =TA
A=Y — =% BT
=ET

£ A= DREIE 2

=PI A=V DM A
FORTEET

A= =YY 5|

T—P—I7 e ha L i EHE
TEET

SWIM O 7T 7 & A HERR

SWIM O 7T 7 & A HERR

SWIM OHFNE,

SWIM OHENE,

SWIM 4L

SWIM I£E

SWIM DI

SWIM DI

SWIM OF 4 A Y B =2—
gV

SWIM OF 4 A Y B =2—
gV

SWIM D —H —F% E DLRTF

=P [V RT ARE
(System Settings) ] >[A A —
VEH (Image Management) ]
RV THREA TV a &k
FCTEET

V7 b T IERO EH

a—H—3H N RAM, &/
FLASH, #%/77— K ROM @
N=Ta gl A A=TD
TaRT o kL TRET
xFET

ze)

SWIM DOHEREH IR

b

o—H%— % Cisco.com B L
a—HNL YR R G A
A—TEHRE X T

SWIM O v 77 L— N43HF

=PI T r =T A
A=V%&SH LT, Y7 b
DT DT v T L— REE
T3 201, "—FRoU =T D
Ty T L—F 4T 55
AlX7—FROM, 77 v a
AV, RAM, 7— 7T v
Vo) DLENE D DRI
TEET
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BRY Y N— T B2 %, 38
S AR R e P

yRBIersT7Ty MIET 5
[EAZEHE (Audittrails) 1127
JRBATEET

LDAP #—/3— (LDAP
Server)

=43 [LDAPY — /3 —
(LDAP Server) | A ==—IZ
T RATEET

RADIUS #—/3—

= —4—|% [RADIUSH —/3—
(RADIUSServers) | A == —
T 7B ATEET

SSO #—/3— AAA E— R
(SSO Server AAA Mode)

Z—HF =T [AAA] A ==2—I(T
T RATEET,

SSO /3

Z—HF—T[SSO] A == —IT
TR ATEET,

TACACSt+ #—/3—

Z—H—(% [TACACS+H—
/N— (TACACS+ Servers) | #
—a—ZT 7 EATEET,

a—P—LrI—7

=PI [z—HP—L T —
7 (Usersand Groups) | A
Za— |7 BATEET

AR R A A AEPE (Virtual
Domain Management)

Z— T [RAE R A A EBE
(Virtual Domain

Management) | A == —I{Z7

JRATEET

[MEAEEESR  (Virtua Elements) ]
2T ~DT 7% A (Virtua
Elements Tab Access)

AR R A A U EAERL, ET20X
AU N—ZARIE R A A T8
M+ 2546, 2—F—IX[{KAA
B (Virtual Elements) | ¥ 7
T 7 BRTLHZENTE,
RARESR (T —F k2 —,
JTAL RARN) AR
AL AATEMTEET

FrTA VT DER
(View Online Help)

OnlineHelp

a—YP—i It TA T
W7 7B ATEET
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HRB L A—H— T IL—TDER

Cisco EPN Manager IZHE SN TW L —HDOERF AL —F— J A —7%2FH L T2 —F—D
MEREZHIETEE T, THODERFLIN—T (—HF— T L—TFDEAT (5—)
EHBMR) ICEENTVWEL—P—EBIN—T WAL~ A AT 52 LT, BEICEED2—
Y= T N—T R TE £ T, ROFINET, 4ODEHRFHLL—F —ERIN—T T T L —
FDOSBED1IOEFH LTI AL L ITA—T5EKT 5 ikl £,

ATy 71 [EE (Adminigration) |>[1—%— (Users) |>[1—H—, O—JL. BLWAAA (Users Roles& AAA) |

DNEISER L, [2—V— Z—7F (User Groups) | IR L £,

ATY T2 AN —=RNona—P—ERITN—TEBOT T, TOTN—TEZDONNANRX=V %7V v LET,
AT9 T3 [V N—TOFM (GroupDetail) |7 4> RUTHE AT AL 1347 LT, FV—T 7 7 B AHER%E

HAL<A A LET, FAIBROTERINTWDLGEA, TORTERETIHIZ LFTaEti, 12—
W= N—T DL EERTHZ LT TETETA, .

ATy T4 [(R7FE (Save) |27V v/ LCREEREFELET,
ATV TS TN—TIZ A R—=ZBNT5I2F, ZN4T52—F—Th o bERELT, TO2—F—%2FH LS

N—AZBMLET, 22—V =T H 7 hOPFEOFEMZ OV TIL, =—F—0BME L OHIEE (30—
V) ABRLTLLEE N,

GI—TTCEITTEDIRIRVERTBIUVEET S

MFEOa2—Y— FIL—TCT AR E. TV —T AU NN—RNETTEHX AT HE
WEATTDHITE, WOFIEIHESTLZE, FRHIERE SN TWD 22— — F—T DM
IZOWTIE, 22— — TN —F L FDA L N"—DFER (9—) | ZBBLTLEX
v,

GE)  FAALRT I RRAEEETIHNE, (22— —~OEIE R AL L OE ) YT (445—) |
EBRLTLES D,

ATy 71 [EE (Adminigration) |>[1—%— (Users) |>[1—H—, O—JL. BLWAAA (Users Roles& AAA) ]

EBIRL, [—H%— 7 —7 (User Groups) | I L £,
[2—¥— 7 —7 (UserGroups) | —IZid, BEFEOT~NTO2—Y— I —T7 R R RINET,

ARTY T2 2V =T N—TDONNARX=V 7 %) v LET, [FV—TDiH (GroupDetail) 17 1> Rz,

TN—TDT 7w AHFRAIN—ERRINET,

cF I — I DFNTWEEZ AT, TN—T A NN—=NEFDHE AT 2 FETTHHERERE-> TS
ZEHERLET, Tz IRy I ANT L—FRENTWEIEARIT, AT P TEERHA,
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e F IRy I ANT T DAL, I —T AU NR—NEFDH AT BT TRV L a2 R LET,
FTDF 2 IRy I ART L —FREINTWEIEEIL, TO2—YP— TN —TITH L THE AT &2
T HZENTEEREA,

Web GUI /L— bk & Monitor Lite 7 /v—7", BELOINBI Zv— 7 13fRETE 8 A,

xTst%mf@7ww7f/Aw_%%¢57Ww7@%@%ﬁﬁféﬁéﬁ\&xyw%:yﬁﬁyaz%ﬁ
CYERIFATIC . [T (Save) 1227V w7 LET,
GE) ZOEEIXEEIZIT> T EEW, [ZA—T75EM (GroupDetail) |V 4> R TH AT DF = v
TRy I A A E3AT7I1CTDE, TRTOITN—T AR IEEREHEINET, 20
BIEORDVIZ, [2—¥—EF (UserDefined) | 71— 77 L— D 1O%EH L TH LW
TN—TEERTDFHELHYET, [HAX L 2—P— TL—TDER (26 3—) | 2%
LT 7EE0,

RADIUS # & Uf TACACS+ T® Cisco EPN Manager 1.—H— %' )L— 7D
=

Cisco EPN Manager ([C1FET 5 2 —H— 7/ —7 %238+ % & 912, RADIUS %7213 TACACS+
P R—%RETDHLENH Y £9, RADIUSE L O'TACACS+ ® Cisco EPN Manager == — " —
Ih—7ba—)VEttox s AR—K (27—) OFEICH-T, ZNEFFTTEET,

RADIUS # & Uf TACACS+ O Cisco EPN Manager 1—H'— 4 )L— &L O—)LEHEDIT Y R
R— bk
RADIUS % 721X TACACS+ ZffH L T\ 2 5&1%. 72T Cisco EPN Manager == —#— 7
N—7"8 X0 — IE#H % Cisco Access Control Server (ACS) & 7213 Cisco Identity Services
Engine (ISE) #— "—lZa =T 0LE N H Y £9, ZHx1T 2 I21E. CiscoEPN Manager Web
GUIIChH D [# A2 VX (TaskList) | #A T a2 Ry 7 2&MH LEd, 5 —4% Cisco
ACS £ 721X CiscoISE Hh— 3 — (=7 AR — b L7254, CiscoEPN Manager 13, == —H#—I(C
B Y THNTF AT DFETET AT LERA,
WONEHE T AR— T HLERHY £,
* TACACS+ : B R A A v BL O R — L OFERPBMLETT (X A7 IZHEBHICENISE
F)

* RADIUS : fRFE R A A B L UOMERDIFERNVE TS (X A7 IZEHICBEMENET)

[#A7 UA L (TaskList) ] ¥4 7 v 7 OfEHIL, Cisco ACS ¥— N—HICHFRNIHRGHE S
IWTWET,
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ATy T

ATy T2

)

GE) ARV —R—ZH AT BBINT D L XL, [F—A A==2—T 272 (HomeMenuAccess) ]
HAYELTEBMLTLEIY, ZUTTRXTOZ2—F—THHETT,

1R BHHIIZ

IAERERGEDRRE (48 2—20) | OFBICHEV, AAA F—_—ZBINL., AAA T— R&#&
ELTWNWAZ EEMERL TS EEN,

Cisco EPN Manager ©, IROFNEZFEITLET,
a) [BIE (Adminigtration) ]>[1—H— (Users) 1>[21—H—4)L—T (User Groups) ] R L F 7,
b) [—¥—27L—7 (UsrGroups) | 7—7 VT, 22— — T N—TITORRBIZHDH[FX A7 VA (Tak
Lis) | A=V 7% 7Yy 7 LT, Fax—¥— I r—TFoun—Lrzat—LET,
« RADIUS %l L T\ 5834 1%, [RADIUSH % % A &M (RADIUS Custom Attributes) | 7 ¢ —/1
Roroedf7a 427 Y v 27 LT, [2t— (Copy) ] ZBIRLET,

« TACACS+ % {# il L T 5541, [TACACS+H 2 % AJEM: (TACACS+CustomAttributes) | 7 -+ —
N RO e Ta 57 Vv 7 LT, [28— (Copy) | ZBIRLET,

Cisco ACS F 721X Cisco ISE Hr— —IZiF#H&Z AL 0 fH1F £ 9, IROFNAIX, Cisco ACS DEEfF D —H— 7
N—FINERZBINT D HEEZRLTWET, ZOEHRE £/ CiscoACS F 7213 Cisco ISE IZEM L TuM
WAL, RESRL T ZE,

* Cisco ACS & RADIUS 721X TACACS+ Zfifi [ L 7= 45385
* Cisco ISE & RADIUS £7-1% TACACS+ IZ L A4M#ERE (BL ~=2—2)

a [—W—F&E (UserSetup) | /2L [Z—T#E (Group Setup) 1 IZBENL £,

b) 44T 52—V —FiT 7/ —T7 0 [REDHE (EditSettings) 1227V v 7 LET,

0 EUTHTHFADL Ry 7 R Z@EME—EAE2IE0 1T £,

d ZhoDRMEEAENCTEIF oy 7Ry 7 A A LToh, [ L CHLE (Submit+ Restart) ]
7V LET,

A—Y—DEMELVLI—F—Tho Y FOER

o HHFMERR 2 FiD Web GUI = —HF—D{ERL (29 X—2)
o —H—DEMIB LOHIER (30 ~—)
ca—HP—THv hoEHE (my2) (B1R—Y)

o =P —DNAV = FEEETLH (31—)

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER

HEEHERE D Web Ul 1—F—es ]

EIEIER 2D Web GUI . —HF—D1ERK

ATy T

ATy T2
ATvT3

ATy T4

ATy TH
ATvT6

ATy 717

ATvT8

A > A h—/ . Cisco EPN Manager (213 root &\ 9 4 HiTD GUI L— k 74 w72 hMERL &
NWTWET, ZOT AT ME, —="=IlHHTr A LTRO b DEAERT 572 OIE
ManEd,

o T B N UMEREZ B HE+ 5, EERAMENR &2 FF> Web GUI . — ' —
« FDMTRTO—Y—TH 7k

BE OBEIZIEIWeb GUIroot 7 1w R EEA LN TLZEW, BX% =2 U7 0 EOEHAD
5. BHEHER (BLOTRTOF AL ZA~DT 7 ZHME) ZHEo% L Web GUI = —H —
ZVERL LT-1121Z Web GUI root 71 7 > R ZBENIC L TL 72 &0y,

[E# (Adminigtration) ]>[1—H— (Users) [>[21—H—, B—JL. 8LV AAA (Users,Roles& AAA) |
ZIEIRL, [—H%— (Users) | Zi&IRL £,

[2—%—% (Username) | 7 F A FR v 7 AZa—HF—ZE A LET,

NRAT—REANLET, FrLORZRT—RiE, SRV — RKRY —THRESNEZEE2HT- T LB R S

DEF, [AT7A 2522707 LT, WA= KR —%FRLET,

(AFvay) [HLuw2Uu— &gk (Generate New Password) | A% %27 U v 7 LT, VAT AIZ
FoTHERINDEX 2T RN AV—RERELET, ZORX 27V v s3T5 HLOWIRAT—R
MWEEDTF A MRy 7 ZATFERENET, [BHLVWI2T—F (Newpassword) ]38 X O[3 2 T — RO

(Confirmpassword) | 7% A hAR > 7 AZHRIC b ORFREINET, BHOT A 2% U v 735 &8
AT — RORRFERZVDYID FEDY £4, [28— (Copy) | A& %&7 Vv 7 LT, RAT—=FR&E7 v
THR—RZabt—75Z L TEET,

AT Ry 7 ANOEE 27 V735120, [VieEy b (Reset) | ARZ %2270 w7 LET,

(A7vay) a2—¥—0[4 (FirstName) ], [ (LastName) ]. BL O [FH] (Description) ] # AL
32’9‘*0

[ETA—/T RLA (Emal Address) | 7F A bRy 7 RAIZEFA—NLT RLAZ AN LET,

[—#% (Generd) | # 7D [ZO2—HF—ZHVHBTHLNTWDZ/L—7 (Groups Assigned to This User) ]
T, [FE (Admin) |22 U v 27 LET,

AR R A A > (Virtual Domains) | # 7% 27 Vv 7 LT, 22— —RNT7 IV ERATELT A AEHFELE
T, TRTCDOT A ANDT 7 AMZ FFOEHHE Web GUI = —— (ROOT-DOMAIN) % 1oL EfERk
THILERHD T, KA R AL OFEMICOWTIE, T 2D 2—HF— T 72 A%l T572H0
AR A A OERR (88 5—) 2B L T ZEW,

GE) BB RAA L ZRIRT DL, ZDOTOT (EE) AR FA AL U bEIRESNET,

[frfF (Save) |27 Y v 7 LET,

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B - v—oenssvar

(B HLoya—V—2FRT2L&d, 770 Fica—H—ou s AFREBHAT LIV IRIFL
72D LN TL 720,

RDBRY

FEITo TR WEESIX, B2 U7 4 LoEBENS, WebGUI L— ks 22— —DHERLE
FOEME 42—2) OFAIZHES TWebGUIroot 7 7 > R ZEEHIC L TL &V,

A—H—MEME & VHIBR

2= T H T FEAERTDREIC, T AT 7B ZAEHET 2D ORE N A A 2R
L. THT FOERBRCZENODIRB R AL U E2#EHTE 29I LET, ZOEERTT
Pt 2—F—=Th TV ERELTRAAL Y T 78 AZBMLURTHIER 72720
FT, TAAANDZ—Y— T 72 AZHET 5720 DORE R A A L OERL (38X—) %
ZH LTI,

THUY M (HIFRT 20 TIERLS) —RICENCTDI12E, 22— =TT FOEYL
(my7) @l =) 2BBLTILZEN,

ATy 71 [EE (Adminigration) |>[1—H— (Users) |>[2—H—, B—JL. HXWAAA (Users Roles& AAA) ]
ZEER L, [2—W— (Users) ] 3R L £,

AT9FT2 [2—F—DiEM (AddUser) 1227V v 27 LET,

ATV T3 a—HP—THor "EHFELET,
a —HW—HERRAT—KREANLET,

GE) INRAY— REHIERT DT, 2=V —ZELBFA AT FLAZ AN LET, FEMICO
WTIE, 22—V —D X2 — RO HBAER B1X—) 2B LT 7EEN,

by w—W—n4, W, SHEALET,

Q) 2—V—NFETTELHT 7 varyziflfltszvic, 12U EOa2—H— 7L —T7%8RLF4, 22—
P— T N—T1ZONTIL, 2P — TN —TLZDA L N—DFR (9X—V) 2L TIEE
AR

d 2=V —RTI7vATELT A ZAZHIET 572012, KB RAA > (Virtual Domains) | % 7% 7
UwvZ L, RAA v Ea—F—IZEDVYTET, (TS A~D2—W— T 7 2%&HlFT 572D
AR R A A o DOERR (38 X—2) BHM) |

ATy T4 [1RTF (Save) 1227V v 7 L,

G HLya—V—z2ERT2L5E 770 iia—F—on s Rz ABMAT LIZVREFEL
720 LT 72 &0y,

ATy TE 2—PF—%HIRTHICF, 2=V —Z2RIRL T [2—F—0DHIB (DeeteUser(s) 127V v 27 LET,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
1—H—7avvrommt myvy) |

A—HY—TF7hor OENE (AYY)

— I . — Y — % Cisco EPN Manager GUI I 7' A » TE R WL 912§ 5 12iE, 22— —7T
AT NEBNCLET, 22— =R —RHNICY a THEEA AR T 28581020 X ICRET
LHZERBVET, 2—HF—nrr A LES LT 5L, CiscoEPN Manager CTlik, 770 v
E3a 7 S TNDTedIZa F A VR RRLIZZ E 2Rz b A ve—URFRasnEd,
a—Y—ZEERTH LR, BTT I AT ey 7 TEES, 2a—HF—TH v |
ZHIBRT 2581, 22— —0BIMB I OHIER (B04—) 2B L TIEEN,
BRI SA T — RE2EHL Lo 25813, BB —Y—7 v v MR EHIZ/2Y
79, ZOHA, XRAU—FREEy NTELOIFEHEL T T, 2—HF—D AT —F%
EHETLH BLR—V) BLOR—DARIEDT=OD T 72 —r)L NXAT— R R —DFRE
(BR—Y) L TIIEIN,

ATy 71 [EE (Adminigration) |>[1—H— (Users) [>[2—H—, B—JL, 8LV AAA (Users Roles& AAA) ]
DIEICHER L. &I [2—F— (Users) [ %27 U v 7 LET,

RT9T2 T/ RAEEEITENCT D2 —PF =2 L E T,
ATF9 T3 [2—H—Dnr 7 (LockUser(s) | (£t [2—H—Du v 7fiEkk (Unlock User(s) 1 %7V v/ L%
—§—O

A—HY—DINRAT—FE%LEHET B

NAT— KL=V EFELT, 2—HF—Z AT — F@ﬁﬁ%%ﬁﬁﬁé:kﬁﬁéiﬁ(m~
ANVBFEDT= DD T 0 —s3)L RAT— KR Y —Df%E (35X—) 28H) , 22— —
1L, NRAT— ROEFOFHAIZHE-T, BD @AXU NEARTEET, 2—HF—n/x
U— R&2FETEELET LT, ROFIEEZFEITLET,

ATy 71 [EE (Adminigration) ]>[1—H— (Users) |>[2—H—, B—JL, 8KV AAA (Users,Roles& AAA) ]
EBRLTon, [2—H— (Usars) 1227 Y v 7 LET,

AFYT2 a—HP—ZDONANR—=Y 0% 707 LET,
ATV T3 HLWRAT = RENRRAT—RK 74— )L RIZAALThE, [IRF (Save) 227V v 7 LET,

A—H—D/INRAT— FOBEEERL

Cisco EPN Manager |23, & T A — /P — —D 0] HEIZ S W TH B L OBEFEDO = — % —
DISAT — F%E@E%Téﬁ7/a/ﬁm CENTWET, ZOF T a BN ENTR o T
WAEA., VAT IR AT — ROFEME GDE A — NV e a—P—IZEEFELET,

A—H—HERETNARTIER .


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter1.pdf#nameddest=unique_13

A—H—HERETNIZRTER |
B szcv1 o ho1—v—omr

)

GE)  [SRU—FoOHBAER (Auto-generatePasswords) | 47 v = ik, BT A — /L — N—NERE
SNTVLHAICOMEATEET,

NRAT— REHBAERL T2 —P—|ZE A=V TERET DI, ROFIEEZFETLET,

1R BRI
B A NP == TELET, FMONTIE, SMTPE S A —/L P ——DR T2
LTL7EEW,

ATv 71 [EE (Adminigration) [>[1—H— (Users) [>[21—H—. B—JL. BLUAAA (Users Roles & AAA) 1>
[B—HIL/RRT— KR &— (Local Password Policy) ] 33K L £,

ATwFT2 [RATU— RO HEERR (Auto-generate Passwords) | F = v 7 Ry 7 Ax A2 LET,

ATvT3 [fRTF (Save) |27V v/ LTERERFLET,

ATv 74 [EE (Administration) |>[1—H— (Users) [>[2—H—. B—JL. 8LV AAA (Users,Roles& AAA) ]
WCBE L, [2—W— (Usars) |27V v 7 LET,
a HLna—F—DHRGIE, 2—F—HLEFA—NAT FLAZANLET,
b) BEFOZ—H—DEAIF, ATV —FDO Ut v b (Reset Password) | 28R L 9,

AT9TS [(R1F (Save) |27V v/ LTEREEZREFL, 22—V —ICE T A— /B ELEELET,

WEAT A DI —F—DHERR

HITE Cisco EPN Manager —/X—|Za 7 A » L TV D 2 — P —Z R4 51201%. Z OFINEIHE
WEJ, £, BEOWGUI By a rBLIOEEODE Yy g v Ca—P—NEfT LI
EDBREY A N2BZBT 5 b TEET,

\)

GE) 7 74/L hTiE, CiscoEPN Manager IZ##tD 50l L 22— K& ~_—T R —3 3 U7 L THRR
LET, 02D Va— NE2FRRT DI, HmoOfA EBIZH D [settings] 714 2> %7
U w27 L, [My Preferences] > [General] > [Itemsper PageList] 7 + —/\ RIZXLERfEE AT L
ij—o

ATy 71 [EE (Administration) ]>[1—H— (Users) [>[1—H—. O—JL. BLUTAAA (Users Roles& AAA) ]
EEIRLCOD, [T27T7 477ty a (ActiveSessions) | % %R L £7, CiscoEPNManagerZ XY,
Cisco EPN Manager h— "—ZBIfEn /4 L LT LT RTOa2—H—L  Za—HF—DrI74 7~
VUDIPT RLARY A MENRET, 22—V —DNEFEHANGT A R LT ENDOT 7 v a »r&EFTT
5L (22— =28 LT /31 X% Cisco EPN Manager [Z:BINT 25672 E) . T/ ADIPT KL AR
[F/314 ZAD IPT KL A (DevicelPAddress) ] 4ic U A2 b &fuE9,

B 2 ERETNARTIER


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter23.pdf#nameddest=unique_784

| 2—¥—#REFNIR 7H+12
R e s R L CE s e = |

ARTYT2 ZO2—F=RETLETRTOT 7 v a VORI A FEFRT 21003, 22— =216 3 2 BARE
M7 A =arasY) v LET,

ARTYvI3 T T4 T ha— Y-ty a ek 755613 [EyarOf&T (EndSesson) |27V v 7 L&
—é—o

GE)  [ByiaroT (EndSesion) |1d, 72774 7 ha—HF—t v aOhiE T LES, 21—
P—NHEEa /A LN E2T 512k, 2—F—=Th o ho®ES (nyr) (31—
V) BBBLTLLEE N,

—H—DETT 2RV ERRT 5 (BEEH)

CiscoEPN Manager i, 7277 4 772 WebGUI &> a BILOEED WebGUI v a >
Ta—HF—RETLETRTCOT 7 v a rOEEZRFELET, FEOZ—F—FIFRFED
A=Y= T N—T DT RXRTDRALN—NIT LT X AT QR —EFoRT 5121F, RO TFIE
e TL 23V, BEAEFHRIZIE, 2 A7 00, 22—V —NERATEZFET LI TA4T 2k
DIPT F‘I/X BLOF R PNETINTRANGENET, ¥ A7 BNEIFLT A R
WELIEEES (== LWT A ZAZBIMNLIcE 2L [T A= //—/I/ (Device
Console) ] %ﬁﬁﬁ LTCxy NU—JERETa~vy RERITLELERY) 13, ¥E2Z 007
TNRAADIPT KL AR [7‘“/*‘4’ 2D IP7 KL A (DevicelPAddress) | FIICE RS IVET,
%ﬁ%{@?/\%xb)ﬁﬁéﬂt B (e 2iF, 2= =Pl T 7L — & 10D A A v

IR L7256 1. ClscoEPN Manager IZ X > T, HAAL v FOEET L M) BERRIH
i?‘o
Cisco EPN Manager Web GUI [ZBifE R 7' A L TS 22— —2 R4 2121, [BifEr /A4

PHOZ—P—DfEEE (25—V) | EBRLTLEEN,

=P —[EJF TIERVEELRTT DL, KO My 7 2B TSN,
cGUI MBLFEITENTZT 7 v a v HERET D (VAT ADOEE)
CRET—NATEY T Ny 2T EROEREEETD (Fy hT—JEE)
e =P =T X o TUTONDERDEA (EEDOREA)

ATy 71 [EE (Administration) |>[1—H— (Users) [>[2—H—, B—JL, EXWAAA (Users Roles& AAA) ]
IR L F9,

RT9 T2 FFEOL—YF—RNEITTHHX AT 2FRT HITIE
1. [=2—H%— (Usars) | Z®INLET,

2. 22—V —LEHADT T, Z2Oa2—F—Tx5T 5 B (AuditTral) | 7142227 Y v 7 LE
R

A—H—HERETNARTIER .


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter27.pdf#nameddest=unique_964
bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter27.pdf#nameddest=unique_213
bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter27.pdf#nameddest=unique_965

1—HF—HRETFNIRT7IER |
B o-ommasneLcoaTemnTs

ZTJ73i%% TN—=TDFT_XTCDRAUIN—=INEITLTZH AT DIFREY A N E2FRTDHIZIE, ROTFNEIZHE- T

1. [2—H%— 7 —7 (User Groups) | Zi&IR L 7,

2. =W =T N—TLHEADT T, TOTN—FIZHIET 5 BN (AuditTral) |74 2> %227V v
7 LET,

VATERRBEZREL T TZRRT S

X MU= I RE BB E2 DRSS Y a 7E2H#T 5120, Va 7EREHAL
F9, Va T EEKRTDHINEND DAL, Cisco EPN Manager N E ELEMER 2 > T\ 53
RTCOL—PF—|ZEFA—NVEEEFE L, WOOMINEARTLETYa 7E2FATLERA,
Va T MERREIL Lo THEBEINTEGEIL, TV a TNRT =X _X—=ANLHIBRENET, T
ZHNRTIE, DY a 7 TCHIKRIIARETT,

Ua THEGEN T TICAENI > TEY ., KRB E R a T E2RRLIEY, Va T BERLE
D, VaTZEELLZYT55E5F, [BEE (Adminigration) >[4 v ¥ aR—
(Dashboards) 1 >[¥ 3 74 v a/R—FK (JobDashboard) | #EIR L Th b, [V a 7KR
(Job Approval) (V> 2% 27U v LET,

Ta THREAENCL., FETTARNIEGRNNE R Y g TERET DI, ROFIEEZE
=

ATy 1 [EE (Administration) | >[5%E (Settings) ]>[P R TLKE (System Settings) ] ZiER L T D, [—H%
(General) |>[Y 3 7&ER (Job Approval) | 2R L 9,

ATy T2 [Va T EROAEM (EnabledobApprova) | F =~ 7Ry 7 Z&AF AT LET,

ATvT3 7?( WCRET DY a 7E2BEL T, %h%%?ﬂﬁﬂ@74~ﬂ/1\73)%2’51ﬁﬂ®74~/1/]\ EELET, &
Z2I1E, BHa—Y—RT A, AOFHENEEKBT DL IICRET 2H%E1EL. [ A —rY a7 (Import
job) 1 ¥4 7EBEHL T,
RFYTE A A RENT-Y 3 T DI A FEIGET B, EHEREHA LT[ 27 47 (JobType) |
T 4=V RIS E AL, B (Add) 1227V v 27 LET, 72k 21X, Config ThaE 53 _XThV 3
T HA TR LTY a THRRBEAMTT HI2IE, [Configx) L ATJLET,

ATvI5 [ffF (Save) |27V v 7 LET,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
A—HLBEOEHOT a— 27— F Ky o—oEE [

a— 73)bn.c\nﬁd)f:&)d)ﬁ‘l:l—/{)lxlﬁx'7— P#{)U :/_

O —

axX AE

m— 71 VERGE (Cisco EPN Manager OFEBGEA =X L) AL TW5D . Web GUI » 55 7

2=/ L XA T— KRR o—% I L E, SMTRRAEAMH LT ClscoEPN Manager:l~“’7L—
ERFEL TV AHA, RU —id, A7 7V r—va iz o THI S E 4 (CLI 24 H
Lf\_y\{\ﬂBﬂLHEEOD E%ﬁﬂg)

774N F T, =Y RO ORIEHZIC AT — ROEENEH S D 2 Lidd
DEHA, NAU—REFZEH L, tho/X2 T — R L—L2&ET 5120, [EE
(Administration) ]1>[1—%— (Users) ]>[1—%—, O—J)L. 8KV AAA (Users Roles&

AAA) 1 ZTIRL, [m—H/)L /XA T— K Y — (Loca Password Policy) ] Z&#IR L 9,

\}

GE)  #H L= —H—23 Cisco EPN Manager ~DO#JEla 7' A VIFIZT 7 4 /0 hDO/NA T — R &8 H
BHEICERTBITIL, [/SAT— FOZEFE (Changepassword) | Z&EIRTHMLERH Y F7,
IDF 2w IRy I ARAT7ICTHE, /A UIFIC [FA—ALF vy 2R —F (Home
Dashboard) ] ~X— Y 0B & £9,

RS BRIBEY S a3 v OHMDETE

Cisco EPN Manager (%, [FIFFICEITCE ARt v v a v OBERETEHA T v a v affti L
9, ZRNISDOREEGEE Yy a VERETCEET,

\}

GE)  ZOf%EE, CiscoEPN Manager Web 1 v % —7 = A Aipnbua /A4 v Lty v a UZORE
ﬁﬁéﬂiﬁ‘

ATy 71 [EE (Administration) ] >[F&E (Settings) | >[ AT LEKE (System Settings) | Z#ER L, [—H&
(General) |>[HY—/3— (Server) | #&®INLET,

AT w F2 [Padle Sessions] ¢, [Number of parallel sessionsalowed] 7 -1 —/L KiZ 1 ~ 50 OFEFADEEZ AL F 9,
AT9T3 [T (Save) 1227 Vv LET, ZOEREHENITHITIE, VAT LAEHEBHTLILERHY 7,

A—H—HERETNARTIER .


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter21.pdf#nameddest=unique_844
bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter21.pdf#nameddest=unique_844

A—H—HERETNIZRTER |
B 7 rrai—v—moso—rLaqL7Y rERET S

A4 KILA—H—FHOSO—NIILEAALTY9 N42HTET
7

Cisco EPN Manager (Z1%, 7 A RV a—WF—%2 B8N 7T 7 N5 54 I 7 & 5iE% )
WL, UTO200KERH Y £,

s [2—H—=TA RV ZA L7 7 (UserldleTimeout) |: %A A7 U Mg oiz b &|Za—
Y=ty a VEABNICK T T ZORELENCT IR ETHENTEET, Z
DORETT 74V N THEMI /2> TEY, 156 JICTRESNTWET,

[/ —NVT A KV EALT 7 (Globd ldleTimeout) | : [2—H— T A KL XA LT
7 & (UserIdleTimeout) ] #%/E LD bESLEINET, [7D~/<11/74’ RAVHEA LT T T\

(Global IdleTimeout) 117 7 4 /L F THENZZ2 > TV, 15 IR E SN TNET,
PEMER ZFf o —Y— DL N[/ a— L T A RV Z A L7+ (Globa IdieTimeout) ]
DREEEIILLIZD, ZTOXA L) Iy NEEETEET,

TA RVIZA LT Y MERIZ, 77 VR LEELIRD EI, 2—H— O)i@?éf’ﬁi%@i

Hh, 2F0, TA RVEA LT 7 IR 105T, 77 0FRENTEY, 2—HF—F—2A

ha—=rR0w A7 )y 7 B3RV E, 2= F =X 10 5HET 7 T 1 71 fxé&&ﬁ??h

ENFET, 72770, 77 UM CiscoEPN Manager 651 77 7 45 2 &7 <k T &

%L, 774 /L kT Cisco EPN Manager [IZ%E ST A K2 A AT U MEIZED 55,
ITRICHIREINIC 22 ) £,

TITHNRT, V7I7A4T 8By va A3l Ty, 22— —IX 15 0T 77 ¢
TESGRICHBNCe 77U haivET, Ziuk, 3 X Coa—F—Z@EH I, 7 n—
CIVRETY, ¥X 2 VT4 FOHBNS, ZOA =R NTEMILRNTS SN, 272
L. ROFIEEZERLT, ¥4 570 MZFHECTEET, 74 KLva—Y—DX A LT D b
EEINCT DIEET 51213, UFZ22BLTLEIY, T4 RV a—HF—DX A LT 7 bD
i (37 X—2)

ATy 71 [EE (Adminigration) ]>[E&E (Settings) | >[V A TLEE (System Settings) | &R L THH, [—HE
(General) ]>[H—/\— (Server) ] Z &R L £,

AT9 T2 [Zu— LT A KV ZALT 7L (Globa ldeTimeout) | 8T, [T XTHOT A KV 2—H—%2n /7
7 9% (Logoutalidleusers) | F = v 7Ry 7 ANF NI/ oTWHZ EMERLET (ZHUE, A=
RAEPHNZ IS TNDZEEBKRLET) o

AT9T3 [BRIZTRTOT A M a—¥—%nr /77 9% (Logoutalidleusersefter) ] Kmy 7 X w o U A LT,
EEENRTHZLICEST, XA LTV MERELET,

ATy Ta [fR1F (Save) 1227 Vv LET, BREADCTDHITE, WolcAn T U ML THERS A VT D00
ERH 7,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER

74 kL a—4—0s4 675 romnit [

TA R A—F—D2 A4 LT FDOEMEL

ATy T

ATy T2

ATvT3

RATv74

ATy TH

T 74N NTE, —EOHIIC bl T biThhvianwe 77470 by a VB
e a—H—l TSI ST U FERET, ZHUET ROV —Z#EH IS 7 r—
NEETT, A A M—nAFza 7o h LWL 22T 512iE, WOTFIEIZEST, VAT
LABRETTA RV a—HF—DHEIR 7T NN THZ e fELET,

GE) [Zua—LTA RV ZALT7 7L (Globa ldeTimeout) | &I, [2—%— T A K XA
L7 vk (UserldieTimeout) X E L VB EINET, Fu— LT A RAXA LT U &
ET25I2i%, [CiscoPrime Infrastructure Administrator Guide] # &R L T 72 &0y,

BNV AT LARET[TRXTOT A Rrva—%—%a 2777k (Logoutdl idleusers) | % %
T DM, Floldn— ha—Y—D<A TV 77 LUARET [TA Nrva—HF—%2a /7
7 K (Logoutidleuser) ] Z N 20>, & D WIEE O TENTT 50 TBIRZ <. Web
P—=R—=Dty T a A LT T MIBETLHE, By ia  TmEICZA LTV M LE
T ZHUT. BANICE X 2V T A RAF v 2T 2720TY, By a XA LTV D
HERICREIT B A T A 220V, hitps://owasp.org/www-community/Session_Timeout % 2
L c<zan,

GE) By all3ET 0 T4 T RGBIZOBRIA LT U NLETH, 7774 7 ha—H—ky
alsiFE A LT U RLERA,

(B (Administration) ]>[%E (Settings) 1> [P R TLKE (System Settings) ] Z &R L, [—HE
(General) |>[H%—/\— (Server) | IR L £,

[ 0—rL T A R4 %4577k (Globa IdleTimeout) ] = 7T, [T_THOT A FL 2—HF—z s
77 b3 % (Logoutalideusers) | F=v 7Ry 7 A%A7IL, [fR7F (Save) 15227V v 7 LET,

WebGUI ¥V« > RUDE EIZH DT E2 7V v 7 L, [vA 7V 77 LA (MyPreferences) | iR L £

o

[2—%—TA NV &4 L7 DL (UseridleTimeout) ] =V 7 C[7 A RREE2—F—Dr 77T T |k
(Logoutidleuser) | =7 Ry 7 ZA%4 72, [(R1fF (Save) 1227V v 7 LET,

TA RVEALT D NOEEEET Z0ERH L5551, [T F/VIREE2——ow 77D ~ (Logout
ideuser) | F=v 7Ry 7 RAEF AL, [TA4 NV a—Y—%&ar7 v M5 FE TOREH (Logoutide
userafter) | Ky 727 URARNNL, TA RAVEALT U MIRZ1OBIRLET, (ZZL., Z0OfE
X[ a—2 0 T A RV ZA4 L7 7 (Globd IdleTimeout) [ ICERESN TWAEEZHBZ S Z Lix T
TA)

[PRfF (Save) 1227V v 7 LET, BEAZADNITHITE, WoltArn 77U FLTHERZ A 54
EHRbHY £,

A—H—HERETNARTIER .


https://www.cisco.com/c/en/us/support/cloud-systems-management/prime-infrastructure/products-maintenance-guides-list.html
https://owasp.org/www-community/Session_Timeout

1—HF—HRETFNIRT7IER |
B 75 2 01— 7o 2 EMET B OORE KA1 L DR

—

TFINA AANDA—YF—T IR ZHHTB5=HDRE K
A UDER

BN AAL L E1E (88 —)
o AR K A A 23 Cisco EPN Manager BEREIC & IE 352
o BT LWBAR B A A DERL (40 =—)

(39 —v)

mﬁm

AT RAL DY A NDA AR— R (432—2)
MHER AL U ~DFR Yy NT—27 T 2D (44 <—2)
e Z—WF—~DEIERAAL L DE VYK T (44 2—)

« RADIUS % X O TACACS+  Cisco EPN Manager {48 K A A VgD =7 AR — K (46
L)

AT R A A L OfE (45 2—)
(B R A A DI (45 ~2—)

REFKFAA D EE

BARRAA N, T A, A b, BEXOZOMO NE DG V—7"T, T HD NEIZ
T RATE2—W—%HEHT DI INET, (K RAA VCEDDLIEREZDR
BRAL o ~DOT 72 A G T H2—P—%RIR L E3, B RAL 0%, WEEY A b,
TNRAALAT a—H—a3a=7 4, FLITRRTIHOLPHIEEHBICESNTRE
TEXET, TITHOF A A% ROOT-DOMAIN [ZJ& L £9°, ROOT-DOMAIN 1Z3_Th#H L
VMRAE R AL VDF R AL T,

R RAA NE, 2=V =T N —TLHEELET, (K RFAL T, 22— —RT 7 EATE
DT NAAEHELETN, 2= — TN —FF, 2—F—NENLDT /A ATEITTE D

T arvERELET, RERAL L ~DT 7 AL F O 2—F—F, 2—F —DHERIC

FLT TNRAAEBRELTZY, TI7—LEFRLIED, (KB RAAONEICET S LAR—
MR LY TEET,

T /3A A% Cisco EPN Manager IZIEMM L7266, R R A A VZERTEET, BIRIERA A >
WIFARIDMETT, LEILUT, @, 87 A=AV T LA, BIXOZA L Y= b

ETEET, CiscoEPNManager I KA A VEHFD LR — FEAT ¥ a— LB LOEFA—/L
EETDHEIC, ZOBEFA—INT RLRAEXA L =V EFHLET,
=PI, —EIZLIODRBRAA CTEELET, =—W—%, (AR KA1 > (Virtual

Domain) ] l\ By TR YR SPBRIORIR R AL L Z2BINT 5 2 LIk > T, BUEDIR
RAAS L ZBRETEET GIOBRIE R AL TEET 222 LTIZEWN) |

B 2 ERETNARTIER


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter1.pdf#nameddest=unique_15

| 2——#REFTNIRT7HER
{548 K 4 A > 5 Cisco EPN Manager #RE(Z & (X 52 &

A RAAL 2ty b7 v 7T HENT, Ry U —27 OREDOHEZ EHS 22— —2RE
LEd, RIZ, =—XRLT (& 2E, HZ L, 7 M 22478 Xy FT—I R
BT 22— —aIa=744T%L) RERNALUERHRLET,

{48 K 4 4 > H Cisco EPN Manager #4852 R (X9 22 2&

IR A A %, BEE#E CRESNTWET, ROOT-DOMAIN R A A 12id, T3 TOIHR
HRAAL UDBREENTVET,

Fv MU= HEIIBEBHICEFLEND D, T34 A2 (BLXO—EOREEdT AHEEL 2
A= F) Oaz—P—tCa—Na—HF—DFRENAA L OREEZZITET, KO MY T
WX, 23D DERRICKT T AR R A A DRI OWTHBALET,

s LAR— ML RNAL Y (39X—)

e IR EMPAE R A A (39 —2)

T T—LEFEMRERAAL L (398—)

vy T BIWMIAE R A A (40 2—7)
cRET T L — M EIR R AL (40 —)
e IN—TBIOMBIE R AL L ORRE (40 ~—2)
e A—NVIEI EUR R A A (40 —7)

LR—FrEREBRASLY
LAR—RZE, 77T 4 TR R AL B LTSIV R — 2 OB EENTWET,
BAE R A A T, FOFRAALUDLDLAR— MIFERTEERTA, LV HR—%2 b
X, ZOBMBICARSNTZVAR— MO ENET,

BRELRBEAAY

@ﬁ#%’i TI2T 47 RAL B L TSIV R— *y%®Aﬁ€ihi¢ FRER N
ITETVRTESNTE R ALV ERIL RAA VILE L T AESICDOBRTE LB RN E R
éﬂi# ﬁk%4/T¢¥¢é%Q\%bf4/f£ﬁbtﬁﬁﬁﬁiﬁréniﬁ&o

To—LERBRASLY

AUR—H Y R R A A ATEMSNTZGE. £D A R—F 2 SOLRIOT 7 — A3,
HET OB R AL NZERSNERA, %ﬁb%??—bﬁ IRFRINET, LE T
v b U — 2 23 Cisco EPN Manager (BN S 4L, IBIIORIH TEDOR Y b U — 7§ﬂa
T —LEAERLTIZGETE. BINBRICERINTZT 7—20HNBT 7 — LB Luaé‘%éﬂiﬁ—o

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B < ssvmEraqy

)

CE) T7I9—LFBFA—NBHOEAEIT. ROOT-DOMAIN {KIE KA A 2N a r— g3 Vi@,
n/r—3 3 P—s3—_ B L Cisco EPN Manager B+ A — /Ll & AN C& £,

IVvTEIMERBRAL Y

~ v, TITATIREERAAL DA N—=THDFy NI =7 BROBRPFRINE
R

;X yjl/ I“tﬂin..xl‘)(’f

AR AL TR E I LR ET v 7L — I, TR RAAL VNOXRy hT—7
BRIZOAFEHATEET, 707 VL= 2T XA RZHEHALTHDL, TOT A A% RAAL
VBN LUESEAE., ZOFRAAL HNORIUT AL ATHET 7 L— b2 TE5X91C
AN/ S

GE) %F%%V%WWLT# RET VT L= RERIE R AL CNOE Oy T — 7 BEEIC
WHLESEE, 77— M S e =T 1 > 2 » OHhs Cisco EPN Manager [Z1F L
<ﬁ%éh@w%A#%Di¢

GL—TELVUVRBRAAL DDERTE

BRAAL L, FRAALVOBREITN—TNOR Yy N~V BHREFRTEET, BLRNAA
. FRAALAVOREIN—T2HmETLHZ L TEET,

BIERAAL T EIZEFA—VEMEZRETEET,

75— AET A —/VBHOEEA L, ROOT-DOMAIN 72080 7 — g Vs, ar—3ia v
P—R— BIOBEFA—VBNEZAENITEET,

FTLULMREE B A A D DER

HLUVMEAR K A A BB AI01E, IR R A A O HBOBEIZG LT, IROWTNHDOF

JIE %2 AT L ET,

#LWMRIE R A4 > (new-domain) DYERLISFT : FIEDSHRE

ROOT-DOMAIN > new-domain ROOT-DOMAIN [E F TORAE K A A
Y OfER (41 R—2)

B 2 ERETNARTIER



| 2——#REFTNIRT7HER
ROOT-DOMAIN EF TR K 4 1 > ter: [

ROOT-DOMAIN > existing-domain > new-domain TR AL > (BT R AL ) O
ROOT-DOMAIN > existing-domain > existing-domain > VERS (41 ~2—730)
new-domain

(2 Dfth)

ROOT-DOMAIN ETF TO{RME K A 1V DERL

ROOT-DOMAIN @ FIZZEDARAE R A A V2 EkT 2 FIEZRIR LET, Fiz. EEORE
RAA B —FRIHERTDI1E, (EERAALA DY A RDA Vi R— b~ (43 —) OFJEE
R L £,

ROOT-DOMAIN @ FIZHE R XA A BT TICFEELTEBY . FOHEERA AL O TIZH LW
RAAL Y (FRAALY) ZERTDIZIE, FRIBRAAL Y (BT RAAL ) OIERL (41 _—
V) BABRLTLIEE N,

ATv 71 [EE (Adminigtration) | >[21—H— (Users) |>[{RI KA 4 > (Virtual Domains) | DNEIZER L E T,

ATY T2 (IR AA > (Virtud Domains) | ¥4 RNN— A=a2—T[H 7142 ((FH AL DEM (Add New
Domain) |) #27 Vv 27 LET,

ATv 73 [4Ei (Name) | 7F A h Ry 7 AZ4RIE AT LET, ZHUINETT,
ATFvTa (7 ay) FHLOWRAAL L DEA LS —v BEA—NL T RLA, BIOBHEZADLET,
ATw 75 [F (Submit) 1227V v 27 LT, HLIERSNTBB R AL COMEZRRLET,

RDBARY

R RAAL o ~DFRy NT—7 T4 ZDEIMN (44 2—) OFBICHE-> T, (HAERNAA
2T A 2 &ML £,

FRERAAY (BT RALY) OERK

ROFMEEFATTDE, EF FAAY (FTRAL LBV )) MMEKSET, FRER
A A 13 ROOT-DOMAIN DE FiZd % KA A > Tid7e <, ROOT-DOMAIN EL FD KA A > D
TICHD RAL T,

ROOT-DOMAIN OE FIZH LWVMRIE R A A V2R R ERHIT1E. ZOFIEEZHERA LA2WTL
&V, FOEAI1TIE. ROOT-DOMAIN B T TOfAE R %4’/@1@52 (41 =) BB L
TLTIEEW,

ATy 71 [EE (Administration) | >[21—4— (Users) | > [k KA A > (Virtual Domains) | 23R L 9,
RATv T2 [ RAA > (Virtud Domains) | %4 KN— XA =2 —T, ROFIEZETLET,

a FTOTIHLWTRAL VEERT D RASL EROTFET, (ZHITE RA A EEENRET, )
ZORITIH. Bl N A A X California T,

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B =mEriqr GIrxq0) OfER

b) FAALLOBECHLER () 7Aa2rw227 Vv LET, =X Ko7 T w7 U0 RUBNHE
i‘ﬂ‘o

0 Ry 7F T4 RUT, [7 KAAL U DERL (CresteSubDomain) (%7 U 7 LES, T E57—
Ly S URY AR Ea—lcU0 b Y, B KA A [Cdifornia 25 [ (Untitled) ] © kIR
SNET,

ATy T3 [4A] (Name) | 7F A bR v 7 AZ4RTEADLET, ZIUINETT, ZOHITIE, LW RAAL

\Z LosAngeles E W) ARTEMITE T, (FEF—T gy X VICERSNDILAHNL, FILWLTRAAL
RIS S ECiE, 2 (Untitled) ] 25 [LosAngeles] ICAEFE SN EHA, )

ROOT-DOMAN
Untitled

Emal Address

uuuuuuu

Network Devices || Access Points | Virtual Elements
* Selected Network Devices By Groups

¥ Selected Network Devices

+ Add

ATYT4 (AT ay) BHILOWRAALLDEA L ) —v BAA—NLT RKLA, BIORHEZADLET,
ATy TS5 [EE (Submit) 1227V v 7 L, SiILWFRAAL CEERTHZEE2BERLET, BEE 2 —IZED I,
FESF =gy RAZDEEICH LR N TNV AL %I ) v I LET,

ROOT-DOMAIN
« E)+
Calfimi ©

FRPPEE E 2 —IZRY £,

B 2 ERETNARTIER



| 2—¥—#RETNRIRTHER
wErA Uz b1 ot—+ |

Virtual Domains

+ &

+ ROOT-DORMAIN
4 :Califnrnia |

San Francisco

San Jose

RDARY

R RAAL o ~DFRy NT—7 T4 ZADBIN (44 X—) OBt T, (HAERNAA
WZT A A&BIMLET,

REFALACD)RA DA R—k

BEOEE R AL CE2ERT D2 TFEDRA. £IE FAAL VA2 BHEREEICT 28541, LV
72 HEE LT, ZENHEELL 74—~y hSNTZCSV 77 A LV THRELT, D7 7
ANEALVR—NTEET, CVIZ+—~v MEEHTIUI, (ER LRI RA A 72T Th
<, ZOBRAAL L OLET HH, AL V=2, BEOEFA—L T FLALEETE X
To BB RAA DRy MU= BEROBINL, HETOLERHY £3,

ATy 71 [EE (Adminigration) ]>[21—%— (Users) |>[{R% KA A > (Virtual Domains) | DJEIZEIR L E T,

ATY T2 [FAAL DA FR—b (ImportDomain(s) | 7 A a7 Vw7 L, Ry 7T vl ICFEREND) 70
BY LU TIVCN 77 ANELT L a—RLTCSV 77 A VEHELET,

ATY T3 [77A4/LDEIR (ChooseFile) |27V v 7 L, CSV 7 7 A VIZBEIL 9,

ATy T4 [4F—b (mport) |27 Vw27 LT, CSV 77 ANEAriR—hL, FBELZRMBRNA AL U E2/ERL
ij‘o

RDBRY

R RAAL AT NRA ZAZBMLET URBBRKA AL o ~DORy MU =7 T4 ZDBI (44
N—=) BBMR)

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B cErxqo~nry ko—5 731 208Mm

RERASADRY FT—D TINA ZADEM

Fy NT—7 TN RERAB R A A BT B2, ROFNEIZHENET, FrLV xRy b
T—0 TNA ZAEBGFOBRB R AL NGEBMNTDE, TDORAAL L ~DT 78 AMEEFRFO2L—
P—lZxf L, BIMENTZR Yy NT—7 TARAL AN HIZT 72 AFEEIZ/R 0 £5 (WebGUI
PHEETANEITIH D FEA)

ATy 71 [EE (Adminigration) ]>[1—4H— (Users) > [k KA 4 > (Virtual Domains) ] DJIEIZER L E 5,

AT9 72 [ KA A (Virtud Domains) | ¥ K= A=a2—T, Fv hT—7 T34 ZZBINT 58 N A A
a7y 7 LET,

ATY 73 [xy hU—2 T34 %2 (Network Devices) | #7227 U > 7 L, B (Add) 1227V 27 LET,
ATV T8 RAALNZEBMTHARY hT—7 TARAL ZAEZRINLET, [Fy T —27 T34 A0 (Select Network
Devices) | ¥ A 7 uZilid, BlRAAL VCEENDT A AT TR, BHIRT AL AOT TN
ARNSNDZEIZEELTLEI N, BLRAAL NZEENTWRNT N, X %8195 &, Cisco EPN
Manager (2L 0, TDOT A RIF RAAL L EBIR AL VO FIEMSNET,
a RAALNTEMTET A AEBRLET, [74 V4 &M (FiterBy) ] Rry 7 # vy U2 h&#A
LT, BMT252T A AZ/RDOTDHZENTEET,
b) [EER (Sdect) 1227V v 7 LET,
GE) [T TEIR (SdectAll) [#EEZHH LT, 12D v 3 v MIB00EBRD5F Yy hT—7 T /34 A
BT HZ LI TEEREA, B00EBZ DT A AZBINTHIZiE, [ 74 /VZ5MF (Filter By)
| A7y a 2 EEEER L ET,

ATw 75 [EE (Submit) |22V w27 LT, KA RAAL ORNFEFRRLET,
ATV T6 [IR1F (Save) 1227V v LTEFZEELET,

RDZRY

I—H—~DFEE R A AL DOE Y YT (442—) THIEN TWAFIEIZNES T, KER
AL DT I A 22— —|2f 5 L ET,

A—H—~ADERBERKAALDE|Y KT

A RAAL v —H— 77J Uy MIEIVETHE, Z2Oa—F—RNRRL THIELIATTE
DT NA AE, 2= —=ICHID LB THNTZ AL CHOT A ZTHIRSET,

N

GE) AR AAA ZEH L TWA & X1, SN AAA —N—D ST A —F—F 37— T H
AR R AL DI A L@tz B L TL 7Z& W, RADIUS & TACACS+ T Cisco EPN
Manager ([RAR K A A V&2 T2 (46-5—) BB L T ZE0,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER
wErr1rorE ||

A7v 71 [EE (Adminigration) [>[1—+H— (Users) |>[1—H—, A—/L. ELUVAAA (Users Roles& AAA) 1>
[2—H— (Users) | DIEICEHR L 7,

RTVT2 THRART VR AMEEMNGT D2 —F =% L ET,
AT9 T3 KA KA A > (Virtud Domains) | # 7 %27 U w7 LET,

ATy T4 B (Add) ] ARZ L [HIE: (Remove) | ARZ L Z2H L TEIV Y TELEFELTMS, [IR1F (Save) | %
7w 7 LET,

REFAS ODRE

AR A A EHET B121E. BZRIOV A RR— A =2 —D AR R A A EE  (Virtud Domain
Hierarchy) 17 BAMR R AL VEBIRL, 2O RAAL AZEH DB TH R TWAE XY hU—2 5
NA ZABFREFIIHRE L E4, ROOT-DOMAIN OFHEIT TN TRETE EH A,

ATy 71 [EE (Administration) |>[1—H— (Users) |>[{R*E KA 4 > (Virtual Domains) | DJEIZEIR L £,
AT9 72 (KA KA A (Virtud Domains) | %A K= A= —T, WWETIHLHERAAS 27 ) v 7 LET,

ATv T3 LEl. BFA—INVT RLVRA, AL =2, HZFAEST DI, TFA N Ry 7 AEENEE AT
L7,

17_"774 FINA A A //\*—%{fuﬂﬁkj—é Ix. {kma—:mg%;—ﬁjﬁbiﬁ_

e TNA RZBEMTHITIE, B (Add) 127 Vv 7 L, HREBRAAL > ~DFXy NT—2 T34 2D
B (44 =) OFIEIZENET,

e THAAZHIBRT DI, TAADF = 7Ry 7 ZAZMHLTT A A2, [HIFR (Deee) ]
7y LET,

AT 76 [EE (Submit) 1 &7 Vv L, BENEOY U —ZEd L E7,
RT97T6 [RMF (Save) 1 &7 U v o LTHRENEZEM, RELET,

R KA1 2 DOEIF

AR R A A > % CiscoEPN Manager 7> b HIFR T 2121%, AT OFIRICEWNE T, ZOFIETIE
AR R AL 2T DBHIBRS L, * v b U — 27 BT Cisco EPN Manager 2> HHIBR S EH A
(x> FU—7 BEFHEII5| X i Cisco EPN Manager CEHL I ET)

1R B
AR R A A U EHIBRTE DD, LTOHBEIZBRLILET,
R AL IRy FU—TEREF RAL UL UG ENTWRWEA,

A—H—HERETNARTIER .



1—HF—HRETFNIRT7IER |
. RADIUS & TACACS+ T Cisco EPN Manager {18 K * 4 2 RT3

o I—W—NT I B ATEX LMD RAAL L TlEWEA, 2%V, CiscoEPN Manager == —
P—MNED RAALNILDT V7 BATERWGA, RAS VEHIBRT S LT EH
/\/0

e FAALNCu A LTNDa—F—=RNNARNEEA,

ATv 71 [EE (Administration) ] >[1—H— (Users) |>[{R%E KA 4 > (Virtual Domains) ] DIEIZERINL £,

ATy T2 (AR AL (Virtud Domaing) | A RN— A =2 —T, (RAENAA v AOMICHLER ([) 74 =
YEIV Yy LET, ZHICKY, T—H Ry T T T U0 RUBHEET,

ARTYT3 Ry 777 U4 RUTIHIE (Deete) |27V v LET,

RATYyT4 [OK] &7V v 27 LT, A FAL ORIREZRRLET,

RADIUS & TACACS+ T Cisco EPN Manager R3E KA 4 V2 {FHT 3

RADIUS % 7~ 1% TACACS+ #—/3—|%, Cisco EPN Manager PNICIEAET HARAR B A A o % iRk
THLICHETHMERHY £, ZNEFETTHIE. TRADIUSE L UTACACS+ D Cisco
EPN Manager (A K A A VEMED =7 2R — K (46 2—) | OFIAEFEH L 7,

RADIUS % 72 1% TACACS+ H— N—|Z 2 — P —[\F DA K A A AFHRPRTT STV 720N
A&, Cisco EPN Manager CaxiE SRR R A A OIS U T, LLFBFEELET,

« Cisco EPN Manager (Z 1 DDA K A A > (ROOT-DOMAIN) L2E D 4 THA TV
AT, 77 4V N T ROOT-DOMAIN 23 —HF—{cE[ Y ¥ T HFE T,

* Cisco EPN Manager IZEE O R A A V3 ED B ToHNTW AL, =2—F—nn s
A TERIRDET,

RADIUS # & Uf TACACS+ O Cisco EPN Manager {8 K A 4 VBHED T H AR—

RADIUS & 7= 1% TACACS+ Z1{# i3 %54 1%, Cisco EPN Manager {48 R A 1 U E# A2 5 X T
CiscoACS %7213 CiscoISE —/"— 2 a =9 548703 % ¥ £97, CiscoEPN Manager Web GUI
WCFRREND (I R A A > B AKX LJgEME (Virtual DomainsCustom Attributes) 1 %4 7 12 77K »
JAEMEHALT, ZOEEEZFITTEET, CiscoACSE /-IECiscolSE——|ZTF—4 &
7 AR — K L7aWi4, Cisco EPN Manager Tl —H—mn /(4 o T& 7220 £,

T 278 h=2US LT, ROEREET ZAR— N T 20ERH Y £,

* TACACSH : fRAB KA A | IR, BELOX AT HHRPLETT,

*RADIUS : AR R A A & v — L OFRALETT (X 27 ZHBITBINSNET)
PEAFDAIE R A A > DF RAA AT D & BURAR N A A T RADIUS/ITACACS 7 A

LEHED—r U 2B FLETENET, T —7 U ABSIIFREA T, AAA S
I ELEEA,

B 2 ERETNARTIER



| 2—¥—#REFTNIR7H+ER

ATy T

ATy T2

RADIUS # & Uf TACACS+ O Cisco EPN Manager (X8 K A 1 VBHED T H RAKR—+ .

AB R A A > 1 A% L@ (Virtual Domains Custom Attributes) | % 71 77 v 7 A DI
1T, CiscoACS h—"—THHTE DL L ICTHANZ 7 +—~y SN TWET,

GE) ARV —R—ZH AT BBINT 5 L XL, [F—A A==2—T 72 (HomeMenuAccess) ]
HAT HZRTBMLTLEEN, ZUET R TO2—F—THHETT,

1R BHEIIZ

SNERFRFAFDOFRIE (48 ~2—20) DOIHWAICHEV, AAA F—_R—ZBIL., AAAE— RZHREL
TWDHZEZEMERLTIIEIN,

Cisco EPN Manager T, IROFIEAZFETL £,

a) [E¥ (Administration) ]>[1—4— (Users) ]>[{r%8 F A > (Virtual Domains) ] DJEIZER L *
R

by Uy RUEED[IAZ LEMEOT 7 AR — K (Export Custom Attributes) |42V v 7 LEd, i
WXV, R RAA > A% LNJEME (Virtual Domains Custom Attributes) | %4 7 1 7 RER S E
ﬁ—o

o BEHEVARMEavr—LET,

* RADIUS i 9~ 55415, [RADIUS 7 2% AJEM%: (RADIUS Custom Attributes) | 7 ¢ —/L Rd
TRTOTFANEBINLTEZY v 27 L, [28— (Copy) | ZIRLET,

« TACACS* Z 1 1 L T\ 5434 1%. [TACACS+ I % % LJ&ik (TACACS+ Custom Attributes) |7 ¢ —
LRTTFRTOTFHFA REA7Y v 7 LT, [2E— (Copy) | ZBIRL ET,

Cisco ACS F 7-1% Cisco ISE — S—IZfFHR A2 AL 0 T £, %kOFIEIL., Cisco ACS DEfFD 2 —F— 7
N—FINERZBINT D HEEZRLTWET, ZOEHRE £/ CiscoACS 7213 Cisco ISE IZEM L TuM
WAL, RESRL T ZE0,
 Cisco ACS & RADIUS F 7213 TACACSH |Z L A 4MEEREE (57 ~2—3)
* Cisco ISE & RADIUS £7-1% TACACS+ IZ L A4MiEE (BL ~=2—2)
a [Z—V—RE (UserSetup) | £721E [/ /v—F#%E (Group Setup) ] IZBEIL £,
A=Y= R—ZA TR R AL VERETOHE., (i ziX, #A7, a—, K RKAAL URLE)
T_XTCOHAH LNBMERE#RZ [User] I A X LDEHER—DIZBIML WD Z L 2 HERTHMNENDH Y £
7,
a 4T HA—P—FFTN—T O [REORmE (EditSettings) | %27 Vv 27 LET,
b) NI HTHRAL Ry 7 REME—EZAE T ET,

0 INLOBRBMEENNCT LT =y 7Ry 7 22T LTob, [FE L THES) (Submit+ Restart) ]
270y 7 LET,

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B o rizmaons

O—AILFREEDERTE

Cisco EPN Manager |37 7 4/ h Cr— U ARBGEEAEH L ET, 2FEV, 2—HF— XU —F
73 Cisco EPN Manager 7 — & ~X— A | 1%H$ézhf\ F =R N_R—=ZANDNNAT — R3S E

T AP OFEIEE— 2R3 5121%, [BE (Administration) ]>[21—4%— (Users) |>
[A—H—. O—JL. B&LU AAA (Users, Roles& AAA) | DIEIZEIR L, [AAA E— FDHRE
(AAAModeSettings) | ZBIRL £9, ZHUc kb, [AAAE— ROKE (AAAModeSettings) ]

R=UNFRINFET, D%ﬁzbnhuﬁ%{%ﬁﬁﬁ“é%é} WPERS) 72 RRAT — R O — % 3RIE
TAHDVERNHY £94, a—hNLRIOZDD T a—r )L XA T — RKKRY —DRE (35—
V) BEBRLTLLEE N,

o — A /VEREET SSO 7 5121, v — WL FBRETO SSO OfEf (48 —) R
TN,

SEBFRREIZ DWW TIE,  TAMTREREDORE (48 X—) | B L T &N,

A—AJLEBEETO SSO0 D{EH

_jJ/VnunfEVCSSO%’fiﬁH'@‘é X, SSO‘H-“_‘/\“—%LjJDL D_ﬁ/V:E_]\TSSO%{i)EH
9% X 9 1Z Cisco EPN Manager i &4 5L ENH D £9°,

TIA =) == R I T v T P—=N=PET DA T TV T 4 BEiT Cisco
EPN Manager #E A L7254, HA BB TO SSO Y — =D EDFIHEZSHRB L T2 &0,

Cisco EPN Manager IX, SSO WA > A v X—=VThOu—h T4 A%&HhR—FLTHEHA,

PIFD MYy 7 Tld, SMERERGERIZ SSO ERET HHEZOVWTHH L TWETRN, RCF
IEZfH LT, v—"LiBiEHIC ERETHI L HTEET, ME—DiEVE, Cisco EPN
Manager #—/3—"T SSO £ — F & & ﬁz”*féé:%‘r Z, [m—H (Local) | E— K (RADIUSX
TACACS+ Tlix7e\) %IRRT H Z L TT,

¢ SSO H— =B (64 ~—)

* Cisco EPN Manager #—/3— E TSSO & — RZ&ET S (651—)

9* ﬁl-‘ [Z11R) I:IIE 0) ;ﬁ E

WebGUI D /L— ]\:L“—b]j_"—i fCViX‘-/Q‘-—:L“—"H: %BE%%O:L”—'H- = %nlgmun DALAT
BIOT AT 407 (AAA) OT=DIZ4ME LDAP, RADIUS, TACACS+, SSO #—/3—
LiE4 % X 91 Cisco EPN Manager 2% € C& £, %nﬁuhnﬁ%&“ﬁﬁé ZERBERLTY
&, =Y — I N—7F a—P— WITuTrAN, BRI —, BIORY — L—
JLH3, Cisco EPN Manager ~D 3 _XTDT 7 & AFRPIL—T ¢ 2 7 S DN — 3—THE
RFEHRTHDHMLENRH Y F7,

B 2 ERETNARTIER


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter28.pdf#nameddest=unique_988

| 2—5—#BETRAIRFHER
5V EREREET 0> RADIVS % 7= (% TACACS+ oA I}

WKKR3ODAAA Y —N—ZHTEES, 2= =13, BRHOOY— S—RBERGETH DD
Xy P =7 IZMER D L5 A D, 2FEAOY—"—TRIAESNET,

(GE¥) [ U RADIUS, TACACS+, F7/2IZLDAP 7 u F L& H R —F L TWEBREICDOHR, kK3
DD AAA H—_—% —fFIHEHTEET, Im harBEZE R — =85 Lix—HEIfEH
THZ L. PAR—bFENTWERA, 2L, BR57 8 harzE T LTV AHEEOAAA
P — R =% 58A1E. CiscoISE £721Z ACS % EPNM & AAA ——fdp 7 ¥ &
LCHERTAMLENRDY T4, Z DA, CiscolSE £ 721% CiscoACS DR EIC SV CHREE 1
VoI ERETOMLERHY T,

CLI 7 DAMBRRREZ R ET D 121E, CLI Zf ] L72AMIREREDOR EZ SR L T2 &0,
FEAZOWTIE, RO PE Y Z7Z2ZRLTIES N,
« Cisco ISE & RADIUS #7213 TACACS+ |2 & B4l
* Cisco ISE & RADIUS %7213 TACACS+ |2 X A /MAREAE (51 ~4—2)
« Cisco ACS & RADIUS % 7213 TACACSH (= & B AMISERAE (57 ~<—2)
R DHEFEGE (64 X—2)

*iBn:L.\nIE-GOD RADIUS if:(i TACACS+ 0)1EFH

LLFO kw7 Cik, RADIUS % 7213 TACACS+ #— S —%{# 19~ % X 9 |2 Cisco EPN Manager
ERETDHIBEZHOWTHHALET,

» Cisco EPN Manager ~® RADIUS % 721 TACACS+ h— 3— DB (49 ~X—)
« Cisco EPN Manager #—/3— |- RADIUS %721 TACACS+ £— R&ZET 5 (50 ~2—
V)
Cisco EPN Manager ~® RADIUS % =& TACACS+ H-—/\—®MiE /N

RADIUS & 7= 1% TACACS+ #—/3—% Cisco EPN Manager (2817 5 121%, RO FIEIZHEVFE
j—O

ATy 71 [EE (Adminigtration) ]>[1—%— (Users) |>[1—H—, B—J)L, BLWAAA (Users Roles& AAA) |
DONEIZER L, [RADIUS #— 31— (RADIUS Servers) | # R L £7,

ATy T2 BTV —R_R—DZ A FTHEERNLE,

« RADIUS #3413, [RADIUS #—,3— (RADIUSServers) | # IR L E£7, [2~ > RO (Seecta
command) ] Fey7Hor UG, [RADIUSH— 3—0DiE (Add RADIUS Server) | % 3#4R
V[ET Go) 1 BZ Yy LET,

A—H—HERETNARTIER .


bk-cisco-evolved-programmable-network-manager-5-1-2-user-and-administrator-guide_chapter21.pdf#nameddest=unique_844

1—HF—HRETFNIRT7IER |
B cisco EPN Manager +—/\— £ T RADIUS % 7-1% TACACS+ E— RERET 5

* TACACS+ O34 1%, [TACACS+ h—/3— (TACACS+ Servers) | #3IRL F7, [2~ 2 ROER
(Sdectacommand) | Ku v 7 & 7 U A ke, [TACACSH V— 3—DiEN (AJdTACACSH+ Server) |
ZIEIRL, [34T (Go) |27V v 2o LET,

(X))  [E~BH (MoveUp) 1BLO[F~BE) (MoveDown) | KEIZMEM LT, EHIFIRER IP T
RLUZADIEFZWAEZ D ENTEET,

ATY T3 MERER IPT RLA, DNS4 72 ) Z AL %9, Cisco EPN Manager 23 MBaRaE Y — N — L@l 9
D=L, T D= TANT 5 HARE D RADIUS £ 72 TACACSH H— — ZiRE Sz s &
—H L TCWAMENHY £9, Ph— K 3—F ¢l TACACS+ F7=1% RADIUS B — 3 —F DA T F—
EANTHEEIC, T (CHEHBAM & (ZESIAM 2R, TAT7 7y b HFE. BLOERRERCTFE
EEATEET, HEEXA 2TV b EFHRITORBE AN LET,

X;"yj’ll utunE&/])77deJ§§§l:RLi—a<
ePAP: RATU— K R—2DFIFL, 2200 T 4T AN 1LODONRNAT— REFERIZEF L, FOoX
XU*—]\%M&@%E 1%)2'5]‘3_6712 }‘:l}l/wCﬁ—
eCHAP: F¥ LI NV Ry V72 b a /LT, ﬁ?%?/%kﬁv—/\%@ﬁjﬂbﬁlﬂ—

THXANOMBF—%2FH L TBY., TOMEBEF—ITHTICRy VU —7 BITEEINRNZ ERN
220 FF, CHAPIZ, /"AU— R 2 =L (PAP) i@ﬁhtk%;)74%%&bifo

RTv TS EAlAMEEZAENCL T, [B—hIA 2 —T A4 XIP (Loca InterfacelP) [ IZARIPT R L A %%
E L7286, ethO ODﬂJUEElIPT RL2Z@RLES, (BEho&Y 47L~/\—*T0)m7ﬁﬁ ﬁ@ RELA A
]\—/w:ob\’ﬂi\ ['Cisco Evolved Programmable Network Manager Installation Guide] # &ML T 72 &
I/\) o

GE)  AMEBERREY — N—IZRESNTZIPT RL AL, [v—H/ A % —7 A AP (Loca Interface
IP) ] DfiiE —F L T\ v iﬂi/w

ATvT6 [T (Save) 127V v 27 LET,

Cisco EPN Manager 4 —/\—_ T RADIUS % 7-13 TACACS+ E— FZ &% TEIT 5

RATv 71 [EE (Adminigration) |>[1—H— (Usars) [>[21—H—, B—JL, 8LV AAA (Users Roles& AAA) ]
ZEIRL T, [AAAET—F (AAAMode) | Z3#IR L £,

AT w72 [TACACSH F721% [RADIUS] Zi&R L £ 7,
ATvT3 [D~7J/1ﬂ\®77y~ﬂ//</7%7ﬁ}j ’?‘6 (EnableFalbacktoLoca) 1 F = 7Ry 7 REF AT 5L,

SER AAA —R—nNE 7 v LEBRIC e — )L T =2 RXR—= 2D AN 0 97,
ATy T4 %%BRADlusg’Ef:aiTACAc&%w\»—b\&W/u‘:;w— W2 —F VGRS R TIIE, RO FIEEZFEITL
7,

a [R—AIN~DTx—NNy 7 ZHNTT 5 (EnableFallback to Local) ] ZiR L £,
b) 7 a—n Ny 75 ([(P—"—RE L DA (ONLY onno server response) | = 7213 [RRFE
KLU 72— =5 L7eu & & (onauthentication failureor no server response) |) %?afﬁbi#o

B 2 ERETNARTIER


http://www.cisco.com/c/en/us/support/cloud-systems-management/evolved-programmable-network-epn-manager/products-installation-guides-list.html
http://www.cisco.com/c/en/us/support/cloud-systems-management/evolved-programmable-network-epn-manager/products-installation-guides-list.html

| 29— EREFAAIZRTHIER
Cisco ISE & RADIUS & 1= I3 TACACS+ I & % 4} EREREE .

RT9TS VTN AT U NEANCT 25AX, [V It A T U bofEE (Enable Single Sign-Out) ]
Frv IRy I AeF AL ET,

AT T6 Fay 7 Xy VR RNNG [F7ry MBI F 47y ¥ A L7 7~ (Ticket Granting Ticket Timeout) | % 3R
L/iﬁ—o

ATy 7T 17 (Save) 1227V 7 LET,

Cisco ISE & RADIUS FE /=& TACACS+ = J: % 5\ ERERELE

Cisco Identity ServicesEngine (ISE) 1%, #RGE. 38Fl. BLOT IV T 107 (AAA) |
RADIUS 7213 TACACS+ 7’1t h =L Zffifl L 4, Cisco ISE (Z Cisco EPN Manager 75:{“*/\
L. RADIUS % 721% TACACS+ 7' k =LA f#i [ L C Cisco EPN Manager = — ' — % 38GE C &
F9, SMBRREEEH T 5581, 22—V — 2—F =T Lr—F RRU—=F RiETn 7y
A, BRER Y >—, AU —HAlZe & D AAA T TR GEHIZ CiscOISE 7 — & _R— A0 bR
B LIUOMRET 2LERH Y £7,

() Cisco EPN Manager i% LDAP % %A 7 ¢ 712 AR — h L TWET,

Cisco ISE THMAFEAEIZ RADIUS £721X TACACS+ 7’1t h a V2 HT AI121E, ROFZ AT %

FEITLET,

H}EREREEIC Cisco ISE ZfF T 5 1-DITETT HH R FMICOLTIX, RESEL
TLESLY,

CiscoISEDH R — Fsd N "\—TV =z U&FEH L T\5AZ &% | CiscoEPN Manager CHav— 1

R LET, SN % CiscoISE D/ X—V 3 >

(52 X—7)

Cisco ISE T CiscoEPN Manager # AAA 7 7 A4 7 h & LT |CiscolSEICZ 74T &L

mrEd, C Cisco EPN Manager % 1Bl
% (52 8—)

Cisco ISE C—H— Z—T%{Ek L £ 7. CiscoISE ThH 2 —H'— ' /L—

T O (683 =)

Cisco ISE Ca—H—ZEp L. D= —H# —% Cisco ISE T |Cisco ISE TO o —H—DIERL
VERE LT o—H— 7L — 12BN L £, BlOa—¥— 7L —7~0
Z—F—piEM (53~X—)

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
. Cisco EPN Manager CH7R— k &t 5 Cisco ISED/A—2 3 >

(RADIUS i3 % 354) CiscolSE TH > hU—72 7 7+ |CiscolSE T RADIUS D%
ADFFET 1 7 7 A )V EAER L. CiscoEPN Manager TIERL L | 712 7 7 A L DOAERL (53-2—
fra—P—o— L LB R A A &2FH L CRADIUSH A% | V)

LEMEBINL £,

(G¥) RADIUSTlE, =2—W— ¥ X7 OEMtEEBMNT D
HiIhV EHA, hblTa—F—o—cgEon
THEMEBMENET,

(TACACS+ i 4 5 4#34) CiscolSE Txr v hU—2 77 |Cisco ISE T?D TACACS+ D
TAORFET 0 7 7 A NVEEKR L, TIERLIc2—Y—a— L7 a7 7 A VOEK (54
NEBLOEE R A A &M H L7z TACACS+ 1 A% LgEME | ~=—)

BANL %9, Cisco EPN Manager

G¥)  TACACS+ Tl, 2—W¥— X 27 0OEME%E BT 5
VEETIHY FHAL, INHF2—P— 1 — kKD
WTHBMISBMENET,

CiscolSE CRBFEAR Y o —Z{ER L. CiscolSE CTER L7z — | CiscoISE T DR AR U v —%
Pe TN—TF LA T T T 7 A NMIRY —FEEMNTET | RET D (56 2—)

SRAER U 2 —%ERE LT, Cisco ISE A% Cisco EPN Manager & | Cisco ISE TOREGER U ¥ —D
WETAEDIERTAILERSHS 72 haL b CiscoEPN |1ER (56 ~=2—)

Manager (2%} L Ca— Y —ZFRAET 272 OIEHT 2747
YTAT 4V RAEERLET,

Cisco EPN Manager © RADIUS & 7213 TACACS+ h— 33— L L
C Cisco ISE #iBM L £,

Cisco EPN Manager —/3— T RADIUS & 7213 TACACS+ & — | Cisco EPN Manager #—/3— [=
RERRELET, T RADIUS %7213 TACACS+
ET—FERETD (50 ~—
)

Cisco EPN Manager T+ 7R— k&1 5 Cisco ISED/S— 3 &
Cisco EPN Manager /& CiscoISE1x B LT 2x U U —RA &Y R—F L TWET,

Cisco ISE 24 54 7 > k& L T Cisco EPN Manager Z3E/19 %

2TFv 71 adminat—%— & LTCiscolSEIcm 71 LET,

ATw 72 [EE (Administration) ]1>[Rv kT—% 1) —R (Network Resources) | >[Fv kT—% T34 X
(Network Devices) | DIEIZEIN L F 9,

AT T3 [y hU—2 T34 2 (Network Devices) | ~—C[BM (Add) 1227V v27 LE7T,
AT w74 CiscoEPN Manager % —/S—D7 A 24 L IPT RLAZ AT LET,

B 2 ERETNARTIER



| 29— EREFAAIZRTHIER
CiscoISE TO1—H— S L—T 0tk [

ATy F5 [FRAFEE (Authentication Settings) | F= v 7Ry 7 2&2 AN LT, HAMEEZ AN LET,

G¥)  ZoHHFRE X, Cisco EPN Manager C Cisco ISE ¥-—/3—% RADIUS Hh— "\— L LCiBNL7z &
ZWCAD LI A E LT BT DL 21T LET,

ATwT6 [FEE (Submit) |27 U v LET,

Cisco ISE TO1—H— FIL—TDERK

ATy FHa—¥—L L CCiscolSEICrZ A LET,

AT 72 [EHE (Administration) ] >[IDE¥# (ldentity Management) ]1>[4)L— 7 (Groups) ] ZER L £,

AT T3 [2—H—=TAF T 474 ZN—7 (User Identity Groups) ] ~<—C, B (Add) |22V v7 L%
D

RTYTb [TAT T 47 4 Z—7 (Identity Group) | X—C, 2 —%— 7L —TDL4FTLFMAE AT LET,

ATw 75 [ZFEIE (Submit) 1227V v 27 LET,

Cisco ISE TOA—H— DB L V1 —H— JFIL—T~D1—HF—DENM

ATy Tl EHa—P—L L TCiscolSEICE 7 A LET,

ATFwv 72 [EE (Adminigration) ]>[IDEH (Identity Management) ]>[ID (Identities) ] Z R L £,

AT T3 [*v hU—2 T/ A 2—%— (Network AccessUsers) | X—CTLHEM (Add) |27V 27 LET,

ATy 74 [HHEOER (Sdectanitem) | kuy 77X oy A NS, 2= —%2E ) B CTH2—W— F L —T %%
RLET,

ATy T5 [ZEfE (Submit) 1227V v 7 LET,

Cisco ISE T RADIUS DEREF O 7 7 4 ILDERL

HAI T 77 ANEER LT, SESERFATDO2—F—ZXy NI =7 ~DT 7 2%
AT AHHEEERLET, e xIE, VPNEREZ N L TRy NU—7 ~DT7 78 A% LD
a—Y—Z1E, ARERE N L TRy hU—27 ~DT 7 A2 At a—F =L gL < B
DD ZEEERTEET,

TNA AEEHORIET 0 7 7 A WV EVERKRT 5 121%, CiscoEPN Manager NIZ/ERL L 72 = — 4 —
a—L, X AT AR A A ZBEAT 5TV D RADIUS T A Z Mgt 2B I0T 5 S B
&) D ijqo

A—H—HERETNARTIER .



A—H—HERETNIZRTER |

B ciscorsE <o TACACS+ DB T O T 7 A LR

ATy I
ATy T2
ATvT3

ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

)

GE)  RADIUSOA. ¥ A7 DEMEZBINETICa—F— o —LoEEFBINTEES, ¥ 271X
a—HP— o — iz Lo TCHEBWICEBMENE T,

Cisco ISE DFBFET 1 7 7 A )V DFERIZ DWW Tik,  [Cisco Identity Services Engine Administrator
Guide] DFFERY > —L 777 A LOEHIZET HHEMESRL T ZEW,

Cisco ISE T RADIUS DFRFET B 7 7 A WEAERR T BT, RO FIAEFEITLET,

1R BHIIZ
WU RADIUS D4_T? Cisco EPN Manager 7 A Z LBPED U 2 bind 5 2 L AR L £
T, WOFIETIX., ZDOE#RA CiscoISEISBINTANLENRSH Y 9,

* Cisco EPN Manager = —#%— a— L L Z 27 : 25 L T 72 &, RADIUSEB LW
TACACS+ @ Cisco EPN Manager - — % — 7 )L —7 L o — VgD 7 AR — K (27 ~<4—
)

« Cisco EPN Manager {548 K X 1 > : RADIUS #5 & O TACACS+ ¢ Cisco EPN Manager {548 K
AL VEMEDOTZ T AR —F (6—2) LTI,

EHla——L L CCiscolSElCn 7 A v LET,
[R1) >— (Policy) ]>[RY —E3Z%K (Policy Elements) | > [#32 (Results) | Z&IR L 9,

MDY A RARX—=D A ==2—n5 [FBEE (Authorization) ] > [EREEF0 7 7 4 )L (Authorization Profiles) ]
DNEIZEIR L E T,

[MEHERRAE Y v 7 7 A4 /L (Standard Authorization Profiles) | =*— T, [[E/ (Add) 1 %27V v 7 LT,
[fERE7" 1 7 7 A /v (Authorization Profile) | ~=— T, #iE7 v 7 7 A L DOLAFIEBHE AT LET,
[727k&A %A (AccessType) | K v F &7 U X kb, [ACCESS ACCEPT] %R L £,
[FEM 72 JEmMER% E  (Advanced Attributes Settings) | =V 7 C, IRDOT A 7 LA DT XTD RADIUS 7 A ¥ L&
PED Y A b &MV ATTET,

o 2 —W— o —)L

AB R AA

G 2V =27 EZEMTHEEIE. TR - A=a— T 78R XA ZBIMLTIEEN,
ZHUIHZATT,

[EfE (Submit) 1227V v 7 LET,

Cisco ISE T TACACS+ DRF O 7 7 1 ILDER

MEPR 7 0 7 7 A VEVERL L C, SEE&ERFA TD2—P—IZFRy NT =T ~DT 7 A%
T HEEZERETEET, e 2E, VPNEREZ ML TRy NU—7 ~DT 78Rl B 5

B 2 ERETNARTIER


http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

| 2—¥—#REFTNIR7H+ER

ATy T
ATy T2

ATv73
ATvT4
ATvTH
ATv7T6
ATvI1

ATvT8

Cisco ISE To> TACACS+ dREE T 0 77 4 Lotes [

a—HP—2lF. BBEEEN L TRy NV —27 ~DT 72 2R 22— — 10§ kL < H
0&5_&% RBTEET,

TN ZEHAOWRIET 1 7 7 A VEVERT 5 121E. CiscoEPN Manager PNIZ/ERL L 72 2 — 3 —
a—)b. BT AR A A ATEEMT 5TV D TACACSH U A 2 L@ M 218N 2 3

NV FET,

Cisco ISEFRAET 1 7 7 A /L DFERIZ DUV TiX,  [Cisco Identity Services Engine Administrator

Guide] DRBFERY v —B L ORBFET 2 7 7 A VOFEBRIZET HEHREZSRL T E &N,

Cisco ISE T TACACS+ FADFEFET 10 7 7 A W EAERR T B I12iE, D FIBEIZHENE T,

1R BHHEIIZ
WAZ59 TACACS+ DT Cisco EPN Manager 7 A ¥ LJEMEDO U A MR35 Z L ZHER L
9, ROFIETIX. ZOFEHA Cisco ISEITBMNTHMLENH Y £9°,

e Cisco EPN Manager = —H#— m—/L L X 27 : 5L T 7Z &0, RADIUSE LW
TACACS+ @ Cisco EPN Manager =— % — 7L —7 L a— VgD =7 AR — k(27—
V)

« Cisco EPN Manager {48 B A A >, 2% : RADIUS#5 J U TACACS+ 0 Cisco EPN Manager
AR AL VBHEDOT 7 AR— K (46 2—7)

Pl —9—L L TCCiscolSElCr A v LET,
[7—2t>4%— (Work Center) 1>[T/34/4 XEHE (Device Administration) ]>[R1) >—E% (Policy
Elements) ] Z&R L £,

T OH A RR=nb, [#ER (Results) | >[TACACS 7O 774 JL (TACACSProfiles) | &R L £,
[TACACS 71 7 7 A /b (TACACSProfiles) ] ~<—YC, [EM (Add) |22V 7 LET,
[727®A %A (AccessType) | K v 7% 7 ) A kb, [ACCESS ACCEPT] 3R L £,
[TACACS 7’1 7 7 £ /L (TACACSProfiles) | X— T, a7 v 7 7 A VO T Z AT LET,
[7a7 7A@ raw B = — (Raw View Profile Attributes) | f818iZ. ¥KIZ-2OW T ®D TACACS+ Dl A H
LEMEDEEIR Y A N EREY AT 9,

e XAV HEa—H—n—

AR RNAA

G¥) [FA—Ab A=a2—T27EA (HomeMenuAccess) | ¥ A7 # X TBEML T ZEW, T
‘é‘o

[#{E (Submit) %27V v 7 LET,

\\\
"

A—H—HERETNARTIER .


http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

B ciscorse c oAKY L —ERET S

Cisco ISE T D

ATy T
ATvT2
ATvT3

ATy T4

ATy T5

A—H—HERETNIZRTER |

AR O—ZFRET D

AN Y =ik, AT R T 7 AV TERSNIFFEOHEROE v FERKT 5, 2=V —iE
BEONL—NVEFINLV—NVOEy NTHERINET, BT a7 7 A /iS50, Cisco EPN
Manager ~D7 7 & ZAZERPLBE S L E T,

BREFRERFRAIRY —IZiX, RO 2OOFZATNHY ET,

o AREYE AEYERY >—13, WEE AL LTEY, REMICHOz> TRREZFRMEL, KV
RERA—Y =D I N—T" T A EFHROIL @Y v &S5 7 —7 20
MT D7 DITER L E T,

o BUGL : FISNKRY —iF, REHDOL—W— THRA R, EHEFIN—TICFx Yy hT—2
V= ANDT IR AT H72 D, AR E I3 O =— X257 3 72 OB L
F9, HIAR) —2FHTHE, LANDOZ—F—FiFa—F—DF 7Ty MZEbE
TSN, ID I NA—7, &, F3MERICHT D, VAT~ A XEINTZEORE
Dy MEERTEET,

AR Y U —OFEHIZ DWW Tk, [Ciscoldentity ServicesEngine Administrator Guidel] @ Manage
Authorization Policies and Profiles)] D FEAZZML T 720,

Cisco ISE CHRA[AR Y o —&ERT2I121E, WOTFNEEZETLET,

EHFa—Y—L L CCiscolSElcnr A v LET,
[R1) >— (Policy) ]> [ (Authorization) ] Z &R L £7,

[fZ=#E (Standard) ] #EIK T, Ao D FRAZZ U v 7 L, [#Hillv—1% Eicf A (Insert New Rule

Above) | E7-iF [Fili—v%& FIZiE A (Insert New RuleBelow) | O EH LA RINL £,
N—NEE AL T, BATRY S —D D Z—7, &t B, BLOMERZIR L7,

=& 2, =2—¥—2/—7% Cisco EPN Manager-System Monitoring-Group & L TEFRL T, £DF /L—
Tw[TAT T 4T 4 70— (IdentityGroups) | RKe v 77X DU U R MNNLEINT 52 ENTEET,
FIERIZ, FFE7 1 7 7 A /L% Cisco EPN Manager-System Monitoring-authorization 7’12 7 7 A /L & L CiES
L. [##E (Permissions) | RKey 7 X 7 UR MmbZO7 a7 7 A VAR LET, Z4T, CiscoEPN

Manager ¥ A7 L E=F =V T TAT T 4T 4 ZN—TIZRLTWVDHTRTOL—HF—(Z,
F=H =Y T DOAAL KRN ER S NE ) RRAER Y —nEH S E T,

[56T (Done) 1 %27 Vv 7 LThb, [RfF (Save) 1227V v LET,

Cisco ISE TDERIFRY) o —DER

FREAR U > —1%, CiscolSE 73 Cisco EPN Manager LiB{E T 272 DIZEMAT 570 ha Lz E#H
LFE9, F£7=. Cisco EPN Manager |Zx3 52— — DGR MERT 57 AT T 47 4 Y —
AEREFELET, TAT YT AT 4 YV —AL, 22—V —HFRBEM S LTV DNERE 72134858
TR R—=ATT,

Cisco ISE THERL TE DGR Y o —ITiZ. IRD2ODFZ A THRH Y £9°,
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| 29— EREFAAIZRTHIER
Cisco ACS & RADIUS /=& TACACS+ IZ & % 41 &REREE .

o VUTNWRFGER) — DX AT DRI —TiE, 22—V —OFIEFEHTE LT 1
haVetT AT T AT 4 R ERIRTEXET,

e L N R—ZADHIHARY L — : ZOXATDORY —7TliE, HFa+i57a hartrAF
VT 4T 4 V— A% Cisco ISE [CEMIGRIREI T 2720 0& M2 ERZTEET,

FORETR U 2 —OFEMIC DUV CIE,  [Ciscoldentity ServicesEngine Administrator Guide] @ Manage
Authentication Policies] OFEZZML T 7Z &0,

Cisco ISE CHEGER Y v —&EKT 21213, RO FNRIZENFE T,

ATv 1 EEHa—Y—F 3 AT A EH 2 —P—L L CCiscolSElIcu 74 LET,

RTw T2 [RY— (Policy) ]>[3B5F (Authentication) ] DJEIZZRIR L F 9,

ATY T3 VEREGERY —2 BT 572012, [RU 32— ZA47 (PolicyType) ] £ LT[> 7 (Smple) |
2% [L—b_—2 (Rule-Based) | iR L £,

AT T4 BRLIRY — Z A FIHSNT, BEREREALET,

ATy TE [(R1F (Save) 1227V w7 LET,

Cisco ACS & RADIUS FE 7=1d TACACS+ [Z & B 4} #5525

Cisco SecureAccessControl System (ACS) [TiR7e S 72 <720 £ L7z, FHMic O\ TiX, [Cisco
Secure Access Control System DRFEHE THE IO T A 7 A 7 A& ToOBMLE] 22 L TL
72 &\, Cisco Evolved Programmable Network Manager & Cisco ACS & OfEA Iz oW Tik, 4%
BRI TESNTWER A, ACS L DREEDYR— ME T HIEZ, 202048 H 31 HIZT
ESNTHY, FBRICACSHEMNFEILSND TETT,

Cisco Secure Access Control System (ACS) 1%, #&iE, iv, BLXXT U T 17 (AAA)
\Z RADIUS B XY TACACS+ 71 h = L& L £, wamSLCNDENMmma%#
4 L. RADIUS %7212 TACACS+ 7't | = /L% ffi [l L C Cisco EPN Manager = —# — % #8aLC
TET, S Kn‘wﬁ%ﬁﬂﬁ“éiﬁ/\i a—HP— a—PF—m— NRT—R FFETRT 7
AN, FRER Y >—, AU —HHIZ ED AAA IZHLERFE % Cisco ACS 7 — & _X— AN 5
PRATF L O ?‘éb%ﬁ‘% DET,

Cisco ACS THMEBERARIZ RADIUS £ 7213 TACACS+ 712 s 2L 2 {FE T HI11E. IROX AT %
FITLET,

SV EREEEEIC Cisco ACS AT 2 =DICEITT 23 XY FHMICOLTIH. RESEL
TLEELY,

CiscoACS DH#R—hanH "=V a LTS Z & | CiscoEPN Manager CHav—
ZHER L E T b CiscoACS D/R— 3
v (59 ~X—)

A—H—HERETNARTIER .
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B ciscoAcs & RADIUS 1< 1 TACACS+ I= & B 5h 88325

A—H—HERETNIZRTER |

Cisco ACS C Cisco EPN Manager = AAA 7 7 A 7 & LT
BANLET,

CiscoACSIZZ7 A4 T hEL
C Cisco EPN Manager % 1B l4-
% (59 _—73)

Cisco ACS T —H'— 7L —7 2B L £7°,

Cisco ACS CHO—H— 7
I—TFDOVERL (59 =—7)

CiscoACS C—W—%A{Efk L, & D=2 —H—% CiscoACS D
a—Y— FL—1EML £1,

CiscoACS T = — W —DIERK
La—W— J—TF D —
P—oENM (59 *—)

(RADIUS M]3 2 356) CiscoACS TRy NU—2 T

Cisco ACS T® RADIUS D

T ADFIAE T 1 7 7 A L EVER L. CiscoEPN Manager THERL |38FE 7 10 7 7 A L DOERL (60
Liza—H—na— LRI R A A D RADIUS I A Z LJg k| ~—)
ZEML £,
Gx) RADIUSCiL, —W— X 27 DEMxBIN4 54

FiIH EF¥A, BT —F—a— SN

THEMWIGBMSNET,
(TACACS+ {4 554 ) Cisco ACS TT /34 ZEHLDF | Cisco ACS TD TACACS+ DR
AE7' 17 7 A NV EAERL L, CiscoEPN Manager CER L7z — |GE7' = 7 7 A L DOERL (61
P — L BIOMRE R A A U &2H L7z TACACSH I AKX | ~_—)

LEMEZ BN L £,

G¥)  TACACS+ TlE, =—W— Z 27 0@tz BN+ 5
VENIH Y TR A, ST —F— o — S
W HEBMICBMENET,

CiscoACS TT7 7 A h—ERZ{EK L, 77X —E R
DRV —iELZERLET,

Cisco ACS T® Cisco EPN
Manager 17 7 & A H—E X
DIERR (62 X—7)

Cisco ACS Tutqu-J‘ U /»«}Eﬁﬁl é"ﬂzﬁkb T A 57/])7
(%Y NI—2 T EBRAERITIT A ZEH) ITESWTHR
FEFIFT 2L T T A VY BT LET,

Cisco ACS TOEFER Y v —
=L DIVER (63 X—)

CiscoACS TH—EREIRRFN Y o —%2RE L. BIEERIZT

CiscoACS TOH—tE X &L

7R P—ERAEED Y TET, 7 vary R vr—0RE (63
)

Cisco EPN Manager © RADIUS % 7213 TACACS+ #—/3— & L | Cisco EPN Manager ~®

T Cisco ACS #3 B L F7, RADIUS % 7213 TACACS+
P X—DEM (493—)

B 2 ERETNARTIER



| 2—5F—#REFRARTHER

Cisco EPN Manager TH7R— k &t 5 Cisco ACS D/A—2 3 > .

Cisco EPN Manager #—/3— T RADIUS & 72 {3 TACACS+ & — | Cisco EPN Manager #—/3— |-

REHELET, T RADIUS 7~ 1 TACACS+
E— RNEHRTETDH (650 L—
)

Cisco EPN Manager TH7/R— b &Hh % Cisco ACS D/\—> 3 >

Cisco EPN Manager |4 CiscoACS5x U U —AZHHR—FLTWET,

Cisco ACS (2%~ 54 7> k & L T Cisco EPN Manager #1013 5%

ATy T
ATy T2

ATvT3
ATvT4
ATy TH

ATvT6

admin = —4*—& LT CiscoACSiZu 7 A > LE7,

EDOY A A= 0, [Fy hT—2 1) Y—ZX (Network Resources) [>[#v kT —% T/84 X (Network
Devices) |>[1Y hT—U TINARE LUV AAA U547+ (Network Devicesand AAA Clients) ] DJIE
WL ET,

[*y RU—2Z 5314 X (Network Devices) | ~~—C [{Epk (Create) 1 %27 UV v 27 LET,
Cisco EPN Manager h—/S—DF7 A 24 L IPT RLAEZ AT LET,
FBFEA 7 2 T [RADIUS] £7-13 [TACACSH] Zi@R L., LFMEEZ A LET,

GE) ZoHHHFREIX, Cisco EPN Manager C Cisco ACS #—/3—% RADIUS & 72 1% TACACS+ H—/3—
ELTEMULIEEZICAN LI WE LT —HT 2L 91T LET,

[#{E (Submit) %27V v 7 LET,

Cisco ACS TH1—H— FIL—TD1ERL

ATy T
ATvT2

ATvT3
ATvT4
ATvT5
ATvT6

admin = —4—& LT CiscoACSiZu 7 A > LE7,

DY A RR= 5, [A—H—& ID R M7 (Usersand ldentity Stores) | >[FA T T4 T4 FIL—
7 (Identity Groups) ] DNEIZEIR L E 7,

[TAT T 47 47— (Identity Groups) ] ~—C [{Eik (Create) | %27 Vv 27 LET,
TN—TD4ATERAE AT LET,

2= TN—TFDHE XY NT—7 FNA AT N—TF IR T,

[EE (Submit) 1227V v 27 LET,

CiscoACS THOAL—H—DERELI—YF— T IL—T~AD1—F—DEM

ATy T

admin = —4—& LT CiscoACSizu 7 A > LE7,

A—H—HERETNARTIER .



1—HF—HRETFNIRT7IER |
B ciscoACS T RADIUS BOREEE T O 7 7 A L DR

AT T2 EROYA FAA=n6, [A—HF—EIDR 7 (Usersand Identity Stores) | >[REIDX 7 (Internal
Identity Stores) ] >[1—H— (Users) | DIRIZEIR L 7,

AT 973 [NE=—+— (Internal Users) | X— C[{Ek (Create) |27 U v 7 L%,

AT T4 ROVEFMIERE AT LET,

ART9IS [TAT T 474 Z—7 (Identity Group) | 7 « —/L KT [i#R (Select) | ##R L T, —H—2%E|
DU TEHa—H— TI—T5@RLET,

ATw 76 [FEIE (Submit) 1227V v LET,

Cisco ACS T RADIUS DRI 7O 7 714 ILDERL

AT 7 7 A NVEER LT, SESERFA TO2—P—IZFxy NT—=T~DT 7 B A%
T?%ﬁ&% F#LET, =& ziE, ww&ﬁ%ﬁbfz/hv DT I AR D
=P =21, BB E N L TRy b= ~DT 7 v A B b 2—F =L Lk L < B
D&ﬁ_k% FCTEET,

TNA AEEA ORI 1 7 7 A )V EERT 5 121%, CiscoEPN Manager WIZ/ERK L 72 = — 3 —
n—yL, A7 AR A A BT 5TV D RADIUS H A Z Mg 2B I03 5 S 3
&)D\i—éﬂo

(G¥)  RADIUSOHH, ¥ A7 Otz BNt ica—F—n—LoEEzBNTEEd, ¥ A7
Z—H—n— K-> TEHMITEMEINET,

CiscOACSERIE 7 7 7 A VB LR Y > —DFEMIZ DV TiX.,  [User Guide for Cisco Secure
Access Control System] AR Y —ERIBIOT 7 A R o—OFHIZEHTIEELSRLT
<&V,

Cisco ACS C RADIUS AADEGE T 2 7 7 A VEVERRT A I21E. RO FIEIZHENE T,

1R8O HHIIZ

RADIUS D& ® Cisco EPN Manager 7 2 % L@tz st 2@ L= A v HE L CR& %
T, WOFIETIH, ZOFE#H % Cisco ACSIZIEMT HHLERH Y £,

* Cisco EPN Manager = —H#— m—/L L X 27 . 5B L T 7Z &0, RADIUSE LW
TACACS+ 0 Cisco EPN Manager = — ' — /' /L—7 L — L@l n = 7 2K — k(27 ~4—
V)

« Cisco EPN Manager {548 K X 1 > : RADIUS 35 L O TACACS+ @ Cisco EPN Manager {48 K
AAVBHEOTZ I ZR—TF (462—) LT E X,

ATy BHa—P—L LT CiscoACSIZu /A LET,
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| 29— EREFAAIZRTHIER
Gisco ACS T TACACS+ DERsE 7R 7 7 4 Loter: [

ATw T2 EMOYA RAR—nk, [RY) —EHK (Policy Elements) | > [E23E& 27 (Authorizations and
Permissions) [>[#v kT —%2 79t X (Network Access) |>[sBsE 70 7 7 4 JL (Authorization Profiles) ]
J”/E\ — E'j{){l Li—a‘o

ATFv T3 [{ERk (Create) 1227 U v 7 LET,
ATy T4 [% (Generd) | ¥ 7T, Sk 7 7 A L DLARHTEAE AT LET,

27975 [RADIUS B (RADIUSAttributes) 1 % 7% 27 U v 7 L, BUFIZOWTO RADIUS 11 A % LMD 5470
UANEBEO AT ET,

o L —P— m—/L
o AR R A A
GE) a2—HF—FRIEFBNMTHIESIT. b THR—A A=a— T I 8AZAZE2EBMLTLIEE N,
:h!i%‘zﬁb’c\j‘o

ATv 76 [FEE (Submit) 1227 U v LET,

Cisco ACS T TACACS+ DRSO 7 7 A ILDYERK

T A ZEBROBFET 1 7 7 A W EAVERT H121%, CiscoEPN Manager CERR S 4v7z o — 4 —
B —/LEB L OMRAE B A A AZBEAHT ST D TACACSH B A X L JEMEZ BN 2 LER B
vET,

\}

() TACACS+ CiE, =—¥— # 2/ DEMABNT 2 HELH Y /A, ZHbIET—Y—n—
_%’Db\fﬁibﬂ’] iEmEnEd,

CiscOACSERFET 1 7 7 A VLR U 2 —DFEMIC W TIE,  [User Guidefor Cisco Secure Access
Control System] DRV V—FER LT /2R RY v —OFBICEHTLIEEZZRL T EE0,

Cisco ACS T TACACS+ OFIE 1 7 7 A W AEAERR T A1, IOFIELEFEITLE T,

1R8O HHEIIZ

WIZRT 3T D Cisco EPN Manager 7 A X LgEHEO U A MRS L Z L 2R LET, ROF
JIECIX., ZOfE#H % Cisco ACSIZIBMNT HLENH Y £,

* Cisco EPN Manager = —#— m—/L L X 27 . 25 L T 7Z S0, RADIUSE LW
TACACS+ @ Cisco EPN Manager == — ' — 2 b—7 L o — V@O 7 ZAH— k(27 ~2—
V)

« Cisco EPN Manager {8 K A A > : RADIUS 35 11X TACACS+ 0 Cisco EPN Manager {48 K
A CBHEDT 7 AR b (46 5—Y) EBMLTIES L,

AT 71 admin=—#—& LT CiscoACSIZn 7 A » LET,
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1—HF—HRETFNIRT7IER |
. Cisco ACS T Cisco EPN Manager 7 ¥ £ X 4 —E XD1ERL

RTY T2 EROYA FAA=06 [R)—FEFK (Policy Elements) | >[FR5E& A (Authorizations and
Permissions) | >[7T/34 AEHE (Device Administration) ]1>[> )L A7 74 )L (Shel Profiles) ] DJIE
WZEIRL £,

ATv T3 [{ERk (Create) 1 %227 U v/ LET,
ATy T4 [#% (Generd) | # 7T, RiET 7 7 A LDAFTEHRHEZAD L £,
RATY s [ AX LEME (Custom Attributes) | % 7% 27 U v 7 L, IRDT AT 5D T TP TACACS+ B A X L@tk
DY A BFZIEVATTET,
« X AY BETA—Y— m— L

s AB R AA

ATw 76 [#EIE (Submit) 1227V v LET,

Cisco ACS T Cisco EPN Manager 7V £ X 94— E X DR

TR AP —ERIZIE, T BAEROBABLOEAIRY —NEGENTWET, #HHEG
(F A 2 (TACACSH) % hU—27 77+ A (RADIUS) 72 &) Z &R BT
YA P —CREBERTE £,

CiscoACSTT 7 A —ERZAENT 5L EIZ, P—ERIZFENDIRI —DF A T LR
Vo —EEERLET, &AL TS ZAEHERLR Y NT—7 T 78 2AHORY —2b
D\i‘g_(]

GE) H—vERBRL—LEEETIHNC. T7EAV—EREERTALERNLY TR, —1
AR — % ERT HLEEH Y A,

Cisco EPN Manager D ERkIC T 7 & & H— B R %AERT 2121E, kO FIEEFTLET,

ATy 1 BHa—P—L LT CiscoACSIZu /A LET,

AT9 T2 EOY A RAN=Inn | [FI2ERX KR — (AccessPolicies) | >[7 7 R —E X (Access Services) ]
DIFEIZER L E T,

ATy T3 [{Ek (Create) |27V v 7 LET,

RATYT4 TIRAY—LAOLRTIERAZ AN LET,

ATYTS 77 EA P —ERADORY v —ELERT LD, ROWTNIDOF T a U ERRLET,
o [—ERA T 7L —h X—2 (Basedonservicetemplate) | : EFF AT > 7 L— MIIESWZRY
V—EERT VA P AEERLET,
o [BEFDOH—E A X=X (Basedonexistingservice) | : BEfFD 7 7 € A —E R ZESWeARY —%

EGLT VA= RAEERLET, 2L, HILWT 7R F—ERAIEFEO—EZADR Y
U= —VEEENTE R A,
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| 2—¥—#REFTNIR7H+ER
Cisco ACS TORIERY v — L—L ot

o [—HF—FIROP—E 2 ¥ A7 (Usersdectedservicetype) | : 22— —NT7 /A —E2DX A7
EERTEET, BINARERA T > a Uik, *ry hU—27 727X (RADIUS) | 7 /34 ZEH
(TACACS+) | #Mf 7 m % (UM RADIUS %7213 TACACS+ h—3—) b0 £,
ATFYT6 [k~ (Next) ] 227V v LT,
ATYTT Y—EA T 7 LR TE HRGET 0 b 2L 2L £,
ATy T8 [T (Finish) 1227V v 7 LE9,

Cisco ACS TOERIER) — IL—ILDYERL

AT 71 admin=—#—& LT CiscoACSIZrn 7 A ' LET,

AT9 T2 EMOY A RAN—=nn, [T AR — (AccessPolicies) 1> [7 49 A% —E X (Access Services) | >
[—E X (service) 1 >[E25F (Authorization) ] DIEIZER L £,

ATy T3 [k (Create) |27V v 7 LET,

ATy T4 L— NG EAN L, L—b AT —F ZERIRLFT,

AT TS L—LOYESMEERELET,
eziE, vhr—var, TRARAFALT FFER LIc2—Y — 7 A=A SN TA— L EER T
EF7,

ATYT6 *v FU—7 77 A (RADIUS) DOFRFER U — — L EAERT D581, kR Y v — b—/Li~ v
VST ANERIET e 7 7 AV EERLET,

HABNE, TN ZAEH (TACACSH) DOFBFEAR Y or— — V& AERT A35E 1%, BiER Y o — L—)LiZ
v U TTANEY 2 Ta T AIVERIRLE T,

GE) BEOBIHETO T ANEFIT L 2N T T 7 ANNEFET AT EIER O EWIEIZ A~
AHVENRH Y F£9,

ATF9TT1 [OK]Z27 Vw7 LET,

Cisco ACS TOH—ERX LY ar Ry —NDETE

F—bER L7 ary R —Tik HEEERICEHTL27 78X $—ERAZRELET,
7-& 21X, TACACS+ 7V ba v EHT A7 7 B RAERIZT NS, ZAEHT /A P—E 2%
WHTA—t 2L 7Yy RYU—FH/RETEET,

WDO2FHDOY — LA LI gy R —2RETEET,

HRY—EA L7 ar RYU— TRTOERICFALT 78X —E 220 L
7,

=L R—ZADHP—E A LT g RY— 1L EOEME FOME (HEEK
WCEHASNAT 7R F—ER) BRBEINTWVET,

P—bER L7 var R —2RET DT, WOFIEZFATLET,

A—H—HERETNARTIER .



A—H—HERETNIZRTER |
B ssoics a5z

AT 71 admin =—#—& LT CiscoACSIZn 7 A » LET,

AT9 T2 EMOYA RAN—=inn | [FTOERX KR — (AccessPolicies) | >[7 7 R H—E X (AccessServices) |>
[P—EX L3> )L—)L (Service Selection Rules) | DJEIZER L £,

ATY T3 HiRY—bR L7 vary R —%2RETHITE, [HHROBER (Singleresult selection) |4~
var AREEIZY 7L, TRTOERICEHAT AT 7R —E A Z IR ET,
FE, N AR—ADY—E AV L T v a R —ERET DT, = ADORE BRI (Rule
based result selection) | 47> a v & &AL, [1EK (Create) ] 75:7 Vw7 LET,

ATy TE V=N EASTTL, —IL AT —Z ZAEBIRLET,

AFYTE P—ER LI var KU —DFr kil LT[RADIUS] %7213 [TACACSH #3#4R L £,
ATvT6 LELEAFELZHREL, BEERICGHEAT L7 7 A =X &R LET,

RTFyTT [OK] 22V w7 L, [EEOMRSF (SaveChanges) 1427 U v 7 LT,

SS0 I & %5 ERERELE

(RADIUS £ 721% TACACS+ — _R—DHEEIZ )b HT) SSOZEy T v 7B LOERT
BIZIE, TNHED Ry 7 2SR L T TEE,

* SSO Pr—/3—DiEfN (64 ~—Y)
- SSO H— "= DHlfR (65 ~<—2)
* Cisco EPN Manager —/3— L TSSO £ — R&EHETDH (653—)
Cisco EPN Manager Cix, SSOH A v A v X—=Yorn—h IV B—r a2 R—FLTWHEHE
P
$S0 H—/X—mM3EM

TIA~ Y =Nl Ry 7T T —N—3E E D ] R BEIC Cisco EPN Manager 73
BASINTWAEEIEL, HA R TO SSO h— "—OREDFIEAZ S L T IZEW,

Cisco EPN Manager (213 K 35D AAA r—_R—%RETE £,

ATy 771 [EE (Adminigration) |>[1—H— (Users) |>[2—H—, B—J)L, EXWAAA (Users Roles& AAA) ]
ZIIR L, [SSO H—/N— (SSO Servers) | # &N L E 5,

RATY T2 [a~w2 FORR (Sdectacommand) | ke vy 77X w0 U A b, [SSOY—/3—DiES1 (AddSSOServer) |
ZBEIRL, [347 (Go) 227V vy LET,

AT 73 SSOMEMAEASNLET, SSO ¥ —/N\—FBFEER D Y — S — R T[RIEI TR K 3FITT,
ATy T4 17 (Save) 1227V v 7 LET,
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| 2—¥—#REFTNIR7H+ER
sso4—ri—oui [

(GF)  SSOH ==L LTHEMALTWD EPNM —"—%ZBMT252 L6 TEET, [A7TY FOFER
(Selectacommand) | Re vy XU X hnk, [SSOY—/\—& LTEHEZEM (Addsdf as
SSO Servers) | #iER L, [EfT (Go) 1227V v 7 LET,

$S0 H—/\—DHIkR

EPNM (ZEM & 72 SSO H— _—%HIfR & £4, SSO — —ZHIR+T212iX. ROFIE
BFEITLET,

ATy 71 [EE (Administration) ]>[1—%— (Users) |>[1—H—, B—J)L, BKLWAAA (Users Roles& AAA) |
R L, [SSO ¥ —/3— (SSO Servers) | =N L E T,

ATY T2 BIBRT 5% —"—%BIRLET,

ATv 73 [T FM#EIR (Sdectacommand) | Ke v 7X o U &2 Rk, [SSO H—/A—DHIFR (Delete SSO
Server(s)) ] @R L, [EST (Go) 127V v/ LET,
ATy T4 [OK]Z27 U 7 LT, —"—DHIREZMELET,

Cisco EPN Manager —/\— LT SS0 E— FZ &R TET %

SSO #— 3= SSO 7 T4 7 > MIBME iz & &I, SSOHREIZ L > T CA FEBE A AR
INET,

CiscoEPN Manager i, CAB L O HCEAGEAEL R — N LETH, ZOHAE, SSOZ 74
7 R B L OSSO Y — S— Dl 128 B — S —D5ER(ER K A A >4 (FQDN) AiEHED
CommonName (CN) 7 4 — /L RIZEENTWA Z ENMRETT, ZoOW—_"—L, IPT KL
A5 FQDN IZARTRRCE 5 2 ERMETT, I HIT, AA M FQDN O b iEdD =
A= b —HTHXLENDHY 3, SSOITITIEME: DNSFRENMLIETY, EREM A
A% (FQDN) Z{iH L CDNSZEHTHMLENRH Y T3, =& 21E, FQDN ZfiH L T
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