AVITSGAT UOREFRA LR EDEERD

E1T

c AT TAT UV ABEDOEITHIE (13—)

e AT TAT L ABEEDAMNMEE LS (2—)

eHLWa LTI T AR —DIERK (32—)

e AL TFIFTAT LA RY — L—LDOER (32—Y)

R V=L NN—REENTNWDLALTTAT A TR T 74 VOIER (10 —)
ALV T ITAT VAR T O T A NDA UR— FBLRT 7 AR —F (11 —2)
e AT TAT UV ABERDET (12—)

e AT TAT U AEEDFEROF R (138—)

EN Y 3 TOFEMOER (14 2—)
 EEORMB L OEK DY~ ) —FlOFR R (15 3—)
CcTNRARADAL T TAT AENDEE (16 X—3)

s EEDORMB L OEK DO~ Y —FEloRR (17 3—)

AT TAT VAR =D R —FBLOPT S AR —F (18 —)
AT ITAT U ARY—=XML 77 A ND AT Y DFR (19 3—)

¢ PSIRT 38 X O EOX D #ER (19 ~—2)

AVTSATUOREBEDETHE

ROFIZ, AT ITAT o AEREEZH T 2120 DA FIEZ R LET,

L] SHRE -

L\ 4R OFHTFA M2 EGthea TIATUARY [FHLWary 747 A RY —
T ERLET, DIERL (32 —Y)

2 1 arFIATARY —IZ—LEBEMLET, OV T ITATUARY — )b—)b
N—VTERK R T Db 0EHBELET, DYERR (3—)

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B - 57 xxmoapissvEmit

3| (Ry FI—I FALATERLZFATTHOICHH | R o —L—ARnEgEhTn5
T5) a5 AT ATa T ANLNEER L. RO |2 TI5A4T A Fa7rALD
FEZEFITLET, 1R (10 —2)
A VTITIAT AR —FFDOT T 7 AT
‘it x4,

EERIZEDARY — L— L ERIR L FT,

U707 7 A MDD T AR LR 2 —ROE T
BDYAT AR —mBMTEET,

4|\ a7 7 ANVERIR L, BEEY s 72T a—Y v |arro4 7 0 AEEDFEIT (12
JLT, av 547 RAEREZFATLUET, ~N—)

SN av T IAT UV AEROFRER R L, REISLT|ar T o747 v AEEDREROE
ENEEELET, Rr (13%—Y)

AVTSAT7UOREEBEOEDES K UVEDL

AT TAT AL, T AREN—ATA L EERRY —EFEHLT, Xy FU—
7 TNAZAOREOHRMERT L CETIELET, —HOa L FIF3A4T A LER— MNIVAT
LRT F— VAT DARENENRH D720, T 7 40 F TIRZTENIZ > TOET,
AT TAT UARREEANCT DI, ROFIREFEITLET,

\)

GE) ar7I4 7 AMEEAERT 521X, ¥ AT 45 [Cisco Evolved Programmable Network
Manager InstallationGuide] TIEESNTWA T 07 = v a ¥ A D0 FEMERT-+ %
B FET,

(GE)  CiscoEPN Manager C, a2 7' I A 7 U ABEEEZBHZTHE, GUIMDHLDa LT T4 T A
DI IR Y, Ny 7 T RTOaryF o747 VAT —ZOIUEMEILLET, =277
ATV AREEEIESE D121, —H—73 Cisco EPN Manager h—/3— % FiL@h L CTF /3o
AT 208N £7,

ATy 71 [EE (Adminigration) ] > [ERE (Settings) ] > [P R TLERE (System Settings) | 2R L, [—H%
(General) |>[H¥—/3— (Server) 1 Z#INLET,

ATy T2 [avT T4 T A P —E 2 (Compliance Services) | DFED [F4{t (Enable) | %227 U v 7 L. WKIZ [£RAF
(Save) |27 Vw27 LET,

ARTF9T3 77V r—varbEmEELET,

B o 517 R EFERALEBREOEEDET
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| 20 F547 R EERLEREOREOER
HLLar T35 702 Ky v—ots ]

RTYT8 THRAAA RN EBEMLET, FIEE LTE, [ bY (Inventory) [>[*y hT—27F
A A (Network Devices) | DIEIZIEIR L, T XTOT A ZERIN L%, [FH (Syne) 1227V v 7 LE
7
GE) N—=Va3r307 v 77 L— KT DRI CiscoEPN Manager T2 > 774 7 2 ANRHNI 72> T
WA, Ty 77 L— RRIZ[VAT LRE (SystemSettings) | T2 7T A4 7 2 AR/
VET, 2—P—iF, ZOHETHATLIFIEES TFETa L I IA4T U AZHINTT HME
N E£T, ZOEAIE. CiscoEPNManager - —/S— DO FEE & 73 AOFHFEWIILEDH Y £
A,

FLWIVTSATUORR) —DIERK

EOR)—F oL — LN ary 547 AR —FERRTX £9,

ATFv 1 [RE (Configuration) | >[a>F54 7R (Compliance) | >[7K') &— (Policies) ] Z&R L £,

AT9 T2 O[22 T T4 T A KY v— (CompliancePolicies) | &% — g VHEIICH D [T T4 T A
ARV v —DERk (Create CompliancePolicy) | (+) 7 A a2 %27V v 7 LET,

ARTY T3 AT a TRy 7 RALHTEALEOBBAE A L, [{Ek (Create) |27 U v 7 LET, WU —nNEMO
[2> 7 T4 T A KRY— (Compliance Policies) | 7 &7 — a U HEIICBINS U E T,

WY =% l/]THI12T, RV —F 7 a o R2 2@ RL, [ (Duplicate) 1227 U v 7 LET,

~ i -~ 2 N >

AT AT AR — IL—ILDIER
AV TIAT VAR = V= VET Ty F 753 —LEETHY, T34 ADEN L R E
N2b0ETERLET, £70. EXEBEETDHCLI a~v L REL—LZEDDLZ L TEE
T, AT ITAT UV AEERY a 7ERETHRICERICEDANV—NERBNTEET (a7
FTAT U AEREDOFLT (12%3—=2) =&5H)
CiscoEPN Manger iZ, AireOSU A YLV ALAN =2 he—F 75 v v 73— L2 DEREZ VR —
]\ Li‘é‘(}

AT 1 [&E (Configuration) 1>[a>F54 72X (Compliance) 1> [R') — (Policies) | Z#R LT, A1
DFET—a VEENORY — @R ET,

ATy T2 VEEMEEASA VD [HH (New) 1227V w7 L, HiLvb—n a8l £4,

BT 2= H 55613, [HHE (Duplicate) |27 U v 7 L, A—/b&ifHE L TH LWARTCRFET
LI LENTEETS,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B s —roxpersoay

ATV T3 = VOREEEZ AL THLWIL—LEHRELET,

(GX)  Cisco EPN Manager |3, 7XCD JavaX—ADERFHEZVHR— ML TWET,
http://www.rexegg.com/regex-quickstart.ntml 2 2 f8 L T < 72 &0y,

a ZA h. @, BLXOZoOMOERE [V—1E#H (Rulelnformation) | 7% A kb 7 4 —/L RIZ AT
LET, ZOFERIT, 7V —TFTFARTHY, V- VOREITITEELEHA,

b) ZDN—IVDRRT A A% [TT v N7+ —LDER (Platform Selection) | sEIKIZFEE L £,

0 (EE) [v—DAM (Rulelnputs) ] 5EIET. [Hif (New) 122U v L, _0)/1/~/1/78/é\./u“6‘b\
LR = OFETRHC = —IZRRTHAN 74—V RERELET, 2L 2E, IPT FLADOA
NeRDLTar 7 eRRTEET,

GE) [BEOMEDAZR (Accept MultipleValues) | F = v 7 Ry 7 Z&F A LTZHAIE. TXTO
=V AT =B L TV LGEICOREEIZEHR L ET,

d [&f& 72 a2 (Conditionsand Actions) | fEIk T, [Hi#l (New) 127 U v 7 L, WeBTHHEHES
BELET, ZHICKY, V= LDOEEDOFRERRELET, il L—LOFRMELET 7 gy (4
M=) OFlEBBEIZ L TIEE,
ATy T4 [{ERk (Create) 1227V v 7 LET, L—ANa LTI T AR —2BMENET,
MBI I N— NV EERRCE T, AT a 72T T HHE8,. RiET 5V — LA RIRTX5 2%
HZTRNTLLIEEN,

GH HLnary 7 IA4T7 AR — = VEER LT EE, EREBAZMFEHL OV— L Eida~
U REBRIET A1, Java EAEFRAFH L X227 A M2 L2BEIOLET,

RDBERY

AT GAT VAR =L FON— N EETT O T A NEER L., FOT 0T 7 A L5
ALTEE2FEITLET, R =LA —ARNEENTWEaALTIALAT AT T 7 A 1D
ERR (10 X—) ZZBL T LI,

Bl IL—ILDEHET I Y
B LT 7L g LD TN RTRE ST DNSH— 13— (4 ~2—2)
fil Ty AT gy (5—Y)
S MEBIOT I a ol a3 a=T g CFEE] (T—)
KEBEOT 7 a vl 10SY T Ry 2T A=V gy (88—)
c B IOT Vv a D NTP Y — N—D T EME (92—)

FHEESLUTI2a 0 TNA RIZERTE Stz DNS H—/\—

TDaryFI AT A RY —L, IPnameserver 1.2.3.4 £ 721X IP name-server2.3.4.5 73 F N
ARATRESNTWDENE I DEERLET, RESNTWAEA, AU —IiL IDNSH—
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N—%Z1234%72132345L LT

| 207547 v REFERALEBEDEEDEST

Ean=—1

Ax &

pl: 5nvsr7var I

THYENH Y £ (DNSserver must beconfigured aseither

1.2340r2345) | LWH A v E—VTENRERESETET,

27 2 JEE Z14—ILE E
[HDEME | [FHEEOFH SRAE D % & (Configuration)
(Condition | (Condition Scope (Condition Scope)
Details) ] Details) ]
S —EAEE {7 X&—HIHEET,
(Condition Match :
Criteria) Y[R ip name-server {1.2.3.4|2.3.4.5}
FOa D | —BTOaAVOE | TV varyOER ERKITEELEEA
F¥# (Action |#R (Select Match (Select Action)
Details) Action)

=T arm
ER (Seect Does
Not Match Action)

T v DER
(Select Action)

B R SED

ERA = A
7" (Violation
Message Type)

PR DR A v

BT ¥ A b
(Violation Text)

DNS #— 3—% 1234 £7-1%
2345 L LCERETHLENRDHD
F9

Bl: gy ATvay

ZDaAVTIAT AR —TlE, HOFEEDT 0 v 7V NITEZSINTWADARIEE 21T RA

ROSNMP A X 2 =7 4 LFFINH LM E I EMRELES, 7oy 7 NTHRITENT

RN

AU —iF EBINTWARWVWII 2 =7 ¢ XFFI<LI>%2HmH LE L7z (Detected unauthorized
community string<1.1>) | W9 X v =V TERKERE L, T XTOIEEN SNMP L7251 %
Tay 7 hoHIRLET,

I nformation)

57 5 TRk J4—ILK &
IL—ILIESR JL—)L Z A k)L |Simp-server community having
(Rule (Rule Title) non-standard entries

TS5 bk CiscolOS 7 /31 A, Cisco |OS-XE 7
T+ —LDE INA A

R (Platform

Selection)

Condition 1

av IS4 7 REFERALERENETOET



B 5 oovsr7oas

[ESEOET
(Condition
Details) ]

AVTSATUREFRALEREDEETOET |

[HEHEDOFFEE | SO € (Configuration)
(Condition Scope | (Condition Scope)
Details) ]
JOovy AT 3|7 ay s BkGEEL | shmp-server community .
> (Block (Block Start
Options) Expression)
(ZoO7 44— K
X, [Faey 2z éL
THEMT (Parseas
Blocks) | F= v 7
R 7 AN T
2o TWBIEEITD
HAENZIRY £7)
FH—HEE HE T Xé—FHsHEET,
(Condition Match :
il snmp-server community (.*)

Criteria)

Toarm
SE# (Action
Details)

7o arm
#EIR (Sdect Match
Action)

T a rDER
(Select Action)

Y
A

%217 (Continue)

r—¥MT7oay
DR (Select
Does Not Match
Action)

T a rDER
(Select Action)

BERARERAESEETA (DoesNot
Raise a Violation)

Condition 2

B o 517 R EFERALEBREOEEDET



| 207547 v REFERALEBEDEEDEST

\)

&HBEUTI Va0 0h : a32=7 %55 [

[EHOFE | [FEEEDOFHEM | KMEOHM LIRMZ—%% L7=7 v v 7 (Previously
(Condition (Condition Scope | (Condition Scope) | Matched Blocks)
Details) ] Details) ]

JOvs £ Fva|7ay s BIEKS | smp-server community *

> (Block (Block Start
Options) Expression)

(74— F
X, [Faey sz éL
THEHT (Parseas

Blocks) | F= v 7
Ry 7 AN T
2o TWALERIZD
HAENZIRY £T)

EH—HEE AT X&—FHwEFET,
(Condition Match
Criteria) fiE

snmp-server community ((public
RO)|(private RW))

THOLa D | =TI D | T arD@ER |47 (Continue)
SH4A (Action |EIR (SdectMatch| (Select Action)

Details) Action)
F=EBTF7oav | T a rOER | ENEREIEET,
DEIR (Select (Select Action)
Does Not M atch
Action) HERXA Y=V & | 2= —EROERA -
A 7 (Violation
Message Type)
EXT ¥ A KBREhTWARAWII2=F 4 T

(Violation Text) Fl<11> %R LE L7z, (Detected

unauthorized community string <1.1>.)

G¥)

LREOBITIE, BHIOKRAETO—BHEET L1, 12728 LFOET, 2FHORETO—HHE
B3 21, 2272 ELFUET,

FHEREUVTILaV0H a2 =T 4 XFS

ZDarTIATAKRY —E, snmp-server community public % 72 13 snmp-server community
private?s (BE L7V TS ACRESNTVIOIDNEHERLET, RESNTVDLEHA,
RV —F Ta3a=7 4 AU U IZXOXDBEE S AL TWET (Community string Xoxx
configured) | £\ 9 A v b=V TEKERAESEET, 22T, oxITROIC AN > TEK
<7,

av IS4 7 REFERALERENETOET



B zts:070v300m 108VT ko7 K—Tay

AVTSATUREFRALEREDEETOET |

27 2 JEE Z4—ILF &
[REDFEMR | [FEEEDOFHEM | Stk % E (Configuration)
(Condition (Condition Scope | (Condition Scope)
Details) ] Details) ]
S —HEE O XE—HIHEET,
(Condition Match , P
Criteria) i snmp-server community { public|private}
FHOIavo|—HBT7oarvn |77 varOER | EREEEIED
FH#A (Action |:#R (SdectMatch| (Select Action)
Details) Action)

=7 oav
DER (Select
DoesNot Match
Action)

T a v DRIR

py
A

7 (Continue)

(Select Action)
BENA Y=V ¥ | 2= —TERDOERA vE—
A =7 (Violation
M essage Type)
ERT XA R I 2=F 4 AFY T 000X DR

(Violation Text)

ESNTHWET,

EHBLUVTO a2 0f 108V T DT TF7 IN—2 30

ZoarrFIA T A RY —E, CiscolOS Y 7 b =7 O/3— 3 > 15.0(2QSE7 23T N A
ANZA AP ENTW LN E I PEHERLET, A VA b= ERTWWgEE, R

T—I% Tshow version® 7712 SCFFIxxxxx 23 7 £ TV VE T (Output of show version containsthe
stringxoxx) | EWVNH Ay =V TENKEZREITET, I Txox(X15.0(SE7 & —K L7
WCiscolOS V7 h T =7 N—T 3 T,

Criteria)

427 2 JtEE TJ4—ILK e
(UM |[SHGEEOFE | SrhoHE TNA R a<wr KT
(Condition | (Condition Scope | (Condition Scope)
Details) ] Details) ] :
show =<2 K show version
(Show
Commands)
SH—HEE i L1 Y G e
(Condition Match
it 15.0(2)SE7
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| 207547 v REFERALEBEDEEDEST

Toarm
# (Action
Details)

—®B7oarm
1ZEIR (Select Match
Action)

T a v DFER

#tsEUTova 00 NPo—r—orEl ]

(Select Action)

%17 (Continue)

T varyOER | ERERESEET,

(Select Action)

—B7oav
MIER (Sdect Does
Not M atch Action)

BYAvE—Y X | 2P —EEDENA v E—T
A 7" (Violation

Message Type)

show version @ H /712 SCFH xoox 53
BENLTHET,

ENT XA b
(Violation Text)

FHEEEIUVTI 23206 NTP H—N—DREM%

0arIIAT AR —iF, TAAATa~vy Kntpserver 3072 & 2[AF RS
LMEIDERRLET, RSN WEE, R —id, DL BE25DONTPY—/—
EAERT DM ENH Y £ (Atleast two NTP serversmust beconfigured) | &) A v &— T

EXEREIEET,
27 2 JHEE TJa4—ILE [
[HOFME | [REEBE O At D#iPH (Condition | 7% 7E  (Configuration)
(Condition | (Condition Scope | Scope)
Details) ] Details) ]
SH—HEE AT K& —HIHEET,
(Condition Match
Criteria) il (ntp server.*\n){ 2,}
FTooay |—HTOLaVOE |77 varDER %17 (Continue)
D R (Select Match (Select Action)
(Action Action)
Details)

T a DER ENERAEIED

(Select Action)

A—EBT7H3rm
3EIR (Select DoesNot
Match Action)

ERXA Y=V #A | 2P —ERDOERA vE—Y
7" (Violation Message

Type)

ET A b
(Violation Text)

NTP #—/—% 2 DPL EERET
DMENDH Y T,

av IS4 7 REFERALERENETOET




AVTSATUREFRALEREDEETOET |

B «o—cn—amagncnsarIsq7oz Fa77 4 Lok

R)—EIL—ILAEENTWNSOVTSAF7RTA
274 ILDERK

AT IAT A Ta T AL, 128 0 a o534 T AR —NEENTVE
T, A TIGAT AR —F T T A NMGEBNT A E, TRTORY — L— NS
o7y ANMCEAENE T, EOARRY T —— L EBINTAZ L (BXO, oMz EHE S
HZE) T, T ANENAR~, ATEET, BEOR) L —2T a7 7 A NI N—
T DHE =N ERY —TEIER LY, BREMERTDHIZENTEET,
J—h a—HP— FHE—Y— FHEFRA—NRN—a—H—-LLTarITAUTIHHEET. K
DEANEZITZAET,

e 7y ANDIERL, M. HIFR,

o [RVU T — (Policies) ] ~— Y TIER L7/ —/L DR,

G¥)

[(ZDM) Oa—F—0NBET 7 > a U E2FATTDHITIE. IROX AT HERZHINCT D MLEER
HYET,

[T TATUREERE T 0T A VT 7 A (Compliance Audit Profile Access) | : 7'm
TrANEFATBIOERH L, 7077 A VNORY v —2BRT 5,

[T TAT AR T DT 7 A NVET 7 & A (ComplianceAudit Profile Edit Access) ] :
ALTIAT UARERET 0T 7 A NVEERB L OWRET D,

X2 27 FERRIL, [BE (Adminigtration) | >[1—%— (Users) |>[2—H—, B—J)L, LU
AAA (Users, Roles& AAA) |>[1—H—4)L—F (User Groups) | X— Y ChEGBTE %7,

(2T IAT VAR T 7 7 A ~DT 7 A (Compliance Audit Profile Access) | % A7
MERAZTFIR L CWRWe | [ar T IA4 T ABEE T a7 7 A VOFRET 7 & A (Compliance
Audit Profile Edit Access) | # A 7 HEIR AR LTV T, [Fr7 7 AL (Prdfile) ] <— V%
TRTEERA,

ATv 1 [&E (Configuration) [>[a> 754 72X (Compliance) 1>[FB 774 )L (Profiles) | &#3INL £,

AT T2 [avT T4 T A Fa7 74/ (Compliance Profiles) | &7 —v a VHHIKICH D [RY v—Ta 77 A
NVOFERL (Create Policy Profile) 1 (+) 7A 2% 27 Uy 7 LET, ZOBRECL-T[2rTI4T R
AU —@iBM (Add Compliance Policies) | # 4 7 a7/ v 7 AN & 97,

ARTVT3 TaT7r7ANVCEDDLRY V=28 LET, 22— —ERORY >—n, [2—V —FF (UserDefined) ]
AT AV TP TEL LR ET,
a [T T7A4T7 A RY —oiEN (Add Compliance Policies) | ¥4 7R 27 Ry 7 AT, BT 5K

Ui—aERLET,

B o 517 R EFERALEBREOEEDET



| 207547 v REFERALEBEDEEDEST

VIS4 7 RBEEIOTITA A0 vk—ra&Uzs 2K~ [

by [OK]ZZ7 Vw7 LET, RV —N[2rTIA4T L ARY —tkL 7% (CompliancePolicy Sdector) ]

fEECBEmENET,
ATy T4 R —IZEG&HHNL—VEERLET,

a [T IAT v ARY — L2 H (CompliancePolicy Selector) | Ik CHR Y v —ZIRL £, K
Uo—on—nid, ARIOERICEREINET,

b) HEEDONL—NEERT D, EIEBRAMER LT, [IRF (Save) 1227V v 7 LET,

Gx) TITEIRLIENAL—NLDOBD, 20T T 7 ANLDORY) I — A AR AEHAEINET, 20

BRI ST, a7 I9A4T7 AR —OIONN—a U NERINDZ EEHY FHA,

RDBERY

AT TAT UAREREDIT (12 3—2) OBMPIHEST, av T IA TV AERY a T %
Ay a—V LET,

AVTSATUORERE T2 74ILDA oRk—rELD

I RR—

~

AV FIAT AT T A EXML 7 7 A E LTIRGESNET, xnar 7547
27Ty ANEAVR—FBLIOT I AR—FTEET, 77 A11F. XML ERTOIHA
VIR— hTEET,

AVTSATUORERETOID7/4ILDA Vik— k

AT TAT VAR T O T s A NEA R — T BHNC, 77 7 A VBT SR TD
HERCO2—P—EEAR Y 2 —7° Cisco EPN Manager CHEFAAIRETH H Z & MR L £,
AL TFIGAT AT T AN A AR— T AT, ROFIELETLET,

1. [E%%E (Configuration) |>[3 > 754 7 >R (Compliance) 1>[FR 774 JL (Profiles) ]
WCBEHN L £,

2. Eflo[avTS5A4F7 A TAT 74 )L (Compliance Profiles) | fEIkICH D [ v 7 7 A
NDA AR —bF (Import Profiles) | 714 2> %27 U v 7 LET,

3. [FRIZ7AILDA viR— b (Import Profiles) | A4 7 07 Ry 7 AT, [FAIZ7A4ILD
#EIR (ChooseProfiles) 127V v 7 LET,

4. 7aT77A VXML 77 A NVESR L CEIRLET,

5. (AFvav) BEOTO T A NEA R— T HITIE, BT 74 ILOER (Choose
morefiles) |27 Vw27 L, 7077 AV XML 77 A VET v7n—RKLET,

6. [Import] %27 VU 27 LET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B -5 7 zxm05n

CiscoEPN Manager I, #E2h72 707 7 A VXML 7 7 A VIR T v 7 — RENHEAICT T —
Avb—VEFRLET, A VR—MNIKW LT 0T 7 A VD0 7 MRS 52, [FE
T7ALDA R—k (Import Profiles) | ¥ A 7 v 7 O&EET A a2 w7y LET,

AVTSATUOREEIO I 7A4ILOITY AKR— bk
AV TIIAT AT T A )VET T AR— T BI00E, ROFIEEZFETLET,

1. Eo[[arTFs347R2FaT74)L (Compliance Profiles) | &% —3 3 ViEiko 7
07y ANDRECHD[I)| TAarD v 22 5bEET,

2. [RY>—=TFB T 74 (Policy Profile) 1 R~ 77 v 774> RUuT, [XMLELTTRE
T7A4IWVETY RAR— b+ (ExportProfileasXML) [ NA 8=V 2 %7y L, 774
NERFLET,

N y — . = (== i
AT 34T O REEBENDEST
AV TIAT VAR EFITTHINE, T T s ANEERL, BEETLT A AEERL
(Tu 77 ANVHNORY = N—N%fH) | BEDaTOAr Pa—NVERELET,

RTwF1 [%E (Configuration) 1>[a > T34 F7 >R (Compliance) 1>[FB 774 )L (Profiles) | ZIRL F7,

AT T2 ERDO[27T7A4T A 7r77A/)L (ComplianceProfiles) |7 — a VHEICT B 7 7 A L& ER
LET,

ATF9 T3 [avTIA4 T AT 77 AL (Compliance Profiles) | & 47— a VHEC 2 T4 T o AERD
9247 (Run Compliance Audit) | 74 2> %227V v 7 L£7,

ATV T8 [T34 AR L UGE (Devicesand Configuration) ] 83T, HMDT A A LEHE T a7 (X2 L—
var 7y ANERRLET,
a TAAZ (FHRET AR TN—TF) ZRIRLET,
by &I s5ar 74 Xal—vary 7/ LERELET,

DT — A THERHDOREEHEH (UselLatest Archived Configuration) | : 77— 5 A 7 S & D
Ny I T T TrANEERELET, HHFRERAY 7T v 7 77 A VR0 EE . Cisco EPN
Manager L7 /3 A DR ZFAT L EH A,

o [BAEDT A AFREZHH (Use Current Device Configuration) | : 7 /3 ADFEITa 7 4 F =
L—yavaB—Y s L, BELET (L 2E, showa~y RHAIETF S 20 Tar 7 4
Fal—varhbEREINET) .

ZOF TV a rwERT S E, CiscoEPN Manager 13T SA Anbary 7 4 Falb—vay
DRy 7T TG L ThrOEAEEZFETLES, Zhid, EFMELIZAX A MY T—L
a7 4 Xalb—ar Nyl T T REDNI /2o TR WIEEICHEICSLS, F£72. CiscoEPN
Manager (27 — A THEHD AL T 4 X2 b—3 g VT A R L DREBINEI TN Z & A3
BZhH DI, FERTT,

c) [k~ (Next) |22V >y7 LET,
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| 207547 26 A LEREOERDES
avIs54 7 REEOREORT |

ATY TS [7A RAKRHIRORE (43) (Configureldie TimeLimit (min) ] 7 4 —/L KIZEZ AL LET, T 74
U hCE, HIRREERIE S A ICRRE SN E T, = — V=R 2 2 E T 554 1%, 5~ 30 DT % AT)
TEET, RESNEHIREROM 7 A F/VREERHIC &, BEAY a 7ixhiksnE1,

ATYT6 T CICEEY 3 72 A Va— VR ETHHAIL[S5T< (Now) | Z@IRL, B TAFYa—LVRETD
LEIX[Bf (Date) 1 #8&IRLCTHEFZ A LET,
B Y a 7 2 IR Ik32ix, B8 (Recurrence) 1 A7 'Y a VAL £,

ATy FT [#&T (Finish) 1227 Vv 27 LET, BEEY a 7R AFVa—VRESNET, BB a T RAFrVa—L
SNBdE, BRI T v TINERINET, BEEDa TORAT—F RAERRTHITIE, [EH

(Administration) ] >[4 v ¥ 24— K (Dashboards) | >[¥'a 7% v 2”"— R (Job Dashboard) ]>[=—
PF— a7 (Userdobs) |>[2> 7 T4 T AV a~ (ComplianceJobs) | 23R L %9,

RDZRY
AL T IAT U AEBOFREOFE T (133—) OFPIHE- T, BEEMELHERLET,

AV T34 T OREBEDHEEDRT

ZOFIEEZEH LT, BEEY a 7ORME MR L E T, MRNPL, BELLT A A A%y
TULIET A A, BB DS TT N, R ERDNY T, B—DFT A ZATEEIEhar
TIAT AR —=NIATSNTWDLHERH Y £7,
VaTEERLIESL, 20V a I L TROBREEITAET,
o[V =K% —HF1k (PauseSeries) | : R HIZETT L LD ICAT YV a—ESHLTH
H2Va7ORIHEPTEET, FATHOY a 72 —FHEILT2 2 LT TEEHEA,
[V —X%b (ResumeSeries) | : —FiFIbSNTVL Y a 7ORIZEA TEET,

o [AFYa—NERE (EditSchedule) |: A7 Y a—WiEADY a 7 & RIORERIZHE A -
Va—ILRELET,

ATy 71 [FH (Administration) ] >[4 & 2K — | (Dashboards) ] >[5 74 » =R — K (Job Dashboard) ] >
[2—%—T a7 (Userdobs) |>[=2 7 T4 7 A2~ (Compliance Jobs) | IR L £7,

27y T2 &Y a7 (Auditdobs) | ¥ 7% 2 U v s LTV a 7 R0, [MiEOET (LastRun) ] 5o %

BLET,

REOETHROE |HHA

[ (Failure) ] B LT 12U EOT AL AN, a7 7 A VTHRESNEARY —IZER LT
WET,

[—&Rkc) (Partial AT ITAT AT a T, BEFABLIOERR LOT A AR &,

Success) ] BERERT NAADAL T TAT VA AT —H AT TT,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B =xva0zm0xs

[5%Zh (Success)] EELZTRTOTF A, AT, T 77 AV THRESNERY O —|ZHEHLL T
S5

AT TAT REERY a T ORE, YAR— &N 5EKOEIT Cisco EPN Manager DEHERR & C 20,000
fF. Pro Ll L% E Ti% 80,000 {4 T,

ATy T3 EBEEOHRENELIZSGAE. WOFIEEZEITLET,
s KM LTeT A A& H1id, K (Failure) | A X—=U 7 ORICH D [i] 7 A 212 —RA
NEEDOECGEHORy 77 v 72 R R LET,
«Va7EBRL, [Va 7 OiMEFRR (ViewJobDetals) 122 U v L, Ky 77 v 7OF 54 2
OREZHD [ TAaraE7 ) v 7 LT [T/34 %360 (Device360) | B a—%EE L F 9,
ATy T4 ELFEMREREMERT D0, K (Falure) | NA =V 2% 7 ) w7 LT [arTIA47T v AR
EX DOFA (Compliance Audit Violation Details) | 7 ¢ » R 2B & £9,

GE)  [ar T T4 7 v ABAEKOFEH (Compliance Audit Violation Details) |1 7 « > KU &1T7& k45
Wi, [k~ (Next) ] B EZ ORI~ (Previous) | A& o ZfEH L £7,

RDERY
BREBEETHICE. A 20a T 5347 ABROBEE (16 2—) 2R LTLE
Sy,

ERY 3 T DEFHEORTE

WOFIZ, [EXOFEM (Violation Details) ] X—I 1 HERRTE DFEMEZ R L ET,

E N AES EIRTE

AV a— VIFHMEIETFREEK Y 3 7 | L[IEKOFEM (ViolationDetails) | ~— I8 L %
DAT—H A, 7

2. [fEETHE (Fixable) 1 FID T 4 VB Ry s A%
Vw7 LT, [T (Rumning) | 3R L £,

EEFMER Y 3 7 OFEH, 1[ER DM (ViolationDetails) | ~<— 2B L %
T

2.[{EIETTEE (Fixable) | 5D 7 4 L5 Ry Z% 7
Uy 7 LT, BIEFEH (Fixed) | 28R L F7,

QMEEWNZ (Fixed) 1V 27%2 0y LET,

B o 517 R EFERALEBREOEEDET



| 207547 2 6FERALEBEOEENET
gE0sEsLvEROY 7Y —2@nxT [

EERBOER Y 3 7 OFEH, 1 [EKDOFEM (Violation Details) | ~— 2B L £
T

2.[fEIEFTRE (Fixable) |7 4 V¥ Ry 7 A%
U7 LT, IEIEXEL (FixFaled) | Z2@&R L7,

[MEERM (FixFaled) 1V 7% 7Y v LET,

BEEODRBMELUVERDY ) —FHOERT

FEMINERIERAFR R L, ZOTF—FE2T I AR—K L, avrFIA4T AV a T OHEMEE
RTCEFET, BEDOY a 7OHEMT — 22 7 AR— LY, BFoYa To~) —F—
BT AR—RTBHIENRTEET,

ATy 1 [ (Administration) >[4 > ¥ =R — K (Dashboards) | >[Y 2 7 % v = R— K (Job Dashboard) ] >
[2—¥—T a7 (Userdobs) |>[2> 7T 47 AY a7 (ComplianceJobs) | # 3R L £,
ATV T2 FFEOEERY a 7OMER T 5121, ROTFIEZFEITLET,
a [E#&T a7 (Auditdobs) | ¥ 7% 27 Vv 7 LT, YadxzioTE7,
b) [K (Failure) 1| A=V 2% 7 Uy T L, [T 747 AEROFHM (Compliance Audit
Details) | 7 1 > RUEFRRLET,

R —&, BRELIZIV—I, TOaLTITA4AT L AREE, BEERK, PaTd DA AR A BT
VR, FOFTRLEREOEVVE, BIOERLZD DY MEICET AEHREFR R TEET,

0 INLOFMETI AKR— T HITIE, KOWTNLOFT v a yEERLET,

« EX OFEMIE Microsoft Excel A 7Ly R — MIXLSTxZZ AKR— b9 521E, [XLSE L T=7/
AHR— K (ExportasXLS) 1 %7 U w27 LET,

o SEN DFEH %2 Microsoft Excel A 7Ly R — MIA U ~KEY DT H A NTTZ 7 AR — M5
X, [CSV & LCx=Z AKR—}F (ExportasCSV) |27 Vv 27 LET,

 EXDOFEMAE HTML 7 7 A WIZ= 7 AR — hF5I201%, [HTML & LCTx=Z A7 —k (Export as
HTML) 1227V v 27 LET,
d [77AVDRAF (SaveFile) 1 %27V v 27 LET,

ATV T3 TRTCOEED g 7ORERY~ ) —2FRT 5120, ROFIEEZETLET,
a [EMKY~U— (ViolationSummary) | # 7 %7 U v 27 LET,

BEEPBAELEZTRTOT AL A, FOFEBEORY —LTa 77y A4, BE&Y 3 7 1D, BHEL—
L E NV DEKEM, EXOBEENTRENE ) DO, £7213 T TIEIESN TV EE I 7,
ERICBEHEMIT NI A v E—J Il oW TRERLAR— NERRTEET,

b) O~ — LR — 227 AR—FT5I20%, Fao 7 X0 A=a—nEROWNTILND
ﬁ7/a/%@mbi¢o

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |

B 7 zx0ar7517 28R06E

« #~ U —% Microsoft Excel spreadsheet =7 > < [XH] Y DF F 2 b T/ 2R— h 5121, [EX
L7R— bk CSV (ViolationReport CSV) |27V v 7 L¥7,

e~V —%PDF 77 A V&V AKR— T 2ITIE, [ERXLA— K PDF (Violation Report PDF) ]
227V v 7 LET,

o [77ANVDEAF (SaveFile) 1 %27V v 27 LET,

RDZRY
ENEZEET AL, T ADaALTITAT V ABENOEE (16 4—) 28R LTLE
él/\o

TINARADAVTSTAT VR ERDIELE

ATy T

ATy T2

ATvT3

ATv74
ATvT5

ATvT6

ATy FT17
ATFvT8

TOFEEFHLT, KLy I IA T RAEEDa L PS54 T 0 ABERKEBEIELET,

[&E (Administration) |1 >[# v > =R — F (Dashboards) | >[a 7% v =74 — K (Job Dashboard) | >

[2—H—Y 27 (Userdobs) |>[2> 7 T4 T AV a~ (ComplianceJobs) | 23R L %9,

(&Y a7 (Auditdobs) 1% 27 U v 7 LTV a 7 &EDO, [RIEIOFETHRESR (LastRunResult) ] 5O #

EhER LET,

[KBX (Failure) | A=V 2% 7 Vw7 L, [22TT7A47 v AEARENOZEM (Compliance Audit

Violation Details) 1 7 ¢ > RUZBE £,

GE)  [2v T T4 7 AEEEROFM (Compliance Audit Violation Details) | 7t v RV Z{T& K7 5
Wi, [k~ (Next) ] BE ORI~ (Previous) | A& o ZEH L £7,

[ 3 7 OFEM &5ER (Job Detailsand Violations) ] f8C [k~ (Next) | %2V v 7 LET,

[7 /31 2R oiE (Violations by Device) ] fEICTT /A A LEMZEIRL, [k~ (Next) 1227V v 7 L

£7

[MEIE/L—/L D AF) (Fix Rulelnputs) | fEIC, LIFHICAR Y o —TCTEZRLI-EEa~2 K27 L Ea—1L,

[k~ (Next) 1227V v LET,

KT T BT 7 a vk LTEIE CLI @ A<Ruleinput ID>" 2l L TH A% L RY o —Z21EK LTIZBE

%, MEEAL—L D AT (FixRulelnputs) | # 7 RERSANVET, RAEDEEL—/LOfEZ AT LT[R~
(Next) 1227 V> 27 LET,

[(EEa~> ROF L Ea— (Preview Fix Commands) | R v 7’7 v ZICERENTZRE LR LET,
ERENTZHENT NA AZERTE DL IIBEY a TORFr Va—VEREL, [EEYa TDORr
Y a—/LiRE (ScheduletheFixJob) | %7 U v 7 L%,

B o 517 R EFERALEBREOEEDET



| 207547 26 A LEREOERDES
gE0sEsLvEROY 7Y —2@nxT [

GE) 2—P—F, TAADAZ— T v T a7 4F¥al—yailar7I747  AMEECLI &
EITEFET, ZHICEY . TS RAOFREINICHEE CLI 2MER SN ET,

RDBRY

B Y a 7OFMAFRRT 213, BEEOKNB LOERKOF~ Y —FEfloFRR (15 ~—
V) BRLTIEZIN,

HEODKBELVERDY ) —FHORT

MR ENEREF TR L, ZOTFT—HET I AR—FL, AV TIAT AV a TOFEMEE
IRTEET, FEDOY a TOHFMT —H 22 AR—b LY, O a TV~ —5—
BhEr T AR—FTHIENTEET,

ATy 1 [FHE (Administration) ]>[# v ¥ =R — K (Dashboards) |1>[Y 2 74 v ¥ =R —F (JobDashboard) ] >
[2—%—T 37 (Userdobs) |>[2> 7T A7 AY a7 (ComplianceJobs) | #HER L £,
ATY T2 FFEOHEEY 2 7OHMER T HICIE, WOTFIEEFITLET,
a [E#&v a7 (Auditdobs) | ¥ 7% 27V v 7 LT, YadziobEd,
by [KH& (Failure) 1 A X=V 7% 7)o L, [T I747  AEEDOFEH (Compliance Audit
Details) 1 V4 v RUERRLET,
R —%, BELIZILV—I, ZOarT T34 T ARE, AehERE., Va7 DAL AX AT
Y, ZOHFTRLEREOEWVE, BIOEGE LD D MEICET A EHRERRTEET,
0 INLOHMETY AR— T DI, ROWTNIOF T a VEHEALET,
o« EIXOFEMIE Microsoft Excel A7 Ly R — RMIXLS T 7 AR— h 9 5121F, [XLS&E L T=”
AR — K (ExportasXLS) 1 &7 U v 27 LET,

o BN DFEMIZ Microsoft Excel A7 Ly Ry — MIAV~RUV DT F AT/ ZAR— 5
1L, [CSV & LT/ AKR— b (ExportasCSV) |7 Vv 7 LET,

EM DM E HTML 7 7 A M7 AR— 35121, [HTML & LT 27 AR — b (Exportas
HTML) %227 VU > 27 LET,
d [77A/VDEAF (SaveFile) 1 %27V v 27 LET,

ATV T3 TRCOERY a 7ORENRY~ I —2FR-T D512, WOFIEEZFATLET,
a [EKY~VU— (ViolaionSummary) | %7 %7 U v 7 L¥7,

BRPBEELTEZTRTOTAA, A, ZOBEOR) > —LFar7r A4, K g 7D, BHEL—
IV EN—VOEKEM, EXOBEENFRENE 5 DO, 23T TIEEINTHE 0 E D h,
BRICBEMT - A v =IO WTRAMR L R— e F R Tx T,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B - 757 xRus—oquk— bBEUTIRE— b

b) ZOFMARY <Y —LAR— 27 AFR—FTBI2F, PRy T HT T A=a—0n5ROWVTIND
F T a o EEIRLET,

o %< U —% Microsoft Excel spreadsheet |27 >~ XY OFT F A b T2 7 AR — b 5121, [EX
LR— bk CSV (ViolationReport CSV) 127 VU v 7 L£7,

e < —%PDF 7 7 A V&V AKR— T HIZIE, [EX L HA— F PDF (Violation Report PDF) ]
27U w7 LET,

o [77A/VDEAF (SaveFile) 1227V v 7 LET,

RDERY
BREBEETHICIE. A 20a T 547 2B ROBEE (16 2—) BB LTLE
AR

AVTSAT7IUORR) O —DAUR—FELUIIRX
R— k

I TIATUARY L —IIXML 7 7 AV E LTIREEINE T, RO FS5A4 T AR
Vo—%xJ AR—FL, HEZSCT, TNEDORY —ZR DY — =2 A Vi R— T 5
TEBMTEFET, 7 AT XMLERTORA R— N TEXET,

ATv 71 [&RE (Configuration) 1>[a > T34 F7 2R (Compliance) ]1>[R') — (Policies) | &R L £,
RTF9T2 avTIAT VAR v—%x 7 AR — b 5HI0F, WOFIEEZFITLET,
a LMflo[=2>7F7A4T7 A KRY — (CompliancePolicies) | 7B/ — a VHEIKO R U o —DRRIZH 5
[ 7A=2rDblicvyy R EeGbEET,
b) Ro77T o774 RUT, [XMLELTHRY —%=x7 AR — | (ExportPolicyasXML) ] /A 73—
Vo2&V v7 L, 774 NVERFLET,
RT3 av T I T VAR v—% A R— T 5120F, ROFIEEZETLET,
a LMflo[=2r7 T4 T AR — (Compliance Policies) | &/ — a UEIED BIch 2[RV v—
DA »AR— 1k (Import Policies) | 714 2> %7 Uy 7 LET,
b) [RVU—nArR—1k (ImportPolicies) 144 7 a2/ Ry 7 AT, [FRY—D#ER (ChoosePolicies) ]
7V w7 LET,
Q) XML 77 ANEBRLGERLET,
d [A>FA—F (mport) 1227V v7 LET,

B o 517 R EFERALEBREOEEDET



| 207547 v REFERALEBEDEEDEST

AVTISATFURRY =ML 77 A LD T yngE

AVTSATUORRY S —XML7 7A4)ILDATIoYD

KRR

A TIGAT AR —IIXML 77 A E LTIRGESNET, AU —D XML 77 A /L
DRNREZART HITIE, WOTFIEEFATLE T,

ATv 71 [&RE (Configuration) 1>[a > F54 7R (Compliance) ]1>[R') — (Policies) ] Z#R L £,

AT T2 ERD[27F7A4T7 A KRY v~ (Compliance Policies) | 7 &7 — a VTR Y —% o, %
DRY—DHEICHD (| TA 2D hic~ T 22 GbEET,

ATV T3 Ry7T7Tv7 U4 FUT, [XMLE LTHRY —%2FE R (ViewPolicyasXML) (| NA =V 27 %227 Uy
27 L%, Cisco EPN Manager (2 L > THNEMN XML EXTERENET,

PSIRT £ & U EOX [EERD TR~

A\

e TNAADEF 2 VT 4 EiEDFRR (19 3—)
CTNAADN—KRT 2T V7 " 2T OV R—FMETLR—FDFER (20—)
e EVa— )L N— R 2T DOV R—FMETLR—FDOFER (21 X—)

e TNNA ADT 4 —)L RilMmoFER (2L —)

GE)

[PSIRT £ EOX (PSIRT and EOX) ] ~~—IZiE, PASEB X UYRBML /N RAAVDARRKHNFR R E
AET, PAS LAR— MIIE, Ay FAOAR A LENCAR S 472 PSIRT B8 X VEOX L a— R
DERFFSNET, N FVOERBZICAB SN PSIRT L 22— RZFR RSN EEA,

TNAZADEF2) T 1 EHBEDRR

LAR— b %547 L C, CiscoProduct Security Incident Response Team (PSIRT) (2L » TEFE S 4L
TWbtEFX 2 VT OIEFER, Ry N =T NOT A RZH DN E I D EHBTE 3,

LAR— MZIE, [T APSIRT (DevicePSIRT) ], [7 734 A/~— R = 7EOX (DeviceHardware
EOX) 1. [T/3 AV 7 + 7 = TEOX (DeviceSoftwareEOX) ], [E Y =—/L/v— K7 = 7 EOX
(ModuleHardwareEOX) 1. 38X O [7 4 —/v K@% (FieldNotice) | DIF#WAE TN E T, F
7o, FREOMETIEICET 2~ =2 T V2SR TEET, ZO~v=a27 /LT, HHtoFEL
R A RET DI OICME L EZX OND FIERFHH SN THET,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |
B 5 xon—Foz7ET b7 O R— MET LE— FOET

N

G¥)  PSIRT BEXOEOX LAR— hEFFEDT NA AR L TEITTHZ LT TEERHA, PSIRT B
FOREOX Va7 DAV a—NLER&ETLHE, BHMRTRETIREBIZHLTXTOT /A A
WL CUR— b ERENET (A b (nventory) 1>[3%E (Configuraion) ]>[* v
kU —2 5314 A (Network Devices) ] ~<—7) .

1R BHEIIZ

VAT DAY a—)VERETDHENCT A A &EH L ET, [BRE (Configuration) [>[Rw
k7 —% T34 X (Network Devices) | Zi®&IR L., T34 A& 3R L C [[RH (Sync) 1 %7~
Uy 27 LET,

ATFvF1 [LiR—F (Reports) ]>[PSIRT & EOX (PSIRT and EoX) ] Z&R L £,

ATFWT2 VaTd DAY a—NERELTEITLET, [A7 Y a2—/L (Schedule) | Z A T 07k y 7 ANEREN
F9, AR (StartTime) | 47 v a v & [MYiKL (Recurrence) | 47 v a VEAREL TG, [EE
(Submit) |RX > %27V w7 LTV a TR a—T5ZERNTEET, FRENDIRYTT v 7T
[OK] RZ &7 w7 LT, TTIEATVa—AENTNAYa 7&EKRL, HiLnwya 7 & Ek L&
R
[7 /34 APSIRT (DevicePSIRT) 1. [7 /3 A/n— K7 = 7EOX (DeviceHardwareEOX) 1, [T /34 AV 7
ko = 7EOX (Device Software EOX) ]. [EFY = —/b v— K7 = 7EOX (Module Hardware EOX) ]. ¥ &
O [7 4 —/v il (Field Notice) | DIEHAIUE L CTHET 5V a 7MER SN E T, (BT 2 LED
WY a TIxENENO X T TREILET,

ATY T3 PSIRT LAR— hOBED AT — X A% FRmT HI21E, [V a 7 OiEMAZFR (View Job Details) 1 %727 U v
7 LET,

ATy T4 LiR—MRET LS, [T2314 APSIRT (DevicePSIRT) 1 # 7% 27 1V v 27 LTPSIRTIE#AE£ R LET,

AT w75 [PSIRT %A kv (PSIRTTitle) 1 FIDONA =V 2% )7 35E, X2 YT 4 OWEFIEDOFTEL
MR ERRINET,

ATFYT6 (EE) T 2D PSIRT OFFMITT A AT L, 3T RTOTFT AL 22 F LD TPDEERB LD
CSV BT/ AR— b TEET,

TINAZADN—FKPzT7EIT D T7DYR—METLR— DX

7~

LR— F2EFLT, Fv hT—IAOY AT FAf 2 A= KO 2T £143Y 7 F 7 =7 5
PH— BT (EOX) ICEIELTVBHAE I PE MBI CE . ShUE, BADT v 77 L—
RRMEA T 2 v & ET BB b £ T,

ZFwF1 [LE-F (Reports) ]>[PSIRTLEOX (PSIRT and EOX) | %8R L £,

B o 517 R EFERALEBREOEEDET



| 20 F547 R EERLEREOREOER
EVa—LNn— Koz FOYR— rET LR— boxw [

RF9FT2 [YaT DAY a— (Sheduledob) 1227V v 7 LEd, [A7 Y a—/L (Schedule) | A 7Ry
JANFORENE T, [BHLAREZ] (Start Time) | A 7> a > & [#ViEL (Recurrence) | A7 = V&% TE
LThb, [#F (Suomit) | AZ v Z227 Vw7 LTYVadaARrYa— LTl RN TEET, rdh
LRy TT I TOK]|RF w27 w7 LT, TTICATY2—LE3NTWLHYa 7&HIRL, HrLwv
Va7 EERLET,
[7 /34 APSIRT (DevicePSIRT) ], [7 /3 A/n— K7 = 7EOX (DeviceHardwareEOX) ]|, [T /34 AV 7
k7 = 7EOX (Device Software EOX) ]. [FY = —/Lv— R = 7EOX (Module Hardware EOX) ]. ¥ X

W [7 4 —/v Ri@%n (Field Notice) | DIFHZINE L THRET D2 a 7B ENE S, # 7 T LICfEdplo
Va ZIHER L EE AL

ATYT3 VaTDRTHIC., ROEOX X 7OWTNN»E 7 ) v r35L, TOXTERAEDLR— MERIFEREN
F7,

e TINM R /N\— K™y =7 EOX (Device Hardware EOX)

e TINM A VT o7 EOX (Device Software EOX)

ATv T4 ((FE) ZhbDT A ZREOX OFFMIL. T/AA AT L E1TT I TOT NS 2% F LT PDFEAR
LU CSV R T I AR— " TEFET,

EDaAa—ILN—FDzT7DYHR— T LHR—FDERT

L= E2FETLT, Ry NI HNDOVATED 2— b n— R 2 TR FR— MET (EOX)
WCEFEL TWANE )y adlcx 4, Ziud, o7 v 77— B4 7T a v %
RETHEICHSL B £,

AFwF1 [LFE—F (Reports) ]>[PSIRTEEOX (PSIRT and EOX) ] Z38&R L £,

RTY T2 [VaT DAY a—/ (Scheduledob) 1% 27 U v 27 LET, [T /34 APSIRT (Device PSIRT) 1. [T /31
An— R = 7EOX (DeviceHardwareEOX) ], [7/3A A Y 7 b7 = 7EOX (DeviceSoftwareEOX) 1. [E
Y a—/bn— R = 7EOX (Module Hardware EOX) . B LN [7 ¢ —/v Ri@i%l (Field Notice) | OffF#H %
WELTHRET DV a 7MERENET, 7 ZLIERIOY a ZIIER L EE A,

AT T3 [EV2— b — K7 =T7EOX (ModuleHardwareEOX) 1 # 7% 7V v 7 LT, EVa— /L —FKu=7T
DIFMERRTLET,

ATy 74 ((LE) ZnboEOX OFFEfliL, £V a— LT LIZ PDFERABLUCSV AT/ AR — FTEET,

TINAADT 4 —IL FBRHEDERT

LAR—MEFITL T, BRBRA XU FUIEENRE T LTS EEXR T X 2 734 X Fdd
Notice23 & 27 & 9 D& ¥ & £4°, FieldNotice & 1%, &&= U 7 ¢ Mgtk RELIA T
A B EERR T A EEAMBEICET 2@mTd, @F, 7Ty 77 L— K, BEER, £
T ZF OO RN LB L 72D F77,

av IS4 7 REFERALERENETOET



AVTSATUREFRALEREDEETOET |

B = zxo7—nrBRORT

ATy T

[LAR— 1 (Reports) ]>[PSIRT XEOX (PSIRT and EOX) | ##R L £,

RTF9FT2 [PaT DA P a—/L (Sheduledob) | %27 Y v 7 LEd, [A7 Y =a—/L (Schedule) | A 7 7Ry

ATv7T3
ATvT4

ATy TH

JANFREINET, [BALAKZ] (Start Time) | A7 a v & [#ViKL (Recurrence) | A 7'Y 2 V&% E
LThn, [EE (Sumit) | R¥ 27 Vv 7 LTV adaRArYa—NT52 tNTEET, RSN
HRYTT T TOKAF &7 ) w7 LT, TTIRAFYa—LEanNTn5Ya 7&HIRL, #iLn
Va7 alELET,

[7 /34 APSIRT (DevicePSIRT) ], [7 /31 A/»— K7 = 7EOX (DeviceHardwareEOX) |, [T /34 AV 7
k7 = 7EOX (Device Software EOX) ]. [E Y =—/Lv— K7 = 7EOX (Module Hardware EOX) ]. B X
O [7 4 —v N (Field Notice) ] OIFHRZINE L THRET L2 a 7MER SN ET, #7 T & IO
Va7 L EE A,

[7 4 —/v i@k (FieldNotice) 1 #7 %227 Vw7 45E, 74—/ NEHMOERNFIRINET,

(&85 (Vulnerable) [ 5ID[i| 7A 2% 27 Vw7 LT, [7«—/L KilHURL (FieldNoticeURL) ] LW
(5 DM (CaveatDetails) |4 A 7w 7 Ry 7 A%B& £7, cisco.com TREMA MR T HI12IX, [7 4 —
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