D-MONA ZfEFA L= VNFOE=%21) >

ESCE=4#V 7 BLOT 72> (MONA) IZ, ESCIZL->TEBEND VNFZ#E=4 L
T, WEEHERFT 272012, ping, custom scripts 72 E DT 7 ¥ a U ERFEOMBE CIEITLE
7

*D-MONA OA > R—F 4 7 (1 =)

* D-MONA OJER (2 X—)

* D-MONA OF%E (2 X—)

« PRI D-MONA £ =4 U v/ —V = b2l L7- VNF OER (5 <2—)

RTINS 2T g T DR ) T AT —H A (63—)

e VIM A > A X ARETH D-MONA ® U 73T (7 ~4—20)

« D-MONA = 7 OEfE (9 ~<—)

*«D-MONA D=V I —LDUEy k (9X=)

D-MONA QA > ih—TF 4 24

D-MONA % BB 5 H1Z, IROFHZRRMFZTTZ L TWDORERDH Y £7,
AREH

* ESC & D-MONA DIZERSFAET D 2 & 28 L £,

* D-MONA & BB & 4172 VNF BHCEE e MFET D 2 L i@ L £7

BB EZhT 5 &, D-MONA |Z ESC VM THEAITZFLTWDH 1 — /L MONA IZ L » CTEMR I
iﬁ‘o

N

GE) RO D-MONA IC X5 D-MONA OEF=Z Y 3P R—FINTWHEEA,
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D-MONA ) EEf

ESCS53LIBETIE, 1:1 =y BV 7IIARETT, BHRZ D-MONA EBRiZ VR —FLET,
« ZDIF VU FTIE, HED D-MONA £ v AKX L AZEATXFET,

*VNFIZ. fRELTT=F Y /o= hOTIENTS, FREBEL-T=42Y
V=T MIBITTCEET,

AT TANTZF ¥ TD-MONA ZH T 5I121%, WOFNEEZFETTIHILELHD 7,
1. F=XV 2T A T7FARNTZF ¥ TD-MONA #EB L F,
2. D-MONA Z#fEHH L CVNFZJEB L, E=Z VU 7 LET,

1:D-MONA DERRS A 7

Deploy D-MONA

T ) | ommerong
® B

ViM

Relationship 1:1 with VIM

Deployment of VNF being actively monitored by D-MONA
instances.

\__Relationship 1:N with VIM(S) same for :N_ )

F=H Y U TIZD-MONA #2FEH LA WEGEEIEX, EERy NI —J e =421) 7| %
ZHRLTL7EEN,

WDOFRIZ, KIFFEAD D-MONA VM 7 L—"—Z R LET,

FERA VM D% VM Z EDRIE (VM T EDRIE (VM T EDRE (Y R—FhEh
CPU *EY (GB) |T4RY % VM D&+
(GB) #
D-MONA 1 4 8 40 1500

D-MONA D& E

D-MONA O EH, 2D T v X A LEEEZF R TEET, 1 DT —MKAI7Z2 ESC R T T4
ENDHTRTOEEZFRTE, b9 1 DL D-MONA M EAT 2HREZ R L £,
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D-MONA D& E .

D-MONA O 7 > % A LAENEL, BRI VM IIEESNATA B R EIC L > THIE S E
T, TABaREDTEMIOWVWTIL, [D-MONA Day 0 #%7&] 2B LT Z&W,

HAT 7T 4 TIAZ U ANAABLORARAZ L R7a L O@H URL 1 5ETH30LER’HLY 4, 7=
L. 775471775 47 HA O34, URL IZBHERFICHEVAERE-ITEEINET,

D-MONA Day 0 3% 7E
wOHNL, D-MONA @ SSHVM 77 ¥ 2R EZ R L TWET,

<configuration>
<dst>--user-data</dst>
<file>file:///opt/cisco/esc/esc-config/dmona/user-data.template</file>
<variable>
<name>vm_credentials</name>
<Val>REPLACED_WITH_GENERATED_PWD</val>
</variable>
</configuration>

WOENZ, HAT VT 4 TIAZ AL BLIRAZ L RT7 O URL 235 L TWET,

<variable>
<name>notification.url</name>
<val>
http(s) ://xxx.xx.x.xx:xxxx/ESCManager/dmona/api/events/notif
</val>
</variable>

vm_credentials %, D-MONA ~® SSH 7 7 ¥ 2D =2l AL SN2/ A U — R &2 BLE )
L/i‘a—o

W’ DOFHNEL, D-MONA ESC FEFHZEDHREZ /R L TWET,

<configuration>
<dst>/opt/cisco/esc/moan/dmona.crt</dst>
<data>$DMONA CERT</data>
</configuration>

WOENL, D-MONA 77V r—> g v Da—FF—2AREEZ R L TOET,

<configuration>
<dst/opt/cisco/esc/mona/config/application-dmona.properties</dst>
<file>file:///opt/cisco/esc/esc-config/dmona/application-dmona.template</file>
<variable>

<name>monitoring.agent</name>

<val>true</val>

</variable>

<variable>

<name>monitoring.agent.vim.mapping</name>

<val>true</val>

</variable>
<!—Used to enable Basic Authentication for communication with the D-MONA Application.->

<variable>

<name>security basic_enabled</name>
<val>true</val>

</variable>

<variable>
<name>security user_ name</name>
<val>REPLACED WITH USER NAME</val>
</variable>

<variable>
<name>security user password</name>
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<val>REPLACED WITH USER PASSWORD</val>

</variable>

</configuration>

RIZ, CSP O D-MONA ODF A ¥ua Fo 7L —k 77 A LVOHlZRLET,

BRI, WYIRT 7 v AMEREZFSOTXTDESCA VY AX L AD /var/tmp/ T 4 L7 U
IZD-MONA OF A ¥urr L — 27 v 7 u—RLET,

#cloud-config

users:
- name: admin # The user's login name
gecos: admin # The user name's real name
groups: esc-user # add admin to group esc-user
passwd: $vm credentials
# The hash -- not the password itself -- of the password you
want
# to use for this user. You can generate a safe hash
via:
# mkpasswd --method=SHA-512 --rounds=4096
lock-passwd: false # Defaults to true. Lock the password to disable password login
# Set to false if you want to password login
homedir: /home/admin # Optional. Set to the local path you want to use. Defaults to
/home/<username>
sudo: ALL=(ALL) ALL # Defaults to none. Set to the sudo string you want to use
ssh pwauth: True # Defaults to False. Set to True if you want to enable password

authentication for sshd.
write files:
# ESC Configuration
- path: /opt/cisco/esc/esc-config/esc-config.yaml
content: |
resources:
mona:
dmona: true
- path: /etc/sysconfig/network-scripts/ifcfg-eth0
content: |
DEVICE="ethQO"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR="${NICIDfOiIPiADDRESS}"
NETMASK="${NICIDfOiNETMASK}"
GATEWAY="${NICIDfOiGATEWAY}"
DEFROUTE="yes"
NM_ CONTROLLED="no"
IPVGINIT="no"
IPV4 FAILURE FATAL="yes"
- path: /etc/sysconfig/network-scripts/ifcfg-ethl
content: |
DEVICE="ethl"
BOOTPROTO="none"
ONBOOT="yes"
TYPE="Ethernet"
USERCTL="yes"
IPADDR="${NICIDfliIPiADDRESS}"
NETMASK="${NICID 1 NETMASK}"
GATEWAY="${NICIDfliGATEWAY}"
DEFROUTE="yes"
NM_ CONTROLLED="no"
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BARBY7% D-
VNF ) &

ATy

ATy T2

IR D-MONAE=5 v T—U x> AL WEOER [

IPVGINIT="no"
IPV4_ FAILURE_FATAL="yes"

runcmd:
- [ cloud-init-per, once, apply network config, sh, -c, "systemctl restart network"]
- [ cloud-init-per, once, copy_dmona config, sh, -c, "cp -RT

/media/cdrom/opt/cisco/esc/mona/ /opt/cisco/esc/mona/"]
- [ cloud-init-per, once, esc_service start, sh, -c, "chkconfig esc service on && service
esc_service start"] # You must include this line

MONAE=2 VI T—xz 2 bEERLLE

ESC 5.3 LI, ESC TIX VNF ZE =41 %722 D-MONA kAl &2 BRI E TE 4,
IZ, VNF 2B REICHEH LT VNF 2 D-MONA O =4 J v /= — 0 MIBETAFE
EZR L £,

FIE

D-MONA @ Day 0 7% & @ monitoring.agent.vim.mapping 7' 2 /X7 &4 W F 7213 False [ZF% T L
T D-MONA %z B L %7,

W OB, monitoring.agent.vim.mapping 73 False |Zf%E STV 5 D-MONA 7 — % ET /LD
Day 0 REZ R L TWET,

<configuration>
<dst>/opt/cisco/esc/mona/config/application-dmona.properties</dst>
<file>file:///opt/cisco/esc/esc-config/dmona/application-dmona.template</file>
<variable>
<name>monitoring.agent</name>
<val>true</val>
</variable>
<!-- property for one to one mapping - omit or set to false for explicit VNF to
D-MONA mapping-->
<variable>
<name>monitoring.agent.vim.mapping</name>
<val>false</val>
</variable>
<!-- property to enable basic auth in dmona. Not to be confused with basic auth
for esc -->
<variable>
<name>security basic enabled</name>
<val>true</val>
</variable>
<variable>
<name>security user name</name>
<val>REPLACE WITH USER NAME</val>
</variable>
<variable>
<name>security user password</name>
<val>REPLACE WITH USER PASSWORD</val>
</variable>
</configuration>

JEBRT— % &5 L™ KPI 3% & C monitoring_agent /37 A — % Z 5 LT, VNF 2R L £,
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4 7" <monitoring_agent> 1X, VNF % & =4 9 % 73 MONA &5 OB R Zei8kB -+ & LT
MENET, ZI7WFEETHHEE. ESC LT DIEM R B4 2 Fo40 A MONA B A L
F£9°, D-MONA k5 F1%. LARTICEEB &7 D-MONAVNF 2 E TR ED AF— L2 H L T
URI CTHRESNET,

72 & 21X, dmonaName://<D MONA DEP NAME> |d <D MONA DEP NAME> % 77 H(H MONA A A X >

ADERAICE TR ET,
KON, T=F ) T o=V FBEESNTZ VNF T —Z T 0D KPI#E&E 7 LT

Er
<kpi>
<event name>VM ALIVE</event name>
<!-- specify dmona deployment name using dmonaName:// URI format-->

<monitoring agent>dmonaName://D-MONA-OTTAWA</monitoring agent>
<metric value>l</metric_value>
<metric_cond>GT</metric_cond>
<metric type>UINT32</metric type>
<metric_collector>
<type>ICMPPing</type>
<nicid>0</nicid>
<poll frequency>3</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_alarm>
<monitoring public ip>true</monitoring public ip>
</metric_collector>

</kpi>

(GE) ESC TiX, VNF Z &2 1 DDEFE=F Y T 2—T = FLDPFHFTEINERE A,

SO a—T 420 DEZR)DAT—2 R
VNEAD-MONA DEF=Z J o 2=V 2 MIEoTEZHZENTWDEINE I N EHRT D
Wik, koa<r REFETLET,

curl -u username:pwd -H 'Accept:application/json'
http://localhost:8080/ESCManager/v0/api/monitoring/agents/config

ROBNFER DR SNET,

"a8345881-adc8-4d16-8741-9d105592c676": {
"monitoringAgents": [
{
"name": "sample-dmona-10",
"notificationUrl":
"https://172.16.235.73:8443/ESCManager/dmona/api/events/notif",

"oneToOneMapping": false,

"state": "ACTIVE",

"uri": "https://172.16.235.81:8443/mona/v1l/rules",
"vimId": "OPENSTACK_VIMCONN_pf—UCS—2 o",

"vnfData": [

{
"deploymentExternalId": "785el70c-55b5-4df7-929f-d34£052e4616",
"deploymentName": "dmona-10-vnf-121-f2bldfed",
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VIM 1 >

vim 1 > 25 > 2o 0-MoNA D 5y [l

"state": "MONITORED", <============ Monitoring state for DMONA
"vmGroupName": "vml"

"deploymentExternalId": "2e42c8d9-51fa-4de8-a260-d3a3429be7d4",

"deploymentName": "dmona-10-vnf-442-faa43053",
"state": "MONITORED", <============ Monitoring state for DMONA
"vmGroupName": "vml"
}
]
}I
{
"name": "local mona",
"notificationUrl": "",
"oneToOneMapping": false,
"state": "ACTIVE",
"uri": "http://localhost:8090/mona/v1/rules",
"vimId": "N/A",
"vnfData": [
{
"deploymentExternalId": "9501376e-e29e-4c99-b5fb-66ab66ded5b7",
"deploymentName": "sample-dmona-2",
"state": "N/A", <============ [ocal Mona monitoring state is
not available
"vmGroupName": "gl"

ABAMTOHD-MONA®D!) 73\

D-MONA =— ¥ = & MIEENRAE LI2GE. BSCITEEALHWHIZY I\ TE D7D, &
A A L/ Rz, BEESNZVNFOT=X Y UV e RETHRETEET, 72720

TV R Y INRNY ST DHR], EEHRTRO VNF ITER S EH A, D-MONA IZ X -
TE=H EID VNF L, D-MONANFHOYT 77 4 71272 D £ T, &EOBEMODIREEDE ET
T

VNFE=& Y v T AT —% AL, %\VNF%" HY U TN—VOF T a T I 7 D-MONA
MBESC TIEFIZY AANY LIEGARICOAETEINET, HxESNDdETIL, D-MONAT— =
v b OYRAEEILZ UNKNOWN O F if VNF OREEIX UNMONITORED O F £ T9,

WOHNL, D-MONA RF T L TWAEADE=ZY 7 =— = b APl ® D-MONA &
VNF OJREEZ R LTV ET,

{

"name": "Test-dmona-dep-1",

"notificationUrl": "",

"oneToOneMapping": false,

"state": "UNKNOWN",

"uri": "https://172.29.0.15:8443/mona/v1/rules",
"vimId": "default openstack vim",

"vnfData": [

{
"deploymentExternalId": "70d7f1£0-362e-4d2b-a89b-4877d8bfabf4",
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"deploymentName": "Test-dep-2",
"state": "UNMONITORED",
"vmGroupName": "gl"

}

EZRYDITI—D U DT AHFREY AN

VIM BMEHTE R0 edHiz, B S N7Z0H D-MONA IZEZE TX WG4, viM FATLURE D
PR C HealVnfRequest #5595 Z &1LV, Al VIM TD-MONA %2 U 4N Y TEEJ,
WOTFNEZEMFA LT, BIO VIM A > AKX 2 ATD-MONA % U 78 Y L&,

« R D SOL003 DOHNZHE-> T, FH#) T HealVnfRequest Z Bis L £ 97,

AV REZAT
POST
/vnf_instances/{vnfInstanceId}/heal
HTTP 2R~ & —
Content-Type:application/json
FRANA 1 — K (ETSI 7 — # 4% : HealVnfRequest)
{
"cause":"VIM FAILURE"

}

« NFVO 7> 5 OFFA[IZ, D-MONA VNF % B9~ 5 VIM Z #5113 % #7 L vimConnectionInfo
NEFENTWRWEES, VARV ) 72 MIESESNET,

« HealVnfRequest 23 IE# (258 T4 % &, D-MONA VNF [£3#7 L\ VIM CTHEAER S, BLATIC
REFL TV _RTO VNF 25| S L £,

)

GE) ToORBEIZ. W VIM D OHIBRESNEFA, TV VIMIIZEETE 725, LIRITO D-MONA %
FHEICHIFRL £7°,

TO9F4I79T47THAD 72— LA —/\—

ESCT 25 4 7/7 275 47 HA BEOD 7 = — L4 — _—TlE. BEENRFKEA L7 ESC A 2 AKX
VANFRAET D VNF INT T AZNOMD ESC A o AKX v ACHREESNE T,
EEMNIELZESC A v AZ A0 E D-MONA BEESEZEEND &, E=F ) v —V =
> b API THREEN UNKNOWN IZEH SN FE T, HEEINZ D-MONA IZ L > CTE=F—&1
% VNF IZ, D-MONA E=X Y 7o — = FOIREEN ACTIVE 2725 LB I E T,

D> D-MONA EBID X 912, HEEEINZD-MONAIZ X » TE=%—X 5 VNFiX, D-MONA
DEOT 7T 4 7235 FE T, EDOBEMOIREDE ETT,

. D-MONA ZfERL:=VNFOE=2 1) VY



| D-MONAZBERLI-VNFOE=2Y Y
p-monA o voms [l

D-MONA O 5 ) EniE

D-MONA 74 B a gk ED—# & LTI S 472 vn credentials XA U — R & L CD-MONA
L\— 7-12;( Li—g—o

D-MONA v 7 Z BS54 5I121%, koa<r FEEHALET,

<security user name>:<security user password>

ip-address (34 —% > h® D-MONA ® IP 7 K L A username, password |3 D-MONA O & Ff
T A BrREL L THRESNc2—F4H LAY — T,

FTRTOESC v 7 DFERIRY A MIOWTIE, ESCT FI=A Mb—a v UA K [HEFE] D
[ESC Logs] #ZML T 7ZEW,

ETSI BHE O F R IZ-DVTiL, Cisco Elastic Services Controller ETSI NFV MANO . — % — % A K
[#57E] @ Monitoring VNF Using D-MONA | O#FEAZML T 2 &0,

D-MONADE=A2)2TIL—ILD) vy k

FE L 2 HERF 95 72912, Monitoringand Action (MONA) (X ping, custom scripts 72 & D7 7 & =
VERBEOMBCTE=X Y VT BIOEITLET,

2 —H/LMONA L, R—VU > 7 Z7-D-MONA 7' 12 & 2 Dtk OBEM O LB RER 285 L £
T, AT —HA3—R2000%, BRPKD LIz EERLET, BRB/EHHITEHE, v—h L
MONA 135 % OB OREIFEMZ, R—V oV ENET 7V r—> g UnbiR S - sy
& LE 9, DMONA OFEEIRHIZ, UV ANty b7 v 7 HEICB IV ET,

F%Elﬁé?ﬁ%ﬁ%?: b4 ﬁ %ﬁ?jﬂ\r—‘d‘ ﬂi dep xml T application startup time % ﬁé?éﬂ\%i)‘
bV ET,

=77 L. application startup time 75>T??'£ L7y, F 7213 false _E)’z“iéi“bfb\éiﬂé\
DMONA U 7' — = v 7 |3ENIZ 720 £, D-MONA Z BT 51213, 207 a7 1%
RIETDHDMNENRHD £,

N

GE) FRLEBMEIZFR— SR TWERFA, N—Ta V5300 CORRETALENLY 3,

K12, D-MONA OFEAET NV OH 2R L ET,

<?xml version="1.0"?>
<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>A tenant name</name>
<deployments>
<deployment>
<name>dmona_deployment</name>
<vm_group>
<name>gl</name>
<image>ESC-5 3 0 31</image>
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<flavor>ml.large</flavor>
<bootup time>120</bootup time>
<recovery wait time>0</recovery wait time>
<interfaces>
<interface>
<nicid>0</nicid>
<network>esc-net</network>
</interface>
</interfaces>
<kpi_ data>
<kpi>
<event name>VM ALIVE</event name>
<metric value>l</metric value>
<metric cond>GT</metric cond>
<metric type>UINT32</metric type>
<metric_ occurrences_true>l</metric occurrences_true>
<metric occurrences_false>5</metric occurrences_ false>
<metric collector>
<type>HTTPGET</type>
<nicid>0</nicid>
<poll frequency>3</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_alarm>
<properties>
<!-- Set to true to enable start time check -->
<property>
<name>application startup time</name>
<value>true</value>
</property>
<property>
<name>protocol</name>
<value>https</value>
</property>
<property>
<name>port</name>
<value>8443</value>
</property>
<property>
<name>path</name>
<value>mona/vl/health/status</value>
</property>
</properties>
</metric collector>
</kpi>

</kpi data>

</vm_group>
</deployment>
</deployments>
</tenant>
</tenants>
</esc_datamodel>
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