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# df

Filesystem 1K-blocks Used Available Use% Mounted on
devtmpfs 2961760 0 2961760 0% /dev

tmpfs 2972164 4 2972160 1% /dev/shm

tmpfs 2972164 8748 2963416 1% /run

tmpfs 594436 0 594436 0% /run/user/1004

/dev/mapper/esc_crypt 3028620 57212 2797848 3% /opt/cisco/esc/esc _database
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bootvm.py --fs encryption type luks --fs luks key prompt
bootvm.py --fs encryption type luks --fs luks key 'LuksKeyValue'
=> injects the luks key into default file location /opt/cisco/esc/esc-config/luks key

bootvm.py --fs encryption type luks --file
root:0400:/opt/cisco/esc/esc-config/luks key:path-to-local-luks-key-file
=> injects a local file containing the luks key
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bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--fs_luks_key prompt

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
-—fs luks key 'LuksKeyValue'

=> injects the luks key into a different file location

bootvm.py --fs encryption type luks --fs luks key file path-on-esc-vm-luks-key-file
--file root:0400:path-on-esc-vm-luks-key-file:path-to-local-luks-key-file
=> injects the luks key as read from a local file into a different file location
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base64 <<<'LuksKeyValue'
THVrcO0tleVZhbHV1Cg==
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write files:
- path: /opt/cisco/esc/esc-config/luks key
owner: root:root
permissions: '400'
encoding: b64
content: THVrcOtleVZhbHV1Cg==

- path: /opt/cisco/esc/esc-config/esc-config.yaml

owner: root:esc-user

permissions: '0640'

content: |

resources:
filesystem:

depend on: drbd:active
encryption type: luks
luks key file: /opt/cisco/esc/esc-config/luks key
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