SMERERTE 7 7 A JLDEEEL

« SNERERTE T 7 A NVOFRFE (1 =)

RIET — X DL (7 3—2)

« ConfD AES B 5L 3L 2 = 1 — R4 5 72 @ Cisco Elastic Controller —E A X 7 1) 7
k(9 =)

WNERERTE 7 7 4 ILDEREE

CiscoESC U U — 2 4.0 LR ClE, ESC X, TA B uiRE, T=%V 7 JEH. BLOLCS
TIvarO—HE LT, WS ODPDINBHEET 7 ANVERAZ Y T FEHR— KL TWET,
ESCIE. BHO—EL LT, #IFOHFEIIL DL, VE— =050 NbD T 7 A4
NOEGE P R—F L TWET,

ESC U VU —R240LIE, 77 A r—2@HEIREL L, SEVREa T T OB T TE
BINET, 2L, BEOVM I NL—T L ZDOTA BB ELLOLCST 7 ¥ a Vi3,
JEBNOMERGHCRIL 7 7 A vur—X 2B\ TE 591220 1,

BT — X T AOFITIRD LB TT,

<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants>
<tenant>
<name>sample-tenant</name>
<deployments>
<deployment>
<name>sample-deployment</name>
<file locators>
<file locator>
<name>post deploy alive script</name>
<remote file>
<file server id>http-my-server</file server id>
<remote path>/share/qgatest/vnfupgrade/lcspostdeployalive.sh</remote path>

<local target>vnfupgrade/lcspostdepalive.sh</local target>
<persistence>FETCH ALWAYS</persistence>
<properties/>
</remote_ file>
</file locator>
<file locator>
<name>asa-dayO-config</name>
<remote file>
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<file server id>http-my-server</file server id>
<remote path>/share/qgatest/day0/asa config.sh</remote path>
<local target>day0.l/asa config.sh</local target>
<persistence>FETCH ALWAYS</persistence>
</remote file>
</file locator>
<file locator>
<name>scriptlocator</name>
<remote file>
<file server id>dev test server</file server id>
<remote path>/share/users/gomoore/actionScript.sh</remote path>
<local target>action/actionScript.sh</local target>
<persistence>FETCH MISSING</persistence>
<properties/>
</remote file>
</file locator>
</file locators>
<policies>
<policy>
<name>VNFUPGRADE_POST_DEPLOY_ALIVE</name>
<conditions>
<condition>
<name>LCS::POST DEPLOY ALIVE</name>
</condition>
</conditions>
<actions>
<action>
<name>post deploy alive action</name>
<type>SCRIPT</type>
<properties>
<property>
<name>file locator name</name>
<value>post deploy alive script</value>
</property>
</properties>
</action>
</actions>
</policy>
</policies>
<vm_group>
<name>ASA-group</name>
<image>ASAImage</image>
<flavor>ml.large</flavor>
<recovery policy>
<max retries>l</max retries>
</recovery policy>
<scaling>
<min_active>1</min_active>
<max_active>1</max active>
<elastic>true</elastic>
</scaling>
<placement>
<type>affinity</type>
<enforcement>strict</enforcement>
</placement>
<bootup time>120</bootup time>
<recovery wait time>60</recovery wait time>
<interfaces>
<interface>
<nicid>0</nicid>
<network>my-net</network>
</interface>
</interfaces>
<kpi_ data>
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<kpi>
<event name>VM ALIVE</event name>
<metric value>l</metric value>
<metric cond>GT</metric cond>
<metric type>UINT32</metric type>
<metric_ occurrences_true>l</metric occurrences_true>
<metric occurrences_false>5</metric occurrences_ false>
<metric collector>
<nicid>0</nicid>
<type>ICMPPing</type>
<poll frequency>5</poll frequency>
<polling unit>seconds</polling unit>
<continuous_alarm>false</continuous_alarm>
</metric collector>
</kpi>
</kpi data>
<rules>
<admin_ rules>
<rule>
<event name>VM ALIVE</event name>
<action>ALWAYS log</action>
<action>TRUE servicebooted.sh</action>
<action>FALSE recover autohealing</action>
</rule>
</admin_ rules>
</rules>
<config data>
<configuration>
<dst>ASA.static.txt</dst>
<file locator name>asa-dayO-config</file locator name>
</configuration>
</config data>
<policies>
<policy>
<name>SVU1l</name>
<conditions>

<condition><name>LCS::DEPLOY UPDATE::PRE VM VOLUME DETACH</name></condition>
</conditions>
<actions>
<action>
<name>LOG</name><type>pre defined</type>
</action>
<action>
<name>pre vol detach</name>
<type>SCRIPT</type>
<properties>
<property>
<name>file locator name</name>
<value>scriptlocator</value>
</property>
<property>
<name>exit val</name>
<value>0</value>
</property>
</properties>
</action>
</actions>
</policy>
</policies>
</vm_group>
</deployment>
</deployments>
</tenant>
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</tenants>
</esc_datamodel>
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cid: 77 ANY—R"OF— LT LTERSNET,
e base url : ¥ —3DT KL A, (] : http://www.cisco.com F 7= % https://192.168.10.23)
« file server user : Y — S ~DOFEFERFME 5 2 —V4,

« file_server password : ¥ —/X~DFBIEH D/NA Y — R &G LT, HOIZ, =—FIIAN
WO b SNTZ2 V7T F A NCFFERE L ET,

» properties : FFRDOILIEMED =D DA EEDORT,
Ty AN —ZDINT A= TIRO LB TT,
sname : 7y AN —FDOF—BLIOEGIFE L THEAINET,

« local_file £7z/dremote file : 7 7 A VDOSGFTAEIRL ET, v—H/L7 7 A /LiX, ESCVM
T7ANYVAT BT CTICHIET D7 7 A NVERET D7D SN E T, remote file
I VE— =B HRGT 27 7 A NVERET DI SNET,

e file server id: 7 7 ANVERGT L7 7 ANV —1"FT =V D ID,
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s remote path : 7 7 A VY — ATV xV NTEFK I base url NHD T 7 A )LD
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e local target : 7 7 A NERGFET HIODOF T aroua—NAGT 4L 7 B,
» properties : MEIREHROL AT EEDT

e persistence : 7 7 A /LA R L—Y DA T T a v, {BIZIL, CACHE, FETCH ALWAYS,
FBELOFETCH_MISSING (77 # /L 1) BEENET,

s checksum : #5353 ND 7 7 A VOB ERRIET D= DIFEHT D, A7 2 3 > d BSD
ABANDF = 7 MH,
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<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<file_servers>
<file_ server>
<id>server-1</id> <!-- unique name for server -->
<base url>https://www.some.server.com</base url>
<file_server_ user>userl</file_ server_user>
<file server password>sample password</file server password>

<!-- encrypted value -->
<!-- properties list containing additional items in the future -->
<properties>
<property>
<name>server_ timeout</name>
<value>60</value>
<!-- timeout value in seconds, can be over-ridden in a file locator -->
</property>
</properties>

</file server>
<file_server>
<id>server-2</id>
<base url>https://www.some.other.server.com</base url>
<properties>
<property>
<name>optionl</name>
<encrypted value>$8SEADFAQE</encrypted value>
</property>
</file server>
</file servers>
</esc_datamodel>

T A B r iR E DA

<esc_datamodel xmlns="http://www.cisco.com/esc/esc">
<tenants><tenant>
<name>sample-tenant</name>
<deployments><deployment>
<name>sample-deployment</name>
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<vm_group>
<name>sample-vm-group</name>
<config data>
<!-- exisiting configuration example - remains valid -->
<configuration>
<file>file:///cisco/config.sh</file>
<dst>config.sh</dst>
</configuration>
<!-- new configuration including use of file locators -->
<configuration>
<dst>something</dst>
<file locators>
<file locator>
<name>configlocator-1</name> <!-- unique name -->
<remote file>
<file server id>server-1</file server id>
<remote path>/share/users/configureScript.sh</remote path>

<!-- optional user specified local silo directory -->
<local target>day0/configureScript.sh</local target>
<!-- persistence is an optional parameter -->
<persistence>FETCH ALWAYS</persistence>
<!-- properties in the file locator are only used for
fetching the file not for running scripts -->

<properties>

<property>

<!-- the property name "configuration file" with value "true"

indictates this is the
script to be used just as using the <file> member case
of the configuration -->
<name>configuration file</name>
<value>true</value>
</property>
<property>
<name>server timeout</name>
<value>120</value> <!-- timeout value in seconds, overrides
the file server property -->
</property>
</properties>
</remote file>
<!-- checksum is an optional parameter.
The following algorithms are supported: SHA-1, SHA-224, SHA-256,
SHA-384, SHA-512 -->
<checksum>SHA256 (configureScript.sh) =
dd526bb2c0711238ec2649c4b91598fb9%a6cfld2cb8559¢c337c5£3dd5eal769e</checksum>
</file locator>
<file locator>
<name>configlocator-2</name>
<remote file>
<file server id>server-2</file server id>
<remote path>/secure/requiredData.txt</remote path>
<local target>day0O/requiredData.txt</local target>
<persistence>FETCH ALWAYS</persistence>
<properties/>
</remote file>
</file locator>
</file locators>
</configuration>
</config data>
</vm_group>
</deployment></deployments>
</tenant></tenants>
</esc_datamodel>
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SRET—XANDEFIE

WX — B AE R L CRIET — ¥ 25t T& 9, ESCTIE, T4 EBu&E, 71
PoRELE, VIMaxZ X2 EVIMa—Y, BIXOLCS 77 ¥ a VIIWES—RNEER T
9,

ConfD X, Wy AALINTLTFHNZ A T 2R L FF, MMAPIARBDLFHNZ A TEHEHT D &
i b SNIZEAS ConfD IZHRAF SALES, EORFSALITEMN & D F—i%. confd.conf IZHRAF

SINET,
T2 DR EAbIEA T v g T, BEIZIS U T, encrypt data fEZfEH L CTF — % 2 {_1F T
TET,

WOBITIEL, TABREKET — XIS NTENE ENTWET, encrypted_data A A
IAFD LT # A 7 tailf:aes-cfb-128-encrypted-string Z i L 9,

choice input method {
case file {
leaf file {
type ietf-inet-types:uri;
}
}
case data {
leaf data {
type types:escbigdata;
}
}
case encrypted data {
leaf encrypted data {
type tailf:aes-cfb-128-encrypted-string;
}
}
}

Advanced Encryption Standard (AES) ¥—®D4E/K
AES F—DE 1L 16 /31 F T, 32 5D 16 TN EENTVET,
B 5 A2 HEHE S8 5 121%. confd.conf T AES ¥ —%2RETHLENRH Y 97,

/opt/cisco/esc/esc-confd/esc_production_confd.conf

<encryptedStrings>
<AESCFB128>
<key>012345678%abcdef012345678%abcdef</key>
<initVector>0123456789%abcdef012345678%abcdef</initVector>
</AESCFB128>
</encryptedStrings>

F 7 4V h® AES ¥ —I% confD T Tx £9,

0123456789%abcdef0123456789%abcdef

confD F—(I/— Fa— FENTWET, escadm.py |T7 > ¥ L7 AES F+—% 4K L. confD
PG HENCT 7 4V R @ confD AES ¥ — 4 & & iz 9,
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encrypted val Z i LT, 74 PR ENTAT — R ¥ —3 ID 72 OB &R 5L T
X FEJ, ESC Tix, BT —#ETNVHNOEEE LT va E721% encrypted_val Z i8R TX F
D

encrypted val ND 7 % A MIFEB L &4 T, confD 57— % ~X—A (CDB) & PostgreSQL DB (T
I ET, 7FA MIMEARICOAESLENET (F—FPREFEINTVD L XITES
fbE&EwA) . ESC v/ Tid, encrypted val D7 F X MR~ 27 INET,

WOBITIE, /—ARNT 2 R7Z 47~ (Netconf £7-1% REST) T encrypted val (27 L —
VTEXRAMNANEINTWET, EBEIERN ESCConfD IZ L » T END &, T L—1T
F A MIREFLIILTESC T —F _X— R TS E T,

<config data>
<configuration>
<dst>vnf day0.cfg</dst>
<data>file://opt/cisco/esc/esc_database/vnf day0.cfg</file>
<variable>
<name>user</name>
<val>admin</val>
</variable>
<variable>
<name>password</name>
<encrypted val>ADMIN-PASSWORD</encrypted val>
</variable>

encrypted val 73 netconf £ 721X CLI # /" L CConfD R ENOHEGSND &, Kbty L —
VTRANNRERINET,

<config data>
<configuration>
<dst>vnf day0.cfg</dst>
<data>file://opt/cisco/esc/esc_database/vnf day0.cfg</file>
<variable>
<name>user</name>
<val>admin</val>
</variable>
<variable>
<name>password</name>

<encrypted val>$8$cV16r9aR7W3wmHLYUrAOQHNjJGHOX1tJJiCBTXANJFV0sJfb/NF+1EJiUAO]/JxA</encrypted val>

</variable>

GE)  H—offirencrypted_val I SN E T, R UARENEESHELZ 5T, AT—A1 T L—TH
WZHDHDTRXRTOVM DT A BeRET 7 L— MIAHTEINET,

TA ¥ uRE T, encrypted val ZfH L T v — ID Z{f#ECTExEd, v — ID DOff
X, VNFOT v 7T L—REFITTDEH ) —ANG U RIITAT v MEREFARL—HIZL - T
Bt FET (VNFEBFIZAZ U P Mok oTEKR SNy —2 IDITYR— FESNER
/I/) o
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<config data>
<configuration>
<dst>staros_param.cfg</dst>
<file>file://opt/cisco/esc/images/staros param upf.cfg</file>
<variable>
<name>CHASSIS ID</name>
<encrypted val>VALUE-PROVIDED-BY-NORTHBOUND-OPERATOR</encrypted val>
</variable>

TABBREEDFEMIOWNWTIEL, TAERHELZSRLTIZS,

ConfD AES IE R EXFH|EZ T > a— k9 576D Cisco
Elastic Controller Y —E XX 1) T k

Z OREHEIL, depxml e &, BRTEER CTHEHTE D AESK LT E = a— RKTHRA7 Y
7 hEEELET, KkiC, FUERE2ERIET2 2022707 (V) 2rLFET,

®* esc nc_cli encrypt

* esc confd encrypt : ESC VM F721% ESC VM ~DO#RE N AIEEZ2 U & — b Linux %—/3T
AT DAL RTrY A2 VT hTT,

WDa<y Nix, 7L—rT %R M AES B 5L XFANCKE 5L 3 5 DITESL B £,

esc_nc_cli encrypt

WA Bz R LET

admin@esc-01$ esc_nc_cli encrypt

Enter plain text (input is not echoed to terminal) >  FHx*xxxxkksk
admin@l127.0.0.1's password:
$8%$aaCBcnVmZ+61EVIFvhhitzQMLisLe3pxkluUh+7DL4A=

admin@esc-01$ esc_nc cli encrypt input.txt
admin@l127.0.0.1's password:
$8SSLWwFZUAOmMORgf69fPNOeigdispm5H1SZIVGZzzDd5R2g=

WOa< Rt MNL7-AZ L RT o A2 ) RELTHERESND esc_nc_cli LRIZET
D

WRITHIZ R L ET,

admin@esc-01$ esc_confd encrypt

Enter plain text (input is not echoed to terminal) > *****xkxx*

admin@localhost's password:
$S8SQL5VFULVE3KES3kKIrCO0+Fag8cF83Wdpt PO45GTIRGA=

admin@esc-01$ esc_confd encrypt --file input.txt
admin@localhost's password:
$85uzN7+kMgCf4RLxB5ROGMnLIbix06EUpliUuHJRWRI44=

WD~ Rix, ConfD CLIssh (AR— bk 2024) (Z#56E L £,

RITHI 2R L ET,
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admin@esc-01$ esc_nc_cli cli
ssh -o StrictHostKeyChecking=no -p 2024 admin@127.0.0.1
admin@127.0.0.1's password: *****

admin connected from 127.0.0.1 using ssh on esc-01
admin@esc-01>

EWNSDRY Y T EDER

WHFORAT V7 EFEHLT, VE— MESC TR A{bEFEITTE £ 4, =& xiE. ESCVM,
J—ANRNT U RIITAT M, FRFEH [Py R A N ICEFETX S Linux — 37 Y
<7,

WIZH &R L ET,

abc@my-server-39:~$ esc_confd encrypt --host 172.25.0.89 --user admin
Enter plain text (input is not echoed to terminal) >
admin@l172.25.0.89's password:
$8SVUNQkT30fKgAWWC1iyDPkqUjS+jDd0/sNIyGNd4bVppE=

abc@my-server-39:~$ esc_nc_cli encrypt --host 172.25.0.89 --user admin
Enter plain text (input is not echoed to terminal) >
admin@l172.25.0.89's password:
$S8SURBKOpZZ9rcUIrfBamOWfCXg3tirTD+FRcafBgAArRs=

abc@my-server-39:~$ esc_nc_cli encrypt --host 172.25.0.89 --user admin --password
'REDACTED'

Enter plain text (input is not echoed to terminal) >
$8$1G9vVLAgk69wUSMVMV£5XDpwkdDi/P1VIucJ1XKn2NQ=

ZEBRID)TRADNRAT—FKFLRATZ7EADEHIE

esc nc_cliXPesc confd encrypt/f &, T v/ N—a2—F 4 VT ¢ AL CHEEMHT 272012,
ConfD (netconf ¥ L Wssheli) (2% LTHNAT—RLRAT 722 (ABF—RFE) AT
LHEF22H0 £,

KRIZ, ConfD TR F—~7 LERENHF —RGEE T 202" L £ (L)

admin@esc-01$ ssh-keygen -t rsa -b 2048 -C "admin" -N "" -f ~/.ssh/test _confd rsa
Generating public/private rsa key pair.

Your identification has been saved in /home/admin/.ssh/test confd rsa.

Your public key has been saved in /home/admin/.ssh/test confd rsa.pub.

The key fingerprint is:

SHA256:u3/dpcdiY6/60£fiGjGeJjMcigUKLISrxCptZWYo8JQ60 admin

The key's randomart image is:

+---[RSA 2048]----+
| |
| |
[+ o |
|.X o |
|0 *.* S |
|Eo.=.. . O |
lo.. . t.+to00.. o.]|
| . 0 *.Xot.o |
| . 00B+BoooO |
+----[SHA256] -——--- +

admin@esc-01$ sudo mkdir --mode=700 -p /var/confd/homes/admin/.ssh
admin@esc-01$ sudo cp ~/.ssh/test_confd rsa.pub /var/confd/homes/admin/.ssh/authorized keys
admin@esc-01$ sudo chown -R esc-user:esc-user /var/confd/homes/admin/.ssh
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admin@esc-01$ printf "value-of-encrypted val" | esc nc_cli encrypt --privKeyFile
~/.ssh/test confd rsa
$8SVmMDBKYupSGUCaILw8g2VYykVDID16jA44sQONglFUUAV+UQtO0OBMELSC85vEuRJul

admin@esc-01$ printf "value-of-encrypted val" | esc_confd encrypt --privKeyFile
~/.ssh/test confd rsa
$8S0FXwX1jeIHVxmBUMdPe6Vz6usaSahPVh0gZEGHMOuoAVK+twCOkUKS5w7/QY0goUM

admin@esc-01$ cat .ssh/config
Host localhost 127.0.0.1
Port 2024
IdentityFile ~/.ssh/test _confd rsa

admin@esc-01$ printf "value-of-encrypted val" | esc _nc_cli encrypt
$8$GZ4+2nS0/Yk1KVKk8RTANR90DJIjWe89VsUiUR2FNIwtWAWPSXL1ivOXbmZnHR2Yp P

admin@esc-01$ printf "value-of-encrypted val" | esc_confd encrypt
$8599QaMg3QEIhS+1P8gmtr47LwdPyrCFoHHC2]zv2vKnxBFvIPNQapHurj+bcHEpEe

WIZ . FHIIAID esc-nc-admin 7 7 > T ConfD IZT 7 A9 57282 ConfD F—% A%
T 5012 LET (FALAEMED T OITHML) |

admin@esc-01$ sudo escadm confd keygen --user admin
Generated SSH key pair for user admin and authorized them for user esc-nc-admin

admin@esc-01$ printf "value-of-encrypted val" | esc nc cli encrypt
$854c5m8cgK21VNyblgCfc77p41LKxXA9Ar8n6CAPQWNst8yk/1i1DphiDXetmHPmKuvP

admin@esc-01$ printf "value-of-encrypted val" | esc confd encrypt
$83yY8sG61leUkrnY+fBUrYVmnwPSBY 9aIrUKXmpaHVGEvNWggLuSPkgZcRCjejPej+y
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