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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

£l INT A=A &R Z D DIEHR
Syslog ! & — | #— | UseRemoteSyslog U E— FAZ MZ Syslog
N—0DfEH (Use A=V EEETDHIC
Remote Syslog 1L, True ZEIR L F
Server) T, T 7 /L MEIX
False fﬁ‘o
Syslog #—/3—@ 7 | Sysloghddress BEA B —T A AD>
KL & (Syslog 57 7 & A A[EE7L Syslog
Server Address) PF—R—D IPv4 E 7213
IPv6 7 R LA,
F) IPv6 7 R L
AEfERL
TWH5a
. 7 Fv
P
= ([1:1])
TPHAF
R
Syslog #—/3—7~— | SyslogPort F 7 a D syslog P—
L (Syslog Server N—DR— "EF, R—
Port) MEDHFEHIEZ 1 ~ 65535
TY, 774N TR
:@ﬁ@ﬁ4_mﬁéﬂ
£7
Syslog #—/3—7"1a | syslogProtocol A7 a i, Syslog &
k=)L (Syslog #(E3 % upe, tcp,
Server Protocol) 721X ReLP TT, T 7 4
JV MEIX upop T,
TLS #%H @ Syslog | SyslogTLs TLS Z i L T syslog
ZEMT 5 (Use DT T7 47 &b
Syslog over TLS) T HITIE, True &R
LET, ZORTA—H
. &7 # /L FTralse
IR ESIET,
Syslog TLS BT 4, | SyslogPeerName H— X—ZFEHED

(Syslog TLS Peer
Name)

SubjectAltName F 72134
TV xy MEEAIIAT)
STz LBV D Syslog
P—R—D R A M,

. AR b—ILBRRY
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

&HI INTG A=A &R Z DD IEHR
Syslog /L— hGEB] & | syslogCertChain SCP il L THUF L 7=
7 7 A L URI syslog %—/3—® PEM
(Syslog Root D /— FEEA~D
Certificate File URI) URL,
Syslog AEFA#E 7 7 A | SyslogCertChainPwd Syslog sElET = — > %
IVDNAT L—X 545 SCP = —H% D
(Syslog Certificate INAT— K,
File Passphrase)
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2 T P UM |

o
|

Bl

ZDHDIEHR

A syslog H— /3%
BETHE, —E
AA RN DIINER
syslog tr— 3 —[Z 1%
FanEd, #hll
ShDEEIE. Cisco
Crosswork 7 — %
F—rr=A

(Cisco Crosswork
Data Gateway) VM
DB S E
7

A syslog H— 3%

T 25801 2

NHOTODFKE R

ITHOVERDHD F

7,

G¥) URI
774
%
TeR A
NS
EA
U—7
kT
(Scp

oL
<
vNICO
A
&%
T A
A
) F
EEFHE
T
PN
SR AN
774
ST A
VA
k—v
(S

. AR b—ILBRRY
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Cisco Crosswork T—4 %" — k™ = 1 (Cisco Crosswork Data Gateway) BA/NSA—2 LI F 1A .

Bl

ZDHOIEHR

ELT
AY-PA
BN D
UR=3
R

JE— FEEY—/—

UseRemoteAuditd

UE— MNEAY—
N—DfEH (Use
Remote Auditd
Server)

U E— h7AR A MZ Auditd
A v—TEEETDHIC
ﬁi\ True zi’]igil:ﬂ Ljﬁ
7T

57 )V MilX False T
j—O

Auditd ¥—/ 37 K L |AuditdAddress
A (Auditd Server
Address)

7> g D Auditd

P—R—DIRA R,

IPv4, F£721X1Pv6 7 R
LA,

BEsH— )N7R— K | AuditdPort
(Auditd Server
Port)

FTa v DOERY—N
DR— FF 7,

T 7 H v hDOFR— b EE
X 60 T,

BEAA vy E—T% Y
F— pH—N— T3k
(EE RPN
Crosswork Data
Gateway & #% € L &
7

NEL D Auditd Y—
N T A v —
VEHRIET HITIE,
INHD3DDINT
A—FERHELE
ER

AV bA—3&ETAXFDDOEE

122+=1 4525 IR




. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

&HI INTG A=A &R Z DD IER
7' P—/30 |ProxyURL AT a vt BHITP| 7 90 ROEAT
URL (Proxy Server Tax i ——0 IZ. Cisco Crosswork
URL) URL, Data Gateway (3 TLS
- — - BT v Z—F
7’1 %3 ¥ —/ 3\ )\ | ProxyBypass raxvEFEH LN M T EEEE 2 A
A /XA U AR RURAERARNLDT HoFET,
(Proxy Server ~XEID U R |k,
Bypass List) TREY ==k
T 2581, 2
FWEE 7 1 3/ (D— | ProxyUsername PGEE AT AR =N N DT A —H %

W4 (Authenticated
Proxy Username)

Da—H4,

FEE S 1 % D /NA | ProxyPassphrase AL AL T T — N

L= DINAT L—R,
(Authenticated

Proxy Passphrase)

HTTPS 1% |ProxyCertChain SCP #f#f L THUS L 7=

SSL/TLSREEH T 7 HTTPS 7 17 % & PEM

4 L URL (HTTPS &> SSL/TLS FERA &

Proxy SSL/TLS T A,

Certificate File URI)

HTTPS & %3 ProxyCertChainPwd a3 AFAEF o —

SSL/TLSFFBHE 7 7
AIVDISNAT L—RK

(HTTPS Proxy
SSL/TLS Certificate

File Passphrase)

BS54 5 SCP = —
DIRAT — K,

fRELET,

HEIEHF/ Ny r— O 0ER#%  (Auto Enrollment Package Transfer)
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VMware ~ ) Crosswork Data Gateway D1 > X k—)L .

E2X:0] NS A—4H SR BA Z DD IEHR
BEERDFSEHER A b & |EnrollmentURI SCP Z il L TE4$% X~ | Crosswork Cloud (Z
232 (Enrollment lr— U %HR% 9% SCP | Cisco Crosswork 7 —
Destination Host and AAMB IR HF— R Tz A

Path) ™

(user@host:/path/to/file> o

BGR/NA T L— R
(Enrollment
Passphrase)

EnrollmentPassphrase

B r— U RIE
728 @ SCP . —H %
AT L— R,

(Cisco Crosswork
Data Gateway) % %%
ST DT, BEk
PR lr—VPNBET
T A A b=
IZZNBEDIRT A—
ZEtEETDH &, B
gy r— U,
Cisco Crosswork 7~ —
27—y A

(Cisco Crosswork
Data Gateway) )
[EEEREICZ D e —
FIVIR A M BB
WCHRE S L E T,
AU A D
NHEDNTA—R%
FEE L2V,
e r— DN
T 84—V) O
FNELZHE > TR
N lr— % FE)T
T AKR—KLZE
7

RDYEZE : Cisco Crosswork Data Gateway VM DA > A b — LT F T,

VMware ~® Crosswork Data Gateway D1 > X k—JL

RDOUWNT D JF1ET VMware 2 Crosswork Data Gateway % 4 > A h—/L CTX £7,

» vCenter vSphere Client % {5 ] L 7= Crosswork Data Gateway O > A h—/L (24 ~X—7)

« OVF ¥ — /L2 X % Crosswork Data Gateway D > A h—/L

(30 ~~—72)
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2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

vCenter vSphere Client % &£ FH L 7= Crosswork Data Gateway D1 > X b —
L

vCenter vSphere Client % {# fl L C Crosswork Data Gateway % 1 A h— /L9 521X, RO TFIA
EITLET,

ATvT1 Cisco Crosswork Data Gateway 4.5 Release Notes for Cloud Application 22 L, Crosswork Data Gateway @
A A= (*ova) 77 A NVEX T a—RLET,

Gx) i H D Mozilla Firefox X—Y a3 V2L CovaAf A—TYaX o — RT3, FUv
02— RL7Z7 7 A )VOPEEEFD dms THHHEX. A > A M— VANZIEE % ovalZ R L E
j—O

RATw T2 vCenter [Tt L, Z LT vy AEHEHAL TR A LET,
ATw 73 Crosswork Data Gateway VM % JEBH 9 57 — & o X —&@IR L 7,

ATv T4 vCenterServer 7 7 A 7 v ML ET, [T 7 3 (Actions) |>[OVF7 > 7 L— h®DEBH (Deploy
OVF Template) | Z3RL £ 7,

& 7 7 4V K@ VMware vCenter DERH ¥ A4 57 7 MX 1543 T3, OVF 77 L — MNEBRDE
T DEERIN 15 o &aiB 2B L&, vCenter WX A LT U L, HNLRDETHLENRD
DET, INEHSTEOIE, BRZEGTORNCT 7 b— N EER L, AT H5REZR
HDTBLZLEBREIOLET,

I3

vCenter [ZHifi L, 7 LT ¥V EMHL TR A LET,
ATw 75 VMware ® [OVFT > 7 L— hDEBH (Deploy OVF Template) |17 « V' — RRFE/REN., HHOTFIE[ T
7 L— h O (1 Select template) ] M3FEFF R I FE T,
a) [B—7HN7 7 A (Local File) ] Z#R L, [ZM (Browse) |27 U v 27 LT, OVAA A=V 7 7
ANEZTa— RLIEGFTICBB LT 7 A VARIRL E7,

TrFANKBT 4 RUICETFSNET,

ATy 76 WRORDEHIZ, [k~ (Next) 1227 U v 27 LT, [24RIE 74/ X DEIR (2 Select name and folder) ]
WZBEN L £,

a) fTER 3 % Cisco Crosswork Data Gateway VM D44 Fij & AT L £,

KB/ o A7 A TlE, %D Cisco Crosswork Data Gateway VM Z 92 mlaEME N H Y £3, L
7273 - T, Cisco Crosswork Data Gateway D4 HillZ—E TH V. FFED VM ZEHIZHBI TZ 5 X9
WAERT DL ER DY £7,

b) [AB~ > DHT 23 (Select a location for the virtual machine) ] U A kT, Cisco Crosswork Data
Gateway VM MFAET 57 — XU X2 —Z@INL 7,

. AR b—ILBRRY
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| 12 b= 522

ATvIT1

ATvT8

ATvT9

ATv 710

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template

+ 15elect an OVF template Select a name and folder
Specity a unigue name and target location
3 Select a compute resource

- Virtual machine name:  Crosswork Data Gateway 1
4 Review details

: Select storage

6 Ready to complete Select a location for the virtual machine.

(7 rednS-spmevc-0l.cisco.com
[ Cisco-Cx-Lab
[ rednS-spm-de-01
[h redns-spm-dc-02
[hRTP

CAMNCEL BACK m

K~ (Next) %27 Vw7 LT, B3ara—T 4710 Y—ADFERN (3 Selectacompute resource) ]I

HELET, VM OEBA FERIRLET,

[k~ (Next) ] %27 VU w27 L%9, VMware vCenter Server 7% OVA ZHFE L 9, FEEIZ )2 I

Xy NT—VHEIZ K> TRED T, REEDETTHE, V4 ¥ — NiX [4FEHOMER (4 Review

details) 1IZBEIL£9, OVA DIFMAMR LT[Rk~ (Next) 1227V v 7 LET,

JEBH9 % OVF 7> 7 L— b &R L £ 7,

GE) ZOMEHRIZOVF MOIE SN, BRI TEETA, 707 b— R I, A7V IXERD
T AR B ERELET, WOFETELWT 4 A7 EREZIRINT 5720, Z3EE L
THhHhENER A,

[k~ (Next) |7 Vw27 LT, [5T7A4 B AZNE (5Licenseagreements) [ICHBE L FI, = FK=2—
P IA B AR ELHER L, K& (Accept) 1527 U v LET,

WORD X HIZ, [k~ (Next) %27V v 7 LT[6#E (6 Configuration) ] IZFHE) L F9, [Crosswork
Cloud] % 3#4R L £,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

Deploy OVF Template

+ 1 Select an OVF template Configuration
+ 2 Select a name and folder Select a deployment configuration

¥ 3 Select a compute resource
Description

B CPU; 32GB RAM: 1-3 NICs; 74GB Disk

¥ 4 Review details @ crosswork Cloud

¥ § License agreements

Crosswork On-Premise Standard
& Configuration

4 Crosswork On-Premise Extended

Crosswork On-Premise Standard With Extra Resources

4 ltems

AT TN KOOI HIZ, [k~ Next) 227V v 7 LTC[TA ML —Y DR (7 Selectstorage) [ IZBEN L £7,
a) [T 4 A7 74—~ v FOER (Selectvirtual disk format) |7 ¢ —/L K TRDO X HITRIR L F 7,

s EBRERIEOEA, [V v 7 7 vy g =7 Lazy Zeroed (Thick Provision Lazy Zeroed) ] % iR
LET,

 BAREREEDES, [ 7 v Y Y3 =27 (ThinProvision) ] Z&EIR L F9°,

b) [T—H AT (Datastores) | 7—7NAnb, AT LT —X A N7 ZBIRLET,

. AVRAR—=ILARY
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details |:|

+ 5 License agreements

. Select virtual disk format: Thick Provision Lazy Zeroced
+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks MName Capacity Provisioned Free Type

9 Customize template ] Local Datastore 2.45TB 119 TB 146 TB VM
10 Ready to complete

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

ATYF12 KOOI ST, [k~ (Next) 227 U7 LT[8 1y hT—27 DR (8 Select networks) ] IZBE L
FT, X—=VEHO Ry XY T =TT, FEHTEDNIC OEIZIFESNT, FEEFETLRY U —
J\ZHYRsE ey N U — 7 BRI L E 7,

VNICO 1 BlEIZ, 4255y U —7 ZFIR L TLZ &, REHADYNIC I, T 7 4L MED
FFITTLIEEN,

GE) WDOAA—=VEBETIE, LFORy hU—7 BNEINSNTWET,

VM Network i, A > X775 47 a2V —ZT7 27 & ALT, Crosswork Data Gateway VM O k &
TNy a—T AV TEATHITZOOEHR Ry NT—7 TT,

» Crosswork-Cloud i%. Crosswork Data Gateway 7% Crosswork Cloud |28t 922> hu—F % v b U —
7 T,

e Crosswork-Devices 1%, T XA AT 78X N7 4 v 7 HAOR Yy NU—27TT,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

Deploy OVF Template
v 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource
+ 4 Review details Source Network Y Destination Network Y

+ 5 License agreements vNIC3 VM Network v

v 6 Configuration VNIC2 VM Network ~

v 7 Select storage

VM Network
8 Select networks VNICT etworl o

9 Customize template vNICO VM Network v

10 Ready to complete 4 items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

4

ATV T3 [k~ (Next) 1227 U w7 LT, [KRAMEHROFKE (Host Information Settings) ] 23NEFH S 7= [9 7 7
L— hDOH AL~ A X (Customize template) ] (ZBEE L F9°,

GE) « VMware vCenter Server 6.7, 6.5, ESXi/N—' 3 255 £72136.0(21%. IELVWRT A —X%
DOEFICEAT2MERH Y 3, ZOMEZENCTHITE, [T L—FDOI AL~
A X (Customize template) ]>[03. vNIC=Z —/LDEI Y 24T (03. vNIC Role Assignment) |
7 ar T, ROEIIRTA—INREESNTNDLZ L aRLET,
e I RTHOE—/L% eth0 [IZRELET,

o[16. 22 FE—F DFEE (16. Controller Setting) ]> [a. Crosswork Controller IP] :
crosswork.cisco.com

s[16. 2> bu—T7 DFXE (16. Controller Setting) ]> [b. Crosswork Controller7x—  (b.
Crosswork Controller Port) ] : 443

o KBUE 72> A7 ATk, BED Cisco Crosswork Data Gateway VM % [ 3% RIREM: S &
W E4, L7=2->7T, CiscoCrosswork Data Gateway D7k A 441X —E TH Y, FFED VM
ZEEICHRAITX D X O IERTHILERH Y £9,

. AVRAR—=ILARY
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ATv 714

ATv 715

ATy 716

vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

Cisco Crosswork 7—# % — 7 = A (Cisco Crosswork Data Gateway) &EA/XT X —X L F U4 (2

N—=) OBRPIAES T, RNTA—ZOEREATILET,

G¥) ZDA=a—DBEINCRREND X, TOOT v/ T ITEREN &Y 3 (Tproperties
haveinvalidvalues) | &5 =T —2ARALET, ZHITEEREBETHY . @UIREEZ AN
THE7VTINET,

[k~ (Next) ]27 VU w27 LT, [1058 T O#fF (10Readytocomplete) JIZBENL 7, HELMER L.

JRBAAZ BT DA TE /b [T (Finish) 1227V v 27 LET,

BHAT — X 2B LET,

a) vCenter vSphere 7 74 7 > N &BR&E £ 7,

b) KA L VM D [HIILDHX A7 (Recent Tasks) | ¥ 71, [OVF7T > 7 L— FDJERA (Deploy OVF
template) ]2 a 7 & [OVF Ry 7r— DA A" — bk (Import OVF package) 13 a 7 DAT — X A %FK
RLET,

JEBAA T — 2 AN 100% 1272 >7- 5, VMOEREZ AN TEM et A28 T LET, ROKIIRT LD
o, RA O U ERBBLTCVMAZ2Z Y v 27 L, [72 = (Actions) ]>[&EJE (Power) ]>[EJH
7> (Power On) ] DJEIZEIR L F T,

f§1 cdg-vm-137 KETIONE T

|I‘]|I Actions - cw-vm-137
Summary Monitor {
— Power > | ¥ Power On
Guest OS LN
Powered Off Snapshots "
VM Hardware VM Policies > s
CPU Template »

VM MEENT 2 E T &b 5o L, vCenter 721X SSHRHTr 7 A U LET,

=L vCenter CVM DRy NU— VR EAZELTLH L, BRI LARWERZRERICZR D WHEERH Y
F9, INZIE AFT 4 v I N— R EEROBRRENETENE T, TNOLORELER
THEAIE. HOEETITo T &V, IP 7 RLAEERT 581, BAED VM &l
L. LW VM Z{ERK LT, ZDOH LV VM % Crosswork Cloud {ZF-&8k L £,

I

AR R=IDBEI LI LR LET,
1. vCenter #2H T Crosswork Data Gateway VM [2O45' 4 L&Y,
1. vCenter CVM A7 Vw7 L, [ Y—/L%EBI< (OpenConsole) ] &N L FT,

2. 2—%4 (FEVYTHNTZe— /LG U Tdg-adnin £721E dg-oper) &, FIHT H/XA T —
F (A=A T mE AT LIZ/NAT—F) &AL, Enter 24 L £7,

2. SSH #%2F T Crosswork Data Gateway VM [C7 2R L E T,

122+=1 4525 IR



2 T P UM |
. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

1. Cisco Crosswork Data Gateway DEHEIPIZH Y NI —I TV EATEHI—J AT — a3y
NH, WOa~vy REFEITLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP %, IPv4 £7-1XIPv6 7 KL AKX OEE AR~ U —7 IP
7 RLATY,

WROF BB L TLIEE,
BHFL—PF—L L Tr A T 555 : sshdg-admin@<M anagementNetwor kI P>
AR —Fa—F—LLTrr AT 5Y4E : sshdg-oper @<M anagementNetwor kP>

)

(GE)  SSH7 ot AL, BEEe /A AR LB T IA T NP2 T uy 7352 LIk,
TN— 7 — AL OEEINE T, RIER2—VL4EII R T — R, 8o, &
HZVNEIT TN ZLDA—EF AR EORBUL, IPIZHLTH Y b ERNET, 20 45 ORI
ThHRKARIKKTDE, 7747 FIPIIAR L ToM7T ey 7 SEd, KRS RHE
Lt n &, 7av 7 SNARFHINELS RV ET, 27 747~ FIPIXMEMIZEM I ET,

2. ST HRAT—R (f A=A T bt ATER LTZ/SZAT—R) ZAS L., [Enter]
F—ELET,

Cisco Crosswork Data Gateway VM |27 7 B A TE 2 WGAIR, *y MU — 7 REICHENRH Y
£9, VMware 22 Y —Anb Xy MU= REZHER LTS, ELZ2WEEIE,
Cisco Crosswork Data Gateway VM ZHIBR L, IELWWAR > NI —Z R ETH A VA M—LT5Z
EEBEIDLET,

RDEZRY

Bk Sy r—VERAERB IR 7 AR — K LT, Crosswork Cloud |Z Crosswork Data Gateway %
BikLET, BNy r—YOAF 4~—) Z2ZRL TSN,

OVF 'V — )L IZ & % Crosswork Data Gateway D1 > X b—JL

TG LT, avwy RRAZ VT NOMEAEIIA T v a v ORT A—2 %4 L, OVF
v —/L (ovftool) % FEITTE £, CiscoCrosswork 7 —% 77— k7 = A (Cisco Crosswork Data
Gateway) BANRT A —H LT U4 Q=) ZBRELTILEIN,

)

CGE) RZ VT FEAERT D EEIT, T_XTOMHEARTA—EBLPAE T aronRT 2A—2%AK)
DETHEETAEICLTLEE N, 227 Y P RMIEENTWARWAT XA —2 1T, BEOTF
T MEERBREINET,

. AVRAR—=ILARY
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OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

27 YT P TOVF Y=LV E2FITTLHEOY o TNVA7 VT FeRICRLET, ROV
LTI 2200y NU—T A F—T A A%MH LT, A& M [dg-141] @ Crosswork
Data Gateway VM Z1Ek L £ 97,

#!/usr/bin/env bash
# robot.ova path
DG OVA PATH="<mention the orchestrator path>"

VM NAME="dg-141"
DM="thin"
Deployment="Crosswork-Cloud"

Hostname="Hostname"
VnicOIPv4Address="<VnicO_ipv4_ address>"
VnicOIPv4Gateway="<VnicO ipv4 gateway>"
VnicOIPv4Netmask="<VnicO_ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4_address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip_address>"
NTP="<NTP Server>"
Domain="cisco.com"

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg adminPassword="<dg-admin password>"
dg operPassword="<dg-oper password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server address>"
SyslogPort=<syslog server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server peer name>"
SyslogCertChain="<syslog server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=S$VM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase™ \

--prop:"Hostname=$Hostname" \
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

ATy T
ATy T2

ATvT3
ATy T4

--prop:"Description=$Description" \
--prop:"Label=$Label" \
--prop:"ActiveVnics=$ActiveVnics" \
--prop:"Vnic0IPv4Address=5$Vnic0IPv4Address" \
--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"
--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \
—--prop:"Vnic0IPv4Method=$VnicO0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address" \
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \
—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \
—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—

Crosswork Data Gateway & ' A h—/L 5o ~v o Cavyr R/ 7 MaRE £,
T T L—hT7 7 A)VEBE, Crosswork Data Gateway FIZEEIR L7Z%E & — BT D X ) ITmELET,

GE) P TNDY VAT )T ML, REF TV a rOBRBREENTOET, OVFTool 2+ K
DT aINTG A=A A X HEE1X, % 1:CiscoCrosswork 7 —# 77— k7 = A
(Cisco Crosswork Data Gateway) HA/NT A —X L FUF (4 —2) TINHD/NRT A—
Z DOFEMAERETR L TS0,

OVF Y — /%A VA =L LI-BATCBEI L £7,
27V EMFEHLTOVF Y —LE2ETLET,

root@cxcloudctrl:/opt# ./<script file>

RITH 2R L ET,

root@cxcloudctrl:/opt# ./cdgovifdeployVM197

AR M=ILOEMLI=C EEHRELETS,

1. vCenter #2H T Crosswork Data Gateway VM 120454 Y LE T,

1. vCenter CTVM %47 U w7 L, [2> Y —/L%&BI< (Open Console) ] #HER L £,

2. a—%F—4 (dg-admin) &. KIETHZAT—F (LA b= T at 2 TER L/
U—F) ZAJjL. Enter Z# L E7,

2. SSH #%2H T Crosswork Data Gateway VM [Z7 2R LET,

1. Cisco Crosswork Data Gateway DEELIP IC Ry U —I TV BARATE LT —I AT —Ta v
MH, MDA~ REFTLET,

ssh <username>@<M anagementNetwor kI P>

Z ZC. ManagementNetworklP (X, IPv4 7213 IPv6 7 R L AR OEHE S » U —7 IP
7 R AT,

WOFIZHEIZ L TLTIEEN,
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BHFL—F—L L Tr A T 555 : sshdg-admin@<M anagementNetwor k| P>

AR —Fa—F—L L Trr AT 5845 : sshdg-oper @<M anagementNetwor ki P>

2. ST HNRRAT—FR (f A =T at A TR LI SZAT—R) AN L., [Enter]
F—Z2MWLET,

)

G

SSH7 vt AL, 8ou /A4 KB ITAT > "PE2Tay 735281280, TA—
N7 4 —ABENOHRHEINE T, RER—V4 TR T— R, #Robk, &5
TNITY XAOAR—EKR EORMIL, IPIZHLThH Y hERET, 20 53 OFFBEAN TR
ARIKRIET DL, 774 T MIPIIA R EL T Ty 7 SET, RIS RRE LEET 5

&L Ty SNORRINRLS D 4, &7 T4 7 FIPIMERNICEB S L E T,

Cisco Crosswork Data Gateway VM |27 7 B A TE 2WGAIE, *y MU — 7 REICHENRH Y
£9, VMware 22 Y — /b Fy MU =7 ZEZMER LTI ZS, ELZ2WESEAIE,
Cisco Crosswork Data Gateway VM ZHIfr L, ELWHRy U —JZETHA VA M—LT5Z
LEBEIDLET,

RDEZRY

Crosswork Cloud T Crosswork Data Gateway D EkIZHEIL F 9 Bk 77— D AT (84
N=) EZRLTIEEN,

OpenStack 75 v k 7+ —.LA~0 Crosswork Data Gateway
DA VA BR=IL

ROWT IO F15 T OpenStack 77 b 7 o+ — LI Crosswork Data Gateway &1 & A h—/L
T&EET,

» OpenStack CLI % {# ] L 7= OpenStack ~® Crosswork Data Gateway D1 > A h—/L (33
~_R—)

» OpenStack UI % {# ] L 7= OpenStack ~~@ Crosswork Data Gateway D > A h—/L (48 ~X—
V)

OpenStack CLI Z {8 L 7= OpenStack ~® Crosswork Data Gateway 0

A R—=IL

Z DIHTIX, OpenStack 77 v N7 4 — AT Crosswork Data Gateway % 1 > A h—/L 3 HFRD
FHNHCHOWTEFELSHMHALET,
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\)

GE) 1 ZOFIATIE, OpenStack BREETH > hT—2 AK—b, BLORY = — A Z{ERT 572
WOawy F—EEEH LET, ZHICIEW OO FERHH Z L2 TRELES W,

2. IIWEREHINTWATRTOIPT RL AT, ~==2T A TERITAZLEHBE LEY

VTILVDIP T L AT,

158 BRI
ROEREAE L TBEET,
o f A N—/L 9% Crosswork Data Gateway VM A A Z > A DHL,

e { A M—=)LVDEHE & TET, CiscoCrosswork 7 —# 47— h 7 =1 (Cisco Crosswork
Data Gateway) EA/NRT A —2 L FUF 2~—) ZZRLTIEZIV,

1 DL ED VM T 57 RLUAFEEHTE (DHCP F7213# 1)) 2RELE7,

cEMNT FLZREERENT 25813, FVMOIPT RL A, 7%y b, R— L ED
Fv b= EREHELET,

X2 UT 4 IN—T D=L R — AR L CTEHT SRS ER L £,

AT w71 Cisco Crosswork Data Gateway qeow2 /Ny —L & AU O—RKLTHRIELET,

a)

b)

AT AIHE72 55081 D Cisco Crosswork Data Gateway £ A —3 (*.bios.signed.bin) % cisco.com 7>H 12— 7 /L
~ v, FE OpenStack IZ7 7 B ATE 50—V Fxy NU—7 EOYFHICA U a— RLET,
ZOFNETIE, Ny —U 4T Tew-na-dg-4.0.1-65-release-20221130.bios.signed.bin | Z{#HH L £ 7,
DA~ REFATLTbin 7 7 A VOWNKEZBIEDT 4 L7 b UIZHiH L £,

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

Ioawr Nk, "WaOEEENHERSNES. 74 L7 MU, UTFO7 7 A VS
TWET,

CDG-CCO_RELEASE.cer

cisco x509 verify release.py3

cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco x509 verify release.py

cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

WDavwy REFEHALT, ELVROBLEZHRLET,

GE) 27 VT MNFTINTWNDE T, cisco.com ~DHTTP 7 7 ¥ ARSI TY, EF
U7 4 HIRO 7= cisco.com (ZT 7 B ATERWIGED, £721XA 7 U7 N OFEITZITHE
BA Y —UNEFRIIZEINR-STZGE8E, VATOIAZw— 7 AR TR
F—LZBRWEDE LTSN,

Python 2.x Z M L TWAEAIL, RO~ RE2HHLTT7 7 A LV ERIEL £T,
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python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Python 3.x il L TWAEAIL, KOa~r RE2HHLTT7 7 A LV ERIEL£T,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

WDa<y REMHLT, QCOW2 7 7 A /b (cw-na-dg-4.0.1-65-release-20221130.biostar.gz) % fifs L
i ﬁ—o

tar -xvf cw-na-dg-4.0.1-65-release-20221130.uefi.tar.gz

ZHUZ XY, configtxt 7 7 A N EELH LT 4 L7 U BMERRSIVET,

AT T2 Crosswork Data Gateway VM IZfE 1957 KL AFREED X A FNZHSNWT, FIEI FRIEFIES4 ZFATLE

‘j—o

AT w73 Crosswork Data Gateway VM D config.txt 507 FLRAIEETCEHLET,

a)
b)

Crosswork Data Gateway J U —AA A=V & X7 rn—RL7eT7 o L7 FUICBEILET,

config.txt 7 7 ANVEHE, A VA M= NVOEMIH S TNRTA—FEETLET, sHMIZOVTIL,
Cisco Crosswork 7 —# %— k7 = A (Cisco Crosswork Data Gateway) EA/XT7 A —X L F U4 (2
R=) ZZRLTIEIN,

BT RLAEEEEZMEHL T, 5&2 M cdgl-nodhcp C NIC 1 ORERTAESEOY T config.txt
TrANELUTIORLES, 20U XA MNOMHENT A =2 THFE RSN TWET,

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname

# Please enter the server's hostname (dg.localdomain)

Hostname=changeme

## Description

# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase

# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase

# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.

dg-operPassword=changeme

### vNICO IPv4 Address
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## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

#4# vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### VvNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6é address
# Default value: None
VnicOIPv6Method=None

## VvNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPvé6SkipGateway=False

#4# vNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers
## NTPv4 Servers
# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from

the Default Gateway role
NTP=changeme
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###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=
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## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
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AuditdPort=60
### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

###4# Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?

# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size

# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic

# Default value: ethO
NicDefaultGateway=eth0
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## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

config.txt 7 7 A /& VM DARA MARLEFH L7z VM Zi#A LT WARTTRIELE T,

(EE) config.txt CYVNICIP Y RV AL LTANLIZIPT RLAZEZHOTEBNTL I, F
JIH9 TVM OFR— hZEKRT HE X2, RMICLIPT RUVREZEETHLENRH Y £,

FIE3 (b) FIE3 (d) ZMYVIKL T, % VM DO —ED configtxt 7 7 A L EFT KL AFREZH
HALTEFERBLIOMREFELET,

FIE5ICHELFET,

Crosswork Data Gateway VM O config.txt & DHCP A L TEH LE T,

a)
b)

Crosswork Data Gateway U J —AA A—U & Xy rn—RL7eT7 o L7 FUICBEILET,
config.txt 7 7 A NVEPIE A YA D=V DEMFHES THRT A=F 2 LR LET, FEHIONTIE,
Cisco Crosswork 7 — 4 77— K 7 =1 (Cisco Crosswork Data Gateway) #EHA/X7 2 —% LU A4 (2
N—=) ZZRLTIZIN,

DHCP #{fH LT, A M4 cdgl-nodncp TNIC % 1 DEMT25E5 DY > 7V config.txt 7 7 A )V
ZLUTIORLET, 20U A NADOKENRT A—Z I TEHERI N TWET,

#### Required Parameters
### Deployment Settings
## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
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Profile=Crosswork-Cloud
### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## VvNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the VvNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6éMethod=None

## vNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False
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VnicOIPv6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS
# Default value: False
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DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=
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## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
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# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

config.txt T 7 ANE VM DR A MRLEH L7 VM Zikhl L’?)jﬁb\%ﬁﬁf{%ﬁbijﬂo
FIgE4 (b) EFIE4 () ZMEVIKL T, % VM D —ED configtxt 7 7 A /L% DHCP 7 K L A{5E %
HHLTEZERBSLORFELET,
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

ATy TH
ATvT6

ATy F1

ATvT8

e)

FIE 5 (AR FET,

CLI 7% OpenStack VM (21 71 > L £ 77,
VM OYY—RFAT77AILVERIEFIL—N—ZERLET,

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

OpenStack € Y X b—J)LRADA A—DH#EBLET,

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

RITH 2R L ET,

openstack image create --public --disk-format gcow2 --container-format bare --file
cw-na-dg-4.0.1-65-release-20221130.bios.gcow2 cdg-cloud-bios

% Crosswork Data Gateway VM [Zx L T, VM BEED/NS A —2 #EHLET,
A A h—/L§ % Crosswork Data Gateway VM A > A X L A T L2, IROD/NT A —Z EAERRK L E T,

a)

b)

(FT2ar) 4CGBIRDT—3 T4 RV EERLET,

openstack volume create --size
awy Kl
openstack volume create --size 24 cdg-voll

&1E TCP/UDP/ICMP ¥ 2 a3 5 tXa ) T4 R o—ZERLET,

OpenStack (X, 7 7 # /L b T#H{5 TCP/UDP/ICMP #&i % #F 7] L £t A, TCP/UDP/ICMP 7' 2 k =)L)
SOBEEERETTTE2EXF2 T4 RY —%/ER LET,

openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_ address>
openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip

<IP_ address>
openstack security group rule create --protocol icmp open

7 FLRIEEZHA LT Crosswork DataVM [ZX L TDHA. IP7 RLRZEEEL THR— FEERK
LEY,

BE ZOFRIEL, #OT FRUAREEZERT 255 ICOAMETY, DHCP 7 K L ARE &l
AT 256, F—hDIPT FLARF, 7Ry FOIPT RLAREID B TT— A5 BEW
EHY S THRET,

openstack port create --network network name --fixed-ip

subnet=subnet name, ip-address=port ip address port name

BT RLAFEEEMEHT S 1 5O NIC 2§ 272 CDG VM OR— FZERT 3580~ N :

openstack port create --network networkl --fixed-ip subnet=subnetl,ip-address=10.10.11.101
mgmt-portl

Eieda<2 RTC, networkl lZBRBENOEE R Y NU—7 | subnet1 [FEEH XY NU—7 LOHF T Xy
k. mgmt-portl IZ, VM @ config.txt 7 7 A /L THRE L7Z VNICO D IP 7 K LA (10.10.11.101) THE
et B H— R T,

. AVRAR—=ILARY
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ATvT9

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

d) R—KrZEFa)T4R)—ZBRALET,

openstack port set <port name> --security-group open
W R L ET,
openstack port set mgmt-portl --security-group open

e) AYVAR—=NATLHTRTDOVMIZOWNT, FIHI Z#VIRLET,
Crosswork Data Gateway VM %4 VX k—JLLFE T,

BHHI7 FLRIEEZEAY S NIC & 1 D{ 2 1= Crosswork Data Gateway VM &4 Y X k— LT B1=HD
avw ok
openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port>

--config-drive True --user-data <config.txt> --block-device-mapping
vdb=<volume name>:::true <CDG_hostname>

I &R L ET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl
--config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-nodhcp

Fr=1&

openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name>
--user-data

<config.txt> <CDG_hostname>

DHCP %#{#fJ % NIC % 1 D{ A 1= Crosswork Data Gateway VM %4 YA b—JLF Bt=6pDaAT 2 K

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>

--block-device-mapping vdb=<volume name>:::true <CDG hostname>

RIZHI R L ET,

openstack server create --flavor <flavor name> --image <image name> --network <networkl>
--config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG_hostname>

E-1E

openstack server create --config-drive true --flavor cdg --image --key-name default --network
--security-group --user-data

GE) VM A VA M= TBdDa<vy RTHRET SRy hU—27 0k, BT 5 NIC 0¥z
KoTERRY ET,

72 21E 2 ODONIC iR TZ VM EA VA =T 5850 a~<y Rk LB T,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping

vdb=cdg-vol:::true cdg-bios-nodhcp 2NIC

Crosswork Data Gateway VM MIEEIZA VA b—ILEht=C L 2R LET,
WKDaA~vy REFETLT, VMDA VA RN—IVDAT—H AT RLET,
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. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

openstack server list

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-d4ce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: 3 network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

VM DAT—H AN [T 7T 47 (Active) | EFRSN7 6, £ 10 3EfF> T, CLI £/
OpenStack Ul 725 VM 23 @GN S 4L, JBEBY BB L TWDH Z L 2R LET,

OpenStack M CLI i E{TT H15E
1. OpenStack @ CLI TKD a2~ REZFEITLT, VM AV AX 2 AD URL #BfF L E7,

openstack console url show <CDG hostname>
KICH R LT

openstack console url show cdg-dhcp

2. dg-admin = —%#—F =% dg-oper =—H— (HIV 4 ToHrh/lcr—/IGLT) OT U~
FE. VMO config.txt T ANVIAT LT A A —RE2EL el LE
9, IEHIZu /435 &, Crosswork Data Gateway DA X T 7T 47 a2 Y —)Vingk
RENFET,

OpenStack ® Ul ™5 ER1TT 554

1. OpenStack ® Ullza 74 LET,

2. [2vEa—F 427 (Compute) |>[A A A (Instances) ] ZBEIL £,

3. Crosswork Data Gateway ® VM 4 %27 U > 7 LET, VM 2V —/b~D U 27 B L
2T THEET,

4. dg-admin = —#—F 2L dg-oper =—H— (Y Ton/ca— s L T) OT AT
F&, VMO config.txt 7/ T AWV AS LTS T AR — RE2fEH L e/ LE
T, IEFIZu /A 95 &, Crosswork Data Gateway DA > X T 7T 47 a2V —/Lingk
RENET,

RDEZRY

Crosswork Cloud C® Crosswork Data Gateway DiBNNZHEA F 3 Bk N 7 —TV D AT (84
N—=) EZRL TSN,

OpenStack Ul % {# F L 1= OpenStack ~® Crosswork Data Gateway @ -
A M=IL

Z DI TIX, OpenStack 77 v b 7 4 — AT Crosswork Data Gateway & 1 > A h—/L T 5D
FMEIZOWTFELS AL ET,

. AR b—ILBRRY
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OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

\)

GE) ZZICREEINTWABTRTOIPT RLRAF, ~=a2T7 LV TERBTAZLEEME LYY
ZFIVDOIP T KL ATY,

IR BRI
ROEREHAE L TBEET,
o f A N—/L 9% Crosswork Data Gateway VM A A Z > A DHL,

o VA M—/LDOEHE AL TE T, Cisco Crosswork & —# 7 — ~ 7 =1 (Cisco Crosswork
Data Gateway) EANT A —X L F U4 2—V) Z2RLTIEIN,

1 DL ED VM IZMEHT 57 RURAFEEHTE (DHCP £ 72135 0) 2ELET,

T FLRAREZFEMNT 55613 FVMOIP T LA, 7Ry b R—FRED
Xy bU—=7iEREMNELET,

VMIZHAT DX 2 T 4 TNV —T2{ERTDHIIC, X2V T 4 70— DN —L Lk
X2V T 4 R —ZHFELE9,

ATw 1 CiscoCrosswork Data Gateway qeow2 /Ny — U Ao O— R LTHRIELET,

a) ATFRIBEZE#HTD Cisco Crosswork Data Gateway -f A —3 (*.bios.signed.bin) % cisco.com 7>5H 12— 7
=y, ETZE OpenStack (IZ7 78 ATEdu—xy NU—7 LOGFHIcE v r— RNLE
T, ZOFIETIE, /Sy 7r—T41 Tow-na-dg-4.0.1-65-release-20221130.bios.signed.bin) #fEH L F
KR

b) bin 7 7 A VONFEZBEDOT 4 L7 M UICHIH L E T,

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

Zoavy Nohy, MaoREESERSNET. T4 L7 RV BTO7 7 A VDM &S
j/b'( I/ A i —a—o

CDG-CCO RELEASE.cer

cisco x509 verify release.py3

cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco x509 verify release.py

cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

Ty b U =7 R ORENRAE LI EE, ZOMREEZ A% v 7 LT, IROFIMAOHMIHE-> TF
BfGEE FITLET,

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin --skip-verification

) kKo=awryFeMHLT, BV FOELZHRLET,
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https://software.cisco.com/download/home

2 T P UM |

. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

ATy T2

ATvT3

d)

GE) A7 VT IRETINTWD i, cisco.com ~D HTTP 7 7 Z ARMETT, &
X2 U T 4 HIRDT= I cisco.com (2T 7 B A TEX WA, £/ A2 27V 7 FOFET
BICHEB A v =V N EFIZZE SN T2 HEE, VA AZ~v— 7 A
TUA F=LZBHNWEDELIZE N,

Python2x il L TWAHEIX, kOa~vy REHEHL T 7 A VERGEL £,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab512

Python 3.x Zfi A L CWAHAIX, kOa~ > REHFEHAL T 7 AV ERIEL £,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

WD a~r REfH LT, QCOW2 7 7 A /b (cw-na-dg-4.0.1-65-release-20221130.biostar.gz) % fi#i
l./ \i TO

tar -xvf cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

ZAUTE Y configtxt 7 7 A NVEBLH LT 4 L7 BYBERRISNET,

Crosswork Data Gateway VM (927 RLZ$EED Z A FIZHASNWT, FIE3 £IEFIE4 2 FETL
EJs e

Crosswork Data Gateway VM @ config.txt 587 FLRABETEHLET,

a)
b)

Crosswork Data Gateway V) U —AAf A=V &2 X rn—RLieT7 4 L7 MUICBEILET,
config.txt 77 A NVEE, A VAN —NDBEMIIHESTNRTA—FEZERLET, dFMITONT
%, Cisco Crosswork 7— 4 % — Kk 7 = A (Cisco Crosswork Data Gateway) & A/XT X —X L5
F 2= ) EBRL TSN,

= VM OR— R ZEST 27O LTWAIP T RLAZEXEDET, £ VMO
config.txt 77 A /LD YNICIP 7 FLR|IZIE, ZZTANLELDERICIPT RLA%
BETHLENDY 7,

%%E/JT ]\I/X?EE%{%)EH LT, &AA }‘% cdgl-nodhcp TNIC % 1 ’D)ﬁﬁ'ﬁﬁ—é%/ﬁ.\@“‘j“/7oll/config,txt
Tr7ANEUTIORLET, ZOY A NADOMENT A —ZTHFAFRRINTNET,

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information
## Hostname
# Please enter the server's hostname (dg.localdomain)

Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
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Description=changeme
### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## vNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VvNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv6SkipGateway=False

## vNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned

VnicOIPv6Gateway=::1

### DNS Servers
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## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default
Gateway role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution
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# Use link-local multicast name resolution
# Default value: False
LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=
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### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent
to the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate
File URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase

# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section

##4# Deployment Settings

## Deployment Type
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ATvT4

d)

e)

f)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices

# Default value: ethO

NicSBData=ethO

config.txt / 7 A /VE VM DR A MGRFEH L7z VM Z il L3 W4 B TR TF LET,

(BEE) config.txt DWICIP 7 RLAL LTI ZTANLEIP T RLAZEEZRD TN TLTE
SV, FIH9 TVM OR— M E2EkT 2L &2, RUIP T RLRAZBETLHIMLERDHY £7,
FIE3 (b) EFIE3 (d) ZHVIKLT, & VM O—FED config.txt 7 7 A /\VEFHHNT KL AIEE
AL TCEEHBIORFELET,

FIES ITHERET,

Crosswork Data Gateway VM @ config.txt & DHCP #{EH L CTE#HLE T,

a)

Crosswork Data Gateway V) J —AAf A=V & X ra—RLe7 4 L7 MUICBEILET,
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b) config.txt 77 A NVEBHE, £ VA M=V OBEMHIIHESTRT A=K EERLET, dEMIZONT
%, Cisco Crosswork 7—# %— K 7 = A (Cisco Crosswork Data Gateway) & A/XT7 X —Xx L5
F 2R=) ZEZRLTIESN,

BT RUARRELHEH LT, A M cdgl-nodhep TNIC & 1 DEFIT B25AE DY 2 7 )L config. txt
Tr7ANEUTIORLET, 2OV R NNOMENT A —F | IRHERINTWHET,

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicO0IPv4Method=None

## VNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv4SkipGateway=False

## VNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned

VnicO0IPv4Gateway=0.0.0.1

### vNICO IPv6 Address
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## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPvé6SkipGateway=False

## VNICO IPv6 Gateway
# Please enter the server's IPv6 vNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default
Gateway role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)
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DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

##4# DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
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SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent
to the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server

ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI
# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
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using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate
File URI.
ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
##4# Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternalLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data
# The interface used to send collection data to the system destination
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# Default value: ethO
NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

¢) config.txt 77 A /L& VM DARA MARLEF L7z VM Z55I LT WARTTRIELE T,

d) Flg4 (b) LFIE4 () ZMVIKLT, VMO —ED contig.txt 7 7 A W EFT N L AEE %
ER L CTEZEHB I OMRIFELET,

e) FIBS5IZHEARET,

OpenStack @ Ul 7>5 OpenStack VM (212 7 A > LET,

[ E2—TF 17 (Compute) |>[7 L —sN— (Flavors) | IZBENLC, VY —RATm 77 A /VEiT

7 L= B L E T,

WO RT X D1, [4H7 (Name) ]. [VCPU (VCPUs) ]. [RAM]. [/b— b5 4 A7 (Root Disk) ].
BIR[TT7 AT VT 4+ A2 (EphemeralDisk) |7 4 —/V RIZ§EMAZ AT L, [7 L— 3—D1ERK (Create
Flavor) | #7 VU v 27 L¥7,

Flavor Information * Flavor Access

.
Name Flavors define the sizes for RAM, disk, number of cores

cdg-cloud-flavor and other resources and can be selected when users
deploy instances

DO

auto

VCPUs *

2
o

RAM (MB) *

32768

Root Disk (GB) *

50

Ephemeral Disk (GB)
24 :

Swap Disk (MB)

RXI/TX Factor

1
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AFwF1 OpenStack 1 VR F—ILADA A —CHERLET,
a) RDOT 4 —/b RIZFEMIERE AT LET,
1. [A A—4 (ImageName) |: BT 24 A=Y O4HTEZEELET,

2. [Z7 74/ (File) ]: Crosswork Data Gateway U V —AA A —T %Xy a—RKL7=T 4127 R
WZBEIL T, A A—VEHEIRLET,

3. [Z7#4—~> b (Format) ]: Fa vy 7Z 7 U A2 )5 [QCOW2-QEMUT X = L—4 (QCOW2
- QEMU Emulator) ] Z##ER L £,

4, MoOEEIL. BIORENTWAEOEFICLET,

b) [ A—YDIERK (CreateImage) [ %7 U v/ LET,

Create Image

Specify an image to upload to the Image Service.
Metadala Image Name Image Description

cdg_bios_image

Image Source

File"
cw-na-dg-4.0.0-6-TESTONLY-202207%

Format”

QCOW2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk

Choose an image v Choose an image v
Architecture Minimum Disk (GB) Minimum RAM (MB)

0 0

Image Sharing
Visibility Protected

Private Shared Public Community Yes No

% Cancel <Back Next > « Create Image

ATv 78 FEIETCPIUDPICMP EHREHAT 52X T4R) O—EERLET,

OpenStack (X, 7 7 4/ k T#15 TCP/UDP/ICMP i 77l L £ A, TCP/UDP/ICMP 7' k= /L)ni
DEGEREZHF T 52X 2 VT 4R —Z2{Ek L £,

GE) Crosswork Data Gateway Z JBBH L72% TH, X a2 V7 4 7 —7%AE L CVMIZHEH T&
£
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a) OpenStack ® Ul T, [~ hT—2 (Networks) |>[EF% =V 7 ¢ 7 /L—7 (Security Groups) ]2
%ﬁ Liﬁ—o o

b) [+EXx=2VUT ¢ 7V —TDOFERK (+ Create Security Group) 1 %7 U v 27 LE7,

Create Security Group

Description:

o) X2 VT4 7 N—TOL4FTEFHA%E [4ET (Name) ] E[#tBH (Description) 1 IZFNENIRE L E
T, [BEX=2UT 40 ZA—TD1ERK (Create Security Group) 1% 27 U v 7 LET,
d) X2V T A= VOERAICERENDIF LT 4 R TUL—1ODBE (AddRule) (%27 VU v

7 L, Jilfl, A— b, BXOIPT7 FLAFEBHEZREL T, &7 2 hardexa VT 4R o —
ZER L £7,

X2 VT4 TN —TI2F. TIANRT2Oo0L—ANEHY B THENTHWET, ZnbDL—L
ZHIRT 212X, L—/LOHIER (DeleteRule) | A7 a v &HLET,

Project / Network / Security Groups / Manage Security Group Rul.

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)

+addRuie  [LEEEENES
Displaying 2 tems.

O Direction Ether Type 1P Protocol Port Range Remote IP Prefix Remote Security Group Description Actions
O Egress 1Pva Any Any 0.0.0.00

O Egess 1Pve Any

Displaying 2 tems.

ATvT9 BT FLREEZEATIHEICOH. IPT7FLAZEELTR—MEERLET,

BE ZOFNEIL, BT RV ABREEZHFEHT 25 8IC0ALETY, DHCP 7 KL AFEE A H
TH5E, R—FDIPT RLAL, 73y hOIP 7 RLREY B CTF— b HEIPYIZ
Bl Y ToHrnET,
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a) OpenStack ® Ul T, [~ hT—2 (Network) ]>[* >~ U —7 (Networks) ] IZBEIL £9,

b) EBHT 25 NIC O U T, (BEX Y hU—70BIAIZ) 3y NI —7 Z8IRL, [+ — hDOFE
% (+CreatePorts) |22V > 27 LET,

¢) [#4Ai (Name) B XOVEEIPT KL A (Fixed IP Address) | 7 ¢ —/V RIZiEfiaZ A L ¥, [EEL
IREZ G223 % (Enable Admin State) ] & [AR— hF = U7 ¢ (Port Security) | F =7 KRy
A AT LET,

Create Port

m Security Groups

Name

Description:

mgmt-port1

You can create a port for the network. If you specify
& Enable Admin State @ device ID to be attached, the device specified will be

attached to the port created.
Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address -

Fixed IP Address" @

MAC Address @

& Port Security ©

VNIC Type @

Mormal A

Binding: Host @

ATy T [arE=2—TF 47 (Compute) ]>[Af > AX A (Instances) [WIBENLET, ZOX—V TV AHX
» ADiE#H) (Launch Instance) 127 UV v 7 LE7,

[ AZ o ADHLHE] (Launch Instance) |7 1 > RUNREKRZIL, VM DA A h— B SNE T,

ATFw TN [FEM (Details) | Z 7 D[ AZ A4 (Instance Name) | 7 4 —/L FIC VM A ZFEL, [V b
(Count) 1 Z 1IZLFET, [R~ (Next) 1227 V27 LET,

GE) K722 AT ATk, 3D Cisco Crosswork Data Gateway VM £ 32 "[REMNH Y £
9, L72235> T, Cisco Crosswork Data Gateway DA RIZ—E CTH V. FFED VM % fi HLIZF%
BlCcx Ak 5 ﬁlﬁzﬁkj—é%\gﬁlgb ) i‘a—o VM D config.txt 7/ 7 A )LD Hostname /N7 A —H
THRELZGDO LR CARTIEZANTHZ L A2HREL £7,
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Launch Instance

Source

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

X Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

Project Name

admin

Instance Name *

test_instance

Description

Availability Zone

nova

Count

1

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Total Instances
(100 Max)

I
3%

M 2 Current Usage
1 Added
97 Remaining

< Back Next »

[V —A (Source) | ¥ 7 TIXRDOBIEELITWET,
1. [7— bFY—ADEPN (Select BootSource) |: KRy FH 7 U A RNNL [ A— (Image) | &

WLES,

2. HLWAY 2 —ALDER (Create New Volume) ]: [V 2 (No) [ Z#EIRL E,

3. OpenStack BREE CTHEHFIREZR T X TDA A—T1%, [EHATHE (Available) ] <A > D FIZ—EHR RS

+*

nET,

27V w7 LT, A A=VZ2RRLET, ZAICKDAA=UN[HID L THAR

(Allocated) ] XA SNIBENL, A A=V BRI Z EDRINET,
4. [k~ (Next) 127 U w7 LET,
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ATy 713

Launch Instance

Details

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

new volume.
Select Boot Source
Image

Allocated

Displaying 1 item
Name Updated

» cdg-cloud-bios-6 7/22/22 5:03 AM
Displaying 1 item

v Available

Q. | Click here for filters or full text search.

Displaying 1 item
Name Updated

» cdg-cloud-uefi-6 7/22/22 5:14 AM

Displaying 1 item

Create New Volume

Yes

Size

1.41 GB

Size

1.41 GB

No

Format

Qcowz

Format

Qcowz

< Back

Visibility
Public +
Select one
x
Visibility
Public +
Next > [ I

[ IEE (Available) ]-XA > D [7 L —s3— (Flavor) ] ¥ 7T, VMITEIRNT S 7 L —/"—{ZDNT

Yy o s U, [EFATTRE (Available) 3 2D [EID M THE L (Allocated) |3 B E L E
T, [R~ (Next) 1227V v 7 LET,
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Launch Instance

Details

Source
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

® Cancel

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Flavors manage the sizing for the compute, memory and storage capacity of the instance.
Allocated
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
> cdg-cloud 8 32GB 50GB 50 GB 0GB Yes +
v Available Select one
Q | Click here for filters or full text search. ®
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public

< Back Next > {

ATy VMIZxy hU—2 &ZED YL TET, BT D VNIC OIS T, AR (Available) ] 31 > @

Xy NT—=I DY A RNO{ELXY FU—FT

T EIY LT, VMIZRA3IODR Y N U— 7 B

WUEFT, ZHUTED, BIRLIERYy RU—7 N [ED Y TH A (Allocated) ]34 AZBEL ET, K
~ (Next) |27 Vv 7 LET,

= Fow N — 7 ZRIRTAHNEFIXEZE T, NIC 2 3 ORI 2858, ROIOBR L% |k
U—Z7 MW VNICO A v H—T A AR, 2FHBMNVNICL A4 X —7 = A AT, 33 HN vNIC2
A B =T A ZZED Y TOHENET,
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ATy 715

. AVRAR—=ILARY
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Launch Instance

Networks provide the communication channels for instances in the cloud.

(7]

Details *
w Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status

Flavor *

%1 > network1 subnet1 No Up Active +

32 > network3 subnet3 No Up Active +
Network Ports

+3 > network2 subnet2 No Up Active ¥
Security Groups
Key Pair v Available Select at least one network
Configuration Q ®
Server Groups Network Subnets Associated Shared Admin State Status
Scheduler Hints > network2-nodhcp subnet2-nodhcp No Up Active ~+
Metadata 2 network3-nodhcp subnet3-nodhcp No Up Active +*

> network1-nodhcp subneti-nodhcp No Up Active +*
* Cancel ¢ Back Next > nch In

o - Nz
A— M VM IZEID Y TET,
. T
PN . ° N - 9
[EHFEE (Available) | A NNZRRSNTNDLR—FD Y A Mpb, 7w

DY CTHAH (Allocated) | <A ICBEILET, .

7 LTA— b & [#
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Launch Instance

Details

Source

Flavor
Networks
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of

both.

w Allocated

Name

31 > north-port2

v Available

Q

Name P

> south-port2

> mgmt-port2

on subnet subnet2-nodhcp

on subnet subnet3-nodhcp

on subnet subnet1-nodhcp

Select ports from those listed below.
Admin State Status
Up Down +
Select one
Admin State Status
Up Down +
Up Down +*
< Back Next » & Launch Instance

[k~ (Next) 122U w2 LET,

AT v 716

VMIZEHT 28X 27 4 7 0—7"% [ F[HE (Available) |4 75 [F10 Y4 TH A (Allocated) ]

RAVICBEHLT, X2 UT49NL—TZ2VMIZH VS TET, |
WO T, 2250FF =27 47— (default & cdg) 75 VM IZiEH S CWET,
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Launch Instance

Details *

Source

Flavor *

Networks *

Network Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

% Cancel

Select the security groups to launch the instance in.

v Allocated

Name

v default
Direction
egress
ingress
ingress

egress

v cdg

Direction
egress

egress

v Available
Q

Name

> open

Description

Default security group

Ether Type Protocol Min Port
IPv4
IPv4
IPv6

IPv6

Security group for CDG deployment on openstack

Ether Type Protocol Min Port
IPv6
IPv4

Description

open

< Back

Max Port

Max Port

Next >

¥
Remote
0.0.0.0/0
/0

¥
Remote
/0
0.0.0.0/0

Select one or more

x

[k~ (Next) 127V v LET,

ATy 1 [F—T (KeyPair) | #7 T, [K~ (Next) |27V w7 LET,
AT 18 [EE (Configuration) | ¥ 7 CIIRDOEIEEZITVE T,
o [7 7 A /VDIER (Choose File) 1% 7 U w7 LT, VM HIZETE L THRIF L7 config.txt 7 7 A /L

ZIERLTT vy 7 —RFLET,

 [(XE K74 7 (Configuration Drive) | F = v 7Ry 7 A% AN LET,
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Launch Instance

Details

Source

Flavor
Networks
Network Ports
Security Groups
Key Pair
Server Groups
Scheduler Hints

Metadata

% Cancel

ATv 719

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

You can customize your instance after it has launched using the options available here. "Customization Script” is

analogous to "User Data" in other systems
Load Customization Script from a file

| Choose File | No file chosen
Customization Script (Modified)

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerlP=10.10.10.201
ControllerPort=30607
ControllerSignCertChain=

Disk Partition

Automatic

@ Configuration Drive

<Back

[ > A% ADHEHE] (Launch Instance) %27 U v 27 L£7,

OpenStack TVM DA > A h— VBB SN E T,

Content size: 1.48 KB of 16.00 KB

Next»

& Launch Instance

ATy 720 FIEINSFIE 20 Vi L T, §3TCTD Crosswork Data Gateway VM % 1 > A h—/L L £ 7,

Crosswork Data Gateway VM MIEEIZA VR b—ILEahf=-C L ZHELFT,

1. OpenStack ® Ul T[22 E=2—F 17 (Compute) ]>[A AKX A (Instances) ]I
BLET,

2. AV AM—IEHRBLOA A h—/LH D Crosswork Data Gateway VM D U A k32 Z (T
FRINFET,

12Z2r=1 4525 |}



2 T P UM |

. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

4.

Red Hat OpenStack Platform Project Admin Identity

Project ~ Compute Volumes ~ Network -~ Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

O Instance Name Image Name IP Address Flavor
network2 - b

O cdg-bios-dhep cdg-cloud-bios-6 network3 © .. . ____? Not available
network1 ° )

A A b —/LH D Crosswork Data Gateway VM @ [ A7 — & X (Status) ] IX [E/V R
(Build) ], [# A7 (Task) ]i%[4s% (Spawning) ]. [FEIRDOIRAE (Power State) ]I% [IK
fe72 L (NoState) 112720 £,

VM MRIEEIZA VA M= END &, [AT—H A (Status) 1X[7 27T 47 (Active) ]IZ
B Ed, £/, [¥ A7 (Task) 11L[7e L (None) ]. [FEIFRINAE (Power State) ]I [B5
B+ (Running) 112720 £9,

.

Red Hat OpenStack Platform Project Admin Identity

Project v Compute Volumes v Network + Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

[0  Instance Name Image Name IP Address Flavor
network2 -

O  cdg-bios-dhcp cdg-cloud-bios-6 network3 - cdg-cloud
networki -

[AT—% A (Status) |23 [T 7T 47 (Active) | IZED->7=5, K10 oML ET,
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Amazon EC2 (Z Crosswork Data Gateway 4 ~ X b—JLF 3 .

Crosswork Data Gateway D VM 4227 Vv 7 LET, VM a2 Y — b~V 7 BRE E
@—O

5. dg-admin = —H%—F 71 dg-oper =—H— (FID YU Tonizr—/LLUT) OT T
k&L VM D config.txt 7 7 A VI AT) LTeHGT B3RV —REfFH LT A4 LE
9, EWIZue 7 A 35 &, Crosswork Data Gateway DA X T 7T 4 7 a2 Y —)LEE
RENET,

RDBRY

ek r— U EERB X O =27 AR — kLT, Crosswork Cloud {Z Crosswork Data Gateway %
BELET, BNy r—YOx 7 AR —F B53—) ZZRLTIEIN,

Amazon EC2 [Z Crosswork Data Gateway 21 > X b— /L9
%

WRDOUWNT D J51ET Amazon EC2 (2 Crosswork Data Gateway & A > A h—/L TX E7,

* CloudFormation 7 > 7 L — k Zffi [} L T Amazon EC2 |Z Crosswork Data Gateway % A > A
=42 (13 —)

* Amazon EC2 |Z Crosswork Data Gateway % F#Ej TA > A h—/LF 5 (75 X—2)

CloudFormation 7> 7 L— + Z{# A L T Amazon EC2 [Z Crosswork Data
Gateway 1 > X b—ILT %

CloudFormation (CF) 7 > 7 L — k%] L T EC2 |Z Crosswork Data Gateway % A > A h—/L
FTHIZE, VMY Y —ReZzD7uxT 4 2kt 57 71—k (YAML EROT F 2 K
T AN) BERTOIVLERSHY F3, AX v 7 EB{ERT 570N, CloudFormation (%7 > 7°
L—hCEREN TR Y—2& 7o yas=7L, VM&EA VA =L LET,
188 BRI

e/ 3 Amazon EC2 REICIHEEIN TWAEAEZ - L TWAHZ L 2R LET,

o T D Cisco Crosswork VM 234 > A b —/L I TWET,

AFvT1 AWS 21 7' A > L. CloudFormation —t 2 ZfiZk L %9, CloudFormation % v > = R— RABEE £9°,
ATY T2 A4 RA=a—06 [AX v (Stacks) 127 Vv 27 LET,

BRENOTXTOBRFDORY v 782 ZIZEKRENET,

RTY T3 [AT 71 : T 7 L— FOFEE (Step 1 - Specify template) ] T, IROFEZRINL 7,
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. CloudFormation 7> 7' L — k % {# A L T Amazon EC2 [ Crosswork Data Gateway %4 > X b—/)LF %

RTvT4

ATy TH

ATvT6
ATy 71

a) [T 7L — FO¥E(H (Prepare template) ] T, [T 7 L — MDA TE £ L7z (Template is ready) |
IR £7,

b) [T 7L — kY —2AZ (Templatesource) ] T, [T 7L — 77 A LDT v 7 a—F (Uploadatemplate
file) 1 Z®INL E7,

c) [Z7ANDER (Choosefile) 1227 Uy L, CF77b—hK (yaml 7 7 A V) Z&ERNL E7,

d) [k~ (Next) 1227 U > 7 LET,

(AT w72 A& 7 OFFMOFRE (Step 2 - Specify stack details) | T, AX v I/ EKNRTFTA—FT (—

NV RICBEET HMEEZ AT L, [k~ (Next) 1227 U v 27 LET,

GH) ZDOUA Y RUICEIRENDNT A—=F T 4=V NI, CET T L= DT A=Z(ZL o

TERINET,

[AT v T73: AX w7 AT aOmaR (Step 3 - Configure stack options) ] T, FEBEB ORI TIZHES
THEWCE#ET 2EE AN LET, R~ Next) 1227V v 27 LTHATLET,

[AT > 74 : Weg® (Step 4 - Review) ] T, R L7 EEMRLET,

WERDOT = VR y 7 AZEIR L, [AH v 7 OFERK (Create stack) 1 %27 U v 27 L TVM DA A h—/L
AL 9,

VM BREEIZA VA —I)LEaN=-C L 2HRELET

1. CloudFormation % > ¥ 2R — RC, 4 RA=a—06 [A¥ v (Stacks) | %27V v 7
LTARE I DY A aFERLET,

2. AVAR—NVLIERS v 7 ZERLET, AY v 7 OFFIBAARICTRREET, 20
VA RUDKRETEHI ) w7 LT, AYy JIEROFEMER R LET,

[ X2 (Bvents) | ¥ 7 DAK v 7 DAT—H AL [1ERF (CREATE_IN_PROGRESS) |
s/ =3

3. AZ v IMERESNTES, ROFIEELFETLET,

« AH I DAT—H AN [MERRSE T (CREATE_ COMPLETE) 12DV | [FHELID
(Logical ID) [IZAX v 74 NEREINET,

«[U Y —A (Resources) | ¥ 7i2ix, MELID #&¢e, CF 7> 7 L — MMMERR L7z7
TDY Y —ADFFMMAFRINET,

«[tH77 (Output) 1 ¥ 712X, VM OA X —T A AP 7 KL ADFEMNF RS E
RS
4., REZ Y ITHND VM A VAL A0 WD (Physical ID) 1227 U v 7 LET,

INEITHOE, EQ2QE vy aR—FRD [ AZ A (Instances) | 7« > RN, @&
KU VM A v A ZADFEMBFERSNET,

5 [##¢ (Connect) %7 Vw7 LET (LK)
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6. TRIND[A v AKX AZHHE (Connecttoinstance) ]V 4 > K7 T, [EC2v U Tz
k7 — L (EC2Serial Control) [# 7 %27 U v 7 L, [##t (Connect) 1227V v 7 LET,

7. [EC2> U Tz — v (EC2serialconsole) 1 ¥ 7 %7 U w7 LET, [#K (Connect) ]
7V 7 LT, VMO ay Yy —WIERELET,

8. Wi L72/)AU— KZEMH LT, dg-admin F£721% dg-oper T—P—L L TVMIZ 74
LET,

0 JANCRENT A E, VM OXERI o Y — R E R EINET,

Amazon EC2 [Z Crosswork Data Gateway #F &/ THA VX —ILT B

WO TFNEA FIT LT, EC2 T Crosswork Data Gateway % A > A h—/L L £ 7,
A

GE) A ARG ADRENT — 7 T u—(2id, BFCE SO TR T E DIEKWEEN AT g v
NHEINTWET, ROTFIEIL, Crosswork Data Gateway VM % IE# (A v A h—/L7
DD T D UENH D AR E L R L TWET,

c ZOFIED AT » 7 TlE, A ¥ —7 =A A% | i 7= Crosswork Data Gateway VM O
A A R =IOV TEHBH L ET,

1R BRI

Crosswork Data Gateway VM Z 2B 2 HTIZ, IROEHRPAHE SN TND Z L aR L T2
él(\o

» Amazon EC2 FREIZFHEE SN TV A EHZEZ L TW\WD I & 2 ERT 5,
» T ~T D Cisco Crosswork VM 231 > A h—/L I TV 5,
« 4 A h—/LF 5 Crosswork Data Gateway VM A > A % > A D& RET 5,

* Crosswork Data Gateway AMI A A — % AWS |Z7 7 & A A[RERGHTICRITT 5.

AT w71 Crosswork Data Gateway VM D1—H—TF—2 Z#HELE T,

a) Crosswork Data Gateway VM D —H—F — X Z#efig L £F, /3T A —F OFEHIZ OV TIE, Cisco
Crosswork 7—# 7— K~ 7 = A (Cisco Crosswork Data Gateway) &EA/XT A —H L F U4 (23—
V) EBRLTLLES N, 2EDOEDHIC, VM Oa—F—F—2Ofl% Z ZICiMAF LES, HEHER
T A= PRSI TOET,

Amazon EC2 EADLE, 2D R¥ = A2 ME, ZOFRIEO=Z—H—73 AWS & CloudFormation DR
WHBLTWAZLAFHEE LTWAED, CFTF 7 L— FOERICOWTIZEENTWER A, =
OB TIX, AwslamRole 75 Amazon ECQ2Q BEAIMEH ENHA T2 a o DT A=K L) F£9,
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#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## VvNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the VvNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### VvNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## vNICO IPv6 Address

# Please enter the server's IPv6 VNICO address if statically assigned
VnicOIPv6Address=::0
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## vNICO IPv6 Netmask
# Please enter the server's IPv6 VvNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

#4# vNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions
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# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False
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SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer
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## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data
# The interface used collect data from all devices
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# Default value: ethO
NicSBData=ethO

b) AIOFNEAMEY KL T, £ A M=V T 25 FTED CrossworkDataVM = & (22— —F — & 2 {Epk L &
D
Crosswork Data Gateway VM %4 X b—J)LLET,
a) AWSIZmZ A L, EQ2Q Y —EAZMKRLET, EC2 ¥ v adi— A& ET,
by Xy adl—FRD[A A% AOFEH) (Launch Instance) | <A SNIBEIL, [ > A X U ADILHE)
(Launch Instance) ]>[A > A X ADELHE) (Launch Instance) ] DIEIZZ U v 7 LE7,
[f > A% ADHEHE) (Launch an Instance) ]V 4 > RUNRFRINE T,

c) [£&Hi& %7 (Nameandtags) ] &7 < a3 T, Crosswork Data Gateway VM D4 EiiE A LET,

d) [TV —1arBILO0SA A—Y (Amazon~v > A A—7) (Application and OS Images (Amazon
Machine Image)) |22 v =2 T, [ AMI (MyAMIs) 1>[BZ23F18 (Ownedbyme) (DIRIZZ U v
7 L. [Amazon~¥ > A A—3 (AMI) (Amazon Machine Image (AMI)) ] 7 4 —/L K C Crosswork Data
Gateway AMI A A — U &3 IR L 77,

e) [ AHX AKX AT (Instance type) | &7 2 2 > C, B L T\ 5% Crosswork Data VM (Z [t2.2xlarge]
A AL RLA T (FEMERE L T RO ;) 2B L £,

f) [F—XT7 (B7 1Y) (Keypair(login) 17+ a>C, Ruvy 7 XA RMNS[F—XT74 (Key
pairname) ] AR L 7,

GE) Cisco Crosswork 1X, F—_X—ZADORFFEE VR — ML TWFEHA, ZIUTAWS OEHTH
Y . Cisco Crosswork TIIfEfH SN FEH A,

g) [y FU—27F&E (Network Settings) | &2+ a T, [fRE (EBdit) 1227V v LET,
1. RO7 44—/ RIEEATILET,
« [VPC] : BRBZICHE L7z VPC Z834R L £ 7,
s [7 x> K (Subnet) ]: BEHA L F—T A AZHVYTHF TRy FZBRIRL £7,
X7 U v ZIPO HENEI D 24T (Auto-assign public IP) ]: [#%) (Disabled) ] ZJ®R L £,

[T ATTA—N (BEX=2VUT 47 —7) (Firewall (security groups)) ]: VM O&F =V
TAITN—TERELET, ¥Xa VT IN—TEERT Hh, T CIER LEBEFO®
FXa )T 4 I N—TEERATEET,

FROFEMAE AT D L [BER TRy b U —273%E (Advanced network configuration) ] O F
W2, [y hO—2 A % —7 x4 A1 (Network Interfacel) ] 25 HEIIITIER S L E T,

2. [#H (Description) ]. [7 A4~ VIP (PrimaryIP) ] (2—%—F =& 5HDVWNICOIP T L) |
[7 %> b (Subnet) ], [BEF¥=VUT 1 7 /L—7 (Security groups) ] ZHH L FET,

h) [A b L —Y O (Configure Storage) £ 7 v a > T, [f# (Advanced) %2727 VU v 27 L, [HLWAR
Ua—20iENM (Addnew volume) 1227 V27 LT, VM OX—F 4 arZEBMLET, HLIE
RENTZARY 2—LDORDT 4 —/V REEHLET,

« [T /31 A4 (Device name) ] : /device/sdb
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o[£ X (GIB) (Size (GIB)) ]:20GB F£721X520GB, A AZHELLRWEE, T 74/ FD
A X THDHS50GBBEHAINET,

B2 DU & B CAH T 5 72017 « A2 Gk AT LER B DHEE, /— K74 27
ZBNTEET,

«[RY 2—2%A7 (Volume type) ]: gp2 713 gp3 ODHEAEBEID L £,

i) [FEMIEXE (Advanced Settings) |27 v a > T, IROT7 4 — /L REFHLET,

s [IAMA > AH A7 17 7 A (IAM instance profile) | : = ——7F —% TIE L7- AWS IAM
n— /L EBRIRT D0, Lo — L Z2ERLET,

o [AHT—HIZT 7 AA[BE (Metadata accessible) ] : A %0,
[ AXT—H DN~ g (Metadata version) ]: VI BLUV2 (b—27 347 a )
S [AXT—=H VAR ADR v 7HI[R (Metadata response hop limit) ] : 2

o [2—W—F—4% (Userdata) |: FIE 1 THfF L2 —V—FT—F¥EZabt—L T, 2TZDOV 4R
TSR D AT £, NT A —F A base6d T a— RIERTHRETAHRGIT. Fov IRy 7 R
AT LUET,

GE) A= P—F—=ZZM T D L T, RHICEARRNE LT EE, ZEAN
oL, BANKIKLET,

ATY T3 [ AX ADJLE) (LaunchInstance) %7 U v 7 LEd, AWSEC2 28 VM DA > A h—/L&Bith L
j‘o
ATvT4 FH2M/H4ZHBVIRLT, VD VM EA A =L LET,

VM AEBIZA VA —ILEh=C L 2®EIELET,

1. EQ¥ vy adh—RT, EDOA=a—5[Af A% A (Instances) (%7 U v 27 LT,
BEINIZVMAERRFLET, 40 B E7232 7 2EH L TVM 2R TE ET,

VM BB EN S E TR 20 b E£9,

2. VMAIEFIZREISND &, [ vV AHX 2 ADIREE (Instance State) 11 [FEITH (Running) ]
27220 E,

3. VMDBIEFIZA VA =L SN/ Z & Z2MERT 2121E. VM 28R L T [##¢ (Connect) ]
(HEM) 220 y7 LET,

4, RREND [ AKX o AIZHHE (Connecttoinstance) |7 4 > R T, [EC2v VU 7 /b=
km—/ (EC2Serial Control) 1% 7% 27V v 7 L, [#ft (Connect) 1227V v 7 LET,

5, a—H—F—% TR LN A T — R & #H L T. dg-admin F70x dg-oper a—H—L L
TVMIZrZ A LET,

Oy A BT D E VM OXEER o Y — L RFIREINE T,
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sy r—sozr ]

ZER/NY I —UDER

ZIEAD Crosswork Data Gateway 1%, NEDHRFIZ L > THMNT D MLERHY £, £D
To O, BERN Y r— TV OERDBBETT, BNy 7 —VE, ROWT DD H1ETHER
TEET,

A A=A T R ANCBBBRNNY T U T A= Z2ET S ([ 1:Cisco
Crosswork 7 —4 ~7— k7 =1 (Cisco Crosswork Data Gateway) BHA/XT A —X L)1
F1 o TESREA Ay r—v ) 221)

cAUBETIT 4T A =D BNy r—YDx Y AR— b (Export Enrollment
Package) | A 7Y a VEMHT L (B NyFr—rox s AR—F @5X—V) &5
)

o

A UHTIT 4T A —)LD[base6d TT L I — K SN 8 ERNy r—Y D%~ (Display
base64 Encoded Enrollment Package) |4 7Y a > 2 HT 25 (= a— RELEE Sy 7r—
COERK (86 X—) M)

ok r—Dld. A VAR R BRI — PR AN L OVE v 7 L — 6 B L7 S
TYER S AU72 JSON R =2 A > FCF, GiERIE, Crosswork Data Gateway @ UUID, A %7 —4

(Crosswork Data Gateway D4 Bii, 1ERKIE, N— a UAFHAR L) L, BERioHnE 7
Crosswork Data Gateway [ZBH 92 T X COFHRBEEN T T,

A VAN IVRHT RGNy =T ) AR — F LN &A@ L2553, Crosswork Data
Gateway % Crosswork Cloud |Z %8k T HRNCT 7 AR — FELIF A —FTH2XLERH Y 7,
FIRIZONWTIL, BERANy T —VDOAF 84 ~—2) ZZRLTLIIEIN,

)

GE)  BEkNyr—UlE, % Crosswork Data Gateway CE A T,

JSON X ZHH LIz BEgk v r— 0% I aRIORLET,
{

"name": "cdg450-testOl",
"description": "cdg450-testO1l",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 1,
"base vm": "true"
}7
"interfaces": [
{
"name": "ethO",
"mac": "XX:!XXIXXIXX:1XX:xx",
"ipv4Address": "x.x.x.x/24",
"roles":

"ADMINISTRATION, CONTROL, DEFAULT GATEWAY, EXTERNAL LOGGING, MANAGEMENT,NB EXTERNAL DATA,NB SYSTEM DATA,SB DATA"
}

] r
"certChain": [
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"M T OCBVgAWI BAG TUVBE 8hVigpCeDRA Hy ZG6 2 Ty MEWDY JKOZ TveNAQENBOAWT DELMAKGA URCgWCRECKHTANBGNVEAMVEGT HonEZL iNKZZQ1MC
10ZNOMCEMBAXDT T ZMDIWMIE MOV DIOZMD T EAMIO0OVwWL DR MAK AT RO CREcHTACBGNVEAMEG] HarF 2L NKZZ0 ML OZoNOMEML TEL ANB
akaiki GIWORACRFPACCRASAMI TRCGKCRARAL VG Wy TDi GFOLecovhidUcGagRRE320Bkz 350 00pkat yJal HUY TeseGi OrAPK £7IKoeT71 oK JphIKL RnSze 6K IR
JNpeNyHRTEXAR /D051 RAMDOawY NG 1T Keyrioecypelot takT Gs0F XNUGRTARL 3K MMocR Dk 7YESHEMDnsz  TGRFDEEVMEM 3xeTul OFLKULS1 8FSRgt20IN
YIKIZ01 KR OHPOVEGHINEOY HEFKCATy K v RioaXUcocaX L Hygl 29K KM RS 8By uri R/ Ot NVAZFE IS /mcVrveGONES X1 62MPRDy] eHRky X 6ECED
JPLByEI/Hr XSV Opt8al T QeaCkaVEOSVENZOksREIZK/ B MW FORSNNoBHGAovEdZVkoy T rpd 30F e o TXBAT L0k L DK TSY TOANERK I ATKRU
YIMHDOZE30C5cHRVZEANIAMItHORaUhA 7IXGEUYy D/ FHvinoq I ESossaBi Ganez,/ <04 jaFmAu 3 PNFWRTSEZuSTAoPD/ Psg ol PoYFhrcy/ SUd OHEOPYXZi T
VISR XEEAZDAO 6B VA ZPr RS vAmLY 21-HPEHTEY] TriYy XREMCX T 2kt fy 23S Tr Ve XL/ IVKHOCRSXKAM)/ 1/ VOFLNKO: fVvPEInOgR]en
K0 K 30 o 2] TELEUP wKKOZK 3K BAGEB TZ0r WKL kaHCDIVODa tria THEVEV Oy MO Ty WBLOR L DL 30L DT 26kORCT26ma R 350NANG IS 2
CBRAYHANY TrZaTMIC/ UnBBZARTAKABCCovL yr D EOxecNy £47/GPH L snOJesRrUOdFFSxANING XvHB LA 72H] T1H] sTRB73VAw3rQC2 ] STKBs:NBYASsQmt TRa
ZeORwA TV FUTVYS TR W IO SteCePZPK74z0] 7/A2 T h8XsVE2HZ TshORGUyaNo vBL/+/ Ol 3wl LE Toaw A FOTOKY NI oniOsBASEX G L LGB/
O AR EFE2ZHL Uz A24T 12T hoAcoHDeDtMEMDgv TkATECSYS25c| DvZm E 20 E85AY Oor U Rep0z 46030+ 20U NODBY N6 AV Bypf HOZTins PTFHUXZ WKL EM
*vUI0gobe0sVER D260 BEeY5Y 99muSRIOFCL 009t caY FHORR FIERGRO X3S c0KEZHEOAT ZHONUY P vl H/ERUEA] ENGO00Py 3 EH MK KXORL VE2H:
Rt IDPQPBOAGIMIGIMBOGAL UG EEREocosvoU VikepgHBUZ2UHS L s1 TZABNWHMIE A HEREcosvo HVkapgHBUZ2UHs] 51 TZAPBGNVERVEATBEBTALACH/MOUG
AU CRGTHarE T IRNKZZ0IMEL 0ZNOM s RNy 13 ZGAONTARAG 20 EMIANBokoh ki GOnORAQOFAACTRARACT cAUKRAZERCS MV Ty OkeiMs ] P XEFD 7
DChesdTs] S0l pl KeQaShy Yty DB finzi pSgYAHT A Thyr BT VOV CRAESKSAT //1Maft TRchTop TORFYOJGhe FAS AT/ i/ HT AU e/ NKPH3ZRD MEDOvksG
TrEYF DB DoNE M 7UsNEDPYM O SHIOET /o3 BEAUUT Gy O P MRS /RIKT YR/ Yz CH Rt 1. o ZRTUZHXG T Y2 YBONTVORKC A6 1 1 342ATY S/ TwlE
Z7H OSAIXorOHFRFBaMCL oASCR U SRRz G A Tongt B/ T 0K S TZ9YGHDEX IO ANKATRZSAE SV ZUDL XS trr R B C/ cgPho3i XIHIZKAED
4T3ATBYT151 T Az KEAYLYROYOYYorad T34 /ap0U0amess/HEQoU ] OB YS /R SrAQTOr T TRA GG AOVIXEKEY TKDITK TAHTEHBANT LY IO REvyrMOFT
JAR] LY/ 22 RoB2L o TS8R AUBTD I OA2F i HOFSRE Y72 PoYPkzAGL (e ] STwCHE Mg, CEwaSCeS R RFERAVHOL 320van TosesX faPHhent)
OB/ P VBY 6P 202 B IBy BP0y YEEBDCATT dovHnd Trzz,/ 00 ArBa003UH KON NV Moo R T CROATU 3sTHineP GBS0/ CheliBor
WEKKEGTANRAGT R B0 Yy PSSPt MONYRep UMW TR0 MDA RETX 7 S3rdHE o/ AV K xsNROH TAH RO T Z4 KKKy LS5 Trd NG AEUARVOG
FOBUWIOHHHEZC8y FRGE55E/ARaar BB ESA TR Y T 3 oy 60D SKESH RPN G r Ao CFe A7 D Pr L YUK T B A KBARe28G3Y L 1 rA DOK S THIT
11YCHEL0CS 30l MARFHYUGLOSM s 4 Dr ol yn63knazzzA:H 9 TipOsFBCHOB G oS YA o5z N O] e8CBGALFXeCgkK Ty 5v/AVRr BB FOUABCy
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"version": "4.5.0 (branch dg45x - build number 19)",
"duuid": "a3bf6411-1ad0-418c-9957-eb199e9395e0",
"profileType": "VM_PROFILE_ STANDARD"

BENVT—DDAF

BN =R AFTHIZE, RNy hr—Yonra—RERiarysT oY EL S AR—
L, abB—=LTHDFHTD Z &ETRET 7 A VEAERR L FET,

AT w F1 Cisco Crosswork 7 —# %7— K 7 = (Cisco Crosswork Data Gateway) (212271 > L%,
ATYT2 A A=a—00 By r—YOEFS (Get Enrollment Package) ] Z3R L £ 7,

ATY T3 By r—YDx 7 AR— K (Export Enrollment Package) ] %7213 [base64 T 21— N I 728k
lr—Y O (Display base64 Encoded Enrollment Package) ] Z3i&R L £,

RTFv T4 [OK] %27V v 7 LET,

RDEZRY

B ER N =V OIERL (86 ~—2) ZZML, By r—Y 2 AFLET,

. AVRAR—=ILARY
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Cisco Crosswork 7 — 4 %7 — k7 = A (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%¢
BT BT, B A AL Ea—F By VD3 E—BBRETT,

)

GE) A APM—NVERCBBIERNA Y F—DEHEERELIEEL TWRWEEOHR, I E—RNNEIT7R
DEFT, FHBELTWDIEEA, 77 A/ VM OREI%IZEF L7- SCP URI O5E%IC 2 B — X
NET, A AN LIFICEBERNY T —DERELZRE LA D, Crosswork Cloud 7
7 r—3a &M L7z Crosswork Data Gateway D%Ek (87 X—7) ([ZiHEAE T,

AT F1 Cisco Crosswork 7—4 77— ~h 7 =41 (Cisco Crosswork Data Gateway) (212274 > LET,
ARTFYT2 A4 A=a—=00 [1 By 77—V OEFE (1 Get Enrollment Package) | 23R L 9,
AT9 T3 By r—Y D= AR— bk (Export Enrollment Package) | Z#R L £,

ATy T4 [OK] &7 V)7 LET,

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o &~ wNNE

3 e

ARTY TS BN r—T T AR— T 570D SCPURIZ AL, [OK] 227 Y w7 LET,
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122 =L 525 |
B = -—rmasmcor—sonm

GE) ¢ RA NI SCP b —_"EZETTHHMENHY £, HAEMITIE, Crosswork —/3—~D7
IR AT e = a B a— RNy =V E T AR— T ORERH Y
ES

o T TN EDER—FREFEHLTWARWEEIE, SCPa~vy RO—f & LTHR— MHEE
TEXFET, HE2E, By r—UrERE—F L LTI AR—F L, TO2—F

DAR—LT 4 L7 PUIZR—F4000 TT7 7 A NERET DT, ROa~ REFETLE
—é—o

scp -P4000 admin@<ip address>:/home/admin

« BERT 7 A I EOLARTTIERR S AVE T, # : 9208b9be-b941-4ae9-b1a2-765429766127.json

ATFwT6 SCP/RATL—X (SCP2—H 2R U—FR) ZAHL, [OK]ZZ Vw27 LET,

AT Tl BN r—Vhku—harBa—Z [ lEHEA =T Rho 2B A%, SCP Y —"\hbua—hray
Ea— 2 OBy r— VR R Tat— LET,

RDBRY

[Crosswork Cloud 7 7° U %7—< 3 > % i i L 7= Crosswork Data Gateway D% gk (87 ~<—37) |
DOFINZHE Y, Crosswork Cloud ~® Cisco Crosswork 7 — % 7 — k7 = A

(Cisco Crosswork Data
Gateway) ODEEIZERET,

IToa— FEABENYT—ODER

BIRNS T =TT 7 ANE, AT T I T AT A=Ay F—=VORNEEZAE—LT

WofFaZ8T, v—hr~ v BIZERTE 7, NEILISON A CIRi#E S 1L, Base64
2FX—LEFHL Tz a—RRENET,

AT 71 Cisco Crosswork 7 —% %7"— k7 = 1 (Cisco Crosswork Data Gateway) (27271 > LET,

ATV T2 A4 A =a—0b, By r—Y O (GetEnrollment Package) ]>[base64 CTx > = — K S {7z %k 6%
Ny lr—DFx (Display base64 Encoded Enrollment Package) | Zi®IN L £7, Bk v Fr— T ONEN
ALY = VCETREINET,

II AVRAR—=ILARY
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Crosswork Cloud 7 7'') #— < 3 > % {% [ L 1= Crosswork Data Gateway 0 & £k .

ewog ICJuYW111 jog ImNkZyOxNzAuYZ21zY28u Y29t 1iwKICAiZGUzY3JpcHRpb24i0iAiRGUZX1ZN
TiuKICAicHJuZn1s2S 16 IHSKICAG ICJ jcHU 10 iAxM iuk ICAg ICJtZW1ucnk i0iAONYWK ICAg ICIu
aliNz1 jogMywK ICAg ICJ i YXNIX3Zt 1 jog InRydWU iCiAgf SUKICA1aW502XInYUN1cy 16 IFSKICAY
IHsKICAg ICAG InShbUUi0 1A 1ZXRoMCISCiAg ICAG ICTLYUMi0iAiMDAGNTAGNT Y6 YWUGOWUGY2U i
LAog ICAg ICA1aXB2NEFkZHJ 1c3Mi0iAiMTkyL JE20C41L JE3MCBYNC IsCing ICAG ICTyb2x1cy16
ICJBRE1J Tk 1 TUFJBUE1PT i xERUZBUUXUX0ABUEUXQUksRUhURUJOQUx TE9HRO 10RyxNQUSBROUN
RUSUIgog ICAgE Suk ICAg THSKICAg ICAG InShbWU i0iA 1ZXRoMS IsC iAg ICAg ICItYWMi0iATMDAG
NTAGNTY6 YWU6ZTABMZU iLAog ICAG ICA1aXBZNEFKZHI 1c3M101A iMTAUMTQuUMCAxNZAVNTY i LAog
ICAg ICA1cnIsZXMi0iAiQOIOVFIPTCx0Q19FWFRFUKSBTFIEQURBLESCX INZU1RF TU9EQURB Igog
ICAgF SuKICAG IHSKICAg ICAG InShbUUi01A1ZXRoMi IsCifg ICAG ICTtYUMi0iAiMDAGNTAGNTYE
YUUEMZQ60Tc i LAog ICAG ICAicmIsZXMi0iAiUGJE REFUQS IKICAG IHOKICBALAog ICJ jZXJOQZhh
aW4i0iBbCiAgICAiTU1JS1dgQONCUUtnQXdJQKFnSUUSHUI4Vz 1 Xc jZEADBTAFNMUESSZnpJckdm
A1F3RFFZSkt vk 10dnNOQUFF TkJRQXALUEUHTUFrROEXUUUDZ3dDUKV jeEdqQU1CZOSWQKFNTUUX
TntaeTB4TnpBdUkybHpZM jh1WT I5dE1CNFhEVE 16 TURFeE1URTRNRGt4T1ZuWERUUXpNREU4 TUpF
NE1Ea3h0Un93S1RF TE1BaOdBMUUFQ2d3Q1JF Y3hHakF2QndOUkJBTU1FUO5rinkueES6QXUZHNxX6
WT14dUky0XRNSU1FSUpBTkJna3Foaz 1HOXcuQkFRRUZBQUIDQKE4QU1JSUUDZOt DQKFFQXFKRnUZ
U1FJcE1¢ZUVyLyt 5bUhsZUVySFAOZUN3a2 IxSk IyckguUnFFSkJHbnRFAX 1XQUx 10WRZYXR jYUFN
QU1US31pU1k3MzFNUY9IuU314 TXpgHOISUXB i T1UGQTYOZUtrbEpWEIuQK 1HY jREMNZt BUZLCEUL
bKUYAERKU jNhW INQTOpTa 12pZ3ZRSOt KUXN4MNUPanpud jJ YUzJMU 1BLZU9yK1d4MDZZ T TRnNzZzZ
KOsOSXhPcURZa TNQYkJydDBOU3BUeksuZGZPd TAzRWk2a DRrdEdnUnhESnB4YzB52U 1 PUX04SXNn
dFY4d jFBSEVBUERhcUNUZUZXa295d0hHYU1SLzd0bkhS TUNYODBoSnRDCUINMGSZC3Y0d0k0eU 1E
UkdOW11SUDhRc TFFWFhCb 1hu THBq TGFQYZpsMEJuR3AWZWZK TGxCHESuQUR IUKRHZnNQUZhJQURT
S1dgUUZzUnVUScn 10ZDRF ¥ 1UHNnZ2M1ZNSOpOMKE4Nk tzZ3UwR0dr TWILUDZFAENSWWR6 Y 1UMbUBS
aEJxTUJnc1p6Y 1k3RF1TdUt jd3V 1MXN jUXJkdk11MORnSk1QZXcuG21zQUUiL2NPZ3 1 EaUpLZUs4
NHUUHUUEZ jUnMUp3YUY4 ¥nZ5e jB jSWAtUUVEQT IMMysOelix5U jJ4LO 1k¥XZud 12ueENSHENZbHpU
NSt INFQUUE t4TH1CHz 1GTXNOZnhScnBOe 1UHQzNEMGF 12UJZU1 pXWGF i Rku1MUZTKz 1DQnNOCHQO
QURpAUZMMn 1zLOg1b1J0SkInUENpUURYZT 1yZWh 1LOFYUUB6eDJxb1Bnan5TQ jYudktMR jNsN25y
MEZOT1duQOYr TKEZUFFKSUtMZkx1aEFJNn IxZHRnS TEydUdXM1UuUHNmS 1 ICRDNNa jZyMnUghS9x
UEtXdzk2b 1dkbnFEbFd iQ3FUen1BUGppRkJMbk10U jONYUhUBXARYTB i RUcZRXh4eG9 jcU1KZktP
bXNpUOUhSOILNUZPNTR4MZdr06kuNX 1UUU 1ndk4rbzhUaOxEdF 1RaHF iMURZTFBLRkszU 1 ptUEpD
UHU4NnU1Y1JrUUNKMXRtZnBOSExX5AV 13UnF3aWdCS6JJZzg ullIS Y2JoN i tuZGI2Z09MSzRrUUZ4
RzFYdG92cHA6U 90U jASUEtSW j14bTg4NnRpd11GRDAOCGUxbytEc jhEU1dYcGy3eXErZk 1kZEgz
WXhRUFF4Qz IrRStEdzJoRmd tV j1hR2g1TE1IKZpQUTJWAWEWCWZ5eXFKb 1 pUNVKSQURYREpZAESJ
NZ21uMH1alTBueV1aZ2t IR2822U1JaESQR3V0QZ ¥zNGg5dkpBQ 1 EwXpoZ1cSe i83dOMyOEpuUERM
Y¥31XUTUKUDR iMThy Y TBtMXBKRZzBZMTgxWF pkcDFuS11QMHZCUnhuUKN jSEBSeWxDTXZGbUt2UKRG
i tZb2xHQ3NunYOSHJZ TzJUAUNnSUQUUNZXbOXBb2JuQSt syt ZWGhTNSsxeDJkMHYZMNR jNUUn
UnpBNW1K2Gp I TEszODAURZApU2x4UnJ5bl10MXdzdkhXaUF 1Lz 14TX 1 xUnR i0GIOUTEZADd YMGgz
RDBSYnNnUnFCRW1NaOROAUpUKZpoUKhOM 1USNEI6N 1UrbUF pcXJmMOXBU i tkb2UrdkNUc 1Ava it3
aGduUU9YUXBt T1UWUE 1RMnNub jdxSE160XNrZFhDQ3ppN31MOXcrMFh4ZH1a T2xURZA1dFFFS2Ex
LOg3TWtaUn1NcH1x TUNuUU1NWUErU1ZFHSISYXBzAUxnNmtXS jh3eUNrUnd vUUpO THAJREFRQUJ u
MZ293ZURBZEJnT 12 IUTRFRndRUTJ IW102ZGNyaHJZRnNt 265JcFpCazR3UHRNY3d 1d11EV] IuakJC
23dGbOFUMkhall jZk¥3JocnZGY21kbk lublkJrNHAYdE1 jdOR3UURWU jBUQUF ILOJBUXABAOUCL3pB
bBEJNT1Z IUKUFSGpBY2doRnpaRZNOTUR jdOxt TnB jHK52TG10dnJZSUhZM 1Ju TFRFMO1EQUSCZ2 tx
aGtpRz13MEJBUTBGQUFPQOJBRUFgMXZEWG 1RAKEZ TOFZbEISUWZ2a32ZpVUkuwwV20zVU1J INT IBOWFK
L31KeUUibnAvanZXS0U jRZZCRUJSMZF ie 1p2R11EU jNKQKU1eEJHT2tBM jhPZXZ Ib3MyTn IuMk1L
MEZxa 1FEQ3ZTdnVoeGh3eXpnd 1QundUd3FrbzJKL1g1YX YrUnFON jB5S2dHNn1Ta0JnbzNTYzQy
W1pYMZNEQXRSaOFmN21LZUxncUNERZzUY TURndXQOSHhqQKFybF 1QLONCU1NgQ3hCeHhgN3N1SDZ1

AT T3 Ryr—VONFEZaE—LT, json 7 7 A VDT ET, 2077 A VERGFLET,

RDBERY

[Crosswork Cloud 7 7"V 47— = > % fiiH L 7= Crosswork Data Gateway D ¥§% (87 ~—37) |
DOFRIAIZHEV Y, Crosswork Cloud ~® Cisco Crosswork 7 —# 77— k7 = A (Cisco Crosswork Data
Gateway) OXFERICHERE T,

Crosswork Cloud 7 7' ') r—< 3 > % {&FH L 1= Crosswork
Data Gateway ) & £k

Crosswork Data Gateway @ json #$%k~7 7 A /U121, Crosswork Cloud (Z Crosswork Data Gateway
ERET OB SN —BOT VXA NGEHENG ENTHET, LUFORBICRE,
Crosswork Cloud |ZZ DIEFHA BN L £,

\ )

(GE)  Crosswork Data Gateway D] N7 7 4 v 7 CT 7 AT U4 —NVEFERTLIGE5IE. 7747
74—V DFE T cdg.crosswork.cisco.com 35 L U crosswork.cisco.com 2 FFA[ & TWNDH Z & &
e LET,

AVAR—ILERY
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ATv T
ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy T1

ATvT8
ATvT9

Crosswork Cloud (22 7' A > L £,

AL 4 RUT, [RE (Configure) 1>[7—4# %7 — 7 =A (DataGateways) | DIEIZZ U v 7 LT
mH. BEM (Add) 1227V v 27 LET,

[%&%% (Registration File) ] %2 U »» 2 LC, Crosswork Data Gateway 7°5H X 7 > 1 — R LI gkT — % 7 7
ANET v 7r—FRL, json 7 7 A /VOGFHICEBE L THbH, [IR~ (Next) 127U v 27 LET,
Cisco Crosswork Data Gateway D44 fiia AJJ LE T,

[7 7V r—3 a3 (Application) ] 7 «—/L KT, Z® Crosswork Data Gateway -{ > A% > AZff ] L T\
% Crosswork Cloud 7 7V r—3 a2 28R L £ 9, 4 Crosswork Data Gateway |%, 1 2@ Crosswork Cloud
TV = a IlOREHTEET,

B OVET 4 — NV RIZASTILTHhE, [k~ (Next) 1227 U v 27 LET,

(A7vary) 2782 AN LET, ZNUTEY, AL Z 7% £ Crosswork Data Gateway % 7 /L— 7'{L.
TEXET, TD%, [k~ Next) 127 Vw7 LFET,

A1 U7z Crosswork Data Gateway DfF S &2 fEZd L T 6, [IR~ (Next) 127 U v 7 LET,
[&FR (Accept) |27 Vw27 LT, Exa VT (iEHEEZZITANET,
Crosswork Data Gateway DiENNZKEN L7 Z & 2R A vbE—URERINET,

RDZRY
ZOFIEEBEY KL T, *v hU—7NOTTO Crosswork Data Gateway % Crosswork Cloud
(55 D= S

Crosswork Data Gateway 75 IE 5 (ZHafe S 2 L 2GR T 212X, [T —4# 47— hU A (Data
Gateways) | %7 U >~ 27 LTH 5, Crosswork Data Gateway D4 8% 27 U w7 L, BIL7
Crosswork Data Gateway (2B 2k DIEZ MR L £7,

s[BEvarT w7 (SessionUp) |:[7 77 47 (Active) ]

o [#%5¢ (Connectivity) ]:[E > a7 7 (Session Up) ]

Crosswork Data Gateway 7% Crosswork Cloud ¥— & A (ZTEFIZHHE S AU TV R WEAITE,
[Crosswork Data Gateway #fic D N7 7 /L 2 — K (88 X—2) | OIHEZSZMML T 7E 3,

Crosswork Data Gateway & D 5 T/ a— k

IR DFTIL, Crosswork Data Gateway % Crosswork Cloud 7 7'V &7 —3 3 ACHEGE T D BRIC w4
T HAREMED & D — xR Z FIZE L, MBEORNZRE L TR 572007 7 —F %
RLET,

AR b—ILBRRY
88
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Crosswork Data Gateway ##ED 5 )L a2 — b+ .

% 2: Crosswork Data Gateway 85D 5 IV a—F 4 5

il =8

B1E

NTP ORJEHIZ £ Y Crosswork Data Gateway %
Cisco Crosswork Cloud |Z &k C& £t A, D
E0, 22000y 7 OTNRHY £T,

1. Crosswork Data Gateway VM (& 7' > L&
R

QAA VA= a—b, [5 k 57‘7“/]/\:/3_,45:/{
> 2" (5 Troubleshooting) ]> [show-tech 1T
(Run show-tech) 1 IZFEIL £9°,

17 L NA XV EE T tarball & RTET D B
FemANL, [OK] 227V w7 LET,

show-tech & 7'

( /cdg/logs/components/control ler-gateway/session.log
ZdH D session.log 7 AI)) TZT—nFk
RENTBA,

UNAUTHENTICATED:invalid certificate. reason:
x509: certificate has expired or is not yet

valid

Crosswork Data Gateway & Cisco Crosswork

Cloud DIz 7 a vy 70T NnH Y £5,

3AA VA= a—D, BBHEDOT AT AFK
TEDZ T (3 Change Current System Settings) ]
>[1 NTP#%E (1 Configure NTP) ]IZREh L £
j—o

Cisco Crosswork Cloud ¥—/N—D 7 v v 7 [
Z & R4 5 X 9 ICNTP &% @€ L. Crosswork
Cloud {Z%f L T Crosswork Data Gateway ¢ %5
ERERAET,

Crosswork Data Gateway (%, M Web H— &
ANZE R SV EE A,

1 BENOREIZT 7 v —s—0n
i}%/ﬁ\bi\ 7011 3’\*‘{/—]}%/\‘%%%%[/?#0

2. Tk "= RENICBECFET
HEAIE, 7rF O URL BE LW YE
IMEHRLET,

3. TuaRrorsrrriyy GERE, 7
TR E) DIELWHE S D Z iR
l/\gzj«O

Crosswork Data Gateway O 7" 1 % 2 H—/3—D
PRI A BT DI, THIE Y e 3 S ORGE
ZZRRLTLIZSN,

122+=1 4525 IR
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