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s show-tech ®FEIT (21 X—7)

» Crosswork Data Gateway VM D> v v h X 7 (22 X—2)
cauditd 2 7 D7 AR— K (22 X—7)

«TAC > = V7 7 ZDOEL (22 ~2—)

=N blz ~ [ e [
Za<T > FDOETT
[ZWr>334T (RunDiagnostics) | A == —TlX, 2V —/WIIRDOF T > a VInFRSNET,

1:[Z¥D3E4T (Run Diagnostics) ] * —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

lsof

iostat

vmstat

nslookup

tcpdump

EOCONGCOSWNPR

RRA FA~® Ping

Crosswork Data Gateway |, {EE D IP 7 KL A~OEZEAGEM 2R T 57-OIHHTE
ping =—7 4 U7 4 ZRML L E9,

ATy 1 [Z2KDFEIT (Run Diagnostics) ] A == —75 [2 ping] 2R L £,
ATV T2 ROEHREATILET,

* Ping [A1%%
e ST CHEAR A ML ETZITIP

« ¥{Z75AR— b~ (UDP. TCP. TCP #:§%)

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
AR g s kL—2u—+ [

« 55 CHEAR— ~ (UDP. TCP. TCP ¥

ATy F3I [OK] &7 V7 LET,

RA MY D FL—XIL—F

Crosswork Data Gateway (ZIXEIEDRED N7 7V a—F 4 V JITENED [ L—Zb— |
(traceroute) | A 7T a UHNHEINTWET, ZOF T a &+ 25 L. Crosswork Data
Gateway D HERCEICEIET 5 £ TOREN2GMZ TR T £,

ATy 1 [2WDFEST (Run Diagnostics) | A == —235, [3 b L —A/L— |k (3 traceroute) ] Zi#R L F7,
ATFvT2 FL—2—NEEZANLET,
RFvF3 [OK] %7V v LET,

FS I a—TFT4 o7 DEHDAT Y FA T3y
Crosswork Data Gateway (21X, hT7 7Ny a—T 4 THOa<wy KRRV OPHESLTY
£

ATV T[S hT TNy a—T 47 (5Troubleshooting) 1>[1 ZWi?D 51T (1 Run Diagnostics) ] (Z&E L 9,
ATV T2 avwr Re&Ka~vr ROMOA T v a U E737 4 W Z 2 RIRLET,

* 4top

* 5 |sof

* 6iostat

« 7 vmstat

* 8 nsolookup

ATy F3I [OK] &7 Vv 7 LET,

TRCOA TV a3 %IRRT S & Crosswork Data Gateway (XHjiz 27 V7 L, fRE LAY
varEEHALTavr FEEfTLET,

tecpdump DA O—F

Crosswork Data Gateway IZ1%, > NUV—2 8T 7 4 v 7 DX ¥ 7 F ¥ Loz vgElld 5
tepdump 47> a3 VB £,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 ~ X4 Y ADHE |
B - tosevravsxroxs

\)

GE)  ZoXA7F, dg-admin 2 —H—DHNFEITTE ET,

ATV T[S T TN a—F 27 (5Troubleshooting) 1> [2Wi?D AT (Run Diagnostics) ]>[9 tepdump] (ZFEHE) L
i ‘j‘o

AT9 T2 tepdump 2—T 4 VT 4 ZFITTHA X —T 2 A AEBRINLET, TXCOA 2 F—T A ATK LT
FATT DI, [TXT (AI) (A7 v a rz2@RLET,

ATV T3 WU F 2y IRy I A A A LT, BEIC/Nr Yy MEREZFRT D0, £REIFY 7 F ¥ LIy
N7 7 A MIZRGFLET,

ATy T4 ROFEMEANLT, [OK] 227 U7 LET,
« N7y FMEOIBR  (Packet count limit)
o IEERFFHI OHIBR  (Collection time limit)
« 7P A ZOHIBR (File size limit)

o« 7 4 NH I

BIR L7247 2 3 20 U T, Crosswork Data Gateway (X737 v b5 v 7' F v [ & Wi 12 3%
IRT DM, T T 7 AMREFELE T, tepdump2—T 1 U T 4 DMEE LIZHIRICET D &
Crosswork Data Gateway |37 7 A L& [Efi L. 7 7 A V& ) E— bR A MIHEET 572D SCP
JVUT R NVEERLUET, BENET T 50, EIITETHNC Y 7 A VREE F v /L
To%E, EM LT 7 A VITHIBRS L E T,

arvkA—5 vy ar TXMDET
Crosswork Data Gateway & ' A h—/L 325 & arvita—7 kyiary 7ANF S va v
AL T, A AH 2 AN Crosswork Cloud & DEEGE A MESL TE AN E I M ERBIETE £9,
e 7 A MZMA T, 2—7 4 V7 I VMIZEID Y CTohn/zU Y —2 (CPUBLUAEY)
LRV 77 ANTHESINTZY V—A L OMIZAR—EDB 72 WBEER L OV L £,

[ > 31T (Run Diagnostics) | A ==—nb, [ hae—TFF vy a7 A MDOFEIT (Run Controller
Session Tests) | ZBIRLET, N TE T TDE. AV AZ LV ADERPHENSL. SN L E2RT A vE—
VInAL Y = UIERRSIVE T, HEFICKRIT D L BEET A RANBIITTHEM S, IROFHRAER S
iTO

e DNS H— D IP 7 KL A
*DNS RAA
e NTP —"D7F7 KL &

o NTP 27 —4% A (NTP status)

. Crosswork Data Gateway 1 > X 4 > R DERTE



| Crosswork Data Gateway 1 > X % > A DEXE
show-tech D E1T .

« 7'm % URL

« X VOBEAREAT —F A

e 21 hr—7 URL

c 3 hr—TOEEAREEAT —Z X

« T A PPRBICHEM ST BT,

RDBERY

arvhbue—JFya VRSN NoTHGEIE, 2 — MR SN EREHER LT
EZZONAHERMOFERZEEL, 22V — LV TREINEET V7S a v 2 FTLET,

show-tech ME1T

Crosswork Data Gateway |, 77 7 7 A /L& 2 —HWEFKD SCP DI AKR— 547
2 show_tech Z &k L %9,

KDL I T —HPIRESNET,
* Docker = 7} CHEIT N TV HTXTD Data Gateway 2 > R—R 2 ko
s VM /XA X )1
FATHFTOT 4 L2 b VI tarball Z{ERk L EF, HJII pe-<cpe version>-<CDG host
name>-year-month-day--hour-minute-second.tar.xz.enc <1: A 5 % Eﬁ@ tarball “C“‘é”o

Crosswork Data Gateway DIRFEIZ L > T, 2D a~vy ROFEITITHG PN D561 H Y £7,

ATYT1 [N T TNV a2—T 47 (Troubleshooting) ] A == —7>5 [5 Show-tech] Zi®IR L, [OK] %27 U v/ LZF
j‘o

ATFw T2 a g ZNEET tarball DIRIFEEEATI L E T,
ATY T3 SCP AT L —X&E AL, [OK] %227 U7 LET,

showtech 7 7 A/ WMiIFF B b ST v o — REnET,

G¥) VAT AOFEARFRIC Ko Tl showtech 7 7 A VDX T a— RGP DHENRH Y F
ﬁ‘o

ATYT4 FUrm—RRETLEL, ROa~vy FEETFLTESLET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 > X % > A DEKXTE I
. Crosswork Data GatewayVM D> vy k53

G¥) 77 AN ET DI, OpenSSL N=2a LI EEATORERHY £F, VAT LD
openssl /N—30 = U A HER T B IZIE, openssl version I REMH L ET,

MAC CT7 7 A VEE ST 511X, OpenSSL 111+ 24 VA h—ATHMERH Y 7, I
X, LibreSSL @ openssl I~ K73 OpenSSL @ openssl 2/ RCTHHR—FENTNDHT T

DAL FIFP R —F L TWRWNWEDTT,

openssl enc -d -AES-256-CBC -pbkdf2 -md shab5l12 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data Gateway VM D> %y & H >

[NZ 7Ny 2—T 42 (Troubleshooting) ] A == —"L[SVM DY ¥~ h& 7 (5Shutdown
VM) ] %84 LT, Crosswork Data Gateway VM OEJREZ 4 712 L E T,

auditd AT DT H XRR—

auditd 7 7% 7 2R — b4 2I20F, ROFIEEFEITLET,

ATYT1 [N T TN a—TF 47 (Troubleshooting) ] T, [9 Ak /D= AR — bk (9 Export audit Logs) ] % i3
WLET,
AT 72 auditd 2 7 O tarball B 5L DA T L—X% AT LET,

ATy T3 [OK] &7 Vv 7 LET,

—T— vEant=-049 774 )LOHIK

TOFNEEFEHL T, /var/log BE W Jopt/dg/log 7 A/NHANO T —FT— 3 INT=TT
DOarT 7y AN (*gz i *xz2) ZHIBRLET,

D

ATV TN [N T TNy a—T 47 (Troubleshooting) | A == —n6, [ —T—Yarn s 77 A LOHIER (8
Remove Rotated Log files) ] Z &R L £ 7,
ATYT2 FRENDFAT a7 THIV (Yes) | ZHIRL T, BHEARFLET,

TAC > = L7 U RXADEE

TACY = VT 7 R AMRER AT 5 & v AaDTr Y =T 13, dgtac &\ 5 A RIO THIF 2
Da—PEMH LT, FEHRREIEIC & > T Ubuntu & = /UIZEHER /' TEET,

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE

ATy I
ATy T2
ATvT3

ATvT4
ATvT5H
ATv 76
ATvF1

ATvT8

e 7o ezoant [

BN, 2—¥Rv 7o 7 FERG LWL S iZdgtac—Y T h v hin v 7 &
TWT, AT — RRHIREINIZ > CWET, AT 5 &, dg-tac =—WFIXROEH D
12:00am UTC (4FRITOBFUTC) £ TT 7T 4 712720 4, Zid 24 FFRBEIRI T,

dg-tac =—HFZH T D FIRIX, kDO ELEBY TT,

\

GE) ZOoO727%BRAEAEDNCTAHAICE. YAAOT DT ICHEETANERH Y 3,

1R BHIIZ
TAADWYE T =T 5 SWIMS Aberto Y —/MIZT VB ATEX AT AR LTI,

dg-admin = —# & L C Data Gateway VM {212 7' 1 » L £,

A A=a—b, [S T TNy a—TF 427 (5 Troubleshooting) | %8R L %9,

[NF TNy 2—F 47 (Troubleshooting) ] A ==—25, [TACY =/V7 7 & ADHFZHL (Enable TAC

Shell Access) ] Zi&INL £,

dgtac = —H D r 7 A ANUFHEFHD/NAT— RETAC LT ¥ LY h—27 U ~DIRENRLETH D

TeEREETLIAAT e IRRRINET, ZORATHENMT v A 2E T 212X Wiz (No) ]

. BATT AL [V (Yes) 1 #BIRL £,

FATT DL, MHTZHLWASAT = ROANNRRD GBI, 7D NP2 D BRERRINET,

ALY N A2 =TT bOR I EfFRT 212D AT— K2 AT LET,

Crosswork Data Gateway 7512 277 7 b LE7,

VA ADxT Y =T ) Crosswork Data Gateway O VM [ZIEHET 7 B ATX 285513, WO FIEEZFEITLE

T, ENLSOEEIX, FIR8ITHEAE T,

a) dgtac 22—V —DFIAS THRELI-/ATV— &2, HYDO v Rax V=7 LFLET,

b) RELIENATV—REMFHL TV RAaox=r =7 RNdgtac—H—& L TCSSHRHETr A LE
R
NAT—=REANNTLHE, TV P b—=7 UPERSNET, Y AIDOTP=71%, SWIMS Aberto
Y=V EMHLTTF Yy LY b= B L BAFEHDIRE % Crosswork Data Gateway O VM T
Fx LY =27 B0 T E T,

) YARapxzryY=7lddgtaca—¥P—L LTEFICurs AL, NFTNYa—T 4 TaFATLE
T
dgtac 2 —H D7 A RAZ A LT U MEHIZ 15 T, v 2777 FLIEGEG, Y AaDpx =7
X HEa AT 5D LT ¥ Ly PICEBATHLERS D 7,

d) N TITNYa—T 4V NET LEDL, VAIOZ U V=TIETAC V= nbu /777 b LET,

YA ADT Y =T 78 Crosswork Data Gateway @O VM [ZEFET 7 B A TERWGEIE, T A7 by 7

AL T AADTU V=T EDI—T 4 T BB LET,

a) kDa~<r REFHLT, dgtacz— L LCSSHRBTr /A v LET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 > X % > A DEKXTE I

B ncoznarrous

b)

<)

d)

e)

ssh dg-tac @<DG hostname or IP>

dgtac = —HICRE LIS AT—REASILET,
WNRAT—=REANTDE, FY Lo P b= URERENET, ZO—F 2 AaDT V=T
LIEFLET, FORAapx =T ISWIMS Aberto Y — /L ZFH LT h—27 28B4 L, I5E %
HEHELEI,

Fx LY b= KT DB &GS % Crosswork Data Gateway VM (ZHE U £11) 97, Enter & —
Ty Fur T ERERENET,

NTZTNY a—T 4 T EITHICE, TAZ by TG T 50, FlFET A0 V=T DR
IV ET,

dgtac 21— DT A NLZA LT T FRERIE 15 2T, n /770 FLEEE, VA3 Y=7
F, BER AT 5D LT Y LU DICBATANERDHY £,

NG TN a—T 4 TN TLIEL, TACY = b u s 7 hLET,

TACS T )LARY FDEE

KDY A NMIHDTAC > =)V A Xy DX A LA TIERIZ, tac_shelllog 7 7 A /WIZFEEk
EhET, TAC 2 =LA X MiZ Crosswork Cloud 2> b —F I H B ESNE T,

* TAC v =V OHF ML
* TAC ¥ = /L D sk,
e dg-tac DT 7 A
e dg-tac DB 7T 7 K
Data Gateway 7° Crosswork Cloud =1 > b 71— Z (285 TE WM HE . TAC ¥ =/bA X ME

/opt/dg/data/controller-gateway/audit/pending 7 FIIVEIT Eﬁéhiﬁ“ Crosswork Cloud =X
Y= FRBEARRICRD L, ZRHDA XY MES SURIEESNET,

tac_shell.log 7 7 1 /L1E. Crosswork Data Gateway VM @ showtech /3> R/LTCEH T £,

. Crosswork Data Gateway f > X 2 > A DKTE



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



