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EIITLET,

ATy T
TrANEX T a— R LET,

GE)

Crosswork Data Gateway 4.0.1 DY U —2Z /) — F &2 M L, Crosswork Data Gateway D A —7 (*.ova)
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ATy T2
ATvT3
ATv74

ATy T5

ATvT6

vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

vCenter ([ZHefE L, Z LT vy V&L TR A LET,
Crosswork Data Gateway VM Z JEBRT 27 — & £ o ¥ — & BIRL £ 7,

vCenter Server 7 A 7> MIEHR LET, [77 3 (Actions) ]>[OVF7 7 L — hDER] (Deploy
OVF Template) | Z#IRNL 7,

g 77 4 v b ® VMware vCenter DB Z A L7 7 ME 1553 TT, OVF 7> 7 L— MEROE
T DEEEN 1S pEBADH &, vCenter NH A LT U KL, BHNOLRVETHLEND
DET, eSS, BEZFGTOANCT > 7 L— bR L, AT OIREZR
VTR LE2BEOLET,

I

vCenter (285t L., Z LT vy AR LTr I A LET,

VMware @ [OVET > 7 L — DR (Deploy OVF Template) ] 7 4 ¥— RAF/ RS, HAIOFNE[L T

7 L— F O (1 Select template) | AAFEAMF R S FE T,

a) [m—H/N7 7 AL (Local File) ] AR L, [ (Browse) | %7 U v 27 LT, OVAA A—T T 7
ANEEYa— RLIEGFTICBE LT 7 A VA RIRL 7,

T ANENT 4 ROICERRENET,

WOKD I HIZ, [k~ (Next) %27 U7 LT, RARHITE 7 4/ X DR (2 Select name and folder) ]
CBEILET,

a) {ER7 % Cisco Crosswork Data Gateway VM D4 fiia A1 L £ 7,

KR 722 A7 ATk, D Cisco Crosswork Data Gateway VM A3 2 "[eEMNH Y 9, L
72735 T, Cisco Crosswork Data Gateway D4 HIlZ—ETH Y | FFED VM ZfEHHICHBITE 5 X 9
WAERCT 2 BN H D 7,

b) [AB~ > DT 2% (Select a location for the virtual machine) ] U A kG, Cisco Crosswork Data
Gateway VM NFAET 5T — X B X — %R IR L ET,

457 K7 7 sr—< 3 V[T Cisco Crosswork Data Gateway 4.0.1 1 V2 k— L L UEEH 1 K |



2 T P UM |

. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATy 717

ATvT8

ATvT9

ATy 710

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: ~ Crosswork Data Gateway 1

Select a location for the virtual machine.

G rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
redns-spm-dc-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT

[k~ (Next) 1227V v 7 LT, 3arvta—T 127 Y —ADER (3 Selectacompute resource) ]2
HEHRFET, VM OEA FERIRLET,

[Tk~ (Next) 1%7 VU w27 L¥d, VMware vCenter Server 75 OVA ZHiFE L £9, MIEIZHD0 5 T
Xy NI =V HEICL>THREDET, BEENETTHE. Vg — RIL[4FFEMOME (4 Review
details) JICEENL£7, OVA DIEHRAZMZR LT[k~ (Next) 1227V v 27 LET,

BB 2 OVF 77 L — haffEd LET,

GE) ZOBEMIZOVE BIESH, Z2HEIITE A, T 7 Lb— NI, 7L I ABHD
FTAATEMREHELET, IROFIETIELWT 4 A7 HEKEZERT 5720, ZIUTERL
THEWNERFA,

[k~ (Next) |7 Vw27 LT, [5T7A4 L AZE (5Licenseagreements) [ICBE L FI, =2 K=2—
P I B AR EEHER L, KGR (Accept) 1227V v/ LET,

WORD L HIZ, [R~ Next) 227V 7 LT[67%E (6 Configuration) ]IZF#E) L F£§, [Crosswork
Cloud] Z&R L £,
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template
v 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration

v 3 Select a compute resource
Description

8 CPU; 32GB RAM; 1-3 NICs; 74GB Disk

v 4 Review details {® crosswork Cloud

v 5 License agreements

O Crosswork On-Premise Standard
6 Configuration

O Crosswork On-Premise Extended

O Crosswork On-Premise Standard With Extra Resources

4 Items

CANCEL ‘ BACK ’ NEXT

AT TN KOOI ST, [k~ (Next) ][22V v 7 LT[TA ML —VDiER (7 Selectstorage) [ IZBEN L E7,
a) (AT 4 A7 7 x—~< v FDER (Selectvirtual disk format) ] 7 4 —/L R TRDO L 51BN L F 9,

s EBRERE OGS, [y 7 7B E Y a = Lazy Zeroed (Thick Provision Lazy Zeroed) | % %R
LET,

s BIRBREDLE. [V 7 r Y a =7 (ThinProvision) | Z&R L F 7,

b) [_3—;‘_5% ]\77 (DataStOI'eS) ]3‘*»—7\‘}1/75)%‘ fﬁ)ﬂﬁ—é?“—&x FT%%?}{ Li‘é—o

457 K7 7 sr—< 3 V[T Cisco Crosswork Data Gateway 4.0.1 1 V2 k— L L UEEH 1 K |



2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroced

+ 6 Configuration

7 Select storage VM Storage Policy: Datastore Default v

8 Select networks MName Capacity Provisioned Free Type

9 Customize template ] Local Datastore 2.45TB 119 TB 146 TB VM

10 Ready to complete

Compatibility

+/ Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

AT 12 ROEDE ST, [k~ (Next) 227 U7 LT[8 1y hT—27 OiEIR (8 Select networks) ] 1ZBE L
FT, X—=VEHRO Ry XY T =TT, FEHTEDNIC DEIZIESNT, FEEFETLRY U —
Z\ZHYRsE e v U — 7 BRI L E 7,

VNICO 1 BlEIZ, T 255y U —7 BN L TLZ &, REHADYNIC I, T 7 4L MED
FFITTLTEEN,

GE) WDOAA—=VEBETIE, LFOFRy hU—7 RNEINSNTWET,

VM Network i, £ > X775 47 a2V —LZT7 27 & ALT, Crosswork Data Gateway VM O k &
TNy a—T A TEATHITZOOEHR Ry NT—7 TT,

» Crosswork-Cloud i%. Crosswork Data Gateway 7% Crosswork Cloud |28t 922> hu—F %y b U —
7 T,

e Crosswork-Devices 1%, SXA AT 78X N7 40 v 7 HOX Yy NU—27TT,
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template
+ 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource

+ 4 Review details Source Network Destination Network
v 5 License agreements vNIC2 Crosswork-Devices
+ 6 Configuration vNIC1 Crosswork-Cloud
+ 7 Select storage vNICO VM Network

8 Select networks 3items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

4

ATYT13 [k~ (Next) |27V v 7 LT, [FAMEROFKE (Host Information Settings) ] 23NEB &= [9 7 >~
L—hDOHAZ~A X (Customize template) ] (ZFEHE) L F 7,

GE) K722 A7 ATk, 3D Cisco Crosswork Data Gateway VM % 92 A[REM: N H Y F
9, L7223-> T, Cisco Crosswork Data Gateway DR A 1T —E TH Y, HED VM %l
IR TE D XD IHERT AR H Y £,

Cisco Crosswork 7 —# %7 — k7 =1 (Cisco Crosswork Data Gateway) HA/XT7 XA —X L U4 (10
N—=) OFBIIES T, NI A=FDFREATILET,
GE) DA =2 —DPRPNCERIND X, [TOOTa T |28l H Y £7 (7properties
haveinvalidvalues) | &9 =T —2FELET, ZIUTEFREETSH Y . EWUIRMEEL AT
THEIZVTEINET,

ATy T [~ (Next) 1527 U w27 LT, [105 T O¥Efiii (10 Ready to complete) [IZREE) L 5, REZ MR L.
JEBA A BHAET D HEH TE 72D [#& T (Finish) 1227V v 7 LET,

ATy T8 EBEAT X AR LET,
a) vCenter vSphere 7 7 A 7 M & B & £7,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATv 716

b) FAKNVMD [FRITDH A2 (Recent Tasks) ] ¥ 712, [OVFT > 7 L— FDERI (Deploy OVF
template) ]~ 3 7 & [OVF/ Ny 77— DA 7" — b (Import OVF package) |23 7 DAT —H A%
R~LET,

EEAAT — 2 AN100%I278~7- 6, VMOERE AN TEMetA&2%8T LET, ROXIIRT XD
2, RA PO PYERBBELTVM A2 ) v 2 L, [727 2> (Actions) >[I (Power) ]>[EJR
7> (Power On) ] DNAIZEIR L FE 9,

[l_']Ll cdg-vm-137 RETIONS ©

(1 Actions - cw-vm-137
Summary Monitor {
— Power » | ¥ Power On
Guest OS > | N
Powered Off Snapshots =
VM Hardware VM Policies N =
CPU Template >

VM @35 £ Th7e< &b 5o L. vCenter £721X SSHFH T /A LET,

& vCenter CVM D3Ry NU—VERELEZERTH L, BRILZZWEKRERICR D AHEERH
F9, ZNZIE, AFT 4 v I N— MEEROBRRENEGENE T, TNLOLORELER
THEHAIE, BOEMLETIT-o TS, IP 7 RLAEZETT L2551, BIED VM ZH3E
L. HLWVM Z/ELL T, ¥ LW VM % Crosswork Cloud {2 %%k L £,

DI

AR M=ILDBMLI-C EEHELETS,

1. vCenter #2H T Crosswork Data Gateway VM 120454 Y LET,

1. vCenter CVM %427 U 27 L, [2v Y —/L%BAI< (Open Console) ] IR L £,

2. 2—H¥4 (FHYToHNIa—/IE U Tdg-admin £ 721X dg-oper) &, KIET 532 T —
K (oA b=t A THER LI RAT—FR) # AL, Enter 24 L £,

2. SSH #2H T Crosswork Data Gateway VM 277X LET,

1. Cisco Crosswork Data Gateway DEHLIP IZ Ry U —I TV BRATE LT —I AT —Ta v
Mo, MDA~ ReFTLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP (%, IPv4 £721XIPv6 7 RL AEXOEHR Y T —7 IP
7 KL AT,

OB HEIZ LT TEIN,
FHEFoL—P—L L CTuar A 9584  sshdg-admin@<M anagementNetwor k| P>
FR—Fa—F—LLTr7 AT 5845 : sshdg-oper @<M anagementNetwor ki P>
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\}

OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

G¥)

SSH' vt A%, 2HOu T AV RRBIZITAT U MNPET Ry 7 THZLICED, TA—
N7 F—ABENORESINE T, RERI—YAEIT AT — R, 8RO, H250T
TN Y XAOR—F I EORBIT, IPICR LT Y FEET, 20 50 OFRFEFAEN TR K
ARIKRIET DL, 7947 MIPIIA R EL T 7T ry 7 Sk, RPN BE LT 5

&L Ty SNORRINELS 2D 4, F7 T4 7 > b IPIEERNISIEB S L E T,

2 METHSAT—F (f A h—A Tt A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM |27 7 E A TE 72 WAL, vy NV — 7 REICHENRH Y
£7, VMware 2> Y — /A nb Ry MY —ZREZMHERL T LI, ELLRWGAEITL,
Cisco Crosswork Data Gateway VM ZHIfr L, ELWRy U=V HETHA VA M—1LT25Z
LEBEIDLET,

RDBRY

Bek S r— VxR LT 7 AR — K LT, Crosswork Cloud |Z Crosswork Data Gateway %
BELET, BNy r =YD ZAFR—F (625—) #ZRLTIEIN,

OVF Y —)LIZ & % Crosswork Data Gateway D1 > X k—

JL

RIS L T, axy RRAZ VT FOREEIFA T a v ORIFA—F%ZEH L, OVF
Y — V& FITTEET, Cisco Crosswork 7 —# 47— k7 = A (Cisco Crosswork Data Gateway)
ARG A= LT UA (105—2) #ZRL TN,

A7 VT FTOVF Y= NaFATT 2560V TAVRA7 VT MERIRLET, ROP T
NTE, 2200Fy N7 A H—T oA AR LT, &SA RN [dg-141] @ Crosswork
Data Gateway VM ZEk L %97,

#!/usr/bin/env bash
# robot.ova path
DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="cloud"

ActiveVnics="2"

Hostname="Hostname"
VnicOIPv4Address="<VnicO_ ipv4 address>"
VnicOIPv4Gateway="<VnicO_ ipv4 gateway>"
VnicOIPv4Netmask="<VnicO_ ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip_ address>"
NTP="<NTP Server>"
Domain="cisco.com"

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=3SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=5$Vnic0IPv4Address" \

--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"

--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \

—--prop:"Vnic0IPv4Method=$Vnic0IPv4Method" \

--prop:"VniclIPv4Address=$VniclIPv4Address" \

--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"

--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \

—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \

—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—

ATFYT1 A VA= NEFETTEY L TCavr RPa 7P MEEE £,
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OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

AT T2 77— 77 A NV%EBAX . Cisco Crosswork Data Gateway H T8N L7258 E & — T2 X ) ITHEL F
j‘o

AT T3 OVEY— %A LA M)V LTEFTCEE LET,
ATy T4 27 V7 AL TOVE Y —LaEITLET,

root@cxcloudctrl:/opt# ./<script file>

I 2R L ET,

root@cxcloudctrl:/opt# ./cdgovideployVM197

AR M=V LIS EEHELETS,

1. vCenter #2H T Crosswork Data Gateway VM 120454 VY LET,

1. vCenter TVM %2427V v L, [2v Y —/1%ZB< (Open Console) ] %R L £7,

2. 2—HF—4 (dg-admin) &. FETHNSAT—F (LA h—AT ot RATERLIZ/A
U—R) ZAJ)L, Enter L £7°,

2. SSH #%2H T Crosswork Data Gateway VM [C7 2R LE T,

1. Cisco Crosswork Data Gateway DEHLIP IRy U —F TV BRATEH T —I AT —a v
Mh, WDa~y FEFETLET,

ssh <username>@<M anagementNetwor k| P>

Z ZC. ManagementNetworklP (X, IPv4 721X IPv6 7 KL AR OEHE SR~ T —7 IP
7 RLATT,

WO EBBZIZ LT TESN,
EBHEaL—P—L L Tr s A T 584  sshdg-admin@<M anagementNetwor kI P>
FRL—Ha—FLLTrrl AT 584 0 sshdg-oper @<M anagementNetwor k| P>

2 WETHSAT— R (f A h— ATt A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

\}

GE) SSH7mEBRZ, ZHOuTA VRREIITAT N PET vy 7352 LIk, 7 —
N7 4 —ABENORESINE T, RERI—VHEIT AT — R, #EROUIN, 50T
TNAY XAOR—F I EORBIE, IPICR LT Y FERET, 20 50 OFREEAEN TR K
ARIRIRT DL, 7947 FIPIIA RS L To7 ey 7 SivEd, RSB Lk 5
L. Ty ENDLRRINELS RV ET, K7 747 P IXEBNE SV E T,

Cisco Crosswork Data Gateway VM |27 7 B A TE 72 WAL, vy NV — 7 REICHENRH Y
F9, VMware 22 Y — A0 b Xy N =V REZXHERLET, ELRWEEIE, Cisco
Crosswork Data Gateway VM ZHIfxr L., ELWW Ry NY—JRETHA VA M—LT5H5T &%
BEIDLET,
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

RDBERY

Crosswork Cloud C® Crosswork Data Gateway DX Ek(Z#EA £ I Bk Xy r—T DT/ AR —
k(62 ~=v) ZZMRLTIEE,

OpenStack CLI % {# F3 L 1= OpenStack ~® Crosswork Data
Gateway D1 > X k—)L

Z DI TIL, OpenStack 77 v 7 4 — AT Crosswork Data Gateway &1 > A b —/L 3 HERD
FIEIZOWTRELLS BB L £,

\)

GE) 1. ZOFIATIE, OpenStack BREETH > hT—7 R—hF, BLORY 2 —LZERT 572
WOavy F=BETHELET, TN ONDOFERS D Z L& THELTEEN,

2. ZIIWCEHEHEINTWATRTOIPT RL R, ~=a2T7 A TEBRT A L2 HE LY
CIADIPT KL ATY,

188 B
KOEHREHAELTBEET,
o f A F—/L 9% Crosswork Data Gateway VM { A ¥ > A D,

e A M—)LDEE & TET, Cisco Crosswork 7 —# 4% — h 7 =1 (Cisco Crosswork
Data Gateway) EANRT A —2 L FUF (10 N—2) Z2ZRLTIEI,

VM IZMEAT 57 KL RIFEHE (DHCP £ 7213#H) ZkE L £,

cET RLAFEEAERTAHREILI. FVMDOIP T RL A, 7%y b, R— KR ED
Fv N —7ERERELET,

X2 UTF 4 TN —TFDON— L RY —EVERR LTS AN ER L E 1,

AT w71 CiscoCrosswork Data Gateway qecow2 /Sy —S &Aoo O0— KL THRIELET .

a) A TA[REZR T D Cisco Crosswork Data Gateway 1 A —<° (* bios.signed.bin) % cisco.com 7>5H B —% /L
~ v, E£721E OpenStack IZ7 7 EATEHbu—ANxry NU—7 LGN 7 a— RLET,
ZOFIETE, Ny r—T412 Tew-na-dg-4.0.1-65-release-20221130.bios.signed.bin) ZfEH L £,

b) KD~ REFEITLTbin 7 7 A VONEEBIEDT 4 L7 hVIHiH LET,
sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

Ioawr Rk, MEOBEEERHERINET, T4 L7 MUK, LFO7 7 A4 VDK E
TWET,
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¢)

d)

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

CDG-CCO_RELEASE. cer

cisco_x509 verify release.py3
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco_x509 verify release.py
cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

koA F2fH LT, EVFOEALZHRBLET,

GE) A7) T IRFIATEINTWD~ 21X, cisco.com~DHTTP 7 7 ¥ ANMETY, tF=
U7 4 RO 7= DI cisco.com (27 7 B ATERWEGED, £72I1TA T V7 N OFEITHICHE
BA Y=V NEFICZEINRDSTHEE, Y ATDWAS~— 27 AP TR
F—AITBWEDELEI N,

Python 2.x 2 L TWAHAIE, kDO~ REMEHA LT 7 A V2 RKREEL £,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

Python3.x ZffH L CWAHHAIX, ROa~  REEALTCT7 7 A VERIELET,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab5l2

WDa~<r ReEMH LT, QCOW2 7 7 4 /L (cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz) % fifi L
£

tar -xvf cw-na-dg-4.0.1-65-release-20221130.uefi.tar.gz

ZHICE Y| configtxt 7 7 A VEBFLH LWT 4 L7 MU BEREIVET,

AT 72 Crosswork Data Gateway VM IZfE 327 RLA$BED X A F2HESNWT, FIA3 EIETIE4 2FTLE

B

AT w73 Crosswork Data Gateway VM @ config.txt 847 FLRAIBETEHLET,

a)
b)

Crosswork Data Gateway V) UV —AAf A —U% Xy —RKL7eT7 4 V7 FUICBEILET,
config.txt 7 7 A NWVERE, A VA M= VOB S TNTA—FEZERLET, FHMIC OV TR,
Cisco Crosswork 77— 4 %— K 7 = A (Cisco Crosswork Data Gateway) & A /X7 A —X LU (10
N—=) ZZRLTIEIN,

T LU ARELMH A LT, A M cdgl-nodhep T3 DD NIC BT A A DY 7/ config. txt
Tr7ANEUFIOORLET, 2OV R NNOMENT XA —ZTHHFHARRINTWET,

GE) @E‘“ﬁﬁ‘é NIC A1 2FE=I1E2 O@%/El\@i\ config.txt @ ActiveVnics INT A—=FIXENTE
N1 EZE21C720 £,

ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=

AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
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ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=
DGCertKey=
DNS=<DNS server IP address>
DNSSEC=False
DNSTLS=False
Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=<Hostname of VM>
Label=
LLMNR=False
mDNS=False
NTP=<NTP server IP address>
NTPAuth=False
NTPKey=
NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=
ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=10.10.11.101 //Same IP address needs to be entered when creating ports of the
VM.
VnicOIPv4Gateway=10.10.11.1
VnicOIPv4Method=Static
Vnic0IPv4Netmask=255.255.255.0
VnicOIPv4SkipGateway=False
Vnic0IPv6Address=::0
VnicO0IPv6Gateway=::1
VnicOIPv6Method=None
VnicO0IPv6Netmask=64
Vnic0IPv6SkipGateway=False
VniclIPv4Address=10.10.21.101 // Same IP address needs to be entered when creating ports of the
VM.
VniclIPv4Gateway=10.10.21.1
VniclIPv4Method=Static
VniclIPv4Netmask=255.255.255.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPvéMethod=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=10.10.31.101 //Same IP address needs to be entered when creating ports of the
VM.
Vnic2IPv4Gateway=10.10.31.1
Vnic2IPv4Method=Static
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ATv74

¢)
d)

e)

f)

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

Vnic2IPv4Netmask=255.255.255.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvéGateway=::1
Vnic2IPvé6éMethod=None

Vnic2IPv6Netmask=64
Vnic2IPvé6SkipGateway=False
dg-adminPassword=<Admin user password>
dg-operPassword=<Operator user password>

config.txt 7 7 A /& VM DFRA MARLEFH L7z VM Zi5 LT WARTTRIFLE T,

(EE) config.txt CYVNICIP Y RV AL LTANLEZIPTY RLAZEZHODTEBNTL I, F
IH9 TVM DR — FZAEKT 2L &2, MUIPT RLAZIEET H20ENHY 7,

FIE3 (b) EFIE3 (d) Z#EVIKL T, & VM DO —ED configtxt 7 7 A L Z T R L AFEE &M
ALTEERBLIOMRELET,

FIE 5 R E T,

Crosswork Data Gateway VM O config.txt % DHCP ZH L CTEHLEFT,

a)
b)

Crosswork Data Gateway J U —AA A=V & X7 rn—RL7eT7 o L7 FUICBEILET,

config.txt 7 7 A NERHE, £ VA M= NVDEMH|IHES TNNTA—FEERLET, IO VLTI,
Cisco Crosswork 7 —# %7— k7 = A (Cisco Crosswork Data Gateway) #HA/XT A —X% L U4 (10
R—=) L TIZIN,

DHCP % fi f LT, AA M cdgl-nodhcp C 3 -2 NIC PREATALGEOY T config.txt 7 7 A
NELLTFIRLET, 20U A MNOMENNT A —Z [ THHE RSN TWET,

(/I) %Eﬂ@”é NIC ﬂi 1 Oifili 2 O@%/El\li\ config.txt @ ActiveVnics /\03 A _§6i%ﬂ%
N1 ERE21C0 £,

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False

Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=cdgl-nodhcp

Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

ATy TH

¢)
d)

e)

NTPKeyFilePwd=

Profile=Standard

ProxyBypass=

ProxyCertChain=

ProxyCertChainPwd=

ProxyPassphrase=

ProxyURL=

ProxyUsername=

SyslogAddress=

SyslogCertChain=

SyslogCertChainPwd=

SyslogPeerName=

SyslogPort=514

SyslogProtocol=UDP

SyslogTLS=False

UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0 //Leave the default value unchanged
VnicO0IPv4Gateway=0.0.0.1
VnicOIPv4Method=DHCP
VnicOIPv4Netmask=0.0.0.0
Vnic0IPv4SkipGateway=False
VnicOIPv6Address=::0
Vnic0IPv6Gateway=::1
VnicOIPv6Method=None

VnicO0IPv6Netmask=64
VnicOIPvé6SkipGateway=False
VniclIPv4Address=0.0.0.0 //Leave the default value unchanged
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=DHCP
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None

VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //Leave the default value unchanged
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=DHCP
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvéGateway=::1
Vnic2IPvéMethod=None

Vnic2IPv6Netmask=64
Vnic2IPvé6SkipGateway=False
dg-adminPassword=<Administrator user password>
dg-operPassword=<Operator user password>

config.txt 7 7 A V& VM DR A NARLEH L2 VM Z55 LT WARTCRIELE T,

Flg4 (b) EFIEA (¢) VKL T, & VM O—HE D configtxt 7 7 { /L% DHCP 7 R L A{§E %
R TEZERBIOMRFELET,

FIE5ICHELFET,

CLI 7% OpenStack VM (212 7' > L 77,
ATYT6 VMDY Y—RTAT7ALELETIL—N—%EKLET,

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

ATFwF1 OpenStack 1 VR h—LADA A —CEERLET,

B 757 K774 —% 3 VAT Cisco Crosswork Data Gateway 401 1 VR h—ILE L UHEH A K



| 1>2b=n 4524

ATvT8

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

RIZB 2~ L ET,

openstack image create --public --disk-format gcow2 --container-format bare --file

cw-na-dg-4.0.1-65-release-20221130.bios.gcow2 cdg-cloud-bios

% Crosswork Data Gateway VM [Zxt L T, VM BED/NS A —2 #EHLET,
A A h—/L3 % Crosswork Data Gateway VM A > A X L A T L2, IRD/NT A —Z EAERRK L £,

a)

b)

<)

d)

(X7 3y) 10GBHDT—E2 T4 RV EERLET,

openstack volume create --size <volume size> <volume name>
gy R
openstack volume create --size 10 cdg-voll

%1€ TCP/UDP/ICMP ¥ 2 a3 5 tXa ) T4RY —ZERLET,

OpenStack (X, 7 7 # /L b THA{5 TCP/UDP/ICMP #&i % # 7] L £t A, TCP/UDP/ICMP 7' 2 k =)L)
SOBEEERETTTI2EX2 T 4R —%/ER LET,

openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_ address>
openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip

<IP_ address>
openstack security group rule create --protocol icmp open

7 FLRIEEZHA LT Crosswork DataVM [ZX L TDHA. IP7 FLRZEEEL THR— FEER
LE9d,

BE ZOFIEL, #OT RUAREEZERT 255 1C0OAMECTY, DHCP 7 K L ARE &l
AT 256, A= DIPT FLARE, 7Ry FOIPT RLAREID B TT— L5 BEN
IEID U THRET,

openstack port create --network network name --fixed-ip

subnet=subnet name,ip-address=port ip address port name

BT L ZFREZMHT 5 3 20 NIC Z1{ifi 272 CDG VM DR — 2 ERT 2 5A8 D a~ v N :

openstack port create --network networkl --fixed-ip subnet=subnetl,ip-address=10.10.11.101
mgmt-portl
openstack port create --network network2 --fixed-ip subnet=subnet2,ip-address=10.10.21.101
north-portl
openstack port create --network network3 --fixed-ip subnet=subnet3,ip-address=10.10.31.101
south-portl

Fiedo o~ KT, networkl (TERBENOEE XY NTU—7 | subnet1 (TEEAX Y NU—7 LDV T x>
. mgmt-portl IL, VM @ config.txt 7 7 A /L CTHE L7Z vNICO D IP 7 K LA (10.10.11.101) THE
KT BHKR—hTT,

R—hrEFaUT4RK)O—ZBRLET,
openstack port set <port name> --security-group open

RITH 2R L ET,
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

openstack port set mgmt-portl --security-group open
openstack port set north-portl --security-group open
openstack port set south-portl --security-group open

e) AYAR—NTLHTRTHOVMIZONT, FIE Z#iKLET,
Crosswork Data Gateway VM &4 > X k—JLLFE T,

HM7 FLRIBEXERAT S 3 DM NIC %1 X 1= Crosswork Data Gateway VM %4 VX b—JL3F % 1=
Navr kK

openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port> --port
<north-port> --port <south-port> --config-drive True --user-data <config.txt> —--block-device-mapping
vdb=<volume name>:::true <CDG hostname>

W R L ET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl --port north-portl
--port south-portl --config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping

vdb=cdgl:::true cdgl-nodhcp

OR

openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name>

--user-data <config.txt> <CDG_hostname>

DHCP %{#R9 % 3 DM NIC %{# Z 1= Crosswork Data Gateway VM &4 Y X b—ILF B f=bDa< > K

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>

--block-device-mapping vdb=<volume name>:::true <CDG hostname>

RIZHI R L ET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --network networkl --network
network2 --network network3 --config-drive True --user-data config-dhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-dhcp

OR
openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--network <network with dhcp> --security-group <security group name> --user-data <config.txt>

<CDG_name>

GE) VM A VA M= TBd0a<vy RTHRET SRy hU—27 0fud., BT 5 NIC 0¥z
Ko TR ET,

72 21E, 2 O9DONIC iR TZ VM &EA VA =T 58 E50a~<y Rk LB T,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping
vdb=cdg-vol:::true cdg-bios-nodhcp 2NIC

Crosswork Data Gateway VM MIEEIZA VR b—ILEhf=C L ZHELEFT,
WDa<y REFEITLT, VMDA VA R—VDAT—H A% KR LET,

openstack server list
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OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-d4ce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: ; network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

VM D AT — 5 A5 Active & FR S 72 B, £ 10 43H%F> T, CLI %7213 OpenStack UI 725
VM SN R S, HEBEV BB L T\ 2 L E R LET,

OpenStack ® CLI i E{TT H15E

1. OpenStack @ CLI TKD a2~ RE#FEITLT, VM AV AX 2 AO URL #Bf5 L E7,
openstack console url show <CDG hostname>
YAl R LE T
openstack console url show cdg-dhcp

2. dg-admin = —#—F 7= 1% dg-oper = —H— (HIV 4 ToHphlcr— /G L T) OT U~
F&L VM D contig.txt 7 7 A WICAT LTERHIET 2N AT—REHLTr 27 A LE
9, IEHIZu /A4 35 &, Crosswork Data Gateway DA > X T 7T 47 a2 Y —)Vingk
IRSNVET,

OpenStack ® Ul ™5 ER1TT 554

1. OpenStack ® Ul\Za 7 A > LET,

2. [2vEa—F 427 (Compute) |>[A A% A (Instances) ] ZBEIL £,

3. Crosswork Data Gateway ® VM 4 %27 U > 7 LET, VM 2V —/b~D U > 7 B LI
2T THEET,

4. dg-admin = —%—F 2% dg-oper = —H— (Y Toh/ca—ELT) OT AT~
ML, VMO config.txt 7 T AWV AS LTS T AR — RE2fEH L e/ LE
T, IEFIZu /A 95 &, Crosswork Data Gateway DA > X T 7T 47 a2V —/Lingk
IRENET,

RDEZRY

Crosswork Cloud C® Crosswork Data Gateway OB NNZHEA F 3 Bk Xy F— DT 7 AR —
b (62 X—2) 2L TIZIN,

OpenStack Ul Z{#FH L 7= OpenStack ~ @ Crosswork Data
Gateway D1 > X k—IJL

Z OIATIX, OpenStack 77 > K 7 4 — AT Crosswork Data Gateway % A A h—/L 3 5D
FMEZOWNTREL <R L X9
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. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

\)

GE) ZZICREEINTWABTRTOIPT RLRAF, ~=a2T7 LV TERTAZLFEME LYY
ZFIVDOIP T KL ATY,

IR BRI
ROEREHAELTBEET,
o f A N—/L 9% Crosswork Data Gateway VM { X Z > A DH,

o VA M—/LDOEHE AL TE T, Cisco Crosswork & —# 7 — ~ 7 =1 (Cisco Crosswork
Data Gateway) EA/NRT XA —2 L F U4 (10 X—2) 2ZRLTITEEN,

VM IZEAT BT KL AFeEI1E (DHCP £ 7213iH) 2@ LE 1,

cHHT FLRAREZEMNT 55613 FVMOIP T LA, 7Ry b R—FRED
Fy bU—=7iEREMNELET,

VMIZHAT DX 2 T 4 TNV —T2{ERTDHIIC, X2V T 4 7 —T DN —L Lk
X2V T 4 RN —ZHBELE9,

ATw 1 CiscoCrosswork Data Gateway qeow2 /Ny — &4 oO— R LTHRIELET,

a) ATFRIBEEZE#HTD Cisco Crosswork Data Gateway -f A —3 (*.bios.signed.bin) % cisco.com 7>5H 12— 7
=y ETZE OpenStack (IZT7 78 ATEdu—rxy NU—7 LOEGFHIcX 7 r— RNLE
T, ZOFIETIE, /Sy 7 —T41 Tew-na-dg-4.0.1-65-release-20221130.bios.signed.bin) % fEH L F
KR

b) bin 7 7 A VONFEZBEDOT 4 L7 M UICHIH L E T,

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin

Zoavy Noky, MaoREEAERSNET. T4 L7 RV BTO7 7 A VDM E
j/b'( I/ A i —a—o

CDG-CCO RELEASE.cer

cisco x509 verify release.py3

cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

README

cisco x509 verify release.py

cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin
cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz.signature

Ky b U =7 R ORENRAE LI EE, ZOMGEEZ A% v 7 LT, IROFIMADOHMIHE-> TF
BfGEE FITLET,

sh cw-na-dg-4.0.1-65-release-20221130.bios.signed.bin --skip-verification

) KoawryFeMHLT, BV FOELZHRLET,
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ATy T2

ATvT3

d)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

GE) A7 VT IRETINTWDH i, cisco.com ~D HTTP 7 7 Z ARMETT, &
X2 U T 4 HIRD =8I cisco.com (2T 7 B A TEX WA, £/ A2 27V 7 FOFELT
BICHERA v B— VU DEFICZEINRD ST HBAE, Y AIONAF~v— 27 A
TUA F=LIBHWEDELIZE N,

Python2x Z#ffilH L TWAHEIX, kOa~vy REHEHL T 7 A VERGEL £,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab512

Python 3.x ZfH L CWAHAIX, kOa~ > REHFEHAL T 7 AV ERIEL £,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

WD a~r RuEfH LT, QCOW2 7 7 A /b (cw-na-dg-4.0.1-65-release-20221130.biostar.gz) % fi#ik
l./ \i TO

tar -xvf cw-na-dg-4.0.1-65-release-20221130.bios.tar.gz

ZAUTE Y configtxt 7 7 A NVEBLH LT 4 L7 FYDBERRESNET,

Crosswork Data Gateway VM (927 RLZ$EED Z A FIZHASNWT, FIE3 £IEFIE4 2 FETL
EJs e

Crosswork Data Gateway VM @ config.txt 57 FLRAEETEHLET,

a)
b)

Crosswork Data Gateway V) U —AAf A=V & Xy rn—RLieT7 4 L7 MUICBEILET,
config.txt 77 A NVEHE, A VA M= VOB S TNRTRA—ZEEHLET, FHlIZDONT
%, Cisco Crosswork 7—# % — Kk 7 = A (Cisco Crosswork Data Gateway) & A/XT X —X L5
A (10 ~=2) 2ZRLTIZEN,

= VM OFR— R EEST 70O LTWAIP T RLAZEXEDET, £ VMO
config.txt 77 A /LD YNICIP 7 FLR|IZIE, ZZTANLELDERILUIPT KL A%
BETHLENDY 7,

%%EI/JY }‘1/7\?5%;5_’1%m LT\ ANDZS ]\% cdgl-nodhcp T3 -20 NIC %%Fﬁ@’é%ﬁ@‘ﬁ“/7°ﬂ/
config.txt T ANVEZLTICRLET, 2OV R NNOUENRNT A —H IMHFRINLTOET,

GE) %E‘ﬁ—éﬁé NIC 73 1 ’335 fili 2 Ow%/fﬂi\ config.txt @ ActiveVnics /\03 A=A !i%ih
T ERIF 21220 £,

ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=

AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10

DGCertChain=
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DGCertChainPwd=
DGCertKey=
DNS=<DNS server IP address>
DNSSEC=False
DNSTLS=False
Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=<Hostname of VM>
Label=
LLMNR=False
mDNS=False
NTP=<NTP server IP address>
NTPAuth=False
NTPKey=
NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=
ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
VnicO0IPv4Address=10.10.11.101 //Same IP address needs to be entered when creating ports of the
VM.
VnicO0IPv4Gateway=10.10.11.1
VnicOIPv4Method=Static
Vnic0IPv4Netmask=255.255.255.0
Vnic0IPv4SkipGateway=False
VnicO0IPv6Address=::0
VnicOIPv6Gateway=::1
VnicOIPv6Method=None
VnicOIPvéNetmask=64
VnicOIPv6SkipGateway=False
VniclIPv4Address=10.10.21.101 // Same IP address needs to be entered when creating ports of
the VM.
VniclIPv4Gateway=10.10.21.1
VniclIPv4Method=Static
VniclIPv4Netmask=255.255.255.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPvéMethod=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=10.10.31.101 //Same IP address needs to be entered when creating ports of the
VM.
Vnic2IPv4Gateway=10.10.31.1
Vnic2IPv4Method=Static
Vnic2IPv4Netmask=255.255.255.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPv6Method=None
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ATvT4

¢)
d)

e)

f)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

Vnic2IPv6Netmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=<Admin user password>
dg-operPassword=<Operator user password>

config.txt 7 7 A V& VM DR A NALHEHT L7z VM 25l LT WARIT CRTE L ET,

(BEE) config.txt DVNICIP 7 FL AL LTCZZTANLIEIP T FLAZEZEDTRBNTLE
SV, FIH9 TVM OAR— FZfEld 25L&, RMUIPT FLAZIEETL20LE R H Y 7,
FIE3 (b) FIE3 (d) ZMVIKLT, % VM D —ED config.txt 7 7 A VZFHHT R L AHEE
EEALTCEERTBLORAFLET,

FIE 5 A E T,

Crosswork Data Gateway VM @ config.txt & DHCP ##EH L TCEHLZET,

a)
b)

Crosswork Data Gateway Y U —A A A—U %Xy oa—RNLizT 4 L7 FUIZBEILET,
config.txt 7 7 ANVEE, 4 VA M= VOB S TRTA—=FEEHTLES, FFMIZONT
L. Cisco Crosswork 7 —4 ~7"— k7 =4 (Cisco Crosswork Data Gateway) &EHA/XT XA —X L F
F (10 ~—2) ZZMLTIEE,

%%E/JT ]\I/X?E?‘E%Eﬂﬂ L/T\ R A }‘% cdgl-nodhcp T3>0 NIC %%Fﬂﬂj«é%é\w"j—‘/7o/l/
config.txt 77 A NVELUTITRLET, TOY A MNOUENT A —ZTBFAER SN THET,

GE) JEF)L‘%—?—}:) NIC2S 1 DFE/~1L2 OQ%é\(i\ config.txt @ ActiveVnics INT A—RIXFEN
TR EF 2120 £,

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False

Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=cdgl-nodhcp

Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=

NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
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ProxyPassphrase=

ProxyURL=

ProxyUsername=

SyslogAddress=

SyslogCertChain=

SyslogCertChainPwd=

SyslogPeerName=

SyslogPort=514

SyslogProtocol=UDP

SyslogTLS=False

UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0 //Leave the default value unchanged
VnicO0IPv4Gateway=0.0.0.1
VnicO0IPv4Method=DHCP
VnicO0IPv4Netmask=0.0.0.0
VnicO0IPv4SkipGateway=False
VnicOIPv6Address=::0
VnicOIPv6Gateway=::1
VnicOIPv6Method=None

VnicOIPv6oNetmask=64
VnicOIPv6SkipGateway=False
VniclIPv4Address=0.0.0.0 //Leave the default value unchanged
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=DHCP
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPv6Method=None

VniclIPvéNetmask=64
VniclIPvé6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //Leave the default value unchanged
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=DHCP
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPv6Gateway=::1
Vnic2IPvé6Method=None

Vnic2IPvoNetmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=<Administrator user password>
dg-operPassword=<Operator user password>

C) config.txt 77 A /& VM OFRA MGREH LI2 VM Zi5 LT WARTCRAFLE T,

d) FlE4 (b) EFIE4 () ZHVELT, £ VMDO—ED contig.txt 7 7 A VEFHANT R AIFE%
EALTCEZREHBLORFLET,

e) FIBSITHEARAET,

AT w75 OpenStack ™ UI 5 OpenStack VM (212 7' > L £,

ATvT6 [arEza—T 427 (Compute) |>[7 L —,3— (Flavors) JIZBEIL T, VY —RAT a7 7 A/LFEIZL
T L= N—ZER L ET,

WO RT X 92, [4H7 (Name) ], [VCPU (VCPUs) ]. [RAM]. [/b— b5 4 A7 (Root Disk) ].
BLO[=T7 = AT /NVT 4 A7 (BphemeralDisk) |7 4 —/V RIZFEMZ AT L, [7 L —3—D1ERL (Create
Flavor) |7V v 27 L7,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Name Flavors define the sizes for RAM, disk, number of cores

cda-cloud-flavor and other resources and can be selected when users
deploy instances

DO

auto

VCPUs *

8
o

RAM (MB) *

32768

Root Disk (GB) *

50

Ephemeral Disk (GB)

10

Swap Disk (MB)

RXI/TX Factor

1

ATv71 OpenStack 1 VR b—)LRADA A= F#ERLET,
a) WO7 4 —/L RIZFEMIE#RE AT LET,
1. [ A—4 (ImageName) ]: 1ERT 54 A—VOA4FTIZFREL £,

2. [77 A/ (File) ]: Crosswork Data Gateway J U —A A A — %X rn—RKLieT L7 Y
BB LT, A A—VaRIRLET,

3. [ZA—~v b (Format) 1: Rey 7 X7 U R 6 [QCOW2-QEMUT X = L—% (QCOW2
- QEMU Emulator) ] Z# 3R L £,

4, fORET, HKITRSNTOLEOEFICLET,

b) [ A—DERL (Create Image) %227 U v 27 LET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

ATvT8

Create Image

Image Details Image Details

Specify an image to upload to the Image Service.
Metadata Image Name Image Description

cdg_bios_image

Image Source

File"
cw-na-dg-4.0.0-8-TESTONLY-202207=

Format”

QCOW2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk
Choose an image 4 Choose an image v
Architecture Minimum Disk (GB) Minimum RAM (MB)
0 0

Image Sharing
Visibility Protected

Private Shared Public Community Yes No

® Cancel < Back Next » « Create Image

7&{E TCP/UDP/ICMP &t & 85al ¢ 5 ¥ ) T4 R O—FERLET,
OpenStack IX. 7 7 4/ kT35 TCP/UDP/ICMP i # 77l L £ /A, TCP/UDP/ICMP 7’12 k= /L/ni,
DEGEEREZHF T2 x2 VT 4R —Z2{Ek L £,
GE) Crosswork Data Gateway Z JBBH L7 TH, X2 V7 4 70— 7 %AE L CVMIZHEH T&
7

a) OpenStack ® Ul T, [~ h7—72 (Networks) |>[EF% =V T ¢ Z/L—7 (Security Groups) ] (2%
BHLET, o
b) [+EXx=2VUT ¢ 7V —T7DOFERK (+ Create Security Group) 1 %7 U v 27 LE7,
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©)

d)

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Create Security Group

X2 VT 4 IN—TDO4ATE A% (48T (Name) | E[#LB (Description) JIZZFNZENAEE L
T, [BEX=2 U T 4 7 —7DFERK (Create Security Group) %27 U v 7 LET,
X2 VT 4 = VOERHICE R ENDEH LAWY > R TUL—/L DM (AddRule) %227 Y >

7 L, R, A=, BXOPT FLAHEHZEEL T, 70 barotda )7 4R v—
R L £,

X2 UT A TN —TFIZF. T I AN R T2O0NL—ABNEYYTENLTHVET, 25D L—L
ZHIBRT 2121, V=L OHIER (Delete Rule) 147> a v &AL ET,

Project / Network / Security Groups / Manage Security Group Rul...

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)

Displaying 2 tems

Port Range Remote IP Prefix Remote Security Group Description

ATYT9 BT FLRABEEFERTISEICOHF, IPT7 FLRAEEELTR—FEERLET,

BE ZOFIEL, FNT RV ABEEZMHAT 258 IZ0OHMETY, DHCP 7 R L A FEEZHH
T5%6. A—hDOIPT FLRAIL, 7%y hOIP 7 RLAREID B TH— b HEIIC
B YBToHnET,

a)

b)

OpenStack ® Ul T, [*v hT—2 (Network) ]>[%* v k7 —7 (Networks) ]IZf#E) L £7,

BRI 5 NIC UG LT, (FEHRry hT—20DJEIZ) Fy hT—7 ZBR L, [+F— hOfE
% (+ Create Ports) 1 %27 U w27 LE7,

5% K7 71) 4 —% a3 R T Cisco Crosswork Data Gateway 4.0.1 1 X h—L & UEEHA K ]
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

¢) [#4A1 (Name) B XO[EEIPT LA (Fixed IP Address) ] 7 4 —/V RIZiEfiZ A L £, [EH
RAEZ H%NZF 5 (Enable Admin State) | & ["— bt %=V 7 ¢ (PortSecurity) | F = 7Ry

Al A AT LET,
r
Create Port
m Security Groups
Name
mgmt-port1 Descrlptlon.
You can create a port for the network, If you specify
& Enable Admin State @ device ID to be attached, the device specified will be
attached to the port created.
Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address -

Fixed IP Address” @
]

MAC Address @

& Port Security ©
VNIC Type @

Normal -

Binding: Host @

ATV T [arE=2—TF 47 (Compute) |>[Af > A% A (Instances) [IZBENLET, ZOX—V T AHX
ZADFEHE) (Launch Instance) 1% 27 VU v 7 L¥ 4,

[ > AZ o ADiEHE) (Launch Instance) |7V 4 & RUNKRZIL, VM DA A M= RBRBINVET,

ATy TN [FE (Details) 1 Z 7D [ > A% A4 (Instance Name) ] 7 4 —/L KIC VM A& EFREL, [H V> b
(Count) 1 & 1IZLET, [k~ (Next) 127U v LET,

GE) KB/ o AT A TlE, #ED Cisco Crosswork Data Gateway VM Z (#1192 AlREMEN H 0 £
9, L7228-> T, Cisco Crosswork Data Gateway DA RIZ—E CTH Y. FFED VM % fif B 7k
BIT& A X 5 011?52@“6%%75330 ) i'ﬁqo VM D config.txt 7/ 7 A JL (D Hostname INT A —H
THELLZLO LRI LARTIEANTHZ L2 /T L 7,
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ATy 12

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Launch Instance

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

Source Project Name Total Instances
(100 Max)
admin
Flavor * I
Instance Name * 3%

Networks *
test_instance

Network Ports
Description 2 Current Usage
1 Added
Security Groups 97 Remaining
Key Pair Availability Zone
nova v
Configuration
Count
Server Groups
1
Scheduler Hints
Metadata
X Cancel < Back Next >

[V —A (Source) ] % 7 TITRDIEIEEITWVET,

1. [7— bFY—ADEPN (Select BootSource) |: KRy FH 7 U A RNNL [ A— (Image) | &
WLET,

2. HLWARY =2—ADfERKL (Create New Volume) ]: [V %2 (No) ] &BIRL E7,
3. OpenStack BREE CTHEHFIREZR T X TDA A—T1%, [EHATHE (Available) ] <A > D FIZ—EHR RS

NEFT, T EIV I LT AA—TUEBRUET, ZHUCED A A— T [EI0 S THEL
(Allocated) ] XA SNIBENL, A A=V BRI Z EDRINET,

4. [k~ (Next) &7 Y v 7 LET,

457 K7 7 sr—< 3 V[T Cisco Crosswork Data Gateway 4.0.1 1 V2 k— L L UEEH 1 K |
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

ATy 713

Launch Instance

Details

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

new volume.
Select Boot Source
Image

Allocated

Displaying 1 item
Name Updated

» cdg-cloud-bios-6 7/22/22 5:03 AM
Displaying 1 item

v Available

Q. | Click here for filters or full text search.

Displaying 1 item
Name Updated

» cdg-cloud-uefi-6 7/22/22 5:14 AM

Displaying 1 item

Create New Volume

Yes

Size

1.41 GB

Size

1.41 GB

No

Format

Qcowz

Format

Qcowz

< Back

Visibility
Public +
Select one
x
Visibility
Public +
Next » [

[ FTHE  (Available) ]34 > @D [7 L —/3— (Flavor) | Z 7 C. VM IZEIRTSH 7 L — =[O T

Yy o s U, [EFATTRE (Available) 3 2D [EID M THE L (Allocated) |3 B E L E
T, [R~ (Next) 1227V v 7 LET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Launch Instance

Detail Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks * )
v Available Select one
Network Ports
Q | Click here for filters or full text search. x
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
® Cancel < Back Next > ‘

ATy VMIZxy hU—2 &ZED YL TET, BT D VNIC OIS T, AR (Available) ] 31 > @

Fy FT—=ZI DI A RNSEEZy hT—2T 220 o7 LT, VMICRK3IODR Y N T —2 i

WUEFT, ZHUTED, BIRLIERYy RU—7 N [ED Y TH A (Allocated) ]34 AZBEL ET, K
~ (Next) |27 Vv 7 LET,

= Fow N — 7 ZRIRTAHNEFIXEZE T, NIC 2 3 ORI 2858, ROIOBR L% |k
U—Z7 MW VNICO A v H—T A AR, 2FHBMNVNICL A4 X —7 = A AT, 33 HN vNIC2
A B =T A ZZED Y TOHENET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

ey

Launch Instance
Details *
v Allocated
Source
Network
Flavor *
1 > network1
2 > network3
Network Ports
%3 > network2
Security Groups
Key Pair W Available
Canfiguration Q
Server Groups Network
Scheduler Hints > network2-nodhcp
Metadata ? network3-nodhcp
» network1-nodhcp
* Cancel

Subnets Associated

subnet1

subnet3

subnet2

Subnets Associated

subnet2-nodhcp

subnet3-nodhcp

subneti-nodhcp

Networks provide the communication channels for instances in the cloud.

Shared

No

No

No

Shared

No

No

No

Select networks from those listed below.

Admin State

Up

Up

Up

Admin State

Up

Up

Up

¢ Back Next >

Status

Active

Active

Active

Select at least one network

Status

Active

Active

Active

(7]

x

AT A—FE2VMIZED Y TES,

[EHATHE (Available) XA NNIRRSNTWDHLR—FDY A I,

DY CTHAH (Allocated) | <A ICBEILET, .

)

7y 7 LTR— & [#
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Launch Instance

Details

Source

Flavor
Networks
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of

both.

w Allocated

Name

31 > north-port2

v Available

Q

Name P

> south-port2

> mgmt-port2

on subnet subnet2-nodhcp

on subnet subnet3-nodhcp

on subnet subnet1-nodhcp

Select ports from those listed below.

Admin State Status
Up Down +
Select one
Admin State Status
Up Down +
Up Down +*
< Back Next » & Launch Instance

[Next] 27 U v 27 LET,

AT v 716

VMIZEHT 28X 27 4 7 0—7"% [ F[HE (Available) |4 75 [F10 Y4 TH A (Allocated) ]

RAVICBEHLT, X2 UT49NL—TZ2VMIZH VS TET, |
WO T, 2250FF =27 47— (default & cdg) 75 VM IZiEH S CWET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

Launch Instance

Details *

Source

Flavor *

Networks *

Network Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

% Cancel

Select the security groups to launch the instance in.

v Allocated

Name

v default
Direction
egress
ingress
ingress

egress

v cdg

Direction
egress

egress

v Available
Q

Name

> open

Description

Default security group

Ether Type Protocol Min Port
IPv4
IPv4
IPv6

IPv6

Security group for CDG deployment on openstack

Ether Type Protocol Min Port
IPv6
IPv4

Description

open

< Back

Max Port

Max Port

Next >

¥
Remote
0.0.0.0/0
/0

¥
Remote
/0
0.0.0.0/0

Select one or more

x

[k~ (Next) 127V v LET,

ATy 1 [F—T (KeyPair) | #7 T, [K~ (Next) |27V w7 LET,
AT 18 [EE (Configuration) | ¥ 7 CIIRDOEIEEZITVE T,

o [7 7 A /DiER (Choose File) 1 %7 U 27 LT, VM HIZEE L TRIFLTZ config.txt 77 A /L

ZIERLTT vy 7 —RFLET,

 [(XE K74 7 (Configuration Drive) | F = v 7Ry 7 A% AN LET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Launch Instance

You can customize your instance after it has launched using the options available here. "Customization Script” is

etails . -

e analogous to "User Data” in other systems
Source Load Customization Script from a file

| Choose File | No file chosen
Flavor

Customization Script (Modified) Content size: 1.48 KB of 16.00 KB
Networks ActiveVnics=3

AllowRFC8190=Yes

Network Ports AuditdAddress=

AuditdP
ControllerCertChainPwd=
ControllerlP=10.10.10.201
ControllerPort=30607

Security Groups

Key Pair ControllerSignCertChain= ’
A w_Ti A e Vi
Server Groups Automatic v

Scheduler Hints @ Configuration Drive

Metadata
% Cancel <Back Next > & Launch Instance

ATYT19 [ AKX ADHEH) (Launch Instance) 127V v 7 LE7,
OpenStack T VM DA > A b —/LRBRE SN ET,

ATy 720 FIEINSFIE 20 Vi L T, §3TCTD Crosswork Data Gateway VM % 1 > A h—/L L £ 7,

Crosswork Data Gateway VM MIEEIZA VR b—ILEahf=-C L ZHELFT,

1. OpenStack ® Ul T[22 E=2—F 17 (Compute) ]>[A AKX A (Instances) ]I
BLET,

2. AVAPN—NFELRBLPA A h—/)LH D Crosswork Data Gateway VM @D U A h3 Z Z|Z
FRINFET,

9579 K7 F 14— 3 VAT Cisco Crosswork Data Gateway 4.0.1 4 Y X k—LE L UHEAC F |



2 T P UM |

. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

Red Hat OpenStack Platform Project Admin Identity

Project ~ Compute Volumes ~ Network -~ Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

O Instance Name Image Name IP Address Flavor
network2 - b

O cdg-bios-dhep cdg-cloud-bios-6 network3 © .. . ____? Not available
network1 ° )

A A b —/LH D Crosswork Data Gateway VM @ [ A7 — & X (Status) ] IX [E/V R
(Build) ], [# A7 (Task) ]i%[4s% (Spawning) ]. [FEIRDOIRAE (Power State) ]I% [IK
fe72 L (NoState) 112720 £,

3. VMMRIEEIZA VA M—=LENDE, [AT—H A (Status) |1X[7 27T 47 (Active) ]IZ
B Ed, £/, [¥ A7 (Task) 11L[7e L (None) ]. [FEIFRINAE (Power State) ]I [B5
B+ (Running) 112720 £9,

.

Red Hat OpenStack Platform Project Admin Identity

Project v Compute Volumes v Network + Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

[0  Instance Name Image Name IP Address Flavor
network2 -

O  cdg-bios-dhcp cdg-cloud-bios-6 network3 - cdg-cloud
networki -

4. [RAT—H A (Status) | [T 277 147 (Active) [IZEb-726, K10 2L ET,

B /57 K77y —2 3 VAT Cisco Crosswork Data Gateway 4.0.1 f VR h—)LE & UREH A K
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savr—voxi [

Crosswork Data Gateway D VM 4227 Vv 7 LET, VM a2 Y — b~V 7 BRE E
ﬁ—o

5. dg-admin = —H%—F 71 dg-oper =—H— (FID YU Tonizr—/LLUT) OT T
F&. VM D config.txt 7 7 A WMIZ AT LR IGT AR —REHFAL T A LE
9, EWIZue 7 A 35 &, Crosswork Data Gateway DA X T 7T 4 7 a2 Y —)LEE
RENET,

RDBRY

ek r— U EERB X O =27 AR — kLT, Crosswork Cloud {Z Crosswork Data Gateway %
kL ET, BENy =YD= AR—F (23—Y) ZHBLTIZIN,

BRIV T—DDER

ZNEID Crosswork Data Gateway (%, REDFHB T2 XL > THERAIT 2L ERNHY 7, D
T2OITIE, B Sy r— VU OAERPBRETT, B Sy r—UiE, IROWT DT TER
T&EET,

A VA =N TrEARIIBBER/NNY T —UNRTA—F2RET D ( [#£4: Cisco
Crosswork 7 —# %7— k7 = A (Cisco Crosswork Data Gateway) & A/XT7 A —X% L)1
A1 o THERR Ay r—2) 228)

cAVBETIT 4T A= ND BNy — DT ZR— T (Export Enrollment
Package) | 47> a v &HEHTSH (B Svr—y0x s ZR—F (625—) &%
M)

BEkN =, A VA N2 —F R AS L7 OVF 7> 7 L— b BB L7215

THERL S 72 JISON K = £ > hCF, FEPHE. Crosswork Data Gateway @ UUID, A %5 —#
(Crosswork Data Gateway D4 fij, {ERRIERH], N—T 2 IEH7e L) 7o &, BERTnE

Crosswork Data Gateway (2R3 2 T X TOFERPEZENET,

A VAN VRRHIR RNy =V 7 AR — F L7202 & A BRI L7855 1%, Crosswork Data
Gateway % Crosswork Cloud (28T AN AR — M T HMLERH Y £7, FIEIZOWNT
X, BEANy =0y AR — ] (62 X—V) ZZRL TN,

\}

GE)  BeR Ny r—Ul%, 4 Crosswork Data Gateway CEH T,

B/ r— JSON OH > TN ERIRLET,
{

"name": "dgll6.cisco.com",
"description": "CDG Base VM for Automation",
"profile": {

"cpu": 8,

"memory": 31,

"nics": 3

}l

457 K7 7 sr—< 3 V[T Cisco Crosswork Data Gateway 4.0.1 1 V2 k— L L UEEH 1 K |
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B =a<vr—cozozs—r

"interfaces": [
{
"name": "ethO",
"mac": "00:50:56:9e:09:7a",
"ipv4Address": "<ip address>/24"
}I
{
"name": "ethl",
"mac": "00:50:56:9e:67:c3",
"ipv4Address": "<ip address>/16"
}I
{
"name": "eth2",
"mac": "00:50:56:9e:83:83",
"ipv4Address": "<ip address>/16"
}
]I
"certChain": [

"<cert chain>"
] 4
"version": "1.1.0 (branch dgllOdev - build number 152)",
"duuid": "d58fe482-fdca-468b-a7ad-dfbfa916e58b"

BEFENVT—UDIT Y AER— bk

Cisco Crosswork 7 — % 7 — k7 = A (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%¢
BT BT, B AL AL E 2= F By VDA E—BBRETT,

)

GE)  AVAPM—NVRRCEBIERN\ Y F—JEHEERELIEEL TWRWEAEOH, I E—RNNEIZ/R
DET, HMELTWDHEA, 774 /WE VM OB IZEI L 72 SCP URI D582 2 B — &
NET, A A M= NVIRICBBIER/NY 7F—VEELZHE LTS DA, Crosswork Cloud 7
7V r—3 a3 A L7z Crosswork Data Gateway D%k (64 ~—7) (ZEAE T,

AT w71 Cisco Crosswork 7— 4 ~7"— k7 = A (Cisco Crosswork Data Gateway) (212274 > L %7,

ARTYT2 A A=a—=00 [1 By r—Y D7 AR — K (1 Export Enrollment Package) ] ZE&4R L. [OK] %
77Uy LET,

B 757 K774 —% 3 VAT Cisco Crosswork Data Gateway 401 1 VR h—ILE L UHEH A K
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Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o &~ w

< QK>

ATYTI BN =T AR— T 57DDSCPURI Z AL, [OK] 227V v 7 LET,

G¥) o IRA NI SCP ¥ —NREZEITTHMEND Y F3, BAMIZIL, Crosswork —/X~D 7T 7
Y REAT A — o B a— R 8y VU h T AR— T AMNERH Y F
j—O

e T 7 AN EDR—F2FHEHLTW2WGEEIEX, SCPa~vy RO—E LTHR— NEfEE
TEFET, ez, By r—VaEHEL—YP L L7 AR—FL, TO2—H
DFE—LT 4 V7 MUIZAR—K4000 T7 7 A VEBLET HI21E, kOa~vy REFITLE
“9“0

scp -P4000 admin@<ip address>:/home/admin

« BERT 7 A ME—EOLARTTERR S AVE T, # : 9208b9be-b941-4ae9-b1a2-765429766127.json

ATw T4 SCP/RAT7L—X (SCP2—H /2T —FR) Z#ZAHL, [OK]ZZ Vw7 LET,
RATFYTE R r—ha— AN ar o —FICEEI Y —TX o541, SCPH—"mbua—hray
Va— IR\ r—VhFETat—LET,

RDBERY

[Crosswork Cloud 7 7° U %7—< a3 > % il L 7= Crosswork Data Gateway D%k (64 ~~—37) |
DOFBIZHEV Y, Crosswork Cloud ~® Cisco Crosswork 5 — % %7 — ~ 7 = 1 (Cisco Crosswork Data
Gateway) OXERICHERE T,

457 K7 7 sr—< 3 V[T Cisco Crosswork Data Gateway 4.0.1 1 V2 k— L L UEEH 1 K |
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. Crosswork Cloud 7 7'1) 7 —< 3 > % {#F L 1= Crosswork Data Gateway 0 & £

Crosswork Cloud 7 7' ') r—< 3 > % {#FH L 1= Crosswork
Data Gateway D & £k

ATy T
ATy T2

ATvT3
ATvT4
ATy TH
ATvT6
ATy 71

ATvT8
ATy

B 757 K774 —% 3 VAT Cisco Crosswork Data Gateway 401 1 VR h—ILE L UHEH A K

Crosswork Data Gateway @ .json X$§k 7 7 A /LIZI%, Crosswork Cloud {Z Crosswork Data Gateway
ERGET ORI IND —BOT VP ENGEAENETENTWET, LLTFO@BIZHEN,
Crosswork Cloud (2% D1EF#H 2B L F 7,

\}

() Crosswork Data Gateway D) 8T 7 4 v 7 CT7 7 A T U+ — NV EFERT L5, 7747
74—V DFE T cdg.crosswork.cisco.com 35 L T crosswork.cisco.com 2AFFA[ S TWNDH Z & &
st L £9

Crosswork Cloud (22 7' A4 > L £,

AL 4 RUT, [RE (Configure) 1>[7—# 57—~ xA (Data Gateways) ] DIEIZZ U > 7 LT
o BEM (Add) 1227V v 27 LET,

&k (Registration File) ] %27 U >~ LT, Crosswork Data Gateway 2°5HZ 72— KL= 8T — % 7 7
ANET v 7Tr—RL, json 7 7 A /VOGFHIIEEI L T, R~ (Next) |27 U v 7 LET,
Cisco Crosswork Data Gateway D4 fiiz AJJ L E 5,

[7 7V r—3 a3 (Application) ] 7 «—/L KT, Z® Crosswork Data Gateway { > A% > AZfff L T\
% Crosswork Cloud 77U 77— 3 > 23R L £ 9, 45 Crosswork Data Gateway (%, 1 2@ Crosswork Cloud
TV =y a COREHATEET,

B OVET 4 — NV RIZATILTHh S, [k~ (Next) 1227 U v 7 LET,

(FAFvary) 2785 AN LET, 2L D, [ALH 7 %FFD Crosswork Data Gateway % 2 /L—7°{t.
TEXET, TD%, [k~ Next) 1227 Vw7 LET,

AJ1 L7z Crosswork Data Gateway OffF#HZ L LT B, [k~ (Next) 1227V v 7 LET,
[&FR (Accept) |27 Vw27 LT, EX=a VT (iEAEEZZITANET,
Crosswork Data Gateway DiBNNZHKEN L7 Z & 2R T A v E—URERINET,

RDZRY
ZOFRIEEMEYIKL T, *v U —27NOTTO Crosswork Data Gateway % Crosswork Cloud
WZBER L £,

Crosswork Data Gateway 75 IE 5 (ZHE S A7 2 & 2 MER T 212X, [T—# 7 — b= A (Data
Gateways) | %72 U v 27 L CMh 5., Crosswork Data Gateway D4 fija 27 U v 27 L, iBINLT-
Crosswork Data Gateway (2R3 5 R DIEZ MR L £3,

s[BEvar7T w7 (SessionUp) |:[7 77 47 (Active) ]



| 1>2b=n 4524

Crosswork Data Gateway ##ED 5 )L a2 — b+ .

o [#%5¢ (Connectivity) ]:[E > a7 7 (Session Up) ]

Crosswork Data Gateway 7% Crosswork Cloud ¥— & A [ZTE R IZHHE S AU TV WEA L,

[Crosswork Data Gateway #fc D s 7 7 /L2 = — k

(65~4—2) | OEHEBBL TSN,

Crosswork Data Gateway D 5 J /)L a— k

IR DFTIL, Crosswork Data Gateway % Crosswork Cloud 7 7'V & —3 3 ACHEGE T D BRIC 4R
T HAREMED & D — xR 7RRIEZ FI1ZE L, MBEORINZRE L TR 572007 7 —F %

RLET,

% 5: Crosswork Data Gateway 38D S TN a—TFT 4 7

el =8

B1E

NTP OREEIZ X Y Crosswork Data Gateway %
Cisco Crosswork Cloud |Z ¥k C& £t A, D
E0, 220007y 7 OTNRHY £T,

1. Crosswork Data Gateway VM (& 7' > L&
—a—o

> 2" (5 Troubleshooting) ]> [show-tech 1T
(Run show-tech) 1 (ZfHEh L £7,

7L NA XV EE T tarball & RTET D G
FemANL, [OK] 227V vr LET,

show-tech & 7'

( /cdg/logs/components/control ler-gateway/session. log
\Z& % session. log 771 L) TxZT—ngk
REINTEHE.
UNAUTHENTICATED:invalid certificate.

x509: certificate has expired or is not yetg

reason:

valid

Crosswork Data Gateway & Cisco Crosswork

Cloud DIz 7 a vy 70T NnH Y £5,

3AA A= a—b, BBEDT AT LG
EDZF (3 Change Current System Settings) |
>[1 NTP#E (1 Configure NTP) ]IZF#E) L &
j—o

Cisco Crosswork Cloud ¥—/N—D 7 v v 7 [
Z & R4 5 X 9 ICNTP &% @€ L. Crosswork
Cloud {Z%f L T Crosswork Data Gateway ¢ %5
ERERAET,
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. Crosswork Data Gateway IEfED 5 )L a—+

2 T P UM |

8

#R1E

Crosswork Data Gateway (%, #M5 Web +— &
AlZHEERER SNV EE A,

1. BHEVOEREIC T o X — =30
aix, 7uex i N—EBELET,

2. FuXi Y — N — B ENICERCFET
HEA1E, 7rF O URL 3 E LW Y
IMEMEGE L ET,

3. TuXvorsrFriyl GEHE, 7
X 4R E) BDIELWOE ) D EHER
LiTO

Crosswork Data Gateway > 7" &2 % 3 % —/3—D
FEMA T S0k, THE T v % o ORE
(75 =) | ZBHLTIZE,
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4.
=% =R

_J1,|-'-|

Crosswork Data Gateway VM 0D &%

Cisco Crosswork Data Gateway { > A X AX, AZ L K7 VM & L TERR SN TR, =
yhu—=7 77V = a r EIFRIOGCERET S ENTEEYS (2 be—=T 77
sr—3 2 1%, Crosswork Cloud C©9) , 2O VML, v T —27nb 0T — X I % A6
T Harte—=7 77— SERTE T,

ZOBEFRD My 7 THR I TWET,

A BT T 4 Tlear ) —LOER (67 5—)

* Crosswork Data Gateway = —% — D& (68 ~—7)
cBUED VAT AREDRR (71 X—)

c BHED Y AT AREDEHT (73 =)

» Crosswork Data Gateway D /XA Z )LD FKoR (82 ~—)

* Crosswork Data Gateway VM @O R 7 7L a—F 4 7 (84 ~—)

VES9T47FaAV)—IILOER

Cisco Crosswork Data Gateway X, B 27 A VNN T DA E T 0T 47 ar Y — L EEEL
£, WOMKIIRT LI, AV FTIT 47y —UIAL VA= a—RRRINET,

%‘

GE) IR T AL v A =2 —F, dg-admin 2 —FIIHIE L TWET, AR — X [ITERE L
A CHERRIZ 72\ 728, dg-oper =—H—DIGHE 1T Re £9, K6: 52— /LOWHER (69
N—=) EZBLTIEIN,
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Crosswork Data Gateway VM D&% |
. Crosswork Data Gateway 1—H — D B IE

Cisco Crosswork Data Gateway

Copyright
Version: 2
Built on:

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Last succe Change Current System Settings

HT O~ P

2001:420:c Vitals

falcEEEakiile Troubleshooting .0
Number of Change Passphrase

Last passw Logout

Password e

AA A2 —|E, ROLT T a U NFERENET,

LGNy r—0OxT 7 AKR—h

2. VAT MREDFR
BBED Y AT LREDEHE
4, XA Z )L

5. I TN a—T 4T
p. NAT L —RADEH

lL.esZ 7ok

Crosswork Data Gateway 11— — D & 1#

T RONFIZOWTHALET,
e PIR—FEND2—Y n—L (69 X—)

¢« IRAT— RO (71 _—7)
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| Crosswork Data Gateway VM D% &

gR—rxhzai—so—L [

HR—rEhdai—4 O0—)

Cisco Crosswork 7 —# %— k7 = A (Cisco Crosswork Data Gateway) (/KD —H 11— L% FF
D2 a—YFDHEYR—FLTNET,

« HEIE : CiscoCrosswork 7—% 77— 7 = 1 (Cisco Crosswork Data Gateway) 7>§/]6D Tt
gani-L o, BHEo—LEFO 1 ADOT 7 40 b O dg-admin —FMER S U E
o ZO2—H—|IHIBRTEF, Cisco Crosswork 7 —4 77— k7 =1 (Cisco Crosswork
Data Gateway) @O VM OEEICY v hE D 77U r—a rOXREk, BakEED
WH, = N—REDOHER, I —FNVT v T T L— ROFET EOFAIY & EXIALD
i 7 DMEBRSGRE SN TWET,

e ARL—4 : VM ORYIORENFZ, 77 4L b Tdgoper =—H HIERESNET, 2D
2 —H—[%, Cisco Crosswork 77— 7"— k7 = 1 (Cisco Crosswork Data Gateway) D 1E7&;
MEERAL, =7 —mJE2ESL, =7 —@M%E5%f3 L. Cisco Crosswork 7 —#% %7 — |
7 =4 (Cisco Crosswork Data Gateway) A A ¥ A &) OHREM & OBRT A N &
FITTEET,

Y

GE) o 21— — 7 LF ¥ b, Cisco Crosswork 7 —# 47— k7 =4 (Cisco Crosswork Data
Gateway) DA A h—ABRIH G DO2—Y =T H 7 MIRESHLET,

e 2 — WP I—HINVERFES N TWET,

WROFIZ, Zu— /L THATE DHEREZRLET,

R6:£O0—IILOHER

HER EEE FRL—%

GRS fr— DDy ARk v v

VAT LEREDRT

VNIC 7 K LA v v
NTP

DNS

Xy

UUID

Syslog

AEAE
T7y—ARNT—hkTFurbVa=rr s

ALY —
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Crosswork Data Gateway VM (D% & |
B vt rtznzai—vo-n

HER EEE FRL—%

REDVATLEENER

NTP D% iE v X
DNS D% E
I~ v % O E
ABT 47— NDORE
Syslog D% E

B L\ SSH F— D 1R,
AEHED A AR — b
VNIC2 MTU D% E

A DS = DRTE
INAY — RERDORRGE
[FRF 2 27 A L HL DR DFR
TA RNVEALT T DR

o

N R

Docker = > 7 v v
Docker £ A —3%

ay hr—J OFE RN
NTP D5 [ EE
N— K T—T

ARP 7—7 /L

X MU — 7

T A A i R
Linux —E &

NTP A7 — & A

AT KREE)IH

SIS a—TFa2d
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| Crosswork Data Gateway VM D% &
nzr—rozz |

¥R EEE ARL—4
B~ ROFEST v v
show-tech ™ FE1T v v
auditd = 7 D= 7 AR — K v v
TAC & = L7 7 & 2 DAL, v X
INAT L—ADIEHE v v

INAT—FDEE
A@%i—#kﬁAV~&i—%@ﬁﬁﬂE FDONRATL—RE AR CTEETN, HAILERE
ZITH 2 LITTE A,

HODRAT =X LET 51213, ROFIEZFEITLET,

RTYT1 AL A=a—b, [XA7 L—ADZHE (Change Passphrase) | %R L, [OK] %27 U v 7 LET,

ATw T2 BHEONRAT—RKEAJ L, [Enter] F—ZHH L ET,

ATV T3 HLWSRRAT—RF&EAS L, [Enter] ¥F—Z2MLFEJ, XAU—KE2H 9 —FE A LT, [Enter] F—%H L
e

HED AT LETFEDRT

Crosswork Data Gateway Tld, IROREE TR TE ET,
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Crosswork Data Gateway VM D% E I

B ==0s2x71850%x

BUED T AT AREZF T HITIE, WOFIMEEZFATLET,

ATY T WOKNIRT LI, AL A=a—D [2 VAT AFEDFE R (2 Show System Settings) | 23R L £

iR
ATvT2 [OK] %7V v 7 LET, [BUEOV AT AFKEDF R (Show Current System Settings) ] A == — 2B & F
7
RTv T3 BRTIHREZEIRL T,
BREF T3 iEA
[1 VNICT K LA (1 vNIC Addresses) ] 7 RLAEHRE G, WICREZRRLET,
[2 NTP] BUERRE SN TWAD NTP — Ol 2 2R L E
N
[3 DNS] DNS #— Dt A Rm LET,
[4 7% (4Proxy) ] Tax Y —"OFEMEERRLET REISNATY
H9E) o
[5 UUID] VAT A UUID #FERLET,
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| Crosswork Data Gateway VM D% &
mrEn 27 LRE0ZE |

BEA Ty 5 AR

[6 Syslog] Syslog DHAEFR E & Fox LE T, Syslog DHAEN X
E STV RWEGA X, B T # Forwarding
configuration follows| & & RINFET,

[7 FEPASE (7 Certificates) ] WOFENET 7 A VEFRTT DA TV a v b &
EE

» Crosswork Data Gateway B4 AEBE 7 7 1 /L
c 3 hr—TELEAET 7 AV

« 2 fhr—7 O SSL/TLS GEHFE T 7 A v

* Syslog REFHE T 7 A )L

ALY HEAEHET 7 AL

877 —ART—hTmrbEVa=rrnrs Fist |KHOT— b a7 7 A NVONFEFRLET,
Boot Provisioning Log) ]

[9 %A 5> —> (9 Timezone) ] BAEDRHFREEF R LET,

WED VAT LEEDER
Crosswork Data Gateway ClX, IROREEITVET,
« NTP,
« DNS HI T,
il m T,
cAET 4w — |
* Syslog,
* SSH ¥F—,
. FFRHE
« yNIC2 MTU,
s B ALY —,
« RAT — REE
o [ a7 A HIRR,
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Crosswork Data Gateway VM (D% & |
B vrozz

« Idle timeout.

e auditd ZFXE L F£7,

A\

G¥) « Crosswork Data Gateway ¥ A7 AR EILEHE DAL NHEETEET,

*SCP 2T AMNENHIREA T a T, SCPT 74/ D SCPAR—F22 ML
WAL, SCPa~<r FO—é LTAR—rEHEETEET, kKOBlZEEICL T
W,

-P55 user@host:path/to/file

55 I AZ LAR— FTT,

NTP Kz, 2> bm—F 77U 7r—3 3 8 LU OCrosswork Data Gateway 1 A X L A
ERMT D EMEETT, FHLARVE, Byvarny Ruy=a 7Mbbt iEs
A—=VFF v ra—RREnERA, FOHE,  Tclock time not match and sync failed] &V>9H =
7 — A w1 —7 controller-gateway.log I[ZFLEk SAVE T, v T 7 ANV T 7B AT HITIE,
show-tech DFEIT (87 X—) B LTLIEIN, A A=a—0 231 # /L (Vitals) ]
Mo [ ha—FOREREENME (Controller Reachability) | 35 & OF [NTPEIZE R HEME (NTP
Reachability) |47+ a > %Z{#H L T, Crosswork Data Gateway & [Flfkic=a> hue—F 77U
r—3a s DONTP OEEREMELZHER TEEd,  ( [Crosswork Data Gateway 0D /3A Z /L DF
@2 —) | Z#ZM) o NTP A IELSEREINTWRUWE | [Session not established| &
WO T —REIRINFET,

X —7 7 A M X DBREEEM T 5 &L 912 Crosswork Data Gateway % 5% £ 9 5457, chrony.keys
7 7 A JUiZhttps:/chrony.tuxfamily.org/doc/3.5/chrony.conf html#keyfile |ZFe# SV TV A FFED
ETCT7+—~y T O0ERHY EF, ntpd AL TEBY | ntpkeys 7 7 A VAT 5 X
INIHESNTWD A FTiE, Y—b
https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py % {# ] L C. ntp.keys
75 chrony.keys [ZZEMTE 9, Y — /UL ntpd i%E % chrony AU L 975, F—
7 7 A VD H % Crosswork Data GatewaylZ - >R — N T HLERH Y F7°,

NTP 5% 7E 2T 2 121%, IROFINRICHES TS EE 0,

AT [BHEO VAT LHEDZETE (Change Current System Settings) | A == —75, [1 NTPOFE (1 Configure
NTP) ] Z&EIRL £,

ATV T2 ROXHITH LW NTP — Ol 2 AN LE T,
e =R Y R b AN=ARXG]Y
« NTP 5RGEZ 22028 9 7
e F—URAR AX—=ZAREIY, Y=Y X NEEHER T OUERDD
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https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py

| Crosswork Data Gateway VM D% &
ons oz |

e VM ~® SCP ~DF—7 7 A /L URI

* VM ~®D SCP ~DF—7 7 A JL/NAT L—X

ATv T3 REERETHIIL[OK]Z27 U v 7 LET,

DNS D% *E

ATy T [BUEDO Y AT L% EDZEH (Change Current System Settings) ] A == —/15, [2DNSOEE (2 Configure
DNS) | #&EIN L, [OK] =27 VU 27 LET,

ATYT2 HLWDNS =T RL AL RAL U EANLET,

ATY T3 REXRGFTDHITL[OK]IZ2 Y v 7 LET,

4 y N AT —
HEIZ7OFXF T DERTE
A VA RN T B X P —RERELTWVWEWEST., 20X varsHL T ax

P NERELET

ATy T [BHED Y AT LR EDZEHE  (Change Current System Settings) | A == —2v5H, 37 o oRE 3
Configure Control Proxy) ] Z#&R L., [OK]Z2 V v 7 LE T,
ATV T2 BATTHHAIE. ROEA T a7 THIW (Yes) 1227V v 7 LET, HAITLARVWESIE. [Frotu
(Cancel) 127V v 27 LET,
ATYT3 ROESITH LT mFX o —"OFEME A LET,
« #—/SURL
« A RAT FL A
« TuX L a—H4

s U FUNATL—R

ATy T8 RERRIGFTHITIZ[OK]Z27 ) v 7 LET,

— . =, =
ARAT49IIL— FDRE
AR T 4 w7 )— Mi&, Crosswork Data Gateway 73 = L 7 Z 2> BB I/EIBRE R 25215 Lz & &

WCRESNET, A A=a—D[AXT 4 v 7 — FDOFKE (Configure Static Routes) |4
Favid, NI TIA YV a—TF 4 v IERTEET,
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Crosswork Data Gateway VM (D% & |
B =550 0—roem

\)

GE) ZOFT v a v EFALTERESNIZAZT 27 /b— I, Crosswork Data Gateway D U 77—
MREZKRDIVET,

AT 499 )L—FDEM
BT 4y 7 N— kBT ST, KOFIEE EFLET,

ATY T [BUED T AT LAFREDZHE (Change Current System Settings) | A == —Mn 5, [4 AXT 4 v 7 )b— h D%
7E (4 Configure Static Routes) ] %‘:33@?){ LET,

ATV T2 AZT v 70— NEBNTHI2E, B (Add) ] 2@ L ET,

X?v732&74/7w%F%Lm¢54/& T xA ZAEEIRLET,

AT T4 P A=V a VERIRLET,

ATYTS I IRERSNZH, CIDREATIPVE 721 1IPv6 47 %y & AT LET,

ATYT6 RELZRGETDHIL[OKI 227U v 7 LET,

AT 499 IL— FDHEIBR
AT 47— b EHIRT A2, ROFIEEZFETLET,

ATY T [BIEDY AT LFREDZATE (Change Current System Settings) | A == —n 5, [4 AXT 4 v 7 )b— F D%
7E (4 Configure Static Routes) | Z &N L £,

RATVT2 AZT 4 v 70— NEAIRT H121E, [HIBR (Delete) ] #E8RL £7,
ATV T3 AET 4 v I N— b EHIBRT DAV F—T oA AERIRLET,
ATy T4 IPA—=Va UEBIRLET,

AT9 75 CIDRIEXTIPV4 721X IPv6 7 %> hEASLET,

ATV T6 BELMRGFETHITIX[OKI 227V v 7 LET,

Syslog D& E
~

GE)  HBHEOLinux 7 4 AR E=2—3 32 TIPv4 £72013 IPv6 V7R — h 75 X 9|2 Syslog H—
N—2RETIHHAEIL. VAT LEHETA FBIORETA RESR LTI,

WO TFNEIZHEV Y, Syslog 5 E L £ 77,
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| Crosswork Data Gateway VM D% &
gL sshx—ofi ]

AT T [BUEO VAT LFREDZEH (Change Current System Settings) ] A == —7>5, [5Syslog?Di% & (5 Configure
Syslog) | ZE&R L £,
ATV T2 RO syslog BHEDOHT LWMEEZ AT LET,

o [—/3T7 KL & (Serveraddress) ]: BEHA L X —T = A A)NDT 7 AA[FEZ syslog B —/30 IPv4
FIEIPv6 7 KLU A, IPv6 7 RLAZMHA L TWAEAIE, AB vy ((1:1]) THOEXLERHD F
R

o [A— 1k (Port) ]: syslog — SDAKR— F&FK7,
«[7'm F=v (Protocol) ] : syslog DE(ERFIZ UDP, TCP, F72IL RELP Z#fliH L £,

« [TLS#& 1 DSyslogZ i 95 ? (Use Syslog over TLS?) ]: TLS Zffif L T syslog ~ 7 7 1 v 7 &=
fELE,

« [TLSE'7 4 (TLS Peer Name) ] : ¥ —/NGEBHE D SubjectAltName F 7213V 7 =7 MLAAIZAT &
iz & B Y O Syslog —"DAHRA N,

* [Syslog/L— FREBE~ 7 A /LURI (Syslog Root Certificate File URI) ] : SCP Zffi ] L THf% L 7= Syslog
H—s30D PEM JEAD /L — FEEHIE,

* [SyslogiEF1E 7 7 A /LD /A7 L— X (Syslog Certificate File Passphrase) ] : Syslog itli#EF = — %
53 2% SCP 2 —HF D/ RAT— |,

ATV T3 REZRIGFTHITIZ[OK]Z27 ) v 7 LET,

#H LUy SSH +— D 1ERk

H LW SSH F—%AEkT 5 L, BEOF—NHIBRSNET,
WOFNEIZHE ST, FH LV SSH F—Z1Erk L £7,

ATY T [BHIED Y AT LFREDZTE (Change Current System Settings) | A == —2>5., [6 # LW SSHEF—DIERL (6
Create new SSH keys) | Zi&IR L 7,

ATv T2 [OK] %27V v 7 LET, Crosswork Data Gateway |, #f L\ SSH ¥ — %49 2 HEIERE 7 vt 2 & Btk
LET,

SERAED A R— k
ay he—IBXRAEFEUSNOGERAELZERT 5L, a7 2 nHESHLET,
Crosswork Data Gateway Cl&, WROGEHELZ A VR — 52 LN TEET,

cay bk —IFAMRHET 7 AL
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Crosswork Data Gateway VM (D% & |
B woevuoms:

e 2 hur—7® SSL/TLS GEHE Y 7 A /v
* Syslog FEE 7 7 1 L

« TR AEHET 7 AL

ATY T [BUEDY AT AREDZH (Change Current System Settings) | A == —Mn b, [7iEHED A R —F (7
Import Certificate) | Z &R L 7,

ATy T2 A VR— T DHIFAELBRIRL £,
AT T3 ERLI-GFHET 7 4 LD SCPURI Z A ) LE7,
ATY T4 SCPURID/RAT L —X&E AN L, [OK]%Z27 U7 LET,

=JL =
vNIC2 MTU D& 7E
3 ODNIC 2 L TWAEAIZDOIH, vWNIC2 MTU AW T& £9°,
AE =T 2 A AN Y R T L—D0%FPR— L TWSHIEA. MTU EOHPHIL 60 — 9000
T, V¥R T L —Db &5 Y R—FLARWA L F—T = A ZADYA . BEh7efHIL 60 — 1500
T, M2 MTU Z5%ET 5 &, Crosswork Data Gateway |22 ¥ & BIER% E STV HEIZE

LET, ARMELERT HI0F, N— R =T Ov=aT7 VEZRLTIEIN, =7 —
I%. showtech D FATZICEK REI D MTU ZH =T —O kern.log [ZFLdk SNV E T,

ATy T [BHEDO VAT LAFKEDZETE (Change Current System Settings) | A == —725, [8 VNICI MTUDFE (8
Configure vNIC1 MTU) ] Z3ER L £ 7,

ATw 2 yWNIC2MTU EZ AN LET,
ATV T3 REZRGFETHITII[OKIZ2 Y v LET,

Crosswork Data Gateway VM D32 4 LY — 2 DEEFE

Crosswork Data Gateway VM (X, &HICT 7 4/ hD X A LY — (UTC) TEEHLET, 7
TP Crosswork Data Gateway 7’12 & A (showtech 1 7' & & de) 28, BN LGNk L7
B A DAL TR 5 X512, FiEfiicEbECH A LYy = 2FHLET,

AT v F1 Crosswork Data GatewayVM (DA > % 5 7 7 4 7 A = 2 —"C, [Change Current System Settings] % 3R L £,
AT w72 [9 Timezone] R L £,
ATv 73 JEREMERARRL 7,
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I Crosswork Data Gateway VM 0D % 5E

Crosswork Data Gateway VM D% LY — U DERTE .

ATV TE Z ALY = ATIST D E T IR A BRI L £,

AT 75 [OK] ZER L CTHRELRFLET,
AT 76 Crosswork Data GatewayVM % ) 7 — h LT, X TOTHEATHLNZ A LAY —URRIRINS L9
LET,

AT w71 Crosswork Data Gateway VM 22512 277 7 b L £,

5% K7 71) 4 —% a3 R T Cisco Crosswork Data Gateway 4.0.1 1 X h—L & UEEHA K ]



Crosswork Data Gateway VM (D% & |
B xo-—rEponE

INATD)— FEBDERTE
RDOINAY — FEMEZRETE T,
o INAT — RO
o XA T — R
« XAT — ROF LR

cn s T —

AT T [BUEO VAT LF%EDZAEH (Change Current System Settings) ] A == —1 5, [0/3A T — READHE (0
Configure Password Requirements) | Z8&R L £ 7,
ATV T2 BEFTHNATU— REEZEIRL £,

KBESTLA T a rERELET,
« [/XRT— FD5®RE (Password Strength) ]

s [7 T ADHF/ME (Min Number of Classes) ]
o [#/NE (Min Length) ]
o [Fe/INAEFE T4 (Min Changed Characters) ]
(7 LTy FOEARMEL (Max Digit Credit) ]
c[Z7 LTy NORKRKILFE (Max Upper Case Letter Credit) |
s [Z7 LTy NOERK/INTEL (Max Lower Case Letter Credit) |
(7 VY FOZEDOMOLFOEAILTE (Max Other Character Credit) ]
o [ KHFH > — 7/ > A (Max Monotonic Sequence) ]
o [T DI KT % (Max Same Consecutive Characters) |

o« [[RIC 27 7 2D KR SC7F4 (Max Same Class Consecutive Characters) |

«[/XRT— KB (Password History) ]
o [EEDOFRIT (Change Retries) ]

* &% (History Depth) ]

o [RAU— FOBFZNHR (Password expiration) ]
o [f/NH % (Min Days) ]
s [l KX H# (Min Days) |

o [#%& H (Warn Days) ]
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| Crosswork Data Gateway VM D% &
L L e |

«[B%5 4 >ITZ5— (Login Failures) ]
o[ 4 = F— (Login Failures) ]
[T = > 7 EER] (B))  (Initial Block Time (sec)) ]

[T RLVAXy v oA (B) (Address Cache Time (sec)) ]

ATY T3 BREERGFTHIL[OK]Z27 ) v 7 LET,

BEEOT A UEBOHIBEDERE

7 7 4V TlL, Crosswork Data Gateway |%, % VM @ dg-admin 35 & 0¥ dg-oper = —#—{(Zx}
LTI DRty v a 2P R—FLET, ZNEXET LI, ROFIEEZFATLES,

AT T [BUEDO VAT L% EDZEH (Change Current System Settings) | A == —1 5, [[IRFa 7 A VEOHIR D%
7E (Configure Simultaneous Login Limits) ] 23R L £,

ATw T2 FRENDT 4 FUT, dg-admin B L dg-oper =—H—D R v g Va2 A LET,
ATv 73 [OK] ZER L TEENRERITFLET,

TARILZALT I FDEE

AT T [BUEDO VAT LAFREDZEH (Change Current System Settings) | A ==2—05, [b 7 A KVZA LT 7 hD
F%7E (b Configure Idle Timeout) ] Z 3R L £7°,

ATFYT2 REND T4V RTI, TA KVEAL LT 7 FOFLWMEEZ AT LET,
AFYvT3 Ok EANLT, BHEAREELET,

) E— F?Eﬁ—n— RTE

FIEZFEHL T, UE— bV — 33—~ auditd daemon D7 AR— M ZREL F T,

ATY T [BUHIEDO Y AT LAFREDZHE (Change Current System Settings) | A == —725, [cauditdZ 5% E (c Configure
auditd) ] ZBIR L E,
ATy T2 ROFEMEANTILET,
« UE— |k Auditd ——7 F L X,

e UE— b auditd r—/3—K— |,
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. Crosswork Data Gateway /31 2 LD KR

ATw T3 [OK] 2R L CTEFNEEHEFLET,

Crosswork Data Gateway D /\1 2 )LD R

PLFOFIAIZAE - T, Cisco Crosswork 7 — 4 77— k7 =4 (Cisco Crosswork Data Gateway)
WA BN ERRLET,

ATYT1 A A=a—T, N EALEFIDRIRLET,
ATY T2 [VMOAA X )LDFR (Show VM Vitals) | A == —nb, FRT D534 XV aEIRLET,
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| Crosswork Data Gateway VM D&% %
Crosswork Data Gateway /N # LD KT .

NS B Bl

Docker =2 > 7+ (Docker Containers) VAT NTHEA VAZ AL ST S Docker =
YT OWRDANA BN EFRRLET,

=277 ID (Container ID)
A4 A —Hi{% (Image)
41l (Name)

2~ K (Command)
{ERREZ] (Created Time)

AT —H A (Status)

A— bk (Port)

Docker 4 A —3 (Docker Images) VAT NCHERTT STV D Docker f A — Y DI
DM Z R R LUET,

URY Y (Repository)
A A— 1D (Image ID)
YERCHFZ] (Created Time)
P4 X (Size)

27 (Tag)

o hur—7 OEERREM (Controller Reachability) | =22 s B — 7 OEEFREMET A N DFATH R 2 R R
L/i ﬁ‘o

T 74 /v MPv4 75— h U =4 (DefaultIPv4 gateway)
T 74 /V MPv6 7 — h U =4  (DefaultIPv6 gateway)
DNS #—,% (DNS server)
=2 ha—7 (Controller)

avibe—I9%yarDAT—HF A (Controller
session status)

NTP OZE|Er[EEM: (NTP Reachability) NTP RZA[ et T A FOFEREFR R L E T,
NTP $—  DfiEH (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BED > A7 LHEM (Current system time)

JL— k 7—7 L (Route Table) IPvda BLIOIPV6 V—T 4 T T —T IV EFRRLE
ﬁ—o
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. Crosswork Data GatewayVM D S5 )L a—F 4 U4

Crosswork Data Gateway VM (D% & |

N2 )L

Bl

ARP 5 —7 /L (ARP Table)

ARP 7 —7 NV EF R LET,

F v hU— 2785 (Network Connections)

BUED Ry MU =285t l U A= VR — b &2FoR
l_/\ijﬁo

T4 A7 GEE =R (Disk Space Usage)

TRTONR—FT 4> a3V OREDOT 4 AT KEOMH
AR ERRrLET,

Linux ¥—E 2 (Linux Services)

RO Linux $—EADAT—H A%FRLET,
* NTP
* SSH
* Syslog
* Docker

» Cisco Crosswork 7—# %7 — k7 = A (Cisco
Crosswork Data Gateway) A > 7 J7 A K77 Fx
=

NTP AT — & A DR

NTP H—N—DRA T —H A F R LET,

AT DRRBERE R OHERS

VAT AR 2 RN L ET

Crosswork Data GatewayVM D S5 T )L a—F 4 25

[NZ 7N 2—F 47 (Troubleshooting) | A == —IZ7 7 EATHITIE, A A=a—
NS [5 T TNy 2—F 47 (5 Troubleshooting) | %= IN L F 77,

N

GE)  EfIX. dg-admin =—H%—ZxfI5T D[ h T 7V 2 —TF 7 (Troubleshooting) | A == —
ZRLTCOWET, dg-oper 2—HI o047y aro—eiATcEEdi, £6:50—

JVOMERR (69 X—) 2SR LTLIZEW,

[NZ7 TNy 2—F 4> (Troubleshooting) | A == —I|ZiX, IROA T arBdbh E7,

s show-tech ®FEIT (87 X—7)

B> KOEAT (85 4—)

» Crosswork Data Gateway VM O/ v > X 7 (88 ~X—)

eauditd 2 7/ DT AR — K

(88 ~=2—2)
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pra<> roxs i

cTAC > = /LT 78 Z2OA%ME (88 X—)

=/\ by ~ ===
Zra~< 2 FDELT
[2Wrd 547 (RunDiagnostics) | A == —TiL, T Y — VRO TV a U RFRRINVET,

1:[EZ¥DETT (Run Diagnostics) ] * —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

EOCO®O®ONOCU WM PR

RA k~® Ping

Crosswork Data Gateway |&, {EE D IP 7 KL A~OREAREM: 2 MR T HT-DIEHA TE 5
ping =—7 4 U7 ¢ ZHEfL L ET,

ATw 1 [2KD%ELT (Run Diagnostics) ] A == —»5 [2 ping] Z&#IN L £,
ATV T2 ROEHREANTILET,

* Ping [A1%%
« SR CHARA ML ETITIP
« ¥{Z75HR— b (UDP. TCP. TCP #:f%)

« 5L CHEAR—  (UDP. TCP. TCP ¥:5%)

ATy F3I [OK] #2277 LET,
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B r~xrgarL—2—+

RRARMIHTSHFL—RIL—F

Crosswork Data Gateway |ZIZIBEDREDO N T TNV a—TF 0 V TITHRSL D[ L—A/b— b
(traceroute) |47V a v NHBEESNTWET, ZOF 7Y a2 EMAT % &, Crosswork Data
Gateway N EEG/CICEIET D £ TORENFEM 2 THITE £,

AT9 1 [ZWDFEIT (Run Diagnostics) | A ==—»5, [3 b L —A/L— |} (3 traceroute) | Z#R L £,
ATFv T2 PL—2—bEZANLET,
ATy F3I [OK] #2777 LET,

ST a—TaoTDEH0aAT U FFToay

Crosswork Data Gateway (21X, N7 7 Vv a—F 4 THOa<y RBAWOPHESLTY
iﬁ‘o

ATV T[S hT TNV a—F 7 (5 Troubleshooting) 1> [1 2Wr324T (1 Run Diagnostics) ] I(ZBEN L £,
RATFY T2 avr Fegavy ROMOF T a v E37 4V Z ERIRLET,

« 4top

* 5Isof

* 6 iostat

* 7 vmstat

* 8 nsolookup
ATy T3 [OK]Z27 Vv 7 LET,
TRCOAT v a &R T D L Crosswork Data Gateway (XHiE% 7 V7 L, i€ L4
varEHLTavr REFEITLET,

tecpdump DF 2 O—F

Crosswork Data Gateway |Z1%, > NU—27 8T 7 4 v 7 DX ¥ 7 F ¥ Loz wiElcd 5
tepdump A7 > a v B3H Y 7,

)

GE)  ZoXA7F, dg-admin 2 —H—DHNFEITTE ET,

ATV T[S T TN a—F 7 (5Troubleshooting) |>[Z2Wi?dFST (Run Diagnostics) ]>[9 tepdump] (ZFEE) L
\i ‘ﬂ—o
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| Crosswork Data Gateway VM D% &
show-tech D E1T .

AFY T2 tepdump 2—F 4 VT 4 BZFEITTHA L A —T = A ARBRIRLET, $T_TOA v F—T =4 ZTHLT
FATTHITE, [TC (A 1 A7 va v EBRLET,

ATV T3 WEUILRF v IRy 7 A EF LT, WEIC ATy MEBEARERT L), £y 7F v LIy
N7 7 A VITERIF L ET,
AT T4 ROFMEADLT, [OK] %227 VU w27 LET,

o Xy MEDHITR (Packet count limit)
o IVEEHFR OFIFE  (Collection time limit)
o 7NH A XOH|R (File size limit)

e 7 4 NH I

BIR L7247 2 3 26 U T, Crosswork Data Gateway (X737 v b v 7' F v [ & Wi 12 3%
IRT D, FTET 7 AMIRIFELET, tepdump2—7 1 U7 ¢ DMHEE LT-HIBRIZET D &
Crosswork Data Gateway |37 7 A V& [Efi L. 7 7 A V% ) E— bR A MIHRET 572D SCP
JVT Uy NNEBRLUET, BENETT 250, EREFETHNCT 7 A VHREE X v &L
TG, EfE L7 7 A ViFHIBREET,

show-tech M E1T

Crosswork Data Gateway |%, 27 7 7 A V&2 —HEFRKD SCP D3EEIC2y AR — 547
v a v show_tech #2fk L9,

WD &S e 7 =2 PRESNET,
* Docker = 7 CHEIT I TV HTXTD Data Gateway 2 > R—R 2 hdra
* VM /31 X1

%ﬁfi},‘%ﬁﬁ@%/( ]/7 ]\ U ﬂ: tarball %ﬁzﬁk Lij‘o Hjjﬂj: DG-<CDG version>-<CDG host
name>-year-month-day--hour-minute-second.tar.xz.enc & A 5 Zl ﬁﬁ@ tarball Tj‘o

Crosswork Data Gateway DIRREIZ K > T, ZDa~y ROFETIHG P D5608H 0 £7,

ATY TN [NF TNy a—TF 47 (Troubleshooting) ] A ==—7>5 [5 Show-tech] ZER L, [OK] &7V v 7 L&
7

ATw T2 var LS HVEET tarball DIRFFIEEAT LET,

ATV T3 SCPRRATL—X% AL, [OK] %27V v LET,

showtech 7 7 A /WIIRE S{b SN TH U — R ET,

G¥) VAT LAOFEAREIC K > TIX, showtech 7 7 A VDX 7 o — RIZED 10556060 £
ER

ATYT4 ¥orn—RRsETLieb, kOa~vy REETFLTESLET,
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Crosswork Data Gateway VM D&% |
. Crosswork Data GatewayVM D> vy k53

G¥) 77 AN ET DI, OpenSSL N=2a LI EEATORERHY £F, VAT LD
openssl /N—30 = U A HER T B IZIE, openssl version I REMH L ET,

MAC CT7 7 A VEE ST 511X, OpenSSL 111+ 24 VA h—ATHMERH Y 7, I
X, LibreSSL @ openssl I~ K73 OpenSSL @ openssl 2/ RCTHHR—FENTNDHT T

DAL FIFP R —F L TWRWNWEDTT,

openssl enc -d -AES-256-CBC -pbkdf2 -md shab5l12 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data Gateway VM D> %y & H >

[NZ 7Ny 2—T 42 (Troubleshooting) ] A == —"L[SVM DY ¥~ h& 7 (5Shutdown
VM) ] %84 LT, Crosswork Data Gateway VM OEJREZ 4 712 L E T,

auditd AT DT H XRR—

auditd 7 7% 7 2R — b4 2I20F, ROFIEEFEITLET,

ATYT1 [N T TN a—TF 47 (Troubleshooting) ] T, [9 Ak /D= AR — bk (9 Export audit Logs) ] % i3
WLET,
AT 72 auditd 2 7 O tarball B 5L DA T L—X% AT LET,

ATy T3 [OK] &7 Vv 7 LET,

—T— vEant=-049 774 )LOHIK

TOFNEEFEHL T, /var/log BE W Jopt/dg/log 7 A/NHANO T —FT— 3 INT=TT
DOarT 7y AN (*gz i *xz2) ZHIBRLET,

D

ATV TN [N T TNy a—T 47 (Troubleshooting) | A == —n6, [ —T—Yarn s 77 A LOHIER (8
Remove Rotated Log files) ] Z &R L E 7,
ATYT2 FRENDFAT a7 THIV (Yes) | ZHIRL T, BHEARFLET,

TAC > = L7 U RXADEE

TACY = VT 7 R AMRER AT 5 & v AaDTr Y =T 13, dgtac &\ 5 A RIO THIF 2
Da—PEMH LT, FEHRREIEIC & > T Ubuntu & = /UIZEHER /' TEET,
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| Crosswork Data Gateway VM D% &

ATy I
ATy T2
ATvT3

ATvT4
ATvT5H
ATv 76
ATvF1

ATvT8

e 7o ezoant [

BN, 2—¥Rv 7o 7 FERG LWL S iZdgtac—Y T h v hin v 7 &
TWT, AT — RRHIREINIZ > CWET, AT 5 &, dg-tac =—WFIXROEH D
12:00am UTC (4FRITOBFUTC) £ TT 7T 4 712720 4, Zid 24 FFRBEIRI T,

dg-tac =—HFZH T D FIRIX, kDO ELEBY TT,

\

GE) ZoOT77EBREAENCTAICE. VATOTLUoTICERKTALERHY 9,

1R BHIIZ
TAADWYE T =T 5 SWIMS Aberto Y —/MIZT VB ATEX AT AR LTI,

dg-admin = —# & L C Data Gateway VM {212 7' 1 » L £,

A A=a—b, [S T TNy a—TF 427 (5 Troubleshooting) | %8R L %9,

[NF TNy 2—F 47 (Troubleshooting) ] A ==—25, [TACY =/V7 7 & ADHFZHL (Enable TAC

Shell Access) ] ZiEINL £,

dgtac = —H D r 7 A ANUFHEFHD/NAT— RETAC LT ¥ LY h—27 U ~DIRENRLETH D

TeEREETLIAAT e IRRRINET, ZORATHENMT v A 2E T 212X Wiz (No) ]

. BATT AL [V (Yes) 1 #BIRL £,

FATT DL, MHTZHLWASAT = ROANNRRD GBI, 7D NP2 D BRERRINET,

ALY N A2 =TT bOR I EfFRT 212D AT— K2 AT LET,

Crosswork Data Gateway 7512 277 7 b LE7,

VA ADxT Y =T ) Crosswork Data Gateway O VM [ZIEHET 7 B ATX 285513, WO FIEEZFEITLE

T, ENLSOEEIX, FIR8ITHEAE T,

a) dgtac 22—V —DFIAS THRELI-/ATV— &2, HYDO v Rax V=7 LFLET,

b) RELIENATV—REMFHL TV RAaox=r =7 RNdgtac—H—& L TCSSHRHETr A LE
R
NAT—=REANNTLHE, TV P b—=7 UPERSNET, Y AIDOTP=71%, SWIMS Aberto
Y=V EMHLTTF Yy LY b= B L BAFEHDIRE % Crosswork Data Gateway O VM T
Fx LY =27 B0 T E T,

) YARapxzryY=7lddgtaca—¥P—L LTEFICurs AL, NFTNYa—T 4 TaFATLE
T
dgtac 2 —H D7 A RAZ A LT U MEHIZ 15 T, v 2777 FLIEGEG, Y AaDpx =7
X HEa AT 5D LT ¥ Ly PICEBATHLERS D 7,

d) N TITNYa—T 4V NET LEDL, VAIOZ U V=TIETAC V= nbu /777 b LET,

YA ADT Y =T 78 Crosswork Data Gateway @O VM [ZEFET 7 B A TERWGEIE, T A7 by 7

AL T AADTU V=T EDI—T 4 T BB LET,

a) kDa~<r REFHLT, dgtacz— L LCSSHRBTr /A v LET,
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B ncoznarrous

b)

<)

d)

e)

ssh dg-tac @<DG hostname or IP>

dgtac = —HICRE LIS AT—REASILET,
WNRAT—=REANTDE, FY Lo P b= URERENET, ZO—F 2 AaDT V=T
LIEFLET, FORAapx =T ISWIMS Aberto Y — /L ZFH LT h—27 28B4 L, I5E %
HEHELEI,

Fx LY b= KT DB &GS % Crosswork Data Gateway VM (ZHE U £11) 97, Enter & —
Ty Fur T ERERENET,

NTZTNY a—T 4 T EITHICE, TAZ by TG T 50, FlFET A0 V=T DR
IV ET,

dgtac 21— DT A NLZA LT T FRERIE 15 2T, n /770 FLEEE, VA3 Y=7
F, BER AT 5D LT Y LU DICBATANERDHY £,

NG TN a—T 4 TN TLIEL, TACY = b u s 7 hLET,

TACS T )LARY FDEE

KDY A NMIHDTAC > =)V A Xy DX A LA TIERIZ, tac_shelllog 7 7 A /WIZFEEk
EhET, TAC 2 =LA X MiZ Crosswork Cloud 2> b —F I H B ESNE T,

* TAC v =V OHF ML
* TAC ¥ = /L D sk,
e dg-tac DT 7 A
e dg-tac DB 7T 7 K
Data Gateway 7° Crosswork Cloud =1 > b 71— Z (285 TE WM HE . TAC ¥ =/bA X ME

/opt/dg/data/controller-gateway/audit/pending 7 FIIVEIT Eﬁéhiﬁ“ Crosswork Cloud =X
Y= FRBEARRICRD L, ZRHDA XY MES SURIEESNET,

tac_shell.log 7 7 1 /L1E. Crosswork Data Gateway VM @ showtech /3> R/LTCEH T £,
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RE<TS O DOHEIKR

ZIZTIE, RONFICHOW T LET,

« vSphere Ul Zffi | L 7= VM OHIBR (91 ~<—)
» Cisco CSP7> 5 @ Crosswork Data Gateway — E A DHIER (92 ~=X—)
« OpenStack 7> 5D VM OHIEE (92 ~<X—)

vSphere Ul Z (& L 7= VM D HIFR

ZO® 7 v a TlE, vCenter 2> Crosswork Data Gateway VM % Bl 532 FIEIZ SV THREA L
iTO

\}

GE) ZOFNEIZ XL 5T, TP Crosswork Data Gateway 7 — ¥ NHIFR SN D Z LICER LT
é l/\o

48 HHEIIZ

% Crosswork Cloud 7 7'V -r—3 3 O 2—H 44 Ko [Delete Crosswork Data Gateways O |
bRl OIOFIZAE > T, Crosswork Cloud 7> % Crosswork Data Gateway % HIFR L 72 Z & & g2
LET,

AT w71 VMware vSphere Web 77 7 4 7> hzua 74 v LET,

ATv T2 [FE57—% (Navigator) | A T, HIBRT27 7V r—varVMaEAE27 U v 27 L, [EIFR (Power) ]>
[EIA 7 (Power Off) ] ZHER L £,

ATV T3 VMOERNA 7oz, b2~ EVMELE7 Y v 7 L, [T 4 A7 »5HIBE (Delete from Disk) | %
EIRL £,

VM IR SV ETS
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FEv o8 |
. Cisco CSP/ 5 @ Crosswork Data Gateway H— E X D Bl &

Cisco CSP/H 5 D Crosswork Data Gateway H— E X D Hll &

Cisco CSP7>5 Crosswork Data Gateway ¥ — B 2 ZHlI&9 51212, ROFIEZFITLET,

1R HHEIIZ

Crosswork Cloud 7 7'V 77— a 2R ENOa2—% 54 KD [Crosswork Data Gateway P ]
Bl OIEAOFAIZHE > T Crosswork Cloud 7> 5 Crosswork Data Gateway % Hl|F& L7= & & % 8
]\/i To

RATwF1 CiscoCSPicu 7oA v LET,
AT 72 [%E (Configuration) ]>[V—E A (Services) ] IZBEIL 7,
[P—E A (Service) | 7T — 7 /WY —EADIBUED AT — X ANFRENET,

ATy T3 [P—E R4 (Service Name) |FITH—EALS L AF L AERSH, [77 ¥ a2 (Action) 1510 FiH %
[HIBR (Delete) 127 U > 27 LET,

OpenStack /5 5 0D VM D Hll &

OpenStack Ul Zf# /] L C. OpenStack 7> & Crosswork Data Gateway H— &' 2 Z Hlr 3 2% FIEIC
TENET,

N

GE) ZOFEICE Y, Crosswork Data Gateway VM 7 — & 23 HIFR X 41 E 3, Crosswork Data Gateway
VM (E, HIFRT 2 LEILTE EE A,

1R BHHIIZ

['Cisco Crosswork Cloud == —+—7%'f K] @ [Crosswork Data Gateways D H!|f:] DOIAD G
#t > T, Crosswork Cloud 7>% Crosswork Data Gateway Z IR L7-Z & 2R L £ 97,

AT w71 OpenStack @ Ul MHEITT 56
a) OpenStack ® ULIZvr 27 A LET,
b) [ E2—T 17 (Compute) ]>[A > AH A (Instances) ] IZBEIL £,
) ZON—VICEREND VMDY A b, HIERT S VM @R L £,
d) [ A% ADHIER (Delete Instances) 1 %7 U > 7 LET,

e) VM ZHIFRT HBRCERINDMRY 4 RUT[A v AZ U ZADHIBR (Delete Instances) 1% 27 U > 7
LET,
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| ®E<s omk
openstack 5 50 vM ik [

OR

AT w72 OpenStack M CLI hh5ETT HBE
a) CLI 75 OpenStack VM (212 7' A > L £,
b) koa~wr REETLET,
openstack server delete CDG VM name
W Z o~ LET,

openstack server delete cdg-ospdl

o) (A7vary) TRTOVM DY A MERRLT, VMAHIBRENTZZ 2R LET,

openstack server list
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,

v

mET 0K |

B openstack 1 >0 vm IR

B 757 K774 —% 3 VAT Cisco Crosswork Data Gateway 401 1 VR h—ILE L UHEH A K



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



