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SSL/TLSRERHE 7 7 A > & Y % SCP - —

JVDINAT L— K

(HTTPS Proxy
SSL/TLS Certificate File

Passphrase)

PO T— K,

HEIEHF/ Ny r— O DER#%  (Auto Enrollment Package Transfer)

. AR b—ILBRRY



| 1>2b=n 4524
vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

£l INTA—4 HL:L Z DD TEHR

TR DIEHER A R & 2% | EnrollmentURT SCP Zfifi /] L TH$k | Crosswork Cloud |2

A (Enrollment N lr— U B HRiE S % | Cisco Crosswork 7 — 4

Destination Host and SCPRA RBLIONR | — K~ A (Cisco

Path) (user@st: fpath/to/file) , | Crosswork Data
Gateway) % % #k7 5

g SA T L— R EnrollmentPassphrase | Bgk/ N\ b — 3 Hinik Wi BhRoSy r—

(Enrollment THIODSCP2—H | s ymicgd. (2%
Passphrase) INAT L=, r—LHIZ Z U6 DR

TA=HEIRET D
Ll BNy r—Y
¥, Cisco Crosswork
TR =Tz
(Cisco Crosswork Data
Gateway) O ][RI E)
FRZF Do — LR A
MZ HEIICHEE S
F9,

A A N—=)VERRZZ
HDOINT A—HEEE
L2 WGAIR, Bk
N lF—= DT A
A—1F (622=2)
DFNEHE -~ TR
R lr—V % FHTT
JAR—RFLET,

RDOEZE : Cisco Crosswork Data Gateway VM DA > A h— /UIZHEARF T,

vCenter vSphere Client Z {&£ F L 7= Crosswork Data Gateway
DA VA BR=IL

vCenter vSphere Client % {#i f§ L T Crosswork Data Gateway % - > A h—/L 3 521X, RO FIAE
BIATLET,

ATw 71  Crosswork Data Gateway 4.0.0 DV U —2Z /— ~ & ZM L, Crosswork Data Gateway OH#ESE X5 A A —
TryANEA T a— RKLET,

RATw T2 vCenter |Z#ii L, Z LT vy AEFEHL TR A LET,
ATw T3  Crosswork Data Gateway VM % JBFH T 57 — X B ¥ — %@L £,

ATv T4 vCenterServer 7 7 A 7 v ML E T, [T 7 3 (Actions) |>[OVF7 > 7 L— h®DEBH (Deploy
OVF Template) ] Z®RL £7°,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

2 T P UM |

T
i

7 7 %/ k@ VMware vCenter DEBI ¥ A A7 7 NI 1550 TT, OVF 77— NEBRDET

(2D 2N 15 3 & 2 D & vCenter N Z A LT U R L, RHINHRVD ETLENDH Y F
T, ZhEBSTEOIC, BEZEGT LENCT 7L — e L, AT 2O2REZRDTE
ZtaRBOLET,

vCenter I[ZH&fE L., Z LT oy AEFEHL /A LET,
ATvTH

VMware @ [OVET > 7 L — kDB (Deploy OVF Template) ]V 4 ¥'— RAzF/R SN, HAOFINE[ T
7 L— h®OEIR (1 Select template) ] M3FEFF R S FE T,
a)

ANEH T ra— RLEGEFTICBEI LT 7 A VEERL £,

[@— A7 7 AL (Local File) | Zi&IR L, B (Browse) [#7 Vv 27 LT, OVAA A= T 7
T ANKINT 4 RUICERIIVET,

ATYT6  WOKDIHZ, [k~ (Next) 1227 U7 LT, R4HTE 7 4 /LF DR (2 Select name and folder) ]
WCEBEILET,
a)

1Ef% 35 Cisco Crosswork Data Gateway VM D4 HiixZ A1 L E T,

7273 >, Cisco Crosswork Data Gateway D4 HIIZ—E TH Y . FFED VM ZiHIZHERI TE 5 X 9
WAERRT 2 E RN H D 7,

KB/ o AT A TlE, %D Cisco Crosswork Data Gateway VM Zffi 32 AlgetEnyn 0 £47, L
b)

(A8~ o DT 28I (Select a location for the virtual machine) ] Y A K G, Cisco Crosswork Data
Gateway VM MFIET 57 — X B X —Z®RINL 77,
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ATy 717

ATvT8

ATvT9

ATy 710

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: ~ Crosswork Data Gateway 1

Select a location for the virtual machine.

G rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
redns-spm-dc-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT

[k~ (Next) 1227V v 7 LT, 3avta—T 127 Y —ADER (3 Selectacompute resource) ]2
HEHRFET, VM OB A FERIRLET,

[Tk~ (Next) 1%7 VU w27 L¥$, VMware vCenter Server 75 OVA ZHiFE L £9, MIEIZH D05 T
Xy NI =V HEICL>THREDET, BEENFETTHE. Vg — RIL[4FEMOME (4 Review
details) JICEENL£7, OVA DIEHREZMZR LT[k~ (Next) 1227V v LET,

BT 2 OVF 7 7L — b EMER L ET,

GE) ZOBEHRIZOVENLLIESN, BHEIZTEXFERA, To7Lb— NI, T L IXEBHOT ¢
A7 FHERELET, WOTFIMETELWT 4 A7 R EZRINT 5720, ZHUTEH L THE
WEH A,

[k~ (Next) |7 Vw27 LT, [5T7A4 L AFE (5Licenseagreements) [ICBE L FI, =2 K=2—
P I B AR EEHER L, KGR (Accept) 1227V v/ LET,

WORD L HIZ, [k~ Next) |27V 7 LT[67%E (6 Configuration) ]IZF#E) L F£§, [Crosswork
Cloud] Z&R L £,
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2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

Deploy OVF Template
v 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration

v 3 Select a compute resource
Description

8 CPU; 32GB RAM; 1-3 NICs; 74GB Disk

v 4 Review details {® crosswork Cloud

v 5 License agreements

O Crosswork On-Premise Standard
6 Configuration

O Crosswork On-Premise Extended

O Crosswork On-Premise Standard With Extra Resources

4 Items

CANCEL ‘ BACK ’ NEXT

AT TN KOKD I ST, [k~ (Next) ][22V v 7 LT[TA L —Y DR (7 Selectstorage) [ IZBEN L E5,
a) (AT 4 A7 7 x—=< v FDER (Selectvirtual disk format) ] 7 4 —/L R TR L 51BN L F 7,

s EBRERE OGS, [y 7 7B E Y a = Lazy Zeroed (Thick Provision Lazy Zeroed) | % %R
LET,

s BIRBREDLE. [V 7 m Y a =7 (ThinProvision) | Z#&R L F 7,

b) [’3::“'_‘&% ]\77 (DataStOI'eS) ]3‘*»—7\‘}1/75)%‘ fﬁ)ﬂﬁ—é?“—&x FT%%?}{ Li‘é—o
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details |:|

+ 5 License agreements

. Select virtual disk format: Thick Provision Lazy Zeroced
+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks MName Capacity Provisioned Free Type

9 Customize template ] Local Datastore 2.45TB 119 TB 146 TB VM
10 Ready to complete

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

ATYF12 KOOI ST, [k~ (Next) 227 U7 LT[8 1y hT—27 DR (8 Select networks) ] IZBE L
FT, X—=VEHO Ry XY T =TT, FEHTEDNIC OEIZIFESNT, FEEFETLRY U —
J\ZHYRsE ey N U — 7 BRI L E 7,

VNICO 1 BlEIZ, 4255y U —7 ZFIR L TLZ &, REHADYNIC I, T 7 4L MED
FFITTLIEEN,

GE) WROAA—VHBTIE, UTFOXy FU—7BRERINTOHET,

VM Network i, A > X775 47 a2V —ZT7 27 & ALT, Crosswork Data Gateway VM O k &
TNy a—T AV TEATHITZOOEHR Ry NT—7 TT,

» Crosswork-Cloud i%. Crosswork Data Gateway 7% Crosswork Cloud |28t 922> hu—F % v b U —
7 T,

e Crosswork-Devices 1%, T XA AT 78X N7 4 v 7 HAOR Yy NU—27TT,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

Deploy OVF Template
v 1Select an OVF template Select networks
v 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource
+ 4 Review details Source Network Y Destination Network Y

+ 5 License agreements vNIC3 VM Network v

v 6 Configuration VNIC2 VM Network ~

v 7 Select storage

VM Network
8 Select networks VNICT etworl o

9 Customize template vNICO VM Network v

10 Ready to complete 4 items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

4

ATV T3 [k~ (Next) 1227 U w7 LT, [KRAMEHROFKE (Host Information Settings) ] 23NEFH S 7= [9 7 7
L— hDOH AL~ A X (Customize template) ] (ZBEE L F9°,

GE) KM A7 ATk, #3? Cisco Crosswork Data Gateway VM Z i 19~ 2 Al fEtE R H V £97,
L7275 T, Cisco Crosswork Data Gateway D78 A 4 Z—E TH Y . KFED VM % fli I3k B
TEDEIIHERT HRENRH Y 5,

Cisco Crosswork 7 —# 77— K 7 = A (Cisco Crosswork Data Gateway) HA/XT7 XA —X L F U4 (2
N—=2) OBMIUAES T, NTA—ZOEREATILET,
() ZOA=za2—DEIICERINDEE, [TOOT T (ITERMENH D £ (7properties
haveinvalidvalues) | &9 =7 =0 AELET, ZHITEFREETHY . @OREEL AT
LHE7UTENRET,

ATy 18 [k~ (Next) 1227V 7 LT, [105E T O¥f (10 Readytocomplete) [IZBENL 7, HEZMRE L.
JEBHZ BAe T 5 A CTE 726 [T (Finish) 1227 U v 7 LET,

ATV T EBEAT X AEMHHELET,
a) vCenter vSphere 7 7 A 7 M &BRE £,

1|
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ATv 716

vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

b) FAKNVMD [FRITDH A2 (Recent Tasks) ] ¥ 72, [OVFT > 7 L— FDERI (Deploy OVF
template) ]~ 3 7 & [OVF/Ny 77— DA 7" — b (Import OVF package) |23 7 DAT —H A%k
RALET,

RBIAT —Z A3 100% 2722726, VMOERE ANWTREZe A2 T LET, ROKITRT LD
2. RAROTZU P EBBLCVMA 2 Yy 2 L, [727 33 (Actions) 1> [ (Power) >[I
7> (Power On) | DJEIZEIR L £7°,

[l_']Ll cdg-vm-137 RETIONS ©

(1 Actions - cw-vm-137
Summary Monitor {
— Power > | ¥ Power On
Guest OS K
Powered Off Snapshots p
VM Hardware VM Policies - ~
CPU Template >

VM @35 £ Th7e< &b 5o L. vCenter £721X SSHFH T /A LET,

& vCenter CVM D F v hU—J REEEFTH L, BRI LUARWEKRERICR D ATREERH D £
To THUTIE, AXT 4 v 7 — RN EEROERRENEENET, ZNOORELZETTH
BAZ, HCEETITo T E& W, IPT RLAZETT 5581, BUED VM 2R3 E L,
LW VM Z1ERE LT, # LV VM % Crosswork Cloud (ZF 54k L £,

DI

AR =L LI-C EEHELETS,

1. vCenter #2H T Crosswork Data Gateway VM 120454 Y LET,

1. vCenter CVM %427 U 27 L, [2vY—/L%BAI< (Open Console) ] iR L £,

2. 2—¥4 (FHYToHNIa—/MIE U Tdg-admin £ 721X dg-oper) &, KIET 532 T —
K (oA b=t A THER LIZ AT —FR) %A L., Enter 24 L £,

2. SSH #2H T Crosswork Data Gateway VM 27 72X LET,

1. Cisco Crosswork Data Gateway DEHLIP IC Ry U —I T VA TE LT —I AT —Ta v
MoH, MDA~ ReFTLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP (%, IPv4 £721XIPv6 7 RL AEXOEH Ry T —7 IP
7 KL AT,

OB HEIZ LTSN,
FHEFoL—F—L L Tua s A 9584  sshdg-admin@<ManagementNetwor k| P>
FR—Fa—F—LLTrr AT 5845 : sshdg-oper @<M anagementNetwor ki P>
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2 T P UM |

. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

\}

GE)  SSHZmERL, 2HOus A U RBZEICITAT o MPET 0y 7352 L1080,
TNh— 7 —ARENOREINE T, FERZ—FAFEII AT — R, #oy)
Br. HH50ET7 ATV ZALAOAR—E e EORBUT, IPIZX LTy hERET, 205
DOFFPBEN TR R ABIRKT L, 2947 FIP IR L THM7T vy 7 Snvk
T, RDBBE LT E, 7ry 7 SNAKHPES RV ET, #7747 MNP X
RN BB S E T,

2 METHSAT— R (f A h— AT A TR LT SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM |27 7 E A TE 2 WGAIE, vy U — 7R EICHENRH Y
£9, VMware 22 Y —AnbFy MU= REZHER LTI ZSW, ELZ2WESEEIE,
Cisco Crosswork Data Gateway VM ZHlIfr L, ELWFRy NU—JHETHA VA M—1LT5Z
EEBEIOLET,

RDBRY

BekS o r— VR AERB LT 7 2R — K LT, Crosswork Cloud |Z Crosswork Data Gateway %
TekLET, (B r—roxs AFR—K (623—) | 2&M]) ,

OVF Y —)LIZ & % Crosswork Data Gateway D1 > X k—

JL

BHRS LT, axy RRAZ VT FOREEIFA T a b ORITA—F%HE L, OVF
Y — V& FEITTEET, Cisco Crosswork 7 —# 47— k7 = A (Cisco Crosswork Data Gateway)
WMANRT A= LT A Q=) 2L TIEIN,

AY YT R TOVFE Y —NaFTT 2580 TV A7 VT M RIRLET, ROV
NTHE, 2200Fy NI~ A X —T oA AR LT, &AM [dg-141] @ Crosswork
Data Gateway VM Z1ER L £,

#!/usr/bin/env bash
# robot.ova path
DG_OVA PATH="<mention the orchestrator path>"

VM_NAME="dg-141"
DM="thin"
Deployment="cloud"

ActiveVnics="2"

Hostname="Hostname"
VnicOIPv4Address="<Vnic0O_ipv4 address>"
VnicOIPv4Gateway="<Vnic0O_ipv4 gateway>"
VnicOIPv4Netmask="<VnicO_ ipv4 netmask>"
VnicO0IPv4Method="Static"

II AR b—ILBRRY



| 12 b= 522

OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

VniclIPv4Address="<Vnicl ipv4_ address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip_ address>"
NTP="<NTP Server>"
Domain="cisco.com"

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server_ peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=3SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=$Vnic0IPv4Address" \

--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"

--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \

—--prop:"Vnic0IPv4Method=$VnicO0IPv4Method" \

--prop:"VniclIPv4Address=$VniclIPv4Address" \

--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"

--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \

—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \

—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—
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2 T P UM |
. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

RTYT1 A VA= NEETTH~Y Y Tavry R a7 MelE T,
AT T2 7TV — 77 A NV%EBZ. Cisco Crosswork Data Gateway FIZIEIR L7254 E & —HT 2 L H ICmEL
ED

ATFY T3 OVFV—&mA LA ML LIRRICBEI LET,
ATFY T4 27V T EFEHLTOVE Y —LEFETLET,

root@cxcloudctrl:/opt# ./<script file>

WOFZHEIZL T TIEEN,

root@cxcloudctrl:/opt# ./cdgovideployVM197

AVRA =L LI-C EEHELES,

1. vCenter #2H T Crosswork Data Gateway VM 20454 Y LE T,

1. vCenter CVM %47 U w7 L, [2> Y —/L%&B< (OpenConsole) | #R L ET,

2. 2—H¥—4 (dg-admin) &, XIETHNAT—FK (LA =L T BERATHER LI/
U—TF) ZANjL, Enter 2L E7,

2. SSH #2H T Crosswork Data Gateway VM 277X LET,

1. Cisco Crosswork Data Gateway DEHEIPIZH Y NI —I TV EATEHT—T AT —v a3y
MH, RDOa~vy REFETLET,

ssh <username>@<M anagementNetwor ki P>

Z Z T, ManagementNetworkIP (%, IPv4 £721XIPv6 7 RL AEAXOEH Ry T —7 IP
7 RLATY,

WO & BB LTSN,
EHFL—P—L L Tr A T 555 : sshdg-admin@<M anagementNetwor kI P>
AR —Fa—FL LT/ AT 5855 sshdg-oper @<M anagementNetwor k| P>

2. ST HNRRAT—FR (f A=A T at A TR LIEZSZAT—R) AN L, [Enter]
F—Z2 ML ET,

)

GE)  SSHZmtRiX, 2ol FWEICIITAT U FNPETay 7 $5ZLI2X0,
TNh— T+ —ARENORHEINE T, RER2—FAFIT AT — R, o)
Bro HH5WETATY ZAOAR—E EORBUT, IPIZxf LTIy hEIvET, 20597
DOEFEN TR R4 BIERT 2 E, 72947 FIP I3RS EL THM T oy 7 ShE
T, RPN BRELETDE, 7uy 7 SNABHNRELS RV ET, #7747 MIP I
fERN BB S E T,

II AR b—ILBRRY
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

Cisco Crosswork Data Gateway VM |27 7 B A TE 72 WGAIE, vy NV — 7 REICHENRH Y
F9, VMware 2 Y —Anb Xy N —VRELXHERLET, ELRWEEIE, Cisco
Crosswork Data Gateway VM ZHIfx L., EL\WW Ry NY—JHETHA VA M—LT5HT L%
BEIDLET,

RDBRY

Crosswork Cloud C? Crosswork Data Gateway D& Ek(CiH A F T ( [BE v r—r D7 A
R—h (625—=V) | #BH]) .,

Cisco CSP [Z Crosswork Data Gateway =1 > X F—JL9 5

Cisco CSP |Z Crosswork Data Gateway & > A b —/L 9 5121, IROFINEZFATL £,

AT w71 CiscoCrosswork Data Gateway qecow2 /Sy —S & Ao O0— KL THRIELET,

a)

b)

779 K77V r—3 3 VA Crosswork Data Gateway 400 U U —A / — k &M L, cisco.com 7> 5

Cisco Crosswork Data Gateway qcow2 OHESE N r— % v — Db~ > F 7213 Cisco CSP (2T 7 & AF]

RElru—A Ay NT—7 EOYFHCA e — RLET, ZOFIETIE, Sy r—U41
l'cw-na-dg-4.0.0-55-r el ease-20220809.uefi.signed.bin) Zf#H L £,

bin 7 7 A VORNEELZBIEDOT 4 L7 MUICHIH L £,

sh cw-na-dg-4.0.0-55-release-20220809.uefi.signed.bin

Zoavwr Rk, MEOEEESHEEINE T, T 7 FUIE, UATFO7 7 A VRS
TWET,

CDG-CCO_RELEASE. cer

cisco_x509 verify release.py3

cw-na-dg-4.0.0-55-release-20220809.uefi.tar.gz

README

cisco_x509 verify release.py

cw-na-dg-4.0.0-55-release-20220809.uefi.signed.bin

cw-na-dg-4.0.0-55-release-20220809.uefi.tar.gz.signature

Fv N =7 EOMBEN A LZSAIE. ZoRiEEAF 7 LT, FIE1 () OMBICH->TF

BhRRREZ AT L £

sh cw-na-dg-4.0.0-55-release-20220809.uefi.signed.bin --skip-verification

README 7 7 A WIZHZB LT, Ny —YORNE, BILOKROFIEIC X DHGEEGIEZ B L £7,

ATOFIMETIER LT « L7 FUICBEI L £,

RO~y FefHILT, BNV FOEAZHGELE T,

(F AT VT EIREFENTND T, cisco.com ~D HTTP 7 7 E ANKETT, ¥ =2
U7 4 RO DI cisco.com (2T 7 B A TERWEEN, F2IEA Y U7 N OFATHITHER
A=V NEFICZESNRPSIZHGEIE, Y AADOHAZ~— 27 AN 2 A F— 4
WZBRWEDLELIZE 0,

Python 2.x ZffiH L TWAHEIX, ROa~v >y REEHLTT7 7 A VERGEL £,
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. Cisco CSP [ Crosswork Data Gateway %4 > X k—/LF %

2 T P UM |

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>

-v dgst -shabl2

Python 3.x il L TWAEAIL, KOa~r RE2HHL T 7 A LV ERIEL£T,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature

file> -v dgst -shabl2

WDa<y REMALT, QCOW2 7 7 A /b (cw-na-dg-4.0.0-55-r elease-20220809.uefi.tar.gz) % fif L

£,

tar -xvf cw-na-dg-4.0.0-32-release-20220518.uefi.tar.gz

iz kv, config.txt 77’/1)/1/%"@@%]11/1/‘7:4 L7 KU ﬁ){/ﬁﬁkéﬂij}

AT 72 CiscoCSPIZ7 v TH— KT 518D Crosswork Data Gateway DY —E R A A —U##EfFELET,

config.txt 77 ANVERE, A VA M= VOBEIHWES TNT A—F HZEF L EF, Cisco Crosswork
T —H# % — K7 A (Cisco Crosswork Data Gateway) EA/XT XA —X L F U4 Q2—=V) 25

a)

LTL7ZEY,

GE¥)  ##? Data Gateway VM % A > A b —/LF 5 FEDOHE 1L, Data Gateway VM Z & Z—EH D

config.txt 7 7 A /VEERR L E T,

Deployment /\07 A ‘—5 @1@@:\ ‘7‘7 # IV ]\ C Crosswork Cloud & Lfﬁ%ﬁéﬂi?o
VLFIE, config.txt OY TN TT,

ActiveVnics=
AuditdAddress=
AuditdPort=
Deployment=cloud
Description=
DGAppdataDisk=
DGCertChain=
DGCertChainPwd=
DGCertKey=
DNS=changeme
DNSSEC=False
DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme
Label=
LLMNR=False
mDNS-False
NTP=changeme
NTPAuth=False
NTPKey=
NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=
ProxyUsername=
SyslogAddress=
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b)

SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False

Vnic0IPv4Address=0.0.0.
Vnic0IPv4Gateway=0.0.0.

VnicO0IPv4Method=None
Vnic0IPv4Netmask=0.0.
Vnic0IPv6Address=::0
Vnic0IPv6Gateway=::1
Vnic0IPv6Method=None
VnicOIPv6Netmask=64
VniclIPv4Address=0.0.
VniclIPv4Gateway=0.0.
VniclIPv4Method=None
VniclIPv4Netmask=0.0.
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None
VniclIPvé6Netmask=64
Vnic2IPv4Address=0.0.
Vnic2IPv4Gateway=0.0.
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.
Vnic2IPv6Address=::0
Vnic2IPv6Gateway=::1
Vnic2IPv6Method=None
Vnic2IPv6Netmask=64

0.

Cisco CSP (= Crosswork Data Gateway %4 X b—)LF % .

dg-adminPassword=changeme
dg-operPassword=changeme

ATOFNEZ M 3K LT, BT E D Crosswork Data Gateway = & T config.txt 7 7 A VEIER L E3
(f5] : CDG1.txt, CDG2.txt) ,

AT w73 Crosswork Data Gateway VM 1%k % CiscoCSP IZ7 v F7A—KLZET,

CiscoCSPizmn 74 > LET,

[%7E (Configuration) 1>[V AT ~ VU (Repository) | IZF®EIL E9,

[VARTY MU 754/ (Repository Files) ] ~—37C, [Crosswork Data Gateway] hZ > %7 U v 7 L&

a)
b)

¢)

d)
e)

To

«balie Cloud Services Platforr Conf 0| [ i | |

cisco

Fite Name

[7 > 7 m— K4 (Upload Destination) ] &38R L £,
[Z#E (Browse) %27 U v 7 L Caqcowz 7 7 A MIBEI L, [BI< (Open) ]. [7 72— K (Upload) ]
DNEWZZ7 U v 27 LT, config.txt 77/(/1/787“/703"— FLET,

ZOFNEE#DIRL T,

config.txt 7 7 AN EZNENT v /o —RFLET,

122+=1 4525 IR



2 T P UM |
. Cisco CSP [ Crosswork Data Gateway %4 > X k—/LF %

FTRTD config.txt 77 ANNT v T —RKIhb e, 77 ANHhEZOMOBEER? VAT K
Y 77 AV (Repository Files) ] 7 —7 MIRRINET,

AT 74 Crosswork Data Gateway DH—E X 2T %
a)  [XE (Configuration) ]>[#—E R (Services) JIZBE L £,
b)  [Y—E R (Service) ]—UT, [N RELE2Y v s LET,
¢) [V—ERDIERL (Create Service) |47 a v a4 Iz LET,

[P—E X TuT7A4 LT 7 L—FDOER (Create Service Profile Template) ] 7 1 > RUNRIRS
NEJ,

Service Templates

d ROT7 44— FRIEEZATILET,
TJ4—ILF ER
A il VM D4 i,
X —7%" > b AR A 4 (Target Host Name) VM ZJBBT 54 —7%7 v bR A &R L £,
A A—U4 (Image Name) geowz A A—VEFR L ET,

o) [TAEr D& (Day Zero Config) 1 %#7 VU v 7 LET,

. AR b—ILBRRY
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Cisco CSP [Z Crosswork Data Gateway %1 > X b—ILF 3 .

Day Zero Config

* Required Field
Source File Name: [

Destination File Name:

[T A EBu D& (Day Zero Config) | ¥ A 72/ ARy 7 AT, WOFIEEZFATLET,

1. [Y—AT77AN4% (SourceFileName) | Kr v 7 X7 U 2 b, Z D Crosswork Data Gateway
ICOWTEHERNIIEFT L TT vy 77— RKL7= config.txt / 7 A IV %GR Lij—o

2. [58%c7 7 A4 V4 (Destination File Name) ] 7 « —/L FIZ lconfig.txt] & AJJLFE 7,
3. [XE (Submit) 127 U >y 27 LET,

) ROT 44— RIClEE AN LET,

J4—ILF SHEA
274 (Number of Cores) 8
RAM (GB) 32

g [WIC]%#7 Vv LET,

VNIC Configuration

* Required Field
Name: * nico
Interface Type: @Access B Trunk O Passthrough
VLAN: range: 1-1000,1025-4094
Model: @ Vitio (O e1000
Network Type: O/ntemal @ External
Network Name: *
() Span Port (Select to enable TCP Dump for VNIC)

Admin Status:

Bandwidth: ~ (Mbps)

AVRAF—ILBRRY .
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h)

2 T P UM |

[VNICOFEE (VNIC Configuration) | Z A 707Ky 7 AT, WOTFNEEFITLET,

GE)  VNICAIZTT 74/ FTCRESNET,

1. [f>H#—T=AAXAT (Interface Type) ] T[7 7 & A (Access) | ZEHIR L £7,

2. [£7 /v (Model) ] & LT [Virtio] Z#ER L ET,

3. [y hU—2 %A (Network Type) ] & L C [4M5h (External) ] Z &R L £7,

4. WROEXEZSHLT, Ry NU—24 (Network Name) | IR L £,

VNIC D155 BIRAR
vnic0 EthO-1
vnicl Ethl-1
vnic2 Eth1-2

FNENOFHPITKD LB T,
¢ Eth0-1 1%, FEXy MU —Z I8 INAA X —T =2 —ATT,
« EthO-1 (%, iRy =28 INDA v H—T =2 —ATT,

«BthO-1 1%, 70 Axy U =2 Il s oA v F—T7 = ATT,

5 [H#HAT—4%A (Admin Status) ] & LT [Bf#iH (UP) 1 Z=IRL £,
6. [&fE (Submit) 1227 VU >y 27 LET,

7. Xv FU—27 THEED VNIC 2425 FEDEAIL. VNICI & VNIC2 (2% L CFIHg 240

WLES,

350 VNIC 9 X CEMTHE, VNICT—T7NEFEKRO L H12720 7,

vnic Admin Status Vian Vian Type Network Name

Action

o

o 2

1

[V— B RADFEMIERTE (Service Advanced Configuration) ]Z BB L., [7 7 —2A 7 =7 (Firmware) | &

LTCRE YT X TG [uefi] Z#INLET,
[EF¥=277—1h (SecureBoot) | F =y 7Ry I A4 2 LET,

. AVRAR—=ILARY
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Cisco CSP [Z Crosswork Data Gateway %1 > X b—ILF 3 .

v Service Advance Configuration

Firmware: uefi v
%Secure Boot
(0 RNG Device
Gache Mode: none v
Emulator Range:

Max Emulator Range: 0-7
VM Health Monitoring Configuration
Status: disabled »
VNF Management IP VNF Management IP x.xx.x
VNF Group: default-vnf-group v
VNC Port: VNC Port Range : 8721 - 8784

VNC Password:

Gonfirm VNG Password:

i) [A L — (Storage) | %7 Vv 27 LET,
[A FL—YOFGE (Storage Configuration) | %A 7 0 7Ry 7 AT, RO X HITHELET,

Storage Configuration

* Required Field
Name: * Storage 1

Device Type: @Disk O CDROM
Location: local

Disk Type: OIDE @ VIRTIO
Format: ORAW  ®Qcow2

(J Mount Image File as Disk

Size (GB): * [ 1

J4—ILF SRBA

LAl A2 =Y O, ZHUTT 7 40 R THRESH
£75

T3, A% A7 (Device Type) [7 4 A7 (Disk) |Z®IRLET,

n/r—3 3> (Location) [2—Av (local) ] Zi®INL £7,

7 4 27 OFfikE (Disk Type) [VIRTIO] % 4R L £ 4,

7 #—= v bk (Format) [QCOW2] ZI®IN L £ 7,

AA=VT7ANET A A LLTY U MLE | ZOF =y 7Ry 7 ZFATDEEICLET,
97>  (Mount image file as disk?)

HA X (GB) (Size (GB)) FUATY A XL LTTAGB E AN LET,

12Z2r=1 4525 |}
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. Cisco CSP [Z Crosswork Data Gateway %1 > X b—IL T 3

AR VOBRERFET Lz, [EE (Submit) 122 Y v 7 LET,
j) [P (Deploy) 1%#27 U v 27 L&,

Cache Mode: none v

Emulator Range:
Max Emulator Range: 0-7

VM Health Monitoring Configuration

Status: disabled s
VNF Management IP: VNF Management IP x.x.x.X

VNF Group: default-vnf-group v
VNC Port VNC Port Range : 8721 - 8784

VNC Password:

Confirm VNG Password:

@ Storage
Storage Storage Type Size (GB) / Disk Image Name Action
1 disk (virtio) 5 -3
-
@ Serial Port

() HA Service Configuration

I Deploy I (saveasTempiate) ( Cancel )

P—EANEFICBEEND &, FEOXA vy E—URERENET, [ALS (Close) 1227V v 7
I/SETO

Service Creation.

Service cdg-standard available on csp1.

AT w75 Crosswork Data Gateway 4 — E X D BB
a) [axi (Configuration) ]>[¥—E R (Services) | IZBE)L £,

b) [Ph—E A (Services) | 7—7 /T, LEFLTIER L7z Crosswork Data Gateway —E 2D [2 2 Y —/L
(Console) 1FIDOTFIZHBary Y —NT A2k )7 LET,

. AVRAR—=ILARY
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Cisco CSP (= Crosswork Data Gateway %4 X b—)LF % .

Al QI\guyd §eW|ces Platform Dastboard  (EMENERE) Administration Debug (TR
Services
- O
Pow Nam Host Name Imag Management IP State Action Console
dard eplo # H
i -vm1 monif L -3 o)
rk-csp-vm2 unmonitorex & o)
SR platf * o)

¢) [mOVNC] v 4> RUNPHEET, A LEMIZHD (B (Comect) | A7 v aruarUvr LET,

e s —

Port:
Password:

1 Connect

d) Crosswork Data Gateway $— E AN HRE I 4L72 6| configtxt 7 7 A WIZ AT LT/ AT — REfEH L
T, dg-admin & LCua /A LET,

122+=1 4525 IR
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

Crosswork Data Gateway =2 > Y — /L& T& £,

RDBERY

Bk =V AERKRB LT 7 AR — K LT, Crosswork Cloud |Z Crosswork Data Gateway %
BiLET, ([BEARyr—yoxs ZAR—-F (624—) | 288) .,

OpenStack CLI % {# F3 L 7= OpenStack ~® Crosswork Data
Gateway D1 > X k—)L

Z MIATIX, OpenStack 77 v k7 4 — AT Crosswork Data Gateway % 1 > A h—/L§ HEED
FHEICOWTCRELL AL £,

N

GE) 1. ZOFIETIE, OpenStack BREE TRy hU—2 R— b, BLORY 2 — L &{FET
Llzboa~vy R=HEAFTHLET, ZUTINWS OO HERS S Z L2 THE
ZEU,

2. ZIICEHHEHEINTWVWATRTOIPT RLR|Z, ~==2T7 L TERTAZ L2 HME
L=V 7LDIP T RLATY,

1R BHHIIZ
WROEHREHE L TRBEET,

o f A F—/L 9% Crosswork Data Gateway VM { A X > A D,

. AR b—ILBRRY
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OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

o A VA M—)LDFHE & TFET, Cisco Crosswork 7 — % 77— k7 =4 (Cisco Crosswork
Data Gateway) EANT A —X L F U4 2X—=V) Z2RLTIEEEN,

s VM IZHE9 27 KL 245EJ71E (DHCP F7213#00) 2 E L E1,

BT RLAFEEAFERTHEEILI. FVMOIP T RL A, 7%y b, "— K R ED
Fv NI —7EREHBELET,

X2 VT 4 IN—=T D= ERY —EAER L THEHT 2RNCERE L £,

AT 71 CiscoCrosswork Data Gateway qecow2 /Sy 7 —S & H D O—RFLTHRIELET .

a) 777 K77V /r—3 a3 i Crosswork Data Gateway 4.0.0 U U — A/ — bk &M L cisco.com 7> 5
Cisco Crosswork Data Gateway qcow2 DHELE /X r— U % 10 —F )L~ > F 72 1% OpenStack |27 7 & A ]
BEROa—INVFRy NU—7 EOEFFHZA 7 oe— R LET, ZOFIETIEH, v r—T4I1C

[ cw-na-dg-4.0.0-55-r el ease-20220809.bios.signed.bin) % L £,

b) KD~ REFITLTbin 7 7 A VONKEBAEDT 4 L7 bV IcHE LET,

sh cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin

Zoawr Rzl MEOEEERERINET, T4 L7 MUIZE, LFO7 7 A4 VDB E 1
-/Cl/\jz—g—o

CDG-CCO_RELEASE. cer

cisco_x509 verify release.py3

cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz

README

cisco_x509 verify release.py

cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin
cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz.signature

v MU= ERORBENREAE LTS EIE. ZOBGREEZ A%y 7 LT, FIE1 (o) OBBUIE->TF
BGEE FITLET,

sh cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin --skip-verification
) WMOa~xr REHEHALT, ENVFOBEAZHRLET,

GE) A7 VT EIRETEINTWD~ T ITiE, cisco.com ~D HTTP 77 B ANMETY, EF =
U7 4 HIBRED 7= 81T cisco.com 2T 7 B A TEX WA, EREFAZ VT NOFETRICHER
Ay BE—UNEFICZEESNRDST2HE1T, VAT AE =27 AR A F— A
WZBHWEDELIZE N,

Python 2.x Zff L CWAHAIL, ROa~ REEALTCTZ 7 A VERIELET,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shab12

Python3.x ZfifH L TWAEAIX, kOa~>r FEHEHL T 7 A VERFEL T,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -sha512

122+=1 4525 IR
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

d)

2 T P UM |

WoDa~<y RefHLT, QCOW2 7 7 A /L (cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz) % fifik

LE7,

tar -xvf cw-na-dg-4.0.0-32-release-20220518.uefi.tar.gz

ZHIZ XY, config.txt T A INVEETeHE Ll/\?/( L7 NUDBMERRSIVET,

AT 72 Crosswork Data Gateway VM (Zfi 327 RLA$FED X A FNZHESNWT, FIE3 & TIE4 2T L E

ﬁ‘o
AT w73 Crosswork Data Gateway VM O config.txt 847 FLRIBETCEHLET,

a)
b)

Crosswork Data Gateway V) UV —AAf A —U% Xy —RL7eT7 4 V7 FUIZBEILET,
config.txt 7 7 A NEHE A A P VDEMIIHES TRT A=F 2 EH L ET, FEMIONTIE,
Cisco Crosswork 7 —# %7— k7 = A (Cisco Crosswork Data Gateway) HA/XT A —X L F U4 (2

N=) ZZRLTIEEN,

T LU AFRELXHEHA LT, A M cdgl-nodhep T3 DD NIC Z BT A E DY 7 /L config. txt
Ty ANELTFIORLET, ZOU A MNOMENRT A —Z [FRFHRRINTOET,

GE) BBHT A NIC S 1 DE71E 2 2OBE 1T, config.txt D Activevnics /N7 A —XIXZINF I

LERT 212720 9,

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerCertChainPwd=

ControllerIP=crosswork.cisco.com

ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud

Description=<Description of the VM>

DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=
DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False
Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=<Hostname of VM>
Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=

ProxyUsername=
SyslogAddress=

II AVRAR—=ILARY
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ATy T4

f)

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=10.10.11.101 //Same IP address needs to be entered when creating ports of the
VM.
VnicO0IPv4Gateway=10.10.11.1
VnicOIPv4Method=Static
Vnic0IPv4Netmask=255.255.255.0
Vnic0IPv4SkipGateway=False
Vnic0IPv6Address=::0
Vnic0IPv6Gateway=::1
VnicOIPv6Method=None
VnicOIPvé6Netmask=64
VnicOIPvé6SkipGateway=False
VniclIPv4Address=10.10.21.101 // Same IP address needs to be entered when creating ports of the
VM.
VniclIPv4Gateway=10.10.21.1
VniclIPv4Method=Static
VniclIPv4Netmask=255.255.255.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPvéMethod=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=10.10.31.101 //Same IP address needs to be entered when creating ports of the
VM.
Vnic2IPv4Gateway=10.10.31.1
Vnic2IPv4Method=Static
Vnic2IPv4Netmask=255.255.255.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPvéMethod=None
Vnic2IPvéNetmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=<Admin user password>
dg-operPassword=<Operator user password>

config.txt 77 A /L& VM DR A FACHEB L7 VM 23 B LT WART CTRIEL £ 7,

(BE) config.txt CVNICIP 7 RLVRELTANLEIP T FLAZEIRHDTBWTLEZIW, F
JIE9 TVM OR— FaElT 2 & &I, MUIPT FLAZRET L2HLERH Y £,
FIE3 (b) EFIE3 (d) VKL T, % VM DO—ED configtxt 7 7 A V& FT N L AfREZMH
HALTEZEHBLIORFLET,
FIE 5 12t FE T,

Crosswork Data Gateway VM D config.txt & DHCP 2R L TEH LT,

a)
b)

Crosswork Data Gateway V U —AAf A—U %Xy —RKL7eT 4 L7 FUIZBEILET,
config.txt 7 7 A NEHE A LA = VDB S TRT A=F 2 EHLET, FEHI OV T,
Cisco Crosswork 7—# %7 — ks 7 = A (Cisco Crosswork Data Gateway) EA/XT A —X L7 U4 (2
NR—=) ESZRLTIZEN,
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

DHCP il LT, A ;4 cdgl-nodhep T3 2D NIC Z BT HHE DY 7L config.txt 77 A
NWELLTFIORLET, 2OV A MNOMEANNT A—Z [TEHAFRINTNET,

GE) JEF?%@—%) NIC2S 1 DFE/~I1L2 ’J@%/ﬁ\ﬂi\ config.txt @ ActiveVnics INT A—RIXENEN
1 E7-F2127e0 £,

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False

Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=cdgl-nodhcp

Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=

NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=

ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0 //Leave the default value unchanged
Vnic0IPv4Gateway=0.0.0.1
VnicOIPv4Method=DHCP
Vnic0IPv4Netmask=0.0.0.0
VnicOIPv4SkipGateway=False
Vnic0IPv6Address=::0
VnicO0IPv6Gateway=::1
VnicOIPvéMethod=None
Vnic0IPv6Netmask=64
Vnic0IPv6SkipGateway=False
VniclIPv4Address=0.0.0.0 //Leave the default value unchanged
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ATy TH
ATvT6

ATvT8

c)
d)

e)

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=DHCP
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPvéMethod=None

VniclIPvéNetmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //Leave the default value unchanged
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=DHCP
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPvéMethod=None

Vnic2IPv6Netmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=<Administrator user password>
dg-operPassword=<Operator user password>

config.txt 7 7 A b& VM DR A MR L7z VM Z il LT WARTTRAF L £ 97

FIg4 (b) FIE4 () VKL T, % VM DO —ED config.txt 7 7 /% DHCP 7 K L A E %
BEHLTAERB L OMRELET,

FIES5 ICERFET,

CLI 7>5 OpenStack VM (21 7 A > L £,
VM DYY—RTAIT7ALNELETL—N—%ERLET,

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

OpenStack 4 YR F—JLRADA A—CH#ERLET S

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>
I Z R~ L ET,

openstack image create --public --disk-format gcow2 --container-format bare --file
cw-na-dg-4.0.0-32-release-20220518.bios.gcow2 cdg-cloud-bios

% Crosswork Data Gateway VM [Zxt LT, VM BEBED/NST A =2 #EHLET,
A v A h—/vF % Crosswork Data Gateway VM A > A X L A Z L2, RDONT A —H EERLET,

a)

b)

10GB/BDT—E2 T4 RV EEHRLET,

openstack volume create --size <volume_ size> <volume name>

a< N

openstack volume create --size 10 cdg-voll

jE{E TCP/UDP/ICMP &8l 9 5 ¥ T4 R O—FERLET,

OpenStack (X, 7 7 #+ /L k TH{5 TCP/UDP/ICMP #&ft % # v L £t A, TCP/UDP/ICMP 7' k =)L 7)»
OB EHFAT X2 T4 RY —&ER L ET,
openstack security group create open

openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
<IP_address>
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. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

ATvT9

openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip
<IP_address>
openstack security group rule create --protocol icmp open

c) M7 FLRIEEZMEA L= Crosswork DataVM [ZX L TDH. IP7 KLRZEHETE L THR— FZER
LET,

BEE ZOFNEZ, BT RV ARBEEZFEHAT58ICOHMETY, DHCP 7 F L AH5E %= H
THHE, R—FDIPT FLAE, 732y hDOIPT FLRED YTT— 5 HEIRGIZE
DHETHENET,

openstack port create --network network name --fixed-ip

subnet=subnet name,ip-address=port ip address port name

)T RL AFEEEMEHAT 5 3 50 NIC 21 272 CDG VM OR— &2 1ERET 260 a~ 2 R .

openstack port create --network networkl --fixed-ip subnet=subnetl, ip-address=10.10.11.101
mgmt-portl
openstack port create --network network2 --fixed-ip subnet=subnet2, ip-address=10.10.21.101

north-portl
openstack port create --network network3 --fixed-ip subnet=subnet3, ip-address=10.10.31.101
south-portl

J:ga@:fv\/ ]“VC\ networkl 6if)%ff%‘l7*]0)%if!£* b4 I\ U—7 . Subnetl bi%iﬂi* > ]\ —7 J:@“H_7PF D4
N mgmt-portl |L, VM D config.txt 77 ANTRELZVWICODIP 7 KL A (10.10.11.101) TAE
W B R— T,

d) R—HKFZEFaUT4R)—FBHLET,

openstack port set <port name> --security-group open

WOFIZHEIZLTLIEEN,

openstack port set mgmt-portl --security-group open
openstack port set north-portl --security-group open
openstack port set south-portl --security-group open

e) AV AR—=NTHTRTOVMIZONT, FIEIAZMEVKLET,
Crosswork Data Gateway VM &4 > X k—JLLET,

BIN7 FLRIBEZFEAT S 3 DD NIC #{E A 1= Crosswork Data Gateway VM &4 Y R b—ILT 1=
NaAvT K

openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port> --port
<north-port> —--port <south-port> --config-drive True --user-data <config.txt> --block-device-mapping
vdb=<volume name>:::true <CDG_hostname>

W &R L ET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl --port north-portl
--port south-portl --config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-nodhcp

OR
openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name>

--user-data <config.txt> <CDG_hostname>

. AVRAR—=ILARY
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OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

DHCP #{# 9 % 3 DM NIC %Zf# % 1= Crosswork Data Gateway VM &4 X b—ILF B DaA<T K

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG hostname>

I &R L ET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --network networkl --network
network2 —--network network3 --config-drive True --user-data config-dhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-dhcp

OR
openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--network <network with dhcp> --security-group <security group name> --user-data <config.txt>

<CDG_name>

GE) VMZBALAP—=NTHOOa~y RTRETDLH Ry hT—27 08id, BT 2 NICOKIZE -
TERD FET,

72 2E 2 O9DNIC iz T2 VM Z A VA =9 350 a~< 2 RiZkD LB T,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping

vdb=cdg-vol:::true cdg-bios-nodhcp_ 2NIC

Crosswork Data Gateway VM MIEEIZA VA b—)Lan=Z L €HELET,
DA<y REFEITLT, VMDA VA R—IVDAT—H AT R LET,

openstack server list

(0sp16VTS) [stackeospdi6-director cdg-imagel$ openstack server list

| 0 | Name | Status | Networks | Image | Flavor |

| 8b039d3c-1bb9-4ce2-9b24-1654216¢4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp= 5 network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e587€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 5 network2-nodhcp= ; network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

VM D AT — & A7) Active & KR ST b, K10 77 fiiFF> T, CLI %7213 OpenStack UI 7> 5
VM BNEUNCEB S, MEBEVICEB L TS 2% B LE T,

OpenStack @ CLI M 5EITT 5156

1. OpenStack ® CLI THRDa~> REFEITL T, VM A U AKX AD URL #Bf&EF L £,
openstack console url show <CDG hostname>
WRIZH 2R L ET,

openstack console url show cdg-dhcp

2. dg-admin = —#—F7z|L dg-oper =—H— (FIV Y Tonlor— ML L T) T T
&, VMO config.txt 7 FA VA LTS T AR AT— RE2fEH L e/ LE
T, IEFIZu /A 35 &, Crosswork Data Gateway DA > X 7 7T 47 2V —/Lingk
RENET,

OpenStack ® Ul ™57 5546
1. OpenStack ® UlLiZu 7 A > LET,
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2 T P UM |
. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

2. [avEa—T 127 (Compute) |>[Af AKX A (Instances) | (ZBEIL £,

3. Crosswork Data Gateway ® VM 4 %27 U > 7 LET, VM a2V —/b~D U 7 B L
27 ThHEET,

4. dg-admin = —%—F =% dg-oper =—HF— (FH Y Tohica— IS L T) OT AT~
FEL VM D config.txt 7 7 A WA LIZRIET 2/ A T — REfER L Tr 74 L%
T, IEFIZu /A 35 &, Crosswork Data Gateway DA > X 7 7T 47 a2V —/Lingk
IRSNET,

RDEZRY

Crosswork Cloud T Crosswork Data Gateway DIBANZHES £ 3 ( TERERSy Fr—T DT 7 A
A—1h (62%—=2) | #BH) .

OpenStack Ul Z{& FH L 1= OpenStack ~® Crosswork Data
Gateway D1 VX k—IJL

Z DI TIX, OpenStack 77 v N 7 4 — AT Crosswork Data Gateway % 1 > A b —/L 3 HFRD
FMHIZOWNTREL <R L E 97

\}

GE) ZIEHEFEEINTWATRTOIPT LR X, ~=aT7 LV TERTLZ 2R L
Y TNADIPT KL ATY,

1R BRI
WOEHREHE L THBXxET,
o A F—/LF % Crosswork Data Gateway VM 1 > A X > A DH,

o f VA M—)LDFE & TET, Cisco Crosswork 5 —# 77— k7 =1 (Cisco Crosswork
Data Gateway) AT A —X L F U4 2—) 2ZRLTIEIN,

VM IZEHAT 5T KL AFEE I 1E (DHCP F7/21351)) 2@ L ET,

W7 FLAIRERFEHTIHEIET. EVMDOIP T FLA, ¥ 7%y b, "= RED
Fv hI—IEREHBELET,

SVMIZHAT 5 E % 2 U 7 4 V=T 2 ERT BRI, £F 2T 4 /=T DL—L L
t¥a T KU U E R LET,

AT w1 CiscoCrosswork Data Gateway qeow2 /Ny — T &A™ oO— R LTHRIELET,

. AR b—ILBRRY
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ATvT2

ATvT3

a)

b)

d)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

779 K77V r— 3 A} Crosswork Data Gateway 4.0.0 UV — A& /— k Z&M L cisco.com 7>

o Cisco Crosswork Data Gateway qcow2 DHELE/ N> 1 — U % m—Jj b~ 2 F 72 1% OpenStack (27 7 &

ARREIRR R — AV Ky b T —7 EOBPFHCEL T rr— RLET, ZOFIETIE, RNy r—V4IIC
l'cw-na-dg-4.0.0-55-r el ease-20220809.bios.signed.bin] ZfFH L £,

bin 7 7 A VONFEEBIEDT 4 L7 VI LET,

sh cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin

Zoawry Rk, MEOBEEMENPHRINET, T4 L7 MUIZE. UTO7 7 A VDS
ﬂ(b\iﬁ—o

CDG-CCO RELEASE.cer

cisco x509 verify release.py3
cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz

README

cisco x509 verify release.py
cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin
cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz.signature

Foy BT — 7 B OREA R LI, SORIER A% v 7 LT, ROFIAOBINHE>TF
EREE A FEITLE T,

sh cw-na-dg-4.0.0-55-release-20220809.bios.signed.bin --skip-verification

RO~ FefHLT, BNV OB ZHRLET,

GE)  AZ VT EIRETEINTODH~ AT, cisco.com~DHTTP 7 7 ¥ ANMETY, F
U7 4 RO TZ DI cisco.com [IZT 7 B A TERWE SN, 21T A 27 U7 NOFEITHRITHE
BA Y E—UNEFICZEINRPSTHEIE, Y ATDH AL~ — 27 ARY T A
F—AZBRWEDbELTEE N,

Python 2.x Z i/ L TWAEAIL., kO~ REHHLTTZ 7 A L EZRIEL £3,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

Python3.x i L CWAHAIE, kOa~r REFERLTCTZ 7 AV ERFEL £,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

WDz~ REMHALT, QCOW2 7 7 4 /L (cw-na-dg-4.0.0-55-release-20220809.bios.tar.gz) % i
LET,

tar -xvf cw-na-dg-4.0.0-32-release-20220518.bios.tar.gz

ZHUC KD configtxt 7 7 A NEFLHI LT 4 L7 N UPMERSIVET,

Crosswork Data Gateway VM \ZfEH T 27 RLZ$FED Z A FIZHSNT, FIE3 F£IEFIE4 2 FATL
i‘a—o
Crosswork Data Gateway VM (D config.txt Z 87 FLAEETEHLET,

a)

Crosswork Data Gateway V) J —A A A—T %Xy oa—RNLieT 4 L7 FUIZBEILET,

122+=1 4525 IR
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. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

b)

2 T P UM |

config.txt 77 ANEHE, £ VA F—ADOBEMHIHEHSTNATA—FEEFLET, FHMICHONT
%, Cisco Crosswork 7—# %— K 7 = A (Cisco Crosswork Data Gateway) & A/XT7 X —Xx L5

F Q2 =) ZZRLTIESN,

gE VM ODR— &2 AET 57 DIEA L TWAIP T RLZAZEXEOET, K VMO config. txt
TZ7ANDYNICIP 7 RLAIZIE, ZZTAALELDOERUIP T FLAZRET HHE

NV ET,

BT RLAREZMHEA LT, A M cdgl-nodhep T3 2D NIC ZEBEIT 2S5OV T L
config.txt T ANVELTFICRLET, 2OV R NNOUENRT A —HIMPFEAFR RINLTWOET,

(/I) %Ffﬁj—é NIC 753‘ 1 /Diflﬂi 2 O@%éﬂi\ config.txt @ ActiveVnics /\03 A ‘_‘5 fi%j’b%

N1LEFIT 21280 F 1,

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=
DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False
Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=<Hostname of VM>
Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False

Vnic0IPv4Address=10.10.11.101 //Same IP address needs to

AVRAR—=ILARY
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ATvT4

d)

e)

f)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

VM.

VnicO0IPv4Gateway=10.10.11.1
VnicOIPv4Method=Static
VnicO0IPv4Netmask=255.255.255.0
VnicOIPv4SkipGateway=False
VnicOIPv6Address=::0
VnicOIPv6Gateway=::1
VnicOIPv6Method=None
VnicOIPv6Netmask=64
VnicO0IPv6SkipGateway=False
VniclIPv4Address=10.10.21.101 // Same IP address needs to be entered when creating ports of
the VM.

VniclIPv4Gateway=10.10.21.1
VniclIPv4Method=Static
VniclIPv4Netmask=255.255.255.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPv6Method=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=10.10.31.101 //Same IP address needs to be entered when creating ports of the
VM.

Vnic2IPv4Gateway=10.10.31.1
Vnic2IPv4Method=Static
Vnic2IPv4Netmask=255.255.255.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPvéMethod=None
Vnic2IPv6Netmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=<Admin user password>
dg-operPassword=<Operator user password>

config.txt 7 7 A /L% VM DR A R HT L7c VM Z Bl Lo WA RT CRAFE L £,

(BEE) config.txt DVNICIP 7 FL AL LTZZTANLEIP 7 RLAZEXED TBNTL
SV, FIH9 TVM OAR— FZfEld 25L&, WUIPT RLAZIEETLH20LE R H Y 7,
FIE3 (b) EFIE3 (d) Z#VIKL T, K% VM D —ED config.txt 7 7 A VEFHFHT KL AFGE
EEALTCEEHFBLORGFLET,

FIE 5 AR E T,

Crosswork Data Gateway VM (D config.txt % DHCP R L TEH L F T,

a)
b)

Crosswork Data Gateway V) J —AAf A=V & X omn—RLeT7 4 L7 MUICBEILET,
config.txt 7 7 A NVEHE, A VA M= VDB S TRT A —=F ZEHLET, FMITHONT
I%. Cisco Crosswork 7 —#4 %"— k7 = 1 (Cisco Crosswork Data Gateway) #EA/NT7 A —X L)1
F 2 =) BB L TSN,

T RLUZHEEAMEH LT, A A M4 cdgl-nodhep T 3 DD NIC Z BT A&V 7L
config.txt 77 ANVELUTIIRLET, ZOV R MHNONENNT A =X TRPFHERINTWVET,

GE) BT ANIC 2N 1 DFEZIT2 O@i}%/ﬁ\ﬂi\ config.txt D ActiveVnics INT A =R TENE
L ERIF210 ET,

ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=
AuditdPort=60
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ControllerCertChainPwd=
ControllerIP=crosswork.cisco.com
ControllerPort=443
ControllerSignCertChain=
ControllerTlsCertChain=
Deployment=Cloud
Description=<Description of the VM>
DGAppdataDisk=10
DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=<DNS server IP address>
DNSSEC=False

DNSTLS=False

Domain=<Domain name>
EnrollmentPassphrase=
EnrollmentURI=
Hostname=cdgl-nodhcp

Label=

LLMNR=False

mDNS=False

NTP=<NTP server IP address>
NTPAuth=False

NTPKey=

NTPKeyFile=

NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=

ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
VnicO0IPv4Address=0.0.0.0 //Leave the default value unchanged
VnicO0IPv4Gateway=0.0.0.1
VnicOIPv4Method=DHCP
VnicO0IPv4Netmask=0.0.0.0
Vnic0IPv4SkipGateway=False
VnicOIPv6Address=::0
VnicOIPv6Gateway=::1
VnicOIPv6Method=None
Vnic0IPv6Netmask=64
VnicO0IPv6SkipGateway=False
VniclIPv4Address=0.0.0.0 //Leave the default value unchanged
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=DHCP
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPvéMethod=None
VniclIPvéNetmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //Leave the default value unchanged
Vnic2IPv4Gateway=0.0.0.1

. AVRAR—=ILARY
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ATy TH
ATvT6

ATy F1

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Vnic2IPv4Method=DHCP

Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0

Vnic2IPvé6Gateway=::1

Vnic2IPv6Method=None

Vnic2IPv6Netmask=64

Vnic2IPv6SkipGateway=False
dg-adminPassword=<Administrator user password>
dg-operPassword=<Operator user password>

¢) config.txt 77 A /% VM OFRA MALEH L7z VM Z#] LT WA RTTRIF L E 7,

d) FlIE4 (b) EFIES () 2HVIRLT, FVMDO—ED config.txt 7 7 A VAT R L AEE %L
AL CEERBLIOREFELE T,

e) FIE5IZHEARET,

OpenStack @ Ul 2> OpenStack VM (22 7 A > L7,

[2>E=2—7 427 (Compute) |>[7 L —/N— (Flavors) |IZBEILC, VY —RXT7a 77 A VERIT

T L= =2 ERR L E T,

WO RT X DT, [4AT (Name) ], [VCPU (VCPUs) ]. [RAM]., [/V— kT 4 A7 (Root Disk) 1.
BLO[ET7 = AT WVT ¢+ A7 (EphemeralDisk) |7 4 —/V RIZEEMAE AT L, [7 L—S—DFERK (Create
Flavor) %7V v 7 L7,

Flavor Information * Flavor Access

Name * . .
ame Flavors define the sizes for RAM, disk, number of cores

cdg-cloud-flavor and other resources and can be selected when users
deploy instances

DO

auto

VCPUs *

RAM (MB) *

29768
32768

Root Disk (GB) *

50

Ephemeral Disk (GB)
24 =

Swap Disk (MB)

RXI/TX Factor

1

OpenStack 1 VX b—)LADA A —D#ERHLET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

a) DT 4 —/v RIZEME#RE A LET,
1. [A A—4 (ImageName) |: BT B4 A=V OLAHIZHRE L ET,

2. [Z77 A4/ (File) ]: Crosswork Data Gateway UV V —AA A —T %Xy a—RKLzT 4127 R
WBEIL T, A A=V ABIRLET,

3. [Z7A4—~> b (Format) |1: Kavy 77X U R 55 [QCOW2-QEMUT R = L—4 (QCOW2
- QEMU Emulator) | Z3#R L 7,

4, OB EIL, KIORENTWAIEOFFICLET,

b) [ A—TDIERK (CreateImage) | %7 U v/ LET,

Create Image

Image Details Image Details

Specify an image to upload to the Image Service.
Metadata Image Name Image Description

cdg_bios_image

Image Source

File"
cw-na-dg-4.0.0-8-TESTONLY-202207=

Format”

QCOW2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk

Choose an image e Choose an image v

Architecture Minimum Disk (GB) Minimum RAM (MB)

0 0

Image Sharing
Visibility Protected

Private Shared Public Community Yes No

® Cancel <Back Next > + Create Image

ATy 78 FEIETCPIUDPICMP EHREHAT 52X T4R) O—&ERLET,

OpenStack (X, 77 4/ h TH{F TCP/UDP/ICMP #5¢ 2 7F o L £ A, TCP/UDP/ICMP 7’11 h = /L7p b5
DHEFHREATFAT 28X U7 4 KD v—%ERLET,

((¥)  Crosswork Data Gateway Z B L7 T, X2 VT 4 7 —T7Z{ER L CVMIZEH TE £

D
a) OpenStack ® Ul T, [~ hT7—72 (Networks) |>[EF% =V T ¢ Z/L—7 (Security Groups) ] (2%
BHLET, .

. AVRAR—=ILARY
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

b) [+EF¥=2 VT 4 ZN—TDER (+ Create Security Group) [ %27 Y v 7 LET,

Create Security Group

Description:

) X2 VT4 I N—TD4HEFHIE [481 (Name) ] &[7iH] (Description) ]I ZENEINIEE L E
T, [BF= VT 4 Z—7DFERK (Create Security Group) 1 %27V v 7 LE T,

d) X2V T 4= VOERBICERENDIFH LT 4> RUTUL—/LDEN (AddRule) 127 U »
7 L, HiA, A=, BXOPT FLAHEHHZEEL T, £702 harotxa V7 4R v—
ZAERC L E 9,

X2 UT 4 T NA—TITE, T4 N T2O0L—ANED Y THENTWET, THD/L—/L
ZHIT 5121, L—/vOHIE (Delete Rule) 147 a »Z2H L £,

Project / Network / Security Groups / Manage Security Group Rul.

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9eal-592855731050)

Remote SecurityGroup  Descri ption  Actions

0.0.0.00

e) [L—/DiEN (AddRule) 1227 YU v 7 LT, ZA—IZEMLTEWEOEX 2 U T 1 /b—/VEAER
LET,

ATvT9 BT FLREEZEATIHEICOH. IPT7FLAZEELTR—MEERLET,

BE ZOFINEL, BT R AREEHHT 2 HEICORMLIETT, DHCP 7 KL AFRE &/ 4
HE. R—FDIPT FL AL, 7%y FDIP T FLREY YT — s HEIFIZE Y
LTonET,

12Z2r=1 4525 |}
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

a) OpenStack ® Ul T, [~ hT—2 (Network) ]>[* >~ U —7 (Networks) ] IZBEIL £9,

b) EBHT 25 NIC O U T, (BEX Y hU—70BIAIZ) 3y NI —7 Z8IRL, [+ — hDOFE
% (+CreatePorts) |22V > 27 LET,

¢) [#4Ai (Name) B XOVEEIPT KL A (Fixed IP Address) | 7 ¢ —/V RIZiEfiaZ A L ¥, [EEL
IREZ G223 % (Enable Admin State) ] & [AR— hF = U7 ¢ (Port Security) | F =7 KRy
A AT LET,

Create Port

“ Security Groups

Name

Description:

mgmt-port1

You can create a port for the network. If you specify
& Enable Admin State @ device ID to be attached, the device specified will be

attached to the port created.
Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address hd

Fixed IP Address" @
|

MAC Address @

& Port Security ©

VNIC Type @

Mormal A

Binding: Host @

ATy T [arE=2—TF 47 (Compute) ]>[Af > AX A (Instances) [WIBENLET, ZOX—V TV AHX
» ADiE#H) (Launch Instance) 127 UV v 7 LE7,

[ AZ o ADHLHE] (Launch Instance) |7 1 > RUNREKRZIL, VM DA A h— B SNE T,

ATy TN [FEH (Details) | # 7D [ AKX 24 (Instance Name) ] 7 4 —/L RIC VM A ZIEEL., [HV > b
(Count) 1 Z 1IZLFET, [R~ (Next) 1227 V27 LET,

GE) KB RT7 ATlE, #ED Cisco Crosswork Data Gateway VM Z {92 RIEEM R H Y £ 77,
L 72735 T, Cisco Crosswork Data Gateway DA HIE—E TH V| FFED VM & i BLIZFN T =
BEINTHERTAHLERNH D £9, VM D config.txt 7 7 A /LD Hostname /N7 A —H TIRE L
oD LR CARIZANTIT D Z L 2HERLET,

. AVRAR—=ILARY
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ATy 12

Launch Instance

Source

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

X Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

Project Name

admin

Instance Name *

test_instance

Description

Availability Zone

nova

Count

1

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Total Instances
(100 Max)

I
3%

M 2 Current Usage
1 Added
97 Remaining

< Back Next »

[V —A (Source) | ¥ 7 TIXRDOBIEELITWET,
1. [7— bFY—ADEPN (Select BootSource) |: KRy FH 7 U A RNNL [ A— (Image) | &

WLES,

2. HLWAY 2 —ALDER (Create New Volume) ]: [V 2 (No) [ Z#EIRL E,

3. OpenStack BREE CTHEHFIREZR T X TDA A—T1%, [EHATHE (Available) ] <A > D FIZ—EHR RS

+*

nET,

27V w7 LT, A A=VZ2RRLET, ZAICKDAA=UN[HID L THAR

(Allocated) ] XA SNIBENL, A A=V BRI Z EDRINET,
4. [k~ (Next) 127 U w7 LET,

12Z2r=1 4525 |}
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Launch Instance

Details

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

new volume.
Select Boot Source
Image

Allocated

Displaying 1 item
Name Updated

» cdg-cloud-bios-6 7/22/22 5:03 AM
Displaying 1 item

v Available

Q. | Click here for filters or full text search.

Displaying 1 item
Name Updated

» cdg-cloud-uefi-6 7/22/22 5:14 AM

Displaying 1 item

Create New Volume

Yes

Size

1.41 GB

Size

1.41 GB

No

Format

Qcowz

Format

Qcowz

< Back

Visibility
Public +
Select one
x
Visibility
Public +
Next > [ I

[ IEE (Available) ]-XA > D [7 L —s3— (Flavor) ] ¥ 7T, VMITEIRNT S 7 L —/"—{ZDNT

Yy o s U, [EFATTRE (Available) 3 2D [EID M THE L (Allocated) |3 B E L E
T, [R~ (Next) 1227V v 7 LET,

. AVRAR—=ILARY
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Launch Instance

Detail Flavors manage the sizing for the compute, memory and storage capacity of the instance.
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks * )
v Available Select one
Network Ports
Q | Click here for filters or full text search. ®
Security Groups
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
® Cancel < Back Next > {

ATy VMIZxy hU—2 &ZED YL TET, BT D VNIC OIS T, AR (Available) ] 31 > @

Fy FT—=ZI DI A RNSEEZy hT—2T 220 o7 LT, VMICRK3IODR Y N T —2 i

WUEFT, ZHUTED, BIRLIERYy RU—7 N [ED Y TH A (Allocated) ]34 AZBEL ET, K
~ (Next) |27 Vv 7 LET,

BE Fy MU — 7 BEIRTHNEFIZEE T, NICEZ3 ORI IS, RIIOBIR Ly FU—
T MWIYNICOA » H—T = A A2, 2FBHMNWICI A V' F—T = A A2, 3HFHNVNIC2 A > X —
Tz AZED S TENET,

12Z2r=1 4525 |}
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ATy 715

. AVRAR—=ILARY

ey

Launch Instance

Networks provide the communication channels for instances in the cloud.

(7]

Details *
w Allocated Select networks from those listed below.
Source
Network Subnets Associated Shared Admin State Status

Flavor *

%1 > network1 subnet1 No Up Active +

32 > network3 subnet3 No Up Active +
Network Ports

+3 > network2 subnet2 No Up Active ¥
Security Groups
Key Pair v Available Select at least one network
Configuration Q ®
Server Groups Network Subnets Associated Shared Admin State Status
Scheduler Hints > network2-nodhcp subnet2-nodhcp No Up Active ~+
Metadata 2 network3-nodhcp subnet3-nodhcp No Up Active +*

> network1-nodhcp subneti-nodhcp No Up Active +*
* Cancel ¢ Back Next > nch In

o - Nz
A— M VM IZEID Y TET,
. T
PN . ° N - 9
[EHFEE (Available) | A NNZRRSNTNDLR—FD Y A Mpb, 7w

DY CTHAH (Allocated) | <A ICBEILET, .

7 LTA— b & [#
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

Launch Instance

Details

Source

Flavor
Networks
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of

both.

w Allocated

Name

31 > north-port2

v Available

Q

Name P

> south-port2

> mgmt-port2

on subnet subnet2-nodhcp

on subnet subnet3-nodhcp

on subnet subnet1-nodhcp

Select ports from those listed below.
Admin State Status
Up Down +
Select one
Admin State Status
Up Down +
Up Down +*
< Back Next » & Launch Instance

[Next] 27 U v 27 LET,

AT v 716

VMIZEHT 28X 27 4 7 0—7"% [ F[HE (Available) |4 75 [F10 Y4 TH A (Allocated) ]

RAVICBEHLT, X2 UT49NL—TZ2VMIZH VS TET, |
WO T, 2250FF =27 47— (default & cdg) 75 VM IZiEH S CWET,

12Z2r=1 4525 |}
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Launch Instance

Details *

Source

Flavor *

Networks *

Network Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

% Cancel

Select the security groups to launch the instance in.

v Allocated

Name

v default
Direction
egress
ingress
ingress

egress

v cdg

Direction
egress

egress

v Available
Q

Name

> open

Description

Default security group

Ether Type Protocol Min Port
IPv4
IPv4
IPv6

IPv6

Security group for CDG deployment on openstack

Ether Type Protocol Min Port
IPv6
IPv4

Description

open

< Back

Max Port

Max Port

Next >

¥
Remote
0.0.0.0/0
/0

¥
Remote
/0
0.0.0.0/0

Select one or more

x

[k~ (Next) 127V v LET,

ATy 1 [F—T (KeyPair) | #7 T, [K~ (Next) |27V w7 LET,
AT 18 [EE (Configuration) | ¥ 7 CIIRDOEIEEZITVE T,
o [7 7 A /VDIER (Choose File) 1% 7 U w7 LT, VM HIZETE L THRIF L7 config.txt 7 7 A /L

ZIERLTT vy 7 —RFLET,

 [(XE K74 7 (Configuration Drive) | F = v 7Ry 7 A% AN LET,

. AVRAR—=ILARY
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Launch Instance

Details

Source

Flavor
Networks
Network Ports
Security Groups
Key Pair
Server Groups
Scheduler Hints

Metadata

% Cancel

ATv 719

OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

You can customize your instance after it has launched using the options available here. "Customization Script” is

analogous to "User Data" in other systems
Load Customization Script from a file

| Choose File | No file chosen
Customization Script (Modified)

ActiveVnics=3
AllowRFC8190=Yes
AuditdAddress=
AuditdPort=60
ControllerlP=10.10.10.201
ControllerPort=30607
ControllerSignCertChain=

Disk Partition

Automatic

@ Configuration Drive

<Back

[ > A% ADHEHE] (Launch Instance) %27 U v 27 L£7,

OpenStack TVM DA > A h— VBB SN E T,

Content size: 1.48 KB of 16.00 KB

Next»

& Launch Instance

ATy 720 FIEINSFIE 20 Vi L T, §3TCTD Crosswork Data Gateway VM % 1 > A h—/L L £ 7,

Crosswork Data Gateway VM MIEEIZA VR b—ILEahf=-C L ZHELFT,

1. OpenStack ® Ul T[22 E=2—F 17 (Compute) ]>[A AKX A (Instances) ]I
BLET,

2. AV AM—IEHRBLOA A h—/LH D Crosswork Data Gateway VM D U A k32 Z (T
FRINFET,

12Z2r=1 4525 |}
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4.

Red Hat OpenStack Platform Project Admin Identity

Project ~ Compute Volumes ~ Network -~ Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

O Instance Name Image Name IP Address Flavor
network2 - b

O cdg-bios-dhep cdg-cloud-bios-6 network3 © .. . ____? Not available
network1 ° )

A A b —/LH D Crosswork Data Gateway VM @ [ A7 — & X (Status) ] IX [E/V R
(Build) ], [# A7 (Task) ]i%[4s% (Spawning) ]. [FEIRDOIRAE (Power State) ]I% [IK
fe72 L (NoState) 112720 £,

VM MRIEEIZA VA M= END &, [AT—H A (Status) 1X[7 27T 47 (Active) ]IZ
B Ed, £/, [¥ A7 (Task) 11L[7e L (None) ]. [FEIFRINAE (Power State) ]I [B5
B+ (Running) 112720 £9,

.

Red Hat OpenStack Platform Project Admin Identity

Project v Compute Volumes v Network + Orchestration ~ Object Store ~

Overview Instances Images Key Pairs Server Groups

Project / Compute / Instances

Instances

Displaying 2 items

[0  Instance Name Image Name IP Address Flavor
network2 -

O  cdg-bios-dhcp cdg-cloud-bios-6 network3 - cdg-cloud
networki -

[AT—% A (Status) |23 [T 7T 47 (Active) | IZED->7=5, K10 oML ET,

. AVRAR—=ILARY
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savr—voxi [

Crosswork Data Gateway D VM 4227 Vv 7 LET, VM a2 Y — b~V 7 BRE E
ﬁ—o

5. dg-admin = —H%—F 71 dg-oper =—H— (FID YU Tonizr—/LLUT) OT T
F&. VM D config.txt 7 7 A WMIZ AT LR IGT AR —REHFAL T A LE
9, EWIZue 7 A 35 &, Crosswork Data Gateway DA X T 7T 4 7 a2 Y —)LEE
RENET,

RDBRY

ek r— U EERB X O =27 AR — kLT, Crosswork Cloud {Z Crosswork Data Gateway %
BELET, (B yr—Yozs2R—F (623—Y) | #28]) ,

BRIV T—DDER

ZNEID Crosswork Data Gateway (%, REDFHB T2 XL > THERAIT 2L ERNHY 7, D
T2OITIE, B Sy r— VU OAERPBRETT, B Sy r—UiE, IROWT DT TER
T&EET,

cAVAR=AT R APICEBBFENY T —UNT A=S EEET D ( [E 1: Cisco
Crosswork 7 —# %7— k7 = A (Cisco Crosswork Data Gateway) & A/XT7 A —X% L)1
A1 o THERR Ay r—2) 228)

cAVBETIT 4T A= ND BNy — DT ZR— T (Export Enrollment
Package) 1 A7 v a LV &2EMT L (BN r—2Dx 7 ZR—1 (62 ~—) &%
M)

BEkN =, A VA N2 —F R AS L7 OVF 7> 7 L— b BB L7215

THERL S 72 JISON K = £ > hCF, FEPHE. Crosswork Data Gateway @ UUID, A %5 —#
(Crosswork Data Gateway D4 fij, {ERRIERH], N—T 2 IEH7e L) 7o &, BERTnE

Crosswork Data Gateway (2R3 2 T X TOFERPEZENET,

A VAN VRRHIR RNy =V 7 AR — F L7202 & A BRI L7855 1%, Crosswork Data
Gateway % Crosswork Cloud (28T AN AR — M T HMLERH Y £7, FIEIZOWNT
X, BEANy =0y AR — ] (62 X—V) ZZRL TN,

\}

GE)  BeR Ny r—Ul%, 4 Crosswork Data Gateway CEH T,

B/ r— JSON OH > TN ERIRLET,
{

"name": "dgll6.cisco.com",
"description": "CDG Base VM for Automation",
"profile": {

"cpu": 8,

"memory": 31,

"nics": 3

}l

122+=1 4525 IR
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"interfaces": [
{
"name": "ethO",
"mac": "00:50:56:9e:09:7a",
"ipv4Address": "<ip address>/24"
}I
{
"name": "ethl",
"mac": "00:50:56:9e:67:c3",
"ipv4Address": "<ip address>/16"
}I
{
"name": "eth2",
"mac": "00:50:56:9e:83:83",
"ipv4Address": "<ip address>/16"
}
]I
"certChain": [

"<cert chain>"

] 4
"version": "1.1.0 (branch dgllOdev - build number 152)",
"duuid": "d58fe482-fdca-468b-a7ad-dfbfa916e58b"

BEFENVT—UDIT Y AER— bk

Cisco Crosswork 7 — % 7 — k7 = A (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%¢
BT BT, B AL AL E 2= F By VDA E—BBRETT,

)

GE) AR NLRHCEBIERN\ Y7 —JEERELZHEL TWRWEEDOA, a B—2
D ET, HELTWDEHA, 77 A /W% VM OEEH#%IZER L 72 SCP URI D565
IZab—SNET, A N ARHZEEER/ NNy 7F—VERELRE LTHE DA,
Crosswork Cloud 7 7'V /r—3 = % | L 7= Crosswork Data Gateway D%k (64 ~=—
V) ICERFET,

AT 71 Cisco Crosswork 7—4 77— R 7 =4 (Cisco Crosswork Data Gateway) (212274 > LET,

ARTYT2 A A=a—=00 [1 By r—Y D7 AR — K (1 Export Enrollment Package) ] #3E&R L, [OK] %
70y LET,

II AR b—ILBRRY
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Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o &~ w

< QK>

ATYTI BN =T AR— T 57DDSCPURI Z AL, [OK] 227V v 7 LET,

Gx) o IRA MESCP H—REFITTHLENH Y 9, BIEMIZIE, Crosswork +—/X~D7 7 &
AFERT 2= B a—H RGNy r—U T AR— M TAHXLERH Y F7,

o T 7N EDR—FREFHLTWARWESEIE, SCPa~> FO—#& LTHR— FEHEET
xFT, 2R BN —VEEHRE YL LTI AR—ML, TO2—FDHR—
LT 4 LT FPUIZAR—F4000 TT7 7 A NERET DL, KO~ FEFEITLET,

scp -P4000 admin@<ip address>:/home/admin

BERT 7 A I B OLRTTIER S ALE T, #i : 9208b9bc-b941-4ae9-bla2-765429766f27 json

ATY T4 SCPRAT7L—X (SCP2—H 2T —FR) #ASL., [OK]%Z V27 LET,
ATVTS BNy r—YEkn—JiLarta—2|lEEIE—TE P75 81E, SCP—"\nbr—Lay
Vo= X I8y =V FEcCar—LE T,

RDZRY

[Crosswork Cloud 7 7'V 47— = & ffi[fl L 7= Crosswork Data Gateway D&% (64 =2—37) |
DOFIAIZHEV Y, Crosswork Cloud ~® Cisco Crosswork 5 —# 77— k7 = A (Cisco Crosswork Data
Gateway) ODOXFERICHERE T,
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. Crosswork Cloud 7 7'1) 7 —< 3 > % {#F L 1= Crosswork Data Gateway 0 & £

Crosswork Cloud 7 7' ') r—< 3 > % {#FH L 1= Crosswork
Data Gateway D & £k

Crosswork Data Gateway @ .json X$§k 7 7 A /LIZI%, Crosswork Cloud {Z Crosswork Data Gateway
ERGET ORI IND —BOT VP ENGEAENETENTWET, LLTFO@BIZHEN,
Crosswork Cloud (2% D1EF#H 2B L F 7,

\}

(G£)  Crosswork Data Gateway DI /) 8T 7 4 v 7 CT 7 A T U+ —NE2EATL581E. 77
AT U A —/VOFEIE T cdg.crosswork.cisco.com 33 &2 TN crosswork.cisco.com 23FF A S 4L T W
D2 LB LET,

AT w1 Crosswork Cloud Iz 22 7' A > L £,

RT9T2 AL 7 4 RUT, [%E (Configure) 1>[7—# % —hr 7 x4 (DataGateways) | DIEIZZ U >~ 7 LT
o BEM (Add) 1227V v 27 LET,

ATw T3 &k (Registration File) 1% 2 U v 7 LT, Crosswork Data Gateway 7>H % 7 b — R L= 8T —4% 7 7
ANET v 7Tr—RL, json 7 7 A /VOGFHIIEEI L T, R~ (Next) |27 U v 7 LET,

AT 74 Cisco Crosswork Data Gateway D4 Ria AT L E7,

ATw 7S [77V/r— 3 (Application) 17 4 —/L KT, Z @ Crosswork Data Gateway -{ > A ¥ > A& ffi ] L T\
% Crosswork Cloud 77U 77— 3 > 23R L £ 9, 45 Crosswork Data Gateway (%, 1 2@ Crosswork Cloud
TV =y a IlOREATEET,

ATV T6 FEOVOMET 4 — /L FIZANILTOD, [k~ (Next) 1227V v 7 LET,

AT Tl (AFvay) 274 AN LET, ZITEY, RU¥ 7 %FFD Crosswork Data Gateway % 27 /L— 71k,
TEXET, TD%, [k~ Next) 1227 Vw7 LET,

AT T8 AJJL7T= Crosswork Data Gateway DIEHZ R L CTH2 D, [k~ (Next) 127 Vv 7 LET,

ATYT9 KR (Accept) 1227V v 7 LT, ¥Xa VT 4iEAEEZITANET,

Crosswork Data Gateway DiBNNZHKEN L7 Z & 2R T A v E—URERINET,

RDZRY
ZOFRIEEMEYIKL T, *v U —27NOTTO Crosswork Data Gateway % Crosswork Cloud
WZBER L £,

Crosswork Data Gateway 75 IE 5 (ZHE S A7 2 & 2 MER T 212X, [T—# 7 — b= A (Data
Gateways) | %72 U v 27 L CMh 5., Crosswork Data Gateway D4 fija 27 U v 27 L, iBINLT-
Crosswork Data Gateway (2R3 5 R DIEZ MR L £3,

s[BEvar7T w7 (SessionUp) |:[7 77 47 (Active) ]

. AR b—ILBRRY
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Crosswork Data Gateway ##ED 5 )L a2 — b+ .

o [#%5¢ (Connectivity) ]:[E > a7 7 (Session Up) ]

Crosswork Data Gateway 7% Crosswork Cloud ¥— & A [ZTE R IZHHE S AU TV WEA L,

[Crosswork Data Gateway #fc D s 7 7 /L2 = — k

(65~4—2) | OEHEBBL TSN,

Crosswork Data Gateway D 5 J /)L a— k

IR DFTIL, Crosswork Data Gateway % Crosswork Cloud 7 7'V & —3 3 ACHEGE T D BRIC 4R
T HAREMED & D — xR 7RRIEZ FI1ZE L, MBEORINZRE L TR 572007 7 —F %

RLET,

% 2: Crosswork Data Gateway 385D S TN a—TFT 4 7

el =8

B1E

NTP OREEIZ X Y Crosswork Data Gateway %
Cisco Crosswork Cloud |Z ¥k C& £t A, D
E0, 220007y 7 OTNRHY £T,

1. Crosswork Data Gateway VM (& 7' > L&
—a—o

> 2" (5 Troubleshooting) ]> [show-tech 1T
(Run show-tech) 1 (ZfHEh L £7,

7L NA XV EE T tarball & RTET D G
FemANL, [OK] 227V vr LET,

show-tech & 7'

( /cdg/logs/components/control ler-gateway/session. log
\Z& % session. log 771 L) TxZT—ngk
REINTEHE.
UNAUTHENTICATED:invalid certificate.

x509: certificate has expired or is not yetg

reason:

valid

Crosswork Data Gateway & Cisco Crosswork

Cloud DIz 7 a vy 70T NnH Y £5,

3AA A= a—b, BBEDT AT LG
EDZF (3 Change Current System Settings) |
>[1 NTP#E (1 Configure NTP) ]IZF#E) L &
j—o

Cisco Crosswork Cloud ¥—/N—D 7 v v 7 [
Z & R4 5 X 9 ICNTP &% @€ L. Crosswork
Cloud {Z%f L T Crosswork Data Gateway ¢ %5
ERERAET,
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2 T P UM |

Eif] 121E
Crosswork Data Gateway |, #Mil Web —t |1 BHEWVOBREEIZ Y B % v — =272
AN EZEE R SV EE A, LaiE, 7ax i — "= ELET,
2. Tax it — AN—RRENICEEICEET
HHAIE, 7EF D URL AIE LW E
IMEHER L E T,
3. 7uaxvorsLrrryy GERE, 7

Crosswork Data Gateway > 7" &2 % 3 % —/3—D
AR BT DI, THIE Y v & v OR%E ]
ZZRL TSN,

OX T4 E) BIELWNLE S D EiER
LiTO

. AR b—ILBRRY
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