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Cisco Crosswork Data Gateway { > A X AX, AZ L K7 VM & L TERR SN TR, =
yhu—=7 77V = a r EIFRIOGCERET S ENTEEYS (2 be—=T 77
sr—3 2 1%, Crosswork Cloud C©9) , 2O VML, v T —27nb 0T — X I % A6
T Harte—=7 77— SERTE T,

ZOBEFRD My 7 THR I TWET,

A VBT IT 4T Iar ) — LD (1 =)

+ Crosswork Data Gateway = —% —DEE (2 X—)
cBUED VAT AREDRR (5—)

cBIED VAT AFEKEDEE (6 X—)

» Crosswork Data Gateway D /XA Z /LD FKoRx (15 ~X—)

* Crosswork Data Gateway VM O h 7 7V o —F 4 7 (18 ~X—Y)

VES9T47FaAV)—IILOER

Cisco Crosswork Data Gateway X, B 27 A VNN T DA E T 0T 47 ar Y — L EEEL
£, WOMKIIRT LI, AV FTIT 47y —UIAL VA= a—RRRINET,

%‘

G¥) IR T AL v A =2 —F, dg-admin 2 —FIZHIE L TWET, A — X ([T E
F & [E CHERRIZ /2 2%, dgroper 2—H—DIBE LITRA 0 £, £ 1: K0 —/LOKE
(3 _—v) ZZBLTLKEIN,
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. Crosswork Data Gateway 1—H — D B IE

ALV A =a—2iE, ROFT v a rBFERsnEd,
LBy r—Y O AKR— |k

2. VAT LREDRR

BHAED L AT AREDLEH

4. 31 H )L

5. T TINYa—TFT 4T

p. SAT L—XDER

l.e s 77 b

Crosswork Data Gateway 11— — D &I

2T, IROWNFITHOWTEA L £,
s HR—bENDH2—H m—1 2X—=)

« NATU—ROEHE (4 =)

HYR—brESnd21—H 0—)L

Cisco Crosswork 7— % %7~ k7 = A (Cisco Crosswork Data Gateway) XKD —H 17—/ L% §f
D22 —FDHEFR—FLTHET,

« HIEE : CiscoCrosswork 7—4 ~"— h 7 = 1 (Cisco Crosswork Data Gateway) 73#)]8 C i
HEnice iz, FHER—LVEZFFO 1 AOT 74/ h® dg-admin = —HF3MER S L E
T, ZOa—HP—[FHIRTE 9, Cisco Crosswork & —# 7 — s 7 =1 (Cisco Crosswork
Data Gateway) O VM OEENICY v v ME T TV r— 9 OFek, @Bkt ED
WH, V= "—REDHE, I—FNVT v T 7 L— RDOFETREDHTEHINY LFHEZIALD
W7 DMERRDNERE STV E T,

cARL—4 : VM ORYOEBIRIZ, 7 7 4/ b Tdg-oper = —H HIERINET, ZD
22— —[%, Cisco Crosswork 7 — % 7°— F 7 = 1 (Cisco Crosswork Data Gateway) D 1E&;
HEHERAL, =7 —ar 7 %BfF L, =7 —@M%%{5 L. Cisco Crosswork 7 — % 77— K
7 = A (Cisco Crosswork Data Gateway) A > A ¥ X & ORI & O T A b &
FITTEET,

N

G¥) e 2—H—7 LF ¥ UL, Cisco Crosswork & —# #7— h 7 =1 (Cisco Crosswork
Data Gateway) DA A M—/ VIl S D2—W =77 MIEREINET,

e a—P I — B ARIESNHTNET,
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gti—ranzsi—so—L [

ROFIZ, Ho—/LTHEATE 2HRERLET,

= 1:£0—)LDIER

R EEE FRL—%

GRSy — P DT AR | v v

VAT LEREDRT

VNIC 7 K L A v v
NTP

DNS

A=

UUID

Syslog

AERA

77 —ARNT—F ot Vag=rs as

BA LS —

WMEDV AT LREDER

NTP D& E v X
DNS O E

HlAE~ v % DR E

Tl
X

ART 4 7 — N DORE
Syslog D% E

B LU SSH S — D ERK
FEEDA AR — b
VvNIC2 MTU D% E

BA LY — 2 DFRE

XA T — REEDOFRE

R 2 27 A L H D PR O
TA RVEALT T bOFR

[
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¥R

I

rRL—4

Docker = > 7
Docker £ A —3%
ay hr—J OFE RN
NTP D E|5E A EME
N— KT =T
ARP 7—7 /L

v MU — 7 Bt
T4 A i R
Linux #—E &

NTP A7 — & A
AT KRREH

SIS a—TFaY

o~ ROELT
show-tech M FZ1T

auditd 2 7 D=7 AR —
TAC ¥ = /L7 7 2 ADHHL

AN N

S NI N

IRAT L —ADEH

\

\

INATD—FKDZER

EHE ALY L IR —H 2= OW G NEFDNRAT L — X EETEETN, HAICEF

ZATH ZEIETE £ A,

HOONAT7 L —XEET 5120, WOTFNEEZFEITLET,

ATV TN A A=a—nD, [/XAT7 L —ADZEHE (Change Passphrase) | Z3RL, [OK]Z 27V v 7 LET,

RTY T2 BHEO/AT— K& AJjL, [Enter] ¥—%M L E T,

ATY T3 HLWARAT—KEZAN L, [Enter] ¥—ZMLEJ, "AT—K%&H 9 A LT, [Enter] F—Z 4L

=7,
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nrEnv 27 LgE0x® ||

RAEDYV AT LEREDRT

Crosswork Data Gateway ClX, IROBREEZ R R TXET,

BUED T AT AREEFRT HITIE, WOFIEEZFATLET,

ATY T WOKNIRT LI, AL A=a—D [2 VAT AFREDFE R (2 Show System Settings) | 23R L £

ATvT2 ?(;;(] Uy 7 LET, [BIEO VAT AREDZT (Show Current System Settings) | A == — [ & &
7
ATY T3 FRTHRELBEBIRLET,
BEF Ty 358
[1 VNICT KL A (1 vNIC Addresses) ] 7 RUAEHRE G, WICREZRRLET,
[2 NTP] BUERRE STV 5 NTP H— S 03iil 2 307 L %
7
[3 DNS] DNS H— Dt A KA L ET,
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B s=zo x7.850zE

BEA T3 B

[4 71 (4Proxy) | TaX ot —R"OEMEE R LET RESNLTY
D5E) o

[5 UUID] VAT AUUID R LET,

[6 Syslog] Syslog DHAEFXE & F~x LE T, Syslog DEAEN X

TE STV RWEAIX, B T # Forwarding
configuration follows] & FRENET,

[7 REFIE (7 Certificates) ] WOFEMET 7 A VEFTRT ATV a v b0 &
R

* Crosswork Data Gateway B4t E 7 7 1 /L
c 3 hr—TEAREAET 7 AV

e hr—7 D SSL/TLS GEAH 7 7 1 /L
* Syslog FIEFHE 7 7 A1 /L

ALY HAEAET 7 AL

877 —ARN7—hrFunbvPa=r2rnrs (8Fist |RHOT— a7 7 A VONEEZRRLET,
Boot Provisioning Log) ]

[9 %A 5V —2 (9 Timezone) | BUEDRERIREA R LET,

REDVATLEREDER
Crosswork Data Gateway Ti&, IRDOBREEZITWVET,
« NTP,
« DNS JI T,
T mF T,
cAXT 4T — ]
» Syslog,
« SSH ¥ —,
o FEREE,

» vNIC2 MTU,
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WL |

A BT,
o/\°}< ]7% Fg{q:o
o FRE 27 A IR,

« Idle timeout.

 auditd ZFZE L £7,

\}

GE) * Crosswork Data Gateway > A7 AR EILE A DA PRETE LT,

cSCPAHHHTAVENRH LB/ EL S 3T, SCPF 74/ D SCPAR— k22 %&1{#
HALBRWEASIE, SCPa~r FO—Hé LTR— 2 ETEET, ROfl2E%E
IZLTLEE0Y,

-P55 user@host:path/to/file

55T AKX LiR— ~T1,

NTP D% E

NTP F¢Zlll%, =2 b —7 77U 7r— 3 8 LU DCrosswork Data Gateway{ o A ¥ A
ERIT D ENREETT, RIL2WE, By arny Ryvod 203 T7oind, BiEA
A=V F v ra—RaEnE¥A, TOHE,  [clock time not match and sync failed] &9 =
7 — A v &—78 controller-gateway.log |ZREER SN E T, B T 7 AT 7 BAT HITIE
show-tech DFIT (21 =) BB LTLLEEV, AL L A=a2—0 [234 Z )L (Vitals) ]
o [ hr—TF OREAEEM: (Controller Reachability) ] 35 X OV [NTPZ|= I AEM: (NTP
Reachability) | 47> a > % LT, Crosswork Data Gateway &[RRIz ha—F 77U
r—33 Y ONTP ODEFEFREMEZ R TE £ J .  ( [Crosswork Data Gateway D731 Z )LD F
= (A5—=2) | #5H) o NTPRIE LS &E I TWRUE | [Session not established | &
W) T —NERRINET,
X—T 7 A ML DFAEEMHE T 5 K 9 12 Crosswork Data Gateway % i 29 5554, chrony.keys
7 7 A JViZhttps://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile |Z L S 41TV 5 R E D J7
ETT74r—~y NTBAXERHY 7, ntpd ZFEH LTIV, ntpkeys 7 7 AV EFEHT 5 &
ITRESINTWDLA FTIEL, Y—b
https //github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py %/ L T, ntp.keys
M5 chrony.keys [ZZ#CTX 9, YV —/LiL ntpd i% € % chrony AR L 928, F—
7 7 A VD FH % Crosswork Data GatewaylZA A — N T HMLERH Y £7°,

NTP BRE MRS 21213, IROFNAZHE> TS 7ZE Y,

AT [BUEDO AT AR EDZ R (Change Current System Settings) | A ==—7/ 5, [I NTPOFE (1 Configure
NTP) ] #i&R L £,

ATV T2 ROXEIITH LWNTP b —OFEME AN LET,
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https://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile
https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py

Crosswork Data Gateway VM (D% & |
B ovsowm:

« =Y X b A=K

« NTP RRREZ T 5208 9 7

e F—U AR AXN—ARKEY, ="YX M EEBR T LLERDD
« VM ~® SCP ~D % —7 7 A L URI

* VM ~®D SCP ~DF—7 7 A L/XAT L —X

ATV T3 REZRIGFTHITIL[OK]Z 27V v 7 LET,

DNS DX 7E

ATY T [BIED Y AT LFREDZHE (Change Current System Settings) | A == —/ 5, [2DNSOFRE (2 Configure
DNS) ] #i®ERL, [OK] %7 U2 LET,

ATYT2 HILWDNS =T KL AL RAL B AN LET,

ATV T3 BEEZRGTDHITIZ[OKIZ 27U v 7 LET,

Ve O > =JL ==
HE 7 OXF T DEERE
ALVA NN a X b —RERELTWARAWESIT, 2oFFvarvEaEALTTex
Y —NEERELET,

AT T [BUEDO VAT L% EDAEH (Change Current System Settings) | A == —n 5, B HfI7 2T 0% E 3
Configure Control Proxy) ] ##R L, [OK] %7 U v 27 LET,
ATV T2 HATTHHAIE. ROFEA T 7 THUIW (Yes) 1227V v 7 LET, fifr LAWEAE, [Fyot'r
(Cancel) 127 Vv 7 LET,
ATFY T3 ROLITHF LT aF U —ROFEE A LET,
« #— X URL
« S RRT RLR
e Xy W4

e TR NAT L —X

ATy T4 BREERETHIIL[OK]Z27 U v 7 LET,
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RET 49— FOEE .

AT ALY IL— FDEHRTE

AHT 4 w7 )V— K&, Crosswork Data Gateway 78 =2 L 7 # 2 BB II/HIFRER 2 ZFE LT & &
WCRESNET, A A=a—D[AZT v 27 )b— hOiEE (Configure Static Routes) ] 4
TvalE, I TN a—T 4 U IHERTE £,

\}

GE) ZoF7varEBHFEHLTRESNICAZT v 7 /b— K, Crosswork Data Gateway
U7 — MERZRbIvET,

ARAT 499 )L— DIEM
AT 47— bEBINT A1, ROFIEEZETLET,

ATy T [Eﬁf@ VAT LFREDZ T (Change Current System Settings) | A == —/nbH, [4 AXT (v 7 )b— D&
JE (4 Configure Static Routes) | Z &N L £,

z%vjzz&%4v7»—%%ﬁ%#éum¢ﬁm(m@]%@ﬁbi#o

RTYT3 AXT 4w I N— b EBEBMTEHA U H—T oA AERRLET,

ATy T4 IPA—=Va UEBIRLET,

ATy s a7 MRFERENZDL, CIDRIEXTIPvE £721XIPv6 7 %y b2 AT LET,
ATYT6 REERFTHIL[OK]Z27 Y v 7 LET,

AT 499 IL— FDOHEIBR
BT 47—k EEIRT B, KO FIEE FITLUET,

ATY T [BIED T AT LAFREDZAHE (Change Current System Settings) | A == —Mn 5, [4 AXT 4 v 7 )b— F D%
7E (4 Configure Static Routes) | Z &R L £,

RATYT2 22T 4 v 7 h— FaHIERT 2123, [HIER (Delete) ] IR £7,

ATYTI AZT 4w I N— EHIRTHA ¥ —T = A AZEIRLET,

ATYT8 P A=V VERIRLET,

AT9 75 CIDRIEATIPVE £7213IPv6 7 1y & AT LET,

ATV T6 REERGETDHITL[OK]EZZ Y v 7 LET,
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. Syslog D& E

S —
Syslog MEXTE
S
() #HHEOLmx T4 AU Ea—T 3 TIPvd 721X IPv6 &R — b3 5 X 91T Syslog

P N—RETLHEIE. VAT LEHENA FBLIORETA FeZRLTEZS
A

WOTFNEIZHEV Y, Syslog 3¢ E L £,

ATy T [BEOY AT LGFEDZETE (Change Current System Settings) ] A == —» 5, [5SyslogDi%E (5 Configure
Syslog) ] &N L £,
RAT9 T2 RO syslog BHEOH LWMEZ AT LET,

o [h— 37 RL A (Serveraddress) ]: BEA ¥ —T = A A5G T 7 & A HHE7R syslog ¥—/ D IPv4
FIXIPV6 T RV A, IPV6 7 RLAZMEH L CWAHAIE, Ahva ([1:1]) THLLERDHD £
j—O

o [A— 1k (Port) ]: syslog —/"DHKR— h&E=,
«[7'm k= (Protocol) ] : syslog DE(ERFIZ UDP, TCP, F72IX RELP i L £,

o [TLS#&H DSyslog# #1952 (Use Syslog over TLS?) ]: TLS ZfEMH L T syslog N7 7 1 v 7 k5=
tLEJ,

« [TLSE' 74 (TLS Peer Name) | : ¥—/ GEHE D SubjectAltName 721372 =7 ML@EKAIZ AT &
Nz BV O Syslog — DR M,

« [Syslog/L— RFEAHE~ 7 A JLURI (Syslog Root Certificate File URI) ] : SCP % {# ] L CTH£S L 7= Syslog
P— 30 PEM B D /L— R E,

s [SyslogaEAE 7 7 A /LD /XA 7 L — X (Syslog Certificate File Passphrase) ] : Syslog AFFl&ETF = —> %
39 % SCP 2—H D/RAT — R,

ATY T3 REEARFETHIL[OK]Z 27U v 7 LET,

#7 L L) SSH F— D 1ERL

FH LW SSH F—%AEpk 35 &, BEOF—NHIBRSNET,
WOFNEIZHE ST, FH LV SSH F—Z1ERk L E7,

AT T [BHIEO VAT L EDZETE (Change Current System Settings) | A == —m 5, [6 # LW SSHF —DIERK (6
Create new SSH keys) | Zi&IR L 7,
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R |

ATv T2 [OK] %27V 7 LET, Crosswork Data Gateway |, # L\ SSH ¥ — %47 2 BHEERE 7 vt 2 & Bk
LET,

FEBAZED A Vi R— bk
ay he—IEBARAEFEUSNOERAELZREHT 5L, a7 2 PHESHLET,
Crosswork Data Gateway CTld, IRDFEHFEL A R —F T 52N TEET,
cary hr—JBAGHETY 7 AV
e 22 b —7 @ SSL/TLS GEHE T 7 A L
* Syslog FIEFHE 7 7 1 /L

s TR FEHET 7 AL

AT T [BUEO Y AT L% EDZEH (Change Current System Settings) | A == —Mn 5, [TAEHED A VAR—F (7
Import Certificate) ] Z &R L £ ¥,

RAT9T2 AV AR— T LREELEIN L £,

ATy T3 BRLIAEHIET 7 A L0 SCPURI # A L £ T,

ATY T4 SCPURID/RAT7L—X%ASL, [OK] %227 U v 7 LET,

=JL =

vNIC2 MTU DX FE
35D NIC 2 L TWBEAIZDI, YWNIC2 MTU 2B T £4,
AHE =T 2 A AR U RT L—h&EVR— L TWBHEHA, MTU EO#FHIX 60 — 9000
T, V¥R T L —hExYR—FLARWA L H—T A ZADFE. ARh7eEIT 60 — 1500
T9, Mh7a MTU 2% E T % & . Crosswork Data Gateway X725 5 2 HI{EFR E STV A EICE

LET, AV#EAZMEERT 21, N— Rz 7 O~v=27 VEZRLTIEIN, =7—
1%, showtech D EITHIZE/RIND MTU BHE =T —0 kern.log ([ZFEfk S E T,

AT T [BUED VAT LFREDAEH (Change Current System Settings) ] A ==—7225, [8§ yWNICI MTUDFRE (8
Configure vNIC1 MTU) ] 23R L £7°,
ATw T2 WIC2MTU fEZ AT LET,

ATY T3 REEARIFETHITIL[OKIZ27 U v 7 LET,
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. Crosswork Data Gateway VM D % A LY — > DERE

Crosswork Data Gateway VM D 2 1 LY — 2 DERE

Crosswork Data Gateway VM 1%, ®AICT 7+ /v DX A LY —> (UTC) TEEILET, 7
T D Crosswork Data Gateway 7 27 A (showtech & 7' & & Te) 728, B4R L7=HATcxbis Lz
BA DAL T HRKT D LD, FHEHICEDETH A LY =V EEHLET,

AT 71 Crosswork Data GatewayVM DA > ¥ 7 7 7 7 A == —", [Change Current System Settings] % ¥R L £ 7,
AT w T2 [9 Timezone] % FR L £,
ATy T3 EEMEEZRINL £,

ATV TE Z ALY = ATIET D E TR A BRI L £,
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nzo—rekozE |

ATy 75 [OK] ZBRL CRELZMRFELET,

AT 76 Crosswork Data GatewayVM % J 7 — R LT, TRTOTRERATHLNZ A LAY —UBRBIREND L9 IC
LET,

AT w F1 Crosswork Data Gateway VM 22512 77 7 kL £,

INATT— FEHDERE
WDSAT — FEMZRETE LT,
e XA — ROHRE
o XA T — RIEfE
¢ NAT — RO IR

eny AT —

ATy [BUED Y AT LR EDZH (Change Current System Settings) | A == —225, [0/3A T — REHAEDOFKE (0
Configure Password Requirements) | ##&R L £,
ATy T2 BEHETHNRAY— FEZERLET,
EEFT LA T a v 2ZELET,
« [/XRT— FD3&E (Password Strength) ]
o[/ T AD/INE (Min Number of Classes) ]
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B rscs songozE

 [i/ME (Min Length) ]
o [F/NEE T4 (Min Changed Characters) ]
«[Z LTy FOFEARMEL (Max Digit Credit) ]
[Z LYy FORRRKILFE (Max Upper Case Letter Credit) ]
[7 Ly hDEK/ANICTH (Max Lower Case Letter Credit) ]
[ LTy hDOFEDMD LT DR KICTH (Max Other Character Credit) ]
o [l RKHFH > — 4 > A (Max Monotonic Sequence) ]
o [T DI K 3CF% (Max Same Consecutive Characters) ]
o [[FI L7 Z 2D KR T4 (Max Same Class Consecutive Characters) ]
«[/SR T — FFEEE (Password History) ]
« [EHEDOFFIT (Change Retries) ]

* [EFE% (History Depth) ]

«[NAU— FOALIR (Password expiration) ]
* /A% (Min Days) |
s [l K B%% (Min Days) ]
e [%4H (Warn Days) ]
«[B5 4 >IT5— (Login Failures) ]
«[m 21 x5 — (Login Failures) ]
s (W17 » VK (FY)  (Initial Block Time (sec)) ]

[T RV AFy vy aZ Al (B) (Address Cache Time (sec)) ]

ATV T3 REZRGETHITIL[OKIZ2 Y v LET,

RO 1A U BOHPRDERE

7 7 4 /v hClX, Crosswork Data Gateway (£, 4 VM @ dg-admin 33 L 0" dg-oper = — ¥ —|Z %}
LTIty a2 R—FLET, ZNEEET DL, KOFIEZETLET,

ATY T [BIED Y AT LFREDZTE (Change Current System Settings) | A == —n 5, [T 74 U EOHIBRO

7E (Configure Simultaneous Login Limits) ] iR L £ 7,
ATw T2 FRENDT 4> RUT, dg-admin 8L dg-oper =—H—DFRIEEE v g U EE2 AT LET,
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74 k1679 rogz ||

ATv T3 [OK] Z@EIRL TEFNREZRIFLET,

TARILEALT I FDETE

ATy T [BEOY AT AGFEDZETE (Change Current System Settings) | A == —0 5, [b 7 A KLVZ A LT 7 kD
%7€ (b Configure Idle Timeout) ] Z 4R L £,

ATvT2 RREINDIU 4V RUIL, 7A RVEA LT U FOF LWVMEEZ AT LET,
ATYFT3 Ok L AJLT, BHERFLET,

N = o |
)E— FEEY—/I\—DRE
ZOFNEEFEHL T, VE'— F¥—r3—~0 auditd daemon D=7 AR— hEZFRELFT,
AT T [BUEO VAT LF%EDAEH (Change Current System Settings) ] A == —72>5, [cauditd% %€ (c Configure
auditd) | BN L £,
RTv T2 ROFEMEANTILET,
e UE— b Auditd V—/—7 KL &,

« UE— |k auditd —/3—K— |k,

ATw 73 [OK] ZBIR L TEENRFERGFLET,

Crosswork Data Gateway D /\1 2 )LD XK

LT OFNAIZAE - T, Cisco Crosswork 7 — 4 %7 — k7 = 4 (Cisco Crosswork Data Gateway) @
WA Z N RKRLET,

RTYT1 AL A=a—T, WA B)LEAL4DBERLET,
ATY T2 [VMO/RA Z)LDFER (Show VM Vitals) | A == —nb, RT3 XV aEIRLET,
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. Crosswork Data Gateway /31 2 LD KR

N AL Bl
Docker = > 7} (Docker Containers) AT NTCHAEA  AHE v AL EF TS Docker =

YT T ORDNA Z N EFRLET,
=273 ID (Container ID)

A A—VH% (Image)

41 (Name)

2+ N (Command)

YERCHREZ] (Created Time)

AT —4 A (Status)

AR— 1 (Port)
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Crosswork Data Gateway /N # LD KT .

INA 2L A
Docker 4 A —3 (Docker Images) VAT NTCHIERAF S 4L TU 5 Docker 4 A — Y DR
DFfMIZ R R LET,

UARY U (Repository)
A A= 1D (Image ID)
YERIRF 4] (Created Time)
P14 X (Size)

% 7 (Tag)

2 hr—7 OFEAHEM: (Controller Reachability) | =2 b 72— 7 ORERGEMET A b D FITHER 2 For
L/i‘é—o

T 74N NIPvA 7 — N =4 (Default IPv4 gateway)
T 7 4 /V MPv6 7 — b =4 (DefaultIPv6 gateway)
DNS #—~3 (DNS server)
2> hu—5 (Controller)

avhka—Iky g LODAT—H A (Controller
session status)

NTP O A HEM: (NTP Reachability) NTP R (a7 A FOFEREZFR R L ET,
NTP H— ~Ofigik (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BIED > A7 AFE[H (Current system time)

Jb— bk 5 —7L (Route Table) IPv4 BELWNIPV6 v —T 4 V7T —T N ERRLE
—é—o

ARP 5 —7 /L (ARP Table) ARP T — 7 N E2FK R LET,

T v b U— 27 8%t (Network Connections) BHEORy NI—T8RE VA= R— M EFmr
L\i‘a_(]

T 4 A7 fEIE % (Disk Space Usage) TRTCONR—T > a VOBIEDT 4 A7 KaDfE
AR ERRLET,
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. Crosswork Data GatewayVM D S5 )L a—F 4 U4

NS B Bl

Linux #—E A (Linux Services) KO Linux Y —EADRAT—H A% FKRrLET,
* NTP

* SSH

* Syslog

* Docker

* Cisco Crosswork & — % %7— k7 =4 (Cisco
Crosswork Data Gateway) > 7 7 A N7 7 Fx

a7
NTP A5 — X A DFER NTP #—R—D AT —H A% KR LET,
AT LR OMERR VAT AR AR LT,

Crosswork Data GatewayVM @D S5 T )L a—F 4 25

[N TN a—F 47 (Troubleshooting) | A =2 —IZ7 7 BATHITIL, AA v A=a—
M [5 8T TN a—F 17 (5 Troubleshooting) | Z %R L £,

N

GE)  EifgIx. dg-admin =—¥— (25T 5 [FT 72— 1 > 27 (Troubleshooting) ] A
Za—%RLTWET, dgoper 2—FiXZNHDF T a rO—EEEATEEEA,
K1: & —LOHER (3X—Y) 2ZRLTIEZIN,

[NTZ 7Ny 2—TF 47 (Troubleshooting) | A == —IZiX, ROF T arNHv ET,
cira~y FOFET (18 =)
« show-tech DELT (21 _—2)
» Crosswork Data Gateway VM DL v » R Z 7 (22 X—)
cauditd 2 7 DT AR — b (22 X—2)

«TAC > = V7 7 ZDEL (22 2—)
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#~Z k~n Ping [}

1:[E2¥iDETT (Run Diagnostics) ] » —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

lsof

iostat

vmstat

nslookup

tcpdump

HElOCONGCOSWNR

3 E

RRA +A~® Ping

Crosswork Data Gateway 1%, LR D IP 7 KL A~OE|ZERGEM 2 MR T D DIEHTE %
ping +—7 4 U7 ¢ L £7,

ATy 1 [ZBDFEIT (Run Diagnostics) ] A == —»5 [2 ping] 23R L £,
ATYT2 ROWEREATILET,

« Ping [A]%%

cSETHEARA N EZILIP

« %&{§7LR— (UDP, TCP, TCP #t)

« 55 THEAR—  (UDP. TCP. TCP #:§%)

ATvT3 [OK]Z7 Vw7 LET,

KRR BT SHFL—XIL— b

Crosswork Data Gateway |ZIZIBEDRED N7 TNV a—TFT 0 V TITHSD [ L—A/L— b
(traceroute) |47V a v NHABEESNTWET, ZOF 7Y arZEMAT 5 &, Crosswork Data
Gateway N EEGE/CICEIET D £ TORE M2 THITE £,
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B sorva—5voronazrrivay

AT w1 [Z2WD%ELT (Run Diagnostics) ] A ==—»5, [3 L —A/L— |} (3 traceroute) | Z&EN L £,
ATFYT2 FL—AN— b EEANLET,
ATy T3 [OK]Z7 V7 LET,

cSITILoa—TF409DEHOAR ATy

Crosswork Data Gateway (21X, N7 7y a—FT 4 THOa~vy KRBV DPHESLTY
£,

ATY T[S hT TN a—T 47 (5Troubleshooting) 1>[1 ZWi?D ST (1 Run Diagnostics) (2@ L 9,
AT9FT2 avr Regavwr ROMOF T a v E37 4 VX EBRIRLET,

* 4top

* 5 Isof

* 6 iostat

» 7 vmstat

* 8 nsolookup

ATy F3I [OK] &7 V7 LET,

TRCOAT v a &R T D L Crosswork Data Gateway (XH[E %227 V7 L, i€ L7=4 7
varEMHLTCavy REFETLET,

tecpdump DA AO— kK

Crosswork Data Gateway (Zi%, > NUV—27 8T 7 4 v 7 DX ¥ 7 F ¥ L orEveElzd 5
tepdump A7 a B F9,

Y

GE)  ZoX A7, dg-admin 2—H—DHNFETTEET,

ATYT1 [S F T TN a—T 47 (5Troubleshooting) ]>[#2Wr 34T (Run Diagnostics) ]>[9 tepdump] [ZFEE) L
£75

ATV T2 tepdump 2—T 4 VT 4 ZRATT DA H =T oA AEBIRLET, TXCOA U F—T oA A LT
FATT DI, [TTC (Al 147 v a v a2&RLET,

AT T3 WL F 2y IRy A F LT, EEICAT Y MEREERT D0, TRy 7F v Lizry
N& 7 7 A VITRIFE L E9,
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show-tech D E1T .

AT T4 ROFEMEADLT, [OK] 227 U7 LET,
« 37y FMEOTIBR  (Packet count limit)
o IAERFFH OHIBR  (Collection time limit)
« 7P A ZOHIBR (File size limit)

e 7 4 NH I

BIR L7247 > 3 G U T, Crosswork Data Gateway (/37 > % v 7' F ¥ (F#f &2 Wi 23R
IRT DD, FTET 7 A MIRFLE T, tepdump2—7 4 U T « BFEE LTZHIRIZEZET D &
Crosswork Data Gateway |37 7 A V& [EMi L. 7 7 A V% ) E— bR A MIHEET 572D SCP
JVUT R NVEERLUET, BRENET T 50, EIIFETHNC Y 7 A VREE F ¥ L
To%E. EMELIZT 7 A VITHIBRSET,

show-tech M E1T

Crosswork Data Gateway |, 177 7 7 A V& 2—WEFKD SCP DL AR— 547
v a v show_tech Z42fk L 9,

RO XS o7 —=2 ks,
* Docker =1 7 F THEIT N TV 5T X T D Data Gateway 2 R —F > b/

* VM /XA Z 1
FATHFTOT 4 L2 b VI tarball Z1ERk L E 9, H /I pe-<cbe version>-<CDG host
name>-year-month-day--hour-minute-second.tar.xz.enc k A 5 Zl ﬁﬁ@ tarball VC‘“g‘o

Crosswork Data Gateway DIRREIC K > T, ZDa~y ROFETITHG D0 D5E608H 0 £7,

ATV TN [FF TV a—F 7 (Troubleshooting) ] A ==—7>5 [5 Show-tech] Zi®R L, [OK] %27 U v L&
R

ATV T2 vl LA ZNEETe taball DR E AT LET,

ATV T3 SCPRATL—X%ASL, [OK] %27 Vv LET,

showtech 7 7 A WL ENT-TERCTCHF v r— RELET,
G¥) AT AOFERARIZ X > TliZ, showtech” 7 A /LD F 7 o — RIZES DN DEERH D £,
ATy T4 Fooo—RKRETLEL, ROa<vwy REFEITLTESLET,

GE) 77 ANEESTHITE, OpenSSL A=V 2 v LI EZEHTLI2HERH Y £, VAT LD
openssl N— g U ERHERT BT, openssl version A~ REZERLET,

MAC C7 7 A NVEE ST 511X, OpenSSL111+% A A h—/L T 50BN H Y £, TilE,
LibreSSL @ openss1 =< > K73 OpenSSL @ openssl ¥/ RCTHHR—FEINTNDETXTDA
A v FIEYFHR—F L TWRWNEDHTT,
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. Crosswork Data GatewayVM D> vy k53

openssl enc -d -AES-256-CBC -pbkdf2 -md shabl2 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data GatewayVM D> ¥y R3O >

[NF TN 2—F ¢+ 27 (Troubleshooting) ] A == —5H[SVM®D T ¥ v h&Z 7 (5Shutdown
VM) ] %3 L T, Crosswork Data Gateway VM OEIRAZ 4 712 LE T,

auditd O O TH RK—
auditd 7 7 % =7 AH— MBI, KO FIEFATLE T,

ATY TN [N T TNy a—TF 47 (Troubleshooting) | C, [9 &R 7/ D=/ AR — bk (9 Export audit Logs) | % i3
WLET,

AT w72 auditd 2 7O tarball B EALH DA 7 L—X% A LET,
ATy T3 [OK]Z27 V7 LET,

D

—F—arvEant-05 774 IILDOHIK

COFNEEMFEHA LT, /var/log BI W Jopt/dg/log 7 F/NENOO—FT —3 9 INT2d T
OurT 77 AN (*gz £723 *xz) EHIFRLET,

ARTFY TN [N T TNy a—T 47 (Troubleshooting) | A == —n6, [ —T—L a3l 77 A LOHIER (8
Remove Rotated Log files) ] Z 3R L £77,

ATV T2 BRENDEAT a7 THIW (Yes) | ZRINRL T, ZHEARIFELET,

TAC L T )ILT7 72 ADEMIE

TACY =)V 7 7 AT 5L, Y RAanx V=7 F, dgtac &\ ) L ETOTHIF A
Da—HP 2 LT, SERRIFICT L > T Ubuntu ¥ = /VICEBER 7' A o TEET,

BT, 2—¥Rv a7 VERS LAWK S IZdgtace—YF T v e v 7 X
TWT, AT — FRHIREIAUC 2 > TWET, AINCT 5 &, dgtac +— TR DIEH D
12:00am UTC (4FRITOFFUTC) £TT 77 4 712720 £3, Zid 24 FFREIRIE T,

dg-tac = —HE2HNZT 5 FIAIT, kD&Y TT,
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ATy T
ATy T2
ATvT3

RTv74
ATvT5
ATv 76
ATvT1

ATvT8

R L |

A\

GE) Zo778AZANNCTAICIE, YA P=TIEETALNERHY F1,

b BRIl
YAIADEY T =T ) SWIMS Aberto Y —/VIZT VB ATE 5 Z 2R LTI EEN,

dg-admin = —# & L C Data Gateway VM {12 7' 1 » L £,

AAVA=Za—=nb, [ NT7 TV a2—T 47 (5 Troubleshooting) ] Zi&IR L F 7,

[N Z 7NV 2—TF (7 (Troubleshooting) | A ==—Mm5, [TACY =V 7 7 ¥ ADHNE (Enable TAC

Shell Access) ] Zi®IRL £,

dgtac = —H D a /A NNIFREFHAD/XAT—RETACHL T ¥ LV b= U ~DIRENVLETH D

T EREBETOIXATaINFRENET, ZORRTEMET m B AEEIET DI W2 (No) ]

. BT DI IV (Yes) [ #BIRLET,

WATTHE, FEHTIH LSRR T = ROATNRRD LI, TAT U NPRBEHZR D BNERRINET,

ALY =N A2 =TTV bOR I ERRT 212D AT— RE AT LET,

Crosswork Data Gateway 7*5H> 12 7 7 7 b LT,

YAAPDIT Y =T ) Crosswork Data Gateway D VM IZEHET 7 B A TE H551%, WO FIAEZFATLE

T TNLSDGEIE, FIE8ICHERE T,

a) dgtac 2—H—OFIAS THE LI/ RAT— &, YO RAaxv=7 L EHFLET,

b) RELIENAT—REMFHL T A0z V=T Ndgtac2—H—& L TSSHEXHETr A LE
j—o
WNAT—=REeANNTLHLE, FYLorP b= URRRINET, YAV =71F, SWIMS Aberto
V= LEHFH L TF ¥ LY b= VIZEBA L, BLABEHRDIGE % Crosswork Data Gateway @ VM T
Fx LoV =7 R T ET,

c) vAaOT YT |ddgtac 22— —L L TEFICus/A L, NTTINVva—T 407 &8FTLE
D
dgtac = —H DT A KX A LT 7 MERIZ 1S 0T, »o 7 U MLIZGAE, Y A0 v=7
X, BEa A T 5DICH LT Y LU DICBEATHMNERDHY 77,

d) NIV a—T 4 VI NET LEDL, VAIDOZ V=T X TAC V= nbu /777 b LET,

VA ADT V=T 78 Crosswork Data Gateway O VM ([ZEHET 7 B A TE R WGEIE, T A7 by 7

EAEHCLCUVAADT V=T EDI—T 4 VT 2BBLET,

a) koa<wr REHALT, dgtac— & L TCSSHEHTr 714 LET,
ssh dg-tac @<DG hostname or IP>

b) dgtac 2 —WITRELIZ/ AT —FE AN LET,

RAT—=REANTDE, FYLod b—2 U RFERENET, 2O =2 %2 2apTr =7
CLHEHELET, TV AT V=T (XSWIMS Aberto Y — /L&A LT h—27 I BLA L, I0E%E
HHLES,
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B ncoznarrous

) Ty LY h—7 U NIxT DB &GS % Crosswork Data Gateway VM (ZHE W £71F £ 97, Enter & —
EHT LT A REREINET,

d) "I TNTa—T 4 TETICE, TR by 7E2IET L0, FLEF VA0 V=T OfR
WZHEWE T,

dg-tac 2 —¥ D7 A KAVZ A LT U MERNZ 150 To, v 7 U NLEHE, v Aapxzr V=T
X, BEa A T 50 LT Y Ly DICBELATHIVNERDHY £7°,

e) "I TNva—TFT 4V NETLEL, TACY=nbu s 7w hLET,

TACS T )LARY FDEE

WDV ARZHD TAC ¥ = )b A X FDH A LAX T ERIL, tac_shelllog 7 7 A WAZFEER
EhET, TAC ¥ =LA X M Crosswork Cloud =1 b —F ([ CH B ESNE T,

* TAC v =V OH ML
« TAC ¥ = /L O #ghil,
e dg-tac D1 7 A v

e dg-tac DR 7T 7 b

Data Gateway 7% Crosswork Cloud = & h m—Z |ZHfE T E W56, TAC = /LA X M

/opt/dg/data/controller-gateway/audit/pending 7 % 4 RSN E 9, Crosswork Cloud =
Y b= ZRBEARRICRD L, ZRHDA XY MES SURICIEE SNET,

tac_shell.log 7 7 A /L1E, Crosswork Data Gateway VM @ showtech /3> RV CEHA T £,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



