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(Enrollment THODSCP2—H | s ymicgd. (2%
Passphrase) INART L=, r—LHIZ Z L6 DR

TA—=HEIRET D
Ll BNy r—Y
¥, Cisco Crosswork
TR =Tz
(Cisco Crosswork Data
Gateway) O ][RI E)
FRZF Do — LR A
MZ HEIICHEE S
F9,

A A N—=)VERRZZ
HDOIRT A—R EFRE
L7aWGaid, Bk
N lF—= DT A
K=k (B5~=V)
DFMNZAE - TS
Ry lr—Y%F#cx
JAR—FLET,

RDOEZE : Cisco Crosswork Data Gateway VM DA > A h— UIZHEARF T,

vCenter vSphere Client Z &£/ L 7= Crosswork Data Gateway
DAVABR=IL

vCenter vSphere Client % {#i f§ L T Crosswork Data Gateway % -1 > A h—/L 3 521X, RO FIA
BIATLET,

ATw 1 Crosswork Data Gateway 3.02 DU U —2A /— h &S L, CCO (*.ova) M HHELEX}IL5 Crosswork Data
Gateway 1 A—V 77 A NVEX U ra—RKLET,

2& 7 7 # /v @ VMware vCenter DB Z A L7 7 M 154y TH, OVF 77 L— MEHOE T
W AINBEEI 15 S EBA B L. vCenter REA KT 1 L. Beblh b0 038 Hh 0 £
T, INENTZDIC, BEEZRBETIRNCT 7 L— M EfER L, AT ERREZRDTEH
T eaBEvLET,

. AR b—ILBRRY
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ATy T2
ATvT3

ATvT4

ATvTH

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Crosswork Data Gateway VM # B3 27 — & B # —Z @R L £ 7,

vCenter Server 7 7 A 7> MR LET, [77 3 (Actions) ]>[OVF7 7 L — FDER (Deploy
OVF Template) ] Z®RNL 7,

VMware @ [OVF7 > 7 L — s O JEB] (Deploy OVF Template) ] ¥ « ' — RBFR I, YO TFIE[L T

7 L— F O (1 Select template) | AAFEAMF R S FE T,

a) [m—H/ 77 A/ (Local File) ] ZEIR L, [ZH (Browse) |27 U 27 LT, OVAA A—T T 7
ANEZTra—RLESICBELTY 74 VE2RIRLET,

T ANENT 4 ROICERRENET,

WOKD IS, [k~ (Next) 1 &7V w27 LT[240F1ESTTOER (2 name and location) | I[ZFHE) L

7,

a) {ER7 % Cisco Crosswork Data Gateway VM D44 fiia A1 L £ 7,
KRR 722 A7 ATk, D Cisco Crosswork Data Gateway VM # A3 2 "[eEMNH Y 9, L
72735 T, Cisco Crosswork Data Gateway D4 HIIZ—ETH Y | FFED VM ZfEHHICHBITE 5 X 9
WAERCT 2 BN H D 7,

b) [AB~ > DT %I (Select a location for the virtual machine) ] U A kG, Cisco Crosswork Data
Gateway VM DNFAET 5T — X B X — %R L ET,

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: Crosswork Data Gateway 1

Select a location for the virtual machine.

ﬂ rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
rednS-spm-de-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATvT6

ATvIT1

ATvT8

ATvT9

ATv 710

[k~ (Next) 127 Vv 7 LT, B3arta—T 4710 Y—2ADOEMR (3 Selectacompute resource) ]I
HEHRFET, VM DOEA MERIRL T,

[k~ (Next) 1 &7 U w7 LEF, VMware vCenter Server 7% OVA ZHRFE L 9, MFEIZH) DD BERHIX
Fy NI =T HEIZL>THREY ET, BGENETT5E, U4 — NI [47FOMR (4 Review
details) [ IZBEIL £9, OVA DIFRAEMHR LT[R~ (Next) 1227V v 7 LET,

BEHTAHO0OVF T 7L — h 2R LET,

GE) ZOBHIZOVELDIE S, EHIITEXERA, 7oL —RMNI, 7 LIRBEOT 4
AT BEEERELET, WOTFETE LWT 4 RV EREZRBINT A7, ZHITEELTHE
WEH A,

[k~ (Next) ]27 VU w27 LT, [EHFZFEZRICFE (AcceptLicense Agreement) JIZBENL FJ, =
Fa—H% T4 AZKELMER L, VKGR (Accept) 1 &7 U v 7 LET,

WORD L HIZ, [k~ Next) 27 U w7 LT[6REDZEN (6 Select configuration) ] IZFEEN L £ 7,
[Crosswork Cloud] Z %R L £ 7,

Deploy OVF Template
+ 1Select an OVF template Configuration
+ 2 Select a name and folder Select a deployment configuration

+ 3 Select a compute resource
+ 4 Review details {® Crosswork Cloud Description

+ 5 License agreements 8 CPU; 32GB RAM; 1-3

O Crosswork On-Premise Standard . i
6 Configuration NICs; 74GB Disk

O Crosswork On-Premise Extended

3 Items

WOKD L S, [k~ Next) 1227 YV w7 LT[TAL—VDER (7 Selectstorage) [\ ZBEIL £,
a) (AT 4 A7 7 —~ > FOFER (Selectvirtual disk format) ] 7 4 —/L RTRO X SN L F 77,

. AVRAR—=ILARY
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ATFvIN

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

« EBREREOEAE. [y 7 7 vty a = 7Lazy Zeroed (Thick provision lazy zeroed) ] % &R
l/ \i ?—0

BHRBREDBES. [ 7Y a =27 (Thin provisioning) ] Z 3R L £,
b) [7—X A7 (Datastores) | 7 —7/inb, MHTLH7—F X M7 2#RL £,

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details O

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroed

+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks Namea Capacity Provisionaed Frae Type

9 Customize template [l Local Datastore 245TB 119 TB 1.46 TB VN
10 Ready to complete

Compatibility

+ Compatibility checks succeeded.

CANCEL BACK NEXT

WORDE I, [k~ (Next) 1227V v 7 LT[8Fy hT—27 DR (8 Select networks) ] IZFEHEN L
F9, =V EHLORKay FHX T —TNT, EHTEDVWIC OBIZFKE ST, FXETLRY hT—
I\ sty MU — 7 BN L9,

VNICO 2 BIEIC, T 2560 % Y T —27 IR L TS, REHD VNIC L, T 7 4L MED
FFITTLEE,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATv 712

ATV 713

ATy 14

Deploy OVF Template
+ 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource

+ 4 Review details Source Network Y Destination Network ) 4
v 5 License agreements vNIC2 Crosswork-Devices v
+ 6 Configuration vNIC1 Crosswork-Cloud v
+ 7 Select storage vNICO VM Network v

8 Select networks 3items

9 Customize template

10 Ready to complete . .
IP Allocation Settings

IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

4

[k~ (Next) 1227 V27 LT, [HAANMEROKE (Host Information Settings) | 2B Sz [9 7 7
L—hDOH AL~ A X (Customize template) ] (ZEHE) L F 7,

GE) KB/ AT A Tlid, ##8? Cisco Crosswork Data Gateway VM Z i -2 AlREMEN H D £,
L7273, Cisco Crosswork Data Gateway D75 A b4 (X—E TH Y . FFED VM %l I ik B
TEDLRIIHERT 2R DY 5,

Cisco Crosswork 7 —# %7 — h 7 =1 (Cisco Crosswork Data Gateway) HA/XT7 XA —X L F U4 (2
N—=) OFBIIHES T, NI A—FDOFREATILET,

[k~ (Next) 127 V> 27 LT, [105T O (10 Readytocomplete) IZBENL 9, HEZMRL.

JRBAZ BT DA TE 726 [# T (Finish) 1227V v 7 LET,

JEBAA T — % 2 %R L7,

a) vCenter vSphere 7 7147 > &R E £ T,

b) FALVMOD [Fiid# A2 (Recent Tasks) | # 712, [OVF7 > 7 L— h®DER (Deploy OVF
template) ] = 7 & [OVF/X> 7 — DA AR — K (Import OVF package) ] a 7 DAT —H A% FHK
RLET,

. AVRAR—=ILARY
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vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

AT T BEHAT—X ZANR100%I272 726, VMOEREZ AN TER o A2 T LET, ROKIIRT XD
W2, FAROZ U RV EZBEBHLTCVMEZ2 Uy 7 L, [T27 Y3 (Actions) 1>[EJR (Power) ]>[EIR
2> (Power On) | DJEIZEIR L F 7,

{f1 cdg-vm-137 KETIONE™

|I‘]|I Actions - cw-vm-137
Summary Monitor {
Power * | ¥ Power On
Guest OS5 LN
Powered Off Snapshots E
VM Hardware VM Policies > o
CPU Template >

VM BNEEITHFETH72e< &b 5 oM L. vCenter 721X SSHEH TR 74 > LET,

& vCenter CVM D3Ry NV —IVREZELTHE, BRI LARVEKRZBERIZZ D A(REERH D £
To ZHUTIER. AZT A4 v 7 N— FEEROBRRENEGENE T, ZNOORELEET D
LA, HOEETITo T 7ZEW, IPT RLRAZERT LA, BHAEDO VM 23 L,
LW VM Z{ERE LT, #H LV VM % Crosswork Cloud I8k L9,

T

RDRARY

vCenter #%H C Crosswork Data Gateway VM (212 7' A > L £,

1. vCenter TVM %2427V v L, [22v Y —/1%B< (Open Console) ] Zi#IR L £,

2. 2—H4 FEIYToNr—/ G L Tdg-admin 7213 dg-oper) &, XIS T H/IAT —
R (A A=A TBEATIER LIZ/NAT—R) Z AN L, Enter 2L E,

SSH %41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

1. Cisco Crosswork Data Gateway DEHEIPIZ Ky NI —I TV EATEHT—J AT — a3y
Mo, WOa<wy REFITLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP (%, IPv4 £721XIPv6 7 RL AEXOEHR Y T —7 IP
7 RLATT,

WOF BB IZ LT TEIN,
FHEL—V L L Tr AT 2554  sshdg-admin@<M anagementNetwor k| P>
FRX—Fa—FLLTr /AT 5855 sshdg-oper @<M anagementNetwor k| P>
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

A\

GE)  SSHutRi%, 2¥ou /A KBy FAT o NIPE T ey 7 3T52 81280, 7
N7 —ABBNORESINET, RERLI—FLELII AT — R, EEodll, H5W0
TNTY XEAOR—Fe EORBUT, IPICRLTH T bEvET, 20 55 DRFRFEFEN T
ARIKIT DL, 7747 MIPIIA R EL T T7 ey 7 kT, KRB LT
&L TRy SNDHREBPELS RV ET, £7 T4 7 MIPIXEBNGEHR S ET,

2 WIETHSAT— R (f A h— AT A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM [Z7 7 E A TE 2 WGAIE, Xy NV — 7 REICHENRH
£7, VMware 2> Y — /A nb Ry NI =R EZXMHERLET, ELL2WIGAIL, Cisco
Crosswork Data Gateway VM ZHIfr L, EL\WW Ry NUY—JEHETHA VA M—LTH L%
BEIOLET,

OVF YV —)LIZ & % Crosswork Data Gateway D1 > X k—
L

RS LT, axy RRAZ VT FOREEIFA T a v ORITA—F%ZEH L, OVF
Y — V& FITTEET, Cisco Crosswork 7 —4# 47— k7 = A (Cisco Crosswork Data Gateway)
WMANRT A= LT A Q=) 2L TIEIN,

A YT R TOVE Y —NaFATT 2G0T VA7 VT M RIRLET,
#!/usr/bin/env bash

# robot.ova path

DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="cloud"

ActiveVnics="2"

Hostname="Hostname"
VnicOIPv4Address="<VnicO ipv4 address>"
VnicOIPv4Gateway="<VnicO ipv4 gateway>"
VnicOIPv4Netmask="<VnicO ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip address>"

NTP="<NTP Server>"
Domain="cisco.com"
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OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server_ peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=$Vnic0IPv4Address" \
--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"
--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \
—--prop:"Vnic0IPv4Method=$VnicO0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address" \
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \
—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \
—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—

ATYT1 av o R 77 e ET,
ATvT2 7T L— 77 A NEBE, Cisco Crosswork Data Gateway FIZBIR L7-fE & — T DL O IREL E

‘j—o

ATFY T3 OVFV—&mA LA M=V LIRRICBEI LET,
ATV Td RONTNNDITETOVE Y — L EFEITLET,
a) I FOFEH
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

b)

ROAS ReFATLET,
ZOavwy R, Y—AOVF 7 7 A VDG L a~xy ROFATHERE L TERS D vinx 7 7 A
DGR E ENET,

ovftool <location_of source ovf file> <location of vmx file>

WO HBEIT LT IEEN,

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds="datastorel30-2"
--deploymentOption="cloud" --diskMode="thin" --overwrite --powerOffTarget --powerOn

--noSSLVerify --allowExtraConfig --extraConfig:firmware=efi

--extraConfig:uefi.secureBoot.enabled=true --name="cdgl47.cisco.com"

—--prop:"Hostname=cdgl47.cisco.com" --prop:"Description=CDG Base VM for Automation"
--net:"vNICO=VM Network" --prop:"VnicO0IPv4Method=Static"

—--prop:"VnicOIPv4Address=<vNIC 0 IPv4 address>" --prop:"VnicOIPv4Netmask=<vNICO IPv4 netmask>"
—--prop:"VnicOIPv4Gateway=<vNIC 0 IPv4 gateway>" --net:"vNIC1l=DPG991"
--prop:"VniclIPv4Method=Static" --prop:"VniclIPv4Address=<vNICl IPv4 address>"
—--prop:"VniclIPv4Netmask=<vNICl IPv4 netmask>" --prop:"VniclIPv4Gateway=<vNICl IPv4 gateway>"
--net:"vNIC2=DPG999" --prop:"dg-adminPassword=<password>"

—-—-prop:"dg-operPassword=<password>" --prop:"DNS=<DNS address>"

—-prop: "NTP=<NTP>"
--prop:"Domain=cisco.com" <image download URL> <username><password>'@<IP address>/DC/host/<IP
address>

29 )T +OER
Ay FESIBEGTD TERLIZAZ U 7 P 2FTT 21213, ROFIRZFETLET,

root@cxcloudctrl:/opt# ./cdgovideployVM197

RDZBRY

vCenter % F C Crosswork Data Gateway VM {21 27 A > L £,

1. vCenter CVM &4 27 U v 27 L, [2v Y —/L%BA< (Open Console) ] &R L £,

2. a—H%4 (FHEToHNZe—/LE U Tdg-adnin £ 72l dg-oper) &, XIS D/ NAT —
R (f A= T v ATER LI NAT—R) ZAS L, Enter ZH L £,

SSH %41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

1. CiscoCrosswork Data Gateway DEHLIP IC Ry U —I TV BRATE LT —I AT —Ta v
MH, MDA~ REFTLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP %, IPv4 £7-1X1Pv6 7 KL AEXOEER v U —7 IP
7 RL AT,

ROF BB LT TES,
EHEa—Y L L Tr s A 584  sshdg-admin@<M anagementNetwor k| P>
FRX—Fa—FLLTr AT 5855 sshdg-oper @<M anagementNetwor k| P>
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

A\

GE)  SSH utRi%, 2Hou /A KMHBIC s FAT o NIPET oy 735281280, =
N7 3 —AWENOREINT T, RERI—TFLERIT AT — R, S0, &7
TN ZADOAR—ER EORMIE, IPIZLTAH Ty I ET, 20 5 OFRFFEFA T
ARIKRIRT DL, 7947 FIPIIAO R EL T Ty 7 EnEd, KPR LE
L. Tyl ERLFEMNES RV ET, &7 747 N IPIXEMIGER S VET,

2 METHSAT—F (f A h—A Tt A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM |27 7 E A TE 72 WAL, vy NV — 7 REICHENRH Y
F£9, VMware 22 Y — /A nb Ry NI — VR EZMERLET, ELLZ2WIGAIL, Cisco
Crosswork Data Gateway VM ZH|fx L., EL\WW Ry NUY—JEHETHA VA M—LT5H5T L%
BEIOLET,

Cisco CSP [Z Crosswork Data Gateway =1 >~ X F—JIL 9 5

Cisco CSP |Z Crosswork Data Gateway & > A b —/L 9 521%, IROFIEZFATL £,

ATw 71 CiscoCSP 27 v TH— K3 %1=8D Crosswork Data Gateway DY —E XA A —UF##HLET,

a) Crosswork Data Gateway 3.02 DU VU —2 / — haSM L, #ERINDA A=V T 7 ANV EX T B—
FL%E,

b) Crosswork Data Gateway qcow2 E/L K% CCO b —H /b~ E£721F CiscoCSP BT 7 B ATE S
=N Fy b U =7 EOSGATICHIH L £,

BV NI, qeow2 BE DN config.txt 7 7 A /LD tarball T,

c) config.txt 77 A NEHE, £ VAN —NOBEMIIHESTNRT A—FEET L EF, Cisco Crosswork
T —X%# /% — K~ = A (Cisco Crosswork Data Gateway) EA/NT XA —X L U4 2X—V) 25H
LTLEENY,

(¥) D Data Gateway VM Z A A b —/LF 5 TEDYEIEL, Data Gateway VM Z & (IZ—FE D
config.txt 7 7 A NVEAERC L E7,
RDO/INT A =2 T FRIERSNTERH Y £77,
« JEEPH
« [ Z7Z TR ZEALET,

RIT. config.txt 7 7 A VOB R Li‘?‘o

ActiveVnics=
AuditdAddress=
AuditdPort=
Deployment=cloud
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Description=
DGAppdataDisk=
DGCertChain=
DGCertChainPwd=
DGCertKey=

DNS=changeme
DNSSEC=False
DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme

Label=

LLMNR=False

mDNS-False

NTP=changeme
NTPAuth=False

NTPKey=

NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0
Vnic0IPv4Gateway=0.0.0.1
Vnic0IPv4Method=None
Vnic0IPv4Netmask=0.0.0.0
Vnic0IPv6Address=::0
Vnic0IPv6Gateway=::1
Vnic0IPv6Method=None
Vnic0IPv6Netmask=64
VniclIPv4Address=0.0.0.0
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None
VniclIPv6Netmask=64
Vnic2IPv4Address=0.0.0.0
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv6Address=::0
Vnic2IPv6Gateway=::1
Vnic2IPv6Method=None
Vnic2IPv6Netmask=64
dg-adminPassword=changeme
dg-operPassword=changeme

AT w72 CiscoCSP [Z Crosswork Data Gateway DY —E R A A—C % 7w TAO—K$ 5
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

a) CiscoCSPiza /A > LET,

b) [%E (Configuration) 1>[VKRY h VU (Repository) ] IZBEIL 9,

¢) [UARYRYZ7 A/ (Repository Files) ] ~~—3"TC, [Crosswork Data Gateway] "% %7 U v 7 L%
T

bl Cloud Services Platform
(4} 1]

d) [7 v 7' m— R4 (Upload Destination) ] Zi®R L &7,
e) [ (Browse) |7 Vv 7 LTCqeow2 77 ANMIHEEIL, [BA< (Open) |27 Vv L, [Ty
7— K (Upload) 1 %7V v 27 LET,

COFEEZBEYIKL T, config.txt T ANVET v Ia—RLET,

sl Cloud Services Platform
cisco

Repository Files
« cw-na-dg-2.0.0-573-TESTONLY-20210104.qcow2 lz] l:l

TrANBT vy Ta—REnd e, 77 A N4 EZOMOBEEFEHRN [V AT MY 77 A /4 (Repository
Files) | 7—7 MCERENE T,

AT w73 Crosswork Data Gateway DH—E X LT %
a)  [f%7E (Configuration) ]>[¥—E A (Services) ] IZBENL £,
b)  [—ER (Service) | —U T, [NEF &2 w7 LET,
c) [—EZXDIE (Create Service) | A7 a a4 LET,

[—ER TFa77 AT 7 L— OER (Create Service Profile Template) ] 7 1 & K7 RFE/R S
j/l/i j‘o
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. Cisco CSP [Z Crosswork Data Gateway %1 > X b—IL T 3

Service Templates

Create Service Template

* Required Field
Name: * dg2
Target Host Name: * cspt v
Image Name: * v
File Name should not contain any special characters or space.

Number of Cores: 8
Available Cores: 12

RAM (MB); 32768
Available RAM (MB): 64339

Disk Space (GB): 50

Disk Type: OIDE @ VIRTIO

Disk Storage: * ®Local ONFS

Description

@ VNC*

Admin Status | Vian Vian Type Network Name  Action

0 up access Etho-2 ]
1 w | access Eth1-1 L]
2 w | access Eth1-2 o

d &O7 44— RIZEEATLET,

J4—ILFK £

£ i VM D4 il

Z—72y b AR A b4 (Target Host Name) VM Z T 55 —7 > hARA FZ@RL £,

A A—% (Image Name) qeow2 A A—VERINL 97,

e) [74E¥uDE (Day Zero Config) 127 V27 LET,

Day Zero Config

* Required Field

Source File Name:

Destination File Name:

[T A4 ErDORE (Day Zero Config) | ¥ AT RV AKRy 7 AT, WOFIEEIATLET,

1 [Y—RAZ7AN% (SourceFileName) | Ru v 7X U2 hinb, BANZEELTTY v /e —
KLz config.txt 774’/1/%@?}{]\/&'@“0

2. [58%c7 7 4 V4 (Destination File Name) ] 7 1 —/V FIZ lconfig.txt] & AJJLE 7,

. AVRAR—=ILARY
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3. [AfE (Submit) 1227V v 27 LET,

i

H ROT 4= IEEZ AT LET,

Z4—ILFK Bl
274 (Number of Cores) 8
RAM (MB) 32768

g [WIClZ27YVvy7 LET,

VNIC Configuration

Neme: * wnic

Interface Type: @Access D Tunk O Passthrough
VLAN range: 1-1000,1025-4094

Mode! @ Vitio O e1000

Network Type: O Intemal @ External

Network Name: *

[ Span Port (Select to enable TCP Dump for VNIC)

Admin Status: @UP O Down

Bandwidth:

[VNICO#%E (VNIC Configuration) 1 %A 7 v /Ry 7 AT, WOFNEEZFEITLET,
GE¥)  VNICAIZT 74V hCHRESNET,

1 A% —T7xAAHXAT (Interface Type) | T[7 7 & A (Access) | #RINL E7,
2. [®7 /v (Model) ] & LT [Virtio] Z3i®&R L £,
3. [*y hU—27 % A7 (Network Type) ] & LT [ (External) ] ZiEIR L E£7,
4., WROFEZWLT, [Fv FU—274 (Network Name) ] Z 3R L 9,
VNIC Di5H& BRAR
vnicO Eth0-1
vnicl Eth1-1
vnic2 Eth1-2

5. [EBEAT—X Z (Admin Status) ] & LT [Bf#H (UP) | &R L ET,
6. [X5 (Submit) 1Z22 VU v 2 LET,

patll

12Z2r=1 4525 |}
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7. v hU—27 THEED VNIC Z2EH9 5 FEDOEHATL, VNICI & VNIC2 (Zxf L CFIE g 240
RLET,

32D VNIC Z ¢+ _TEMT S &, VNIC T—7 /UKD L 512720 £,

vnic Admin Status Vian Vian Type Network Name Action
— Eth0-1 ol
Ethi1- e

Eth1-2 o 2

h) [V —ERAOFEMELE (Service Advanced Configuration) [ZEBH L., [7 7 —A 7 =7 (Firmware) | &
LT Ray 7T Z b [uefi] &R L E9,

[EF%¥=27 77— (SecureBoot) | F =y 7Ry I AEAIZLET,

v Service Advance Configuration

i) [A hL—2 (Storage) &7 U v 7 LET,
[A hL—YDF%E (Storage Configuration) ] ¥4 72 7Ry 7 AT, RO LIICEELET,

. AVRAR—=ILARY
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Storage Configuration

Storage 1
@Disk O CDROM
local
Disk Type: OIDE @ VIRTIO
Format; ORAW  ®Qcowz

(O Mount Image File as Disk

Size (GB): * [ 1

TJ14—ILK B

4, i A L=V D4R, ZHIT 740 P TRESH
E 3

TINA AH AT (Device Type) [T« A7 (Disk) | &R L E7,

o4 —3 3 (Location) [2—H/v (local) ] %&EIRLFT,

7 4 A7 OFEE (Disk Type) [VIRTIO] Zi&R L 7,

7 #—=< v b (Format) [QCOW2] Z IR L £,

AA=CT 7 ANET A AL LT MLE | ZOF =2y IRy 7 AFIAT7OEFIZLET,

F7  (Mount image file as disk?)

*A X (GB) (Size (GB)) FAATYAXELTIOGB EAHLET,

A NL—VORENTET L=b, [#f5 (Submit) 127U v 7 LET,
J) [EB (Deploy) 1%7 U > 27 L&,

12Z2r=1 4525 |}
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Cache Mode: none v

Emulator Range:
Max Emulator Range: 0-7

VM Health Monitoring Configuration

Status: disabled hd
VNF Management IP: VNF Management IP x.x.x.X

VNF Group: default-vnf-group v
VNC Port VNC Port Range : 8721 - 8784

VNG Password

Confirm VNG Password:

@ Sstorage
Storage Storage Type Size (GB) / Disk Image Name Action
1 disk (virtio) 5 o
-
(# serial Port

() HA Service Gonfiguration

I Deploy I (saveasTempate) ( cancel )

PF—EANEFICEHESND L, AFEORA v E—UNFRENET, LD (Close) 1227V v 7
LT,

Service Creation.

Service cdg-standard available on csp1.

AT w74 Crosswork Data Gateway 4 —E X DB
a) [E (Configuration) ]>[H—E A (Services) JIZBEIL £,
b) [P—E R (Services) | 7—7 /T, LEFLTIER L7z Crosswork Data Gateway —E AD [2 2 Y —)L
(Console) 1#IDTFicHDary Y —NTAarwr )y 7 LET,

. AVRAR—=ILARY
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Al Cloud §eW|ces Platform Dashboard  (CSNTMENEY  Administration Debug (MR
Services

+ HA Group Tagor O
Power  Name Host Name Image Management IP State Action Console
e & ;]

deplo i D

rk-CSE & Go)

o =

¢) [mOVNC] v 4> RUNPHEET, A LEMIZHD (B (Comect) | A7 v aruarUvr LET,

e s —

Port:
Password:

1 Connect

d) Crosswork Data Gateway ¥ — B A8kt S 4172 5, dg-admin = — F 721 dg-oper = — (FIV 4 TH
Nl — s CC) & configtxt 7 7 A /WVIC A LTckHET 5 /AT —RFTr 27 A LET,

122+=1 4525 IR
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Crosswork Data Gateway =2 > Y — /L& T& £,

BRIV T —DDER

ZIZE I D Crosswork Data Gateway |5, RO FIC K > THAT20E R H Y £5, 2D
TeOIZIE, B Sy 7=V OERN LI T, Bk Ny r—V1E, ROWTRNOTTIETHER
TEET,

s VA= NT AT BEBF/NYT—URT A= ERETD (OVFEAT TV A
O THERG Sy r— ] 258) ,

CAVBTIT AT AL =VD BNy r =Y Ox 7 AR — bk (Export Enrollment
Package) |47 v a v EEMAT D (B Sy r—Y0xs AKR—1K (353—V) %%
M)

Bk r—0F, A VA R RHZ 22— R AT LT OVF 7 v 7 L— R b EUG L 72 1

TYER S AU72 JSON R = A > N CF, GERIZE, Crosswork Data Gateway @ UUID, A ¥ 7 —#%
(Crosswork Data Gateway D4 Bii. 1EREERT., /N— g UEHAR L) 2L, BEICHE R

Crosswork Data Gateway |ZBH 92 T X COFHRBEENFE T,

A VAN RHIRGR N F— VB 7 AR — F L7202 & A IR L 72855 1%, Crosswork Data
Gateway % Crosswork Cloud (28T D HNICT= 7 AR — T H2MENH Y £7, FIEIZOWNT
X, BEANy =0 AR —F (35X—) ZZRL TSN,

\}

GE)  BENy - —Uld, 4 Crosswork Data Gateway ClEH A T9,

kN> 77— JSON OH 7V RITR L ET,

. AR b—ILBRRY
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"name": "dgll6.cisco.com",
"description": "CDG Base VM for Automation",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 3
}I
"interfaces": [
{
"name": "ethO",
"mac": "00:50:56:9e:09:7a",
"ipv4Address": "<ip address>/24"
}I
{
"name": "ethl",
"mac": "00:50:56:9e:67:c3",
"ipv4Address": "<ip address>/16"
}I
{
"name": "eth2",
"mac": "00:50:56:9e:83:83",
"ipv4Address": "<ip address>/16"
}
]I
"certChain": [

"<cert chain>"
] 4
"version": "1.1.0 (branch dgllOdev - build number 152)",
"duuid": "d58fed82-fdca-468b-a7ad-dfbfa916e58b"

BHBN\YITr—oNDIT Y AR—k

Cisco Crosswork 7 — % 77— k7 = A (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%¢
BT BT, B AN AL Ea—F By VDI = BBRETT,

)

GE) AR NEFICEPZFFNNY T —VEERTERE L T RWEADOHR, a B—RN0E|TAR
DET, FHEELTWDOIEA. 77 AW VM OFEEH%IZEIR L7- SCP URI D54l o2 B — &
nET,

AT w71 Cisco Crosswork 7 —% %7"— k7 = 1 (Cisco Crosswork Data Gateway) (27271 > LET,

ARTYT2 A4 A=a—=00 [1 By r—YOx 7 AR — K (1 Export Enrollment Package) ] Z &R L, [OK] %
7V w7 LET,

122+=1 4525 IR
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Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o &~ w

< QK>

ATY T3 BN =T AR— T 57DDSCPURI Z AL, [OK] 227V v 7 LET,

Gx) o IRA NI SCP H—REFITTHLENH Y 9, BIHEMIZIE, Crosswork +—/X~D7 7 &
AERT 2= B a—H RGNy r—U T AR— T HXLERH Y F7,

o T 7N EDR—FREFEHLTWARWESIE, SCPa~> FO—#& LTH— FEHEET
xFT, R BN —VEERE YL LTI AR—ML, TO2—FDEHR—
LT 4 LT FPUIZAR—F4000 TT7 7 A NERET DL, RO~ FEFEITLET,

scp -P4000 admin@<ip address>:/home/admin

GE) BETANMI—BOLRITERSNET, #:
9208b9bc-b941-4ae9-b1a2-765429766£27.json

ATFY T4 SCP/XATL—X (SCP2—H# RRATU—FK) ZAHL, [OK]Z27 VU 27 LET,

ATYTS BNy r—VEkn—fnarta— X lEEIC—TE ol HEIE, SCPH—\inbr—Hray
Ea— RNy r—V e FHTar—LET,

AT T 6 Crosswork Cloud ~® Cisco Crosswork 7—% %"— h o7 = (Cisco Crosswork Data Gateway) DX &k A il T
L %7, Crosswork Cloud 77"V 47— 7 >|Z Cisco Crosswork Data Gateway % &k 3" 2 FNEIZ OV T,

['Cisco Crosswork Cloud User Guide] @ [Add Cisco Crosswork Data Gateway Information] D% 2[R L T <
TZE,

Cisco Crosswork Trust Insights & 7= (% Cisco Crosswork Traffic Analysis (Z Cisco Crosswork 7 — %
7— k7 = A (Cisco Crosswork Data Gateway) % %87 55%61L, WOFIELIATLET, =
NOEDOFIIA T 2T Xy U= BREICESHNTEYD, A YA F—ARHIHEL T
RN BIZDOHMIETT,

II AR b—ILBRRY
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o« BIHF m X OBE

« Crosswork Data Gateway 0D £%#5¢ 0 FE 72
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