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IPv6 Method) |17 4 —/L RO )7 T[72 L (None) |#EIRT 5 &, JEEAIEELEE L 72
<720 E9,

VNICxIPv4 7 K LA (VNICxIPv4 Address) ({FRHT 51 2 —7 = A ZAOHIZHS U T vNICO,
VNIC1. X VNIC2)
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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

Z2X:01 INT A—45 s BA Z DD 1EHR
VNICx IPv4 J53 VnicxIPv4Method [7eL (None) ]1E7-1% [[72X (Method) ] T
, (WNICxIPv4Method) |7 o > 13 yN1CO o< | [FFI (Static) ] [E) (Static) ] 4R
— . SR PAN ~
7 A=A [0 (Method) DT LB, 17 N/
72 & 2%, VNICO ®D /X | vnicoTpvaMethod C 74 MEZ [72 L A (Address) 1. [
5 A5 KT VNICO |7, (None) ] T3 hv2z )
1Pv4 J572 (VNICO IPv4 (Netmask) ], [7— b
IPvd7 RLAZMEHT | w e s 2%

Method) T,

H1iE, [
(Method) ] % [
(Static) ] & L TR

L. [VNICx IPv6 /=
(VNICx IPv6

Method) ] % [72 L
(None) ] & L CEIR

LET,

vNICx IPv4 7 KL &
(VNICx IPv4
Address)

VnicxIPv4Address

wWNICX A > X —T = A
ADIPvd 7 R A,

VNICxIPv4 X > b~ A
7 (vNICx IPv4
Netmask)

VnicxIPv4Netmask

Ky FXEIY D420
HrsEic L 5
WNICXx A VX —T = A
AD IPvd X b= A
7,

VNICx IPv4 A
F—ho A (VNICx
IPv4 Skip Gateway)

VnicxIPv4SkipGateway

F7 T a E I
(yes) 1 FE721E [V
Z (no) 1 T9,

[Evy (yes) &N
L. F—bhy=zAD
RIENAF v 7 INE
R

VNICxIPv4 7 — F 7 =
A (VNICx IPv4
Gateway)

VnicxIPv4Gateway

VNICX 7 — h DU = A D
IPvd 7 KL A,

(Skip Gateway) ]. 3

FO = b =A
(Gateway) |7 A —/V
N - T A=

R

VNICXIPV6 7 FLR (EHTAHA v ¥ —7 = A ZADEIZ)5H U T VNICO, VNICI, BLW

VNIC2)
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

Z2X:01 INT A—45 s BA Z DD 1EHR
YNICx IPv6 535, VnicxIPvéMethod [72L (None) |E7-1%|IPv6 T KL 2%+
. (VNICx IPv6 Method) 7= & 2 1E. vyNICO D% [%%E/j (Static) ] Sy AedEN [7 FL2A

7= & zIE, vNICO DX
Z A — 4 X VNICOIPv6
J77 (VNICO IPv6
Method) T,

Vnic0IPv6Method C

R

74V MEIK [ L
(None) ] T,

IPv6 7 KL A Zff 4

2121, [
(Method) ] % [
(Static) ] & L TR

L. [VNICx IPv4 55
(VNICx IPv4

Method) 1% [72 L
(None) ] & L CEIR

LET,

vNICx IPv6 7 ]‘ LA VnicxIPv6Address vNICx /]’ f/& — I/])
(VNICx IPv6 ZDIPv6 7 KL A,

Address)

VNICX IPv6 &~ I~ A |VnicxIPvé6Netmask WNICX A V' Z—T = A

7 (vNICx IPv6
Netmask)

AZADIPV6 LT 4
7 A,

vNICx IPv6 A v
r— bt A (VNICx
IPv6 Skip Gateway)

VnicxIPv6SkipGateway

7y a A Ew
(yes) 1 E721E [V
Z (no) 1 CT9,

[V (yes) |Z& @I
HE, F—FUAD

~ A7 (Netmask) ].
[F—hU A %A
¥ v 7 (Skip
Gateway) ], BIL W
[F— T xA
(Gateway) |7 1 —/V
RIZiE#E AL E
R

RENAF v TS E
ﬁ‘o
vNICx IPv6 77— b ©7 — | VnicxIPv6Gateway WNICX 7 — F 7 = A D
A (VNICx IPv6 IPv6 7 R L %,
Gateway)
DNS H¥—/3
DNS 7 KL A (DNS |DNS BHA L E—T AR

Address) "

MWHT U AR[RER
DNS % —dD
IPv4/IPv6 7 KL AD A
N—=ZARXHIY U Rk,

457 K7 71 sr—< 3 U[IT Cisco Crosswork Data Gateway 302 1 V2 h— L L UHEEH1 K |




. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

Bl

INTA—4H

B

Z DD I1EHR

DNS 5% KA A >
(DNS Search
Domain)

FAA > (Domain)

DNS W KA A >

DNSt & = VT ¢ §iikE
F%AE (DNS Security
Extensions)

*
o

DNSSEC

A7 a i, False,
True,
Allow-Downgrade T
4, DNSt¥=VU7 «
LR RE 2 T 512
1L, True Zi®R L %
T, ZONRTFA—H
X, 774/ KT
False [ZF%E SN E
o

DNS over TLS"

DNSTLS

# 7> a i3, False,
True, BELW
Opportunistic T,
DNS over TLS % fif 9
DITIE. True 38R L
EFT, TONRTA—H
X, 774V KT
False [ZRXE SIVE

e

< /LF % ¥ A k DNS

mDNS

F 7" a i3, False,
True, 3 & TF Resolve
TY, vFFy A
DNS 4 %1213
True Z®IR L F7,
DINT A—=HX, T
7 4V b T False IZ3%
EINET,

Vo ra—hn<)g
¥ 2 b AR

LLMNR

F 7 a i3, False,
True, Opportunistic,
¥ L O Resolve T,
Yy rua—nhn<ivF
v % MR
M3 5121%, True i
WLES, D7
A—=ZIL, T T+
T False IZRE I E
R
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

E2X:0] J

o
NJ|
%
|
hy

B

Z DD I1EHR

NTPv4H—/3

NTPv4 #—/3 (NTPv4 |NTP
Servers)

NTPv4 H—/"— 1 X
ke BHA LA —Tx
A RIPBT 7 & A A[EE
72 NTPv4 H—/3—D
IPv4/IPv6 7 R L A E 72
XA A P DAR—A
Xh R R~EATIL
E AN

- -

Z ZIZX. poolntp.org
R EDEZEANTTT D d
HNRH Y £, NTP
H— 3L, Cisco
Crosswork 7 — & 77—
k7 =4 (Cisco

Crosswork Data
Gateway) . Crosswork
Cloud ., BLUT A

A TR DL RN A AT
RTY, BERELZRWT

RUARAEIIHI—T

FU &I 5 L.
Crosswork Cloud &
Cisco Crosswork 7 — %
7=+~ x=A (Cisco
Crosswork Data
Gateway) 723MHAITIA
152 A D BRI RN
AT DHAREMEDRH Y
F9, NTPH— " %fE
AL TWARWEETE,
Cisco Crosswork 7~ — 4
47— k7 =1 (Cisco
Crosswork Data
Gateway) &
Crosswork Cloud [t D #
A Ly TN 24 By

MILLTTHDZ &%
BLET, £95 T
¥, Cisco Crosswork
T—H =T = A

(Cisco Crosswork Data

Gateway) |FHFEIZK
MLET,

NTPv4 &FFEOfFE A NTPAuth
(Use NTPv4

Authentication)

NTPv4 BGEZ T %
IZIE, Yes IR L F
T, T 74V MEX
[Wvz (No) 1T,

457 K7 71 sr—< 3 U[IT Cisco Crosswork Data Gateway 302 1 V2 h— L L UHEEH1 K |




. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

E:1] INTA—4 HL:L Z DD TEHR
NTPv4 %— (NTPv4 |NTPKey P R—=1J X M=
Keys) Er 7T 57D Fx—
ID, F¥—ID DA —
AR U A N&EAT)
LET,
NTPv4 %— 7 7 A /L |NTPKeyFile chrony % —7 7 A /L~
URI (NTPv4 Key File @ SCP URI,
URI)
NTPv4 % — 7 7 A JL/\ | NTPKeyFilePwd chrony % —7 7 A /L~

AT L—R (NTPv4
Key File Passphrase)

@D SCPURID/NA T —
Ko

1) £— b Syslog H—/\
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

£l INTA—4 EHEA Z DD TEHR
Y & — | Syslog #— |UseRemoteSyslog UE—FARA R F1E syslog B — /N &%
N—ff Syslog A v E—V &k |ETHE, F—EAA
BT HITIE, Yes i | X R3S syslog
WLET, 7740 [ F—"—ZEEFSNE
EIZ [ (No) ] | T, LS DgGE
G 3. Cisco Crosswork
Syslog‘lj-—-/\‘@T K L | SyslogAddress %}E/ﬁ VHR—T A A 74_&/7_ b =A
2 (Syslog Server NG TVt AT (Cisco Crosswork Data
. Gateway) VM [ZD
Address) syslogth—/SDIPv4E |
PPV RLoz, | RS NET
(B Ipve7 KL |Libsyslog YRR
xxppL |7 AER Sho
e PN ¢W?®ﬁm%ﬁ9M
H. 7KL ERHY ET,
SV GF) URI 7 7 A
= ([1:1]) IV E TR
TPAA % A M
7, v hU—
7 T (SCP
Syslog #—/37R— K | SyslogPort F7a D syslog LT
(Syslog Server Port) P N—=DR— VNICO A
o R— MEDOFFIE 77 =A
1~ 65535 T4, 7 ApB) El
74 TR, ZOE FERRE T/
13514 ISR E S TR
+. EN
VA A
Syslog #—/37"m | 2 | syslogProtocol Syslog DX{EHFZ UDP ~— LRI
)b (Syslog Server FIX TCP ZfEH L HFAE LTV
Protocol) F9, T 7 A4 MET 2B B
UDP T, D FE,
TLS #% 1 @ Syslog % fifi | syslogTLs TLS Z i} L T Syslog
M3 2508 957D (Use DRTT 4y s
Syslog over TLS?) 19 21T1E, Yes 33
RLES, 77411
TIE, ZONRTA—X
E [0z (No) ]Iz
RESNTHET,
Syslog TLS vT 4 SyslogPeerName

(Syslog TLS Peer
Name)
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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

&HI INT A=A & EA Z DD IEHR
P—/N—FEHED
SubjectAltName F 721%
T MRS
ANEnN=EBHD
Syslog F—/S— @D A
[
Syslog /L — FREB]E | SyslogCertChain SCPZfi M L THUG L
7 7 A /L URI (Syslog 7z syslog r—/3—D
Root Certificate File PEME.D /L — NEFEA
URI) F~D URI,
Syslog fEBHE 7 7 A /L | SyslogCertChainPwd | Syslog sEAET = —
DISAT L= BT %5 SCP > —H
(Syslog Certificate File DIRAT— R,
Passphrase)
)E— FEEY—N
Y &— MEEA Y — 3 — | UseRemoteAuditd Ut— FRA MIER | BEEEFAA vE—D%
DI’ Av—VEREETS | VE— Mk
IZIE, Yes #INLE [FTH L9012
4, Crosswork Data Gateway
ZRERC L E T,
Auditd —/37 K1 X |AuditdAddress T a DY — B ' ‘
(Auditd Server NOFRA N, 1Pv4, S Auditd =%
Address) F7itve 7 kL |ETOIE Sk
2. DI DODBGEZRE L
7
BER P — RN — | AuditdPort T a DR Y —

(Auditd Server Port)

ANOFE— FE

arvrO—5¢TOXDETE
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Cisco Crosswork T—% 4#"— k™2 = 1 (Cisco Crosswork Data Gateway) BA/XS A—&2 &I+ 17 .

&HI INT A=A & EA Z DD IEHR

TaX Y P30 ProxyURL FTarOEBR Y | 770 ROEANTIE,

URL (Proxy Server FNO—27 Tk Cisco Crosswork Data

URL) H—,— URL, Gateway |+ TLS #%&H T
A H =y MIHEH

a3 Y—/N XA |ProxyBypass FuxT AL THLENH D F9,

/XA YA K (Proxy
Server Bypass List)

7T RLVALKRA MDD
B = RYn U R R

B A= 3’\':‘/0):1—‘3‘ ProxyUsername %{E%ﬁﬁ?fﬁﬂ X P —
4 (Authenticated Proxy RO —H 4,
Username)

FREE 1 2 D/NA 7 | ProxyPassphrase %@gﬁ?ﬁg7"g XA
L — X (Authenticated INOI/INAT L— X,
Proxy Passphrase)

HTTPS 7' &+ ProxyCertChain SCP A L THE L

SSL/TLS FERE 7 7 A
JL URI (HTTPS Proxy
SSL/TLS Certificate File
URI)

7~ HTTPS a2 %™
PEM JE=o SSL/TLS
SEREZ 7 A L,

HTTPS 71 &3
SSL/TLSGEE 7 7 1
JVDINAT L—X

(HTTPS Proxy
SSL/TLS Certificate File
Passphrase)

ProxyCertChainPwd

X UREHET = —
v ERAST % SCP = —
PFDONRRAT— K,

7'k N — i
4256815, 2hb
DINT A—HEFREL
Er RN

HEIEHF/ Ny r— P DER#% (Auto Enrollment Package Transfer)
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2 T P UM |
. vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L

£l INTA—4 HL:L Z DD TEHR

TR DIEHER A R & 2% | EnrollmentURT SCP Zfili /] L TH$k | Crosswork Cloud |2

A (Enrollment N lr— U B Rk S % | Cisco Crosswork 7 — 4

Destination Host and SCPHRA FBLIUNRA | F—FrT7 A (Cisco

Path) (user@ust: fpath/to/file) , | Crosswork Data
Gateway) % %k 7 5

BRI SA T L— R EnrollmentPassphrase | Bgk/ N\ b — 3 ZHinik Wi BhRoSy r—

(Enrollment THODSCP2—H | s ymicgd. (2%
Passphrase) INART L=, r—LHIZ Z L6 DR

TA—=HEIRET D
Ll BNy r—Y
¥, Cisco Crosswork
TR =Tz
(Cisco Crosswork Data
Gateway) O ][RI E)
FRZF Do — LR A
MZ HEIICHEE S
F9,

A A N—=)VERRZZ
HDOINT A—HEEE
L7 WGAIR, Bk
N lF—= DT A
R—1F @1 ~=)
DFNEHE ~ TR
R lr—V % FHTT
JAR—RFLET,

RDOEZE : Cisco Crosswork Data Gateway VM DA > A h— UIZHEARF T,

vCenter vSphere Client Z &£/ L 7= Crosswork Data Gateway
DAVABR=IL

vCenter vSphere Client % {#i f§ L T Crosswork Data Gateway % -1 > A h—/L 3 521X, RO FIA
BIATLET,

ATw 1 Crosswork Data Gateway 3.02 DU U —2A /— h &S L, CCO (*.ova) M HHELEX}IL5 Crosswork Data
Gateway 1 A—V 77 A NVEX U ra—RKLET,

2& 7 7 # /v @ VMware vCenter DB Z A L7 7 M 154y TH, OVF 77 L— MEHOE T
W AINBEEI 15 S EBA B L. vCenter REA KT 1 L. Beblh b0 038 Hh 0 £
T, INENTZDIC, BEEZRBETIRNCT 7 L— M EfER L, AT ERREZRDTEH
T eaBEvLET,
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ATy T2
ATvT3

ATvT4

ATvTH

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

Crosswork Data Gateway VM # B3 27 — & B # —Z @R L £ 7,

vCenter Server 7 7 A 7> MR LET, [77 3 (Actions) ]>[OVF7 7 L — FDER (Deploy
OVF Template) ] Z®RNL 7,

VMware @ [OVF7 > 7 L — s O JEB] (Deploy OVF Template) ] ¥ « ' — RBFR I, YO TFIE[L T

7 L— F O (1 Select template) | AAFEAMF R S FE T,

a) [m—H/ 77 A/ (Local File) ] ZEIR L, [ZH (Browse) |27 U 27 LT, OVAA A—T T 7
ANEZTra—RLESICBELTY 74 VE2RIRLET,

T ANENT 4 ROICERRENET,

WOKD IS, [k~ (Next) 1 &7V w27 LT[240F1ESTTOER (2 name and location) | I[ZFHE) L

7,

a) {ER7 % Cisco Crosswork Data Gateway VM D44 fiia A1 L £ 7,
KRR 722 A7 ATk, D Cisco Crosswork Data Gateway VM # A3 2 "[eEMNH Y 9, L
72735 T, Cisco Crosswork Data Gateway D4 HIIZ—ETH Y | FFED VM ZfEHHICHBITE 5 X 9
WAERCT 2 BN H D 7,

b) [AB~ > DT %I (Select a location for the virtual machine) ] U A kG, Cisco Crosswork Data
Gateway VM DNFAET 5T — X B X — %R L ET,

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: Crosswork Data Gateway 1

Select a location for the virtual machine.

ﬂ rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
rednS-spm-de-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT
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2 T P UM |

. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

[k~ (Next) 127 Vv 7 LT, B3arta—T 4710 Y—2ADOEMR (3 Selectacompute resource) ]I
HEHRFET, VM DOEA MERIRL T,

[k~ (Next) 1 &7 U w7 LEF, VMware vCenter Server 7% OVA ZHRFE L 9, MFEIZH) DD BERHIX
Fy NI =T HEIZL>THREY ET, BGENETT5E, U4 — NI [47FOMR (4 Review
details) JICBEIL 7, OVA OfF#MAME LT[k~ (Next) 127 U7 LET,

BEHTAHO0OVF T 7L — h 2R LET,

GE) ZOBHIZOVELDIE S, EHIITEXERA, 7oL —RMNI, 7 LIRBEOT 4
AT BEEERELET, WOTFETE LWT 4 RV EREZRBINT A7, ZHITEELTHE
WEH A,

[k~ (Next) ]27 VU w27 LT, [EHFZFEZRICFE (AcceptLicense Agreement) JIZBENL FJ, =
Fa—H% T4 AZKELMER L, VKGR (Accept) 1 &7 U v 7 LET,

WORD L HIZ, [k~ Next) 27 U w7 LT[6REDZEN (6 Select configuration) ] IZFEEN L £ 7,
[Crosswork Cloud] Z %R L £ 7,

Deploy OVF Template
+ 1Select an OVF template Configuration
+ 2 Select a name and folder Select a deployment configuration

+ 3 Select a compute resource
+ 4 Review details {® Crosswork Cloud Description

+ 5 License agreements 8 CPU; 32GB RAM; 1-3

O Crosswork On-Premise Standard . i
6 Configuration NICs; 74GB Disk

O Crosswork On-Premise Extended

3 Items

WORKD L Sz, [k~ (Next) 1227 U v 7 LT[TAFL—UDRIR (7 Selectstorage) [ICEENL £,
a) (AT 4 A7 7 —~ > FOFER (Selectvirtual disk format) ] 7 4 —/L RTRO X SN L F 77,
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

« EBREREOEAE. [y 7 7 vty a = 7Lazy Zeroed (Thick provision lazy zeroed) ] % &R
l/ \i ?—0

BHRBREDBES. [ 7Y a =27 (Thin provisioning) ] Z 3R L £,
b) [7—X A7 (Datastores) | 7 —7/inb, MHTLH7—F X M7 2#RL £,

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

v 4 Review details O

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroed

+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks Namea Capacity Provisionaed Frae Type

9 Customize template [l Local Datastore 245TB 119 TB 1.46 TB VN
10 Ready to complete

Compatibility

+ Compatibility checks succeeded.

CANCEL BACK NEXT

ATYITN KOO LT, [k~ Next) 1227V w7 LT[8 %y hT—27 DEIR (8 Select networks) ] IZFEHE) L
F9, =V EHLORKay FHX T —TNT, EHTEDVWIC OBIZFKE ST, FXETLRY hT—
I\ sty MU — 7 BN L9,
VNICO 2 BIEIC, T 2560 % Y T —27 IR L TS, REHD VNIC L, T 7 4L MED
FFITTLEE,
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2 T P UM |

. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATv 712

ATV 713

ATy 714

Deploy OVF Template
+ 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource

+ 4 Review details Source Network Destination Network
v 5 License agreements vNIC2 Crosswork-Devices
vNIC1 Crosswork-Cloud

+ 6 Configuration
+ 7 Select storage vNICO VM Network

8 Select networks 3items

IP Allocation Settings
IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

4

[k~ (Next) 1227 V27 LT, [HAANMEROKE (Host Information Settings) | 2B Sz [9 7 7
L—hDOH AL~ A X (Customize template) ] (ZEHE) L F 7,

GE) KB/ AT A Tlid, ##8? Cisco Crosswork Data Gateway VM Z i -2 AlREMEN H D £,
L7273, Cisco Crosswork Data Gateway D75 A b4 (X—E TH Y . FFED VM %l I ik B
TEDLRIIHERT 2R DY 5,

Cisco Crosswork 7 —# %7 — h 7 =1 (Cisco Crosswork Data Gateway) #HA/XT7 XA —X L F U4 (8
N—=) OFBIIHES T, NI A—FDOFREATILET,

[k~ (Next) 127 V> 27 LT, [105T O (10 Readytocomplete) IZBENL 9, HEZMRL.

JRBAZ BT DM CTE 726 [#T (Finish) 227 U v 7 LET,

JEBAA T — % 2 %R L7,

a) vCenter vSphere 7 7147 > &R E £ T,

b) FALVMOD [Fiid# A2 (Recent Tasks) | # 712, [OVF7 > 7 L— h®DER (Deploy OVF
template) ] = 7 & [OVF/X> 7 — DA AR — K (Import OVF package) ] a 7 DAT —H A% FHK
RLET,
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vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

AT T BEHAT—X ZANR100%I272 726, VMOEREZ AN TER o A2 T LET, ROKIIRT XD
W2, FAROZ U RV EZBEBHLTCVMEZ2 Uy 7 L, [T27 Y3 (Actions) 1>[EJR (Power) ]>[EIR
2> (Power On) | DJEIZEIR L F 7,

& cdg-vm-137 | prermone™

|I‘]|I Actions - cw-vm-137
Summary Monitor {
Power * | ¥ Power On
Guest OS r | IR
Powered Off Snapshots E
VM Hardware VM Policies > o
CPU Template >

VM BNEEITHFETH72e< &b 5 oM L. vCenter 721X SSHEH TR 74 > LET,

& vCenter CVM D3Ry NV —IVREZELTHE, BRI LARVEKRZBERIZZ D A(REERH D £
To ZHUTIER. AZT A4 v 7 N— FEEROBRRENEGENE T, ZNOORELEET D
LA, HOEETITo T 7ZEW, IPT RLRAZERT LA, BHAEDO VM 23 L,
LW VM Z{ERE LT, #H LV VM % Crosswork Cloud I8k L9,

T

RDRARY

vCenter #%H C Crosswork Data Gateway VM (212 7' A > L £,

1. vCenter TVM %2427V v L, [22v Y —/1%B< (Open Console) ] Zi#IR L £,

2. 2—H4 FEIYToNr—/ G L Tdg-admin 7213 dg-oper) &, XIS T H/IAT —
R (A A=A TBEATIER LIZ/NAT—R) Z AN L, Enter 2L E,

SSH %41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

1. Cisco Crosswork Data Gateway DEHEIPIZ Ky NI —I TV EATEHT—J AT — a3y
Mo, WOa<wy REFITLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP (%, IPv4 £721XIPv6 7 RL AEXOEHR Y T —7 IP
7 KL AT,

WOF BB IZ LT TEIN,
FHEL—V L L Tr AT 2554  sshdg-admin@<M anagementNetwor k| P>
FRX—Fa—FLLTr /AT 5855 sshdg-oper @<M anagementNetwor k| P>
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

A\

GE)  SSHutRi%, 2¥ou /A KBy FAT o NIPE T ey 7 3T52 81280, 7
N7 —ABBNORESINET, RERLI—FLELII AT — R, EEodll, H5W0
TNTY XEAOR—Fe EORBUT, IPICRLTH T bEvET, 20 55 DRFRFEFEN T
ARIKIT DL, 7747 MIPIIA R EL T T7 ey 7 kT, KRB LT
&L TRy SNDHREBPELS RV ET, £7 T4 7 MIPIXEBNGEHR S ET,

2 WIETHSAT— R (f A h— AT A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM [Z7 7 E A TE 2 WGAIE, Xy NV — 7 REICHENRH
£7, VMware 2> Y — /A nb Ry NI =R EZXMHERLET, ELL2WIGAIL, Cisco
Crosswork Data Gateway VM ZHIfr L, EL\WW Ry NUY—JEHETHA VA M—LTH L%
BEIOLET,

OVF YV —)LIZ & % Crosswork Data Gateway D1 > X k—
L

RS LT, axy RRAZ VT FOREEIFA T a v ORITA—F%ZEH L, OVF
Y — V& FITTEET, Cisco Crosswork 7 —4# 47— k7 = A (Cisco Crosswork Data Gateway)
WMANRT A= LT A BX—V) 2L TIEIN,

A YT R TOVE Y —NaFATT 2G0T VA7 VT M RIRLET,
#!/usr/bin/env bash

# robot.ova path

DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="cloud"

ActiveVnics="2"

Hostname="Hostname"
VnicOIPv4Address="<VnicO ipv4 address>"
VnicOIPv4Gateway="<VnicO ipv4 gateway>"
VnicOIPv4Netmask="<VnicO ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip address>"

NTP="<NTP Server>"
Domain="cisco.com"
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OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper_ password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_for proxy>"
ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server_ peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=$Vnic0IPv4Address" \
--prop:"Vnic0IPv4Gateway=5$VnicO0IPv4Gateway"
--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \
—--prop:"Vnic0IPv4Method=$VnicO0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address" \
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \
—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \
—--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://S$VCENTER LOGIN/$VCENTER PATH"

_—

_—

ATYT1 av o R 77 e ET,
ATvT2 7T L— 77 A NEBE, Cisco Crosswork Data Gateway FIZBIR L7-fE & — T DL O IREL E

‘j—o

ATFY T3 OVFV—&mA LA M=V LIRRICBEI LET,
ATV Td RONTNNDITETOVE Y — L EFEITLET,
a) I FOFEH
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

b)

Woa<y REFEITLET,
Zoawy RZiE, YV—RAOVEZ 7 A NVDHFTE, a~vr ROFETHREE LTEREND vk 7 7 A
NOGFINEENET,

ovftool <location_of source ovf file> <location of vmx file>

WO HBEIT LT IEEN,

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds="datastorel30-2"
--deploymentOption="cloud" --diskMode="thin" --overwrite --powerOffTarget --powerOn

--noSSLVerify --allowExtraConfig --extraConfig:firmware=efi

--extraConfig:uefi.secureBoot.enabled=true --name="cdgl47.cisco.com"

—--prop:"Hostname=cdgl47.cisco.com" --prop:"Description=CDG Base VM for Automation"
--net:"vNICO=VM Network" --prop:"VnicO0IPv4Method=Static"

—--prop:"VnicOIPv4Address=<vNIC 0 IPv4 address>" --prop:"VnicOIPv4Netmask=<vNICO IPv4 netmask>"
—--prop:"VnicOIPv4Gateway=<vNIC 0 IPv4 gateway>" --net:"vNIC1l=DPG991"
--prop:"VniclIPv4Method=Static" --prop:"VniclIPv4Address=<vNICl IPv4 address>"
—--prop:"VniclIPv4Netmask=<vNICl IPv4 netmask>" --prop:"VniclIPv4Gateway=<vNICl IPv4 gateway>"
--net:"vNIC2=DPG999" --prop:"dg-adminPassword=<password>"

—-—-prop:"dg-operPassword=<password>" --prop:"DNS=<DNS address>"

—-prop: "NTP=<NTP>"
--prop:"Domain=cisco.com" <image download URL> <username><password>'@<IP address>/DC/host/<IP
address>

29 )T +OER
Ay FESIBEGTD TERLIZAZ U 7 P 2FTT 21213, ROFIRZFETLET,

root@cxcloudctrl:/opt# ./cdgovideployVM197

RDZBRY

vCenter % F C Crosswork Data Gateway VM {21 27 A > L £,

1. vCenter CVM &4 27 U v 27 L, [2v Y —/L%BA< (Open Console) ] &R L £,

2. a—H%4 (FHEToHNZe—/LE U Tdg-adnin £ 72l dg-oper) &, XIS D/ NAT —
R (f A= T v ATER LI NAT—R) ZAS L, Enter ZH L £,

SSH %41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

1. CiscoCrosswork Data Gateway DEHLIP IC Ry U —I TV BRATE LT —I AT —Ta v
MH, MDA~ REFTLET,

ssh <username>@<M anagementNetwor kI P>

Z Z T, ManagementNetworkIP %, IPv4 £7-1X1Pv6 7 KL AEXOEER v U —7 IP
7 RL AT,

ROF BB LT TES,
EHEa—Y L L Tr s A 584  sshdg-admin@<M anagementNetwor k| P>
FRX—Fa—FLLTr AT 5855 sshdg-oper @<M anagementNetwor k| P>
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

A\

GE)  SSH utRi%, 2Hou /A KMHBIC s FAT o NIPET oy 735281280, =
N7 3 —AWENOREINT T, RERI—TFLERIT AT — R, S0, &7
TN ZADOAR—ER EORMIE, IPIZLTAH Ty I ET, 20 5 OFRFFEFA T
ARIKRIRT DL, 7947 FIPIIAO R EL T Ty 7 EnEd, KPR LE
L. Tyl ERLFEMNES RV ET, &7 747 N IPIXEMIGER S VET,

2 METHSAT—F (f A h—A Tt A TR LI SAT— F) 2 AA L. [Enter]
X2 LET,

Cisco Crosswork Data Gateway VM |27 7 E A TE 72 WAL, vy NV — 7 REICHENRH Y
F£9, VMware 22 Y — /A nb Ry NI — VR EZMERLET, ELLZ2WIGAIL, Cisco
Crosswork Data Gateway VM ZH|fx L., EL\WW Ry NUY—JEHETHA VA M—LT5H5T L%
BEIOLET,

Cisco CSP [Z Crosswork Data Gateway =1 >~ X F—JIL 9 5

Cisco CSP |Z Crosswork Data Gateway & > A b —/L 9 521%, IROFIEZFATL £,

ATw 71 CiscoCSP 27 v TH— K3 %1=8D Crosswork Data Gateway DY —E XA A —UF##HLET,

a)

Crosswork Data Gateway 3.02 DV U —A /) — F 2SR L, #RINDHIA A= T 7 AN EH T m—
F‘L/iﬁ‘o

b) Crosswork Data Gateway qcow2 E/L K% CCO b —H /b~ E£721F CiscoCSP BT 7 B ATE S

<)

2= F ey N — 7 OGN L E T,
BV NI, qeow2 BE DN config.txt 7 7 A /LD tarball T,

config.txt 77 A NERHE, £ VA M= IVDBEHEIZHES T/NT A —HX ZEH L £9, Cisco Crosswork
T —X%# /% — K= A (Cisco Crosswork Data Gateway) E AT XA —X LU (8 3—V) 25H
LTLEENY,

(¥) D Data Gateway VM Z A A b —/LF 5 TEDYEIEL, Data Gateway VM Z & (IZ—FE D
config.txt 7 7 A NVEAERC L E7,
RDO/INT A =2 T FRIERSNTERH Y £77,
« JEEPH
« [ Z7Z TR ZEALET,

RIT. config.txt 7 7 A VOB R Li‘?‘o

ActiveVnics=
AuditdAddress=
AuditdPort=
Deployment=cloud
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. Cisco CSP [ Crosswork Data Gateway %4 > X k—/LF %

Description=
DGAppdataDisk=
DGCertChain=
DGCertChainPwd=
DGCertKey=

DNS=changeme
DNSSEC=False
DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme

Label=

LLMNR=False

mDNS-False

NTP=changeme
NTPAuth=False

NTPKey=

NTPKeyFile=
NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0
Vnic0IPv4Gateway=0.0.0.1
Vnic0IPv4Method=None
Vnic0IPv4Netmask=0.0.0.0
Vnic0IPv6Address=::0
Vnic0IPv6Gateway=::1
Vnic0IPv6Method=None
Vnic0IPv6Netmask=64
VniclIPv4Address=0.0.0.0
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None
VniclIPv6Netmask=64
Vnic2IPv4Address=0.0.0.0
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv6Address=::0
Vnic2IPv6Gateway=::1
Vnic2IPv6Method=None
Vnic2IPv6Netmask=64
dg-adminPassword=changeme
dg-operPassword=changeme

AT w72 CiscoCSP [Z Crosswork Data Gateway DY —E R A A—C % 7w TAO—K$ 5
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

a) CiscoCSPiza /A > LET,

b) [%E (Configuration) 1>[VKRY h VU (Repository) ] IZBEIL 9,

¢) [UARYRYZ7 A/ (Repository Files) ] ~~—3"TC, [Crosswork Data Gateway] "% %7 U v 7 L%
T

bl Cloud Services Platform
(4} 1]

d) [7 v 7' m— R4 (Upload Destination) ] Zi®R L &7,
e) [ (Browse) |7 Vv 7 LTCqeow2 77 ANMIHEEIL, [BA< (Open) |27 Vv L, [Ty
7— K (Upload) 1 %7V v 27 LET,

COFEEZBEYIKL T, config.txt T ANVET v Ia—RLET,

sl Cloud Services Platform
cisco

Repository Files
« cw-na-dg-2.0.0-573-TESTONLY-20210104.qcow2 lz] l:l

TrANBT vy Ta—REnd e, 77 A N4 EZOMOBEEFEHRN [V AT MY 77 A /4 (Repository
Files) | 7—7 MCERENE T,

AT w73 Crosswork Data Gateway DH—E X LT %
a)  [f%7E (Configuration) ]>[¥—E A (Services) ] IZBENL £,
b)  [—ER (Service) | —U T, [NEF &2 w7 LET,
c) [—EZXDIE (Create Service) | A7 a a4 LET,

[—ER TFa77 AT 7 L— OER (Create Service Profile Template) ] 7 1 & K7 RFE/R S
j/l/i j‘o
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. Cisco CSP [Z Crosswork Data Gateway %1 > X b—IL T 3

Service Templates

Create Service Template

* Required Field

Name: * dg2
Target Host Name: * cspt v
Image Name: * v

File Name should not contain any special characters or space.
Number of Cores: 8

Available Cores: 12
RAM (MB); 32768

Available RAM (MB): 64339
Disk Space (GB): 50
Disk Type: OIDE @ VIRTIO
Disk Storage: * @Local ONFS
@ VNC*
Admin Status Vian Vian Type Network Name Action
0 up access Etho-2 o
1 w | access Eth1-1 o
2 w | access Eth1-2 o
{ % WZiEE AL ES
—
d  ROT7 44— RIZEEAT o
T4—IE 38
14 —) 5EA
RN RN
4 R VM D4 Hil,

Z—72y b AR A b4 (Target Host Name) VM Z T 55 —7 > hARA FZ@RL £,

A A—% (Image Name) qeow2 A A—VERINL 97,

e) [74E¥uDE (Day Zero Config) 127 V27 LET,

Day Zero Config

* Required Field
Source File Name:

Destination File Name:

[T A4 ErDORE (Day Zero Config) | ¥ AT RV AKRy 7 AT, WOFIEEIATLET,

1 [Y—RAZ7AN% (SourceFileName) | Ru v 7X U2 hinb, BANZEELTTY v /e —
KLz config.txt 774’/1/%@?}{]\/&'@“0

2. [58%c7 7 4 V4 (Destination File Name) ] 7 1 —/V FIZ lconfig.txt] & AJJLE 7,
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3. [%f

i

H ROT 4= IEEZ AT LET,

Cisco CSP [Z Crosswork Data Gateway %1 > X b—ILF 3 .

(Submit) ]Z27 YV v 27 LET,

Z4—ILFK Bl
274 (Number of Cores) 8
RAM (MB) 32768

g) [WIC]Z#7 VU vs LET,

VNIC Configuration

Name: *
Interface Type:
VLAN:

Model
Network Type

Network Name: *

) Span Port (Select to er

Admin Status:

Bandwidth:

Vnico
@Access  D»Trunk O Passthrough

range: 1-1000,1025-4094
@ vitio (O e1000

O Intemal ~ @ External

nable TCP Dump for VNIC)

@®@UP O Down

[VNICO#%E (VNIC Configuration) 1 %A 7 v /Ry 7 AT, WOFNEEZFEITLET,

GE)  VNICAIXZFT 74/ b THRE

éhi‘ﬁ—o

1 A% —T7xAAHXAT (Interface Type) | T[7 7 & A (Access) | #RINL E7,
2. [®7 /v (Model) ] & LT [Virtio] Z3i®&R L £,
3. [*y hU—27 % A7 (Network Type) ] & LT [ (External) ] ZiEIR L E£7,
4., WROFEZWLT, [Fv FU—274 (Network Name) ] Z 3R L 9,
VNIC Di5H& BRAR
vnicO Eth0-1
vnicl Eth1-1
vnic2 Eth1-2

5 [EHEAT—H A (Admin Status) | & LC [Bf#+H (UP) | Zi®IRL 7,

patll

6. [&f

(Submit) 1 %27V v27 LET,
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. Cisco CSP [ Crosswork Data Gateway %4 > X k—/LF %

7. v hU—27 THEED VNIC Z2EH9 5 FEDOEHATL, VNICI & VNIC2 (Zxf L CFIE g 240
RLET,

32D VNIC Z ¢+ _TEMT S &, VNIC T—7 /UKD L 512720 £,

vnic Admin Status Vian Vian Type Network Name Action
o

=

h) [V —ERAOFEMELE (Service Advanced Configuration) [ZEBH L., [7 7 —A 7 =7 (Firmware) | &
LT Ray 7T Z b [uefi] &R L E9,

[EF%¥=27 77— (SecureBoot) | F =y 7Ry I AEAIZLET,

v Service Advance Configuration

i) [A hL—2 (Storage) &7 U v 7 LET,
[A hL—YDF%E (Storage Configuration) ] ¥4 72 7Ry 7 AT, RO LIICEELET,
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)

Storage Configuration

Storage 1
@Disk O CDROM
local
Disk Type: OIDE @ VIRTIO
Format; ORAW  ®Qcowz

(O Mount Image File as Disk

Cisco CSP [Z Crosswork Data Gateway %1 > X b—ILF 3 .

Size (GB): * [ 1

J4—ILF B
4, i A L=V D4R, ZHIT 740 P TRESH

iTO

F IS AH A7 (Device Type)

[7 4 A2 (Disk) ] %3&RLET,

o /r—3 3 > (Location)

[2—H/v (local) ] %&EIRLFT,

F 4 A7 OFEE (Disk Type)

[VIRTIO] # &R L £,

7 #—<> k (Format)

[QCOW2] ZiEIR L £,

A A=V Ty ANET A AL LTY Y FLE
972>  (Mount image file as disk?)

COF v IRy T RAFATOEFICLET,

# 4 X (GB) (Size (GB))

F4ATY A XL LTTOGB E AN LET,

ANV —=VORENTET LI, [EE (Submit) 27V v 7 LET,

[EBH (Deploy) 1227 Uv7 LET,
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. Cisco CSP [Z Crosswork Data Gateway %1 > X b—IL T 3

Cache Mode: none v

Emulator Range:
Max Emulator Range: 0-7

VM Health Monitoring Configuration

Status: disabled hd
VNF Management IP: VNF Management IP x.x.x.X

VNF Group: default-vnf-group v
VNC Port VNC Port Range : 8721 - 8784

VNG Password

Confirm VNG Password:

@ Sstorage
Storage Storage Type Size (GB) / Disk Image Name Action
1 disk (virtio) 5 o
-
(# serial Port

() HA Service Gonfiguration

I Deploy I (saveasTempate) ( cancel )

PF—EANEFICEHESND L, AFEORA v E—UNFRENET, LD (Close) 1227V v 7
LT,

Service Creation.

Service cdg-standard available on csp1.

AT w74 Crosswork Data Gateway 4 —E X DB
a) [E (Configuration) ]>[H—E A (Services) JIZBEIL £,
b) [P—E R (Services) | 7—7 /T, LEFLTIER L7z Crosswork Data Gateway —E AD [2 2 Y —)L
(Console) 1#IDTFicHDary Y —NTAarwr )y 7 LET,
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Cisco CSP (= Crosswork Data Gateway %4 X b—)LF % .

Al gl\‘c’)yu‘,d §eW|ces Platform Dastboard  (EMENERE) Administration Debug (TR
Services

+ - O
Power Name Host Name Management IP State Action Console

e & ;]

m1 deplo EeY e

rk-CSE & Go)

—

¢) [mOVNC] v 4> RUNPHEET, A LEMIZHD (B (Comect) | A7 v aruarUvr LET,

e s —

Port:
Password:

1 Connect

d) Crosswork Data Gateway ¥ — B A8kt S 4172 5, dg-admin = — F 721 dg-oper = — (FIV 4 TH
Nl — s CC) & configtxt 7 7 A /WVIC A LTckHET 5 /AT —RFTr 27 A LET,
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B =scr—vosm

2 T P UM |

Crosswork Data Gateway =2 > Y — /L& T& £,

BRIV T —DDER

ZIZE I D Crosswork Data Gateway |5, RO FIC K > THAT20E R H Y £5, 2D
TeOIZIE, B Sy 7=V OERN LI T, Bk Ny r—V1E, ROWTRNOTTIETHER
TEET,

s VA= NT AT BEBF/NYT—URT A= ERETD (OVFEAT TV A
O THERG Sy r— ] 258) ,

CAVBTIT AT AL =VD BNy r =Y Ox 7 AR — bk (Export Enrollment
Package) |47V a v EEMAT D (B Sy r—Y0Oxs AR—1 (41 <=V) %%
M)

Bk r—0F, A VA R RHZ 22— R AT LT OVF 7 v 7 L— R b EUG L 72 1

TYER S AU72 JSON R = A > N CF, GERIZE, Crosswork Data Gateway @ UUID, A ¥ 7 —#%
(Crosswork Data Gateway D4 Bii. 1EREERT., /N— g UEHAR L) 2L, BEICHE R

Crosswork Data Gateway |ZBH 92 T X COFHRBEENFE T,

A VAN RHIRGR N F— VB 7 AR — F L7202 & A IR L 72855 1%, Crosswork Data
Gateway % Crosswork Cloud (28T D HNICT= 7 AR — T H2MENH Y £7, FIEIZOWNT
X, BEANy =0T AR — ] (41 =) 2ZRL TSN,

\}

GE)  BENy - —Uld, 4 Crosswork Data Gateway ClEH A T9,

kN> 77— JSON OH 7V RITR L ET,
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g vr—soxszki—t [}

"name": "dgll6.cisco.com",
"description": "CDG Base VM for Automation",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 3
}I
"interfaces": [
{
"name": "ethO",
"mac": "00:50:56:9e:09:7a",
"ipv4Address": "<ip address>/24"
}I
{
"name": "ethl",
"mac": "00:50:56:9e:67:c3",
"ipv4Address": "<ip address>/16"
}I
{
"name": "eth2",
"mac": "00:50:56:9e:83:83",
"ipv4Address": "<ip address>/16"
}
]I
"certChain": [

"<cert chain>"
] 4
"version": "1.1.0 (branch dgllOdev - build number 152)",
"duuid": "d58fed82-fdca-468b-a7ad-dfbfa916e58b"

BHBN\YITr—oNDIT Y AR—k

Cisco Crosswork 7 — % 77— k7 = A (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%¢
BT BT, B AN AL Ea—F By VDI = BBRETT,

)

GE) AR NEFICEPZFFNNY T —VEERTERE L T RWEADOHR, a B—RN0E|TAR
DET, FHEELTWDOIEA. 77 AW VM OFEEH%IZEIR L7- SCP URI D54l o2 B — &
nET,

AT w71 Cisco Crosswork 7 —% %7"— k7 = 1 (Cisco Crosswork Data Gateway) (27271 > LET,

ARTYT2 A4 A=a—=00 [1 By r—YOx 7 AR — K (1 Export Enrollment Package) ] Z &R L, [OK] %
7V w7 LET,
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Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o &~ w

< QK>

ATY T3 BN =T AR— T 57DDSCPURI Z AL, [OK] 227V v 7 LET,

Gx) o IRA NI SCP H—REFITTHLENH Y 9, BIHEMIZIE, Crosswork +—/X~D7 7 &
AERT 2= B a—H RGNy r—U T AR— T HXLERH Y F7,

o T 7N EDR—FREFEHLTWARWESIE, SCPa~> FO—#& LTH— FEHEET
xFT, R BN —VEERE YL LTI AR—ML, TO2—FDEHR—
LT 4 LT FPUIZAR—F4000 TT7 7 A NERET DL, RO~ FEFEITLET,

scp -P4000 admin@<ip address>:/home/admin

GE) BETANMI—BOLRITERSNET, #:
9208b9bc-b941-4ae9-b1a2-765429766£27.json

ATFY T4 SCP/XATL—X (SCP2—H# RRATU—FK) ZAHL, [OK]Z27 VU 27 LET,

ATYTS BNy r—VEkn—fnarta— X lEEIC—TE ol HEIE, SCPH—\inbr—Hray
Ea— RNy r—V e FHTar—LET,

AT T 6 Crosswork Cloud ~® Cisco Crosswork 7—% %"— h o7 = (Cisco Crosswork Data Gateway) DX &k A il T
L %7, Crosswork Cloud 77"V 47— 7 >|Z Cisco Crosswork Data Gateway % &k 3" 2 FNEIZ OV T,

['Cisco Crosswork Cloud User Guide] @ [Add Cisco Crosswork Data Gateway Information] D% 2[R L T <
TZE,

Cisco Crosswork Trust Insights & 7= (% Cisco Crosswork Traffic Analysis (Z Cisco Crosswork 7 — %
7— k7 = A (Cisco Crosswork Data Gateway) % %87 55%61L, WOFIELIATLET, =
NOEDOFIIA T 2T Xy U= BREICESHNTEYD, A YA F—ARHIHEL T
RN BIZDOHMIETT,
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| 12 k=1 452%
s vr—vozszt—+ [}

T ORE (53 2—)

* Crosswork Data Gateway D /N4 & )L DFIR
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fvAb=n 524 |
B =a<vr—cozozs—r
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4.
=% =R

Crosswork Data Gateway VM D% %E

Cisco Crosswork Data Gateway { > A X AX, AZ L K7 VM & L TERR SN TR, =
Y hu—=7 77V = a r EANOEGATICERET S ZENTEET (2 b= 77
r—3 a3 &, Cisco Crosswork £ > 7 7 A v 7 7 F % F£721% Crosswork Cloud T9) . Z D
VMiE, Xy U= noO7 —HINEEFARICT Dar bre—J 7 7Y r—a CHk T
IR
ZOFEITIRO By 7 TR S TWET,

A UETIT 4TIy — VO (45 =)

* Crosswork Data Gateway = —% —DEH (46 ~—)

cHBUED T AT DFEDFR TR (49 ~—2)

cHBIED VAT AREDERE (51 ~—)

» Crosswork Data Gateway D /XA X )LDFER (60 ~2—)

« Crosswork Data Gateway VM D b7 7V a—7 4 7 (63 ~—)

VES9T47FaAV)—IILOER

Cisco Crosswork Data Gateway X, 227 A VNIENT DA 2T 7T 47 ay Y — L EEH L
T, WOKNIRT LI, AV FTIT 4T A=A A =a—PRRRINET,

\}

GE)  ZZIWORTAA v A=a—F, dg-admin 2 —HIZHfIGE L TOET, A_X—F (QI3EFHEE &
HL%@iﬁwt%JmWa1%?%®%@&ﬁ£ﬁ@i¢o%#%HFW@%@(M
N=) EZRLTIEEN,
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Crosswork Data Gateway VM D&% |
. Crosswork Data Gateway 1—H — D B IE

Cisco Crosswork Data Gateway

Copyright
Version: 2
Built on:

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Last succe Change Current System Settings

HT O~ P

2001:420:c Vitals

falcEEEakiile Troubleshooting .0
Number of Change Passphrase

Last passw Logout

Password e

AA A2 —|E, ROLT T a U NFERENET,

LGNy r—0OxT 7 AKR—h

2. VAT MREDFR
BBED Y AT LREDEHE
4, XA Z )L

5. I TN a—T 4T
p. NAT L —RADEH

lL.esZ 7ok

Crosswork Data Gateway 11— — D & 1#

T RONFIZOWTHALET,
e PIR—FENda2—Y n—L (47 X—2)

e NAT L —AXDEHE (49 ~_—3)
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| Crosswork Data Gateway VM D% &
yi—trsnza—so—1 i

HR—rEhdai—4 O0—)

Cisco Crosswork 7 —# %— k7 = A (Cisco Crosswork Data Gateway) (/KD —H 11— L% FF
D2 a—YFDHEYR—FLTNET,

« HEIE : CiscoCrosswork 7—% 77— 7 = 1 (Cisco Crosswork Data Gateway) 7>§/]6D Tt
gani-L o, BHEo—LEFO 1 ADOT 7 40 b O dg-admin —FMER S U E
o ZO2—H—|IHIBRTEF, Cisco Crosswork 7 —4 77— k7 =1 (Cisco Crosswork
Data Gateway) @O VM OEEICY v hE D 77U r—a rOXREk, BakEED
WH, = N—REDOHER, I —FNVT v T T L— ROFET EOFAIY & EXIALD
i 7 DMEBRSGRE SN TWET,

e ARL—4 : VM ORYIORENFZ, 77 4L b Tdgoper =—H HIERESNET, 2D
2 —H—[%, Cisco Crosswork 77— 7"— k7 = 1 (Cisco Crosswork Data Gateway) D 1E7&;
MEERAL, =7 —mJE2ESL, =7 —@M%E5%f3 L. Cisco Crosswork 7 —#% %7 — |
7 =4 (Cisco Crosswork Data Gateway) A A ¥ A &) OHREM & OBRT A N &
FITTEET,

\}

GE) o 21— — 7 LF ¥ b, Cisco Crosswork 7 —# 47— k7 =4 (Cisco Crosswork Data
Gateway) DA A h—ABRIH G DO2—Y =T H 7 MIRESHLET,

e a—HFiEr—HARIES N TV ET,

WROFIZ, Zu— /L THATE DHEREZRLET,

R4:£0—)ILOHER

HER EEE FRL—%

BN r— DTy AR— b v v

VAT LRRTE DR

vNIC 7 F L v Y
NTP

DNS

a X

UUID

Syslog

AL E
Z7y—AKF—hFuEVa=rs s

BA BT —
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B vt rtznzai—vo-n

HERR EEE ARL—4
BAEDY AT AR EDER
NTP DFHE v X

DNS D% 7E
HIfE~7 2 > DR E
ABT 47— NDOHE
Syslog D% &
LU SSH F— DRk
AEAEO A R — b
VNIC2 MTU D% E

B AL — 2 DERTE
INAT — REFDOBRE
[FllRF R 27 A L E DR o
TARKNVEALALT T RO
AL HFY—N—R— D

e
& A

e

e
it

INA K )L

Docker = > 7 ) v v
Docker £ A —3

ay hua—7 ORERHREM:
NTP O E|zEr] e
N— bk T—=T N

ARP 7—7 )L

T bU— 7 Bt

T A R R
Linux —E R

NTP 27— & A

VAT KEFERE]

NGTNYa—T 4T
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| Crosswork Data Gateway VM D% &
rKz27L—z0zE ||

YERR TEE FRL—4
B~ ROET v v
show-tech D FE4T v v
TRTOaL 7 ZOHIERE VM O EHE) v %

. v X
VM DY) 7 — |k

> o J J
auditd @ 7D 7 AR — |k

v v
DS

Data Gateway O %5k Y 2
TAC ¥ = /L7 7 & ZDHZML
IRAT L— RDIEH v v

INADL—XDEE

FEE DY LA — S 2 FOFHRESOSRAT L= R EETEETH, AICEE
175 2 LIETE THA,

B D/NRAT L—REELTT5I20%, ROFIEEEITLET,
AT TN A A=ma—0b, /XA 7 L—ADZHE (Change Passphrase) ] Z##R L, [OK] %227 Vv 7 LET,
RTY T2 BHEONRAT— K& AL, [Enter] ¥—%#H L E 7,

ATY T3 HLWRAT—KZAN L, [Enter] ¥—Z2LET, "AT—FK%24 9 —FE AT LT, [Enter] F—%4F L
\iﬁqo

HED AT LERETFEDRT

Crosswork Data Gateway TlL, IROREE TR TEET,
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B ==0s2x71850%x

BUED T AT AREZF T HITIE, WOFIMEEZFATLET,

ATY T WOKNIRT LI, AL A=a—D [2 VAT AFEDFE R (2 Show System Settings) | 23R L £

iR
ATvT2 [OK] %7V v 7 LET, [BUEOV AT AFKEDF R (Show Current System Settings) ] A == — 2B & F
7
RTv T3 BRTIHREZEIRL T,
BREF T3 iEA
[1 VNICT K LA (1 vNIC Addresses) ] 7 RLAEHRE G, WICREZRRLET,
[2 NTP] BUERRE SN TWAD NTP — Ol 2 2R L E
N
[3 DNS] DNS #— Dt A Rm LET,
[4 7% (4Proxy) ] Tax Y —"OFEMEERRLET REISNATY
H9E) o
[5 UUID] VAT A UUID #FERLET,
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| Crosswork Data Gateway VM D% &
mrEn 27 LRE0ZE |

BEA Ty 5 AR

[6 Syslog] Syslog DHAEFR E & Fox LE T, Syslog DHAEN X
E STV RWEGA X, B T # Forwarding
configuration follows| & & RINFET,

[7 FEPASE (7 Certificates) ] WOFENET 7 A VEFRTT DA TV a v b &
EE

» Crosswork Data Gateway B4 AEBE 7 7 1 /L
c 3 hr—TELEAET 7 AV

« 2 fhr—7 O SSL/TLS GEHFE T 7 A v

* Syslog REFHE T 7 A )L

ALY HEAEHET 7 AL

877 —ART—hTmrbEVa=rrnrs Fist |KHOT— b a7 7 A NVONFEFRLET,
Boot Provisioning Log) ]

[9 %A 5> —> (9 Timezone) ] BAEDRHFREEF R LET,

WEDVRATLEENDER
Crosswork Data Gateway ClX, IROREEITVET,
* NTP
* DNS
o il w2
C AXT 4T — R
* Syslog
* SSH ¥ —
- FERA
« yNIC2 MTU
HA DS —
e NAD — REiff:
R 2 27 IR
e TARNIWVEALLT T B
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Crosswork Data Gateway VM D% E I

B vrozz

e ALY ZH—/N—RK— |

N

GE) « Crosswork Data Gateway ¥ 27 AR EITEHE O BHETEET,

*SCP 24T 2MENHDHREA T 9T, SCPT 74/ b SCPAR— k22 2l L
BRWEAIE, SCPa~r FO— e LTAR—rEEETEET, kOBlZEEIC LT
Sy,

-P55 user@host:path/to/file

55 130 A X AR — N TF,

NTP D% E

NTP Bk, 22> bma—F 77U r— a3 8 LU OCrosswork Data Gateway-{ > A ¥ > A
ERMIT 2 ZENEETT, RAHILARNnE, By arny Fo=A 73 Thid, ie
A—=ViFF v ra—RanEti, TOHE,  lclock time not match and sync failed] &9 =
7 — A w1t —U70 controller-gateway.log |ZFLEk S NVE T, — T T 7 AT 7B R T DHITIE,
show-tech DFEIT (67 2—) HZBBRLTLLEEN, AL A=a2—0 [734 Z )L (Vitals) ]
MH [ar hue—7 OFEAFEM (Controller Reachability) ] 35 & O [NTPE|ZE v #EME (NTP
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| Crosswork Data Gateway VM D% &

ons o i

Reachability) 1 47> a > %l LT, Crosswork Data Gateway &[RRIz b —F 77U
r—3a DO NTP OEFEFREMEZ R TE £¥,  [Crosswork Data Gateway D /3A & /LD KR
(60 ~—) | #BMRLTLZE W, NTP B IELSFRE S TWigvE | [Session not
established| &9 =T —NRRINFET,

X —7 7 A K DFRREEE T % K 9 1T Crosswork Data Gateway % 5% £ 9~ 5457, chrony.keys
7 7 A JViZhttps://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile |Z i S 41TV 25 R E D F7
ETT74r—~y NTBXLERHY F£9, ntpd ZFEH LTIV, ntpkeys 7 7 AV EFEHT S &
INTHRESNTWDYA FTIE, V—r
https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py % H L T, ntp.keys
726 chrony.keys [ZZ8 8 C& £9°, V' — L% ntpd iXiE % chrony AU EHE L £33, F—
7 7 A VD H % Crosswork Data GatewaylZ A > — T HMLENH Y £79°,

NTP BE Z i d D 121E, RO FIEICHE > TSN,

ATy T [BUEDO VAT LAF%EDZEH (Change Current System Settings) ] A ==—5 ., [I NTPOFE (1 Configure

NTP) ] Zi®BRL £7,

AT T2 JKOXITEH LWNTP —_OEEMAE AT LET,

ATvT3

DNS D

ATvT1

ATy T2
ATvT3

cH—RY R B A= REE)Y

RAEHAT B E 5 M

cH—U R R A= REIY, ) R R EHON BT B LB D D
e VM ~® SCP ~DF—7 7 A /)L URI

* VM ~® SCP ~DF—7 7 A )L XAT L —RX

REZRAET DITIZ[OK] 227 U v 7 LET,

[BAED T AT LAFEEDAEHE (Change Current System Settings) ] A == —75 ., [2 DNSOFXE (2 Configure
DNS) ] Z8RL, [OK] &2 U v 7 LET,

HLWDNS — 7 KL AL AL EATILET,
BRETHITIEOKI 227 Uy 7 LET,

HETOX L DERE

A UA NI R = REHRTE L TCWRWERIE, 2047 a2l s
VY —REFRELET,
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Crosswork Data Gateway VM (D% & |
B xs5vo0—romE

AT T [BUEDO VAT LAF%EDZEH (Change Current System Settings) | A == —n 5, BHfI7 2T 0% E (3
Configure Control Proxy) ] #R L, [OK] %7 U v 27 LET,
ATV T2 HATTHHAIE. ROFEA T a7 THUIW (Yes) 1227V v 7 LET, Hifr LaWEEE, [yt
(Cancel) 127V v 7 LET,

ATV T3 KOLHTH LT ax o —_OEME A LET,
« #h— S URL
e XA NRAT KL A
s TuXxy a—Y4

e uFTRAT L —X

ATy T4 BREERETHIIL[OK]Z27 U v 7 LET,

AETA497I— FDEE

AHT 4 7 — ~iE, Crosswork Data Gateway 732 L 7 Z /s BiBIVEIBRER 2525 L= & &
WCRRESNE T, AAM L A=a—D[AXT 4 v 7 )b— FOi%E (Configure Static Routes) ] 4
Favit, NI TIA Y a—TF 4 U IERATEET,

N

GE) oA 7varzFEHLTREINIZAZT v 27— ME, Crosswork Data Gateway D V) 7 —

FREIZ R DI E T,

AT 499 )L— FDEM
AT 47— FEBMT 2120, ROFIEEZFETLET,

ATy T [BEOY AT LGFEDZETE (Change Current System Settings) | A == —/nb, [4 AXT 4 v 7 — F D%
7E (4 Configure Static Routes) | Z &N L £,

ARTY T2 AXT 47— NEBMT 520, BN (Add) ] 23R L ET,
RTYT3 AET 4 v I N— b BT HA 0 H—T = ARIRLET,

ATy T4 IP A=V a B RLET,

ATy TSs o7 vRERENTES, CIDR A TIPVA/IPVG 7 %> h&E AT LET,
RATYT6 REERFETDHIL[OKIZ27Y v 7 LET,
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2487495 L—rotk [

AT 499 IL—FDHIF
ART 47— EHIBRT D12, ROFNEEZFETLET,

ATy T [BUEDO Y AT L% EDZEH (Change Current System Settings) | A == —Mn 5, [4 AXT 4 v 7 )L— F D%
7E (4 Configure Static Routes) ] Z 3N L £,

ATV T2 AZT v 70— bEHIRT H121E, [HIBR (Delete) ] %8R L ET,

RATYT3 AZT 4w I N— R EHIRT DA ¥ —T = AEERLET,

RTYT4 P A=V a UEBRLET,

AT w5 CIDREXTIPV4/IPV6 7y b & AT LET,

ATV T6 REERGTFTHITL[OK]Z2 Y v 7 LET,

Syslog MR E
A\

GE)  BADHLinux 74 A MU Ea—3 g TIPVAIPY6 23 R — b3 5 Syslog $— 33 E IOV T
E. VAT LEHEBIORENA FEZRLTIZ3V,

WO FINEIZHE, Syslog #a%E L £,

AT T [BUEO VAT LF%EDZEH (Change Current System Settings) ] A == —7>5, [5Syslog®i%E (5 Configure
Syslog) | ZE&R L £,
AT Y T2 RO syslog BHEOHT LWMEEZ AT LET,

o [—/37 R LA (Server address) ]: BHHA ¥ —T = A A0 T 7 & AA[HEZE syslog H—/30 1Pv4
F2EIPV6 7 RV A, IPv6 7 RLAZMHL T D5HAE, ALy ([1:1]) CTHLMLERSH Y £
R

o [A— 1k (Port) ]: syslog — "DAKR— F&FZ,
«[7'm k=L (Protocol) ] : syslog DE(ERFIZ UDP, TCP, F72IL RELP Z#fliH L £,

« [TLS#% 1 DSyslogZf#i 95 ? (Use Syslog over TLS?) ]: TLS Zf#fH L T syslog N7 7 1 v 7 &=
fELE,

« [TLSE 74 (TLS Peer Name) ] : ¥— SFEBAE D SubjectAltName £ 7213V 72 =7 MEBAIZAT &
iz &Y O Syslog — "DAHRA N,

* [Syslog/L— FRFEBHE~ 7 A /LURI (Syslog Root Certificate File URI) ] : SCP Z i L THf% L 7= Syslog
Y—s30D PEM JEAD /L — FREHIE,

s [SyslogaEA#E 7 7 A /LD /XA 7 L — X (Syslog Certificate File Passphrase) ] : Syslog AFFHE T = — > %
57 % SCP —H D/ 2T — |,
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B wLussix—onm

ATV T3 BREZRGFETHITIFI[OKI 22V v 7 LET,

ZH LUL)SSH F—D1ERK

FH LW SSH F—%AEpkT 5 &, BEOF—NHIBRSNET,
WDOFENEIZHE> T, HH LW SSH F—%1ER L £,

ATy T [BIEO VAT AFEDZETE (Change Current System Settings) | A == — 5, [6 8 LW SSHF —DERK (6
Create new SSH keys) | Zi&IR L 7,

ATw 72 [OK] %7 V> 27 LEF, Crosswork Data Gateway Id, #7 L\ SSH ¥ —% £ 7 5 AEik €7 1 & A % Btk
LET,

REBAED A VR— b
Ay =7 BARAEUNOENELEHT L L, 2 L7 ZRBEHLET,
Crosswork Data Gateway CTld, KDFEHFEL A L R—F 52 LN TEET,
c 3y hr—TEBAERAET 7 AV
e 2 hr—7 @ SSLTLS GEME T 7 A v
« Syslog FIEFHE 7 7 A1 /L

s TR UFEHET 7 AL

AT T [BUEDO VAT LAF%EDZEH (Change Current System Settings) | A == —n5, [TAEHED A VAR —F (7
Import Certificate) ] Z &R L E¥,

AT9T2 A VA= T LREHELEIN L £,

ATy T3 BRLIAEHIET 7 A L0 SCPURI # A L £ 7,

ATw T4 SCPURI D/RAT7L—X% AL, [OK] %22 Vw7 LET,

vNIC2 MTU D& FE
35D NIC 2 L TWBEAIZDI, WNIC2MTU 2B X £,

ABE =T 2 A AN Y R T L —0%YR—F LTWBEEE, MTU EOHPHIL 60 — 9000
T, V¥R T L —hrEBYPR—FLARWA U H—T A ZADFA. ARh7cEHIT 60 — 1500
T9, MWh7a MTU 2% E T % & Crosswork Data Gateway X725 5 2 HI{ERR E STV D EICE
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Crosswork Data Gateway VM D % LAYV — > DERE .

LET, AR#EHAZHERT212E. "— R =27 O~v=27 VEZZR LTI, =7—
L. showtech D EITHIZERINDH MTU BT — kern.log I[ZFEEk SV E T,

ATY T [BAED Y AT LFREDZTE (Change Current System Settings) ] A == —7 5, [8 YNICI MTUDRRE (8
Configure vNIC1 MTU) ] Zi®&R L £,

ATw T2 WNIC2MTU fEZ AT LET,

ATY T3 REERETHIIZ[OK]Z27 U v 7 LET,

Crosswork Data Gateway VM D% 1 LY — 2 DEETE

Crosswork Data Gateway VM (X, #INZT 7 4V DX A L' —> (UTC) CEREHLF9, 7
TP Crosswork Data Gateway 7 1 & A (showtech 1 7' & & Tp) 23, BN L 7SIt L7z
BA DAL T H KT D LD, JHEHICEDETH A LY = HEHLET,

AT v F1 Crosswork Data GatewayVM DA % 5 777 4 7 A =2 —"C, [Change Current System Settings] % %R L £,
AT 72 [9 Timezone] &K L £,
RATv 73 EEMERA RN T,

| Configuring tzdata |

Please select the geographic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of
cities, representing the time zones in which they are located.

Geographic area:

Asia

Atlantic Ocean E
Europe -
Indian Ocean =
Pacific Ocean .
System V timezones

None of the above

<0k> <Cancel>

ATYT8 ZA LY =T D8 E 7T IR A B IR L £,
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B xo-—rEponE

ATy 75 [OK] ZBRL CRELZMRFELET,

AT 76 Crosswork Data GatewayVM % J 7 — R LT, TRTOTRERATHLNZ A LAY —UBRBIREND LD IC
LET,

AT w F1 Crosswork Data Gateway VM 22512 77 7 kL £,

INATT— FEHDERE
WDSAT — FEMZRETE LT,
e XA — R OHRE
o XA T — R
¢ NRAT — RO IR

euJ AT —

ATy T [BUED Y AT LAFREDZH (Change Current System Settings) | A == —225, [0/32 T — REHAEDOFRE (0
Configure Password Requirements) | ##R L £,
ATy T2 BEHETHNRAY— REFZERLET,
EEFT LA TV a v 2ZELET,
« [/XRT— FD3&E (Password Strength) ]
o[/ T AD/INE (Min Number of Classes) ]
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L L e |

 [i/ME  (Min Length) ]

o [F/NEE T4 (Min Changed Characters) ]

(7 LTy FOEARHMEL (Max Digit Credit) ]

(7 VY FORRRKILFEL (Max Upper Case Letter Credit) ]

[7 Ly b DEKANICTH (Max Lower Case Letter Credit) ]

[ LYy hDOFEDMD LT ORKICTH (Max Other Character Credit) ]
o [l RKHFH > — 4 > A (Max Monotonic Sequence) ]

o [T DR ST 4 (Max Same Consecutive Characters) |

o [[AIC 7 7 ADEIGERESCFEL (Max Same Class Consecutive Characters) |

« [/XRT— FFEE (Password History) ]
s [ZHE DFFIT (Change Retries) ]

* [EFE% (History Depth) ]

«[NAU— FOALIR (Password expiration) ]
* /A% (Min Days) |
s [l K B%% (Min Days) ]
o [%4H (Warn Days) ]
«[B5 4 >IT5— (Login Failures) ]
«[m 21 x5 — (Login Failures) ]
s (W17 m » VR (FY)  (Initial Block Time (sec)) ]

[T RV AFxy v aZ A (B) (Address Cache Time (sec)) ]

ATV T3 REZRGETHITIZ[OKIZ2 Y v LET,

RO 1A U BOHPRDERE

7 7 4 /v hClX, Crosswork Data Gateway (£, 4 VM @ dg-admin 33 L 0" dg-oper = — ¥ —|Z %}
LTI0DfIFEy v a v hR—bFLET, ThELETETDHITIE, KOFIREFEITLET,

ATY T [BHIED Y AT LFREDZTE (Change Current System Settings) | A == —n 5, [[FA1 74 U EOHIBRO

7E (Configure Simultaneous Login Limits) | Zi&R L £ 7,
ATw T2 FRENDT 4> RUT, dg-admin B LN dg-oper =—H—DFRIEEE v g U EE AT LET,
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B 7 rrsqnryrone

ATv T3 [OK] Z@EIRL TEFNREZRIFLET,

TARILEALT I FDETE

ATy [BEOY AT AFEDZETE (Change Current System Settings) | A == — 5, [b 7 A KLVZ A LT 7 kD
%7€ (b Configure Idle Timeout) ] Z &R L £,

ATvT2 RRINDIU 4V RUIL, 7A RVEA LT U FOF LWVMEEZ AT LET,
ATvFT3 Ok LAJLT, BHAERFLET,

N = o |
) E— FEEY—/IN\—DHKTE
ZOFNEEFEHL T, VEt— FP—r3—~0 auditd daemon D=7 AR— hEZFRELFT,
AT T [BUEO VAT LFEEDAEH (Change Current System Settings) ] A == —2>5, [cauditd% %€ (c Configure
auditd) 1 BN L 9,
RTv T2 ROFEMEANTILET,
e UE— b Auditd V—/"—7 KL A&,

« UE— |k auditd —/3—K— |k,

ATw 73 [OK] ZBIR L TEENRFEZRGFLET,

Crosswork Data Gateway MD/\1 2 )LD IR

LT OFNAIZAE - T, Cisco Crosswork 7 — 4 7 — k7 = 4 (Cisco Crosswork Data Gateway) @
WA ZNERKRLET,

ARTYT1 AL A=a—T, WA B)LEAL4DBERLET,
ATY T2 [VMO/RA Z)LDFER (Show VM Vitals) | A =2 —nb, FRT D534 X V&R LET,
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Crosswork Data Gateway 0 /\4{ 2 JLDFR R .

N AL Bl
Docker = > 7} (Docker Containers) AT NTCHAEA  AH v AL EF TS Docker =2

YT T ORDNA Z N FRLET,
=773 ID (Container ID)

A A—VH% (Image)

41 (Name)

2= N (Command)

YERCHREZ] (Created Time)

AT —4 A (Status)

AR— 1 (Port)
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Crosswork Data Gateway VM D&% |
. Crosswork Data Gateway /1 % LD KRR

INA 2L A
Docker f A —3 (Docker Images) VAT N CHUERAF S 4L TU 5 Docker 4 A — Y DR
DI Z R R LET,

UARY U (Repository)
A A=V 1D (Image ID)
YERIRF 4] (Created Time)
P14 X (Size)

% 7 (Tag)

2 hr—7 OFEAHEM: (Controller Reachability) | =Y b 72— 7 ORERGENET A b D FITHER 2 For
L/i‘é—o

T 74N NIPvA 7 — N =4 (Default IPv4 gateway)
T 74 /V MPv6 7 — b =4 (DefaultIPv6 gateway)
DNS #—~3 (DNS server)
2> hu—5 (Controller)

avhka—Ikya DA T—H A (Controller
session status)

NTP O A HEM: (NTP Reachability) NTP R (e T A FOFEREZFR R L ET,
NTP H— ~Ofigik  (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BIED > A7 LFE[H (Current system time)

JL— bk 57— (Route Table) IPv4 BELWNIPV6 v —T 4 V7T —T NN ERRLE
—é—o

ARP 5 —7 /L (ARP Table) ARP T — 7 NV EF R LET,

T v b U— 27 8kt (Network Connections) BHEORy NI—J8RE VA= TR— M EFr
L\i‘a_(]

T 4 A7 fEIfE % (Disk Space Usage) TRTCONR—T > a VOBIEDT 4 A7 KaDfE
AR ERRLET,
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| Crosswork Data Gateway VM D&% %
Crosswork Data GatewayVM D kS TV a—F 4 >4 .

N2 )L SR BA
Linux ¥ —tE 2 (Linux Services) WO Linux Y—EADATF—F 252K LET,
* NTP
* SSH
* Syslog
* Docker
* Cisco Crosswork 5 — % %7— k7 =4 (Cisco
Crosswork Data Gateway) > 7 7 A K727 Fx
a7
NTP A7 — & A DGR NTP H—/R—D AT — X A% FR L ET,
AT LR OMERR VAT AR A FRR L ET,

Crosswork Data GatewayVM D kS5 J )L a—F 4 >4

[N TN a—F 147 (Troubleshooting) | A =2 —IZ7 7 BATHITIL, A A=a—
W[5 8T TNy a—T 17 (5 Troubleshooting) | Z %R L £,

N

GE)  ®EifgIx, dg-admin—¥—IZxt5 T D[ N7 7/ a—F 42 (Troubleshooting) ] A == —
ZRLTWET, dgoper 2—H T b4 Ty arO—affltE i, F£4: 50—
JVORERR (47 <—) ZZHRLTIZIV,
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[NT7 TNy 2—F 4> (Troubleshooting) | A == —I|ZiX, IROA T arBbh E7,
s a~ s FOET (64 <X—2)
« show-tech DT (67 ~X—2)
* Crosswork Data Gateway VM D L&) (67 ~<—2)
» Crosswork Data Gateway VM D> ¥ v kX 7 (68 =X—)
cauditd 2 7 DT 7 AR — 1 (68 X—)

e TAC > = VT 7 & ZADHME (69 ~=—3)

ZMavy FOET

[ZWrD 24T (RunDiagnostics) | A ==—Tl%, a2V —/WIIROA T a VInFRINET,
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| Crosswork Data Gateway VM D% &
#~Z k~n Ping [}

1:[E2¥iDETT (Run Diagnostics) ] » —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

lsof

iostat

vmstat

nslookup

tcpdump

HElOCONGCOSWNR

3 E

RRA +A~® Ping

Crosswork Data Gateway 1%, LR D IP 7 KL A~OE|ZERGEM 2 MR T D DIEHTE %
ping +—7 4 U7 ¢ L £7,

ATy 1 [ZBDFEIT (Run Diagnostics) ] A == —»5 [2 ping] 23R L £,
ATYT2 ROWEREATILET,

« Ping [A]%%

cSETHEARA N EZILIP

« %&{§7LR— (UDP, TCP, TCP #t)

« 55 THEAR—  (UDP. TCP. TCP #:§%)

ATvT3 [OK]Z7 Vw7 LET,

KRR BT SHFL—XIL— b

Crosswork Data Gateway |ZIZIBEDRED N7 TNV a—TFT 0 V TITHSD [ L—A/L— b
(traceroute) |47V a v NHABEESNTWET, ZOF 7Y arZEMAT 5 &, Crosswork Data
Gateway N EEGE/CICEIET D £ TORE M2 THITE £,
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Crosswork Data Gateway VM D&% |
B sorva—5voronazrrivay

AT w1 [Z2WD%ELT (Run Diagnostics) ] A ==—»5, [3 L —A/L— |} (3 traceroute) | Z&EN L £,
ATFYT2 FL—AN— b EEANLET,
ATy T3 [OK]Z7 V7 LET,

cSITILoa—TF409DEHOAR ATy

Crosswork Data Gateway (21X, N7 7y a—FT 4 THOa~vy KRBV DPHESLTY
£,

ATY T[S hT TN a—T 47 (5Troubleshooting) 1>[1 ZWi?D ST (1 Run Diagnostics) (2@ L 9,
AT9FT2 avr Regavwr ROMOF T a v E37 4 VX EBRIRLET,

* 4top

* 5 Isof

* 6 iostat

» 7 vmstat

* 8 nsolookup

ATy F3I [OK] &7 V7 LET,

TRCOAT v a &R T D L Crosswork Data Gateway (XH[E %227 V7 L, i€ L7=4 7
varEMHLTCavy REFETLET,

tecpdump DA AO— kK

Crosswork Data Gateway (Zi%, > NUV—27 8T 7 4 v 7 DX ¥ 7 F ¥ L orEveElzd 5
tepdump A7 a B F9,

Y

GE)  ZoX A7, dg-admin 2—H—DHNFETTEET,

ATYT1 [S F T TN a—T 47 (5Troubleshooting) ]>[#2Wr 34T (Run Diagnostics) ]>[9 tepdump] [ZFEE) L
£75

ATV T2 tepdump 2—T 4 VT 4 ZRATT DA H =T oA AEBIRLET, TXCOA U F—T oA A LT
FATT DI, [TTC (Al 147 v a v a2&RLET,

AT T3 WL F 2y IRy A F LT, EEICAT Y MEREERT D0, TRy 7F v Lizry
N& 7 7 A VITRIFE L E9,
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show-tech D E1T .

AT T4 ROFEMEADLT, [OK] 227 U7 LET,
« 37y FMEOTIBR  (Packet count limit)
o IAERFFH OHIBR  (Collection time limit)
« 7P A ZOHIBR (File size limit)

e 7 4 NH I

BIR L7247 > 3 G U T, Crosswork Data Gateway (/37 > % v 7' F ¥ (F#f &2 Wi 23R
IRT DD, FTET 7 A MIRFLE T, tepdump2—7 4 U T « BFEE LTZHIRIZEZET D &
Crosswork Data Gateway |37 7 A V& [EMi L. 7 7 A V% ) E— bR A MIHEET 572D SCP
JVUT R NVEERLUET, BRENET T 50, EIIFETHNC Y 7 A VREE F ¥ L
ToHEE. M LT 7 A VITHIBRS L E T,

show-tech M=E1T

Crosswork Data Gateway |, 177 7 7 A V& 2—WEFKD SCP DL AR— 547
v a v show_tech Z42fk L 9,

RO XS o7 —=2 ks,
* Docker =1 7 F THEIT N TV 5T X T D Data Gateway 2 R —F > b/
* VM /XA Z )b

FATHFTOT 4 L2 b VI tarball Z1ERk L E 9, H /I pe-<cbe version>-<CDG host
name>-year-month-day--hour-minute-second.tar.xz.enc k A 5 Zl ﬁﬁ@ tarball VC\'@‘O

Crosswork Data Gateway DIRREIC K > T, ZDa~y ROFETITHG D0 D5E608H 0 £7,

ATV TN [FF TV a—F 7 (Troubleshooting) ] A ==—7>5 [5 Show-tech] Zi®R L, [OK] %27 U v L&
R

ATV T2 vl LA ZNEETe taball DR E AT LET,

ATV T3 SCPRATL—X%ASL, [OK] %27 Vv LET,

Crosswork Data Gateway VM ) FE #Z &}
A

GE)  ZoXA7X, dg-admin 21—V DOHRNFEFTTEET,

Crosswork Data Gateway (21X, VM ZFEEIT 572D 2 2OAF 7 a VBbH 0 £7°,
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Crosswork Data Gateway VM D&% |
. Crosswork Data GatewayVM D> vy k53

[TRTOA 7T TR ar 7T ZEIFRL T VM ZHEEIT25 (Remove all Non-Infra
Containers and Reboot VM) ]: A V' A h— A RRIZF v u— RRanfzarsF (avr ¥
A 7u—NR) #EIELT, DockernHA A—TVEHIBRL, 2 V7 257 —& LA HIFR
LT VM 2 HEETHEA1F, [FT 7L 2—F ¢ 27 (Troubleshooting) ] A == —7»
LbIOATvare@BRUEY, ZUTED ., FIIRENTE T LIEERD, A 77 A b
T Fx AT T OBRPETINTODHRIEIC VM AR 77,

« [VMOFHES) (Reboot VM) |: EH OBFEBDGAIX, [FTF TNV a—T 47

(Troubleshooting) | A == —MNL I DOF v a v EERLET,

Crosswork Data GatewayVM D> v v X

[NZ 7Ny 2—TF 42 (Troubleshooting) | A == —22L[SVM DY ¥~ h& 7 (5Shutdown
VM) ] % #4R L C, Crosswork Data Gateway VM OFEJRE 4 712 L £,
auditd A DT AR— bk

auditd @ 72 =7 AR — T H121F, ROFINEEZEITLET,

ATYT1 [N T TNy a—T 47 (Troubleshooting) ] T, [9## /D=7 AR — bk (9 Export audit Logs) ] % i
RLUET,

AT 72 auditd 7 7 D tarball K5 5L IO/ 7 L— X% AT LET,

ZF7vT3 0K %7V vr LET,

Crosswork Data Gateway D & & £k

RO FNAIZHE - T Crosswork Data Gateway Z &Gk L £7°,

4RO SRS
BEAFED Crosswork Data Gateway DB grliE, FEET DRI Fr—F 0 LHIBRT 2 LE R H
D ET,

RT9T1 [NFTN¥a—TF 47 (Troubleshooting) ] A == —7>5, [7 Data Gateway D ff %k (7 Re-enroll Data
Gateway) | ZEIRL £,

ARTY T2 ROXATa T Ry 7 AT[Yes] &7 Vw7 LET,
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O—7—Yarvant-0J 2774 ILOHIK .

O—F—>aranht=05 2774 I)LOHIK

ZOFNEEFEHL T, /var/log BE D Jopt/dg/log 7 ANV FNDOBE—TFT — 9 I T
OaZ Ty AN (*gz £700E *xz) ZHIBRLE T,

ATV TN [NF TN a—TF 17 (Troubleshooting) ] A== —nb, [8R—T— a7 7 A LOHIER (8

Remove Rotated Log files) | Z&#R L £,

ATV T2 BRENDEAT a7 THIW (Yes) | ZRIRL T, ZEARIFELET,

TAC > T LT 72 ADEMIE

&M
ATvT2
ATvT3

ATvT4
ATV 75
ATvT6
ATvT1

TACY = /L7 7B AMREZR T2 L. v Aanx YV =71%, dgtac & ) ARTOTHIWE
Da—HP 2 LT, SERRIFICL > T Ubuntu ¥ = /VICEBER 74 o TEET,

BN, 2—¥Rvzrrn 7 rERGLARWE Y ICdgtace—Y T T kA v 7 Eh
TWT, NAT— FRHIREIALIZZ2 > TWET, AIINCT 5 &, dg-tac =—HFIZRDIE R D
12:00 aam UTC (“FRIOBEUTC) £TT 77 4 712720 £4, T 24 BN T,

dgtac = —HFE#HNT 5 FlAIZ, ko LBV TT,

N\

GE) o7 7BRAEEMICTAICI. VA0 P=TIOEETALERH Y F3,

1R BRI
VAADFY T =T I SWIMS Aberto V—VIIZT VB ATEXAZ L EZMR LTI EW,

dg-admin = —# & L C Data Gateway VM (212 7' 4 > L £ 77,

AA A= a—InD, [ 8T TN 2—F 27 (5 Troubleshooting) | % 3&IN L £,

[NT7 TNy 2—F 427 (Troubleshooting) ] A ==—26, [TACY =/L7 7 ADHZHL (Enable TAC
Shell Access) ] Z®IRL £,

dg-tac = —H D 7 A ANUIREFHD/RAT— RETACHLF ¥ LY b= U ~DIEENLETH D
EREETOLIAT n INFRESNET, ZORRTAMET e A 2F1ET 523 Wiz (No) ]
o, FEATT DL [TV (Yes) 1 ZBIRL E7,

BATT 2L, T DH LD ASRT = FOANDBKRD B, THD > FREDT/e 2 BRFRSNET,
AV N AZa =TT AT DRy 7 ZfFRT D7D /RAT— K& A LET,

Crosswork Data Gateway 252 277 7 F LE T,

TAAPDxT Y =T ) Crosswork Data Gateway D VM IZEHET 7 B A TE H551%, WO FIAEEZFATLE
T, ZNLSOEEIE. FIE8ITHERE T,

a) dgtac 1 —HP—DFIES5 TRELIZ/SAV— &, #HYO v RaxP=7 tFLET,
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B oncozr7oezommt

ATvT8

b)

©)

d)

RELIZNRAT—=REHL VA V=7 N dgtac+—H—¢ L CSSHERBTr /1 v LE
D
INAT—=REANNTDHE, FY LY P—7 UNEREINET, Y AaDxz V=7, SWIMS Aberto
V=B LTF Y LY b= B L, BRAEHFDINE % Crosswork Data Gateway @ VM T
Fx LoV R =7 B0 T ET,
vAapzrzrY=7didgtac 22—V —L LTEFICE /AL, "I NTa—T 4T EETLE
D

dgtac =—HF DT A RAZ A LT 7 MERIX 1S 0T, »o 7 U MLIzGGA, YA v=7
X, BER A T57DICH LT Y LU VIZBEATLHIMNERD D 77,

NI TNy a—T 4 TRET LD, YAAOTV=TIETAC V= Abu 77T hLET,

YA aADxT Y =T ) Crosswork Data Gateway O VM IZIEHET 7 B A TEX 72 WGAIX, T A2 by 7
EHEHINCL TV AN P=T DI —FT 4 U 7 2BB L £,

a)

b)

¢)

d)

e)

WDa<y ReEMALT, dgtac—H L L TSSHEHTr 7 A > LT,

ssh dg-tac @<DG hostname or IP>

dgtac = —HFITRE LIS AT—FE2 AN LET,
NATY—=REANNTDHE, T VUV N0 UNRRINET, ZON—T & RaDm V=T
EHEELET, TOVAIDOT V=T XSWIMS Aberto Y — /L&A LT h—27 VIZEBA L, &%
HHELET,

F¥ LY h—27 kT B BT EIEE % Crosswork Data Gateway VM [Z]E D 15 £ 97, Enter % —
T LY LT a7 RRFERENET,

NZ TN a—T 4V TEITICNE, TAY My T H2EETL0, LT ATOZ V=T OFR
WZHENET,

dg-tac =—HF DT A RAZ A LT 7 MERIX 1S 0T, o7 U MLizhh, YA v=7
WX, BEa A T 570 LNTF Yy LU DICBATHLENRDHY £97,

NTGTNY 2a—=T 4V ITRETLEL, TACY = bual 77 hLET,
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RE<TS O DOHEIKR

Z 2T, IROWNFITHOWTEBA L E1,

« vSphere Ul Zffi | L 7= VM OHIBR (71 <—)
» Cisco CSP7> 5 @ Crosswork Data Gateway — E A DHIER (72 X—)

vSphere Ul Z £ L 7= VM D HIIFR

Z D% 7 v aTlE, vCenter 2> Crosswork Data Gateway VM % Bl &3 2 FIAEIZ DUV TREA L
iﬁ‘o

)

GE) ZOFNEIZ X - T, §TD Crosswork Data Gateway 7 — Z NHIFR SN D Z LICERE L TL 72
W,

1R BRI

% Crosswork Cloud 7 7V r— g O a—H% A KD [Delete Crosswork Data Gateways @ Hll
By OIEOFHNIIE > T, Crosswork Cloud 7> & Crosswork Data Gateway Z HIBR L 72 2 & Z el
L%,

AT w71 VMware vSphere Web 77 74 7> hzua 74 v LET,

ATw T2 [FEF—% (Navigator) | 3A > C, HIRT A7 7V r—a > VME427 Y v 7 L, [EIR (Power) ]>
[EJRA 7 (Power Off) ] ZiEIRL £,

ATV T3 VMOERNA 7oz, b)—EVMELEZ Y v 7 L, [T 4 A7 M5HIBR (Delete from Disk) | %
BIRLET,

VM DHIBRE N E T,

457 K7 71 sr—< 3 U[IT Cisco Crosswork Data Gateway 302 1 V2 h— L L UHEEH1 K |
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. Cisco CSP/ 5 @ Crosswork Data Gateway H— E X D Bl &

Cisco CSPH 5 0 Crosswork Data Gateway H— E X D HI&

Cisco CSP7>5 Crosswork Data Gateway ¥ — B 2 ZHlI&9 51212, ROFIEZFITLET,

1R HHEIIZ

Crosswork Cloud 7 7'V 77— a 2R ENOa2—% 54 KD [Crosswork Data Gateway P ]
Bl OIEAOFAIZHE > T Crosswork Cloud 7> 5 Crosswork Data Gateway % Hl|F& L7= & & % 8
L/i To

RATwF1 CiscoCSPicu 7oA v LET,
AT 72 [%E (Configuration) ]>[V—E A (Services) ] IZBEIL 7,
[P—E A (Service) | 7T — 7 /WY —EADIBUED AT — X ANFRENET,

RATv T3 [h—E R4 (ServiceName) ] FITH—EAA L RAX LU RAERSF, [727 a3 (Action) 15D FIZd 5
[HIBR (Delete) 127 U > 27 LET,
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