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C(WNICKIPWMethod) |1 1 3 17 yNICO 0o/ | ABZ D IPVA 7 K1 | 7500 M [72 L
S A — A A H WS 5 Hk, (None) ] T,

7= & zIE, vNICO DX
T A — 24 1% vNICO
IPv4 570 (VNICO IPv4
Method) T,

VnicO0IPv4Method C

R

vNICx IPv4 7 R L A |VnicxIPv4Address WICX A > Z—T = A4
(VNICx IPv4 ADIPv4 7 KL A,

Address)

VNICx IPv4 % »» h < A |VnicxIPv4Netmask Ky FEGID D 4D

7 (VNICx IPv4
Netmask)

By ic ks
vNICX A > Z—T = A
AD IPv4 X b= A
7,

VNICx I[Pv4 A v 7
F—hrx A (VNICx
IPv4 Skip Gateway)

VnicxIPv4SkipGateway

7Y a A [IEW
(yes) 1 FE721E [V
Z (no) 1 T9,

[V (yes) &R
L. = Uz AD
RIENAF Yy TINFE
R

VNICxIPv4 7 — k7 =
A (vNICx IPv4
Gateway)

VnicxIPv4Gateway

wWNICXx 7 — DT = A D
IPv4d 7 R LA,

IPv47 R LA ZAEHS
H8%EE. [
(Method) ] % [A ¥
7 4 w2 (Static) ]IZ
fEL, [T FLA
(Address) 1. [ b
< A7 (Netmask) ].
[T—hU =A%
% v 7 (Skip
Gateway) |. BI O
[F—hDxA
(Gateway) |7 1 —/V
N aE AT L %
R

WNICxIPv6 7 KL R (AT HA X —T7 A ADOEIZIR LT VNICO, VNICL, BIW

VNIC2)
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

VMware /N5 A —4

CSP /XT3 A—%

B

Z DD I1EHR

VvNICx IPv6 72
(VNICx IPv6 Method)

£

7= & zIE, vNICO DX
Z A — 4 X VNICOIPv6
J77 (VNICO IPv6
Method) T,

VnicxIPveMethod

7= & zIE, vNICO DX
T A—F%
Vnic0IPv6Method C

R

WNICx A > % —7 = A
AWEDIPV6 T R L
A & B9 % ik,

[ (Method) 1T
74V MEIZ [/ L
(None) ] T,

IPv6 7 R L A ZAfi 4

L&A, [k
(Method) ] % [A %

7 4 w7 (Static) ]IZ

vNICx IPv6 7 R L &
(VNICx IPv6
Address)

VnicxIPv6Address

VNICx A > H—T = A4
ADIPv6 7 RL A,

fREL, [T LA
(Address) 1. [*r> b
< A7 (Netmask) ].
[T—hU =A%

VNICX IPV6 % v < A&
7 (VNICx IPv6
Netmask)

VnicxIPv6Netmask

wWICX A > H—T = A
ADIPV6 LT 4
7 A,

%7 (Skip

Gateway) ]. BI O

[F—hDxA
(Gateway) |7 1 —/V

VNICx IPv6 A% v 7
F— K~ A (VNICx
IPv6 Skip Gateway)

VnicxIPv6SkipGateway

A7 a W
(yes) 1 FE21Z [V
Z (no) 1 T9,

[V (yes) ]Z3&IN
L&, F—bhU=AD

RiZHE#aE A L%
j—O

RENAF Yy TINE
R
VNICx IPv6 #*— K ™7 = | VnicxIPv6Gateway WICX 7 — F 7 = A D
A (VNICx IPv6 IPv6 7 K L A,
Gateway)
DNS #—/3

DNS 7 KL % (DNS
Address)

DNS

BHEHA L H—T oA R
NS T 7 AREETR
DNS H— 30D
IPV4/IPv6 7 R L A D A
N—ARYGIY U Ak,

DNS ff#E KA A
(DNS Search
Domain)

KA A (Domain)

DNS fR3 KA A >

DNSt & = U T ¢ Lk
H&HE (DNS Security
Extensions)

DNSSEC

DNSt % = U 7 1 $iLik
BEREZME 27 E 9
VAR
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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

VMware /X5 *—#4  |CSP/XS A —%& ELEL ZFDDIER
DNS over TLS DNSTLS DNS over TLS % {i#i f 9
BINE DD,
</)LF %+ A h DNS |mDNS ~/LF ¥ ¥ A | DNS
(Multicast DNS) HRERT A8 9 D,
Uy 7 a—%)L</)LF | LLMNR Link-Local Multicast

¥ v A N RIFRDR
(Link-Local Multicast
Name Resolution)

Name Resolution % f#
TAENE I D,

NTPv4H—/\
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

VMware /N5 A —4

CSP /XT3 A—%

B

Z DD I1EHR

NTPv4 $—/3 (NTPv4
Servers)

NTP

BEA A —T oA A
Mo T 7 ARRER
NTPv4 H—/ 3D
IPv4/IPv6 7 N L A F 7=
IR A R D AR— R
XE10 U Ak,

Z ZIZX. pool.ntp.org
R EDEZEANTTT D
HHRH Y £, NTP
H—/ %, Cisco
Crosswork 7 — % 7" —
k7 =4 (Cisco

Crosswork Data
Gateway) . Crosswork
Cloud , BL T A
A TR DOFREZ RN A AT
RTY, BEREL RV

RUARAEIIHEI—T

FLUZAZMRT 5 &,
Crosswork Cloud &
Cisco Crosswork 7 — %
77— R~ =A (Cisco
Crosswork Data
Gateway) 23NFHAIZH
152 D BRI RN
AT DHAREMERH Y
F9, NTPH— %Al
AL TWARnGEEE,
Cisco Crosswork 7~ — 4
—h~7 =1 (Cisco
Crosswork Data
Gateway) &
Crosswork Cloud [t D #
A LY TN 24 By
MILLTTHDZ &%
wLET, £95 TR
¥, Cisco Crosswork
T—H =T =A

(Cisco Crosswork Data

Gateway) |FHEfEIZK
WLET,

NTPv4 8L H
(Use NTPv4
Authentication)

NTPAuth

NTPv4 BRAE A A9 5
ME DM,

NTPv4 % — (NTPv4
Keys)

NTPKey

AW S Nt o
VT B AR XY
D Dx— 1D,
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2 T P UM |
. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

VMware /X5 A —%  [CSP/NT A—4 BTLL] Z D DIEHR
NTPv4 ¥ — 7 7 A /L |NTPKeyFile chrony % —7 7 A /L~

URI (NTPv4 Key File @ SCP URI,

URID)

NTPv4 %— 7 7 A JL/X | NTPKeyFilePwd chrony &—7 7 A L~

A7 L—RX (NTPv4 ?D SCPURI D/XA YT —

Key File Passphrase) [

1) E— b Syslog H—/\
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Cisco Crosswork T—% 4#"— k™2 = 1 (Cisco Crosswork Data Gateway) BA/XS A—&2 &I+ 17 .

VMware /A5 A —%  |CSP /AT A—%4 Hl:) ZDOIER
U &— | Syslog #—/\ | UseRemotesyslog UE—FKRZRZ S syslog B —/N 2%
AL ETN? (Use syslog A v E—V %% |ETHE, P—ERA
Remote Syslog F3 20080, ~ 2 RSN syslog
Server?) P NTREE S E
Syslog P — XD T KL |SyslogAddress A —T o f R T, FTNLANDLE
A (Syslog Server NS T 7' A A[RER E‘ Cisc“o Crosswork
Address) syslogh—/SDIPv4 F TAT U= A
ZIXIPv6 T KL &, (Cisco Crosswork Data
Gateway) VM (2D F
GE)  IPV6 7 Pl =gt s,
2EMEHL 3 )
TNBIEA A1 syslog B — /N & A
3. Ty fﬁ?‘é%ﬁli\ Ny gV
o (a |PTOPBIEELTS L
ST ERHV ET,
NHOF GF) URI 7 7 A
e NVEE TR
A ME,
Syslog $—/37K— k| SyslogPort Syslog — 3D AR — Sy R —
(Syslog Server Port) H o 7 B (SCP
LT
Syslog #—/37 1 | =1 | syslogProtocol syslog DIE(FHFFIZ VvNICO A >
/L (Syslog Server UDP, TCP, F70i% BT o A
Protocol) RELP ZfEH L £37, A H
> Al
TLS #2H @ Syslog % i | Sys1ogTLS TLS Z{#/H L Tsyslog ;%Ejg;f 72
550857 (Use DRTT 4y B ‘;Wjjjf
Syslog over TLS?) fELEF, A %
Syslog TLS &' 7 44 SyslogPeerName H— REZEBAED ~— LRI
(Syslog TLS Peer SubjectAltName F 7213 FEL T
Name) S A/ NP E: T T DHYEN D
ICANENLEBY O DET.
syslog — DR A |k
fio
Syslog /L — NG SyslogCertChain SCP A2/ L CHAE L
7 7 A /L URI (Syslog 7z syslog #—/3D
Root Certificate File PEMTER. DL — K ZERH
URI) =
Syslog #EBI# 7 7 A /L | SyslogCertChainPud | Syslog ZFHEF = — 2

DINAT L—R
(Syslog Certificate File
Passphrase)

ZHUS9 %5 SCP = —
D/RAT — K,
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2 T P UM |

VMware /X5 *—#4  |CSP/XS A —%& ELEL ZFDDIER
JE—FEEY—N
) — NEEF Y — % | UseRemoteAuditd JE— FHF A MZ %\E@Cm U T. Cisco
fEHA L E3$ (Use Auditd X v &— %1% | Crosswork 7 — 4 /7' —
Remote Auditd E3 %0, k7 =4 (Cisco
Server?) Crosswork Data
Gateway) VM |[ZAH
Auditd %—/37 K L A |Auditdhddress ATV a rOEET— | minz ons L Ao
(Auditd Server INDRA P IPVAL |y o R — o8
Address) F7-IXIPv6 7 KL %E%ﬁﬁ%ﬂ %%1§T
Ho BEIICHETE E
e — N7 R— |k AuditdPort T a DY — R

(Auditd Server Port)

NOR—

D Auditd Y— 3%
FHT 212, 2hb
D3I ODOFEZEIRE L
3R
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Cisco Crosswork T—% 4#"— k™2 = 1 (Cisco Crosswork Data Gateway) BA/XS A—&2 &I+ 17 .

VMware /X5 A —4  |CSP /N5 A —% Bl Z DD 1ER
A=A ProxyURL BHXy NU—s7a |77y REATIX
URL (Proxy Server % 3 —30 URL, Cisco Crosswork Data
URL) Gateway /X TLS #XH T
A B =y MTHE
a3 Y—/N XA |ProxyBypass a3 —N0EE TEAYEERH Y 7°D
XA Y A (Proxy SN TRy R E XY — \DBREICE
Server Bypass List) RAA L DAN—=ARK | fE LA EAIE,. 7
819 U A b, X LW — NDYBT A
SSE 7 1 3 (D — | ProxyUsername FEFE T a3 — DEEBH Y ET,
4 (Authenticated Proxy NROzZ—H4, 7a e — A A

Username)

WA O X DRAT
L — X (Authenticated
Proxy Passphrase)

ProxyPassphrase

REEE AT a Y —
INOI/INAT L— X,

HTTPS 71 &%
SSL/TLSFERAE 7 7 1
JL URI (HTTPS Proxy
SSL/TLS Certificate File
URI)

ProxyCertChain

SCP Z{# [ L CTHUSG L
72~ HTTPS 712 %> M
PEM 2 SSL/TLS
AEAET 7 AL,

HTTPS 7' &%
SSL/TLS GiEE 7 7 1
JVDINAT L—X

(HTTPS Proxy
SSL/TLS Certificate File
Passphrase)

ProxyCertChainPwd

7a A ET = —
v a G % SCP 2 —
PFO/INAT — K,

THEEE. b0
NRITA—=B I ETD
VERH D F9,

BEIEH/ v T—

2 MDERE  (Auto Enrollment Package Transfer)
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2 T P UM |
. vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L

VMware /X5 A —% |CSP /XS A—%4 £ A Z DD 1ER
HERDIEHEA A I & /X |EnrollmentURT SCP % ffi fl L CXfk | Crosswork Cloud (Z
A (Enrollment N lr— U B Rk S % | Cisco Crosswork 7 — 4
Destination Host and SCPHRA MBIONR|HF— T =1 (Cisco
Path) (user@ust: fpath/to/file) , | Crosswork Data
Gateway) % %k 7 5
BRI SA T L— R EnrollmentPassphrase | Bgk/ N\ b — 3 ZHinik Wi BhRoSy r—
(Enrollment THODSCP2—H | s ymicgd. (2%
Passphrase) NRAT L—XR, F—HZZ B

TA—=HEIRET D
Ll BNy r—Y
¥, Cisco Crosswork
TR =Tz

(Cisco Crosswork Data
Gateway) O ][RI E)
FRZF Do — LR A
MZ HEIICHEE S
F9,

A A N—=)VERRZZ
5DORT A —H EIRTE
L7 WGAIR, Bk
Ry lr—PDx s A
R—1 (40 ~<—)
DFMNZAE - TS
R lr—V%k FEj T
I AR— T DHHEN
HET,

RDYEZE : Cisco Crosswork Data Gateway VM DA > A b — LZiEA E T,

vCenter vSphere Client Z{£ FH L 7= Crosswork Data Gateway
DA A=)

vCenter vSphere Client % {#i H{ L T Crosswork Data Gateway % A > A b —/LF 521X, RO FIA
EFERITLET,

ATwF1  Crosswork Data Gateway 2.0x DU U —2 /— h&ZH L, CCO (*.ova) M OHELEXIL S Crosswork Data
Gateway 1 A—V 7 7 A NVEXyra—RKLET,
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ATy T2

ATvT3

ATv74a

vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

T
i

7 7 /L k@ VMware vCenter DEBI ¥ A A7 7 ME 155 TT, OVF 77— NEBRDET
(AN BEERI 15 S EHBA B . vCenter REA KT 1 L. Beblh b0 EF03nbh 0 £
T, ZNEBSTEOIIC, BREZBBTIANCT 7L — b EMRE L. ANTARAEZRDTE
{ZLZ2BEIDLET,

vCenter Server 7 7 A 7> MIEEG L E T, [T 7 ¥ a3 (Actions) |>[OVFT > 7 L — FDER (Deploy
OVF Template) | Z3RL £ 7,

VMware @ [OVFT > 7 L — h DR (Deploy OVF Template) |7 « #'— RRFIREN, HAIOFIE[ T

7 L— R OER (1 Select template) ] 23FRFFFR R SN E T,

a) [ZM (Browse) |27 Vv 7 L, OVAA A=V T 7 A NEX T a— RLESFICBEILTCY 74
AR ET,

TFANKBDBT 4 FUICERENET,

WOKD L HIZ, [k~ Next) (227 V7 LT[2401&ESHFTOZEN (2 name and location) | IZFEE) L

E3r AN

a) f1ER7 % Cisco Crosswork Data Gateway VM D4 fija AT L £ 7,

b) [BAE~ > DHHTA RN (Select a location for the virtual machine) ] Y A k. Cisco Crosswork Data
Gateway VM MFAET 57 — XU 2 —Z@INL 7,

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: ~ Crosswork Data Gateway 1

Select a location for the virtual machine.

ﬂ rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
redns-spm-dc-01
rcdns-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATF9FE [k~ (Next) 1227 U v 27 LT, [3VY—ADER (3 Selectaresource) JIZHEHET, VM DFEA &
R L ET,

ATY 76 [k~ (Next) 127 U > 27 LEF, VMware vCenter Server 7% OVA ZAE L £9°, MEIZ20 5 BEIX
Fy MU=V HEICL>TRED 3, BRENT T 5 E. 7o F— NI [4FHMOMRE (4 Review
details) JICEEEI L £7, OVA OFRAMR LT[R~ (Next) 127 U v 7 LET,

BTAO0VETF P L— hafEiR LET,
GE) ZOEHRILOVE POIEI N, BRI TEERA,

ATY T [k~ (Next) 1227V v 7 LT, [HHFFEERMICHEE (AcceptLicense Agreement) [ IZBEIL £, =
Fa—H% T4 A EEZHR L, KGR (Accept) 1227 U v 7 LET,

ATY 78 WORDEHT, [k~ (Next) 1227 U v 7 LT[6a%EDEIR (6 Select configuration) ]IZHEIL £,
[Crosswork Cloud] %8R L £ 9,

Deploy OVF Template

+ 1Select an OVF template Configuration
+ 2 Select a name and folder Select a deployment configuration
+ 3 Select a compute resource

Description

+ 5 License agreements 8 CPU; 32GB RAM; 1-3

Crosswork On-Premise Standard . ;
6 Configuration NICs; 70GB Disk

Crosswork On-Premise Extended

+ 4 Review details © Crosswork Cloud

3 ltems

CANCEL ‘ BACK ‘ NEXT

ATv 79 KOKDEHIT, [k~ (Next) 127V v 7 LTC[TA ML —Y DR (7 Select storage) ] IZBE) L £7,
a) (AT 4 A7 7 —=~ > O (Selectvirtual disk format) ] 7 4 —/L RTRO L DTN L F 7,

s EBREREOESA, [y 7 7 vty a =2 7Lazy Zeroed (Thick provision lazy zeroed) ] % %R
L/ i ﬁ—o
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

BHRBRBEDHEA. [V 7r Y a =27 (Thinprovisioning) ] Zi&R L £,

b) [F—# A L— (Datastores) | 7—7Ninb, AT L7 —F XA T ZRIRL, £DOT 037 ¢
ZHER LT, AR A RL—U RN RIlh D 2 L 2R LET,

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details |:|

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroced

+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks MName Capacity Provisioned Free Type

9 Customize template ] Local Datastore 2.45TB 119 TB 146 TB VM

10 Ready to complete

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

ATV KOOI ST, [k~ (Next) 227 U7 LT[8 1y hT—27 DR (8 Select networks) ] IZBE L

¥4, R=Y O Ra v FE 7T —T7 LT, vNICO, vNICL, B LN YNIC2 (242 vNIC ¥z
HAONWT, EXETR Y NI —ZIZH#YR5EIe Ry NT— 7 @I L £7,

VWNICO M HNEIC, AT 25651y hU—27 2B L T &V, RMEADVWICIK, T 7 4/v MEDE
FIZTL &,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATy N

ATv 712

ATy 713

Deploy OVF Template

+ 15elect an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.

+ 3 Select a compute resource

+ 4 Review details Source Network Destination Network
+ 5 License agreements vNIC2 Crosswork-Devices
+ & Configuration vNICT Crosswork-Internal
+ 7 Select storage VvNICO WM Network

8 Select networks 3 items.

9 Customize template
10 Ready to complete R ;
IP Allocation Settings

IP allocation: Static - Manual

IP protocol: IPvd

CANCEL ‘ BACK ‘ NEXT

[k~ (Next) 1227 U > 27 LT, [AAMEFROEE (Host Information Settings) | 2AEEA SN2 [9 7 7
L—hDH A K <A X (Customize template) ] (ZBEIL F7°,

GE) KB 27 A Tid, #45? Cisco Crosswork Data Gateway VM & 2 AlgEME N H D £,
L7275 T, Cisco Crosswork Data Gateway D78 A b4 X —E TH Y . KED VM % ffi IR A
TEDEIIHERT HRENRH Y 7,

Cisco Crosswork 7—# %— k7 = A (Cisco Crosswork Data Gateway) &EHA/XT XA —X L) U4 (8

N—=) OPINIHES T, NT A2 OEHREATLET,

[k~ (Next) 127 VU w27 LT, [105 T O#fF (10Readytocomplete) JIZBENL 7, HELHMERL.

JEB & BT DA CE 26 (T (Finish) 127 U v 7 LET,

BBAAT — X AL MEB L ET,

a) vCenter vSphere 7 7 A4 7 > M &BRE £ 7,

b) AA K VM D [HILDHX A (Recent Tasks) | ¥ 712, [OVF7T > 7' L— FDJER] (Deploy OVF
template) ]~ 3 7 & [OVF/Ny 7 —Y DA 7"— b (Import OVF package) |23 7 DAT —H A%
RLET,
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vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

ATy T4 BEAT—X ANR100%IZ72 726, VMOEREZ AN TER o A2 T LET, ROKIIRT XD
W2, FAROZ U RV EZBEBHLTCVMEZ2 Uy 7 L, [T27 Y3 (Actions) 1>[EJR (Power) ]>[EIR
2> (Power On) | DJEIZEIR L F 7,

& Cdg-vm-137 RETIONE T

|I‘]|I Actions - cw-vm-137
Summary Monitor {
Power » | ¥ Power On
Guest OS LN
Powered Off Snapshots e
VM Hardware VM Policies > ~
CPU Template >

VM MBEEEIT 5 E T &b 5% L, vCenter £721X SSHIEAHA T /4 > LET,

& vCenter CVM DX v N =R EEEFTTHE, BERLLWEKRRERICRAAREENSH D F
To THITIE, RZT 4 v 7 N— P EEROBRRENGTENE T, TNOOREEZLETD
LA, BOEETITo TLEEW, IP T RLAZELT LA, BIFEDO VM ZEEEL, #r
LW VM Z1ERk LT, # LV VM % Crosswork Cloud (2 &k L £,

T

RDERY

vCenter #%H C Crosswork Data Gateway VM (212 7' A > L £,

1. vCenter TVM Z 427U v 7 L, [22> Y —/L%EBI< (Open Console) | ZiER L £,

2. 2—¥4 (F Y ToHNIr—/UIE U Tdg-adnin £721d dg-oper) &, KT 5H/SAT—
R (A A=A TBEATIER LIZ/RAT—K) &AL, Enter 2 L E7,

SSH % 41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

SSHY nt®R(%, ZHOu A KBTI TAT o PRIy 7 $52 L1280, T—
N7 4 —ARENOLHRESINE T, RERZ—VFAEIF AT — R, #HOUE, H250 %
TNAFY ZLADAR—BR EOIRIUL, P LTH Y hEvEd, 20 73 ORFRFEAN TRA
ARIKRIET DL, 774 T MNP R EL T Ty 7 Sk, KRB BERE LT 5
L. Tyl EANHEEINEL RV ET, K7 T4 T FIPIXEMITEN S ET,

1. CiscoCrosswork Data Gateway DEBLIP (R NT—F T VB ATELT—T AT — 3
Mmh, WOa<wry REFETLET,

ssh <username>@<ManagementNetwork[P>

Z Z T, ManagementNetworkIP [%, IPv4 £721XIPv6 7 KL AKX OEH R Y hTU—7 IP
7 RL AT,

WOFIZHEIZ L TLTIEEN,

BHFE2—F L L Tr 7 AT 5545 « sshdg-admin@<ManagementNetworkIP>
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

AR —Fa—FLLTrT AT 556 sshdg-oper@<ManagementNetworkIP>

2. ST HNRAT—FK (f A b—=AT v A THERLIZ/SATU—FR) 2 AL, [Enter]
F—aMLET,

Cisco Crosswork Data Gateway VM |27 7 E A TE 2 WGAIE, vy MU — 7 REICHENRH
9, A=Ay NU—IHEEZMHRLET, ELL WAL, Cisco Crosswork
Data Gateway VM ZHIfR L, IELWWAR Y NT—Z R ETHA VA N—ALTHILE2BEIOLE
ﬁ—o

OVF YV —)LIZ & % Crosswork Data Gateway D1 > X k—

L

BTG C T, avy FRAZ V7 MORAETIA T a v ONTA—=2%%F L, OVF
Y — V& FITTEET, Cisco Crosswork 7 —# 47— k7 = A (Cisco Crosswork Data Gateway)
WMANRT A= LT A BX—V) 2L TIEIN,

A7 YT B TOVE Y=V EFTT OGOV T VAR7 VT M2 RIRLET,
#!/usr/bin/env bash

# robot.ova path

DG_OVA PATH="<mention the orchestrator path>"

VM _NAME="dg-141"
DM="thin"
Deployment="cloud"

ActiveVnics="2"

Hostname="Hostname"
VnicOIPv4Address="<VnicO_ ipv4 address>"
VnicOIPv4Gateway="<VnicO_ ipv4 gateway>"
VnicOIPv4Netmask="<VnicO ipv4 netmask>"
VnicOIPv4Method="Static"
VniclIPv4Address="<Vnicl ipv4 address>"
VniclIPv4Gateway="<Vnicl ipv4 gateway>"
VniclIPv4Netmask="<Vnicl ipv4 netmask>"
VniclIPv4Method="Static"

DNS="<DNS_ip address>"

NTP="<NTP Server>"
Domain="cisco.com"

Description="Description for Cisco Crosswork Data Gatewayi : "dg-141""
Label="Label for Cisco Crosswork Data Gateway dg-141"

dg_adminPassword="<dg-admin password>"
dg_operPassword="<dg-oper password>"

EnrollmentURI="<enrollment package URI>"
EnrollmentPassphrase="<password>"

ProxyUsername="<username_ for proxy>"
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ATy T
ATy T2

ATvT3
ATvT4

OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

ProxyPassphrase="<password for proxy>"

SyslogAddress="<syslog server_ address>"
SyslogPort=<syslog_server port>
SyslogProtocol="<syslog server protocol>"
SyslogTLS=False
SyslogPeerName="<syslog server_ peer name>"
SyslogCertChain="<syslog_server root certificate>"
SyslogCertChainPwd="<password>"

# Please replace this information according to your vcenter setup
VCENTER LOGIN="<vCenter login details>"

VCENTER PATH="<vCenter path>"

DS="<DS details>"

ovftool --acceptAllEulas --X:injectOvfEnv --skipManifestCheck --overwrite --noSSLVerify
--powerOffTarget —--powerOn \

--datastore="$DS" --diskMode="$DM" \

--name=SVM NAME \

--net:"vNICO=VM Network" \

--net:"vNICl=DPortGroupVC-1" \

--deploymentOption=$Deployment \

--prop:"EnrollmentURI=$EnrollmentURI" \
--prop:"EnrollmentPassphrase=$EnrollmentPassphrase" \

--prop:"Hostname=$Hostname" \

--prop:"Description=$Description" \

--prop:"Label=$Label" \

--prop:"ActiveVnics=$ActiveVnics" \

--prop:"Vnic0IPv4Address=5$Vnic0IPv4Address" \
--prop:"Vnic0IPv4Gateway=5$VnicOIPv4Gateway"
--prop:"Vnic0IPv4Netmask=5VnicO0IPv4Netmask" \
—--prop:"Vnic0IPv4Method=$Vnic0IPv4Method" \
--prop:"VniclIPv4Address=$VniclIPv4Address" \
--prop:"VniclIPv4Gateway=$VniclIPv4Gateway"
--prop:"VniclIPv4Netmask=5$VniclIPv4Netmask" \
—--prop:"VniclIPv4Method=$VniclIPv4Method" \

—--prop:"DNS=$DNS" \

--prop:"NTP=$NTP" \

--prop:"dg-adminPassword=$dg adminPassword" \
--prop:"dg-operPassword=$dg operPassword" \

--prop:"Domain=$Domain™ $DG_OVA PATH "vi://SVCENTER LOGIN/$VCENTER PATH"

_—

_—

avy K 7ar 7 helEET,
T L— 7 7 ANV%EBE, Cisco Crosswork Data Gateway FIZEIR L2 E L —HT D X 9 ITREL

OVF YV — L& A A h—/L LGN B8 L £,

WDONTNINDSTETOVE Y — a2 FIT L ET,

a) AT FOEA
WDa<wy REFITLET,
ZIoawr RIZiE, Y—AOVEZ 7 A VDT E, a~2y ROFETHERE L TERESND vmx 7 7 A
NOGFTNEENET,

ovftool <location_of source ovf file> <location of vmx file>

RO ZEBEIZ LT TESN,
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. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds="datastorel30-2"
--deploymentOption="cloud" --diskMode="thin" --overwrite --powerOffTarget --powerOn
--noSSLVerify --allowExtraConfig --extraConfig:firmware=efi
--extraConfig:uefi.secureBoot.enabled=true --name="cdgl47.cisco.com"

--prop:"Hostname=cdgl47.cisco.com" --prop:"Description=CDG Base VM for Automation"
--net:"vNICO=VM Network" --prop:"VnicOIPv4Method=Static"

—-—prop:"VnicO0IPv4Address=<vNIC 0 IPv4 address>" --prop:"VnicOIPv4Netmask=<vNICO IPv4 netmask>"
--prop:"Vnic0IPv4Gateway=<vNIC 0 IPv4 gateway>" --net:"vNIC1=DPG991"
--prop:"VniclIPv4Method=Static" --prop:"VniclIPv4Address=<vNICl IPv4 address>"
—--prop:"VniclIPv4Netmask=<vNICl IPv4 netmask>" --prop:"VniclIPv4Gateway=<vNICl IPv4 gateway>"
--net:"vNIC2=DPG999" --prop:"dg-adminPassword=<password>"

—--prop:"dg-operPassword=<password>" --prop:"DNS=<DNS address>"

--prop: "NTP=<NTP>"
--prop:"Domain=cisco.com" <image download url> vi://'Administrator@vsphere.local:<password>'@<IP
address>/DC/host/<IP address>

b) RV THOFER
g~ REFIBEED THERLIZAZ V7 N 2FTT5I0E, ROFIEZFIATLET,

root@cxcloudctrl:/opt# ./cdgovideployVM197

RDERY

vCenter #%H C Crosswork Data Gateway VM (212 7' A > L £,

1. vCenter TVM Z 427V v 7 L, [22> Y —/L%&BI< (Open Console) | ZiER L £,

2. 2—¥4 (F Y ToHNIr—/UIE U Tdg-adnin £721d dg-oper) &, KT H/SAT—
R (A A=A T BB ATIER LIZ/RAT—K) & AJ L, Enter 2 L E7,

SSH % 41 L 7= Cisco Crosswork Data Gateway VM ~D 7 7 & A :

SSHY n® &%, ZHOu A KBTI TAT o  PETay 7 ¢52 L1280, T—
N7 4 —ABENOLHRESINE T, RERZ—VFLAEIF AT — R, #HOUE, 250
TNFY ZLADAR—BR EOIRIUL, P LTH Y hEvEd, 20 23 ORFRIFEAN TRA
ARIKIET DL, 774 T MNP R EL T Ty 7 Sk, KRR LT 5
L. Ty ENDFREHINELS RV ET, &7 747 NP ERIGEHRSET,

1. CiscoCrosswork Data Gateway DEBLIP (R NT—F T VB ATE LT —T AT — 3
Mmbh, WOa<wr REFETLET,

ssh <username>@<ManagementNetwork[P>

Z Z T, ManagementNetworkIP [%, IPv4 £721XIPv6 7 KL AKX OEH Ry hTU—7 IP
7 RL AT,

ROFI BB LT TESN,
FHFE2—F L L Tr 7 A T 5845 « sshdg-admin@<ManagementNetworkIP>
FR—Fa—HFLLTrl AT 584 sshdg-oper@<ManagementNetworkIP>

2. ST EHNRAT—FR (f A b—AT v A TIER LTZSA U —R) Z AL, [Enter]
F—EMLET,
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

Cisco Crosswork Data Gateway VM |27 7 B A TE 72 WGAIE, vy NV — 7 REICHENRH Y

T, arY—AhbRXy NU—7
Data Gateway VM ZHIfr L, IELWRy hT—7

B

REZWHERLET, ELLRWEAIL., Cisco Crosswork
THA VAN ATEHILEBHOLE

Cisco CSP [Z Crosswork Data Gateway =1 >~ X F—JIL9 5

Cisco CSP |Z Crosswork Data Gateway & > A b —/L 9 51213, IROFINEZFATL £,

AT Y F1 CiscoCSPIZ7 v TA— K§ %728 ®D Crosswork Data Gateway DY —E XA A —CF#EFELET,
Crosswork Data Gateway qcow2 E/V K& CCO b —H N~ U FE72iE CiscoCSP N7 7 BEAXATE %

a)

b)

R—HNRy NT—7 EORFTICE Y e — FLTREBLET,
BV NI, qeowz2 BE DN config.txt 7 7 A /LD tarball T,

config.txt 77 A NVERHE, £ VA RM—IVDBEHEIZHES T/NT A —HX ZEH L £9, Cisco Crosswork
T —H%# /% — =4 (Cisco Crosswork Data Gateway) E AT XA —X LU (8 3—V) 25

LTL7ZE0,

(¥) D Data Gateway VM Z A > A b —/LF 5 TEDYEIE, Data Gateway VM Z & (IZ—FE D

config.txt 7 7 ANVEAERR L ET,

WDINT A —Z T FRITE

* JEPH

c 779k 2HLET,

RIT. config.txt 7 7 A VOB &R Li‘?‘o

ActiveVnics=
AuditdAddress=
AuditdPort=
Deployment=cloud
Description=
DGAppdataDisk=
DGCertChain=
DGCertChainPwd=
DGCertKey=
DNS=changeme
DNSSEC=False
DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme
Label=
LLMNR=False
mDNS-False
NTP=changeme
NTPAuth=False
NTPKey=
NTPKeyFile=

9259 K7 7Y 45— 3 AT Cisco Crosswork Data Gateway 3.0.1 1 X b—/ILE XU

SNTEDRH Y £,

BV |
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NTPKeyFilePwd=
Profile=Standard
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
Vnic0IPv4Address=0.0.0.0
Vnic0IPv4Gateway=0.0.0.1
Vnic0IPv4Method=None
Vnic0IPv4Netmask=0.0.0.0
VnicO0IPv6Address=::0
Vnic0IPv6Gateway=::1
Vnic0IPv6Method=None
VnicO0IPv6Netmask=64
VniclIPv4Address=0.0.0.0
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None
VniclIPv6Netmask=64
Vnic2IPv4Address=0.0.0.0
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv6Address=::0
Vnic2IPv6Gateway=::1
Vnic2IPv6Method=None
Vnic2IPv6Netmask=64
dg-adminPassword=changeme
dg-operPassword=changeme

AT w72 Cisco CSP [ Crosswork Data Gateway DH—E XA A —UF 7y TO—K9 5%

a) CiscoCSPicu /A > LET,

b) [ (Configuration) ]>[V AR MU (Repository) ] IZBE)L £,

12 =524 |

c) [VAY FVU 774/ (Repository Files) ] ~—3 T, [Crosswork Data Gateway] RZ > %7 U v 7 LE

B

ahali. Cloud Services Platform

(4314}

d) [7 v 7 m— K4 (Upload Destination) ] Z &R L £,
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

e) [ZM (Browse) 127V v 7 LT qcomz 77 AMIBEIL, [BA< (Open) 1227 U2 L, [T v
2— R (Upload) 1227V v 27 LET,

COFIEEYIK LT, config.txt 77 AINET v 77— RKLET,

aluln Cloud Services Platform
cisco

Repository Files

+ cw-na-dg-2.0.0-573-TESTONLY-20210104.qcow2 |:,

TrANBT vy Ta—REnd e, 77 A N4 EZOMOBEEFEHRN [V AT MY 77 A /4 (Repository
Files) | 7— 7 /MZFRENET,

AT 73 Crosswork Data Gateway DH—E R 1T %
a) [ (Configuration) ]>[¥—E X (Services) | IZF#EIL 7,
b)  [P—EX (Service) | N—UT, [T A& 22U v LET,
¢) [P—ERDIERL (Create Service) |47 a v a4 iz LET,

[—b R TFu7rA LT 7 L—bOVER (Create Service Profile Template) ] 7 4 > RUNRF RS
ET,

Service Templates

d WRO7 44— RIEEATLET,

J4—ILF B2l
2l VM D44 i,
Z—/7y b AR A M4, (Target Host Name) VM ZERRT 52 —7 Y PR A M2 EIRLET,
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J4—ILFK SRBA

A A—U% (Image Name) qeow2 A A—VERINL 9,

o  [FALEORE (Day Zero Config) 1 %7 U v 7 LET,

Day Zero Config

* Required Field
Source File Name:

Destination File Name:

[T A EBu D& (Day Zero Config) | ¥ A 72/ ARy 7 AT, IROFNEEZFATLET,

1. [Y—=AT77 A4 (SourceFileName) | Ky 77X U R MG, DENCEELTY v 7r—
L7z config.txt 77/(/V€fi%gj:ﬁbi'§—o

2. [5ES7 7 A V4% (Destination File Name) ] 7 4 —/L KIZ lconfigtxt] & ASLFET,
3. [%fE (Submit) 127 Vv 7 LET,

patil

H ROT 4= IEEZ AT LET,

J4—ILF SR BA
274 (Number of Cores) 8
RAM (MB) 32768

g [WIC]%#7 VU vs LET,
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VNIC Configuration

Name: *
Interface: e:
VLAN:

Mode!:
Network Type:

Network Name: *

[ Span Port (Select to enal

Admin Status:

Bandwidth:

nic0

® Access

3 Trunk

Cisco CSP [Z Crosswork Data Gateway %1 > X b—ILF 3 .

O Passthrough

range: 1-1000,1025-4084

@ Virtio

O Intemnal

ble TCP Dump for

@®uP

O e1000

@ Exteal

VNIC)

O Down

[VNICO#%E (VNIC Configuration) 1 # A 7 v /Ry 7 AT, WOFNEEZFEITLET,
G¥)  VNICAIZIT 74V F CRESNET,

. (A% —T7xAAZA7 (Interface Type) ] T[T 7 A (Access) | ZiER L F7,

2. [E®7 /L (Model) ] & LT [Virtio] ZEIR L 7,

3. [y hU—27 % A7 (Network Type) ] & LT [ (External) ] ZiEIR L E£7,
4., ROXEZBLT, [fv bY—274 (Network Name) ] Z&IR L F7,

VNIC Di5& BRAE
vnic0 Eth0-1
vnicl Ethl1-1
vnic2 Eth1-2

5. AT —H A (Admin Status) | & LC [Bf#i+H (UP) | Zi8IRL 7,

[*)}
oy
bt
=
ull

& (Submit) %7 U v 27 LET,

7. Xy bU—27 THEHED VNIC 2425 FEDOHAIX, VNICI & VNIC2 (2% L CFIE g 240

WLET,

3 2@ VNIC 3 _CEMT A &, VNIC T —7/WTIRD L D720 £9,
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. Cisco CSP [Z Crosswork Data Gateway %1 > X b—IL T 3

h)

)

# wNIC *

vnic Admin Status
0 up

1 up

2 up

[ — & R OFMIRE

Vian Vian Type Network Name
access Eth0-1
access Eth1-1
access Eth1-2

LTCRuy 7 Z TG [uefi] &L ET,
[EF%¥=27 77— (SecureBoot) | F=v 7Ry I RAEAIZLET,

v Service Advance Configuration

Firmware:
q}Secure Boot
(O RNG Device
Cache Mode:

Emulator Range

uefi v

none v

Max Emulator Range: 0-7

VM Health Monitoring Configuration

Status:

VNF Management IP;

VNF Group:

VNG Port;
VNC Password:

Confirm VNC Password:

disabled v

VNF Management IP X.XX.X
default-vnf-group v

VNG Port Range : 8721 - 8784

[A hL—2 (Storage) 1 &7V v 27 LET,

Action
o
o

&

(Service Advanced Configuration) | ZEB L., [V 7—A 7 =7 (Firmware) | &

[A L —YOFE (Storage Configuration) | 4 A 7R IRy 7 AT, WOXIIHELET,

Storage Configuration

Name: *
Device Type:
Location:
Disk Type:
Format

(J Mount Image File as Disk

Size (GB): *

* Required Field
Storage 1

@Disk O CDROM
local

OIDE @ VIRTIO

ORAW @ QCOW2

[
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Cisco CSP (= Crosswork Data Gateway %1 > X b—JLF % .

TJ4—ILR SR

4 i A ML=V D4R, ZHUTT 7 4L P THRES T
ES

FINA AH AT (Device Type) [7 4 A2 (Disk) ] Z#2IRLET,

/7 —3 3 (Location) [2—H/v (local) | ZEINL F T,

7 4 A7 OFESE (Disk Type) [VIRTIO] &R L £,

74—~ kb (Format) [QCOW2] Zi#IN L F 7,

AA=T T ANET A AZE LTIV MLE|ZOF 2y 7Ry 7 AFFTDELICLET,

37 (Mount image file as disk?)

# 4 X (GB) (Size (GB)) TAATHA XL LTTIOGCB & AT LET,

A ML=V DORENTET Lich, [FE (Submit) 127 U v 27 LET,
i) [JEBH (Deploy) 127 VU v 27 LE9,

Storage Storage Type Size (GB) / Disk Image Name Action

F—EAREFICEREIND &, FEOA vy E—URERRESNET, [ALD (Close) 1227V v 7
LETO
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Service Creation.

Service cdg-standard available on csp1.

AT w74 Crosswork Data Gateway H— E R D ER

a) [ (Configuration) ]>[%—E A (Services) ] IZBEL £,

b) [r—E A (Services) ] 7—7 /T, L7 TIER L7= Crosswork Data Gateway h—E AD [ Y — )L
(Console) 1FIDOTICHDLarY—NTAarmr Uy LET,

alvaln
CISC0  yorsion 280276

Services
Power Name

0] cdg:standard

o crosswork-csp-vm1

() crossworkespymz

o CIOSSWOIK-CSP-vm3

Cloud Services Platform

Host Name
cspt

cspt

csp2

csp3

Image

cw-na-dg-2.0.0-642-TESTONLY-20210213.qcow2

cw-na-platform-4.0.0-296-develop-
210214_rootfs.qcow2

cw-na-platform-4.0.0-296-develop-
210214_rootfs.qcow2

ow-na-platform-4.0.0-296-develop-
210214 _rootfs.qcow2

Management IP

172.23.208.34

172.23.208.35

172.23.208.36

Dashboard [eEQULIIEIER) Administration  Debug m

Monitoring Status
vm_unmonitored

vm_unmonitored

vm_unmonitored

vm_unmonitored

(HA Group Taggmg) Filter By

State
deployed

deployed

deployed

deployed

Action

&
o

&

%)

Console

a0 o

c) [nOVNC] vV 4 ¥ RunHEEd, A EBICHD B (Comnect) | A7 varvuar Vv r LET,
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saivr—voxr ||

e e —

Port:

Password:

d) Crosswork Data Gateway ¥ — E A0 EEt S 4172 5, dg-admin = — £ 7213 dg-oper = — (FIV 4 TH
Nl — 2 CC) & configtxt 7 7 A WIC AN LTckHET 5 /AT —RTr 27 A LET,

Crosswork Data Gateway = > Y — /L &fEH T £,

BNV T—UDER

ZNZEID Crosswork Data Gateway (%, REDHB T2 XL > THRAITH2LERNHY 5, D
eI, BEN Y r— Y OERDBBETT, BE Ny 7 —VE, IROWT DD FHETHAR
TEET,

s A VA M=NT O ARICEFBEF/NNY T —UNRT A= ERET D (OVFEAT TV A
O THEVRG Ny r— ) #5M) |
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A UBTIT 4T A= a— D[Ry r— D7 AR — K (Export Enrollment Package) ]
F T arvEERTS (BN =0 AR—K 40X—) BHH)

ok r—Uld, A VA R BRI — R AN LT OVE v 7 L— RSB L7 1SS
TYER &M 72 JSON R = A o hT9, FEHIE, Crosswork Data Gateway @ UUID, A %7 —#

(Crosswork Data Gateway D4 Bii, 1ERKIRE, N— a UAFRAR L) L, By
Crosswork Data Gateway (2R3 2+ X COFEFENEENE T,

A VAN IVRHT RGNy =T ) AR — R LN &A@ L7255 13. Crosswork Data
Gateway % Crosswork Cloud {2847 DRI T 7 AR — M T 20X H Y £4, FIHIZONT
X, BNy =T O AR — | (40X—) EZHLTIEEN,

GE)  Bégk Ry —U1E, 4 Crosswork Data Gateway CEHA T9,

BgksN r—3 JISON OH TN RIRLE T,
{

"name": "dgllé.cisco.com",
"description": "CDG Base VM for Automation",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 3
}!
"interfaces": [
{
"name": "ethO",
"mac": "00:50:56:9e:09:7a",
"ipv4Address": "<ip address>/24"
}!
{
"name": "ethl",
"mac": "00:50:56:9e:67:c3",
"ipv4Address": "<ip address>/16"
}!
{
"name": "eth2",
"mac": "00:50:56:9e:83:83",
"ipv4Address": "<ip address>/16"
}
]!
"certChain": [

"<cert chain>"

] 4
"version": "1.1.0 (branch dgllOdev - build number 152)",
"duuid": "db58fed82-fdca-468b-a’ad-dfbfa916e58b"

BNV T—UDITH RAKR—+

Cisco Crosswork 7 — % ~— k7 =1 (Cisco Crosswork Data Gateway) % Crosswork Cloud (2%
B DI, m— AN A B a— SRRy =V DA B RNRSETT,
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s vr—vozszt—+ [}

\}

GE) AR NIFICBEBHNY T —UERERTELRT L T ARWEEDOR, a B—B0E T
DNET, FBELTWEES., 77 A /LT VM OEEI%IZIEIR L7~ SCP URI DSESLIC = B — X
ﬂiﬁ—o

AT v F1 Cisco Crosswork 7— % ~7— k7 = A (Cisco Crosswork Data Gateway) (212274 > L %7,

ARTYT2 A A=ma—=05 [1 By r—Y D7 AR — K (1 Export Enrollment Package) ] Z &R L, [OK] %
7V w7 LET,

Main Menu — Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

HT o~ w NN

ARTY T3 BNy r =TT AR— T 572D SCPURI Z AL, [OK] 227V w7 LET,
G¥) e IRA MESCP YV —NEETTALENH Y £9, BAEAIZIL. Crosswork —/3~D7 7 &
AFEHT R — I3 Ba—FIIBRGERy r—V T AR— T H0ERH Y F7,

e F T H I FDR—FREHEHLTWARWESIZ, SCPa~w> FO—é LTR— FEIEET
EFT, i, BRI —VEEHE YL LTI AR— ML, TOZ—FDHR—
LT 4 L7 FUIZHR—F 4000 T7 7 A VERETHI2E, ROa~y REFEITLET,

-P4000 admin@<ip address>:/home/admin
ATv T4 SCPRATZ7L—X (SCPa2—H 2T —FR) #ASL. [OK]|%2 V7 LET,

RATFYTE BN r—Tha— AN ar B a—FIlEEI Y —TX o841, SCPH—mbua—HLay
Va— IRk r—VhFETat—LET,
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AT w76 Crosswork Cloud ~@ Cisco Crosswork 7 — % %— K 7 = A (Cisco Crosswork Data Gateway) D% &k % i1 T
L %7, Crosswork Cloud 77"V 7—3 7 >|Z Cisco Crosswork Data Gateway % k3 2 FNEIZ ST,
[Cisco Crosswork Cloud User Guide] @ [Add Cisco Crosswork Data Gateway Information] D% Z M L T <
TZE,

Cisco Crosswork Trust Insights & 7213 Cisco Crosswork Flow Insights |Z Cisco Crosswork 7 — % 47—
h 7 =1 (CiscoCrosswork Data Gateway) %X &3 D513, WOTFIELETLET, b
DODFMEFIEETHY, *y M=V BEEICK > TRRY £7,

HIH T v X OBGE (50 <)

» Crosswork Data Gateway D/ A & )L (DFK IR
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1A

%

3

%

4.
Crosswork Data Gateway VM D% %E

Cisco Crosswork Data Gateway { > A X AX, AZ L K7 VM & L TERR SN TR, =
Y hu—=7 77V = a r EANOEGATICERET S ZENTEET (2 b= 77
r—3 a3 &, Cisco Crosswork £ > 7 7 A v 7 7 F % F£721% Crosswork Cloud T9) . Z D
VMIiE, Ry b= b0 7F—ZINEZFREICT 23y bu—F 77— a ERT
IR
ZOFEITIRO By 7 TR S TWET,

A UETIT 4TIy — VO (43 =)

* Crosswork Data Gateway = — % — D& (44 ~—)

cBUED VAT LAREDFRT (47 _X—)

cBED VAT LAFREDETE (49 _—)

* Crosswork Data Gateway D /34 X )L DFER (56 ~2—)

» Crosswork Data Gateway VM D b7 7V a—7 4 7 (58 X—2)

20 T47FaA0—ILOER

Cisco Crosswork Data Gateway X, 227 A VNIENT DA 2T 7T 47 ay Y — L EEH L
T, WOKNIRT LI, AV FTIT 4T A=A A =a—PRRRINET,

GE)

IR T AL v A= a—F, dg-admin = —HFITHIE L TWET, AL —FITITEBE L [H)
CHERRIZ A2 2, dg-oper 2 — VDA & 1320 £4, K4 HF 12— LOER (45—)
EZRLTLTEE,
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. Crosswork Data Gateway 1—H — D B IE

Cisco Crosswork Data Gateway

Copyright
Version: 2
Built on:

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Last succe Change Current System Settings

HT O~ P

2001:420:c Vitals

falcEEEakiile Troubleshooting .0
Number of Change Passphrase

Last passw Logout

Password e

AA A2 —|E, ROLT T a U NFERENET,

1. BN r—0x 7 AR— b

2. VAT AREDERR

3. BEDVAT AREDEE

4. NAH)v

5. TN a—T 4T
ep. RNAT L—ADEHE

el B s T v b

Crosswork Data Gateway 1L—H— D &1

ZZTIE, RORFIZHOWTIHAL T,
e R—FENDZ—HF m—L (45 L—)
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HR—

¢« NATU— ROEE (47 X—2)

crahdi1—H o—)

)

Cisco Crosswork 7 —# %"— k7 = A (Cisco Crosswork Data Gateway)

D2a—FDHEFR—FLTHET,

gti—ranzsi—so—L [

IR O 2 —H o —L i FH

« EEF : Cisco Crosswork 7—4# 77— 7 = A (Cisco Crosswork Data Gateway) 73] C

Bioshicl sl

=A==

DELIE |

« FRL—4 : VM O FO ke E) R

. BHEO—LEEO 1 ADT 7 4L b O dg-admin = — W RERK S E
7, _@:L**‘U‘iléJJﬁ%“C%‘T Cisco Crosswork 7 — 5”7“*1\?3:4’
Gateway) OEE)/ T v v N T TV r— a3 O,

(Cisco Crosswork Data
o ninﬁﬂﬂimﬁﬁﬁ ']j-%/\‘

H—FNDT T T L— KRR EOGAHARY B L OEXALMERNH D £,
Z. 774/ hTdg-oper 2—V HLIER SN ET, 42

L —% 1%, Cisco Crosswork 7 —4 % — 7 = A (Cisco Crosswork Data Gateway) K HE/

EEtZHERL, EEl/~T—a /7 2HE8L, =5

T
ARNEBFRITTHILENTEET,

—IBH &3 T HLY | Cisco Crosswork
7 =4 (Cisco Crosswork Data Gateway) 1 > A% A LD T T

G¥)

b bDa—Hor s A UEHE . Cisco Crosswork 7 —# 7 — N7 = A
Data Gateway) DA > A h—/LRFIZEX

e 2—PFn—HFEIEENTWET,

ESNET,

(Cisco Crosswork

WROFIZ, Zu— /L THATE DHREZRLET,

xR 4: 20— )LDIER

¥R

I

FRL—%

VAT LR EDER

vNIC 7 R LA
NTP

DNS

A=
UuUID

Syslog

AERE

Ty —A K T— K Fuela=s uay

BA LY —
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B vt rtznzai—vo-n

HERR EEE ARL—4
BAEDY AT AR EDER
NTP DFHE v X

DNS D% E
HIH~ 7 % DR E
ABRT 4 v I — NDOFRE
Syslog D&% E
LU SSH 3 —DAERL
AEAED A R — bk
VNIC2 MTU D% E

B AL — 2 DERTE

INAT — REHDOFRTE

A Z )L

Docker = > 7 F 4 v/
Docker 4 A —3

a2 hr—7 OF|EAENE
NTP DE|E w]feft:
J— K T—T )

ARP 7—7 )L
ESRNVE g

T A EIE S R

Linux #—E X

NTGTNY a—T 4T
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nzr—rozz |

5
2
1
Ay

¥R EEE

7R A R~ Ping

RA MK H FL—2— |
NTP AT —H A

AT KRRE ]

show-tech 31T
TRTOa L7 ZOHIERE VM OFEEE)
VM ® Y 7 — |

SSH #&fpi D7 A |k

auditd @ 7 D7 AR — |k

N S NSNS NSNS SN
X & 8 N X X 8 N8 S S

Data Gateway O F5-85 &%

TAC ¥ = /L7 7 B ADHZME

IRAT L— RO v v

INRAT—FDER
BHEL—T AR —F 22—V O GFNRAGDONAT L — X BEETEETN, MAICER
BITHZLIETTEE AL
HODONAT7 L —XEET 52T, WOTFNEEZFEITLET,

ATV TN A A=a—nD, [/XAT7 L —ADZEHE (Change Passphrase) | Z3RL, [OK]Z 27V v 7 LET,
AT9 T2 BHEORAT—RKEZAJ L, [Enter] ¥—2ZH L ET,

ATY T3 HLWRAT—KEZAN L, [Enter] ¥—%#LFEJ, "AT—FK%&H 9 —EAS LT, [Enter] F—Z 4L
iﬁ‘o

RBAEDVATLEREDERTR
Crosswork Data Gateway Tl&, IRORKELX TR TXET,
«VNIC 7 KL A
* NTP
* DNS

=g
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B ==0s2x71850%x

« UUID
* Syslog
« AEE
7y —ANT—hTFnbVa=rrns

CHA BT

BAED VAT ARELFRT DT, ROFIRZEITLET,

ATY T ROKRTEIIC, A A=a—nD 2 VAT LAFREDFER (2 Show System Settings) | 2 iEIR L £

R
RATwT2 [OK] %27V >y 7 LET, [BIEOT AT LKEDFK T (Show Current System Settings) ] A == — 2P & £
R
ATV T3 FRTIRELZRNLET,
BEAT Y B
[1 WNICT KL 2 (1 vNIC Addresses) ] 7 LA EGT, WICREEZRRLET,
[2 NTP] BERE SN TS NTP — 05t 2 £Rr L E
7
[3 DNS] DNS #— " DFf 2 Fom L E T,
[4 7% (4Proxy) | Tuax o —ROiMEER R LET WEINLTY
DA .
[5 UUID] VAT A UUID #FR LET,
[6 Syslog] Syslog DEREFRE % £~k LE T, Syslog DEEREN 7R

ESITWRWIEGEIT, M [ # Forwarding
configuration follows] &FR/RIALET,

[7 REFIE (7 Certificates) ] KOFMETZ 7 A NVERFT AT a v b b %
—g‘o

» Crosswork Data Gateway E4 AL E 7 7 A /L
car bu—FBAGNAET 7 AV

e hr—7 D SSL/TLS GEMEH 7 7 1 /L
s Syslog FEFAE T 7 A /L

ALy HEEHET 7 AL

877 —ART7—hrFavva=vrnrs (8Fist |[KHDOT— a7 7 A VONKEEERRLET,
Boot Provisioning Log) ]
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mrEn 27 LRE0ZE |

/EFTay Bl

[9 # A ' —> (9 Timezone) ]

SUEDRF TR EZ £ LET

NEDVRATLETEDER

NTP @©

N

Crosswork Data Gateway TlE, IROBEEZITVET,
* NTP
* DNS
o 7 X
C ASAT AT J— |
* Syslog
* SSH ¥ —
o FERAE
* VNIC2 MTU
c AL —

o SNA T — NEEfH

=N,
A

GE)

==

X JE

« Crosswork Data Gateway > A7 AR EITEHE D HLNPHETEET,

NTP BEZi%, = bu—F 77U 7 — a 8 L% DCrosswork Data Gateway{ > A & > A
ERIT D2 ZENEETT, FHL2NnWE By iarny Ry d 707y, HeEA
A—=VIFFvrr—RaInEti, £O%A.  [clock time not match and sync failed] &9 T
7 — A v &—UI0 controller-gateway.log |ZREER SN E T, B T 7 A NMIIT 7 BEAT HITIE,
show-tech DT (60 2—2) ZBRLTLLEEN, AL A=a2—0 [734 Z L (Vitals) ]
Mo [ he—FOREGEN (Controller Reachability) |35 & OF [NTPRZE Al fEME (NTP
Reachability) | 47> a > Z{#iH L T, Crosswork Data Gateway & [Flfkica > hue—F 771
r—3a O NTP OEFEFREMEA MR TE £ 7, [Crosswork Data Gateway /31 Z )L DK R

(56 =) | ZBHLTLIEE W, NTP AELLSBREIN T2 E . [Session not
established] &5 =T —NERINET,
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B ovsowm:

X—7 7 A MK DERREE LT % K 9 12 Crosswork Data Gateway % 5% i7" 5451, chrony.keys
7 7 A JViZhttps://chrony.tuxfamily.org/doc/3.5/chrony.conf. html#keyfile |Z il S 41TV 25 R E D F7
ETT74—~y NTHMERHY ET, ntpd ZHFHLTEY ., ntpkeys 7 7 AV EZfFEHT 5 &

IIRESNTWDYA FTIE, Y—

https://github. com/mhchvar/nthchrony/blob/master/ntp2chrony/nthchrony py ZfEH L T, ntp.keys

/5 chrony.keys (ZEMCE £9, YV — T ntpd BRE % chrony AU ER L ET, F—
7 7 A )LD F % Crosswork Data Gateway|Z A1 >R — T D ME N H Y F7,

NTP R TC 2T 5 I1201%,. ROTFINEIZHE- T ZE W,

==

ATy TN [BHEO VAT LFEDZTE (Change Current System Settings) | A == —75, [1 NTPOE (1 Configure
NTP) ] Z#RL £,
ATy T2 WOESITH LWNTP — " DOFEflaE AT LET,
e =Y R AN=ZAXYY
i NTP nuniE%{ﬁﬁH-a—%) ZP& j Z))
e F—URF AXR=ARXEIY, =YX KRBT LUNERHD
e VM ~® SCP ~DOF—~7 7 A )L URI

e VM ~®D SCP ~DF—7 7 A JL/INA T L —X

ATY T3 REERETHIUL[OK]Z 7Y v 7 LET,

DNS D&%

=L

AT T [BUEDO VAT L% EDZEH (Change Current System Settings) | A == —/15, [2DNSOEE (2 Configure
DNS) ] Z8RL, [OK] &2 U v 7 LET,

ATFY T2 HTULWDNS — T RL A& RASL U EATILET,
ATV T3 REZRGETHITIT[O0K]| 22V v LET,

4 £ N =L
FE 7 OXF T DEERE
A VARN=AIHZ B XR F—RERELTWVWRWESIT., 204 varvrEHL T ex
VY —REFRELET,

ATy T [BUEDO VAT LAF%EDZH (Change Current System Settings) | A ==—n5, B Hfl7 2T 0% E (3
Configure Control Proxy) ] ##R L, [OK] %7 U v 27 LET,
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| Crosswork Data Gateway VM D% &
RET 49— FOEE .

ATV T2 HAITTHHEAE. ROZA T 7T Yes) 1227V v 27 LET, HITLARAVEAIL, [Ty
(Cancel) 127V v 7 LET,

ATV T3 KOEITH LT ax o h—"OpEME AN LET,
« %—/NURL
« NANRAT RLA
s Tuxy a—¥4

e B FINRAT L—X

ATy T4 BREERGFTDHIUIOK] 227 ) v 7 LET,

AZTA4 VI IL—FDEE

ALT 4 v 7 — MiX, Crosswork Data Gateway 732 L 7 & ) BiBAN/EIFRER A E LIz & =
WICHESINET, AA L A=a2—D[AF¥T v 7 /L— FOE (Configure Static Routes) | 74
TrasiE, NI TNA Y a—T 4 U ZIEHTEET,

)

GE) ZoA7var zFEHLTREINZAZT v 7 /b— ME, Crosswork Data Gateway @V 7 —
MRAZKRDIE T,

ABT4vY JL—rDIEM
ABT 4 v 7 o= R BN BT, ROFIEEFEITLET,

ATy T [BEOY AT LAGFKEDZEHE (Change Current System Settings) | A == —0 5, [4 AXT 4 v 7 )L— h DX
7E (4 Configure Static Routes) ]%33_3?)_&' LET,

ATV T2 AZT 4 w7 — hEEMT5I2E, B (Add) ] E&RLET,

RT9T3 AHET 4 /7/1/—1\%J_7JM‘54’/5’ Tz A AEERL LT,

ATV T4 IPRA—Va UEERIRLET,

AT9 TS a7 MRFREINE, CIDR AT IPVA/IPVG 7 % v hE AN LET,

ATV T6 REERGFETHITL[OK] &2 Y v 7 LET,

AT 499 IL— FDHIK
AT 47— b ERHIRT A1, ROFIEEZFETLET,

ATY T [BAIED Y AT LFREDZTE (Change Current System Settings) | A =2 —n 5, [4 AXT 4 v 7 )b— R D%
7E (4 Configure Static Routes) ] Z iR L £,
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. Syslog D& E

ART9T2 AZT 4 v N— bEHIBRT5121E, [HIBR (Delete) ] 28R L £,
RTYT3 AET 4 v I N— b EHIRT DA X —T =4 AHRIRLET,
ATV T4 IP A=V a3 RLET,

ATw 75 CIDR EXTIPV4A/IPV6 7 % v FE AN LET,

ATYT6 REERETHIUIOK]Z 27 Y v 7 LET,

Syslog D% E
“~

GE)  HEADLinux7 4 ARY E=2—3 3 2 TIPv4/IPv6 % ¥4 — b7 5 Syslog Y — 3B EIZ DT
I, PATLAEHERBLIORENA FE2ZRL TS,

WOTFNEIZHEV Y, Syslog ZREE L E T,

ATY T [BUHEDO TV AT AR EDZAHE (Change Current System Settings) | A == —72>5, [5Syslog?®a%E (5 Configure
Syslog) | ZER L £,
RT9 T2 RO syslog BIHEOH LWMEZ AT LET,

o [—"T7 R A (Serveraddress) ]: BELA ¥ —T = A A)6T 7 & AA[EEZR syslog —/3D IPv4
E7IEIPV6 7 R LA, IPV6 7 FL A LT BEAE. A va ((1:1]) CHEBERD Y %
R

o [AA— 1k (Port) ]: syslog — "DAKR— F&FKZ,
«[7'71 k=L (Protocol) ] : syslog MA{FEEIZ UDP, TCP, F 721X RELP #ffH L £,

* [TLS#&H DSyslogZ il 9°%? (Use Syslog over TLS?) ]: TLS Z{i L T syslog b7 7 « v 7 Z k55
fbLE9,

« [TLSE'7 4 (TLS Peer Name) ] : ¥ —/NGEBHE D SubjectAltName £ 7213V 7 V= 7 MEAAIZ AT &
Nz &Y O Syslog —/ DK R h,

* [Syslog/L— FFEBHE~ 7 A /LURI (Syslog Root Certificate File URI) ] : SCP Zf#i ] L THf5 L 7= Syslog
H— 30 PEM JEAD /L — FAEE,

s [SyslogalEIHE 7 7 A /LD /XA 7 L — X (Syslog Certificate File Passphrase) ] : Syslog iEFHETF = — %
Hf59 % SCP —H D/ 2T — |,

ATY T3 REERETHIUI[OK] 227 Y v 7 LET,
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gL sshx—ofi ]

#H LUy SSH +— D 1ERk

FH LW SSH F—%AEpk 35 &, BEOFT—NHIBRSNET,
WDOFNEIZHE> T, H LW SSH £ —%1ER LE 7,

ATy T [BIEOY AT AGFEDZETE (Change Current System Settings) | A == —m 5, [6 8 LW SSHF —DIERKL (6
Create new SSH keys) | Zi&R L 7,

ATw T2 [OK] %27V 7 L%, Crosswork Data Gateway |, #f L\ SSH ¥ — %47 2 HEhERE 7 vt 2 & Btk
L/i‘g—o

FEBAZED A ViR— bk
ay hr—J BAGHEUANOFEHEZEHT5 L. a L7 2 RFER L ET,
Crosswork Data Gateway ClX, IROFEEEZ A VR — b5 N TEET,
cay brn—FBAGHAETY 7 AV
e 2> b —7 @ SSL/TLS GEA#E T 7 A L
* Syslog ;EMIE 7 7 1 /v

s TuXVHEHET 7 AL

ATY T [BIEDO Y AT LFREDZRE (Change Current System Settings) | A == —7 5, [7iEHED A R —F (7
Import Certificate) ] 2R L EF,

AT9T2 AV R— T LFEAFELERLET,

ATY T3 BRLFENAEY 7 A /LD SCPURI # A L ET,

ATw T4 SCPURILONRZA 7L —X%ASL, [OK] %227 U7 LET,

vNIC2 MTU D% E
3ODNIC ZfEH L TWAEAIZDOIH, vNIC2 MTU ZZEH TX £7°,

AV B=T 2 A ANT X VART L—LEYHR— L TWDEE, MTUEOIPHIX 60 — 9000
TY, VXY ART7b—LmPR— LA =T = ZAOHE . AR7RHHIE 60 — 1500
T, BE/2MTU 2% ET 5 &, Crosswork Data Gateway | 228 ¥ % BIERL E STV HEIZE
LEd, A EHZET DT, N~ FRU =T D~=a2T VEBRLTLEEN, =T7—
L. showtech D FEITHRIZE/ RIS MTU BHE = F —0 kern.log (it S E T,
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B s ov—onz

ATV T [BUEDY AT LREDZH (Change Current System Settings) | A == —7235, [8 VNICI MTUDFRE (8
Configure vNIC1 MTU) ] Z3®#R L £,
ATw 72 WNIC2MTU fEZ A LET,

ATV T3 REXZREFETHITIT[OK] 227 U v 7 LET,

; e

BA LY —2DERTE
Crosswork Data Gateway |, &UINZT 7 4/ hD X A LY —> (UTC) TEBEILET,
WOFNEIZHES T, XA L —ERELET,

AT w71 Crosswork Data GatewayVM DA L X F 7T 4 T A =2 —"TC, [BED T AT LEEDZHE (Change Current
System Settings) ] Z &R L £ 7,

ATV T2 [94 ALY —2DF%E (9 Configure Timezone) | &R L £,
ATy T3 JEEMEERINL £,

RTYT8 ZA LY = ATIET D0 E Izl s A IR L £
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rzo—retonz [

ATv 75 [OK] ZBIR L TREZRFLET
AT 76 Crosswork Data GatewayVM % ) 7 — h LT, T X TOTBEATHLNZ A LAY —URRININDS L 9IS
LET,

INATD— FEBDERTE
WDNAT — FEMEZHRETE LT,
o NAT — ROIREE
o N2 T — NEfE
¢ NAT — RO IR

enJ AT —

ATy T [BUED Y AT LREDZ T (Change Current System Settings) | A == —7235, [0/3A T — REHEORE (0
Configure Password Requirements) | %3 L £,

ATy T2 EET DAY — REFZRIRLET,
RS HAT v a v EFRELET,
« [/NR T — FD3&E (Password Strength) ]
« [7 T ADB/NE (Min Number of Classes) ]

s [H/ME (Min Length) ]
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. Crosswork Data Gateway /31 2 LD KR

o [F/INVAETE T4 (Min Changed Characters) ]

(7 LTy FOFEAMEL (Max Digit Credit) ]

7 LYy FOERRRKILFEL (Max Upper Case Letter Credit) ]

(7 VT FOERR/NILFH (Max Lower Case Letter Credit) ]

[ LYy NDEDMDLF ORI FE (Max Other Character Credit) ]
o [fx KHEFH > — % > A (Max Monotonic Sequence) ]

o [T DAL TFH (Max Same Consecutive Characters) ]

o [[A L7 7 ADEIERESCFE (Max Same Class Consecutive Characters) |

« /SR T — FEFE (Password History) ]
o [EHEDOFHFAIT (Change Retries) ]
« [JBJ#E%% (History Depth) ]
«[NARYU = FOFRHIR (Password expiration) ]
* [/NA % (Min Days) ]
[l K A% (Min Days) ]
« [ H (Warn Days) ]
«[B%5' 4 > I 55— (Login Failures) ]
o[ /A= F— (Login Failures) ]
s (W7 e ZEEE (FP)  (Initial Block Time (sec)) |

[T RV AFy v aZ A (B) (Address Cache Time (sec)) ]

ATY T3 REERETHIUL[OK]Z 27 Y v 7 LET,

Crosswork Data Gateway D /\1 2 JLD KR

PLFOFNAIZAE - T, Cisco Crosswork 7 — 4 77— k7 = 4 (Cisco Crosswork Data Gateway)
NABZNEFRRLET,

ATFYT1 A A=a—T, N4 B)LF4DBBIRLET,
RATY T2 [VMDO/A Z)LDFsR (Show VM Vitals) | A= o —Mnb, FBRT H340 X VERIRLET,
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Crosswork Data Gateway /N # LD KT .

NS B Bl

Docker =2 > 7+ (Docker Containers) VAT NTHEA VAZ AL ST S Docker =
YT OWRDANA BN EFRRLET,

=277 ID (Container ID)
A4 A —Hi{% (Image)
41l (Name)

2~ K (Command)
{ERREZ] (Created Time)

AT —H A (Status)

A— bk (Port)

Docker 4 A —3 (Docker Images) VAT NCHERTT STV D Docker f A — Y DI
DM Z R R LUET,

URY Y (Repository)
A A— 1D (Image ID)
YERCHFZ] (Created Time)
P4 X (Size)

27 (Tag)

o hur—7 OEERREM (Controller Reachability) | =22 s B — 7 OEEFREMET A N DFATH R 2 R R
L/i ﬁ‘o

T 74 /v MPv4 75— h U =4 (DefaultIPv4 gateway)
T 74 /V MPv6 7 — h U =4  (DefaultIPv6 gateway)
DNS #—,% (DNS server)
=2 ha—7 (Controller)

avibe—I9%yarDAT—HF A (Controller
session status)

NTP OZE|Er[EEM: (NTP Reachability) NTP RZA[ et T A FOFEREFR R L E T,
NTP $—  DfiEH (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BED > A7 LHEM (Current system time)

JL— k 7—7 L (Route Table) IPvda BLIOIPV6 V—T 4 T T —T IV EFRRLE
ﬁ—o
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Crosswork Data Gateway VM (D% & |

N2 )L

Bl

ARP 5 —7 /L (ARP Table)

ARP 7 —7 NV EF R LET,

F v hU— 2785 (Network Connections)

BUED Ry MU =285t l U A= VR — b &2FoR
l_/\ijﬁo

T4 A7 GEE =R (Disk Space Usage)

TRTONR—FT 4> a3V OREDOT 4 AT KEOMH
AR ERRrLET,

Linux ¥—E 2 (Linux Services)

RO Linux $—EADAT—H A%FRLET,
* NTP
* SSH
* Syslog
* Docker

» Cisco Crosswork 7—# %7 — k7 = A (Cisco
Crosswork Data Gateway) 1 > 7 7 A K77 Fx
=

Crosswork Data GatewayVM D S5 I )L a—F 4 25

[NF7 TNy a—F 47 (Troubleshooting) | A ==—I|Z7 7 & AFHITIE, ROKNIIRT &
I, AA A== [5 T TNy a—T 47 (5 Troubleshooting) ] ZEE4R L £,

N

GE) WOINZ, dg-admin = —HFIZxf T D [ b T 7V 2—F 4 > 7 (Troubleshooting) ] A == —
ZRLET, dgoper 2—HIXINOHDOA T aro—HEHFEHTEERA, K4 F1—10D

MERR (45 =) Z2ZMML TSV,

[NF7 TNy a—F 47 (Troubleshooting) | A == —IZiX, ROA T arBdbb £7,

« IR A F~® Ping (59 ~—3)
« RA MIXTH FL—ZL—F

¢ NTP A5 — % ZADHEH (59 ~2—)

« VAT DREBIRFR] O

s show-tech 4T (60 ~—73)

« Crosswork Data Gateway VM O F-i{L &)

(59 =—2)

(60 ~=—3)

(61 ~<—¥)
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| Crosswork Data Gateway VM D% &

Az kAo Ping

« SSH ¥ife D7 A2 (60 ~—)
eauditd @ 7D 7 ZAFR— K (61 <—)

cTAC > = VT 7 ADHFL (62 2—)

RA k~® Ping

Crosswork Data Gateway |&, EED IP 7 K L A~OEFEFREM 2R T HT-DIEATE 5
ping =—7 4 U7 ¢ ZHfL L ET,

AFYF1 [T T 2—F 12 (Troubleshooting) | A ==—7»5 [1 A h~DPing (1 Ping a Host) | Z %R L
E
ATV T2 ROEREATILET,
* Ping [F13k
« SLTHARA ML ETZIXIP
« #{E6—  (UDP, TCP, TCP #%f5¢
%6 CHeAR— ~ (UDP, TCP, TCP ##i

ATFv T3 [OK] %27V v 7 LET,

RAMIXTSHFL—RIL—F

Crosswork Data Gateway (X, BIEDOBED 8T TN a—TF 4 TITEND[HA MIxtT 5 b
L —A)L— | (TraceroutetoaHost) | A7 v a V&M LEST, 204 v a v 2FHTS

& . Crosswork Data Gateway 732> ha—F 77U r—3 3 UZRE#ET 5 F TORENREEH
ZPHTEET,

ATYT1 [N T TN a2—T 47 (Troubleshooting) ] A == —75, [278A MZxtd 5 hL—A/L— k(2 Traceroute
toaHost) | ZER L E9,

RTFYw T2 FL—AL— R NEFAHLET,
ATy 73 [OK]Z27 Vv 7 LET,

NTP X 7—%5 XA DR

NTP ' — "D AT — X A 5MERTHIIE, 204+ T v a &2 FEHALET,
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B <7 ixmesmors

ATY TN [NTF TN a—T 47 (Troubleshooting) ] A == —75, [3NTPAT —4 A (3NTP Status) | Z4R L
\iﬁqo

ATYFT2 [OK] %27V v Z7 LET, cdglINTP h— DA T—H A%aFRr LET,

VAT LIRBFEOERR

FMEIZHE > T, &KED Y 7 — FLAEO v AT MBI 2 8 L £

ATFY TN [N T TNy a—T 47 (Troubleshooting) | A == —n5 ., [4 2 AT LBE@FE (4 System Uptime) | &
BIRL T,

ATv T2 [OK] %27V 7 LET, Crosswork Data Gateway (23 AT ADBERHNF RSN ET,

show-tech M E1T

Crosswork Data Gateway |%, B 7 7 7 A V&2 —HWEFKD SCP DLy AR — T 547
= ¥ show tech A4t L £,

WRDOED 27— 2P S NET,
* Docker = > 7 7 TFEATEN TV 5T XTD Data Gateway 2 >R —F > o s
* VM /A X1

FATHFTOT 4 L2 b VI tarball Z{ERk LE9, HJIi pe-<cpe version>-<CDG host
name>-year-month-day--hour-minute-second.tar.xz.enc & A 5 %ﬁﬁ@ tarball '(“?Lo

Crosswork Data Gateway DIRFEIC K > T, Z D a~y ROETICES D0 DLBERH Y £,

ATYT1 [N T TNV a2—F 47 (Troubleshooting) ] A == —7>5 [5 Show-tech] Zi#IR L, [OK] %727 U v/ LZF
—é’_‘O

ATy T2 al LA Z)NEET tarball DIRFEEEATI L E T,
ATY T3 SCP AT L —X&EANL, [OK] %227 U7 LET,

SSH =D T X b
COBIEIR, 7 54T 2 MUTHRART Sy 7 DA T SSH EREARITL 5,

1. [NZT7 N =2—F 427 (Troubleshooting) ] A ==—7 5, [8SSHDOT A (8 Test
SSH) ] #EIRL F,
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| Crosswork Data Gateway VM D% &
Crosswork Data Gateway VM D FH 2 &) .

2. ROFEMEATLET,
« "—k (Port)
« A L (Host)
« 2—H%4 (Username)

« /XA 7 L—X (Passphrase)

3. [OK]&27VUyZ LET,

Crosswork Data Gateway VM ) B £ &}
A

GE)  ZoXA70%, dg-admin 2—HFOHNETTE £,

Crosswork Data Gateway (21X, VM ZfEEIT 572D 2 DOF 7 a UB3dH D £77,

c[TRTO= L7 ZEHIFRL TVMZFEH) (Remove All Collectors and Reboot VM) ] : 3%
Toavr a2 (HiEA A—) ZHIBRL CVMZHEET 2551, [P 7y a—T 1
> 7" (Troubleshooting) | A ==2—nH DA T a ra@RLET, kv, Wk
ENTET LICERD, A T FANT 7 F v arTFORPETINTODREEIZ VM
DR E7,

« [VMOFES] (Reboot VM) ]: l¥ OFEEIOLEIX, [N TF TNy a—T 17
(Troubleshooting) | A ==—Mn6IZDOF v a v Z@RLET,

auditd AT DITH XAKR— bk

auditd © 7 % =7 AR — b4 HI21E, ROFNEEZFEATLET,

ATY TN [N T TNy a—T 47 (Troubleshooting) |1 C, [9EH&Er 7/ D=/ AR — bk (9 Export audit Logs) ] % i3
WRLET,

RATw 72 auditd 2 7O tarball B EALH DA 7 L—X% AN LET,

ATYF3I [OK] #2727 LET,

Crosswork Data Gateway O & & £k

RO FNEAIZHE - T Crosswork Data Gateway z &Gk L £7°,
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B oncozr7oezommt

15D HHEIIC
BEAF? Crosswork Data Gateway DX $klE, BT DRNIC2 Y b r—F O HIBRT 2 LERH
DET,

ATY TN [N T TNy a—TF 47 (Troubleshooting) ] A == —725, [0 Data Gate Way D %% (0 Re-enroll Data
Gateway) | IR L £,

ATY T2 ROXATaT Ry 7 AT[Yes] &7 Vw7 LET,

TAC> T IILT7 UV ADEIIE

TAC Y = VT 7B AMEERERHT D L, VA0 V=T1%, dg-tac &\ ZRITO THIE
Da—YZ2FEHAL T, LEZEFRIFICL > T Ubuntu > = /VIZEER A L TExF9,

BANE, 22—z e MRS LWL ) iZdgtac2—F T v bRr v 7 &
TWT, NAT— RRHIREINIC > TWET, AT 5 &, dg-tac = —FIXKRDOEH D
12:00am UTC (ZFRTOREUTC) £TT 77 4 712720 £9, ik 24 BEAR CT9,

dg-tac =—WFEHHZT 5 FlHIZ, ROEFBH TT,
S

GE) ZOT77RAEBEINCTAICE. PAZOT L PoTIGEETAVERH Y 3,

1R BHEIIZ
VALY =T P SWIMS Aberto Y —VIZT VB ATEXAZ L 2R LTS &N,

AT 71 dg-admin =—H & L T Data Gateway VM (212 7 A > L 7,

ARTF9 T2 A A=a—nb, [S T TNy a—T 47 (5 Troubleshooting) ] ZEE4R L £ 9,

AT T3 [T TNva—F 47 (Troubleshooting) ] A ==—n5, [TACY = /L7 27 ADA%ME (Enable TAC
Shell Access) | IR L £,
dg-tac =¥ D1 7 A NIFREFHDNAAT = RFETACNETF ¥ LY b= U ~DISENLETH
HILEEESTLIHAAT R BRERINET, ZORETHNMET B ZAEAFEILT 2IZIE [V (No) ]
Z, BATT DI [V (Yes) 1 &8RN L £9,

ATvT4 FATTHE, ERATLIHLVASRT = ROANBRO LIV, THD L SPEHTID ANFRINET,

ATYTE AUV RA=a—TCTHY DRy ) ERERTHI2DD/NAT— RE AT LET,

AT w76  Crosswork Data Gateway 2>5H 1 7 7 7 h LE T,

ATy 71 Wkoa<wr RaEMHL T, dgtac 2—H L LTSSHEHETr /A4 LET,

ssh dg-tac @<DG hostname or IP>

ATw 78  dgtac —HIZEE LI/ AT—REANLET,
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| Crosswork Data Gateway VM D% &
R L |

NRAT—=REANTHE, FY LoV b= U RERENET, VATOTP=T 1, SWIMS Aberto
V—NVEHEHLTID N0 ANIBLTHLENHY £7,

ATYT9  Fr LoV h—7 KT DB EIEE % Crosswork Data Gateway VM (2] U {5 £ 37, Enter ¥ —%
Myl =rrar 7 EBRRRENET, T TNV a—T 4 ZIZO0 T, VAIOZ V=T O
FERICHE > T 72 &,
dg-tac 22— DT A NV Z A AT U MERIZISHMITT, a2/ 7 v MLIEGE, Y A2 V=713,
FER AT HEDICH LT ¥ LU VICERT DRER S £,

ATFYTI0 " TTNYa—T 4 IRETLES, TACY = Anbua 7o hLET,
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RE<TS O DOHEIKR

Z 2T, IROWNFITHOWTEBA L E1,

« vSphere Ul Zffi [ L 72 VM OHIER (65 ~—)
» Cisco CSP7> 5 @ Crosswork Data Gateway — E A DHIEE (66 ~X—)

vSphere Ul Z £ L 7= VM D HIIFR

Z D% 7 v aTlE, vCenter 2> Crosswork Data Gateway VM % Bl &3 2 FIAEIZ DUV TREA L
iﬁ‘o

)

Gx) ZOFNEIZ X - T, TP Crosswork Data Gateway 7 — Z NHIFR SN D Z L ICHERE L TL 72
SYAR

1R BRI

% Crosswork Cloud 7 7"V 7 —3 3 > O =a2—4# 4 A KD [Delete Crosswork Data Gateways D H]|
Bl OIEOFHIZHE > T, Crosswork Cloud 7> % Crosswork Data Gateway % HIIB& L 7= = & & Hggd
L/ i To

AT w71 VMware vSphere Web 7 7 4 7> hcua 74 > LET,

ATwv T2 [FESF—% (Navigator) |4 T, HIRT 277V r—var VM a4H27 Y v 27 L, [EIR (Power) 1>
[EIA 7 (Power Off) ] ZER L £,

ATY T3 VMOBRNA 75120, b —EVME2LH27 Y v 7 L, [T 4 A7 05HIBR (Delete from Disk) ] %
ERLET,

VM HEIBEE N E T,
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FEv o8 |
. Cisco CSP/ 5 @ Crosswork Data Gateway H— E X D Bl &

Cisco CSPH 5 0 Crosswork Data Gateway H— E X D HI&

Cisco CSP7>5 Crosswork Data Gateway ¥ — B 2 ZHlI&9 51212, ROFIEZFITLET,

1R HHEIIZ

Crosswork Cloud 7 7"V r—3 a v FZEND2—H H A KD [Crosswork Data Gateway O Hl|
bR OEOFBIZHE > T Crosswork Cloud 7> Crosswork Data Gateway % Hllfg L 72 2 & Z HERR
LET,

ATwT1 CiscoCSP iz A LET,
ATw 72 [%E (Configuration) ]>[V—E A (Services) ] IZEIL 7,

[f—E 2 (Service) | 7— 7 MY —EADBUED AT —H ANKRINET,

ATy T3 [P—E R4 (Service Name) JFITH—E AL L AL L RERDT, [T77 ¥ 2 (Action) 1FIOTICH %
[HIBR (Delete) 1227 U > 27 LET,
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