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Cyber Vision (CCV) . Edge Intelligence (EI) 72&) %A > A h—/L L CEITT D7 DI
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T IPHERE S MEETT, ZAUTIE, IPT RLADZENETENE T, RICREFIZRLET, BIHICE
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Ea~vwy ReEATTLET,

! Example
conf t
interface VirtualPortGroupO
description IOx Interface
ip address 192.168.16.1 255.255.255.0
ip nat inside
ipvé enable
end

2. DHCP 7—VaFELET, IOx T 7V r—aid, B#dtsE, DHCP 2N LCIP T KL AZE
RKLET, T, 10x 77V 7r—2 3 HICDHCP 7— VAR ET HHLENH Y £, KICIP
7=/ & DNS = N—DFREFZ R LET, ZOREE, BIFICEDETHIAY A ATEET, 7
T IV —HFDIP T KL AN, VirtualPortGroup0 f v X —7 = A AR TETEHDIP T FL AL
CTHLHrZ xR LET,

! Example
conf t
ip dhcp pool ioxpool
network 192.168.16.0 255.255.255.0
default-router 192.168.16.1

dns-server 192.168.16.1 8.8.8.8
end

3. NATZ#&FELET, I0x 77V r—aid, DHCP o lfG L7774 _X—hFIP T KL A&ZMH L
T, INDITIE, A X —Fy NIT 7 EBRATEH0OOFRy NT—2 7 KLU AL (NAT) MBME
T9, DHCP 77— VO NAT L—VZBMLT, IOx 77V r—Yay hI 749 I NA L H—F v b
T 7 BATELLDICLET,

WOBITIE, A > Z—F v b ~DEEH Cellular 0/1/0 Z /- L CTiTbh b EBELTWET, ¥ —
7 = A A Cellular 0/1/0 TRWIGATT, MTEREITFHEL T EEVW, 72L& 21X, GigabitEthernet
0/0/0 < Cellular 0/3/0 7¢ & T,

! Example of a NAT rule for using Cellular0/1/0 as an uplink:
conf t
interface Cellular0/1/0
ip nat outside
ip access-list extended NAT ACL
10 permit ip 192.168.16.0 0.0.0.255 any
route-map RM WAN ACL2 permit 10
match ip address NAT_ ACL
match interface Cellular0/1/0
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ip nat inside source route-map RM WAN ACL2 interface Cellular0/1/0 overload

end
IOX %ﬁ&j’]ﬂ:‘j—éo
conf t
o
EXECE— R TCHRD A~ FEZETL T, IOXxDELLEfELTWAZ & 2R L F T,

show iox-service

! Example 1: When IOx is up and running, both the “IOx service (CAF)” and “dockerd” will be running.
Router#sh iox-service

IOx Infrastructure Summary:

IOx service (CAF) : Running
I0x service (HA) : Not Supported
IOx service (IOxman) : Running
IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running

10x -]j—\_— v A 73)‘)‘*?7‘:‘/{/]) X‘/Ggﬂé??éﬂ(b\iﬁ—o

loT OD [Z##59 576D IR T/31 RDEETE

Cisco IoT Operations Dashboard & O#%#i & fENL T 521X, T /3A AD CLI T—#H?D 10S =2+
NEFITTHLERDY 3, 10x 77V r—ra U EEBET HI2IE, Cisco IoT Operations
Dashboard T, IOSXED A A v FTLLISDO1 7 A AMEREMET L CRESNIZAR 81—
PF—RMETT,

1. ROFEZEH LT, HELVISO—F—%2ERLET, Zor s A AAFRIL, Cisco
IoT Operations Dashboard D7 /34 27107 7 A )L TRE SANTMEE —B L TWHLERH
U \i—a—o

conf t

username <DEVICE PROFILE USERNAME> privilege 15 algorithm-type scrypt secret <DEVICE
PROFILE PASSWORD>

end

2. WAFRIEORE L WSMA OREXITVET,

conf t

aaa new-model

aaa authentication login default local
aaa authorization exec default local
ip http server

ip http authentication local

ip http secure-server

wsma agent exec

profile exec

wsma profile listener exec

transport http path /wsma/exec

cgna gzip

end
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IDA F 7 U AR—= T a7 7 A VEFRELET, R— F TCP443 TTLS M L.
WebSocket % {1 L T Cisco IoT Operations Dashboard ~Dt % = 7 TLS 8t & A hi L
j‘o

USUSREDGE :

conf t
ida transport-profile wst
callhome-url wss://device-us.ciscoiot.com/wst/cgna
active
end

EUYSRE2DEE :

conf t
ida transport-profile wst
callhome-url wss://device-eu.ciscoiot.com/wst/cgna
active
end

CONA BT a7 7 A NVERELET,

conf t

cgna profile cg-nms-register

transport-profile wst

add-command show version | format flash:/managed/odm/cg-nms.odm

add-command show inventory | format flash:/managed/odm/cg-nms.odm

interval 3

active

url https://localhost/cgna/ios/registration

gzip

end

G¥)

MENFETTBEE, T34 R T IoTOD IS L, B87at 2% N H—LET,

(47> a) DHCP Y —R—% S L TDNS Z £ 77H5 L CWAWEEIL, /L—#% TDNS
ZHINZ LU ET,

THiE, V2R IP EHT 7 AV = T A ZfEH L TR E &L, DNS Y—
N=PNHRIICHE SIVTW e WIEAIZEETY, ZOFITIE, CiscoDNSZEH L £,
{EE D DNS h—R_—%fEHTE £,

conf t

ip name-server 208.67.222.222
end

TINA A THDHTEDIER

WDa<wy REFEALT, T34 2N 0T OD It T A T-DICE LS RESNTWNWD Z L &
N =

Router# show ida transport-profile-state all

gzrL—s20%E I}



ExAL—20EE |
. Operations Dashboard TD T /34 A X T—4 RDFER

! Verify that IDA status is connected for the "wst" transport profile
! Notice the line "IDA Status: Connected" in the show command output below for the "wst"
transport profile.

Router#sh ida transport-profile-state all

Transport Profile 1:

Profile Name: wst

Activated at: Fri Jun 7 07:26:42 2024

Reconnect Interval: 30 seconds

keepalive timer Interval: 50 seconds

Source interface: [not configured]

callhome-url: wss://device-us.ciscoiot.com/wst/cgna

Local TrustPoint: CISCO_IDEVID SUDI

Remote TrustPoint: [not configured]

Execution-url: http://192.168.16.1

Proxy-Addr: [not configured]

IDA Status: Connected

State: Wait for activation

Last successful response at Fri Jun 7 08:25:29 2024

Last failed response:

Last failed reason:

Operations Dashboard TD 7 /N1 A X T—3 A DHEE

IoT OD 23, T /3 AL OBEKEREZE L, T AORELWHAT 2 &, T34 ADH
BFIZ [Devices] > [Staged] A7 —# A )25 ToT OD ik D [Registered] A7 — & AZFAT L E
ﬁ‘o
BRED LS IV a—TFa2y
« 10T OD NEGKFAITEZE LI bODOMOLNOME Glolon /A U FRRE) BHEL
7%, ToTOD BIEL Wi 7 A AER TOBRGRITEZET 2 E T, IR T /31 A
[Devices] > [Staged] U & ~Z [Configure Failure] A7 —& ATk £,
« 10T OD 28GRI T2 25 L7 o 72854, IR 7 73A A1 [Devices] > [Staged] U A 25
D i —é—o
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