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ZOHA FDEB

s ZDOHA FORAR (1~—)

CDHA FOBH
ZDOHA N, SEA EBENEEM NV —% (IR) T Secure Equipment Access (SEA) #—t &
EAEMNCT BRI ET, £, ZOHA N, FEEDN SEA ¥ — A&/ L TRD
JE—hEyia v ZRETDIEICHELLET,
FEH & EE 2 AT OV TIE, Cisco ToT Operations Dashboard D K = A > b2 HMB L TL 72
S\,
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Secure Equipment Access —E X D H X1k

« Cisco Secure Equipment Access —E A& (3 _X—)
s ARG 3 R—2)
* SEA ¥ —E 2D (4 X—2)

Cisco Secure Equipment Access H—E X

Cisco Secure Equipment Access (SEA) ¥ —E A%, Cisco IoT Operations Dashboard (Z J > Tifil

HEBEHPUEINEZNA TV Yy RIZTFUR Y ) a—a T, 2OF T LI AT R—
K v NI, MBRoEREN (OT) BEOH LV E— A MBI, PAR—FahT

WOHERMA Y NI =07 TN ZTEMELEY, SEA Y —ERE, AT T U ZHEEDT=D

2 BEDEXEHITY VY —A~D Y ET— "7 7 B R BEHEX— M —ICRET 52 L %
HAJE LTWET,

=L 1LH &
AIES
« 5% 72 10T Operations Dashboard (IoTOD) #fk (7 7V K7+ 8 BNdHbHZ LR L

F9, 2V IEATE. mailtoriotod-account-request@cisco.com ([ ER A XE L £,

HEENICT Y r—y g~ —U v & SEA VAT AEHEOWH T Oa—LnH5H 2 L
EFRERLUET, FEMIZOWTIE., SEAD T —/L EHERICET AT EZ B L T F &,

IR )L—Z M CiscoIOSXE N—2 3 17151 IEAZFIT L TCWD 2 & 2R L ET,

e IR/L—FMN, HHTHI10TOD 7 T A X Zjix LT, us.ciscoiot.com F 721 eu.ciscoiot.com ~~
DT IT 4T F—3y MNERDB DT LR LET,
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Secure Equipment Access ¥ —E X DEME |
B sas—cxosnie

SEA H—E XD EFE L

process_workflow

HEEHNL—H TSEA VY —ERAEZHMNITDHZDODEMIIKRD LB T,

1. 77V A= ary w32 —% b—EROHFE  IoTOD DT S r—ary w32 —T%
P—E2AZMN LT, BERIRT A, AL R—RKLET,

2. RIA—ZDOHRE : T 7V 47— a VEHOEZDD 0T OD ~DEBX 2772 b RV Z ST
THEIICIRT A AEZHRELET,

3. VE—KT7V7EADHRE  IRT A RAIZSEAT— x> e A A =L L. SEA &4
LA —4y FOTBED)E— Ty a 2B ELET,
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r-application-manager-service-configurations-wrapper.xml

Y
TIVr—230 33—y H—ERD
EXTE

cTHRARATUT 7 ANVDERK (5 ~—)
TSV — gy v R =Ty P—EA~D IR TAA ZADEM (6 2—)

FTINARATAT 74 ILDIERK

FIE

&

ATy T2

ATvT3

ATy T4

ATy Th

FAL AT OT 7 A M, FAL AT 7R AT DI Da—F =1 7 A AR S EN D
ET7ANTT, TA AT a7 7 A NVEHEHA LT, BEDOT /SA A% Cisco IoT OD (24
AR—FKLZET, CiscoloTOD (T, TXA AT 077 A L THRESNZ2—Y—1 74 IER%E
L CTHEE DT A 2L OB 2 LE T,

[Device Profiles] (Zf#) L. [Create Device Profile] #27 U v 7 L ¥,
[Create Device Profile] — Y MNFRINFE T,

[Create Device Profile] ~*—3""C. [Device Profile Name] 7 4 —/V KiZ 7 a7 7 A V& &E AT L., HEIZLT
C [Device Profile Description] 7 ¢ —/V RIZFiBAE A LE T,

[Configurecredentials] =V 7 C, TNA A7 B 7 7 A MiREADZ—YF—L L RAT— REZNEND T 4 —
WV RICATILET,

GE)
FERR L~V 15 D —H —n 7 A FREFERA L T &V,

[Next| 227 U w27 LET,
TNNA AT T 7 A NERERT HUEHEIENE LT,

TNA AT T 7 A VO A MG L7 5, [Create Device Profile] #7 U » 7 LE7,
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FIVE—vay 3x—Sr 4—EROHE |

B 77— av=rx—Sr 9—Ex~OR 754 2DEM

TERL LT T A A7 a7 7 A L3, [Device Profiles] X—VIZ—ER RSN ET,

TITVr—23rIR—Vx Y—EXANDIRT/NAR
1B

FIE

ATvT1
ATvT2
ATvT3
ATv74
ATvTH
ATvT6
ATvT1

ATvT8

COFEORNL, TV =gy 3=V —ERIZIRAV—FZBENMTESL L HICT
5ZLTT,

15D B HEIIC
RORBEEMERL L T IZE 0,
« 10T Operations Dashboard T7 /3 A 271 7 7 A )L EVERK L T 5,
cIRNV—FDV YT NESLHEID ZAELTWND,
BEID L DT NEBEFRT DR, TS ADA Y=L TROA~ Y FaeffiflL
ESr AN

Router# show license udi

Cisco IoT Operations Dashboard C, [Application Manager] $— E A ZE L 7,

[Devices] > [Staged] ¥ 7 DJAIZIEIR L £ 7,

[Add Devices] #27 VU v 7 LET,

[Select Add Device Method] 7 ¢ > K7 C, [Single Device] Z#R L £,

[Add Device] ~— T, #LID, v U T NES, BLXOARIZZENEND T 4 —/L RIZASHLET,
[Next| 27 U v 7 LET,

[Select Device Profile for Assignment] ~<—3" T, URA RMMBETNNA AT BT 7 A )L ERINL, [Next] #7 VU v
7 LET,

[Review] ~— T TR EF R 2R L. [Add Devicel #7 U v 7 LET,

B LT /3 273 [Staged Devices] (2R 4L, Z D7 731 AH3E 72 Cisco loT Operations Dashboard
BB SN TODRNZ PRI NET,

RDBERY
IR V—% DFTEEITVET,
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EEXERIL—32DEKTE

« FEERN—Z OB EDOHITREME (7 _—)

c FEEMN—Z OFRE (8 —)

« FEEML—Z OB (8 ~—)

< 10x OFE L AL (8 ~—)

0T OD (Z#55E T 272 D IR T34 ZADFRGE (10 ~X—)

« T ZATOREDHRD (11 ~—)

« Operations Dashboard TD T /34 A AT — X ZADffgs (12 _X—)

EXRIL—2 OEREDRHREN

IR1101 /34 R
IR1101 T34 ZIZ10X 2T FTF—N72 VT LhINTWNWDLZ & 2R LET,
cRDa<w REFEITLET,

Router# show software authenticity keys | i Name

o H /1725 . "Product Name: Cisco Services Containers" 35 £ TCWAITHREL £, ZDFT
NG, T/ A0 2T FF—RN7n 77 53N THnET,

« ZOITRRWEGEIE, ROFIEEZIFIATLET,

¢ 2020 F 1 A X VENCHFTISNTET AL R BLOKIEEZTNIT B, T3 A%
Ty 7L —RLET,

¢ 202041 H 1 BLIBRICHIF SN T A 2 BHCKHLDO LB H O FH A, T35 A
WCIETF 740V hCar T2 —RN7r a3 A3 TNWAIETTT,

Y

GE)

FNRA AT FHR—nNT a7 LhE3NTELT, BAOKIEL AN/ > TWRWEE,
SEA DA > A b —/VIBLAMIET T —CRIRL F7,
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B =2 —s0nx

FIUr— 30 3x—2 vy H—ER
IR/L—& M CiscoloTOD DT 7Y r—3 g <R3 —U ¥ IBMENTWAZ AR LET,

EERIL—2 DHE
PESER NV — 2 %% E L C Cisco IoT OD & OFEFi & HEST T HITIE, IROEFENRH 0 37,
1. T3 A DU
2. 10x ORELHIME (8 <—)
3. IoTOD IZHfiT D720 D IR T3 ADFRE (10 ~—)
4. THAAATOREOHR (11 =)

5. Operations Dashboard TD T /XA A AT — & ZDffggd (12 ~X—)

result

IoTOD LiBETE D LI, TS ANREFICHREINE LT,

whats_next

A=

VE—FEya  OFE
EERIL—2 DO%E(HE
FIRAMH L T, SEAREHICEEMLV—FZ ZYHEH L 7,
Fg

ATy Tl BBERRy NI — 7 r—T Va8 LET,
AT T2 TN ADERE ANET,

FEXRANL—H CSEA ZHRTECED LI FE L=,

10x DEETE & B/3E

I0x7 7V r—3 a UINENCEET 72D BEBRIPERE Ry NV — I RENHDZ &%
WeERTHI1TIE, 2R AT EFETLET,

I0x (%, CiscoIOSXE THEITEND AL T T RAT 47 7Ty 87 4+—LTY, CiscoloT
Operations Dashboard 23t C & 2D — X (Secure Equipment Access (SEA) | Cisco
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| EgmL—s08E
xozEeamnt |

Cyber Vision (CCV) . Edge Intelligence (EI) 72&) %A > A h—/L L CEITT D7 DI
SINET,

FIE

AT9 1 10x %> U —27 DT /34 AT VirtualPortGroup0 (VPG) A >4 —7 A A, DHCP 7 —/L, X O'NAT
N—IVEFRELET,

1. VPGA YV H—T 2 ARAERELET, IOxT 7V r— 3 & IOSXEICH T o EA > ¥ —T7 = A
Al%,  [VirtualPortGroup0| EPFEEIET, 10x 77U r—v 3 ik, A v F—T7 A A%4 L
T IPHERE S MEETT, ZAUTIE, IPT RLADZENETENE T, RICREFIZRLET, BIHICE
bETIPT RLRAEAEFETEx X, —FDaryY—LT, a7 4F¥al—arEt— RTROH
Ea~vwy ReEATTLET,

! Example
conf t
interface VirtualPortGroupO
description IOx Interface
ip address 192.168.16.1 255.255.255.0
ip nat inside
ipvé enable
end

2. DHCP 7—VaFELET, IOx T 7V r—aid, B#dtsE, DHCP 2N LCIP T KL AZE
RKLET, T, 10x 77V 7r—2 3 HICDHCP 7— VAR ET HHLENH Y £, KICIP
7=/ & DNS = N—DFREFZ R LET, ZOREE, BIFICEDETHIAY A ATEET, 7
T IV —HFDIP T KL AN, VirtualPortGroup0 f v X —7 = A AR TETEHDIP T FL AL
CTHLHrZ xR LET,

! Example
conf t
ip dhcp pool ioxpool
network 192.168.16.0 255.255.255.0
default-router 192.168.16.1

dns-server 192.168.16.1 8.8.8.8
end

3. NATZ#&FELET, I0x 77V r—aid, DHCP o lfG L7774 _X—hFIP T KL A&ZMH L
T, INDITIE, A X —Fy NIT 7 EBRATEH0OOFRy NT—2 7 KLU AL (NAT) MBME
T9, DHCP 77— VO NAT L—VZBMLT, IOx 77V r—Yay hI 749 I NA L H—F v b
T 7 BATELLDICLET,

WOBITIE, A > Z—F v b ~DEEH Cellular 0/1/0 Z /- L CTiTbh b EBELTWET, ¥ —
7 = A A Cellular 0/1/0 TRWIGATT, MTEREITFHEL T EEVW, 72L& 21X, GigabitEthernet
0/0/0 < Cellular 0/3/0 7¢ & T,

! Example of a NAT rule for using Cellular0/1/0 as an uplink:
conf t
interface Cellular0/1/0
ip nat outside
ip access-list extended NAT ACL
10 permit ip 192.168.16.0 0.0.0.255 any
route-map RM WAN ACL2 permit 10
match ip address NAT_ ACL
match interface Cellular0/1/0

BE% M )L— % 17 Cisco Secure Equipment Access 7 1 v 2 24— 4 K |}
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B T ciEET 200 R ROBE

ATy T2

ATvT3

ip nat inside source route-map RM WAN ACL2 interface Cellular0/1/0 overload
end

10x %ﬁ&j’]ﬂﬁﬁ_é o

conf t
iox
end

EXECE— R TCHRD A~ FEZETL T, IOXxDELLEfELTWAZ & 2R L F T,

show iox-service

! Example 1: When IOx is up and running, both the “IOx service (CAF)” and “dockerd” will be running.
Router#sh iox-service

IOx Infrastructure Summary:

IOx service (CAF) : Running
I0x service (HA) : Not Supported
IOx service (IOxman) : Running
IOx service (Sec storage) : Running
Libvirtd 5.5.0 : Running
Dockerd v19.03.13-ce : Running

10x -]j—\_— v A 73)‘)‘*?7‘:‘/{/]) X‘/Ggﬂé??éﬂ(b\iﬁ—o

loT OD [Z##59 576D IR T/31 RDEETE

Cisco IoT Operations Dashboard & O#EGEA HELT 212X, 7 /34 AD CLI T—# D [0S 2+
NEFITTHLERDY 3, 10x 77V r—ra U EEBET HI2IE, Cisco IoT Operations
Dashboard T, IOSXED A A v FTLLISOR T A EREMEH L CGRIESNIZA 2 —
PF—RMETT,

1. ROFEZEH LT, HELVISO—F—%2ERLET, Zor s A AAFRIL, Cisco
IoT Operations Dashboard D7 /34 27107 7 A )L TRE SANTMEE —B L TWHLERH
U \i—a—o

conf t

username <DEVICE PROFILE USERNAME> privilege 15 algorithm-type scrypt secret <DEVICE
PROFILE PASSWORD>

end

2. WAFRIEORE L WSMA OREXITVET,

conf t

aaa new-model

aaa authentication login default local
aaa authorization exec default local
ip http server

ip http authentication local

ip http secure-server

wsma agent exec

profile exec

wsma profile listener exec

transport http path /wsma/exec

cgna gzip

end
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| EgmL—s08E

3.

N

P

/

1zcosrorz |

N

IDA F 7 U AR—= T a7 7 A VEFRELET, R— F TCP443 TTLS M L.
WebSocket % {1 L T Cisco IoT Operations Dashboard ~Dt % = 7 TLS 8t & A hi L
j‘o

USUSREDGE :

conf t
ida transport-profile wst
callhome-url wss://device-us.ciscoiot.com/wst/cgna
active
end

EUYSRE2DEE :

conf t
ida transport-profile wst
callhome-url wss://device-eu.ciscoiot.com/wst/cgna
active
end

CONA BT a7 7 A NVERELET,

conf t

cgna profile cg-nms-register

transport-profile wst

add-command show version | format flash:/managed/odm/cg-nms.odm

add-command show inventory | format flash:/managed/odm/cg-nms.odm

interval 3

active

url https://localhost/cgna/ios/registration

gzip

end

G¥)

MENFETTBEE, T34 R T IoTOD IS L, B87at 2% N H—LET,

(47> a) DHCP Y —R—% S L TDNS Z £ 77H5 L CWAWEEIL, /L—#% TDNS
ZHINZ LU ET,

THiE, V2R IP EHT 7 AV = T A ZfEH L TR E &L, DNS Y—
N=PNHRIICHE SIVTW e WIEAIZEETY, ZOFITIE, CiscoDNSZEH L £,
{EE D DNS h—R_—%fEHTE £,

conf t

ip name-server 208.67.222.222
end

TINA A THDHTEDIER

WDa<wy REFEALT, T34 2N 0T OD It T A T-DICE LS RESNTWNWD Z L &
N =

Router# show ida transport-profile-state all

BE% M )L— % 17 Cisco Secure Equipment Access 7 1 v 2 24— 4 K |}
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. Operations Dashboard TD T /34 A X T—4 RDFER

! Verify that IDA status is connected for the "wst" transport profile
! Notice the line "IDA Status: Connected" in the show command output below for the "wst"
transport profile.

Router#sh ida transport-profile-state all

Transport Profile 1:

Profile Name: wst

Activated at: Fri Jun 7 07:26:42 2024

Reconnect Interval: 30 seconds

keepalive timer Interval: 50 seconds

Source interface: [not configured]

callhome-url: wss://device-us.ciscoiot.com/wst/cgna

Local TrustPoint: CISCO_IDEVID SUDI

Remote TrustPoint: [not configured]

Execution-url: http://192.168.16.1

Proxy-Addr: [not configured]

IDA Status: Connected

State: Wait for activation

Last successful response at Fri Jun 7 08:25:29 2024

Last failed response:

Last failed reason:

Operations Dashboard TD 7 /N1 A X T—3 A DHEE

IoT OD 23, T /3 AL OBEKEREZE L, T AORELWHAT 2 &, T34 ADH
BFIZ [Devices] > [Staged] A7 —# A )25 ToT OD ik D [Registered] A7 — & AZFAT L E
ﬁ‘o
BRED LS IV a—TFa2y
« 10T OD NEGKFAITEZE LI bODOMOLNOME Glolon /A U FRRE) BHEL
7%, ToTOD BIEL Wi 7 A AER TOBRGRITEZET 2 E T, IR T /31 A
[Devices] > [Staged] U & ~Z [Configure Failure] A7 —& ATk £,
« 10T OD 28GRI T2 25 L7 o 72854, IR 7 73A A1 [Devices] > [Staged] U A 25
D i —é—o
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B,
=% =R

JE—FEYIIVDERE

cPEXEHNL—F~DSEA = — = FDOA A =L (132—2)
cUE—hEyaroRkE (14 2—)
« EIEEE~OHHE (15 X—)

EXAIL—AE~ADSEATI—T O FOAVR =)L

1R BHEIIZ
IRALV—ZMNIOTOD 7T AU r—3ay v 3x—2% P—ERITEMENTWAZ L AR LE
KR

FIE

AT w71 [Secure Equipment Access] > [Quick Wizard] [ZFEh L £,
[Quick Wizard] _— I NFERINFET,
AT w 72 [Install SEA Agent] T, [Start Configuration] #7 U v 27 LE7,

FIVr—2a3rIx—V% Y—ERITEMENTZTRTOFR Y U —27F 314 A%, [Select Network
Device] = U 7IZ—&EFRINFET,

RATYT3 SEAT—V 2 baA VAR NT LT NA ZAEERL, [Next] #27 Vv 7 LET,

[Advanced Configuration] — VU NRE/RI, T—V =2 FDA VA M—=/LDT 7 3/ FRENRINET,
F7 4N TE, SEAT—V =2 ME, 7%/ L TDHCP #H L CTH%A 7 4 7 VLANIZA > A b —
ENET,

ATvFT84 (AFvay) ==V b UA N ABREE DAY~ A AT 5I21L, [Advanced Configuration] ~—
THERFREDOFEMIE#R A A1 L, [Deploy] #7 U v LET,

BE% M )L— % 17 Cisco Secure Equipment Access 7 1 v 2 24— 4 K |}
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B v=—revravons

IJ:E__

FIE

ATvT1

ATy T2

ATvT3

ATvT4

SEAT—Yx IRy NU—7 T NA AT VA =)L ENET, AT —H AL, [System Management]
~— D [SEA Agent Connection] F| CHER TE £9, S~103F> TNHAT—F AR LTI IV,

A EMIOE ¥

1R BRI

TS OTBEICEFETZELIRIVL—FIZSEAZ—V 2 IR VA =L ENTWAHZ &
%EEWLJ L/\i‘é—o

SEA A—H¥—F LU T7IERTIL—T

SEA 2 —H¥—Zik. BHEDT VB AT N—T%2 N LT 7B AENMIEENET, T8RS
JL—"T7 " VERK L\ A—P—=LEREINZVE— ey arOfbE /7 NV—7I12BNT 52 &
EREDLET, =T HRO2—F—DHN OTEEICYET— M TT 7 RBATEET,

JE— by a ERETHFIEOHME

1. BEICERT DXy NT—0 T, A&RIRT 2

2. GHEERETD

3 BHHEIZVE—PITT 7 ERTHODT 7B ATAEHRET D
4. BEL2—F—OWGNIET DT 7 & AGIH T V—T %N 5
5. BERIHEREL CTWD Z L 2R T D

[Secure Equipment Access] > [Quick Wizard] (28 L 9,
FHEINZ [Quick Wizard] _X— Y NE/RENET,

[Connect to Asset] C, [Start Configuration] 27 U v 7 LE 7,

FINVr—230 Ix—0% H—ERIZEMENTZTRXTOFR Y hT—27F 34 A [Select Network
Device] =V TR RINET,

U R RS IR A—ZEBIR L, [Next] 227 YU v 27 LET,

WOFINATEET H OT EEIX., ZOT A AZE#EMTFONET,

Pt SNT-EPFEAFRE L7, [Configure Connected Asset] = U 7 T, ROFEMIEMAZ A S L. [Next] &7
Vw7 LET,

a) [Asset Name] : B0 2 & FE D44 HIT,

b) [IP Address] : EFED IP 7 KL X,

I E=%R/L—% AT Cisco Secure Equipment Access 7 A v 7 A2 — kH4 K



| vE—tEvLavomE
amae~0is ]

c) [Description] : &PEIZES T 5 il B 72 3P,
AT9 TS T AT EZHRELET,
a) [Choose Access Method] K2 v 77X 7 U ARG T 72 AFRAEREIRLET,

SEA = —HW—|, ZZTEIRLET 7 AT EFEH L TEEICT 7 BALET, BINARERA 7 V=
“IZ. [RDP], [SSH]. [Telnet], [VNC], 3 XU [Web App] T, BN L7727 AL LT, B
MD7 4 — IV RWAFENET,

b) [Assign to an Access Control Group] K22 > 7 X 7> U R b7 7 & AHH 7 /V— 7% %R L, [Finish]
27 )y 7 LET,

77 ARIE T V=T IBME N — =D BN, TNA—TNOEEIZY) E— N TT 7 EATEE
D
AT 76 [Test AccessMethod] #7 U v 7 LCVE— MEfiZT A MLET,
Ty hDOEG AR T DR LU BRI INET,
ATvTT [Donel 27 V7 LET,

E L7V E— hE v a 0 [Remote Sessions] ~X— V| ZFK R E T, SEA = —H—(%, Cisco loT
Operations Dashboard (2 714 LTy v a T 7 BATEET,

& b B A~ D B

VE— ey varyaRETDH L, SEA = — ¥ —(3Ek OT BREEICHR C& £ 7,
1. Cisco IoT Operations Dashboard |Z SEA = —#— L L Tur /A LET,
2. [Secure Equipment Access] > [Remote Sessions] 227 U v 7 LE 7,

EFHAIRE/R TR Ty v a UABIEHICERINE T,
3. BRLI-EY Y a ZBEL, [Connect] 7V v 7 LET,

SEA = —# —(%, LIFNCHRESN-T 7 B AFRE2HEH L CTEEICHERE LT,
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I &

IDA R TV AR—= R TBT7 7 A VOEE 10 PEIEH L — % TO SEA DARME 3
ToT Dashboard TD T /XA AT DR 12

yci

IR L—Z OFE 10
Operations Dashboard & IBIET 572D D IR A1 v FDOFRE 12 R — B EOHR 1112
Operations Dashboard & i@{E 35720 D IR L—F OFRE 1
Operations Dashboard D7 7' r— 3 > w3 —TV v —E X
~D IR b—% DB 5 T
TNA AREEMRT 210D CLIav > B N
S FTNRAATa Ty )L §
TNA AT 0T 7 A )VOMERL 5
THRA AT 0T 7 A NDEN 5

0

SEA +—EZD IR 3

SEA —EZA~D IR A v FDF Y HR—T 17 15
SEA —EZA~DIRNAL—F DI R—=F 47 §
SEA —ERA~DEEXHAN—ZDOF L R—F 47 3 Y
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