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/* Configure a GigE interface with an IPv4 address */
Router (config) # interface gigabitEthernet 0/0/0/0
Router (config-if)# ipv4 address 10.1.1.1 255.255.255.0
Router (config-if) # no shut

Router (config-if) # commit

Thu Jan 25 10:07:54.700 IST

Router (config-if) # exit

/* Verify if the interface is up */
Router (config) # do show ipv4 interface brief
Thu Jan 25 10:08:49.087 IST

Interface IP-Address Status Protocol Vrf-Name
GigabitEthernet0/0/0/0 10.1.1.1 Up Up default

/* Configure an IPv4 ingress ACL */

Router (config) # ipv4 access-list V4-ACL-INGRESS

Router (config-ipv4-acl)# 10 permit tcp 10.2.1.1 0.0.0.255 any
Router (config-ipv4-acl)# 20 deny udp any any

Router (config-ipv4-acl)# 30 permit ipv4 10.2.0.0 0.255.255.255 any
Router (config-ipvd-acl)# commit

Thu Jan 25 10:16:11.473 IST

/* Verify the ingress ACL creation */
Router (config) # do show access-lists ipv4
Thu Jan 25 10:25:19.896 IST

ipv4 access-list V4-ACL-INGRESS

10 permit tcp 10.2.1.0 0.0.0.255 any

20 deny udp any any

30 permit ipv4 10.0.0.0 0.255.255.255 any

/* Apply the ingress ACL to the GigE interface */

Router (config) # interface GigabitEthernet 0/0/0/0

Router (config-if) # ipv4 access-group V4-ACL-INGRESS ingress
Router (config-if)# commit

Thu Jan 25 10:28:19.671 IST

Router (config-if) # exit

/* Verify if the ingress ACL has been successfully applied to the interface */
Router (config) # do show ipv4 interface
Thu Jan 25 10:29:44.944 IST
GigabitEthernet0/0/0/0 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 10.1.1.1/24
MTU is 1514 (1500 is available to IP)
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound common access list is not set, access list is V4-ACL-INGRESS
Proxy ARP is disabled
ICMP redirects are never sent
ICMP unreachables are always sent
ICMP mask replies are never sent
Table Id is 0xe0000000

XHEY A —Y Ry b A F—T A ALIZIPvd AJJACL Z EFICRELE LT,
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FHEY A —YRY A —T A A LTOH A IPVAACL DEETE
GigE f v #—7 x4 A ETHIIIPVA ACL 32 ET HI121E, ROZREEHH L E T,

/* Configure a GigE interface with an IPv4 address */
Router (config) # interface gigabitEthernet 0/0/0/1
Router (config-if) # ipv4 address 20.1.1.1 255.255.255.0
Router (config-if) # no shut

Router (config-if) # commit

Thu Jan 25 10:08:38.767 IST

Router (config-if) # exit

/* Verify if the interface is up */
Router (config) # do show ipv4 interface brief
Thu Jan 25 10:08:49.087 IST

Interface IP-Address Status Protocol Vrf-Name
GigabitEthernet0/0/0/0 10.1.1.1 Up Up default
GigabitEthernet0/0/0/1 20.1.1.1 Up Up default

/* Configure an IPv4 egress ACL */

Router (config) # ipv4 access-list V4-ACL-EGRESS

Router (config-ipvé4-acl)# 10 permit ipv4 10.2.0.0 0.255.255.255 20.2.0.0 0.255.255.255
Router (config-ipv4-acl)# 20 deny ipv4 any any

Router (config-ipv4-acl) # commit

Thu Jan 25 10:25:04.655 IST

/* Verify the egress ACL creation */

Router (config) # do show access-lists ipv4

Thu Jan 25 10:25:19.896 IST

ipv4 access-list V4-ACL-EGRESS
10 permit ipv4 10.0.0.0 0.255.255.255 20.0.0.0 0.255.255.255
20 deny ipv4 any any

/* Apply the egress ACL to the GigE interface */

Router (config) # interface GigabitEthernet 0/0/0/1

Router (config-if)# ipv4 access-group V4-ACL-EGRESS egress
Router (config-if) # commit

Thu Jan 25 10:28:45.937 IST

Router (config-if) # exit

/* Verify if the egress ACL has been successfully applied to the interface */
Router (config) # do show ipv4 interface
Thu Jan 25 10:29:44.944 IST
GigabitEthernet0/0/0/1 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 20.1.1.1/24
MTU is 1514 (1500 is available to IP)
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is V4-ACL-EGRESS
Inbound common access list is not set, access list is not set
Proxy ARP is disabled
ICMP redirects are never sent
ICMP unreachables are always sent
ICMP mask replies are never sent
Table Id is 0xe0000000

EHEY N A=Yy P A F—T A A EIZIPvA 1 ACL # ERIZEREELE LT,
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IPv6 ACL DX TE

COHETEH, FHIEY b A—HFRXy FEARV L A=Yy FENLTASIPV6ACL & H )
IPv6 ACL ZRET HAT v FITHOWTHBH L ET,

IPv6 AJJACL 25T 51 DEERIE L HIHNEIE
IPv6 AJJ ACL 1%, IROEMEZFFEE L THET,
« AJJIPV6 ACLIZTRTDA v H—T =24 ATHAR—hINTWET,
* ACL N—ADirik (ABF) &, ANGRTOHRYR—FSHTHET,
«NPU Z &IZFFRI S/ AJ) ACL D% 31 T,
« TA L II— RTLITFHFAI STV DN S L7z ACE D¥i% 2047 T,

cANAE—=T 2 A AZEDH ACL B X7 (log-input ¥ — U — R&AEH) ($HHR— 3
NTWERA,

« "7y bR (pktlength % — U — N2 ) 3¥ R —hShThEEi,

FHEY R A—HUYRY P A A—T A X LTDOAAIPv6ACL DERTE
GigE A v #—7 x4 A ETAJIPV6 ACL 3% ET HI12IE, ROBREEMH L ET,

/* Configure a GigE interface with an IPv6 address */
Router (config) # interface gigabitEthernet 0/0/0/0
Router (config-if)# ipvé address 1001::1/64

Router (config-if) # no shut

Router (config-if) # commit

Thu Jan 25 10:07:54.700 IST

Router (config-if) # exit

/* Verify if the interface is up */
Router (config) # do show ipv6é interface brief
Thu Jan 25 12:38:35.742 IST
GigabitEthernet0/0/0/0 [Up/Up]
fe80::bd:b9ff:fea?9:5606
1001::1

/* Configure an IPv6 ingress ACL */

Router (config) # ipvé access-list V6-INGRESS-ACL
Router (config-ipvé-acl)# 10 permit ipv6 any any
Router (config-ipvé-acl)# 20 deny udp any any
Router (config-ipvé6-acl) # commit

Thu Jan 25 11:31:24.488 IST

Router (config-ipv6-acl) # exit

/* Verify the ingress ACL creation */
Router (config) # do show access-lists ipvé
Thu Jan 25 11:34:56.911 IST
ipv6é access-list V6-INGRESS-ACL

10 permit ipv6é any any
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20 deny udp any any

/* Apply the ingress ACL to the GigE interface */

Router (config) # interface gigabitEthernet 0/0/0/0

Router (config-if) # ipv6 access-group V6-INGRESS-ACL ingress
Router (config-if) # commit

Thu Jan 25 11:32:55.194 IST

Router (config-if) # exit

ivs acL oz ]

/* Verify if the ingress ACL has been successfully applied to the interface */

Router (config) # do show ipvé interface
Thu Jan 25 11:34:08.028 IST
GigabitEthernet0/0/0/0 is Up, ipv6 protocol is Up, Vrfid is default
IPv6 is enabled, link-local address is fe80::bd:b9ff:fea9:5606
Global unicast address(es):
1001::1, subnet is 1001::/64

Joined group address(es): £f£f02::1:££f00:1 ££f02::1:£fa9:5606 ££f02::2

£ff02::1
MTU is 1514 (1500 is available to IPvo6)
ICMP redirects are disabled
ICMP unreachables are enabled
ND DAD is enabled, number of DAD attempts 1
ND reachable time is 0 milliseconds
ND cache entry limit is 1000000000
ND advertised retransmit interval is 0 milliseconds
Hosts use stateless autoconfig for addresses.
Outgoing access list is not set

(0x60000000)

Inbound common access list is not set, access list is V6-INGRESS-ACL

Table Id is 0xe0800000

Complete protocol adjacency: 0
Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0O
Dropped protocol request: 0
Dropped glean request: 0

XHEY A —Y Ry h A F—T A ALIZIPv6 AJJACL Z# EFICHRELE L,

EHEY P A—HRY A2 —T T4 A LETOH A IPv6 ACL DEETE

GigE / v #—7 = A A L CHIJ] IPv6 ACL Z 3% ET 5121, IROBREEMHEH L E7,

/* Configure a GigE interface with an IPv6 address */
Router (config) # interface GigabitEthernet 0/0/0/1
Router (config-if) # ipv6é address 2001::1/64

Router (config-if) # no shut

Router (config-if)# commit

Thu Jan 25 11:41:25.778 IST

Router (config-if) # exit

/* Verify if the interface is up */
Router (config) # do show ipv6é interface brief
Thu Jan 25 12:38:35.742 IST
GigabitEthernet0/0/0/0 [Up/Up]
fe80::bd:b9ff:fead:5606
1001::1
GigabitEthernet0/0/0/1 [Up/Up]
fe80::23:e9ff:fea8:adde
2001::1
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/* Configure an IPv6 egress ACL */

Router (config) # ipvé access-list V6-EGRESS-ACL
Router (config-ipvé6-acl)# 10 permit ipvé any any
Router (config-ipvé-acl)# 20 deny udp any any
Router (config-ipvé6-acl) # commit

Thu Jan 25 11:44:03.969 IST

Router (config-ipvé-acl) # exit

/* Verify the egress ACL creation */
Router (config) # do show access-lists ipvé
Thu Jan 25 11:45:53.823 IST

ipv6é access-list V6-EGRESS-ACL

10 permit ipvé any any

20 deny udp any any

/* Apply the egress ACL to the GigE interface */

Router (config) # interface gigabitEthernet 0/0/0/1

Router (config-if) # ipv6é access-group V6-EGRESS-ACL egress
Router (config-if) # commit

Thu Jan 25 11:45:12.682 IST

Router (config-if) # exit

TOER JRALOBE |

/* Verify if the egress ACL has been successfully applied to the interface */

Router (config) # do show ipvé interface
Thu Jan 25 11:46:43.234 IST

GigabitEthernet0/0/0/1 is Up, ipv6 protocol is Up, Vrfid is default
IPv6 is enabled, link-local address is fe80::23:e9ff:fea8:adde
Global unicast address(es):

2001::1, subnet is 2001::/64
Joined group address(es): ££f02::1:£f£00:1 ££f02::1:ffa8:a4d4e ££f02::2
f£02::1
MTU is 1514 (1500 is available to IPv6)
ICMP redirects are disabled
ICMP unreachables are enabled
ND DAD is enabled, number of DAD attempts 1
ND reachable time is 0 milliseconds
ND cache entry limit is 1000000000
ND advertised retransmit interval is 0 milliseconds
Hosts use stateless autoconfig for addresses.
Outgoing access list is V6-EGRESS-ACL
Inbound common access list is not set, access list is not set
Table Id is 0xe0800000
Complete protocol adjacency: 0
Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0O
Dropped protocol request: 0
Dropped glean request: 0

(0x60000000)

XHEY N A=YV P A F—T AR EIZIPv6 )1 ACL # ERIZEEELE LT,

NRILAVB—T A RLETDOANIPYEACL & H 5 IPv6 ACL DERTE

N RV A B —T x4 AETAIIPV6 ACL & /) IPv6 ACL 3% T
EALET,

/* Configure a bundle interface with an IPv6 address */
Router (config) # interface Bundle-Ether 1

HI2iE, WOERTE%E
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Router (config-if) # ipv6é address 3001::1/64
Router (config-if) # no shut

Router (config-if) # commit

Thu Jan 25 13:53:47.435 IST

Router (config-if) # exit

/* Configure an IPv6 egress ACL */

Router (config) # ipv6é access-list V6-EGRESS-ACL-bundle interface
Router (config-ipvé-acl)# 10 permit tcp any any range 3000 4000

Router (config-ipvé-acl)# 20 permit ipv6 any any
Router (config-ipv6-acl) # commit

Thu Jan 25 13:57:14.960 IST

Router (config-ipvé6-acl) # exit

ivs acL oz ]

/* Configure an IPv6 ingress ACL to deny ingress traffic on the bundle interface */
Router (config) # ipv6é access-list V6-DENY-INGRESS-ACL
Router (config-ipvé-acl)# 10 deny ipvé any any

Router (config-ipvé6-acl) # commit

Thu Jan 25 13:59:23.198 IST

Router (config-ipvé-acl) # exit

/* Verify the egress and ingress ACL creation */
Router (config) # do show access-lists ipvé
Thu Jan 25 14:00:24.055 IST

ipvé

access-list V6-DENY-INGRESS-ACL

10 deny ipv6 any any

ipvé

access-list V6-EGRESS-ACL-BI

10 permit tcp any any range 3000 4000
20 permit ipv6é any any

/* Apply the egress and ingress ACLs to the bundle interface */

Router (config) # interface Bundle-Ether 1

Router (config-if) # ipv6é access-group V6-EGRESS-ACL-BI egress
Router (config-if) # ipv6é access-group V6-DENY-INGRESS-ACL ingress

Router (config-if) # commit
Thu Jan 25 14:04:19.536 IST
Router (config-if) # exit

/* Verify if the ACLs have been successfully applied to the interface */

Router (config) # do show ipvé interface
Thu Jan 25 11:46:43.234 IST

Thu Jan 25 14:04:51.322 IST
Bundle-Etherl is Down, ipv6 protocol is Down, Vrfid is default (0x60000000)

IPv6 is enabled, link-local address is fe80

Global unicast address(es):

3001::1, subnet is 3001::/64 [TENTATIVE]

Joined group address(es): £f02::2 ££f02::1
MTU is 1514 (1500 is available to IPvo6)
ICMP redirects are disabled

ICMP unreachables are enabled

ND
ND
ND
ND
ND
ND

DAD is enabled, number of DAD attempts 1

reachable time is 0 milliseconds

cache entry limit is 1000000000

advertised retransmit interval is 0 milliseconds

router advertisements are sent every 160 to 240 seconds
router advertisements live for 1800 seconds

Hosts use stateless autoconfig for addresses.
Outgoing access list is V6-EGRESS-ACL-BI

Inbound

Table Id is 0xe0800000
Complete protocol adjacency: 0

::1:10££f:fe87:8d04 [TENTATIVE]

common access list is not set, access list is V6-DENY-INGRESS-ACL
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Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0
Dropped protocol request: 0
Dropped glean request: 0O

RNV A B —T x4 A FICASIPv6 ACL & H /1 IPv6 ACLEZTERICEELE LT,

ZOHETIX, ACLAZEETAH7-DDOREDHFNZOWTIHHL £,

*/ Create an Access List*/
Router (config) #ipv4 access-list acl_1

*/Add entries (ACEs) to the ACL*/

Router (config-ipv4-acl) #10 permit ip host 10.3.3.3 host 172.16.5.34
Router (config-ipv4-acl) #20 permit icmp any any

Router (config-ipv4-acl) #30 permit tcp any host 10.3.3.3

Router (config-ipv4-acl) #end

*/Verify the entries of the ACL*/:
Router#show access-lists ipv4 acl_1

ipv4 access-list acl 1

10 permit ip host 10.3.3.3 host 172.16.5.34
20 permit icmp any any

30 permit tcp any host 10.3.3.3

*/Add new entries, one with a sequence number "15" and another without a sequence number
to the ACL. Delete an entry with the sequence number "30":*/
Router (config) #ipv4 access-list acl_l

Router (config-ipv4-acl)# 15 permit 10.5.5.5 0.0.0.255
Router (config-ipvé4-acl) # no 30

Router (config-ipvé4-acl)# permit 10.4.4.4 0.0.0.255
Router (config-ipvéd-acl) # commit

*/When an entry is added without a sequence number, it is automatically given a sequence
number

that puts it at the end of the access list. Because the default increment is 10, the
entry will have a sequence

number 10 higher than the last entry in the existing access list*/

*/Verify the entries of the ACL:*/
Router (config) #show access-lists ipv4 acl_1
ipv4 access-list acl 1

10 permit ipv4 host 10.3.3.3 host 172.16.5.34

15 permit 10.5.5.5 0.0.0.255---*/newly added ACE (with the sequence number) */
20 permit icmp any any

30 permit ipv4 10.4.4.0 0.0.0.255 any ---*/newly added ACE (without the sequence number) */

*/The entry with the sequence number 30, that is, "30 permit tcp any host 10.3.3.3" is
deleted from the ACL*/

MERET D ACL Z IEFICEE LE Lz,
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ACL R— X DEREDEHRTE

WhEAXy NT—21F, BF. E94, BIXOT—¥%2kLET, hTF7 74 v 7I2k-TiE

N—T 47 7a ha VPR LEARAZEAT 20 TIERL, FFED/NNAINV—T 4 V7T
HTENMBIZRDGEROY 9, TNEEBTHITIE, ACLEEIZRIZ A MKy 7R
VAERRELET, ZNT, X7y hR—ATHET RLAEZNLY I T v 7T 50 TERL,
ACLIZERE LA A MRy 7 T RUVAZMEH L THREDSLIZ Ty ERETEDL LD
W22 F9, ACLEETHRYZ A MRy T HMHL TiEET 2 L) ZOMREIL, ACL ~—X
#ix% (ABF) &PRENET,

ACLRN—REREEFHT 5L, 70— KXy X M TVoverlP, IPT L7 r=— T =472 L%
WG L LIz —EREEBO T 0 =038 5 Z ENAMREICR Y, h 7 =7 U TR
TA VX —Fy MZT 7 BATEET, y—ERTa [ Z—F, a2—F T 74w %X
F8ERaTY Tanf X —lERSEL T ENRTEET,

GE) YUY —RA6227TiE,. GREA Vv H—T A A%J L TI—T 4 7 Z37= IPv4 ABF D17 A
Ry TRV R— I TWET,

GE) VU —2632TlE, ABNFICEH S 7EE, IPv6e ABFACL (3N L A X —T A
ATEMEL £ A,

BERERTE
* ABF IZAJ] ACL TOHAYR—FEINTWVET,

cABFIZXZ A MRy 7OLEFEEZYR—FLTWVWET, XZ ARy 7OEE, 7 Ak
Ay ZTOYIE., FRIFEFEOR T A "Ry T TOEENTFE T,

N

() FXITAREYTNT 74V O VRFNIZHDHEE%FRE, ACE
=V DEFRRFCT R TOXY A ARy 7O VRF ZHEET 5 0LE
DD ET, ZHIZKY, Ty RRRT A RERy T~y
NAZERIFTH L2780 £,

* VRF #8385 ABF 13, K3 ODX T A MKy THRH D IPvd & IPv6 THAR— F TV
i‘g_o

* ABFIZACLX—AToH DL, ACLNDOBEFD/L—/L (ACE) IZ—& L2V Tr v ME
FT7 VRO ACLV—V ($R_RT KR v ) IZ{EWET, ACLD (X =2UT 4 EOH
HTiE7e<) ABFU XA L7 MZOREHINTWAEAIEX. ACLOKE (B FALO=~L—
W 754 FVT 1) IR ACL L— LV ZFHIAA T, TRXTDO T 7 4 v 7 ZRE
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LT T#Fa] LET, 23U EY . ABFAL—UZ—FHLARWTRTO T 7 1 v 7 0NFFA]
SN, EEEICEEIND TR £,

¢« ABF 1%, HFAINL—ILOHTHR—FESNTWHET,

e VRF-select (27 A FAR >y FI2%t L T VREDLMNHRESINTWAES) 1TV FR—FrENT
WEH A,

«ABF DT 7 /)L hD)b— MIPHR—FENTWHERA,

o« /XA TIXABF 238 4v— h &2 7eh, NPU G 7 A 10— R CPU ~& A MIC
N NENTZNT y MEABF TIRELENERA, BFE. 2607y M, Y7 b
VT TR TV X DEERT RLADONLy 7T v IS TRk snE T, =
NHDEATDINry ML, IPvad F 72 a v, IPv6 hiE~y & —. B I OUUE CGRfiE
RIR5e4) BEEEIRSE D/ v R ERB D T8, IO ICRESNEEA,

e —NNIPA L E—T A RGO~ ( Tfor-us) /N7 ) 1, ABF7 7 23 )
EENTVDNL— I LTEHEIR) XA V7 FORRIZ/RY £5, Ziud,  [for-us)
Ny NSO —EERET DT O e BRI v — VEAERCT B0y, E R IFABFL—L
ORAE LY AN (BWTFA4 A4V T 4 O) B2 ACL /L—/L % ACLIZELET 5 =
LTS Z EMTEET,

SR E I
ACL R—ZDIRIEZHRET HIZIE, ROX AT ZFEITLET,

/* Enter IPv4 access list configuration mode and configure an ACL: */
router# configure
router (config) # ipv4 access-list abf-acl

/* Set the conditions for the ACL and configure ABF: */

/* The next hop for this entry is specified. */

router (config-ipvé-acl)# 10 permit ipv4 192.168.18.0 0.255.255.255 any nexthopl ipv4
192.168.20.2

router (config-ipvéd-acl)# 15 permit ipv4 192.168.21.0 0.0.0.255 any

router (config-ipv4-acl)# 20 permit ipv4 192.168.22.0 0.0.255.255 any nexthopl ipv4
192.168.23.2

/* More than two nexthops */

router (config-ipvd-acl)# 25 permit tcp any range 2000 3000 any range 4000 5000 nexthopl
ipv4 192.168.23.1 nexthop2 ipv4 192.168.24.1 nexthop3 ipv4 192.168.25.1

/* VRF support on ABF */

router (config-ipv4d-acl)# 30 permit tcp any eq www host 192.168.12.2 precedence immediate
nexthopl vrf vrfl ipv4 ipv4 192.168.13.2 nexthop2 vrf vrfl ipv4 ipv4 192.168.14.2
router (config-ipvéd-acl) # 35 permit ipv4 any any

router (config-ipv4d-acl) # commit
/* (Optional) Display ACL information: */
router# show access-lists ipv4 abf-acl

FTarvIJq4F¥alL—ay

ipv4d access-list abf-acl
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10 permit ipv4 192.168.18.0 0.255.255.255 any nexthopl 192.168.20.2
15 permit ipv4 192.168.21.0 0.0.0.255 any
20 permit ipv4 192.168.22.0 0.0.255.255 any nexthopl 192.168.23.2

25 permit tcp any range 2000 3000 any range 4000 5000 nexthopl ipv4 192.168.23.1 nexthop2
ipvd 192.168.24.1 nexthop3 ipv4d 192.168.25.1

30 permit tcp any eq www host 192.168.12.2 precedence immediate nexthopl vrf vrfl ipvi4
ipv4d 192.168.13.2 nexthop2 vrf vrfl ipv4 ipv4 192.168.14.2

35 permit ipv4 any any

commit

|

e

aits

ABFINDIP X7 A MRy T ORELZHB L., TOTHINDI R A MRy 7BEET DL LD
2T A1, oa<wy REfRHLET,

Router# show access-lists ipv4 abf nexthops client pfilter ea location 0/0/CPUO
Wed Jan 24 14:18:58.667 UTC

ACL name abf-acl
ACE seq. NH-1 NH-2 NH-3
10 192.168.13.2
status UP
at status Not Present
exist No
vrf default
track
pd ctx Present

25 192.168.14.2 192.168.11.1 192.168.12.1

status UP Down Down

at status Not Present Not Present Not Present
exist No Yes Yes

vrf default default default

track

pd ctx Present Not present Not present
30 192.168.15.1 192.168.12.7

status Unknown Unknown

at status Not Present Not Present

exist No Yes

vrf vrfl ipv4d vrfl ipvéd

track

pd ctx Not present Not present

ABFWR T AL = FRDA v H—T x A AZBEMMENTWNDENE I NEHERT I, RO
o< REFERLET,

show access-lists usage pfilter location all

VIORBEA =T 4 ADACL

TV MBA v E—T 2 A2 BVD 1Z, »—Z DOV —FT 4T RAL LTV w07
RAAL T Y v V2R L £4, BVIIZIP 7 FLATRESN., @EDOL—T v K A
H—T 2 A AL LTEELEY, BVI EICACL ZREL T, DA v Z—T7 = A A%fMiHT
HARY NT—=DWIZKT DT T4 75T 4N Z) T TEET,

o)
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GE)
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BVIA VX =T 2 A ANT Y v¥ RAAL NZEENTORWEAIL, BVIA V¥ —7 = A AT
fIMEN TS ACL ZHIFRL 2N TS EEW, RTBVIA YA —T 2 ZA%&T7 U v¥ FAA
ANGEMULERESE. NSy ey FENET,

BVI - T ACL DERFEIZ & % TCAM SEE D0

BVIIZ ACL RREESNTVDEHE, TCAM UV —ZADEEITKRD L HITHBINET,
cACLMBVIA Vv Z—T = A ZfHMENTWEE, TCAM = MU ImBE A X—T =
AAZADANR—= TGRS, T RTCOTIA L I—RETTa /s3I0 7EnE
T, AU, BVIAU AN A U F—T 2 ANV T A2 I—FTHTCAM Y V— A
DIEENEINTHZ L2 £,
cACLMBVIA v Z—T = A ZfHMENTWEE, TCAM = MU ImBEA v X—T =
AZDALNR—y LIRSS, A4 I—FROTXTONPU ETFurs/53I 0
ENET, ZTHICEY, BVIAAN A EZ—T x4 ZARRNONPU TH TCAM UV — 2D
HENEMT A2 212720 £9,

* AJJACL TiZ, U ACL ® TCAM = ;U B[E U NPU LA > % —7 = A A TIHAT
SNET

« 77 ACL TiZ, RIC ACLD TCAM = h UV iZT_RTHOA v H—T = A AZ—ETT,
ZHIZEY., TCAM U Y —ZOEE NI L E 1,

BVI L T ACL &2 E D#IFIEIF
BVI ET®D ACL O EICHTENIZ, IROFIEREEZZDIHR L TBSMLERHY £97,
«BVI CiZ., H/JIPV6 ACL 1TV R—FENTWER A,

* hw-module =~ > RZFEH LT BVI _ETHIIPv4 ACL ZHhC3 5 &, %D ACL TiE
MDA H—T A A FZA TR R—FINFEREAL (ZDOF—FDACL Tix, JEBVIA
VH—=T 2 AT AR—FEINFHAL) .

BVI T IPv4 71 ACL 32 DREIMRSH

7 7 4 /v R Tk, BVI LD IPv4 7] ACL XS /2> CTH Y. ACL 23 BVLIZAH ST
THACLO 7 4 VEZ Y D3 ETENETA, D78, hw-module =~ > RZHH L T,
SA4y H—FDYa— RIRFIZACL #EC LET,

GE)

IPv4 & IPv6 D AT ACL IZZ DOREZXMLEEL LEH A,

WOHREEFRA LT, "—Fu=7 EOBVITIPvA T ACLZEZNZ L, 942 I— K%
Ym—RLET,
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/* Enable an IPv4 egress ACL on BVI */

RP/0/RPO/CPUO:router (config) # hw-module profile acl egress layer3 interface-based

/* Enable permit statistics for the egress ACL (by default, only deny statistics are
shown) */

RP/0/RP0O/CPUO:router (config) # hw-module profile stats acl-permit
RP/0/RP0O/CPUO:router (config)# commit

RP/0/RPO/CPUO:router (config)# end

RP/0/RP0O/CPUO:router# reload location all

Wed Apr 5 23:05:46.193 UTC

Proceed with reload? [confirm]

s

axX /B

WOIETIL, BVI ETIPv4 D AJJ ACL & 71 ACL 2% ET 5 FINEIZOWCHB L £,
BVI TIPv4 D AJ] ACL & HiJ) ACL R ET HI121E, WROBREF ZMHA Lz FIEZFEITLE
ﬁ—o

1. Zue— b ary74F¥Fal—yaryE—RE2MMEL, IPvd A ACL 23/ ELET,

RP/0/RP0/CPUO:router (config) # ipv4 access-list v4-acl-ingress

RP/0/RP0/CPUO:router (config-ipvd-acl) # 10 permit tcp any 10.1.1.0/24 dscp csé6
RP/0/RPO/CPUO:router (config-ipvé4-acl 20 deny udp any any eq ssh
(
(
(

) #
RP/0/RP0O/CPUO: router (config-ipvi-acl) # 30 permit ipv4 any any
RP/0/RPO/CPUO:router (config-ipvé4-acl) # commit
RP/0/RP0O/CPUO:router (config-ipvéd-acl) # exit

2. IPv4 1 ACL & EL £,

RP/0/RP0O/CPUO:router
RP/0/RP0/CPUO:router
RP/0/RPO/CPUO:router
RP/0/RP0O/CPUO:router
RP/0/RP0O/CPUO: router
RP/0/RP0/CPUO:router

config)# ipv4 access-list vé4-acl-egress
config-ipv4-acl)# 10 deny ipv4 any any fragments log
config-ipv4-acl)# 20 deny tcp any any ack
config-ipvd-acl)# 30 permit ipv4 any any
config-ipvéd-acl)# commit
config-ipvéd-acl) # exit

3. BVIK~ YV THBUENGLFAIAEY hA—Y Xy F A X —T=2f AEFREL., LA
Y2 rTURAR—= MR L TERCLET,

RP/0/RP0O/CPUO:router (config) # interface GigabitEthernet 0/0/0/0
RP/0/RP0/CPUO:router (config-if) # l2transport
RP/0/RPO/CPUO:router (config-if-12)# commit

4. AJJACL & 71 ACL % BVIIZHHINL £,

RP/0/RP0/CPUO:router (config) # interface BVI1

RP/0/RPO/CPUO:router (config-if) # ipv4 access-group v4-acl-ingress ingress
RP/0/RP0O/CPUO:router (config-if) # ipv4 access-group v4-acl-egress egress
RP/0/RP0O/CPUO:router (config-if) # commit
RP/0/RPO/CPUO:router (config-if) # exit

5, ¥HAEY M A—VRYy b A F—=T2AALBVITT Y v RALUVERELET,

RP/0/RP0/CPUO:router (config) # 12vpn

RP/0/RPO/CPUO:router (config-12vpn) # bridge group BGl
RP/0/RP0O/CPUO: router (config-12vpn-bg) # bridge-domain Bl
RP/0/RP0O/CPUO: router (config-12vpn-bg-bd) # interface GigabitEthernet 0/0/0/0
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RP/0/RP0O/CPUO:router (config-12vpn-bg-bd-ac) # routed interface BVI1l

RP/0/RP0O/CPUO:router (config-12vpn-bg-bd) # commit
RP/0/RP0O/CPUO:router (config-12vpn-bg-bd) # exit

RP/0/RP0/CPUO:router (config-12vpn-bg) # exit
RP/0/RP0O/CPUO: router (config-12vpn) # exit

RENIEFIZZI Yy FENTWDLZ 2R LET,
RP/0/RP0O/CPUO:router (config) # show run

ipv4 access-list v4-acl-egress

10 deny ipv4 any any fragments log
20 deny tcp any any ack

30 permit ipv4 any any

|

ipv4 access-list v4-acl-ingress

10 permit tcp any 10.1.1.0/24 dscp cs6
20 deny udp any any eq ssh

30 permit ipv4 any any

|
interface GigabitEthernet0/0/0/0
l2transport

|

|
interface BVI1

ipv4 access-group vé4-acl-ingress ingress
ipv4 access-group v4-acl-egress egress

|
12vpn
bridge group BGl
bridge-domain Bl
interface GigabitEthernet0/0/0/0
1

routed interface BVI1
|

end

TR T 4 THEEE— RICBIT LT, ACLMVEREL CWAH Z L 2R L £ 7,

RP/0/RPO/CPUO:router# show access-lists interface bvil

Tue May 9 10:01:25.732 EDT

Input ACL (common): GigabitEthernet 0/0/0/0 (interface): v4-acl-ingress
Output ACL: vé4-acl-egress

RP/0/RPO/CPUO:router# show access-lists summary
Tue May 9 10:02:01.167 EDT

ACL Summary:

Total ACLs configured: 2

Total ACEs configured: 6

RP/0/RPO/CPUO:router# show access-lists ipv4 v4-acl-egress hardware egress location
0/0/CPUO

ipv4 access-list véd-acl-egress

10 deny ipv4 any any fragments log (15214 matches)

20 deny tcp any any ack (15214 matches)
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AR Y,

3554y riEemmLE Aoz |

30 permit ipv4 any any (15214 matches)

HE LT ACL., ACE O#%t (ACL Z&1239) . BLUBIAN— R = T7HND ACE D—E b
HNCHICF RS E T,

IPvd DASEB LS ACL 23 BVI FICEFICERESNE L,

I{E 2 2 L 7= ACL DEXE

HETFGTAL SRy NeRXTy NOWREET T 7 AL NI, IPIEIRT 78 A U A FCTULE X
NTHWELERN (o7 278A VR NEHEHLESS) o REUSNOT T 7 A MIT 7 4L
FCHFRISNTWE L, UL, BIETIX, 777 A MlERSRES & O 1P JEET 7 & A
UAMMZE-T, Xy NOEEEUAND T Z T A M I HICEOMMHIETED L H 112k
DEL, ZOWEZFEMNTLE, IPHEET 7 A VX MEEHAT S X, X7y bk
SHUSND IP 77 T A NEfRENE I D ERETEET,

FHLSN DT T 7 A M b A Y 3ERIET LOEFENTHRONDT, LA P 3IFEROLE
GATWDLT 7EAV AN 2 N ZRHEUANO T 7 7 A MC#EATEL LI EL
Teo 777X NTZITANE Y U TITRBERIERBTXITEERTNWDD, 727E8RY R
hr bV ERTFY hOT T AL MIEATE 50T,

COREIZ XL D, AT T3 D fragments ¥ — U — KB, IPT 27 EA UR K 3w RO deny
L opermit ([EIISNET, 77 EAY AN = KT fragments ¥ — U — RZETHZ &
k0, ZORHFEOT 7 EAY ARy MUIE, Ty NOETEUND T T 7 A v MDA
MENET, 77740 MBS U THFATERIIETSNET,

fragments X — 7 — ROFMIZS LT 78 AV A K =2 b OBEOBZEIL, LTO LY
T‘j‘o
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TOERYR LTI UMY |#ER
/N

fragments X — 7V — RN | 727 A UZX = FUIZLA PIFROLDEENTODGE
<, TRTDOT 7R

JZ by kU — s UMY, T TT RNy b, REHT T T AL b,
7% 3 REEUSDT 5 7 A v MR SnET,

TI7EA VAL 2 UL AY3HERE LAV ATFERNEGEN
TWHE5HE

b UIE T T T A NNy NESREHT T A I
WS ET,

s NUMNB—EHL, MO permit AT — KX N THDE
By NTy NETRT 77 A MEEFRI SN E 7,

s =Y RUBEL, Dodeny 27— N AV R THHBG,
Nry NETIZT7 T 7 A MIEE SN ET,

e MUK, ROFIETHIELSINDO T Z 7 A MTHEH S
F9, LSO T T T A MZIE VA Y IFEROALDE
TWABESD, 7T72AUV AR = YD LAY 3ERSDOIN
BHENET, 778A VAN R D LAY 3DOEGHN
—H L,

e =2 MU permit A7 — h A N TH LA, JEIHLL
NDT T T X RFFRERET,

e MU deny A7 — A2 MOBEIT, ROT 7 EXA
YA~ NS VET,

GE)  REHLSNO T Z T AU RNE FETTT AU NERE
FEBHT T A M ETIE, deny A7 — AL MO
BFENRIR Y 77,

fragments X — U — N8 |77 BRY A~ = b UL, FEEUSNDO T T 7 A MO
Y, TRTCOT 7 A | ShET,

;;; T b VAR G¥) LA YAEREETT 72 A Y A k= b UIZ fragments
¥F—U— NIRETETETA,

TRTCOT 7 AU A ~=x> b fragments ¥ — 7 — REZBILARNTLEE W, 1P
FNDEET F T A MFHET T A NERBREN, TRLUBEOT Z 7 A b EFMSL L THR
PNDHTH T, LT T 7 A ML, fragments ¥— VU — RBRFENLTNDLT7EA U R L
@ permit 72l deny =2 b U L x—EH LAR2W2D, Xy MIROT Z7EAY AR = Y
LN E T, Z O, fragments ¥ — T — KRG ENTWR2WT 7R A Y A k=2 b
VIZEoTATy FRFATELIFER SN ETHREET, LB -T, deny = hY Z¢&
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I3TA0 b 8L TTOREERTT 515D IPva ACL DFRE .

W2, 292007 7R VAN NYRRBIZRDIGENRD D T, <7 OHEAMD deny = b
UL fragments X — 7V — REZ G ATELT, LHT I VA MIEHINET, T D2%EH
®deny =2 kU ldfragments ¥ — 7 — RZEZATEY, UBO7Z7 7 A MI@EHSET,
FIUAA ML THEEDdeny 7722V A = MNUBRHY, TREFNDOLA Y 4 K-k
DRI DGAE, TOKRA M E LT, fragments ¥— 7 — K& &iedeny 7 7 EAU Ak =
YRV ELIOETEMTAILERHDET, 20X, Xy hOTXTOTZ 7 A b
X, 7278R U R Mo THBRIZHEDIVET,

IP7 =577 L0y b 7T 7A NIMEe Dy bERIREN, 7T 7 A NET
JRAVANTAI LT AT ETI7RAVRANERIT Y FO1ODry k& LTI
WZho s hIhET,

G¥)

\}

TI7EAVAMBIRIP 777 A MCETL2HHPD T — A% fragments ¥ — 7 — N TE
RTEXHDLITTIEHY A,

2545 4

GE)

ACL ALEEOFPHN T, LA ¥ 3 HRILIPvd ~v ¥ —NDO 7 ¢ —/L K (EfF5C, %%, v b
gL/ d) EBRLET, LAY 4ERIZ. TCP £7213X UDP OEE AR — b &5EA— b,
TCP D7 Z 7 ICMP DX A 7L a— R7pE IPvA~y X —DRAITEENDIZDMDT — X
EHRLET,

B4 TTOREEETT 50D IPvAACL DELTE

EFEAEDDOS (= AIEE) WL, 777 A MeEhiz 7y b TRy NI —0 %27
TOTA T ERDLLETHRELE T, Xy hT—T DOy FOEET T I AL M7 4
NEN U TFTHZET, 2O R THIR#E LA VY ERDITBINTEET,

TITANEATERETHIPVAACL ZREL, WU 7T 7 a 23T TxET, KD
REFITITIEESERTITA L N AT arTERATEET,

/* Enter the global configuraton mode and configure an IPv4 access list */
Router# config

Router (config) # ipv4 access-list TEST

Router (config-ipv4-acl)# 10 permit tcp any any

/* Configure an ACE to match on the dont-fragment flag (indicates a non-fragmented packet)

and forward the packet to the default (pre-configured) next hop */
Router (config-ipvé4-acl)# 20 permit tcp any any fragment-type dont-fragment default

/* Configure an ACE to match on the is-fragment flag (indicates a fragmented packet)
and forward the packet to a next hop of 10.10.10.1 */

Router (config-ipv4-acl)# 30 permit udp any any fragment-type is-fragment nexthopl ipv4
10.10.10.1

/* Configure an ACE to match on the first-fragment flag (indicates the first fragment
of a fragmented packet)
and forward the packet to a next hop of 20.20.20.1 */
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Router (config-ipv4-acl)# 40 permit ospf any any fragment-type first-fragment nexthopl
ipv4 20.20.20.1

/* Configure an ACE to match on the last-fragment flag (indicates the last fragment of
a fragmented packet)

and forward the packet to a next hop of 30.30.30.1 */
Router (config-ipv4-acl)# 50 permit icmp any any fragment-type last-fragment nexthopl
ipv4 30.30.30.1

Router (config-ipv4-acl) # commit

EAF : BRYIDTSTAVRERBDIST AL FE2EBET S IPVMACL DEEE

COETIE, Xy bOBRHIDT T T A NOGARITED T TF T A iRk, X7y bD
WEDT T T AL NOBERITXFDOT T T A bEEEET S X912 ACL 2% ET 2 A
WCRBH L $£97,

COBRETIE, ACLRTZ I 7 A A7y ME (BHIOT T 7 A2 FOBEIT T0) ) zi
WLET, TOTITTALNBNT Y bORDT T 7 A bOBFEIE, <7y bl Sh
£, EOTTTAL NPTy NORBRDOT T T A NOBEIZ, AV F—T 2 A ATFR
Hy7ENET,

/* Enter the global configuraton mode and configure an IPv4 access list */

Router# config

Thu Jan 11 11:56:27.221 IST
Router (config) # ipv4 access-list ACLFIRSTFRAG

/* Configure an ACE to match on the first fragment.

If the fragment offset value equals 0, the fragment is forwarded to the 192.168.1.2 next
hop */

Router (config-ipvé4-acl)# 10 permit tcp any any fragment-type first-fragment nexthopl
ipv4 192.168.1.2

/* Configure an ACE to match on the last fragment, and drop the fragment at the interface.
*/

Router (config-ipv4-acl)# 20 deny tcp any any fragment-type last-fragment

Router (config-ipv4-acl) # commit

Thu Jan 11 12:01:33.297 IST

/* Validate the configuration */

Router (config-ipvd-acl)# do show access-lists

Thu Jan 11 12:05:23.646 IST

ipv4 access-list ACLFIRSTFRAG
10 permit tcp any any fragment-type first-fragment nexthopl ipv4 192.168.1.20
20 deny tcp any any fragment-type last-fragment

TITRA N AT ERBETDHIPVAACL Z EEIZRTELE LT,

ACLTHD IS A ATy FIZKB—H

TITA ATy METHSy N7 4N B 730K 5CT7 78R artr—
Ak (ACL) ON— N EAERRTEE T, /X7 > F permit A7 — h A2 M E72(X deny AT —
AV ORI —FT 2MEIMITED, RTy NMIA v F—T =2 A ATENENLH S
B, TRy raEnEd, 7797 AN A Ty N 7B Y 7L JEREE— RO
ACL ZH L CANHHTORI R —FENTHET,
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7554k F 7y rzkpacLBEanEE [

Z OREBEDFEMIZ DWW TIE,  [IP Addresses and Services Configuration Guide for Cisco NCS 540
Series Routers] @ [Implementing Access Lists and Prefix Lists| O % ZMR L T2 &V, FEfl7e
a<w R U777 L R2HWTE, T @ TAdccess List Commands] DFE &SR LTI,

TS50 +* 047y FIZKDACLEBEDERTE

\}

ACLTZ 7 A s A7y b —BERET DI, IPvd ZI2iEIPv6e 7 78R U R K 2
74 F¥ a2l — a3 F— FTpermit =~ NE/2|Ideny =~ NIZ fragment-offset 17" =
YEEMLET,

GE)

TITA N FTRY N T4 NE Y T OEEIX, FFED ACL ZJEMEL~ILIR3 DA X —
Tz A RN THHERHY T, £9 Lane, RENELEINET,

HE

WIZ, IPVA~NY B =20 D777 A b F 78y MTESWTACL L— V2R ET D647
LEd, Z2Z2TiE, X7y bDIPVE~y X —NDT7 T 7 A b A 7%y F2S 300 ~ 400 D
FHANIZ 8 2555 D, 737 RRFFRISIVET, Il 300 ~ 40013 8 /S A R OHALIZEESNT
BO. ZNIE 2400 ~ 3200 34 b DT Z T AN F TRy hERLTTY,

/* Configure ACL */

Router# configure

Router (config) # ipv4 access-list fragment-offset-acl

Router (config-ipv4-acl)# 10 permit ipv4 any any fragment-offset range 300 400
Router# commit

/* Attach the ACL to the interface */

Router# configure

Router (config) # interface Bundle-Ether70

Router (config-if) # ipv4 access-group fragment-offset-acl ingress compress level 3
Router# commit

ETarIJq4F¥alL—vavy

ipv4 access-list fragment-offset-acl

10 permit ipv4 any any fragment-offset range 300 400
|

interface Bundle-Ether70
ipv4d address 192.0.2.1 255.255.255.0
ipv6 address 2001:DB8::1:1::1/48

ipv4 access-group fragment-offset-acl ingress compress level 3
|

ACLTOD IS5 AV M ATEY FO—BDOFEER

Router#
show access-lists ipv4 fragment-offset-acl usage pfilter loc 0/0/CPUO
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Wed Apr 12 19:49:54.457 UTC

Interface : Bundle-Ether70
Input ACL : Common-ACL : N/A ACL : fragment-offset-acl (comp-1lvl 3)
Output ACL : N/A

Router#
show access-lists ipv4 fragment-offset-acl hardware ing int Bundle-Ether70 loc 0/0/CPUOQ

Wed Apr 12 19:51:07.837 UTC

ipv4 access-list fragment-offset-acl
10 permit ipv4 any any fragment-offset range 300 400

PR iE AN
* ipv4 access-list
* ipv6 access-list
s deny (IPv4)
* deny (IPv6)
* fragment-offset
s permit (IPv4)

« permit (IPv6)

P/ FRIZCEKDACL 74 ILAY) VT DERTE

ANNA VB =T oA ATy NEEHERA LTy b2 T7 4V E2 )V TF5L9127 78R
ayhr—/L JRMERETEET, 27> M permit A7 — A bE 2L deny A7 — b
A MOy NERIEE—EHT DN EIMTSE LT, Ty MNIA v F—T = ATENE
W E I R ey 7ENET,

ACL TT7y hRDOT 4V Z ) T aBIET DITIE, IPv4 72T IPv6 77 &R U A b 2
T4 X2 b—T 73— FTpermit 2~ ]\it X deny =~ > NiZ packet-length 47> =
EFERLET,

LESE S

ACL TO/XRry hETZ 4 VH U THEREIIIROFKIEFERH Y £,

NNy NETANE Y TR, v GEEME) ACL &g 7V » K (JE#E) ACL @
W CATTFMOBZEBY R — I TWET,

sIPV6 DTy hET 4NE U TE, N T Y v FACL TOHAYR—FENTHNET,
U7 NVACL TiEEVAR—FENTWHWERA,
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Nry bREFERLTIAMLE IV TT 128002 0TIV IPva ACL DERE .

cIPvA DTV ACL THAR— FENTWADIL, EF LN (16 TEIVEINSE) /3
o VT ANE) T DORTT,

Ny b RZFERALTIZA4ILE) V5560 2 T )L% IPva ACL
MDE&TE
VTN ACLEZRELTIPVE Ry hT—J NO Ny NETT7 4 VZ2 ) 735120, R
DAT v T HFEITLET,
1. 77— )b a7 4Xalb—varyET—RNeBL, N7y NRETRTYy hET7 41
BV TFTHEL U TNIRIPVAT 78X VA MERELET,

WKORBEDOHTIE, FBELIZ Ny NEOFRMIZ—EHT 5/ v hOHENUES 5 —HD
AT —=FAVNERELET, 2OMD 7y M, ZOACLBATIA VH—T = A A
WA SR TRey 7S ET,

RP/0/RPO/CPUO:router# config

RP/0/RPO/CPUO:router (config) # ipv4 access-list pktlen-v4

RP/0/RPO/CPUO:router (config-ipvé4-acl)# 10 permit tcp any any packet-length eq 1664

RP/0/RP0O/CPUO:router (config-ipv4-acl) # 20 permit udp any any packet-length range 1600
2000

RP/0/RP0O/CPUO: router (config-ipvd-acl) # 30 deny ipv4 any any

2. ACLZ=2Ivy L., IPVAACLay 7 4Fal—raryET—REETLET,

RP/0/RP0O/CPUO:router (config-ipvéd-acl) # commit
RP/0/RPO/CPUO:router (config-ipv4-acl) # end

3. MBERA—YFy b A H—TxAATACL ZHHALET,

RP/0/RP0/CPUO:router (config) # interface Te0/0/0/0
RP/0/RPO/CPUO:router (config-if) # ipv4 access-group pktlen-v4 ingress

4. BEEZIIV L AV F Tz A A AT Fal—YarE—RERTLET,

RP/0/RP0O/CPUO:router (config-if) # commit
RP/0/RP0O/CPUO:router (config-if)# end

5. REZMERBLET,

RP/0/RPO/CPUO:router# show access-lists pktlen-v4

ipv4 access-list pktlen-v4
10 permit ipv4 host 10.0.0.10 any packet-length 1t 1008
20 permit ipv4 host 10.0.0.9 any packet-length gt 992

6. N— R =7 TACLO—EZMRLET,
RP/0/RP0/CPUO:router# show access-lists pktlen-v4 hardware ingress location 0/0/CPUO
ipv4 access-list pklen-v4

10 permit ipv4 host 10.0.0.10 any packet-length 1t 1008
20 permit ipv4 host 10.0.0.9 any packet-length gt 992
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B o rEzERLTI e U LI T B0 DIE PV ACL ORSE

KXy NETTANEY TR0 S IPva ACL 2 IERIZHRELE LT,

Ny hREZFERLTIZ401UL2Y) 059 51-8DYi5R IPvd ACL D ERE

YR ACLZHRELTIPVE Ry NU—ZTNONRry hETT 4 NAVE Y U 7T 51201%, (kDA
Tl EFEITLET,

1.

Jua—r )b ary 7 4¥al—varyT—REBBL, IIRACLAZRETHA T V=7 b
TN—T%ER L ET,

RP/0/RP0/CPUO:router (config) # object-group network ipv4 netobjectl
RP/0/RP0O/CPUO: router (config-object-group-ipv4)# 50.0.0.0/24
RP/0/RP0O/CPUO:router (config-object-group-ipv4) # commit

sa—sb arZ4Fal—varyT—Fpb, N7y MRET7 Yy M 27 42D
YITTHIPVAT 7 EA YA RNERELET,
ROFFEDHFTIX, FEE LA v PROFMFIZ—ET D7 v hOBZLIHS D AT —

MAUVRNEHRELET, FOMONSRTry NI, 2O ACLWSASIA v F—T = A A2
SNERER TRy 7SN ET,

RP/0/RPO/CPUO:router# configure

RP/0/RP0O/CPUO:router (config) # ipv4 access-list scaled acll
RP/0/RP0/CPUO:router (config-ipv4-acl)# 10 permit ipv4 net-group netobjectl any
packet-length eq 1000

ACLZ=2 Iy hL, IPVAACLa 7 4 Fa2lb—ar E—F2TLET,

RP/0/RP0/CPUO:router (config-ipv4d-acl) # commit
RP/0/RPO/CPUO:router (config-ipv4-acl) # end

VBERX Ty h A=Yy h A v F—T A AT ACLEZEHA L £,

RP/0/RP0/CPUO:router (config) # interface Te0/0/0/3
RP/0/RPO/CPUO:router (config-if) #ipv4 access-group scaled acll ingress

BEEIIv L, A X —T a2 A AT 4 Fal—rar ET—REKTLET,

RP/0/RP0O/CPUO:router (config-if) # commit
RP/0/RPO/CPUO:router (config-if) # end

BE e LE T,

RP/0/RP0O/CPUO:router# show access-lists scaled acll
ipv4 access-list scaled acll
10 permit ipv4 net-group netobjectl any packet-length eg 1000

N— R =7 TACL D—HEZ#HRLET,

RP/0/RP0O/CPUO:router# show access-lists scaled acll hardware ingress location 0/0/CPUO
ipv4 access-list scaled acll
10 permit ipv4 net-group netobjectl any packet-length eg 1000 (1500 hw matches)

Rrsy "ETT4NEY 7T 5720 OEE IPvd ACL 2 1EFIZERELE Lz,
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Ny bREGERALTIAILE Y VT T D=8 DHRER IPve ACL DEEE .

NIy FRZERALTIAIILAEY V5T 518Dk IPv6 ACL D% E

YR ACL ZHELTIPV6 2y hU—ZNDOR Ay hETT 4 NAVEZ Y 7T 5120%, (RO A
T EEITLET,

1.

Jua—n)ar7 4 FXal—ary E— K2, IR ACLZRET ATV 27 |
TN—T 5B L E T,

RP/0/RPO/CPUO:router (config)# object-group network ipvé netobject2
RP/0/RP0/CPUO:router (config-object-group-ipv6) # 2001::0/128
RP/0/RPO/CPUO:router (config-object-group-ipv6) # commit

Jra—L ar 7 4 ¥al—vay B—Rnb, Ary NRETAY Y b ET7 42
VT AIEIPV6 T /A U R NEHRELET,

WORFEDOHTIX, FBELZ AT v FEOFRHIC—KT D237 v NOBZENET H AT —
FAVRNEHRTELET, FOMD Ay ME, ZOACLWBASA v Z—7 = A ZIZH#EH
INFERSTReyEnET,

RP/0/RP0O/CPUO:router (config) # ipvé access-list scaled acl2
RP/0/RP0O/CPUO: router (config-ipvé6-acl)# 10 permit ipv6é net-group netobject2 any
packet-length eq 1000

RP/0/RP0O/CPUO:router (config-ipvé-acl) # commit

ACLZ=ZI v hL, IPVOACLaZ 7 (X2l —T a3 B—REKTLET,

RP/0/RP0O/CPUO:router (config-ipvé6-acl) # commit
RP/0/RP0/CPUO:router (config-ipv6-acl) # end

VERETE Y h A —H Xy M A v X —T A ZZACL Z#H LET,

RP/0/RP0O/CPUO:router# config
RP/0/RP0/CPUO:router (config) # interface Te/0/0/0/3
RP/0/RPO/CPUO:router (config-if) # ipvé access-group scaled acl2 ingress

BEEZAIVIL, fF =Tz AT 4Falb—varyET—FEETLET,

RP/0/RPO/CPUO:router (config-if)# commit
RP/0/RP0O/CPUO:router (config-if) # end

REZ MR LET,

RP/0/RPO/CPUO:router# show access-lists ipv6 scaled acl2
ipv6 access-list scaled acl2
10 permit ipv6 net-group netobject2 any packet-length eqg 1000

N— KR =7 TACL O—H &R LET,

RP/0/RP0O/CPUO:router# show access-lists ipv6é scaled acl2 hardware ingress location
0/0/CPUO

ipv6 access-list scaled acl2

10 permit ipv6 net-group netobject2 any packet-length eg 1000 (2000 hw matches)

Rrsy "ETT4NEY 7T 572005 IPv6 ACL Z 1IEFIZRELE Lz,
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B Aoo-vro—Tacoms

A7z T IL—T ACLDHEE

G T2 NTNV—T ACL 2T, 2—%, AR Fid e barz s n—7
WA TXAED, J—F L LDT 78R ay ba— A RY o—%BETXET, HY
DIPT RFLA, Frbhar, BROKR— MNESLZHEEO ACE IZfRET 200 IC, H—0
ACLICAT V27 b IN—T &I ETE £7,

ZOEREIX, BIE, HEDLDACLAEEN TV D KB Ry MU — 27 ([ZI3FEFICHER T,
F T2 NN —T ACLISRE R T 5 Z L T, ACL®H7- 9 O ACE O KIEIZHIE L £
T, 72, ATVl FTA—T ACLITHIFMENE <, /ERDACL L0 LIt
T, kD ACL Db VI 7TV r N NV—7 ACL #EHT 52 &L T, TCAM ([T
A ML=V ET,

ATz H RTIL—TACLDARA T

CiscoIOS XR TIX2 2DEA T D F 7V NI NA—7 ACL 2{ERR TX £,

Ry RI—H XA Tz FFIL—FACL: RARIPT RLVA, Xy NU—Z1IPT RL
A, FREMOA T2 N TA—T IR A NEINTWDEL T V=7 b TA—Thb
x4,

cR=b XTI FIL—TACL: F—FEHFR—FLTVDH LAY/ AT 47|
ANDTN—T PR ENET,

ACL O [E g

T TV =27 NI NA—T ACLIZEMG &= L CTEE D ACEIZxIt LET, EAEIE., ACEDKRD
32507 4— )V REEMETHZ & TEITINET,

cKETXTIP LT 4T R

CEEFERIP VLT 4T A

« EFTAR— NEE
CiscoNCS540 > UV — X —2Z ANA v H—=T 24 A LEDACLOT 78 AT NV—TFHET
2 ODEMEL NN DI EFHR— L TWET,

« EfELARILO : [EAEIL ACE 7 4 —/V R TIEFETENEE A,

IOFE—FRTIE, A7V NA—7 ACL 1363k D ACL D X S IZEMEL £4, NI
TCAM UV YV — 2% Ff4 578, ACL DAFIZNEE/RL AT 5 U Y — A LRI R
WLz F,
cEMELARILI:ACED3 D7 4 — )V K GEELIP, #ELIP, BLOKEETAR— ) T
RTNEME S ET,
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IDF—RTIX, v 7497 ADNy 7T v T3NS TCAM . ACE D)V 77 v
WIENE TCAM 2 LET, ZOF— Rt 16y b XR—=2AD 7y hETZ 4%
VITETIGTA N E T N T AN ) T EYR— L TWET,

7029 FJIL—T ACLDERTE

L& BHHTIZ

ATV N N—7 ACLIZHEH SN A ROERB L O FHETR L TR LERHY
9,
HERDACL ATV =2 b7 V—7 ACL Ol ;j &1 ACL 3% E T& £9, DHCP,

QoS. CiscolOS 7 7 A 7 7 4 —/V7p EOYEE ACL AT 21T L A EDMREEN ST ¥ =
7 NI N—7 ACL &% HR— kL TWET,

cH T N ITN—TR, DA TV N ITN—T BT HACEEERLET I L
R, ATVl N IN—THNOEAT V= N XA F I v 7ICERTEET,
ATV NI N—T ACL X, FERIN—TEITEELRITN—T b DWITHE
LRERD I N—T O G & ER L CEERRETE T,

ATV =l b IN=TaHIRT DHITE RINZT N TDACL &L CPLINGED T NV—T %
HIBR T 2 LEERH Y £7,

Jt

pall

Y NIT—=0 AT H bJIL—T ACL DERE

Iy NI =0 F T2l N INAN—INIE I3 Oy NU—0 T2 " EED
HZEMWTEET,

RTE
WRO—HEDFREAT— AL MEFEHLT, Xy NY—7 7V x27 N V—7 ACL #iRE
L/i‘j‘o

/* From the global configuration mode, create a network object group. */
RP/0/RP0O/CPUO:router (config) # object-group network ipv4 netobjl
RP/0/RPO/CPUO:router (config-object-group-ipv4) # description my-network-object
RP/0/RP0/CPUO:router (config-object-group-ipv4) # host 10.1.1.1
RP/0/RP0O/CPUO:router (config-object-group-ipv4)# 10.2.1.0 255.255.255.0
RP/0/RP0O/CPUO:router (config-object-group-ipv4) # range 10.3.1.10 10.3.1.50

/* Create an access list referencing the object group. */
RP/0/RPO/CPUO:router (config)# ipv4 access-list network-object-acl permit ipv4 net-group
netobjl any

/* Apply the access list containing the object group to the desired interface and commit
your configuration. */

RP/0/RP0O/CPUO:router (config) # interface Te/0/0/0/3

RP/0/RP0O/CPUO:router (config-if) # ipv4 address 1.1.1.1/24

RP/0/RPO/CPUO:router (config-if) # no shut

RP/0/RP0O/CPUO:router (config-if) # ipv4 access-group network-object-acl ingress compress
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level 3
RP/0/RPO/CPUO:router (config-if) # commit
Tue Mar 28 10:23:34.106 IST

RP/0/0/CPUO:Mar 28 10:37:48.570 : ifmgr[397]: $PKT INFRA-LINK-3-UPDOWN : Interface
TenGigEO/0/0/10/3 , changed state to Down

RP/0/0/CPUO:Mar 28 10:37:48.608 : ifmgr[397]: $PKT INFRA-LINK-3-UPDOWN : Interface
TenGigEO/0/0/10/3 , changed state to Up

RP/0/RPO/CPUO:router (config-if) # exit

EfTarvIJ4FaL—av
BREEMRLET,

RP/0/RPO/CPUO:router (config) # show run
Tue Mar 28 10:37:55.737 IST

Building configuration...
'l TOS XR Configuration 0.0.0

|
object-group network ipv4 netobjl
10.2.1.0/24
host 10.1.1.1
range 10.3.1.10 10.3.1.50
description my-network-object
|
!
ipv4 access-list network-object-acl
10 permit ipv4 net-group netobjl any
|
interface Te0/0/0/0/3
ipv4 address 1.1.1.1 255.255.255.0

ipv4 access-group network-object-acl ingress compress level 3
|

Py NT—7 F T2 N A—TF ACL IZIEEFIZHRESINE L,

R—bAT2zH T IL—T ACL DETE

R A7Vl N TN—TWERE - E B EEOR - AT V=27 @b I LR TE
ij_o

=1 —]

axX B
WDO—HEDREAT— AL FEFH LT, "—F 47V F I NA—7ACLEHRELET,

/* From the global configuration mode, create a port object group, and commit your
configuration. */

RP/0/RP0O/CPUO:router (config) # object-group port portobjl

RP/0/RP0/CPUO:router (config-object-group-ipv4) # description my-port-object
RP/0/RPO/CPUO:router (config-object-group-ipv4) # eq bgp
RP/0/RP0O/CPUO: router (config-object-group-ipv4) # range 100 200

RP/0/RP0O/CPUO:router (config-object-group-ipv4) # commit

RP/0/RP0O/CPUO:router (config-object-group-ipv4) # exit
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/* Create an access list referencing the object group. */
RP/0/RP0O/CPUO:router (config) # ipv4 access-list port-object-acl permit ipv4 net-group

portobjl

/* Apply the access list containing the object group to the desired interface and commit

your configuration. */

RP/0/RP0/CPUO:router (config) # interface Te0/0/0/3
RP/0/RP0/CPUO:router (config-if) # ipv4 address 2.2.2.2/24
RP/0/RPO/CPUO:router (config-if) # ipv4 access-group port-obj-acl ingress compress level

3

RP/0/RPO/CPUO:router (config-if) # no shut

RP/0/RPO/CPUO:router (config-if) # commit
Tue Mar 28 10:23:34.106 IST

HTHATa~r R LET,

RP/0/0/CPUO:Mar 28 10:37:48.570 ifmgr[397]: $PKT_INFRA-LINK-3-UPDOWN : Interface
TenGigE0/0/0/10/3 , changed state to Down
RP/0/0/CPUO:Mar 28 10:37:48.608 ifmgr[397]: %$PKT_INFRA-LINK-3-UPDOWN : Interface
TenGigE0/0/0/10/3 , changed state to Up
RP/0/RP0O/CPUO:router (config-if) # exit
EfTarvIq4FalrL—3y
E Z RS LE T
RP/0/RP0O/CPUO: router (config) # show run
Tue Mar 28 10:37:55.737 IST
Building configuration...
'l TOS XR Configuration 0.0.0
object-group port portobjl
eq bgp
range 100 200
|
ipv4 access-list port-object-acl
10 permit tcp net-group portobjl
|
interface Te/0/0/0/3
ipv4 access-group port-obj-acl ingress compress level 3
|
end
|
R—=hF7T=xr N7 NV—7 ACL WIEFIZERESNVE LT,
» (o] e E}]
9 FJIL—7 ACL [EHEDHERR
B{ER OB EFHAT Y =7 N7 V—7 ACL & ACL ND AEC DJEMEZ MR T HI121E, 2D

GE)

COBITRTHNI I OEDOLDOY LTIV THY

D EtA,

B TR LR EICHEET L LD TIEH
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F 72 NI N—7 ACL OJFEHG #9511, RO —H O verification =2~ > RZffifH L
i ‘j‘o

/* Verify the entries of the ACL in operation. */

RP/0/RP0O/CPUO:router# show access-lists ipv4 network-object-acl hardware ingress location
0/0/CPUO

ipv4 access-list network-object-acl

40 permit ospf net-group n 192.168.0.0 16 any (20898463272 matches)

70 permit tcp any net-group CORP_ALL V4 established

100 permit udp net-group INTERNAL port-group KERBEROS UDP net-group CORP_ALL V4

130 permit udp net-group INTERNAL port-group DNS UDP net-group CORP_ALL V4

160 permit udp net-group INTERNAL port-group NTP net-group CORP ALL V4

190 permit udp net-group INTERNAL port-group LDAP UDP net-group CORP ALL V4

1500 permit udp net-group VLAN60O SECURITY net-group h 192.168.77.242 port-group
UDP_50000-50100
1530 deny ipv4 net-group VLAN60O SECURITY any log (20891956640 matches)

/* Verify the ACE compression in the ACL. */

RP/0/RPO/CPUO:router# show access-lists ipv4 network-object-acl hardware ingress verify
location 0/0/CPUO

Verifying TCAM entries for network-object-acl

Please wait...

INTF NPU lookup ACL # intf Total compression Total result failed(Entry) TCAM
entries
type ID shared ACES prefix-type Entries ACE SEQ #
verified

TenGigkEO 0 0 10 3 (ifhandle: 0x1c8)

1 IPV4 2 1 247 COMPRESSED 810 passed

810
SRC IP 2746 passed

2746
DEST IP 3413 passed

3413
SRC PORT 340 passed

340

ACL WD ACE DJEHEZ IEFIZHER L E Lz,

IPVAACL TO TTLHDEBESDETE

IPv4 ~y X —IZHESNTWD TTLETHRET 5 X 9 ICACL ZRETE £9, TTL —&5M
AH—OMED, FFEBOMEICHES KOIHRETEET, £z, setttl 2~ FEEH L
T, IPv4 ~ X—NO TILEEEEHBZ 5 LT ET,
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IPv4ACL TO TTL DEREDERICEY 5 HIR
IPv4 ACL |2 TTL OIRE Z T 51213, IROHIBRAH D 37,
« TTL OHAIEL. AJ) ACL TOHHAR—F SN TWET,
esetttl v REMEH L7 TTL OFEHZ L, ACLr¥X U 7 L TE EE A,

¢ TTL OEXH1 % % IP-in-IP ~ v ¥ — DM D IPvd ~v ¥ —IZ#EHT55581%. GREZ
TIABIEERIZ XV AMII D IPvA ~ v X —D B T2 bR SN D &, NES IPvd o~ & —
W26 TTL OEFEEHBI NEH S NET,

RE
ACLIZTTL DBEEZRET DL, ROAT v T 2FATLET,

/* Enable TTL matching in the global configuration mode by using the hw-module command
*/

Router (config) # hw-module profile tcam format access-list ipv4 dst-addr dst-port proto
port-range enable-set-ttl ttl-match

/* Configure an IPv4 ACL with the TTL parameters */

Router (config) # ipv4 access-list acl-v4

Router (config-ipv4-acl)# 10 deny tcp any any ttl eq 100

Router (config-ipv4-acl)# 20 permit tcp any any ttl range 1 50 set ttl 200
Router (config-ipvé4-acl)# 30 permit tcp any any ttl neq 100 set ttl 255
Router (config-ipv4-acl) # commit

Thu Nov 2 12:22:58.948 IST

/* Attach the IPv4 ACL to the GigE interface */

Router (config) # interface Te0/0/0/0

Router (config-if) # ipv4 address 15.1.1.1 255.255.255.0
Router (config-if)# ipv4 access-group acl-v4 ingress
Router (config-if)# commit

ETavIJ4¥al—vayv
showrun =~ > FEFH L CHREELMIEL £T,

Router (config) # show run
Thu Nov 2 14:01:53.376 IST
Building configuration...
'l IOS XR Configuration 0.0.0
!'! Last configuration change at Thu Nov 2 12:22:59 2017 by annseque
|
hw-module profile tcam format access-list ipv4 dst-addr dst-port proto port-range
enable-set-ttl ttl-match
|
ipv4 access-list acl-v4
10 deny tcp any any ttl eq 100
20 permit tcp any any ttl range 1 50 set ttl 200
30 permit tcp any any ttl neq 100 set ttl 255
|

interface Te0/0/0/0
ipv4 address 15.1.1.1 255.255.255.0

ipv4 access—-group acl-v4 ingress
|
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AB—TDITLAR—ZAD—ED IPVAACL DEEFE

A A —T A AB TG EN., WU TCAM A~<—2 &2 # 4 % ACL 1334 ACL & iEEh
TWET, 72720, RETEXD -FOHAE ACLIZ3IHOATY, Tl ED ACL Z&Ed
512X, interface- based a<wy REFEHLTACL XEZENCTHLERHY 79, ACL %
AL B—T A AT IZT 52 LI2k-T, 31 E%E# A5 ACL Z{ERKCTE £7,

/* Enable interface-based, unique IPv4 ACLs */
Router (config) # hw-module profile tcam format access-list ipv4 src-addr src-port dst-addr
dst-port interface-based

Y O ACLFHEIX, [EXE) OHEOFHP LR L TT,

IPv6 ACL D TTL DB S DEFE

IPVv6 ~y X —IZHREINTWD TTLETHRAET 2 L) IZACL 2% ETE 9, TTL —#5H
ZH—OMHD, EFEEOMEICESS LOTHETEET, £/, setttl 2~ REHAL
T, IPV6~y X —NO TILEEEE 252 LT ET,

IPv6 ACL T TTL DR & DERICE Y 5 HIMR
IPv6 ACL |2 TTL OIRE Z T 51218, IROHIBRAH YV 37,
« TTL AL, AT ACL TORHYAR—hEIHTWET,
esetttl 2~ RZME L7z TTL OFEEHZ L, ACLrF U 7 LI TE EHA,

« TTL OEEH#L X % [P-in-IP ~v X —DIMAID IPv6 ~v X —(ZHHT 254 1%. GREV T
TAACFRERIZ KV AMAID TPV~ X —D T T MEDMEER S35 & B IPVE ~ v # —
W2 TTL OF XX SEH SV ET,

s

axX /B
IPv6 ACL |Z TTL DR A ZHRET AL, ROAT v 7 HFITLET,

/* Enable TTL matching in the global configuration mode by using the hw-module command
*/

Router (config) # hw-module profile tcam format access-list ipv6 dst-addr dst-port
enable-set-ttl ttl-match

/* Configure an IPv6 ACL with the TTL parameters */

Router (config) # ipv4 access-list acl-vé6

Router (config-ipv4-acl)# 10 deny tcp any any ttl eq 50

Router (config-ipv4-acl)# 20 permit tcp any any ttl 1t 50 set ttl 255
Router (config-ipv4-acl)# 30 permit tcp any any ttl gt 50 set ttl 200
Router (config-ipvéd-acl) # commit

Thu Nov 2 12:22:58.948 IST

/* Attach the IPv6 ACL to the GigE interface */
Router (config) # interface Te0/0/0/0

Router (config-if) # ipvé address 2001:2:1::1/64
Router (config-if)# ipv6é access-group acl-v6 ingress
Router (config-if)# commit
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EfTarvIJq4¥XxalL—ay
showrun =~ F&fEH L CREEZMIEL 7,

Router (config) # show run
Thu Nov 2 14:01:53.376 IST
Building configuration...
'l TOS XR Configuration 0.0.0
!'l Last configuration change at Thu Nov 2 12:22:59 2017 by annseque
|
hw-module profile tcam format access-list ipv6 dst-addr dst-port enable-set-ttl ttl-match
|
ipv4d access-list acl-vé
10 deny tcp any any ttl eq 50
20 permit tcp any any ttl 1t 50 set ttl 255
30 permit tcp any any ttl gt 50 set ttl 200
|

interface Te0/0/0/0
ipv6 address 2001:2:1::1/64

ipv4 access—-group acl-v6 ingress
I

AVB—T A RAR—ZAD—ED IPv6 ACL DX TE

A A —T A ZABTHAEN., WL TCAM AL— 2 Zdi 4 % ACL 1334 ACL & BT
TWET, 72720, RETED -FOHAE ACLIZ3IIHOATY, T ED ACL Z&RET
éﬁﬁ\mmﬁwmdeV/%%ﬁ%LTMlhﬁ%ﬁ%LTébgﬁ%UiToMI%
AU H—=T A AT 2T 52 LI2&-T, 31 %A% ACL Z{ERKCTE £7°,

/* Enable interface-based, unique IPv6 ACLs */
Router (config) # hw-module profile tcam format access-list ipv6é src-addr dst-addr dst-port
interface-based

Y O ACL &EIE,  [E] OEOBH &[F L TT,

P70X YR MAOAFUT AyE—D0OE

CiscoIOSXR Y7 b7 =7 TlE, HEHEIP 77 & A U A MCTHFAEIIES SNy ME
BT on7 Avbe—UREREINET, 2F0, Ty MRT 78R VR NMI—EKTDH L,
FOry MIBET a7 A vb—UFRRa s Y — LR EENET, urikary—uc
EETHIAE—VDOLVE, Fu— a7 4 F o L— g 2 F— KO logging console
a~v s RTHIEIL £,

ANy BT 7 8AVRANE NI T—358, ¥ <CIa 7 Aye—URNERSRET,

ZOH%, SHMR TNy Yy BESN TERREIFRESINET, v/ A ve—TZi 77
TR VR NEG, Ty NOFAELITESICET RN, 7y hOREEFEILIP T RL A,

BELOERO 5 GRINCFFAI 235G SRR GE N ORT » NI RENE T,

7272 L. {ipv4|ipv6} access-list log-update threshold avy REfHLT, 778X U A RS
*ﬁ?‘é%{:\ (EDHICHFATELITELRSINDEGE) I, VAT AT Ayt —V%ERT S
INT ]\@%55(%2 RECTEET, ZOFIHIE, 55 Fﬁﬁm&@%%ﬂb\%rfﬂﬁ)‘ =V EZ(E
TOGEICFETT D LR LET,
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number-of-matches 513 % 1 \[ZEXETHE, B AvE—VEF vy v iaInNTIZEELICHE
FanEd, ZOHE, 778X VA MI—ETHTXTORT Yy MOV TrT A vE—
UNERSNET, REORT A vE—U TV AT ARIBARIZRDAEEENRH D7D, 112
RIETHZ LTI NETA,

{ipv4 | ipv6} access-list log-update threshold =~ > RZfif3 285 CTH, 50X A4 ~—IX6%
REFERDOT, HX ¥ v aDAyE—VICERAR, S OPRERT D LT v v =3z
RV ET, B Avb—VERETIZA I ZICERRL, LEWVERRES LT
LELEEIC, v A=V OX v v IHESN, AUy MIoicY Yy hERET,

GE)

nJ AyE—UNRETETUHTERWEE, TRURIC22U Eor 7/ Ayt —U 20
L7EGaIiE, vl Aye—Y Xy hO—H R ey 7E&NbZenH0 £5, ZOEE
WX, a7 E2ERT BTy NOENREL o> Th, W—4 7D CPU A 7 )V &Il I
THZEEFHVETFA, LEBST, B X ZHEEITREY — A, 778A VR MED—
Ba EfEICET 2720 OFHIEE L TERA LZ2N T ZE 0,

TJLI7A4YvHOR YR MDBE

TV T4 7 AYVAMNIN—bF vy TBIOL—F 7402 ) T EEICHER SN D130,
R—=F =4 —ryxA 7o ba) (BGP) OEZL DN—hk T4 N EZ )T a<w s RTIRT
X VA MORODVIHEHTEES, L7 4y 7 ALIPT FLADO—HTHY | DA
7Ty MOEMOE Yy FNLIHEVET, TRLVADME Y KRV T 4 v T AZBTDH0E
EICHRET L, V74 v 7 AR LTT FLRAZEH L, 2O7T KL ATk L THE
i ATANEN—T 4T Ty 7T —) REOKEEZFEITTEHLICRDET,

TLI24Yv DR YR MEFRALEBGP 4 L2 Y VY

FLT7 4y 7 AYAMI BGPIL— s 74N EZ YT a<w s ROELTT 78R Y 2 RO
OVIERTEET, ZHIEBGP Ve hadpla— )L a7 4 Falb— g UV THRES
NET, L7407 R VR MNEFEALESGEORSIFKRO LY T,

A XDOKRERYV A2 —RLTNA— VoI T v T oFERTEEEDONRT —< R

REEZ A B L ET,

 ELSTEHNYR— FENFET,

cCLIDEWEKTRmELET, 7782 VAMEMHALTBGP EFia 7 4NV Z ) 79
BI=OCLIIL, X7y b 74 0Z ) U THEREZFERAL TS, iz <fEn
BELI<HY EEA,

« FMEDREED T,
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| 79€x Uy +OBE

TJL a4y

FLosvozyztogE |

Avy RTHLT7 4 w27 2 VR MEFRTHIE, 6000 T LT (w72 VA Nty
r7 o7 L TBIBERHYVET, L7497 A VRO ML, V=T ABE%R
DY TTLIEE,

TLIAYIRYARARTRI T4 &TANE) VT T HiEHA

TVIT 49T AVANMIKBTANEZ ) TTIEE, V= DT VT 4 TAB, TV T 47
AV ARNIREBEEINTWET L7 v 7 ALBEEINET, —HTDHE, —FE L7 — F2ME
AEhEdT, BEMIZIE, v 7 0 v 7 REFATH0, HETINIRONLV—VITHESE E
—éAO

DTV T 4T AV ANMITRTCOT VT 4 v 7 AZFHFLET,

HEEDT VLT 4 T ANT LT 4 T AV A RNDEDTZ Y MY b —F Lo T84
KSR deny 23 H S VET,

e VLT 4T AV A NOBEOT L NYBRFEDT LT v 7 AL~ L-EXI1E, &b
<. &b EEN e —ENERENET,

V=l AR FIFEBMICERSNET, L. ZOHBEKRET =T ML TWDHE
BEREET, V=T AFSORBERET A =T ML TV LERIE, VDT LT 4
JAYAN a7 4F¥al—g Ly avwy T, permit & deny 2~ 2 RO sequence-number
FIEEERALT, £ MOV = U AFGERETDHERDHY £, L7 47 R Y
A ROz b ZHIERT HI21E, permit £/ deny 2~ KD no B A L T,
sequence-number 51U fRE L E T,

show 2~ FOMNITIZ, =T U AFEREENET,

DR JRFDEFE

& EHI

[Deny all routes with a prefix of 10/8 ] &\ 5 T A ERffN=F LT 0 v 7 A U R K [pfx 2]
EERLET, ZOTLT7 4y 7 A VAR 1280008 D24 1Z—HTDHTVT7 v A%
TRTHEALET,

Router#configure
Router (config) #ipv4 prefix-list pfx 2

Router (config-ipv4 pfx) #10 remark Deny all routes with a prefix of 10/8

Router (config-ipv4 pfx)#20 deny 128.0.0.0/8 eq 24

/* Repeat the above step as necessary. Use the no sequence-number command to delete an
entry. */

Router (config-ipv4 pfx) #commit
EfTavIJ4F¥alL—ray

Router#show running-config ipv4 prefix-list pfx 2
ipv4 prefix-list pfx 2
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B oo orzxuzxr o roERRHETLIA v IR UR FOZE

10 remark Deny all routes with a prefix of 10/8
20 deny 128.0.0.0/8 eq 24
|

w2
HAL T AL NOBRTENEESNTNDL AL T4 Fal—2 g BB LTWAZ L 2R L
F9,

Router# show prefix-list pfx 2

ipv4 prefix-list pfx 2
10 remark Deny all routes with a prefix of 10/8
20 deny 128.0.0.0/8 eq 24

RP/0/RPO/CPUO:ios#

BEav> R

TJLIA4YIRYVR NI RMYDIERAFITETL T 4w
DX YVXNDEE

=R TE I

KEfTE VT 4 7 A VA RNDZY NVIZS— U AR RE VYT, LT 497
A M LTy M) ZBINELIZHIRT S HEERLET, L7 47 AV R NEEEST
HZEEFRICRHALET, V7 4 v 7 XA VR MNOW~NEZIIMEETT,

Router#config
Router (config) #ipv4 prefix-list cl_1

Router (config) #10 permit 172.16.0.0 0.0.255.255
/* Repeat the above step as necessary adding statements by sequence number where you
planned; use the no sequence-number command to delete an entry */

Router (config) #commit
end
Router#resequence prefix-list ipv4 cl_1 20 15

EfTarvI4F¥aL—vav

/*Before resequencing/*
Routerf#show running-config ipv4 prefix-list cl_ 1
ipv4 prefix-list cl 1

10 permit 172.16.0.0/16

|

/* After resequencing using the resequence prefix-list ipv4 cl 1 20 15 command: */
Router#show running-config ipv4 prefix-list cl 1
ipv4 prefix-list cl 1

35 permit 172.16.0.0/16

!
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TLI4vIR YR I FIOERHFETLT v o2 UR LOZE [

HesE
TLT 4y A YA RPENERONTZZ L 2R LET,

Routerfshow prefix-list cl_ 1
ipv4d prefix-list cl 1
35 permit 172.16.0.0/16

EEav> R
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ARP D% E

T RUVARHIIE Ry "I —F T RVAZAT 4T 77®8Aaryha— (MAC) 7 RL A
v TAIa AT, @EiE, ARPZ 1 ha L EMH LT AT AL BEICELT
SNFETNH, A¥T 47 ARPZ U N OREILL->THFEITTHZELEHTEET, 207
Y AEERTHOIHEHIND DN, 7 RLAfRR7 v k=2 (ARP) TF,

ARP X, IP 7 RLAZ AT 4 7TMAC 7 RV AIZEHEAIT 272D SvE T, ARP X
IP7 RLARZANEL, BETAAT A TDOT FLAZRELET, AT 4T £7I1EMACT
RUAPRETDHE, IPT RLAEREAT 47 7 RUVAOEEMITIX, <R TES X
INZARP DX v v v allRESNET, TO®%, PT—X T TLANY I @7 L—AIhTS
b EN, Fy NU—22BLTRESNET,

ARP DFMICHOVTIEL, WEZM LTSV, ARP ORTICHT D IFH (47 <2—)

ARP 5 & U 7O+ ARP

CiscolOSXR Y7 U =7 TliX, 7 LAk~ k=)L (ARP) &£ 71X ARP &9 2
DOFRDT U ARRDFAR— SN TWES, T a habid, £Z41L RFC 826
L RFC 1027 TEHZEEINTWET, CiscolOSXR Y7 b =7 TiX, u—H/L 1% ARP
EWV) ARP DIER L AR — F S TWET,

7RX T ARP Eu—b 7 E X ARP OFFlIC OV T, REZBLTESN, X
T ARP L u—H /L Fua¥x ARP (43 ~<—73)

L ESE=SE]
ARP ORREIIE, OB FHEAEH S ET,
W7 NUAfRR T 1 k=3 (RARP) 1 AR— hSivEE A,
e BEREEHN— A (FIB) TARP/N7 v hDL— F&HIRT 25 ARP 21 v b Y v 7T R—
SN TWERA,

*ARP ¥y vz = b (42°—Y)

e 7OFLARP Lu—H /L F ¥ ARP (43 ~—3)
e 1 —H )L ARP = b U DEEDOFEE (45 2—)

« ARP O EICEAT H1H#R (47 X—)

CiscoNCS540 ' 1)—X JL—% (I0SXR))Y)—X63x) IP7 FLRABLUHY—EROIAV T4 F¥aL—2av HAF .



- WUERTPEELY,

ARP ¥+ v

ARP Oz |

a IR

ARPIZ. XYy NU—Z TRV A (IPT RLARY) bA—HV Ry h—FRT=zT7 7T RLAD
MOBEEZMHEL LET, FBEORREIL. v v raNICFIERINHMEZ RSN
%, BEINET,

Fo. BIRBICHIBREN D ETHMT D2 AZ T 4 v 7 (ki) =2 MU % ARP F v v =i
B2 Z2 &b TEET,

AA2TA4YIARP XYy 2TV N)DESE

ARP ZIULD ETHT RUVAfRR T v ha v a AT 5L, IPT RLVREAT 47 7T KL A
EETAT IV Iy BV I TEET, KOG DORAMIFATIvr T RURfRRE Y
R—=hLTWABD, MHEIZAXT 4 v 27 ARPTV N ZRETHLETIHY £HA, AH
TAYITARPF ¥ v 2y N ZEXRTIHVLERDLLGEIX., 77— VIERTETET,
TDRATEFITTHE, ARPF ¥ v 2z MU RIS A VA h—LENFET, Cisco
IOSXR Y7 b =T 1320 M EFHALT, 328y NPT RLAZ 48 E Y hON— R
2T T RUAIZERHLFET,

Fl, ARPF v v allxoAf U T A MY EERTDHZEICEY, FFEDIP T RL A
Lo THAENTZDD L HIC, ARPERIZIEETAZ b TEXET,

SR FE

Xy via MY EERLT, IP7 FLZ203.0.1.2 & MAC 7 R L 2 0010.9400.000¢ O[]
WAL LE T, S50, 20Xy vy a Ty NV EATA YT AT b)Y & UTIERT
HE, =y FUICEEMITONTWASL v E—T = 2T, = FURADODT—Z YV 7ET R
LAZEF ST, 20Xy U= BT FLRIZx9 5 ARP ZR Ny MIGE L E 9,

Router#config
Router (config) #arp 203.0.1.2 0010.9400.000c arPA
Router (config) #commit

FfTarvIJq4F¥alL—ay

Router#show run arp 203.0.1.2 0010.9400.000c arpA
arp vrf default 203.0.1.2 0010.9400.000c ARPA

FERR
[State] 73 [Static] IZ72 > TCWDH N ET = v 7 LT, HWYUNHIEL TWD Z 2R LET,

Router#show arp location 0/0/CPUO

Address Age Hardware Addr State Type Interface
203.0.1.1 - ea28.5f0b.8024 Interface ARPA HundredGigE0/0/0/9
203.0.1.2 - 0010.9400.000c StaticARPA HundredGigE0/0/0/9
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| ARP DEE
Fnxs AP to—nn 7ox2 ARP ]

O ~ O ~
JOX< ARP £ O—AHJL ZOF< ARP
THRXVARPRT 4 B—TNENDE, Ty FPT—F T T AL A E, ROWT DS
W= SNDHEEIZBY , A v HX—T = A ATZIEENT= ARP BRITISE L F T,
cARPERDZ —47 > MNP T KLV AL, BRNZEEINTZA VX —T =2 AIPT KL AL
ED‘(“TO
s ARPERD X —47 > NPT KL RITIL, FFMICERESNTZARP A VT A0S £,

TaxT ARP XA F—T WD L, 2y PT—F 07 T8 AE, IROSFMET T ET-
4 ARP ZRIZHINE L E T,

e X=Xy FNIPT RLAN, BEREZELER—OWERXY FU—72 (LAN) ElT7u,
e Xy NU—X U T FNRA R, =7 FPT RLAETONL— B 120 BIFET 5,

X =7y NPT RLAETONL— b TRCQ, BREZFE LA VX —T =1 R L5
DA H—T =24 AZEHT 5,

7Y ARP A R —T W72 o TWBIGE, v MU =% 7 T4 R, ROKMEET
ATz 9 ARP ERIINE L 7,

cARPERDEZ —4 < RIPT RL A, ARP VY —ZDIP T FL A, BLONARP ERZ2%Z(E
TEHEA LB —T A ADIPT RLAR, MLLAY3IRy hT—7 LlTh D,

e X—lFy NPT RLADFR I ARy TN, BREZETHA LA —T = RALETLA
VE—T oA AERFHT D,

WE, a—h/L 77X ARP X, AILLA¥3 %Xy hI—27TMACT RLAZIPT KL A
IR A0 ENET, 2—H/L Fa% T ARPIZ. ARP THR— L Ehdbbpdb
BATDA B =Tz A AWM T, TorFoN_N—RK A Z—T A AL TWET,

7O+ ARP DA ~—TJ)L1E

CiscolOSXR V7 h 7 =7 % (RFC1027 TEZRINTWD) FYuXF T ARPEHEHA LT, L—
T4 TR BRERE R ZRWVWEA R THOMMOR Yy U= 0% T Ry b EOFRA FD R
TAT T RUVAZHBTEL LI LET, 72&2iE, ARPEROEEILE R DA Z—
T2 A AEDOKRA MISE T2 ARP EHR A2V — X DNZE LA, ZTONL—X | ThoA 2 —
T2 A AERBALTEDOFRA MIELTRTONL— BRI TR, L—ZiZEHO
0—Hh)VF—% Uo7 T RLRAZRT T aXL ARP IGE 7 v &AL £9, ARP Z:k
ERELEFRA MILV—FIZ Ty hEEEFEL, V—2F 7y FEHMOKRA MIRELE
T, X VARPIZT 7 4L P TIET 4 =T Mo TWET, ZOX T T, T4 E—
TNZle > TND 7T BFX Y ARP & A X — T /I T B B O W TR LE T,

5% TE
7 1% ARP % HundredGigE A > % —7 = A A 0/0/0/0 THENZ L ET,
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. A—AJL FOF ARP DA R—TJ Lt

Router#configure

Router (config) #interface HundredGigE 0/0/0/0
Router (config-if) #proxy-arp

Router (config-if) #commit

EfTarvIJ4FaL—3av

Router# show running-config interface HundredGigE 0/0/0/0
interface HundredGigE0/0/0/0

mtu 4000

ipv4 address 1.0.0.1 255.255.255.0
proxy-arp
|

w2
XY ARP DR ESI N, A RX—T Mo TWA I L &2fERLET,

Router#show arp idb HundredGigE 0/0/0/0 location 0/0/CPUO
HundredGigE0/0/0/0 (0x08000038) :
IPv4 address 1.0.0.1, Vrf ID 0x60000000
VRF Name default
Dynamic learning: Enable
Dynamic entry timeout: 14400 secs
Purge delay: off
IPv4 caps added (state up)
MPLS caps not added
Interface not virtual, not client fwd ref,
Proxy arp is configured, is enabled
Local Proxy arp not configured
Packet IO layer is NetIO
Srg Role : DEFAULT
Idb Flag : 262332
IDB is Complete

A—AJ)L 7AaxX< ARP DA *— T )Lt

n—7L 7 aX T ARP L, LA Y2 THlfSNZ7 74— VLAN2E, RICLA Y3
2y NT—ZTMACT RLRAZIP 7 KL RICFRIT A= EINET, a—hL 7
F T ARPE, ARP THR—FENDIHHWDDHXA TDA L X —T =2 A AINMAT, T
N R A B —T A AZHHE L TOET,

& EHI
= —77/L 71 %3 ARP % HundredGigE 1 > % —7 = A X 0/0/0/0 THNZ L E7,

Router#configure

Router (config) #interface HundredGigE 0/0/0/0
Router (config-if) #local-proxy-arp

Router (config-if) #commit

EfTarvI4FaL—ay

Router#show running-config interface HundredGigE 0/0/0/0
interface HundredGigEO/0/0/0
ipv4 address 1.0.0.1 255.255.255.0
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n—nr AR v kyozBokE [

local-proxy-arp

e

aits

n—HhL 7 uaXxL ARPHPEREINTNDLZ L 2MERLET,

Router#show arp idb HundredGigE 0/0/0/0 location 0/0/CPUO
HundredGigE0/0/0/0 (0x08000038) :

IPv4 address 1.0.0.1, Vrf ID 0x60000000
VRF Name default

Dynamic learning: Enable

Dynamic entry timeout: 14400 secs

Purge delay: off

IPv4 caps added (state up)

MPLS caps not added

Interface not virtual, not client fwd ref,
Proxy arp not configured, not enabled
Local Proxy arp is configured

Packet IO layer is NetIO

Srg Role : DEFAULT

Idb Flag : 264332

IDB is Complete

BEaT YR

* local-proxy-arp

* show arp idb

O—AJLARP T ) DEENDHRTE

A HE—T oA AFTFH TA L X —T oA ABHZELT, a—Hh L+ 7T Xy k225 ARP =
YRV DOREFETHIENTEET,

A5 —T =4 A EIZu—1V ARP ¥3H %

1.

A B =T Af A AT 4F¥alb—gr T— REBLET,
RP/0/RP0O/CPUO:router (config) # interface GigabitEthernet 0/0/0/1

A B =T 2 A ZADIPVA/IPv6 7 RL A ZRELET,

RP/0/RP0O/CPUO:router (config-if)# ipv4 address 12.1.3.4 255.255.255.0

A B =T 2 A A FIZO—HDVARPA v H—T =2 ADFEBFZHRELE T,

RP/0/RP0/CPUO:router (config-if) # arp learning local

AE—=Tx2AA ZAF{IMIL, REZZI v PLET,

RP/0/RPO/CPUO:router (config-if) # no shut
RP/0/RP0O/CPUO:router (config-if) # commit

RP/0/0/CPUO:Dec 12 13:41:16.580 : ifmgr[397]: $PKT INFRA-LINK-3-UPDOWN :

GigabitEthernet0/0/0/1, changed state to Down

RP/0/0/CPUO:Dec 12 13:41:16.683 : ifmgr[397]: $PKT INFRA-LINK-3-UPDOWN :

GigabitEthernet0/0/0/1, changed state to Up

REZMER L ET,

RIET HITIE, ROFIHZETLET,

Interface

Interface
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ARP Oz |
B c—rrarzsryoxzEnze

RP/0/RPO/CPUO:router (config-if) # show running-configuration

Building configuration...
'l TOS XR Configuration 0.0.0
!'l Last configuration change at Mon Dec 12 13:41:16 2016
|
interface GigabitEthernet0/0/0/1
ipv4 address 12.1.3.4 255.255.255.0

arp learning local
|

6. T—H/LARPZEENA U H =T oA ATHELTZEBVICEMEL TWDZ E2ERLE
ﬂ—o

RP/0/RP0O/CPUO:router (config-if) # do show arp idb gigabitEthernet 0/0/0/1 location
0/0/CPUO
Thu Dec 15 10:00:11.733 IST

GigabitEthernet0/0/0/1 (0x00000040) :
IPv4 address 12.1.3.4, Vrf ID 0x60000000
VRF Name default
Dynamic learning: Local
Dynamic entry timeout: 14400 secs
Purge delay: off
IPv4 caps added (state up)
MPLS caps not added
Interface not virtual, not client fwd ref,
Proxy arp not configured, not enabled
Local Proxy arp not configured
Packet IO layer is NetIO
Srg Role : DEFAULT
Idb Flag : 2146444
IDB is Complete

7. (EE) A H—T A ALTARP NI 74 vV HE= X TEET,

RP/0/RPO/CPUO:router (config-if) # do show arp traffic gigabitEthernet 0/0/0/1 location
0/0/CPUO
Thu Dec 15 10:13:28.964 IST

ARP statistics:
Recv: 0 requests, 0 replies
Sent: 0 requests, 1 replies (0 proxy, 0 local proxy, 1 gratuitous)
Subscriber Interface:
0 requests recv, 0 replies sent, 0 gratuitous replies sent
Resolve requests rcvd: 0
Resolve requests dropped: O
Errors: 0 out of memory, 0 no buffers, 0 out of sunbet

ARP cache:
Total ARP entries in cache: 1
Dynamic: 0, Interface: 1, Standby: O
Alias: O, Static: 0, DHCP: O

IP Packet drop count for GigabitEthernetO 0 0 1: O
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| ARP DEE
AR oz 1B Y 21 ]

ARP D EIZRET 5 1HR

7 FLRABRROBME

IPOFNAA AL, a—HLT FLA (B—h)L® 7 A FEFIZLAN DF A, 2 %2 —EITH
) Xy NU—=T T RUVA (TAALABBETHFy NT—27 &) OWG%EFF>Z LN T
EFET, B—DINA T RLRIL, KVERECIEET 27 T RLRELTHLNTWVET,
FOHHIZ, a— BV T RLRF Ty "~ —DOF—Z Y7 (OSITFF/LDE2E)
DD, T—=HV T TNRARA (TN v IRTRCOTNRA AL H—T = A A L)
WX THARLNDENETT, T—X VU 7ENO MACBIENZDERIZT KL R ZJLel
T A, HIFERARRODAIFZER—IL T KL A% MACT RL R EERNET,

T 2E, A= Fy N TT AL ALET HITIE, CiscolOSXR Y 7 by =T NETZEDT
NAZDAE Y FOMACT RLRAFERIZa—hL F—2 Y 7 T RLAZEET HLEN
HOVET, IPT RLANLE—ANT—X Y7 T RUAZRET 0BT, 7 L AfRR
ERFERCVET,

BE—@OLAN TO7 KL RfER

WDt AT, BEILT A A LT XA ANE L LAN IR SILTWHWDAEHEEDT K
L AR HSOWTEA L E T,

i - - - HRPFaquest (Broadoast]

AE5042

- 4P Pl

1. =2 RFYATAHA (/—FRA) FARPERZLANIZZ7B—FR¥¥ A ML, =2 K VAT
LB (/—FB) DMAC 7 RLADFEEZR AT T,

2. 7—KRX¥A NI, =R VAT ABEEDLAN LOTRTOT /A A TEIF S,
MR X FET,

3. TR TRATABODAHN, ARP ERIZSELET, ARPIGEFIZEHFDOMACT KL 2%
HOTZU RV ATALA (V—FA) ITHELET,

4. TR TVATAA (/—FA) FE%EZEL, BHOARP v v 2|l K VAT
LABDOMACT FLAZRIFLET (ARPF ¥ v =2NT, Xy hU—7 7 KL AP MAC
T RLRICEEMTONET) |
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ARP Oz |

B —scsothEREGSATLEBE0T FLRRR

5, =T RIZATLA (V—FA) I R 25T LB EOBENPKLEICRSLT-TNT, ARP
X vl arkTF oy LT RIVATABOMACT RUAZEEL., 7 L — A5 EEE
ELFEY, HUNITARP R AHEHAIT2M4EITH Y FH A,

IW—BZICE>THEERSNTWVSGEEDT FLAEER

WDOT v AT, BEILTNA ALIEIHT A AR, V—Z K> THESER SR 5
LAN IZH SN TWAEEDT RLRARIICHOWTHB LET (X ARP AN -
TWAEHAEDH) |

______ LAN 1 LAN 2
= " Node B
| Canhe oo ]
------ : | ARF Raquast
Node A | ™~ Brstce -
‘k J:“--.-H-\'-._\_H- (__f-’/
T o

—

: T i

R 7 i

: Raply ..-"'

E T

: /

o] | [

o - - — AFP Faquast (Eoadoast)

A65023

f—— Proxy AP Faply

1. = FRIATLY (/—FKA) [FARPERAZLANIZZ7E—RK¥¥ AL, TV KT AT
ALZ (/—FB) ®DMACT RLADOFEERALET,

2. 7a—FRXy R ML, L—F XEEHDLAN FEOTRXTOT AL ZATZEEIN, WBENh
F7,

3. V—EZXlZ. BEOVNV—FT 4 T—TNEF v L, = RV ATLZ (/—FB)
MNHID LAN EIZhdD L a2t ET,

4, ZHNICED —F XIIZV R ATALZ (/J—FB) OFaxv & LTEELET,
N—H XIIT RV ATLZ (/J—FB) ZBLTWDAHDOEHIL, = RIVATALY
(/—=FA) »HDARPERIZIEE L, ARPIGEICHHEDMACT FLAzEZo TEEL
7,

5, TVRIVATAY (/—FA) FARPIEEZZEL, BHOARPF Y v =D K ¥
2AFNZ (J—FB) A= FUICAL—FZ XDMACT RLAZRELET,

6. TR IRATLY (/J—FA) Z=RYATLZ (/J—FB) LOBENLEIZRD
LLUARPF Y vV a2 ETF v I L TUL—FZXDOMACT RLAZEL, 7L — A& EPEE
fELET, ARP ERIIFEHINEHA,

7. —FXF, R VATLAY (J—FA) O NI T7 4 vl EZEL, FNEMOLAN
oz K ovA7 87 (/—FKB) (ZEEELET,

. CiscoNCS540 & 1)—X JL—% (I0SXR ) ')—X63x) IP7 FLRABELUHY—EROIAL T4 FaLl—>av A/ F



==
=% =R

DRARAIHDRARTLR IAT—FT4 205D
g5

Cisco Express Forwarding (CEF) (&, JLiEVA ¥ 3IPAA v F 7 57 /a—7T9, CEFIZ
FXoT, A=y b2, WebX—ADT 7V r—y g v Einidxfiffilt y v a U ERR
WS Ry NT—0 7D, KB THXATIv IR NT T 4w 7 NE—V 5 FFOR Y
NI = DT =< ZABIL PR —Z ) 7 ¢ BNt SivE T, CEFIFRNER SN TN D
BEETHY, A X—TNITDHEDICRELEITHIMLEIH Y FHA, HBEIISUT, T 740
FON—F R=VIBIEE R ZT 4y — FEERTEET,

aAVER—3%2 b+
CiscoIOSXR Y7 b7 =7 ® CEF IZHIC, RO2FEHDOa L R—%r> hE & HIZCEF £ — R
TEIWEL 7,

« BLEEHAN—Z (FIB) T—#X—Z : 71 h2)URIFOFIB 7ut A%, L—F 71
o2 IPvd BEONIPV6 = =F v A NOERET — 7 VAR LET, &4/ — N EDOFIB
=7 4 TN —AZ RIB) 8L, L— MERZFETLTL— K ety i
EBNZFIB 7T —7 NV ERFF L, %/ — K EDOFIB T —7 /MM S T B IT,
T=TNVCEoTETRRDZZENHY £,

o BEEEBAR T — T L - e N WTHRATE L 72 W RSN — X (AIB)

CEF %, CiscolOSXR V7 b7 =7 DF T A~ Y IP /N7 v MEET —ZX—ZTT, CEF D
BENIR ORERE RT-3Z L TT,
VT NI 2T AL v F LT RR
V7 NI 2TBLUN— R = THEED VU DEET — 7 LB L O ERE T — 7 LD
AT F A (AIBIZLEDHAVTF U R)
CiscoIOSXR Y7 h 7 =7 [® CEF TiX., ROMREAZ YR —F L TWET,
e NV RNV A HE—T 2 ADYHR— b
o« v J)LFRA Y IR— b

o JL— NEEAE
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s Ry lr— vy B, VY —AKRE (OOR) B EDNA TRATEY T 11
B

« OSPFV2 SPF 7'V 7 ¢ v 7 ABSENEN AT T
*«BGP Bt X v m— K

CEF OF| &

e X7 p—< AN L CEF X, @#HAAL v F T —hk v v 780 CPUEINE
LEHA, £VZ%< D CPULEERE % Quality of Service (QoS) G {b7e DL A ¥ 3
P —ERIZMT D EMTEET,

« A —F¥¥UT 4 :CEF Cid. &7 A4 I—RNTAAL vF U IHREEZRRBICIERHTE
i‘j‘o

« T/ CEF Tl., KEMEARFR Y hU—27 ETHERWLIVD AL v F o 7 —Ek

ERENEFEBLET, BINR Y N7 T, V=T 4 VI EEDTZDIT, EHIZA
AvFrTENLHFryya = N PEECENMEESNET, V=T 4 VI ERICEK
D, = hFXy v larbfHLEGERAS T 7 TER, V=T T T—TNN%&
HHLIZ NI 747 DTV A AL v F U TIToNDZ NS0 3, Ik FH~—
A (FIB) /Wy 77 v 7 T —T NI —T 4 7 T =T IIFAET LB OV — R 33
RTCEENTVWAEED, =X v aDAUTF U ANREIZR LI, EBEAA v
FUTEREITR AR, v F T T T—T 4 T DOVF VA HMESH Y A, CEF
T, R T~ o R 3y o 7 AF—2 X0 RIS NI 740 v 7 20z
HIEWTEET,

CiscoIOSXR V7 b U =7 T, IR®D CEF kT — 7NN A TF U AINET,
¢ IPVACEF 7 —# X—Z : [Pv4 2 =F ¥ X h N FEEEHAD PV 2 =% v A [ )L— k2

RIESNE T,

¢ IPV6CEF 7 — X X—RZ : IPv6 L =F ¥ A h /X7y NEREH D IPv6 L= v A | j/L— ki3
BRIFEINET,

* MPLS LFD 7 — % ~X— A& : MPLS /%% v MNRE O MPLS 7L T — 7V PMREFEINE
j—O

« CEF Ofifid (50 ~—37)

c 7n—Hffu— RN ARF T (55—)
C ABT 4T — FDERE (56 2—)
*BGP @A — R (57 2—2)

CEF D=2

IPv4 £7213 IPv6 CEF 7 — 7 /VDOFFEM A FRT 212X, ROoa~> REFEHLET,

* show cef {ipv4 address| ipv6 address} hardware egress
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IPv4 F721XIPVv6 CEF 7 — 7 Va2 FK R LET, X7 A M By TBLOREA V¥ —T = A AN
T T 4w 7 AT LICEREINET, showeef =2~ > FOHNIE, B> TEAR D F4,

Router# show cef 203.0.1.2 hardware egress
203.0.1.2/32, version 0, internal 0x1020001 0x0 (ptr 0x8d7db7f0) [1], 0x0 (0x8daeedfl),
0x0 (0x0)
Updated Nov 20 13:33:23.557
local adjacency 203.0.1.2
Prefix Len 32, traffic index 0, Adjacency-prefix, precedence n/a, priority 15
via 203.0.1.2/32, HundredGigE0/0/0/9, 3 dependencies, weight 0, class 0 [flags 0x0]
path-idx 0 NHID 0x0 [0x8cfc8lal0 0x0]
next hop 203.0.1.2/32
local adjacency

* show cef {ipv4| ipv6} summary

IPv4 £7-13 IPv6 CEF 7 — 7 VO~ —%2F R LET,

Router#show cef ipv4 summary
Fri Nov 20 13:50:45.239 UTC

Router ID is 216.1.1.1
IP CEF with switching (Table Version 0) for node0 RPO CPUOQ

Load balancing: L4

Tableid 0xe0000000 (0x8cf5b368), Vrfid 0x60000000, Vrid 0x20000000, Flags 0x1019
Vrfname default, Refcount 4129

56 routes, 0 protected, 0 reresolve, 0 unresolved (0 old, 0 new), 7616 bytes

13 rib, 0 1sd, 0:27 aib, 1 internal, 10 interface, 4 special, 1 default routes
56 load sharing elements, 24304 bytes, 1 references

1 shared load sharing elements, 432 bytes

55 exclusive load sharing elements, 23872 bytes

0 route delete cache elements

13 local route bufs received, 1 remote route bufs received, 0 mix bufs received
13 local routes, 0 remote routes

13 total local route updates processed

0 total remote route updates processed

0 pkts pre-routed to cust card

0 pkts pre-routed to rp card

0 pkts received from core card

0 CEF route update drops, 0 revisions of existing leaves
0 CEF route update drops due to version mis-match

Resolution Timer: 15s

0 prefixes modified in place

0 deleted stale prefixes

0 prefixes with label imposition, 0 prefixes with label information
0 LISP EID prefixes, 0 merged, via O rlocs
28 next hops

1 incomplete next hop

0 PD backwalks on LDIs with backup path
* show cef { ipv4 address| ipv6 address } detail

IPv4 F 7713 IPv6 CEF T — 7 L Ol E KR LET,

Router#show cef 203.0.1.2 detail

203.0.1.2/32, version 0, internal 0x1020001 0x0 (ptr 0x8d7db7f0) [1], 0x0 (0Ox8daeedfO),
0x0 (0x0)

Updated Nov 20 13:33:23.556

local adjacency 203.0.1.2

CiscoNCS540 ' 1)—X JL—% (I0SXR))Y)—X63x) IP7 FLRABLUHY—EROIAV T4 F¥aL—2av HAF .



YRATHYRTLR 747—F4vI0EE |
CEF (&R

Prefix Len 32, traffic index 0, Adjacency-prefix, precedence n/a, priority 15
gateway array (0x8d84beb0) reference count 1, flags 0x0, source aib (10), 0 backups
[2 type 3 flags 0x8401 (0x8d99a598) ext 0x0 (0x0)]
LW-LDI[type=3, refc=1l, ptr=0x8daeedfl, sh-1di=0x8d99a598]
gateway array update type-time 1 Nov 20 13:33:23.556
LDI Update time Nov 20 13:33:23.556
LW-LDI-TS Nov 20 13:33:23.556
via 203.0.1.2/32, HundredGigE0/0/0/9, 3 dependencies, weight 0, class 0 [flags 0x0]
path-idx 0 NHID O0x0 [0x8cfc8lal 0x0]
next hop 203.0.1.2/32
local adjacency
Load distribution: 0 (refcount 2)

Hash OK Interface Address
0 Y HundredGigE0/0/0/9 203.0.1.2

* show adjacency detail

AVE—=T A AT LD LAY 2 IEHR EREMARBHEEH A2 R~ LE T, show adjacency 2~
Y ROWE, HETC L > TR $97,

Router#show adjacency detail

Interface Address Version Refcount Protocol
Hu0/5/0/12 (interface) 13 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/30 (interface) 31 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/19 (interface) 20 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/16 (interface) 17 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/23 (interface) 24 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/22 (interface) 23 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/1 (interface) 2 1( 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/6 (interface) 7 1 0)
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(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/10 (interface) 11 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/31 (interface) 32 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/28 (interface) 29 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/35 (interface) 36 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/32 (interface) 33 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/15 (interface) 16 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/34 (interface) 35 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/2 (interface) 3 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/26 (interface) 27 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/0/0/9 203.0.1.2 50 2 ( 0) mpls
00109400000cea285£f0b80248847
mtu: 8986, flags 1 0

Hu0/0/0/9 203.0.1.2 49 2( 0) ipv4
00109400000cea285£0b80240800
mtu: 8986, flags 1 0

Hu0/5/0/29 (interface) 30 1 0)
(interface entry)
mtu: 1500, flags 1 4
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Hu0/5/0/33 (interface) 34 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/20 (interface) 21 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/24 (interface) 25 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/0 (interface) 1 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO/5/0/4 (interface) 5 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/8 (interface) 9 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/3 (interface) 4 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/27 (interface) 28 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO/5/0/7 (interface) 8 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/14 (interface) 15 1 0)
(interface entry)
mtu: 1500, flags 1 4

HuO0/5/0/11 (interface) 12 1 0)
(interface entry)
mtu: 1500, flags 1 4

Hu0/5/0/18 (interface) 19 1 0)
(interface entry)
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(R Y L Y A — ~ ~ ~ N
JA—BfA—FK NS5
VAT BTEARNZT X TN Ny 2 TAIY AL EYR—FLTWVWET, a— K XF7 v
VT, LAY 3 (kv hU—Z ) BXOLAY4 (FTFUAR—B) OAL—FT 47
BHRIZESNTAT y REEHRO) 7120 SE DV — 2 ERBIZOW T L E T, —&
DEEICNCE D AR BRI L2561, 2058080 N TL—T 4 T T7—T )V
NEFINET,
Tu—HANOa— R AT T, LT OBRENEITESNET,
cER/T—H NT T4 v X, BEOEIR MERICHEICOBEINET,
cHERBT =X NT T4y, N RV A =T 2 A ANOBEE DG 2 A MEEA VN
Vo icysIicaisnEd,
L AY2NRUERLELAYS (R FT—F LAT) ODua— K RT3V TOREF.
IPv4, IPv6, B L UYMPLS 7 1 —TIThiLE T, IPv4 721X IPv6 DA 1 — RDIGEIL,
TETN N TREITSNET, 3 DL FDOT LB FRE S 72 MPLS XA 2 — ROD
BEiE, "—RU TN TEHDONA, a— REMIT L., DA 2— RIZ IPv4 F721X IPv6
N B —=NHENE I DERELET, IPvd £7213 IPv6 ~v X —DEH1E. IP FETT,
IPiEEH, W—ZID, BXURT D AZ v 7 DIESNTA X TNy VU TINEITEN
F4, FRLUSNOBEEIT. MPLS 7L R— 2Dy U IR FETINET, MPLS 5
IV R—=ADNy T DOEGEIE, B4 TSNy Vo OFFEICER S NET,
T H TN Ny TAITYRATI VMo — R AT T RERL, HEo%Eo
ARLAY3 (XY hU—=2B) ALK TOr— KT IR ENET, LA
Y3 (XY hNU—2 @) NRFK WEA B —T oA AFETIFIAN RV A E—T A R
HzHv E9, F72, ANV 72T A=K AT TN, LAV 20 RV
A B =T x4 ANTITONDZ ENHY 77,
T AT — RNRT ANy VAR IR EENE T,
cEEILIPT RLA
SEYEIP T LA
eIP TV han XA
« JL—% ID
o EEEAR— b
o SESEAR— b
e ANNTA LV HE—T A A

EERMO—RK NSy

FJF MPLS /X2 (BGP3107 2 U THE LA L) 2N L CEB TS 37y M, 5
gl — R NG IMERESNET, sEila— R AT o7 EiE, v— DSk

CiscoNCS540 ' 1)—X JL—% (I0SXR))Y)—X63x) IP7 FLRABLUHY—EROIAV T4 F¥aL—2av HAF .



YRATHYRTLR 747—F4vI0EE |
B <5709 r—rozz

EONTN— RNy " ESHMLET, ARy NU—Z ~ORANR2OH D56, £0
I U =2 LS ~DOFT_XRTONRT v bR DR AEZN L THEHL, TDOFXy hU—
7 EOFEF2~DOFTXTONRry NPR2FHONNREZH L TBEITH LW BAIC20 £7,
Zhick v, Xy FOIEFIIEESRETS, V7 O ARSI D AREMERH Y
T 1 DODKRA NN NT 7 4 v 7 OREDEZTRDGET, T XTOXR 7y bR 12DV
JEMER L, DU 7 OFSEIIER SN2V EE LRV ET, 58T FLARS KD D
At TSIy v NER S ET,

AT 499 IL—bDEFE

=T, 2—YRFHTRELZNL—F T—T 0 o N D)— MEREFEHAT 20, =
TFIEEATFT IV N—TFT 47 T RALTEHE I L— MERAFH LT, &7y b
BFEEELET, AXT 4 v 7 — NI, 20O —ZBOWFRNAAEZERTHLOTHY . B
FNIET v T ENFER AL, XY NTV—TIZEERNH -T2, 22—V NRFEHTAX
TA VI N— NEHRETHLERDYET, AFT 47 — ML, ¥A4FIv 7 L—F
WZHARTHEHT A EIEN V< RV ET, AXT v 7 — NI, Xy NI—27 T T4
IRTFRAHET, Ry NI —TREN VU TINARBRETCHEHALET, A¥T 4 v 7 L— b
Xy NI =7 OZGLIZHIETERNDT, KBTI A T2 L TWbHxry hU—27 Tl X
2T 47 N— R NefEHTRETIEH FHA, KOy hT—271%, L—HZEDOBEFIC
BAFTI w7 —bEHEHLETH, BERRRWTAZT 4 v 7 — & 1O0N2 ORET
LDHENHVET, AFZT v 7 — ML BREFEELTOS— o=t =T 7R
BRTXTONRT Y NORFRERDZT 74V N V—%) ZRETLHHEICHERTT,

% E B

HundredGigE > % —7 = A AN L C—H A LV—F BRICAZT 4 v 7 — s Z{EK
LET, 5826 1P 7 KL A1£203.0.1.2/32, *Z7 A hF w7 7 KL (X 1.002 TY,

- S

g
A B £

Router (config) #router static address-family ipv4 unicast

Router (config-static-afi) #203.0.1.2/32 HundredGigE 0/0/0/9 1.0.0.2
Router (config-static-afi) #commit

RfTarvIq4FalL—vay
Router#show running-config router static address-family ipv4 unicast
router static

address-family ipv4 unicast

203.0.1.2/32 HundredGigE 0/0/0/9 1.0.0.2
!
!

R

Next Hop Flags ® 7 ¢ —/L KI{Z COMPLETE & /R &40, sRENHMUNIHERE L T\ 5 Z & 21
LT 7TZEn,
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Routerf#show cef 203.0.1.2/32 hardware egress
203.0.1.2/32, version 0, internal 0x1020001 0x0 (ptr 0x8d7db7f0) [1], 0x0 (0x8daeedfl),
0x0 (0x0)
Updated Nov 20 13:33:23.557
local adjacency 203.0.1.2
Prefix Len 32, traffic index 0, Adjacency-prefix, precedence n/a, priority 15
via 203.0.1.2/32, HundredGigE0/0/0/9, 3 dependencies, weight 0, class 0 [flags 0x0]
path-idx 0 NHID 0x0 [0x8cfc8lal0 0x0]
next hop 1.0.0.2
local adjacency

BEEav R
* router static

e show cef

BGP B4 roO—F
BGP @& o — RESREZ 45 & . CEFICA v A h—/L L7=BGP @A F£ R TE £,

+ show cef bgp-attribute =~ > K{X, CEF |24 > A h—/L L72 BGP J@tE& £ R L ET,

« B ID & v — A VB ID THREE @ BGP B % KT 5 I21%, show cef bgp-attribute
attribute-id 2~ >~ R & show cef bgp-attribute local-attribute-id =~ > R ZfE/H L 7,

T

Router# show cef bgp-attribute
Router ID is 216.1.1.1

IP CEF with switching (Table Version 0) for nodeO_RP0O_CPUO

Load balancing: L4

Tableid 0xe0000000 (0x8cf5b368), Vrfid 0x60000000, Vrid 0x20000000, Flags 0x1019
Vrfname default, Refcount 4129

56 routes, 0 protected, 0 reresolve, 0 unresolved (0 old, 0 new), 7616 bytes
13 rib, 0 1sd, 0:27 aib, 1 internal, 10 interface, 4 special, 1 default routes
56 load sharing elements, 24304 bytes, 1 references

1 shared load sharing elements, 432 bytes

55 exclusive load sharing elements, 23872 bytes

0 route delete cache elements

13 local route bufs received, 1 remote route bufs received, 0 mix bufs received
13 local routes, 0 remote routes

13 total local route updates processed

0 total remote route updates processed

0 pkts pre-routed to cust card
pkts pre-routed to rp card
pkts received from core card
CEF route update drops, 0 revisions of existing leaves
CEF route update drops due to version mis-match

Resolution Timer: 15s

0 prefixes modified in place

0 deleted stale prefixes

0 prefixes with label imposition, 0 prefixes with label information

0 LISP EID prefixes, 0 merged, via 0 rlocs
28 next hops

1 incomplete next hop

o O O o
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0 PD backwalks on LDIs with backup path

VRF: default

Table ID: 0xe0000000. Total number of entries: 0
OOR state: GREEN. Number of OOR attributes: 0

BEa<w> R

* show cef bgp-attribute
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4.
=% =R

RAMHY—ERETZTUHS— 3 0NDE

dx
I

N—H LD CiscolOSXR V7 h T =7 HRA N F—ERXBIOT 7Y Fr—3 a UHERITEI,
Xy NU—7 Otk &Ry FSEEICET D ETOL— Ty 7 L, AR NEIP
T RLVAIZ (F7ZIPT RLAZRAMIZ) v B LT, =% LUNIXU—F AT —
a s s ANEEETHEOICHEHLET,

o R T —TEREY — (59 RX—)

¢« RAL U H—EZ (64 X—2)

« TFTP ¥—/3 (65 ~=—7)

« 77 AMIREY—E A (66 2—)

* Ciscoinetd (69 ~=—7°)

* Telnet (69 ~=—27)

* Syslog DIFEILA v F—T = A4 A (70 X—2)

Ry b= #EBEEY I

ping

Ty MU= I — VAT S & Ry U — 2 EDT /3 A ZIT%F LT traceroute X ping
EFEITLT, TA 2ADHEfET = v 7 TEET,

pinga~ > KX, TXAADT 72 VT4 DI TNy a—T 4TI ERHETH
HHETT, T, 22004 o F—F v Ml A vE—Y 7 v har ICMP) 7Y — A v
t— ICMP =2 —Zk, BIWICMP a2 — & %ML T, VE—RFN KA NBT 7T 4
TTHLINE I MWL ET, pinga~r Nk, =a—0&2ZET5ETITrno- b
HWELET,

ping 2= RiX, &HNZ 1 DOT RLRIZma—FR Ny MR ELTUNEERLET,
ping DIEFIZSE T T2 01E, =32 —ZRDSEICH &, ERF A ORI NIZSEIED ping D%
Bricoa—g% (RA MR LTWD) ZIRTZENTEDZHEAZT T,
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bulk &7 > =3 AN A S I TD O OBEA A T 2y F TEDLH LTV FEL
7o 5EYEIE. CLINGEHEANLET, 2047 a i3, ipvd D TOHRY R— hEhE
ﬂ—o

* v I\ Ij 7 *&%Jbo)ﬁﬁmu

ARy WU — I OB A XZT A TFELE LT, Z<OFy hT—7 71 hain
Ta—7nr harEYR—FLTWET, 71 b TiL, R A MNUFH§RT —% 77 A
BEEEFEL, TORANDODIGET =477 0 52FbEd, Zoxa—7n hanhsorE
1T, A MIELZRAOEFEME, NAOBEIE, BLOERA MIBZETEZ 500, HFA NHHEE
LTWDDO0EFHET 2 DIZESL L ET,

Fy D=V EREERT DODRE

WOBEIZ, V=B ADA L BE—T oA AL NL—FBD AL H—TxA ANEEESNDHIL
%m@nva%%LTwiﬁo:@@wﬁ&%ﬁéﬁA\w—%4yﬁﬁ®ﬁﬁﬁﬁw’
EERLET, V—HAITNV—FBD A L H—T = A AZBET D IEEEHRL OO,
ZBIIN—HFAD AL H—T A R| ﬁ%féﬁ&%mﬁbfwiioit\ﬁﬁ®fxb
WITEYNCRESINTZT 74NV N F— o= BH Y £7,

JL—5 A DS OHEHE ping 2~ > RWET D4, V—F 4> 7 LORMBERG D = & 2 E%
LET, 3200 —FDONTITHIL—T 4 7 OMENEAET LAREERHY £5, L—F

ATIE, W—EBDA LV H—T 2 A ADY TRy h~D)L— F°, L—F C LL—% BIHD
BFT Xy h~DL— PRI A ARV ET, V»—F BT, VX ADY T Ry
r~D— FR, —F C LA —Z ARBIOVT Ry b~DN— N BRI/ B AREMER H Y
FT, —HCTIE X AFZFIN—FBDOA—Y Xy F T AL MOV TRy b~D
N— NISARINZR D A[REMERNH D £, V—T 4 V7T HMEEZEIEL T D, AR
MOBIRA N2 ~D ping ZFEITTAHAMLENLYET, FAPNINLARRA N2~ ping #FEITT
XRWEAIE, WGTORANDT 74NV N = U2 A BB LTIEIN, L—X AD A
VHE—=T 2 A ALN—HBD A LUHE—T A AL OBEIX, fLEping 2~ FEHEHALT

7‘:1:“/7 L/ij‘o

=B APOBIL—FBD AU H—T A A~DIEEF O ping T, ping /37 v FDOEFILT K
VRWIRIEAS A —T 24 ADT KLV A, DFED A X —T =2 ZADT KL (10.0.0.2) I
0 ET, = BWping Ty MIUSETHEE, FELT RLX (DFED, 10.0.0.2) T
IWELET, 20X, W—FAD A H—T x4 A (10.0.0.2) &/L—% B D TenGigE A
VE—T7 x4 A (10.0.0.1) MO TNT A SIIVET,

N—HADALH—TxA A (10002) LL—42BD A ¥—7=4A (10.0.0.1) & DO
fea 7 A M 51203, IRk ping =2~ > RAfEH LES, JL5E ping =~ > NIZi, ping /37 >
FOREETT FVAZRET AT a v BhH0 £7,

REH

ZOERFITCIE, JEE ping 2w REFEHLT, 22501P 7 LA (b—% A (10.0.02) &
Jb—4 B (10.0.0.1) ) D IP Bt &2 MRaE L £,

Router# ping 10.0.0.1
Type escape sequence to abort.
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Sending 5, 100-byte ICMP Echos to 10.0.0.1, timeout is 2 seconds:

Success rate is 100 percent (5/5)

*/If you do not enter a hostname or an IP address on the same line as the ping command,

the system prompts you to specify the target IP address and several other command
parameters.

After specifying the target IP address, you can specify alternate values for the
remaining parameters or accept the displayed default for each parameter /*

Router# ping

Protocol [ipv4]:

Target IP address: 10.0.0.1
Repeat count [5]: 5

Datagram size [100]: 1000
Timeout in seconds [2]: 1
Interval in milliseconds [10]: 1
Extended commands? [no]: no
Sweep range of sizes? [no]:

Type escape sequence to abort.
Sending 5, 1000-byte ICMP Echos to 10.0.0.1, timeout is 1 seconds:
Success rate is 100 percent (5/5)
Router#!!!!!

BHOEEIZHT Ry FI—IVEREDF VY

bulk &7 a VEBEHT D L, EHOTE~DOBEGEM AT =y 7 TEET, sdeid. CLI
MHEBEANLET, 2047 a it ipvd D3 TOHRIFR—FEINET,

2% T
RDOIPT FLAZFFDOIP Ry NU—27 LOEEDARA F~ORERREM L Ry MU — 7 B
R LET,

«1:1.1.1.1

©2:2222

*3:3333

Router# ping bulk ipv4 input cli batch

*/You must hit the Enter button and then specify one destination address per line*/
Please enter input via CLI with one destination per line and when done Ctrl-D/(exit) to
initiate pings:

1: 1.1.1.1
2: 2.2.2.2
3: 3.3.3.3
4 .

Starting pings...

Target IP address: 1.1.1.1

Repeat count [5]: 5

Datagram size [100]: 1

% A decimal number between 36 and 18024.
Datagram size [100]: 1

% A decimal number between 36 and 18024.
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traceroute

KRR H—EREFTUS—2avnxE |

Datagram size [100]: 1000

Timeout in seconds [2]: 1
Interval in milliseconds [10]: 10
Extended commands? [no]: no

Sweep range of sizes? [nol: g

% Please answer 'yes' or 'no'.

Sweep range of sizes? [nol: g

% Please answer 'yes' or 'no'.

Sweep range of sizes? [no]:

Type escape sequence to abort.

Sending 5, 1000-byte ICMP Echos to 1.1.1.1, vrf is default, timeout is 1 seconds:
Success rate is 100 percent (5/5),

Target IP address: 2.2.2.2

Repeat count [5]:

Datagram size [100]: g

% A decimal number between 36 and 18024.

Datagram size [100]:

Timeout in seconds [2]:

Interval in milliseconds [10]:

Extended commands? [no]:

Sweep range of sizes? [no]:

Sending 5, 100-byte ICMP Echos to 1.1.1.1, vrf is default, timeout is 2 seconds:
Success rate is 100 percent (5/5),

Target IP address: 3.3.3.3

Repeat count [5]: 4

Datagram size [100]: 100

Timeout in seconds [2]: 1

Interval in milliseconds [10]: 10

Extended commands? [no]: no

Sweep range of sizes? [no]: no

Sending 4, 100-byte ICMP Echos to 1.1.1.1, vrf is default, timeout is 1 seconds:

Success rate is 100 percent (4/5),

EEav> R

ping =~ > RZHH L TT A AR OGN %2 MGE T & 2854813, traceroute =2~ > K% {#
LTy b3V E— MR E Tz & 5/\12‘/04:()\11/—7‘/( v TICREEN & B 5 & R
TEET,

traceroute =~ > R|L, £ ICMP "time-exceeded" A vt — T DRETLE L T, /X7 v IH
FESCICET A E T E oo R ERT 2 LN TEET, IP traceroute 2~ > REEHT 5
L Xy MRy NIRRT EDRRERy IS Ry T THETEEY, Zoaw
VREFITTDHE, NI T4y I SEICEET HETITHBT HNL—F R EDTXTDOR Y
FU—2J@ (LAY 3) T/ ARKRINET,

traceroute =~ > RX, IP ~v ¥ —O{FHi AR (TTL) 74—V R&EEHL T, L—% &
P—NRCHEHEDV ¥ —2 A vb—URERSd L HICLET, traceroute =~ > FiL, TTL

T4 =V R HCRESN TV DA A MZ, 22— F—% 275 57w bz (UDP) 7—
BT T EREEFELET, L —2IF 1 T 0D TILEEZRHT AL, T—% 7T 5% Ky

7L, BEICIZ ICMP O time-exceeded A v — %R LE T, traceroute HhEIL., ICMP
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time-exceeded A v EZ—TVDEETLT KL A 7 40—V REFHX, BHOKy TOT KL A%
BLES,

I AN Ry T ERERT BT-DIT, traceroute T~ 2 RiZ TTLfE2Y 2 O UDP X7 v k& %3
LET, 1 BDDONL—ZIL, TTL 7 4 —/V ROENDH 1 ZZ LW TIRDONAVL—ZIZT—X T T
LEEEFELET, 2FDDONL—H L, TTLIEN 1 D UDP X7y N &ZTIRY ., T—X% 7T A
PRI T, HETTIT time-exceeded A v E—C AR LET, 2D X I, T—F 7T AD%0E
FEARA MCEET 2 E T (E72IL TTL O/ KXEIZET 5 £ T) TTL OfEITHESr S 4L, A
BT oivET,

T =2 7T NN EIEE LTz 2 & AT 5 721, traceroute 1 L KX, FESCAR A KMl
AL E FRISNDIEFICRE AT —F 77 LD UDP SR — MIRELET, HA
ME, ZORMOR— NEEEFOT —X V7 L %%25T 5 &, 257012 ICMP portunreachable
ertor A v —VHRERLET, ZOA vy EB—II2 L0, SE%EICEE LT 2 & % traceroute FEREIC
B2 ET,

NTY M IL—FDF VY

traceroutetraceroute X~ > R&ZHHT L &, /Ny NOBFEICEIET 5 F TICEBRIZZ E DL —
e hb—ATXET,

RE B
10.0.0.2 725 20.1.1.1 ~D/L— & L —ALET,

Router# traceroute 20.1.1.1
Type escape sequence to abort.
Tracing the route to 20.1.1.1

1 10.0.0.1 39 msec * 3 msec

*/If you do not enter a hostname or an IP address on the same line as the traceroute
command, the system prompts you to specify the target IP address and several other
command parameters. After specifying the target IP address, you can specify alternate
values for the remaining parameters or accept the displayed default for each
parameter/*

Router f#traceroute

Protocol [ipv4]:

Target IP address: 20.1.1.1
Source address: 10.0.0.2
Numeric display? [no]:
Timeout in seconds [3]:
Probe count [3]:

Minimum Time to Live [1]:
Maximum Time to Live [30]:
Port Number [33434]:

Loose, Strict, Record, Timestamp, Verbose[none]:

Type escape sequence to abort.

Tracing the route to 20.1.1.1
1 10.0.0.1 3 msec * 3 msec
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BEavT >R

FAAD H—EXR

FAAL D H—

CiscoIOSXR Y7 b7 =7 RAA v H—ER|L, Berkeley Standard Distribution (BSD) K A
YUYNRELTHREELET, RAS Y =R E, 77U 7r— a3 (Telnet 72 L) o
~ > I (ping, traceroute 72 &) THEHIND, KA MHT FRLADV vy B 7Or—7)L
FrovarzRfRFLET, B—AFr v ialli VD, RXMNDT FUASOEBROHE
NEELET, B—AA Xy v ailid, 220084 7O U BREELES, 24T 4 v
7L XA F v/ T9, domain ipv4 host F 721% domain ipv6 host =~ > K& L TERE S
Tz MNVERET 4y 7 = b L TEME, Z—L =002 EFEL= MU
AT Iy =M eLTEBMENET,

A— 2 H—NF, World Wide Web (WWW) THy U —2 ) — ROA4HTET R L AZEH
THDIERSET, F—24 HF— NF, DNSH— 5 DNS 7' havzfH LT, &
ARNGEIPT RLARILY v B 7T 55T — 4 X—A%ZH#FF L$£7, domain name-server =
~ U REEHLT, 1 2 EOR—L = N"EHETEET,

TV r—va  TCHRARNDIPT RUAEIZIP T FLADKRA M RKLEZ/BH L, R A
AP —ERZXHLTYE—F 7B —V % 23—/ (RPC) BNETINET, FAAL L H—
PRIE, F¥ vV alNTIPT RLAZREHRA MERL, =2 MU BRRONERVEAIC
IFRr—2 P —NZDNS 7 = U —%XF L ET,

RAA L BRESE T T H72DIZ CiscolOSXR V7 h =7 THEHINLGT 74V K RAA
VEHERETEET, H—ODO RAAS VERIIRAAS LDV A NERETHIEHTEET,
IPARA R RAAL AW EENTORWEERICIE, AA N T—7 MBS D RN E
DRALHPAIMENET, | DETITHEEDO FA A A% FEET HI2IE, domain name =
~ > FE7iX domainlist 2~ REEHL E9,

N En, f—|
EADEE
T 74V R TiE, DNSIZL DA A MM DT RUASDERNRA K —T W o> TOET,
domain lookup disabledomain lookup disable =1~ > RIZ L VR A RN E T R L A~OEE)
T 4 B—=T N> TV B AL, no domain lookup disableno domain lookup disable =~ > K
AL CEHRA B0 X—7 VI LET,

SR E
ART 4T RARNGET RLAO B 72E#R LET, IPAT RLRAEZ2DODKA b

(192.168.7.18 &£ 10.2.0.2 192.168.7.33) (ZBh#EfHIFE T (F=id~vy 7 LET) , AA B
Z1% hostl & host2 T,

Defining the Domain Host

Router# configure

Router (config) #domain ipv4 host hostl 192.168.7.18

Router (config) #domain ipv4 host host2 10.2.0.2 192.168.7.33
Router (config) #commit
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TFTP H—/\ &

e 4—i3

Defining the Domain Name

*/Define cisco.com as the default domain name/*
Router#configure

Router (config) #domain name cisco.com

Router (config) #commit

Specifying the Addresses of the Name Servers

*/Specify host 192.168.1.111 as the primary name server
and host 192.168.1.2 as the secondary server/*
Router#configure

Router (config) #domain name-server 192.168.1.111

Router (config) #domain name-server 192.168.1.2

Router (config) #commit

T

Router#show hosts

Default domain is cisco.com
Name/address lookup uses domain service
Name servers: 192.168.1.111, 192.168.1.2

Host Flags Age (hr) Type Address (es)

host2 (perm, OK) 0 IP 10.2.0.2
192.168.7.33

hostl (perm, OK) 0 IP 192.168.7.18

EEav> R

\3

TFTP #— /%

P—RE LCETET A~ v a3y NU—7 D% 7 AL MCEETDHDIE, I A FR)»
N0 IERNTT, Lo, T XTORT AL M —"BHLOTIERWES, Fv b
D=0 v T A NeBATFy N —7 OBAEC L > THYDEBENSI EEZINDZ E0NH
DET, W—F%ZTFTP — "t L THREET D L O ICRET D &, /L— X Ol OFRE & ]
L7e 63 A N ERIEREFZHICE 7,

—WIZ, TFTP U —RNE L THREINTZNV—HIX, 7T v v a AT U DBMONL—ZIZ AT
AAA—TFRFN—F ar T4 Xalb—Vay JrA AR LES, o2 A4 DY —
ERABERICSET AL I —FERETAI L TEET,

LTOIL—E2DETFE

TFTP #§RED EREERTIC, Y—R_E T T4 T b V—FIFEWIEERETHILERH D £
9, ping A~v Y REMFHL TH—RET T4 T 0 N =20 Z (T 0D HHT)
TANLT, ZOERERIELET,

DX ATEFITTDHE, V—HETFTP H— "L L CRETEET, Znicky, TFTP 7
TAT v hELTHRET DD T /N4 AL, slot0: X° /tmp 72 EORFEDT 4 L7 ~ U (TFTP
R—=LTFT AL 7 F)) OFICHDET7ANEAL—FZIIH L THAEE TEET,
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X2 VT 4 BHEET S0, 77 A BT TITIEEL TV E | TFTP — " Ti3E XA
FEREZIEFIZE T TEERE A,

TFTP #$BED FEIERTIC, b—RE T TA T b V—ZTHWCEEFETHIVLENH Y £
9, ping Iv 2 REFHLTH—RET T4 T2 b V=0 (WD IFET)
TARLT, ZOHEmERIEL 7,

= EH
TFTP — & LTV — 2 ERELET (FR—2L 74 L2 MU O disk0:) .
Router#configure

Router (config) #tftp ipv4 server homedir diskO
Router (config) #commit

EfTarvIJ4F¥al—vav
Router#show running-config tftp ipv4 server homedir diskO0:
tftp vrf default ipv4 server homedir diskO:

e

aits

Routerf#show cinetd services

Vrf Name Family Service Proto Port ACL max cnt curr cnt wait Program Client Option
default v4 tftp udp 69 unlimited 0 wait tftpd sysdb diskO:
default v4 telnet tcp 23 10 0 nowait telnetd sysdb

EEav> R

274 IVEEY—E X

Ty ANk ha) (FTP) | flis 7 7 A Visk 7 a =L (TFTP) . VE— bk o' —
Zua kaj (RCP) DFIIFTAT v b, BEIOEFa7 a2’ —7 bab (SCP) X7 7 AV
VAT LFERFY) YA wx—Ux L LTEEINET, & xR thp// ThHE D3R4 1T
TFTP U V— A v X =V ¥ (L Lo TR ILET,

Tr7ANVAT LA H—T x4 A, URLEHFEHLT, 77 A VOEFTEEELE7, URL
X, WWW CT7 7 A VE RIS 2R ET 2 DI BRI Twxd, 7272 L, Cisco/L—
HDURLIZIE, —FFEZZVE— N 77 AN P —NEDOT7 7 A VOB HIEEINET,

N—BNT T o L X T, —ZDAEYNELKRO 2 v —%FET 500N EH T3
(Zhnza7 BT 0NET) o T2 PR— MEYEN, 7T v a2DFERNEZEE
THDOIMHEALET, SCP. FTP, TFTP, RCP 2425 &, a7 X 7% U ET—h —
WZRIFCEET,
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FTP

Ty A NEEET T ha (FTP) 13, TCPAP a2 /L A X v 7 O—ETHY ., Xy NU—2
)= FRETT7 7 A NEEETDIOIMEHLET, FIP X, RFC959 TEHRINTWVET,
FTP i {FE BN IL— 2 R E

FTPHGZ# A LTy hU—27 FOV AT AR T 7 A NVEEERETH LN —FEHET
EF4, RO FTP OFMEEZRETE £,

« /X7 E— K FTP

e NNAT— K
s[PT7T FL XA
Bi#at]

=BT LD FTP DR 2 A 2 —T7 M LET, Ny U7 FIPEFiZHEHT L L oY
T T EBEEL, BAZ—YONRRAT— REZRE LT, FIPEHOFEILIP T KL 2 d
BELET,

Router#configure

Router (config) #ftp client passive

Router (config) #ftp client anonymous-password xxxx

( )
Router (config) #ftp client source-interface HundredGigE 0/0/0/0
Router (config) #commit

RfTavIq4FalL—vay

Router#show running-config ftp client passive

ftp client passive

Router#show running-config ftp client anonymous-password xxxx
ftp client anonymous-password XXxx

Router#show running-config ftp client source-interface HundredGigE 0/0/0/0
ftp client source-interface HundredGigE0/0/0/0

MEav2 R
» ftp client passive

* ftp client anonymous-password

* ftp client source-interface

TFTP

Trivial File Transfer Protocol (TFTP) X FTP OfHiG5 W T., Xy hU—2 %A L T1 oD
Ea—dnbiloara—2 7 7 A VERETEET, BFIL. 77472 FRGE (22—
PHENRAT— K72 8) 2HALEEA,
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B

X JE

JL ==
X JE

anh

R E B

TFTP #fi 2 H2 L H 1 —F Z5E L, TFTP##HiDLEILT KL A L L C HundredGigE
AUH—T A A00/0/0%IPT RLAIZEELET,

Router#configure
Router (config) #tftp client source-interface HundredGigE 0/0/0/0
Router (config) #commit

EfTavIJ4F¥alL—vav

Routerf#show running-config tftp client source-interface HundredGigE 0/0/0/0
tftp client source-interface HundredGigE0/0/0/

B
A
Router#show cinetd services
Vrf Name Family Service Proto Port ACL max cnt curr cnt wait Program Client Option

default v4 tftp udp 69 unlimited 0 wait tftpd sysdb diskO0:

default v4 telnet tcp 23 10 0 nowait telnetd sysdb

EEa< U FR
« tftp client source-interface type

* show cinetd services

tXa7 av— 7rm hak (SCP) &, 77 A NEIRET HICODOBIEINTEX 2T )i
RERMT 257 7 A Wzt~ m b2/ C9, SCPIESSHV2 IZIKfFL T, VE—F vlrr— 9
vinbua—nhnul—ail, ¥lide— v asr—arynbUVE—Fas—v a0l
Ty ANEEELET,

CiscolOSXR Y 7 F 7 = 71X SCP H— L 7V T4 7 MEEE S R—FLTWET, T
IRA AP SCPEREZETHE, SSHY—RN Tt 375347 FERVEY T 5 SCP

Y= TuRAZERLET, F&ESCP ¥ 7L AT LERITH LTH LU SCPH—/3 oA >
AR UAPERSINET, TN ADBELT A AT 7 A MGEEREZEET 256, 0
FNRA T TAT o e LTHBEL 9,

TNA ANT 7 A NMREDT=DIZY E— kR A M &EO SSH B2 st 5L, VE—F TN
ATV —RAE—RELIFT 7 F— RCERISETHZENTEET, V—RAE—RT
. TRARET 7 AN IV —RZRVET, TXARTZOR—I)VT 4 L7 NI T 7
ANEHFEHLD . BROFEEICEEELET, 07 F— R TIE, T, RFHEET L7 7 AV
DFEIIZ/2 0 £7,

SCP A LT, v—H/b T/NA ANBIILT A AT, F72i35858T A Abur—h b
FNA R T 7 A NI E—TXFT,
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scpick 577 (Lt [

SCP TliX, filx D7 7 A NVOEDHEFITTEET, 56T A ANLHIOSELET /S A A
Ty ANEEGERT DI LIXTEEEA,

SCPIZ& BT 74 ILERE

Cisco inetd

Telnet

tX¥aT7 avt— e ba (SCP) AT Z L., RETLT A RALFHT A AMTT 7
ANEIETEET, FIC1 207 7 A NVEIRETEET, 5N — DAL, SSH
PR T B ANFEITINTWDILERDH Y 7,

SR E
Ty AN Ttestl23axt] Za—HL T4 L7 FUMBYE—FFT L7 FUIZERELET,

Router#scp /harddisk:/testl23.txt xyzQ1l.75.55.1:/auto/remote/testl23.txt
Connecting to 1.75.55.1...

Password:

Router#commit

3
(511N

Fx A bk Ttest123.txt] 77 A NN AL —EINF-Z 2R LET,

xyz-lnx-vl:/auto/remote> ls -altr testl23.txt
-rw-r--r-- 1 xyz eng 0 Nov 23 09:46 testl23.txt

BEEavTY R

* scp

Ciscof v Z—%v b % —E X FurtRF—FL (Cinetd) 1Z. VAT LDT— FMEIZT AT
ASF—T Xk THEENAYILF ALy RY— "7 at 2 T%, CinetdiX, Telnet H—
EARLTFTP —E AR EDA 2 —Fy h Y —ER% Y v A LET, Cinetd BFFEDH—
ERAZY AT HENEIMNE, V= ar7 4 F¥al—rarilloTRREVET, X
IX. tftp servertftp server =~ > K& AJJ4 % & Cinetd [Z TFTP +—E 2DV v X & Bl L
F9, ERMEL &L Cinetd 13V —ERIZBEA T b= T r T T AEFETLET,

Telnet A X — 7T DL, Xy N —F 07 T4 ZATHEIE Telnet FEF NI EINET,

R E B
Telnet # A X —7 /MZ LT, N—FIZRKFHIZT 7 A TE L2 —HF D% 10 NIZHIR L E5,

Router# configure
Router (config) # telnet ipv4 server max-servers 10
Router (config) # commit
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ResR
Router# show cinetd services

Vrf Name Family Service Proto Port ACL max_cnt curr _cnt wait Program Client
Option

default v tftp udp 69 unlimited O wait tftpd sysdb
diskO:

default v4 telnet tcp 23 10 O nowait telnetd sysdb

BEav >R

Syslog MiE{ETTA V23 —T x4 R

BX U TEEIA L H—T oA AERET D E, FFED/L—X D VRF THIE S5 syslog
N7 T4 T, DTN ANLDFHFE L TGRIITE £77,

= EH

)& — |k Syslog #— R"DIEETA L F—T =4 A% A F—TMILET, F740 O vif D
BX T EETA VH—T = A AL LT loopback 2 Zi%E L 9,

Router#configure

Router (config) #logging source-interface Loopback2
Router (config) #commit

EfTavIJ4F¥al—>ay

Router#show running-config logging

/*Logging configuration after changing the source into loopback2 interface.
logging console debugging

logging monitor debugging

logging facility local4

logging 123.100.100.189 vrf default severity info port default

logging source-interface Loopback?2

EEav >R

* logging source-interface

* show running-configuration logging
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2 RT—0 X239 IPvBEBE LTV IPV6 D
EE

Ty hU—27 2% o7 IPvd BLIOIPv6 BEREIL, /1 v X —X v b 7 bhal =T g4
(IPvd) BIOA v —Fv P harx—Tg06 (IPve) OREELE=FV L 7IZHH
L/i‘é—o

LEFE S

IPv6 125X L CU D CiscoIOSXR V7 =7 VY —Z2A T, 1 oD X —T A A LT
HEDOIPV6 7 — L 7T RUVAERECEET, L, 12O ¥ —T =2 A A ETOHE
B]DIPve ) v a—R 7 RLRA TV R—-FENET A,

« X NU—7 A%y 7 IPvd BLOIPY6 DFISL (71 2—2)

« IPv4 1 LUV IPv6 HE (72 X—2)
«CiscoIOSXR Y 7 b7 =7 D IPv6 (72 =—3)

e Xy FU—2 ZAH v 7 IPvA BLONIPV6 DFEESTE (72 2—2)

v b —0 X%y IPvl & KT IPve D154}

CiscolOSXR V7 7 =7 THOXy NT—27 A& v ZHSBEIZIZ,. ROFISNIH D £,

* CiscoIOSXR 7 R 7 =7 TiX, clear ipv6 neighbors =~ >~ K & show ipv6 neighbors =~
v RlZiXlocationnode-id ¥ — 7 — RN EENTWET, HTEIEE LIZGE., BELES
FroBET s N OBBRERRINET,

ipv6 nd scavenge-timeoutipv6 nd scavenge-timeout =~ > R %, stale lREDHE NV OF
DHMARELET, B N OFEEY A ~—OAHIMNTINS L, Fo R
T VT EET,

CiscoIOS XR Y 7 h 7 = 7 TlX, show ipv4 interface =~ > K & show ipv6 interface =~
v RiZiXlocation node-id ¥ — 7V — RI¥EGENTWET, LTz E LHGE, BELES
oA =Tz ATy N)OERRERENET,

+CiscolOSXR V7 h 7 =7 Clt, REMFIZ, BMETDIPT KL A =2 MU NRFFA[ SN E
T, TITATR2ODA L EZ—T 2 A ZADMIZIP 7 N L ABENEET D584, Cisco
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B ru s svipe e

Y RT—9 2899 IPUELVIPGOEE |

IOSXR V7 by =T E, BESNTWAHAERY V—IE->T, £ X —T oA A%
mui¢<?7xwhfjx~ T, LVEWA U E—T oA ALV AX U AEEIEL
F9) o mE XL 0/0/0/1 23 0/0/02 EHEET HEE. 0/0/02 ED IPvd Fa k3L EdE
1 &Eh, IPv4 13 0/0/0/1 ETT 77 4 77 FFI2720 F£9,

IPvd £ & U IPv6 #4HE

CiscolOSXR Y7 R =72 IPv4 & IPv6 Dl T DT KLU AZMEH L THREINTWBHEHA.
AL H =T 2 A RLIPVA L IPV6 DE T DRy NU—7 DT — X 2 k% ETEET,

IPV6 DT —F%7 7 F ¥k, =0 KY—=2 KO¥F= VYT ¢, Quality of Service (QoS) . 7

02— U Z—BRT RV AR EOY— AT 25— T, BEFO IPv4 = — 73 IPv6 |Zfi
HIZBITCE DL IICEEI SN TWET, JERSNTEIPv6 7 RLARAZERIZED, Xy FU—

JDAr—F VT4 NAREEL R Fa— LB RN SN E T, iR ks
IPv6 /X h ~o X=X L0, X7y FOWMBISHERE ELTHNET, IPv6e 7L 7 1 v
7 AR, Bt Esn-%y hU—=27 VF o) 7 BEORIPV6 A b v~V Fh—I 7
BEREIC L o T, KON —T 4 7T hFEBT H1IPve 7 Ly o 7Nt S E

9, IPv6 X, Open Shortest Path First (OSPF) °~/LF 7 m ha)l R—F—F—rvxA 7n
Fav (BGP) 72 &, IRKEASINTWDHL—T 47 Fa harzdR—FLTHET,

IPv6 FA N—4R% (nd) BB ATIH, A ¥ —% v MilfiA vE&—Y 71 k2L (ICMP)
BIOEFER ) — N~V TFFXFXY AN T FLREFEHLT, RLxy hU—27 (a—v )
7)) EOXAN—=DV I ET RUAZHRI L, A N—IZEGERRENE D A RS L
BL—2 5B L ET,

CiscolOSXR Y 7 O =7 ® IPv6

<y kJ—

LR IPng (KRAEAR) EREIENR TV IPV6 1X, A > ¥ —F v b 7’1 b2 (IP) OHi—
Tar Ty, PR TYXNAL Xy NU—T LT =X R, BEXOETA M T T4 v
WA SND 7y hR_R—=AD 7 a b2 T, IPA—Y a4 (IPvd) O3R2EY T
Ly 7 HATIEA v F =Ry FORKRDOFREZ + oIl 2N 2 BB LT o T
LET, IPVe BRESNE LTz, BWVEimD% T, IP % IPng DN—RZT 508, 1EDMITK
TRT RULRZEME, LI NTAA o~y =Ry X =72 EOUGEEZBINT 5 Z &
DIRESNE L7z, IPv6 1E, Internet Engineering Task Force (IETF) 7531731 TV 5 RFC
2460, [ Internet Protocol, Version 6 (IPv6) Specification] THRANZHIE ZivE LTz, IPv6 THHR—
FNENDT—FT 7 Fx L —ERTONTIIBO RFC THESHTWET,

D XAZ2y T IPvAE LT IPve DEEH X

ZIZTE, ROFIEICSOWTHHALET,
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7 kL zisEnzE |

IPvd 7 FLRIEEEDHRTE

\}

IP ZRETDIDDIERINONEDZ AL, IPVAT KL AZ Xy "I —7 f 2 —T =
ARZENBTHZETT, 2Z9FTHZELET, AV F—T oA ARAF—T IR | IPv4%
T2 NODOA U H—T 24 ATHEANEOWBENARRIZARY E3, IPT RLAIXIPT —
BT T EDFELREHEELET, A ¥ —T A AL, 1ODFFA4A~VIPT L R LK
DI H) T RLVAZRETEET, Y7 by =TICXVERESND Xy M, T7 7
A~VIPVAT7 RLAEZFHALET, 2D, B AL MOTRTOFRy hU—F 7 FN
AT, AU I9A4~<Y 2y NI — I BEE2LETAHLENLY 3,

TR ZZIZEEMTOENTWADIE, IPT RLADH T3y MeB LU~ 2% 0 72T+ 5%
RETT, vAI T, m?va¢@?/FU I EKFERTEy R TEET, v A7
EEHAL TRy N2 %Y T2y MUELTERE, TOSAZIIT TRy h~A 7 LRI E
j—O

GE)

\}

V2aTIE, Ry FU—27 74— )L RIZx L CAESEDEE Y FEERT LIy hU—7
AT DB FEYHR—F L TWET,

5% TE
1m47vamzww27b*yFU%77x7 [/8) 7%, HundredGigE A > % —7 = A A
0/0/0/1 IZHIY HTHNET,

GE)

4558 Ry MIE10HEERLZDT RLATRy N —7 <~ A7 ZfRELE T, =& 2E, 255.0.0.0
W, IICHELWEE Y RS, 2y PU—27 T RLAIZBLZEASET AT FLA By EEKT
HZEERLET, Xy hU—FT <R 7F, AT v o () BELOEKT, 2FE0, L7 1>
JAFLLTORENDIBELHVET, L7 4 w7 ZARE, 7 FLAOEKRDERE > kD
IH, fMENT LT 4 7 A (T RUVADFRy N —27545y) ZRERK L TS0 ZHRET 5 10
EHHETT, 2T v 203 10 EFEORNICE ML, IPT FL R ERZRT v 2 DFICAR—2Z
IAY EHEA,

Router#configure

Router (config) #interface HundredGigE 0/0/0/1
Router (config-if) #ipv4 address 192.168.1.27/8
Router (config-if) #commit

ETavIJ4FaL—>ayv
Router#show running-config interface HundredGigE 0/0/0/1

interface HundredGigE0/0/0/1

ipv4 address 192.168.1.27 255.0.0.0
I
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HundredGigE A > % —7 = A ANT 77 4 7 THVY | IPVANRA X —T N ThHHZ L aiRLE
bé‘o

Router# show ipv4 interface HundredGigE 0/0/0/1
HundredGigEO0/0/0/1 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 192.168.1.27/8
MTU is 1514 (1500 is available to IP)
Helper address is not set
Multicast reserved groups joined: 224.0.0.2 224.0.0.1
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is disabled
ICMP redirects are never sent
ICMP unreachables are always sent
ICMP mask replies are never sent
Table Id is 0xe0000000

EEav>k
* ipv4 address

* show ipv4 interface

Pv6 7 FLY L UTDETE

=2 TDIPV6 8T 7 4 v 7 DF a— s VHREE A[RRICT 572D, IPv6 7 R L R~ DL—
H A H =T 2 f RATRESINET, T 74V FTHE, IPv6 7 FLATRESNLTWERE A,

)

GE)  ipv6 address =~ > R D ipv6-prefix 5#%i%, RFC2373 IZitd SN/ RICTHHERH D | 16
By Mz ooy CRY-7 16 M TT RLAZRELET,

ipv6 addressipv6 address =~ > R /prefix-length 5453 10 #3DOE T, 7V 7 4 v 7 A%t
L TWDT RLADERET 5 FiEy hoF (7 FLADOXy hU—7H) ZHEELET,
10 EEDHNIITA T v & 2 DR TT,

ipv6 address link-localipvé address link-local =~ > N ® ipv6-address 514%1%. RFC 2373 (ZF0# =
NIRRT LH2HERHD, 16 By Mz arn  TRU-7 16 ETT RLAZELET,

IPV6 T /ILFXFYR T IL—TF

AE—=T 2 A ATIPV6 N7 7 4 v 7 HZRETEDLXIICTTHITIE, ZEDA L F—T AR
TIPV6 7 RL AZRETHVNENH D FI, A X —T oA AT a—sLIPv6 7 KL A%
RETDHE, Vorza—hn T RLARHBIMICRESN, TOA U H—T7 A AIH LT
IPv6 N7 7T 4 712720 £,

Flo, RESINTA L H—T =24 AE, OV U T IR IRIRO< VT H v A N T A—FITH
BRI L E 9,
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 E[EBIR ) — N =L FF v X b FL—7 FF02:0:0:0:0:1:FF00::/104 (A > % —7 = A AT
By Y Confaz=%Fr A+ T FL2H)

e )—R YU rua—hL<wLFXy AN ZL—TF FF02:1

e —HR Y su—h < LFXy X~ JL—7 FF02::2

A\

GE)  BEER/ —F ATy AT RLRIL, A NRN—BE T 0
EXTCHEHAINET,

5% TE
IPv6 7 K L A 2001:0DB8:0:1::1/64 % HundredGigE A > % — 7 = A A 0/0/0/1 |ZE] Y 24 CTE 9,

Router#configure

Router (config) #interface HundredGigE 0/0/0/1
Router (config-if) #ipvé address 2001:0DB8:0:1::1/64
Router (config-if) #commit

RTarIq4F¥alL—vavy
Router#show running-config interface HundredGigE 0/0/0/1
interface HundredGigEO0/0/0/1

ipv4 address 192.168.1.27 255.0.0.0

ipv4 address 1.0.0.1 255.255.255.0 secondary

ipv4 address 2.0.0.1 255.255.255.0 secondary

ipv6 address 2001:db8:0:1::1/64

R
HundredGigE 1 v % —7 = A ANRT 7T 4 7 THU, IPv6 DWHENTHDHZ L 2R LET,

Routerf#show ipvé interface HundredGigE 0/0/0/1
HundredGigEO0/0/0/1 is Up, ipv6 protocol is Up, Vrfid is default (0x60000000)
IPv6 is enabled, link-local address is fe80::c672:95ff:fea6:1c75
Global unicast address(es):
2001:db8:0:1::1, subnet is 2001:db8:0:1::/64
Joined group address(es): £f02::1:£f£00:1 ££f02::1:ffa6:1c75 ££02::2
ff02::1
MTU is 1514 (1500 is available to IPv6)
ICMP redirects are disabled
ICMP unreachables are enabled
ND DAD is enabled, number of DAD attempts 1
ND reachable time is 0 milliseconds
ND cache entry limit is 1000000000
ND advertised retransmit interval is 0 milliseconds
Hosts use stateless autoconfig for addresses.
Outgoing access list is not set
Inbound access list is not set
Table Id is 0xe0800000
Complete protocol adjacency: 0
Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0
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Dropped protocol request: 0
Dropped glean request: 0O

EEa< U FR
* ipv6 address

* interface

* show ipv6 interface

B

IPv6 7 K L A 2001:0DB8:0:1::/64 % HundredGigE - > % — 7 = A A 0/0/0/1 {ZE| Y ¥ TE,
eui-64 X — U — RZHEEL T, IPv6 7 RLAD FL64 By MIA X —7 = A Zikhl+ (ID)
a4 ba—INABLOT o0 — LIPv6 7 RLAZRELET, HETHILERDH DD
. TOT RLVAD M EY N Xy NT—2 T T 407 AT T, ®ED 64 £y MIA
VHE—T A4 AID NG HBBICHAEINET,

Router#configure

Router (config) #interface HundredGigE 0/0/0/1

Router (config-if) #ipv6é address 2001:0DB8:0:1::/64 eui-64
Router (config-if) #commit

ETavI74FaL—>3av
Router#show running-config interface HundredGigE 0/0/0/1
interface HundredGigE0/0/0/1

ipv4 address 192.168.1.27 255.0.0.0

ipv4 address 1.0.0.1 255.255.255.0 secondary

ipv4 address 2.0.0.1 255.255.255.0 secondary

ipv6 address 2001:db8:0:1::/64 eui-64

fERR
HundredGigE { > ¥ —7 = A ANT 7T 4 7 ThHU, IPV6 BHNTHDHZ L 2R LET,

Router#show ipvé interface HundredGigE 0/0/0/1
HundredGigEO0/0/0/1 is Up, ipv6 protocol is Up, Vrfid is default (0x60000000)
IPv6 is enabled, link-local address is fe80::c672:95ff:fea6:1c75
Global unicast address(es):
2001:db8:0:1:c672:95ff:feab6:1c75, subnet is 2001:db8:0:1::/64
Joined group address(es): ff02::1:ffa6:1c75 ££f02::2 ££f02::1
MTU is 1514 (1500 is available to IPv6)
ICMP redirects are disabled
ICMP unreachables are enabled
ND DAD is enabled, number of DAD attempts 1
ND reachable time is 0 milliseconds
ND cache entry limit is 1000000000
ND advertised retransmit interval is 0 milliseconds
Hosts use stateless autoconfig for addresses.
Outgoing access list is not set
Inbound access list is not set
Table Id is 0xe0800000
Complete protocol adjacency: 0
Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0
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Dropped protocol request: 0
Dropped glean request: 0

BEav R
* ipv6 address
* interface

* show ipv6 interface

SR E

IPv6 7 K 1 A FE80::260:3EFF:FE11:6770 % HundredGigE A > % — 7 = A A 0/0/0/1 |2V 4T
F4, link-local ¥F— VUV —FREZHEEL T, Vo Z7a—HL T RLAEZA L H—T A ATHE
LET, ZOT7 RLRE, IPVORA v Z—T =2 A ZATA F—T NI TWB & XITHEIMIZ
BESNZV 70— 7 RLADRDOYIHEHINET,

Router#configure

Router (config) #interface HundredGigE 0/0/0/1

Router (config-if) #ipv6é address FE80::260:3EFF:FE11:6770 link-local
Router (config-if) #commit

EfTavIJsF¥alL—ray
Router#show running-config interface HundredGigE 0/0/0/1

interface HundredGigEO/0/0/1

ipv6 address fe80::260:3eff:fell:6770 link-local
|

L

HundredGigE A > % —7 = A AT 7T 4 7 THV, IPv6 3V 7 a—Hh )L T KL ATHIC
o TWNWDH I EEMHERLET,

Routerf#show ipvé interface HundredGigE 0/0/0/1
HundredGigEO0/0/0/1 is Up, ipv6 protocol is Up, Vrfid is default (0x60000000)

IPv6 is enabled, link-local address is fe80::260:3eff:fell:6770

Global unicast address(es):

2001:db8:0:1:260:3eff:fell:6770, subnet is 2001:db8:0:1::/64

Joined group address(es): £f02::1:£f£11:6770 ££02::2 f£f02::1

MTU is 1514 (1500 is available to IPv6)

ICMP redirects are disabled

ICMP unreachables are enabled

ND DAD is enabled, number of DAD attempts 1

ND reachable time is 0 milliseconds

ND cache entry limit is 1000000000

ND advertised retransmit interval is 0 milliseconds

Hosts use stateless autoconfig for addresses.

Outgoing access list is not set

Inbound access list is not set

Table Id is 0xe0800000

Complete protocol adjacency: 0

Complete glean adjacency: 0

Incomplete protocol adjacency: 0

Incomplete glean adjacency: 0

Dropped protocol request: 0

Dropped glean request: 0
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MEa<v R
* ipv6 address
* interface

* show ipv6 interface

R E B

HZREY72 IPv6 7 R L ASEETE &AL TV 2V HundredGigE 1 v % — 7 = A A 0/0/0/1 \Z81) 5
IPv6 DAL A2 HNIZ L ET,

Router#configure

Router (config) #interface HundredGigE 0/0/0/1
Router (config-if) #ipv6é enable

Router (config-if) #commit

ETaAvI4F¥al—3ay
Router#show running-config interface HundredGigE 0/0/0/1

interface HundredGigE0/0/0/1

ipv6 enable
|

R
HundredGigE { ' #—7 = A ANT 77T 4 7 ThHU | IPV6 AN THDLZ L 2R LET,

Router#show ipvé interface HundredGigE 0/0/0/1
HundredGigE0/0/0/1 is Up, ipv6é protocol is Up, Vrfid is default (0x60000000)

IPv6 is enabled, link-local address is fe80::c672:95ff:fea6:1c75

No global unicast address is configured

Joined group address(es): ff02::1:ffa6:1c75 ££f02::2 ££f02::1

MTU is 1514 (1500 is available to IPv6)

ICMP redirects are disabled

ICMP unreachables are enabled

ND DAD is enabled, number of DAD attempts 1

ND reachable time is 0 milliseconds

ND cache entry limit is 1000000000

ND advertised retransmit interval is 0 milliseconds

Hosts use stateless autoconfig for addresses.

Outgoing access list is not set

Inbound access list is not set

Table Id is 0xe0800000

Complete protocol adjacency: 0

Complete glean adjacency: 0

Incomplete protocol adjacency: 0

Incomplete glean adjacency: 0

Dropped protocol request: 0

Dropped glean request: 0

BEa<v >R
* ipv6 enable
* interface

* show ipv6 interface
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2y bkT—9 48— 4 2~0EEO P 7 FLROEY 4T [

TYRT—O AR —T A ANDEHOIPT7 FLADELY HT

\}

CiscolOSXR Y7 hU =T 1d, A v F—T2A ATLIZEHEOIPT LA (BEh &Y 7R
LA) Y R—FLTWET, BHLZY 7 RLATERRBICIEETCE XY, B2V IP
T RLAIL, SESERRETHEHATE £, RIS, —REOREIRRZ R L £,

MEEDX Y MU~ BT AL MR REAN T RUVARRZWEERH 3, 72& 2
X, 7Ry MBIk, BT Ry BTV RK254 OFRA MEFEHTEETN, 1
SOWERY T Xy N TIE, 3000DFKA N T RLUABRKBZARBE LET, L —FXFE-I1ET
JEAGS—=NRTEHIHYIPT RLRAEFEHTLE, 2005w 7y N T1 OO
HYy 7y MR TEET,

e ZDHAR Y NU—71F, L2 T7 o URFEH L THEESN, P73y MeahvE
HATLE, B U 7 FLRE, BEIEHNTHZ LT, 7%y Meahior—4
R—=2 Ly NT =T ~OBITIZENHLET, HXOT YV v BT A hOL—HT, £
DT AL MEEOY 7y bRHDZ L 2BEICE#H N Lo T £,

1 DODXy NU—27D2Oo0% 7%y ME, BIOFIET, BlOoxRy NI =221V 58T
XHEENDHY £, BOFRy NU =TTk o THHRICOBES NI EE DY 7% v R
5, BB AU T RLAZEALT, 1250F%y NU—7 Z2ERTE £+, 20X 575
B BOIOFR Y FU—=271F, 2FODOFRy FU—2 O RIIESNEYT, o0, Lok
Bl x4, 7%y MI. REHEEROT 7T 4 Tl f v —T = A BIZFRRTE
RN EITEFERE LTS EEN,

G¥)

Fy RNT—27 BT A N EOEEOL—EZRNEH L Z Y IPvd T RLAEGH LS. F—
DT AN EZHHMON—FHETXT, AI—DORy NI—J F-EFH 7T Fxy bbbl
U T RVRAEFERTILERDD 5,

Iy hT—7 BT AN EDEI XY T RUZADERICTFEROLD E, FEBICL—T ¢
VNN ERINDAREENRDH Y 9,

REH

EH A Y IPv4 7 R LA 192.168.1.27 7% Hundredgige A > % — 7 = A A 0/0/0/1 [ZE] 0 4T 51
£7,

1 IPv6 D5 1L, secondary ¥ — U — RZFFEETIT, A 0 F—7 = A ATHEEDIPv6 T N
VAZRETEET,

Router# configure

Router (config) # interface HundredGigE 0/0/0/1

Router (config-if) # ipv4 address 192.168.1.27 255.255.255.0 secondary
Router (config-if) #fcommit
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ETavI74F¥aL—3v
Routerf#show running-config interface Hundredgige 0/0/0/1

interface Hundredgige0/0/0/1

ipv4d address 192.168.1.27 255.255.255.0 secondary
|

HEEER

Router#show ipv4 interface hundredgige 0/0/0/1
Hundredgige0/0/0/1 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is unassigned
Secondary address 192.168.1.27/24
MTU is 1514 (1500 is available to IP)
Helper address is not set
Multicast reserved groups joined: 224.0.0.2 224.0.0.1
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is disabled
ICMP redirects are never sent
ICMP unreachables are always sent
ICMP mask replies are never sent
Table Id is 0xe0000000

MEav> kR
* ipv4 address

* show ipv4 interface

IPvABEIPve 7O FaJL REA YO DETE

CDHRATTIL, IPV4 & IPv6 Dfi 7o ha) AH v 7 P R— 5L Aad
Fv NT—0 FRAAZADA VH—T = AFELET,

SAADRY NT—T FNRAADA L HE—T 2 A ANIPvET RL AL IPv6 T KL ADMW AT
RESNTWAEA, AV F—T 2 AXIPVA T 7 4 v 7 L IPV6 N T 7 4 v 7 O &z
BELET, A Z—TxA RE, IPV4 3y T —Z L IPV6 Y T —7 Dl TT — X &k
ZETEET,

& EHI
IPv4 7 R 1-Z 192.168.99.1 & IPv6 7 K L2 2001:0DB8:c18:1::3/64 %, HundredGigE 1 > % —
7 = A A 0/0/0/1 |[ZFRE L ET,

Router#configure

Router (config) #interface Hundredgige 0/0/0/1

Router (config-if) #ipv4 address 192.168.99.1 255.255.255.0
Router (config-if) #ipv6é address 2001:0DB8:cl8:1::3/64
Router (config-if) #commit
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P & U IPe 70 kL 28 v 0Bz |

EfTavIJ4F¥al—>ay

Router# show running-config interface Hundredgige 0/0/0/1
interface Hundredgige0/0/0/1
ipv4 address 192.168.99.1 255.255.255.0

ipv6 address 2001:db8:c18:1::3/64
|

HEEER

HundredGigE f > % —7 = A ANT 77 4 7T, IPv4d & IPv6 DA /2> TNDH I L&

R L ET

Routerf#show ipv4 inter hundredgige 0/0/0/1
Hundredgige0/0/0/1 is Up, ipv4 protocol is Up
Vrf is default (vrfid 0x60000000)
Internet address is 192.168.99.1/24
MTU is 1514 (1500 is available to IP)
Helper address is not set
Multicast reserved groups joined: 224.0.0.2 224.0.0.1
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is disabled
ICMP redirects are never sent
ICMP unreachables are always sent
ICMP mask replies are never sent
Table Id is 0xe0000000

Router#show ipv6é inter Hundredgige 0/0/0/1

Hundredgige0/0/0/1 is Up, ipv6 protocol is Up, Vrfid is default (0x60000000)

IPv6 is enabled, link-local address is fe80::c672:95ff:fea6:1c75
Global unicast address (es):
2001:db8:c18:1::3, subnet is 2001:db8:c18:1::/64
Joined group address(es): ££f02::1:££f00:3 ££f02::1:ffa6:1c75 ££f02::2
ff02::1
MTU is 1514 (1500 is available to IPvo6)
ICMP redirects are disabled
ICMP unreachables are enabled
ND DAD is enabled, number of DAD attempts 1
ND reachable time is 0 milliseconds
ND cache entry limit is 1000000000
ND advertised retransmit interval is 0 milliseconds
Hosts use stateless autoconfig for addresses.
Outgoing access list is not set
Inbound access list is not set
Table Id is 0xe0800000
Complete protocol adjacency: 0
Complete glean adjacency: 0
Incomplete protocol adjacency: 0
Incomplete glean adjacency: 0O
Dropped protocol request: 0
Dropped glean request: 0

EEa<w ok
* ipv4 address
* ipv6 address

* show ipv4 interface

P7 RLRABLUH—ERDavIqFaL—vav A4 K ||
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* show ipv6 interface

ToFIN—FA2B3—T A ALTOIPVERED A 2—TILIE

TIZTIE, HARIRIPT RLRAEA A —T oA AZED Y THZ L7, IPVARA LV RV —
KAV AV E—T oA A A F— 7»’¢éfmtxmomfﬁﬁbiﬁoTnyA~F
AVBE—=T A ARy VEAERT DA (e x2IX VT4 7T v 7T — D)
iz¢\mnﬁ/%®%hm7kvxkbf? Lt4/&—7:4X@7vaﬁﬁ%én
FI, T TUF R R A H =T 2 AN L CT v T — b ekEGTD2NV—T 47
Tav ARHBIT LA, MESNIEA VA —T =2 ZAOT RLUAME SN E T, ZOHIR
EWRITRLET,

* High-Level Data Link Control (HDLC) . PPP, BL U7 L —LA U L—D X 72 L%
THALUE =T oA AT, TP NRN—FRERETEET, 7b—A U Lb—h7 L
RT3V TNA B =T oA R T T UN—= RERETEETN, ZOA(
B =T 2 A RIKRA U N —=FRA L N BT A H—T oA ATRITFNUTRD £H A,

e A B =T oA RNLIP T RUANRNWH, ping EXEC 2~ REFEHLTA ¥ —
T2 ANT v TIRENE I N EfERTHZLILTEERTA, iy NU—JEBH T 0
k=)L (SNMP) 1. /1 VX —T 2 A ARAT—ZADY FT— rTOE=LZ Y L TIMFEHT

xFET,
cIPEXx2UT 4 AT Vait, ToFoR"A—RK A F—T 2 A A FETHR—FTEFEH
oo

Intermediate System-to-Intermediate System (IS-IS) % > U 7 VIR SR CHRET 2565, VU T
NAVE =T 2 A RET T A= FELTHREL, TUTEY, KA X —T =2 X LT
IP7 RUARIMAETIERN L EZHE L TWD RFC 1195 IZHEILT 5 Z LR TEET,

=1 —]

uxiEﬁm

AR IP 7 RLAZEDYTEHZ L IPARA L NY—RA L M A F—T 2 A A%
A F—=T NI LET,

Router#configure

Router (config) #interface Hundredgige 0/0/0/1
Router (config-if) #ipv4 unnumbered loopback 0
Router (config-if) #commit

ETavIJ4¥al—vav

Router#show running-config interface hundredgige 0/0/0/1
interface Hundredgige0/0/0/1

ipv4 point-to-point

ipv4 unnumbered Loopback0

|

L

Router#show int hundredgige 0/0/0/1
Hundredgige0/0/0/1 is up, line protocol is up
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Interface state transitions: 5
Hardware is Hundredgige, address is 00e2.2a33.445b (bia 00e2.2a33.445Db)
Layer 1 Transport Mode is LAN
Internet address is 10.0.0.2/32
MTU 1514 bytes, BW 10000000 Kbit (Max: 10000000 Kbit)
reliability 255/255, txload 194/255, rxload 0/255
Encapsulation ARPA,
Full-duplex, 10000Mb/s, link type is force-up
output flow control is off, input flow control is off
Carrier delay (up) is 10 msec
loopback not set,
Last link flapped 01:38:49
ARP type ARPA, ARP timeout 04:00:00
Last input 00:00:00, output 00:00:00
Last clearing of "show interface" counters 02:34:16
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 7647051000 bits/sec, 12254894 packets/sec
1061401410 packets input, 82789675614 bytes, 0 total input drops
0 drops for unrecognized upper-level protocol
Received 5 broadcast packets, 19429 multicast packets
0 runts, 0 giants, 0 throttles, 0 parity
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
76895885948 packets output, 6192569128048 bytes, 0 total output drops
Output 7 broadcast packets, 18916 multicast packets
0 output errors, 0 underruns, 0 applique, 0 resets
0 output buffer failures, 0 output buffers swapped out
2 carrier transitions

Router #show run int lo 0
interface LoopbackO
ipv4 address 10.0.0.2 255.255.255.255
BEa<v R
* ipv4 unnumbered

 show interfaces

IPv4 ICMP L — iR

IPv4 ICMP L — hfilBREEGE TIX, IPv4 ICMP 56 2EBEARGEA v B — U ER S LD L— k&l
FRLFEF, CiscolOSXR V7 b7 =7 (X, O LRERGEA vE—U M & DF 58 8RN
BAYE—VHDO220 84 ~v—%RFLET, ZHOIEFE CREHGIRE LOT 7 40 &4k
HLET, DFXF—TU— FNREEINTWARWIEE. icmp ipv4 rate-limit unreachable =< > K2
Lo TDFZEEBFEAGEA v — VORENHESNET, DF F—7— RBREIN T
Hre. TORRMMEIR, @ OBEBERIEA v — Y ORRE & ITBEfRO E FI2he 0 £
7T

SR E I
IPv4 ICMP 6 5CRIZBEARREA v — UM 1,000 S VR T LA End L— b &2HlIR L ET,

DF¥—VU— R, a—F47 T 7 AT —2 3 RN T, Don'tFragment (DF) Ai%iE &
TW5 L& EITICMP SEERERFEA v B — VD P~y X —IZHESN TS L HIZ ICMP 56
FEEEARA v -V RETLHL— M EETHIRL 7,
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Router#configure

Router (config) #icmp ipv4 rate-limit unreachable 1000
Router (config) #icmp ipv4 rate-limit unreachable DF 1000
Router (config) #commit

EfTavIJ4F¥al—>ay
Router#show running-config | in icmp
Building configuration...

icmp ipv4 rate-limit unreachable DF 1000
icmp ipv4 rate-limit unreachable 1000

Routerfshow ipv4 interface HundredGigE 0/0/0/2
HundredGigE0/0/0/2 is Up, ipv4 protocol is Up

Vrf is default (vrfid 0x60000000)

Internet address is 192.85.1.1/24

MTU is 1514 (1500 is available to IP)

Helper address is not set

Multicast reserved groups joined: 224.0.0.2 224.0.0.1 224.0.0.2

224.0.0.5 224.0.0.6

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound common access list is not set, access list is not set

Proxy ARP is disabled

ICMP redirects are never sent

ICMP unreachables are always sent

ICMP mask replies are never sent

Table Id is 0xe0000000

EEE7ITZET D ICMP BEARFEA v B—OUL, show ipv4 traffic =~ RZEH L T
fBETExET,

Router# show ipvé4 traffic
ICMP statistics:
Sent: 0 admin unreachable, 5 network unreachable
host unreachable, 0 protocol unreachable
port unreachable, 0 fragment unreachable
time to live exceeded, 0 reassembly ttl exceeded
echo request, 0 echo reply
mask request, 0 mask reply
parameter error, 0O redirects
total
admin unreachable, 0 network unreachable
host unreachable, 0 protocol unreachable
port unreachable, 0 fragment unreachable
time to live exceeded, 0 reassembly ttl exceeded
echo request, 0 echo reply
mask request, 0 mask reply
redirect, 0 parameter error
source quench, 0 timestamp, 0 timestamp reply
router advertisement, 0 router solicitation
total, 0 checksum errors, 0 unknown

Rcvd:

O OO O OO0 OOO0OUoooooo

EEav> R

* icmp ipv4 rate-limit unreachable

* show ipv4 traffic
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ipvsicmp L— r40iE ]

IPv6 ICMP L — ~#I[fR

IPv6 ICMP L — M HIBRIEAEIC L » T, IPVOICMP =T — X v —U N Ry hT—7 ~EE SN
HL— b EHIBT B0 =T Xy T RARFEEINET, IPv6ICMP L —
MNEBREDHHADFEIETIE, =T — A v v—UHICEEORRAER I TUWE L7, traceroute
REO—EOT TV r—3a TR, R SEESNDERD TNV —T ~ORIE D LI
DEGEDRBVET, =T — A v E—CHOEEMMIL, traceroute 72 EDT Y r— 3 T
BIEST D DI TR FtktE N 2, 77U r—a U BNRIT DRI E 225 2 L3 £97,
h—=2 oy FEREEET S L O b= VR MIKEITE £, b—7
YIZEIODET— A=V EFETEET, Ny MIEHTED b—7 VO RE%E
HBETE, TT9— Avb—UREEINIT-NC1L DD M= By "B HIBRSNE
T, ~HOTT— A vbE—UNERINTEEGEIE. Ny EREBIZRLETZT— A vb—
CERETEET, b—T DOy EREIIRDE, HTLWF—2 B3y MIEE S
HET, IPVOICMP =7 — A v —VIIRESNETA, =27 "Fy b7 X AT,
L— MR O R EMR A e =97, BEERFFRERR G NEL D &N Em< e £7,

R TEHI
50 S UMOMEE, 20 h—27 Dy b YA X&EIPVOICMP =T — X v —VIZERELF
ﬁ—o

e milliseconds 513X TiZ., b—27 VMN34»7y MZBMENsEREEZEEL £7,
« 7 3 Dbucketsize 51 TIX, Ny MIEMHEND b—7 ORKREEZERLET,

Router#configure
Router (config) #ipv6é icmp error-interval 50 20
Router (config) #commit

EfTavIJ4F¥al—ay
Router#show running-config
Building configuration...

'l TOS XR Configuration version = 6.0.0.261I
!'l Last configuration change at Mon Dec 14 22:07:35 2015 by root
|

hostname test-83

logging console debugging
username root

group root-lr

group cisco-support

secret 5 $1$d2NCS$RbAdqdU7kw/kEJoMP/IJG1

|

cdp
ipv6é icmp error-interval 50 20
icmp ipv4 rate-limit unreachable DF 1000
icmp ipv4 rate-limit unreachable 1000
ipv4 conflict-policy static

EEav> R

* ipv6 icmp error-interval

CiscoNCS540 ' 1)—X JL—% (I0SXR))Y)—X63x) IP7 FLRABLUHY—EROIAV T4 F¥aL—2av HAF .
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FERIFEET

Y RT—9 2899 IPUELVIPGOEE |

IP ?:E4R

FE2E |2 IG2Z7 5 Internet Control Message Protocol (ICMP) J&Z& /37~ N CHIKRE(FELIP 7 K
VAZEIRTEET,

SR E I
EETLT FUADRBIRICETARFC 2y FS5A T Vv AE A X —7 M LET,

Router#configure
Router (config) #icmp ipv4 source rfc
Router (config) #commit

RTarIq«4FalL—vay
Router#show running-config | in source rfc

Building configuration...
icmp ipv4 source rfc

BEEa<vy K

IPARM 35 5 2R D% TE

Z DX A TiX, IP Address Repository Manager (IPARM) 7 K L ABEEMERD/RT A — K & 7%
ELET,

o« BRI U o —figk

BT VT 4 v I AT RURBAETRR
WRKIP 7 KL RABEERER

« BEfe/L— M T % Route-Tag D AR — b

FREOR ) O —fRR

IR Y O — R OB EIZLD . FTLWT FUABRENBEFEITIOAL v X — T = A RTEE
THOEHEET,

= EH
AR o —2WIOICRELET, DE0, HILVA VX —T 2 2T KLUABBHEE(THO
Lo H =T o AHBTHORSEET,

Router#configure

Router (config) #ipv4 conflict-policy static

*/For IPv6, use the ipvé conflict-policy static command/*
Router (config) #commit

RiTavI4FaL—vay
Router#show running-config | in ipv4 config
Building configuration...
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'l TOS XR Configuration version = 6.0.0.26I
!'! Last configuration change at Mon Dec 14 21:57:27 2015 by root
|
hostname sample-83
logging console debugging
username root
group root-lr
group test
secret 5 $1$d2NC$SRbAdqdU7kw/eKJpMo/GJI1
|
cdp
ipv4 conflict-policy static
interface Loopback0
ipv4 address 1.1.1.1 255.255.255.255
|

REFE
ks

Router#show arm ipv4 conflicts

F Forced down

| Down interface & addr Up interface & addr VRF

F Te0/0/0/19 192.85.1.2/24 Hundredgige0/0/0/1 192.85.1.1/24 default

Forced down interface Up interface VRF

BEa<v R
* ipv4 conflict-policy

* ipv6 conflict-policy

BEILIA VIR T RLABGARR
ZOBERRAY —IX, TV T4 v I ABKREDIP T RL AR bEWVEBEELH 555
ZEERLFET, OFV, BIEETLTVWAASL L E—T A ADERES VT 4 v 7 AT FL A
LA LBRWESE Y FRNOTRTOT FLAD, RERICFEITEZH T SNET,

B
BKETV 7 4 v I AT RUABARIRERELET,

Router# configure

Router (config) # ipv4 conflict-policy longest-prefix
*/For IPv6, use the ipvé conflict-policy command*/
Router (config) # commit

RfTarvIq«FalL—vay
Router# show running-config | in longest-prefix

Building configuration...
ipv4 conflict-policy longest-prefix

i

Router#show arm ipv4 conflicts
F Forced down
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| Down interface & addr Up interface & addr VRF
F Te0/0/0/19 192.85.1.2/24 Hundredgige0/0/0/1 192.85.1.1/24 default

Forced down interface Up interface VRF
MEavrk

BKIP7 FLASREER
COBEREARY =ik, EARLEWIP T FL AR bEVEEREE L5952 L 2l
1, 2FV . ERARLEWIP T FLUABRBEEINET,

)

ax &

RKIP T R UABAMREZRELET,

Router# configure

Router (config) #ipv4 conflict-policy highest-ip

*/For IPvé, use the ipv6é conflict-policy highest-ip command/*
Router (config) #commit

RfTavI4F¥al—vay
Router#show running-config | in highest-ip

Building configuration...
ipv4d conflict-policy highest-ip

L

Router#show arm ipv4 conflicts
F Forced down
| Down interface & addr Up interface & addr VRF

F Te0/0/0/19 192.85.1.2/24 Hundredgige0/0/0/1 192.85.1.1/24 default

Forced down interface Up interface VRF
BEa< R

B )L— M IZXE 9 % Route-Tag DH7R— k

Bt/ — NIk 5 Route-Tag DY AR— MEREIZ, A F—T =24 ZADTXTDIPv4 BLT
IPV6 7 RLAIZE THRAAMLUET, ZOX 7%, IPVABLIIPVeDEHTZ—T =~ (MA)
N5, IPv4 3 L OVIPv6 @ Address Repository Manager (ARM) B OV—T 4 7 7'm haji
WGk & D 728, = —HE, Routing Policy Language (RPL) A7 U 7 h & L T/L— k
BT HMRDZ LT, Hb— FOREMEARBELEST, KD, L —bFRY —D—
NETEER LT, —HDOA v F—T oA AOHEAMAEERTEET, L—FZT7NRKRY v—
IZ—E L., BEMAEZEBTCEHLARAZT v 7 — ML — b (M ¥ —T7 A X) TIL,
ZON— b X THEREIET CICRIH ATREIC 72 > TV E T,
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mrasnt-pw7 kLzzn i

Bl
J— R B 72005 IPvA T KL A 10.0.54.2/30 % HundredGigE A > % — 7 = A 2 0/0/0/1 [Z4§
ELiﬁAO

Router#configure

Router (config) #interface Hundredgige 0/0/0/1

Router (config-if) #ipv4 address 10.0.54.2/30 route-tag 1899
Router (config) #commit

EfTavIJ4F¥al—ray
Router#show running-config interface Hundredgige 0/0/0/1
interface Hundredgige0/0/0/1

ipv4 address 10.0.54.2/30 route-tag 1899
|

HesR
N—hDNTA=Z R LET,

Router#show route 10.0.54.2
Routing entry for 10.0.54.2/32
Known via "local", distance 0, metric 0 (connected)
Tag 1899
Routing Descriptor Blocks
directly connected, via Hundredgige 0/0/0/1
Route metric is 0
No advertising protos.

BEav >R

* route-tag

IKRENT-IPv6 7 F L RZER

I a—NUZ—E7R P T R ZADOFEIIASHIENT 5 & TRIN, ZOFTFELN 3 LB
HDHZEN, IPV6 DERBITT, EXAI A F—Fy bRHGT A A (HERAE HnR
(PDA) . EEE. @72 Y) . HomeAreaNetwork (HAN) . VA VL A F—& —E R Y
DT TV r—vavilkoT, Z/a—rUI—BRIPT7T FLAOFEENHERKL TWET, IPv6
X, Fv FU—2 T RLZA By FMiA (IPv4TD) 32y FDAED 128 By ML TS
7o, HIER EOFTRTORY NT—27 TS AT a— U —ERIP T KL AE 4310 $
e CEET, IPv67 RLAZ 70— I —EIZTHZ LT, XY NI =7 T ARAL AD T r—
PVIRBEAREN L = RY =2 FO® X2 U T o BNEHEINET, Zhid. 7T RLRDOE
WaME 257 7 ) r—ya v e — B RICRARAERETTT, F7o, FREO RV IPv6 7
RLAZEMICEY, 794 X—F T RLRAOXLEM,LE Ry NU—7 7T RLAEHE (NAT) O
FERMERSNES, Lo T, IPve 2T 5L, Ry NV —2 =y DIChDHEFL—
AL DR UBR A LB L7 WBT LW T Y r—s a7 ha g x—7 e £
7
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IPv6 7 F L A

IPv6 7 RL AL, xexexxxexixx:x DE212avy () TRULNEZ—EHO 16 By M 16
74—V RTERINET, KIZ, IPV6 7 RLADOHIE 2 >R LET,

2001:0DB8:7654:3210:FEDC:BA98:7654:3210
2001:0DB&:0:0:8:800:200C:417A

IPv6 7 KL A |21, @E ., #frd s Pun 167 4 — L R EGENET, IPv6 7 RL 2%
WRT LT HDI, 2200anry () ZHEHLT, IPve 7 NLADYIE, i, HEOH
SOERE L= eD 16T 4 —)L FEJEMfFETEET, (o, #@gli-¥ooletEr —
NRERLET) . £ ERSNTZIPve 7 FLAER (90 2—2) 1T, EfS 7z IPv6
T RLADELREY AN LET,

HtT 516 By MENREr & LTHRESNNTWDAEHAIX, 2 202 v Y% ipvb-address 515D
—HE L THEHTEET, A ¥ T2 A AT LIZEBDIPV6 7 RLAZRETE TN,
RETEDHV v 7a—)L T RLAL 1270 TY,

GE)

\}

IPv6 7 FLZ2TIE, BbELEFTLIPen 16T  — /L REHTEDIZ2o0amy (5)
Z1EZIFEHRTE £,

IPv6 7 KL AD 16 ELFIFRICF E /N CFENXBI SN ET A,

R1IEBESNT-IPET KL AR

IPv6 7 FLR B4 (BEHRRK EfER

7

Z=F%% Ak 2001:0:0:0:0DB8:800:200C:417A | 1080::0DB8:800:200C:417A
< ILFF¥ Ak FF01:0:0:0:0:0:0:101 FFO01::101

N—"T IR 7 0:0:0:0:0:0:0:1 1

T 0:0:0:0:0:0:0:0

J—RiE, EFLEMHSINZIPv6e 7 KL AER (90 =) ITRENTWDBIL—T Ry 7 T
RLUAZEHAL T, IPv6 X7 v hEBFHITEETEET, IPv6 DIL—T Ny 7 T KL AL,
IPvA DNV—T 3y 7 7 KL A (127.00.1) AU XD ITHEBEL £9°,

GE)

IPv6 V—T N7 T RL AL, WA 2 —T oA RZEID B THZ ENTEERH A, IPV6
N—T Ry 7 T RUVAEKRETLT RVAERIISEET FLAL Ty ME, 207 v b
EYERR LT/ — FHICEBEE > TV ALERH Y £9, IPv6 L—X X, IPv6 L—T N7 TR
VAZEEILT RVAEIFSET RLAETHy ek LERA,
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\}

P67 LR 247 2=%+vx+ [

F 1 EMESNTZIPv6 7 L AR (90 X—2) ITRENTWARIBET KL RIZ, IPv6 T
RLUANRWZ L &R LET, 72 2iE, IPv6 Xy hU—7 ETH LIk En/-/—F
1L, IPV6 7 RLAZZETHET, Ny FCRIEET RVAZEFEILT RLAE LTHERHT
%i‘é—o

GE)

IPv6 RIEET FLAIE, A v X —T oA RAZEOYBTHZLENRNTEEEA, RIEEEIPV6 T N
VAZBIPV6 N7y RETZIXIPVO NV —T 4 T <o XA —T3 7T KL AL LTHERHTAZ &ix
TEEH A,

ipv6-prefix/prefix-length JTEX.D IPv6 7 KL A L7 4 w7 AEMFHT L E. 7T KL AZEMAK
DYy NEMOHRE T 0 v 7 ERBETE T3, ipv6-prefix 55T, RFC2373 IZii#is T %
BRIZTH2MERHY, 16 By Mixan o TR -7 16 #ETT FLAZIBELET, 7L
T4y ARIE, T RLVAORKROERE Y OO L fifEN T LT 4y 7R (T RLAD
Xy NU—Z 5y R L TV A ERET D 10 #EEE T, 728 2R,
2001:0DB8:8086:6502::/32 I H®h72 IPv6 7' L7 4 v 77 A TH,

IPv6 7 RLR 24T : 2=F ¥ X k

IPv6L=F ¥ AT RLAF, B~/ —RNEOBE—A ¥ —T 4 ADHHIFTT, =%y
AR T RLVRIZEEENEZAAY Y ME, FOT RUVARRTA v Z—T oA AZEEENF
4, CiscolOSXR Y7 7 =7 Tld. RDOIPv6 2=F 3y A F T RL A XA TFRHR—FEh
TWET,

AERIFRE S o — L T R LA
e A br—H T FLA (IETF CIZFEILEZIREL TWET)
U u—Hh) T KL A

« IPv4 HH#21Pv6 7 KL &

E#AEs T 0—nNJ)L 7 ELR

EHRIRHEZ m— L 7 RLRE, BHFRER 7 n— L 2 =% vy A F L7 0 v 7 AL D
IPv6 7 RL AT, HIARE/ 0 — L =% ¥ 2 F 7 RL2AOEEIC LY . Za— L

N—T 4 T T—=TNNON—T 4 7 T—T ) NV EEHIRTAV—T 7 L

T4 I ADOBEEERERNN RIS £5, BRI r— L T KU AT, Mz Ricm
Mo T, BENZA X —Fy b —ER T a g Z— (ISP) FTEMNINDY 7 THEM
SET,

R RE S a— )L IPv6 7 KL AL, Za— 0V =T 4 T TV T 4T A, TRy b
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D32y MEHET FLADORDDIC, IPv6 TIX 128 B hDsEkET R
VAPREENET,
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IPV6 DR A N—FER T AL, ICMP A v bE—V LR EER ) — R <A TXr AT KL
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B 7:IPV6 A IN—HEFR - A N—RIEERA v & —

= =

ICMPvE Type =135
Src=A
Dist = solicited-node mutticast of B
Data = link-layer address of A

Query = what is your link address?

ICMPvE Type = 136

Src=B

Dst=A

Data = link-layer address of B

-+

- =

A ard B can now exchange E
packets on this link

FAN—EFERA v —VEZEFE LIRS, 5858/ — RiX, ICMP N v b~y X —D X A
T T 4=V R 136 ZETe R A N—T RNRZA XA N Ayb—Uka—R ) 7|2k
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N L TIEFATSNE T A,
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OINDRNCEDT RLANR—ETHDL I EEMRT D720, AT — L AHBRET 2& A
THHEHESNET, 7 RLVARAS U F—T oA RZED B THNDHENT, BEET R ARHA
FTHLNWY 7 —LIPv6 7 RLATEITENET (EET N ARHOEITRE, HrL
W7 RUVRTEERRRREICH Y £9) . BEOICIE, /= NIEZRBEEDOEEFELT KL AL —
W72 7 a—AV T KL A% A v bE—VDOARLITE LR A N—FFERA v -V 5 %EE
LET, ZOT7 RLADBHID ) — R TTTIEHINTWEEE, /— RI—FR) 7
O—HNL T RLAZELRXAN—T RREZAL XA N Ay —U5RUET, Bl — R
FCT FLZAO—EMEZFRIFRFIIHREEL TWDHEEIE, Z20 /) — RHERA N—FFERA v —
PEIRLET, FANRN—REEERA v E—VORELE LTRAN=T FRE AL XAk Ay
T—UNZEENT, AU T RLAOKIEEZRITL TWAMD ) — RB O3 A N—%[F
FRA v E—UbZEINRVGE, BUIORA N—EEERA v E—VEEEFE L/ — R
. —BER Y 7 a— VT RLAZ—BThHERR L, TOT RV REA L H—T A
ZZEN Y B TET,

IPv6 L =F ¥ A k7 RLR (Fa— ILEid) 7 u—)v) 3§~ TU 7 To—Fik
EWRTIHIVNENHD ET, 7L, Vo7 a—bL7 RLAO—EMNHERINDLET, V
Y a—HL 7 KL RZEEMT S0 IPve 7 R LA L CEBET R L A HILFET
SFEHA, CiscolOSXR V7 hU =7 COEMET FUARHO T A 234ETIE, 64 > b
AVHE—T 2 A4 AFBRIFIPOEREIN DT =—F Y AN T RLRAERITTa— L 7 FLX
D—EWEFTF =7 ShEtA,

IPV6 )L—B 7 ENBALA XAk AytE—D

=2 T KNZAL XAk (RA) AvEB—UF, ICMP X7y b Ny X —DH AT 74—
R2ME 134 THY . IPv6 L —F DRTEFLDH{A v B —T = A A~NEHICEESNF T,
W= T KNREA XA Ay E—UFR/) —F<LTFFYx AT RLRIZEEFEINET,

8:IPV6 R A IN—HFEFR -IL—F FENEAL XAV Ayt—T

Router i Router @
advertisement ﬁ advertisement

Router advertisement packet definitions:
|CMPvE Type = 134
Src =router ink-local address
Dst = al-nodes multicast address +
Data = options, prefix, lifetime, autoconfig flag ]

=B T RNREA XX b A yv—UITid, @, ROBFERPZENTOET,

e —HN VT D)= FREDIPV6 T FLAOHBIREIEHATE S 120 kot
Uo7 IPv6 V7 4 T A

s T RREA XA NMIEENDE T VT A v T ADTA T XA LIEHR

o« SERRTIRE MBI ED X AT (AT — ML RFEEFRATF— NI BT 75 70€y K
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P L—5 7 K4 XAk Avt—2 [

T T FAN I N—2IEH (T RRIA XA P ERELTWONL—FET 740 b b—H
ELTHRT ORERHLNE I, BLO, ZOHEIE, V—F BT T+ NV M —H L
L T & 5 Y HLAL O B f])

e RARNBRIET ATy FCHERHTAMLEDOH LAy Y Iy PRMTUZRE, A M
BE 9 2 R

=B T KNG A XX ME, V=B EEERA =V ~DIE L L TR EINET,

ICMP /3% b~ 5 —0 Type 7 4 —/ RO 133 Th DN —FEFERA v — VUL,

VAT DIEENEFICAR A M Lo TREEEIND D, A MIKRDATF Y 2 — N ENTz—4 T
RNFARXA N Ayt —V%aFET S 2 L I CICABRETE T, L —XEEHER
A B—URNEE VAT AEEFICARA MZXoTEEEND (KA MIaz=%v AT FL
ARHEE STV HH, V—FEEFEERA vE—VOREEILT RUAK, BEITIREE
D IPv6 7 R LA (0:0:0:0:0:0:0:0) TJ, KA MIFEFADL=F ¥ AN T RLARH LY
B V= HERERA v =V ERETHA U H—T 2 A ADZ=F Y AT RLAR, Ay
T—UHNOREILT FLAE LTHERENET, V—FEEHERA vy E—TD5ET FLR

X, RAa—TNYV I ThHENL—F YLTFXXY AN T RLUATY, L—FEEFERITSE
LTCN—H 7 RRZA XA EREFENDIGE, W—F T RNRNEZAL XA AvE—UHN
DFEET RUAINV—FEFERA v =V DOEFEILTOL=F v A N T KLATT,

WDN—HZ T RNEAL XA A= RITA—FERETEET,
= H T RNRF AL XA b A y—TOERA R LB

s (BEDY I EOTRTO/—RTHEHIND) 774V =X ELTDL—HDE
AMEERT —% SA4 7524 5]

EFEEDV VI THEREINTWDE Ry NT—F LT 4T A
o FFEDV I T) FAN—EEER A v —UNHEEE ISR O

o )= RIZEL > TRAN—DEFERFETHD FFEDY 7 LOFTXTH/— RTHATE
%) LRZREND E TORR

RESNINTA—=ZFIA L EZ =T =2 AZ@EETT, V=8 T RNEAL XA N AyE—
V(TN MEZET) OREIE A —P xRy FEFDDIA V¥ —T = A X ETITHEIC
A F—=T MRV ET, TOMDA L E—T 2 A A BALTDOEE, V—F T RN XA
M AyE—=VOEEEF, A V¥ T2 A AT 4 F 2l —3 g F— KTnoipvénd
suppress-rano ipv6 nd suppress-ra=~ > NAfEH L CFE) TRET HLERH Y £3, L—F

T RRAAL XA A=V DEEIL AV F—Tx2Af AT 4FXa2lb—gy EF—K
C ipv6 nd suppress-raipv6 nd suppress-ra=~ > R&fifH3+52 Lickb, x> Z—7 =
AATT 4 =T MZTEET,

GE)

25— ML ZHBERENE LSHERET DICIE, V—F T RREZA XA N Av®—UTT R
NWHEARXEINTZT VT 4 I ARNREIZ64E Y NTHEILERDH Y 7,
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IPv6 A~ A /\— 1) 9°zf LYk Ayte—

Y RT—9 2899 IPUELVIPGOEE |

ICMP Xr sy b "o B —DHE AT 7 4—)LROE 137 1%, IPv6 FANX— U XA LT h Ay
vt —UhERLET, V—ZF, FANRN=VHFA LT N A=V REEL T, BhE~D/A
Folv#ER7ry—A Ry J— RKERA M@ LET

B 9:IPv6 A IN—1FF -RAN— YBAL LI F AytE—

Host H

|PvE packet

Device B Device A

Neighbor redirect packet definitions:
ICMPv& Type = 137
Src = link-local address of Device A
Dst = link-local address of Host H
Data = target address (link-local
address of Device B). options
(header of redirected packet)

Naote: If the target is a host, the target
address is equal 1o the destination
address of the redirect packet and
the options include the link-layer
address of the target host (if known).

A
arEa

Subsequent |Pve packets

GE)

VEAVLT N AvE—VHAOX—4 v 7 KRR EE7R5mE5E) Ik oTlEL—20Y
v ua—R) T RUAPMRISGENSND Lo, V=X IS BEL—2 DU v a—hn
T RUAZHTEDAIXLERSDVET, AXT 4T V—T 4 TOHE X7 ARy T
JI—BZDT LRI, V—FDY) rr7ua—hLT7 RLAZER L THRETALERH D =7,
BALFI T N—T 4 T OFEF, TXCTOIPv6 71 a VRlEL—2 D) 7 na—h
VT RUAERZBRTHIVLERH D £,

Ny N DRRIERIT, IROFEDRWT S D56, V—F 1337y ROFERIZI XA LT B
Ay b=V EFETLILERDY 7,
e Xy FOSEHET RL AN ILFF ¥ A~ 7 RL ATV,
e Ty RN —HIZT Ry &8N TR hs T,
e Ry R, DRy FEZELIEA V=T oA AL EEENL Y ELTWVE,
s —HB, RNy MTEV#E LT 7 —A MKy T ) —Rid Ty hORETTERLTY >
7 LiZhH D LRl L7,

Xy ROREEILT RUAR, WLY V7 EOFRANR—D T a— L IPve 7 KL A &
iV ora—hL 7 RLATHD,

. CiscoNCS540 > ')—X JL—% (I0SXR ! 'J)—X63x) IP7 FLRABLUHY—ERDIAV T Fal—>3v HAFK



| #vyk9—=9 2295 IPvaE & IP6 DEE
Address Repository Manager .

RAN=VHAL VLI b AvE—VEFGDT, L—FPIPVOICMP =7 — A vt — V&AM
% L— Mg _XTHIRT 5I21E, ipv6 iemp error-interval 7 2 —/ )L 227 ¢ Fa L—3/ 3 >
avy REMEPLET, 2Tk, Vo7 BOBENREIIERB I ET,

\)

G N—=ZR3FANRN=VEAVLIT P AvE—VEZELTLEONV—T 4 7 T—7 Va2 EHtE
TLARANMIRAN=VEA LT N AvE—VEFRELEEA,

Address Repository Manager

IPv4 33 L. OV IPv6 @ Address Repository Manager (IPARM) [f, A7 ATREINTZZ/ v —N
WIPT RLAO—EMZMEEA L, IPT RVARMHET LT )V r—varyralIh A
vAE—TxA4A (AP]) BEAL T, Fu—LIP T RLAESH (FrFr A A—RK L ¥—
7oA AFREEL) BA—bh FukyY RP) BLXOT A H—F (LC) o7 ukR|C
fELET,

7 FLURBREHER
AL, AT — A RXR—2ABXOH ALY NEREWVD 200N H Y 7,

IPARM T, 7 a— VAT —F_X—2AZRFFLET, AWIIHATDHIP 7 FL AL, B
Gy FEMEIND U A MIRREEINRET, INH0FEE Y NI, Fa— AT —X
R— A ZRER L ET,

IP7 RLADtEY ME, 0Oty NNODLREHLT1ODOF LT 4w 7 AN, RLEY MIE
THMODTRTCOIPT RLREFEETIHEIZ, ey bOo—HThdERZ2EINET,
7 ziE, OA4-OT7 RLR L, B—0O8&Ey hO—#Td,

7 RLA1:10.1.1.1/16
7 RLZ2:10.2.1.1/16
7 FL-23:103.1.1/16
T RLZA4:104.1.1/8

BMETHIPT RLUANREESEE Yy MaBmMEns &, 713 AL L>TEDOE® Y h2&KN)N
RO, Oty NNORLELEOENT RLUABNHGBIENET,

TOBAERY S —T NI Y ANTREROT LTI ZLTHY, DFV ., 2—FiF, A F—
T2 A LEOWTNDOT RUVANA F—TNERIEIT 4 B—T NV THDLIPRDNY £5, A
=T NIpA L H—T 2 A A LDOT RL AL, TOHAEL Yy NORLEBLREOHWT KL AL
LCESINET,

AR =TI XANE, By NWORLEBLREOENIP 7 FLAZHBILET,

CiscoNCS540 ' 1)—X JL—% (I0SXR))Y)—X63x) IP7 FLRABLUHY—EROIAV T4 F¥aL—2av HAF .



Y RT—9 2899 IPUELVIPGOEE |
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i

LPTS D&

Local Packet Transport Services (LPTS) Tix, % =7 KA A /b—% (SDR) %5 CHF T
DTy b 7=l T 57— NV ERR L, ZhICEY ., BRI LSEEICHEFREIC ST v b
BEEISNET,

LPTS TiZ, R—hF 7 —E hL—2BLNT7r— X =T v L) 2DODa v R—F Fff
HALT, ZOXRIHFETLET, A—FT7—E ML —¥BIR 72—~ —+v|L, Internal
Forwarding Information Base (IFIB) &FEIN D, fmB/L—Z HOTr v b 7o —Z5Lik4 %
T NERFFT 57 n e AT, IFIBIE, ZfE LTy &t r— ety i
N—T 4 7 LT T D720 L £ 7,

LPTS %, N—ZHNno 7y NEZET LT XTCOT 7Y r—y gy ENEICA VX —7 =
AALET, LPTS L, WAZ v —REOLERIEELET, 2720, AU —fHiE, S
IR L THAZ A A TEET, WAZ~—NRLPIS7 o —~F—V v AR —F7—E L —
DT ITTAET 4N T =< AT =H ) 7 TEDHLEHIZ, LPTSDshow 2~ KM
AEINTWET,

« LPTS AR U H#— (105 =—7)

e A AFI I LPTS 7 — Z A TDiEH (109 X—)

LPTS /K1) —

Cisco IOS XR T, —k Futv¥ (RP) 48 TOFMHH AT v NI, BER—FT—EHDOA
TRV —ZEHA L TR 7ENET, ZNHORY Y—ix, 7 — 7 v 7BIC LPTS =
VR=F Y Mo THIIC T B I I v EsRET. TROOR Y ik, HEHE T
T4 DTa— B FIZESWTHEASINET, 70— ZA 713, Ty b~y X —%F
RLEZETRESNE T, CNLOBEMANR) =R Y —L— KNI, a7 4 Fal—
Ay I rANLTERESN, 77— Ty B —F FakwyHicrw s3I0 S ENET,
INHEDO—HEDOANKY) p—DT7a— 4 A TSN, R —fzEETEET, &/ —
ROBRY) S —"tLizL— haBETEET,

PR—rEINTWET7a—HA T LZNLDHEERDFIRLET,
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LTS iE |

20—347 | T4 DK H—{E (PPS)

777 Ak 1000

OSPF MC 3500
Default
OSPF UC 3000
Default

ISIS Default 3500

BGP-Default 4000

ICMP-Default 10000

LDP-UDP 2000

RSVP-Default | 14500

UDP-Default 25500

TCP-Default 25500

RAW-Default 500

Third-Party Apps | 10000

R4:U—RE2NTHR—FShTVE 70— 4147

70—447 T4 bDRYH—fE (PPS)
VRRP 1000
GRE 1000
PIM-mcast-known 23000
PIM-mcast-default 23000
PIM-ucast 5000
IGMP 10000
All-routers 1000
SSH_Default 1000
SSH_KNOWN 1000
BGP-default 1500
BGP-known 2500
BGP-CFG-PEER, 2000
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ters vy v— i

Jo—447 T4 DR S —{E (PPS)
LDP-TCP-KNOWN, 2500
LDP-TCP-CFG-PEER 2000
LDP-TCP-Default 1500
DNS 500
SNMP 2000
TELNET Default 1000
TELNET Known 1000
NTP_Default 500
777 A 1000
NTP_Known 500
OSPF-mc-known 2000
OSPF-uc-default 1000
OSPF-uc-known 2000
OSPF-mc-default 2000
ISIS-known 2000
ISIS-default 1500
ICMP-local 2500
ICMP-control 2500
ICMP-default 2500
ICMP-app-default 2500
TCP-default 500
LDP-UDP 2000
RSVP-known 7000
UDP-default 500
RSVP-default 500
Raw-default 500
TPA 10000
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LTS iE |

= EH
WOMEZ T RTO /) — NI 7 m—UZfE LT, OSPF 38 X U'BGP 7 v — ¥ A /IZ LPTS K
Y mRE L ET

* ospf unicast default rate 3000

* bgp default rate 4000

Router#configure

Router (config) #lpts pifib hardware police

Router (config-pifib-policer-global) #flow ospf unicast default rate 3000
Router (config-pifib-policer-global) #flow bgp default rate 4000

Router (config-pifib-policer-global) #commit

EfTarvI4F¥aL—vav
lpts pifib hardware police

flow ospf unicast default rate 3000
flow bgp default rate 4000
I

B
it

Router#show run lpts pifib hardware police
lpts pifib hardware police

flow ospf unicast default rate 3000

flow bgp default rate 4000

= EH
K OfE A AE % 0> /7 — K 0/0/CPUOIZAEH LT, OSPF# L U'BGP 7 1 — % A FIZLPTS AR U ¥ —
ERELET,

* ospf unicast default rate 3000

* flow bgp default rate 4000

Router#configure

Router (config) #lpts pifib hardware police location 0/0/CPUO

Router (config-pifib-policer-per-node) #flow ospf unicast default rate 3000
Router (config-pifib-policer-per-node) #flow bgp default rate 4000

Router (config-pifib-policer-per-node) #fcommit

RfTavI4F¥alL—vay
lpts pifib hardware police location 0/0/CPUO

flow ospf unicast default rate 3000
flow bgp default rate 4000

=3
it

show Ipts pifib hardware police location 0/0/CPU0 =~ > KX, $5%E / — F® Pre-Internal Forwarding
Information Base (IFIB) fH#z &R <L £7,

Routerfshow lpts pifib hardware police location 0/0/CPUO

Node 0/0/CPUO:
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BALFIyHIPTS 70— 24 TOES

FlowType Policer Type Cur. Rate Burst npu
OSPF-uc-default 32106 np 3000 1000 0
BGP-default 32118 np 4000 1250 0

EEav> R

* Ipts pifib hardware police
* flow ospf
* flow bgp

* show Ipts pifib hardware police

FAFTIYIIPIS 70— 244 TDESE

HAFTI v I LPTS 7 — Z A Tz T 5L, LPTS 7 e — ¥ A4 TERETEHE LD
\Z. TCAM NDF 70— 2 A4 TORKLPTS = N a2 EFRTEET, ¥4+ v 7 LPTS
Ta— ZATOREILTA L I— R LIATI D, BEOT A I— NiZbico TEED
Ta Ty ANERETETET,

N—EZNEETLHE, TV RNDLPTS 72— 2 A TRTCAM TR 75 I I ENFET,
Tua— A TENETNIC, K7 a— 2 MU BERFERIICER SN TWET, BT, FITHF
WCFy N =7 B SNTT7 e — 2 A4 TERIRL, kkK7n— x> MELHRET LA
TarnbhET, kK7e— = MIEEaE, Tr— XA TRREINTN RN L
ZRLET,

REFRER T H— A T LRERRR 70— A TDY XA FE2RORITRLES, £/, &
ERRER 70— XA T LRERGRER T — XA T DY R NEFRRTHIZIL, show Ipts pifib
dynamic-flows statistics location =~ > K CTX £,

REBREARLIO— A TETIHILEDRRIA—I U MHK

Jo—%47 TIALEDERIO—I VUK
BGP-known 900
BGP-cfg-peer 900
LDP-TCP-known 300
LDP-TCP-cfg-peer 300
SSH-known 150
Telnet Known 150
NTP known 150
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LTS iE |

70—447 TIHLEDRRIO—IU YK
LDP-UDP 300
OSPF-uc-known 300
OSPF-mc-known 600
RSVP known 300
ISIS known 300
TPA 5
PIM-mcast-known 300
IGMP 1200
SNMP 300
VRRP 150
DNS 40
All-routers 300

ROJRETRELZIO— A TETIHNFOERIY MUK

J0—447 TIALEDERTIO—I VUK
7T A 2
OSPF-mc-default 4
OSPF-uc-default 2
ISIS-default 1
BGP-default 4
PIM-mcast-default 40
PIM-ucast 40
ICMP-local 4
ICMP-control 5
ICMP-default 9
ICMP-app-default 2
LDP-TCP-default 40
RSVP-default 4
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70—447 TIHILEDRRIO—TU YK
SSH-default 40
TELNET-default 4
UDP-default 2
TCP-default 2
Raw-default 2
GRE 4
NTP-default 4

GE)

TRTOTa— 2 A4 FITHRESNDIEKRNLPTS = Y OMEIZ, 542 I—FH7-Y 8,000
M) EBIZRNEDE LET,

Bl

W OFITIL, TCAM & BGP-known & ISIS-known @ LPTS 71— ¥ A 7 2R EL., /—K 1
r—32 2 0/1/CPUOICER K7 — = kU 1800 & 500 # EF LET, B LWEKMENRT 7+
N MEZBEZ TS D, tho7a— A4 72 mHIC LT TCAM WIZAR—ZAZ{ERK L, 7
A H—FRHIEVDOTRTOTr—F A TORERKT M UBRKEZ,000 Y # B2
INCTDHMERDHY 7, ZD72d, IROFITIE RSVP-known 7 12— ¥ A 7 RE 1 |[TFEE
nTnET,

Router#configure

Router (config) #lpts pifib hardware dynamic-flows location 0/1/CPUO
Router (config-pifib-flows-per-node) #flow bgp-known max 1800

Router (config-pifib-flows-per-node) #flow ISIS-known max 500

Router (config-pifib-flows-per-node) #flow RSVP-known max 0

Router (config-pifib-flows-per-node) #commit

EfTarvIJ4F¥alL—av
Router#show run lpts pifib hardware dynamic-flows location 0/1/CPUO
flow bgp known max 1800

flow isis-known 500
flow RSVP-known O

HEER

WD show 2~ K, A4 F I v 7Ju—0HiEREEFRLET, 7u— XA 7D
BGP-known & ISIS-known W72 IZRE L7z K 7o — 2 M UfECTCAMIZERTE I N TV 5
T HERTEET, F/2. RSVP-known 7 0 — X A T NEEHI /o TWVWDH I EHIERTE E
KR

Router#show lpts pifib dynamic-flows statistics location 0/1/CPUOQ

Dynamic-flows Statistics:
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, * - Configured)

(C - Configurable, T - TRUE, F - FALSE
Def Max - Default Max Limit
Conf Max - Configured Max Limit
HWCnt - Hardware Entries Count
ActLimit - Actual Max Limit
SWCnt - Software Entries Count
P, (+) - Pending Software Entries
FLOW-TYPE C Def Max Conf Max
Fragment F 2 -=
OSPF-mc-known T 600 -=
OSPF-mc-default F 4 -—
OSPF-uc-known T 300 -=
OSPF-uc-default F 2 -—
ISIS-known T 300 500
ISIS-default F 1 -=
BGP-known T 900 1800
BGP-cfg-peer T 900 --
BGP-default F 4 --
PIM-mcast-default F 40 -=
PIM-mcast-known T 300 -
PIM-ucast F 40 -=
IGMP T 1200 -
ICMP-local F 4 -=
ICMP-control F 5 -
ICMP-default F 9 -=
ICMP-app-default F 2 --
LDP-TCP-known T 300 -
LDP-TCP-cfg-peer T 300 --
LDP-TCP-default F 40 -=
LDP-UDP T 300 —-=
All-routers T 300 -
RSVP-default F 4 -=
RSVP-known T 300 0
SNMP T 300 -=
SSH-known T 150 -
SSH-default F 40 -
TELNET-known T 150 -
TELNET-default F 4 -=
UDP-default F 2 -
TCP-default F 2 -
Raw-default F 2 -
GRE F 4 -
VRRP T 150 -=
DNS T 40 -
NTP-default F 4 -
NTP-known T 150 -
TPA T 5 -

Local Limit

HWCnt/SWCnt

EFC®D show

HWCnt/ActLimit

500/300
1/1
1800/900
0/900
4/4
0/40
0/300
2/40
0/1200
4/4
5/5
9/9
2/2
0/300
0/300
0/40
0/300
0/300
1/4
0/300
0/300
0/150
0/40
0/150
0/4
2/2
2/2
2/2
0/4
150/150
0/40
0/4
0/150
0/5

SWCnt P

O O OO OO MNNMNNOODOOOOHFHF OOOOONWVWOUPRONOOPROORF ONEREBNDN

LTS iE |

7960/8000 /*The sum of maximum flow entries configured for all flow types

per line card is less than 8000%*/

a<y NHEATIE, BHROFIOP TED7a— XA TOREFPY 7 NI =T 7
n— =T M) ERELET,
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B4 FIvYIPTS 70— 414 TOER

X EFREZ LPTS /K1) H—

WOFIZ, VI —R622 THR—FENTWELE 70— ZATEF T 5L ORI P —fED Y
A MERLET,

R7:VY—RE22THR—FEATWVWEIA— A TETTHILFOR) Y —1E

Ja— 447 T4 bDRYH—1fE (PPS)
VRRP 1000
GRE 1000
PIM-mcast-known 23000
PIM-mcast-default 23000
PIM-ucast 5000
IGMP 10000
All-routers 1000
SSH_Default 1000
SSH_KNOWN 1000
BGP-default 1500
BGP-known 2500
BGP-CFG-PEER, 2000
LDP-TCP-KNOWN, 2500
LDP-TCP-CFG-PEER 2000
LDP-TCP-Default 1500
DNS 500
SNMP 2000
TELNET Default 1000
TELNET Known 1000
NTP_Default 500
7T A 1000
NTP_Known 500
OSPF-mc-known 2000
OSPF-uc-default 1000
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Jo—447 T4 DR S —{E (PPS)
OSPF-uc-known 2000
OSPF-mc-default 2000
ISIS-known 2000
ISIS-default 1500
ICMP-local 2500
ICMP-control 2500
ICMP-default 2500
ICMP-app-default 2500
TCP-default 500
LDP-UDP 2000
RSVP-known 7000
UDP-default 500
RSVP-default 500
Raw-default 500
TPA 10000
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VRRP M i%FE

RAENV—2 TR~ e h 2L (VRRP) HEEZHHT L E. 77 —A Ry 7 IPL—F TOiEil
727 = — VA — R—=NA[REIC 0 . V=X TA—TNE—DOEL— 2 2R TE 5 X 51T
720 ¥4, VRRP & BEHETAMAOFEMIHOWTIL, REBRL T EEV, VRRP OEE (
123 _X—)

VRRP % E D Fl#IFEIH
« VRRP %4 L 7= Bidirectional Forwarding Detection (BFD) (I# 74— F &N TV EHA,
«ICMP U # A L7 NIV AR— I TWEEA,
*BVIA V¥ —7 = A A% L7 VRRP [TV HA— FENTWEHA,

cVRRP DB A X~ A X (115 2—3)

« VRRP DA % —7 L4k (117 =)

o 70— )R IPV6 7 R L ADRE (118 =—7)

e T ITATIBINEIZ Y DR IPVE 7 KL ZADFRE (118 X—)

ARY 7 a— AV IPV6 T KL ADERTE (119 _X—)
cHREEEaX 70T =Tk (120 X—)

*VRRP D~ VF I NV—TF F 7T 4 ~A¥—1 3 MGO) OAZME (121 =*—)
« VRRP 1 X MZE$ % SNMP H— RBHORE (122 2—)

« VRRP O Z (123 ~—2)

VRRP DA RXRA T A4 X

REH

VRRP DEHED I A X <A XiTA T a2 TT, VRRPIN—T %A F—TWZT 5 LTI,
ZDTN—FIXENEEBIIET 5 Z SICHERE L TLEEV, VRRP 20 AX <A XF 5,

VRRP V')V —T %A X —T W LT BE., BRED I A X~ A XN T L) Blo, L—F RN
EDTN—T DA ET A I A==, vAZ—REN—Z R D AREERH Y T, T D
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728, VRRP 2 A X <A AT HGHEITIE, W AKX~ A X%&{ToTHH VRRP & A X —7/LZ
THZEEHRLET,

Router#configure
Router (config) #router vrrp
router (config-vrrp) #interface TenGigE 0/0/0/2

router (config-vrrp) #delay minimum 2 reload 10
/* (Optional) Delays the startup of the state machine when an interface comes up. */

router (config-vrrp-if) #address-family ipvé
router (config-vrrp-address-family) #vrrp 3
/* The version keyword is available only if IPv4 address-family is selected. */

router (config-vrrp-virtual-router) #text-authentication textl
/* (Optional) Configures the simple text authentication used for VRRP packets received
from other routers running VRRP. */

router (config-vrrp-virtual-router) #accept-mode disable
/* Disables the installation of routes for the VRRP virtual addresses. */

router (config-vrrp-virtual-router) #priority 254
/* (Optional) Sets the priority of the virtual router. */

router (config-vrrp-virtual-router) #preempt delay 15
/* (Optional) Controls which router becomes the master router. */

router (config-vrrp-virtual-router) #timer 4
/* (Optional) Configures the interval between successive advertisements by the master
router in a VRRP virtual router. */

router (config-vrrp-virtual-router) #track interface TenGigE 0/0/0/2 30
/* (Optional) Configures the VRRP to track an interface. */

router (config-vrrp-virtual-router) #commit

EfTavIJqaF¥alr—vavy
Router#show running-config router vrrp
router vrrp

interface TenGigE 0/0/0/2
delay minimum 2 reload 10
address-family ipv6

vrrp 3

text-authentication
accept-mode disable
priority 254

preempt delay 15

timer 4

track interface TenGigE 0/0/0/2 30
|

REFE
Aty
Router#show vrrp detail

TenGigE0/0/0/2 - IPv4 vrID 3
State is Master, IP address owner
1 state changes, last state change 00:01:00
State change history:
May 19 12:28:59.825 UTC 1Init -> Master Virtual IP configured
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Last resign sent: Never
Last resign received: Never
Virtual IP address is 10.0.0.1
Virtual MAC address is 0000.5E00.0103, state is active
Master router is local
Version is 2
Advertise time 4 secs
Master Down Timer 12.015 (3 x 4 + (1 x 4/256)
Minimum delay 2 sec, reload delay 10 sec
Current priority 255
Configured priority 254, may preempt
minimum delay 15 secs
Authentication enabled, string "textl"”
Tracked items: 1/1 up: 30 decrement
Object name State Decrement
TenGigE0/0/0/2 Up 30

VRRP O 1 — T )Lt

X B

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2

router (config-vrrp-if) #address-family ipv4

router (config-vrrp-address-family) #vrrp 3 version 3

/* The version keyword is available only if IPv4 address-family is selected. */

router (config-vrrp-virtual-router) #address 10.20.30.1
/* Enables VRRP on an interface and specifies the IP address of the virtual router. */

router (config-vrrp-virtual-router) #commit

ETaAvI4Fal—3av
Router#show running-config router vrrp
router vrrp

interface TenGigE 0/0/0/2
address-family ipv4

vrrp 3 version 3

address 10.20.30.1
|

e
aits

Router#show vrrp detail

TenGigE0/0/0/2 - IPv4 vrID 3
State is Master, IP address owner
1 state changes, last state change 00:01:00
State change history:
May 19 12:28:59.825 UTC Init -> Master Virtual IP configured
Last resign sent: Never
Last resign received: Never
Virtual IP address is 10.20.30.1
Virtual MAC address is 0000.5E00.0103, state is active
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Master router is local
Version is 2
Advertise time 4 secs
Master Down Timer 12.015 (3 x 4 + (1 x 4/256)
Current priority 255

VRRP #fiEti&EEH®RD o ) 7
BEDFBNL—2DEY 7 " y=2T A2 EEELET,

Routertf#clear vrrp statistics
/* If no interface is specified, statistics of all virtual routers are removed. */

AaO—/NJLIRZEIP6 7 KL ADETE

SR E
AN —2 DT a— SRR IPv6 7 KL AZRE L FT,

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2

router (config-vrrp-if) #address-family ipvé

router (config-vrrp-address-family) #vrrp 3

/* The version keyword is available only if IPv4 address-family is selected. */

router (config-vrrp-if-virtual-router) #address global 2001:db8::/32
router (config-vrrp-virtual-router) #commit

RfTarvIq4FalL—vay
Router#show running-config router vrrp
router vrrp

interface TenGigE 0/0/0/2
address-family ipv6

vrrp 3

address global 2001:db8::/32

|

T75A4)EELVEHZ)DREIPVET FLADERTE

= EH

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2

router (config-vrrp-if) #address-family ipv4

router (config-vrrp-address-family) #vrrp 3 version 3

/* The version keyword is available only if IPv4 address-family is selected. */

router (config-vrrp-if-virtual-router) #address 10.20.30.1
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/* Configures primary virtual IPv4 address for a virtual router. */

router (config-vrrp-if-virtual-router) #address 10.20.30.2 secondary
/* Configures secondary virtual IPv4 address for a virtual router. */

router (config-vrrp-virtual-router) #commit

RTarvIJ4F¥al—ay
Router#show running-config router vrrp
router vrrp

interface TenGigE 0/0/0/2
address-family ipv4

vrrp 3 version 3

address 10.20.30.1

address 10.20.30.2 secondary
|

REFE
ks
Router#show vrrp detail

TenGigE0/0/0/2 - IPv4 vrID 3
State is Master, IP address owner
1 state changes, last state change 00:01:00
State change history:
May 19 12:28:59.825 UTC 1Init -> Master Virtual IP configured
Last resign sent: Never
Last resign received: Never
Virtual IP address is 10.20.30.1
Virtual MAC address is 0000.5E00.0103, state is active
Master router is local
Virtual secondary IP address is 10.20.30.2
Version is 2
Advertise time 4 secs
Master Down Timer 12.015 (3 x 4 + (1 x 4/256)
Current priority 255

O—AJLIPv6 7 FLADERE

RAENL—Z DABY v 7 a—HLIPv6 7T L AEZRET A, E-13KAAY > 7 a—F L IPv6
T RUAREDI2->TEBY, HEL—XDOEHEMAC T RLANLBEFIMIZEEINS Z &
FIRELET,

IPv6 7 R L RZE[]iL, IPV4IZIE R TR DHMIEIC > TWET, Vo7 e—hL 7 FLRIE,
H—H N Fy NT—0 DA L E—T = A AEHHT HEOICHEALETS, Zho0T L
A, A E—T A RADY v 7a—Ji) (N—FRy=7) TRLVRA (f—F Ry b A Z—
TxAADMACT FLA) AL T, EEOHTIETREELITRESNET, Vo rn—
TV T KRR, BEORXERDL, o—L Xy NV —7 TORFEHHTT (BEF Y 7%k
LDON—T 4 U ITIXEITTEEEA) &
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Ja—N)L 2=F ¥ A MIPv6 7 RLU AL, IPv6 7 RLRZEfT, Vo 7a—h/L 7 KL AM»M
SEELT-Y TRy bESELET, IO, BES Yy TR EHEIV—T o TE, E
HHFoNnT Vv 740w 7 AR (0~128Ey M) #EELET,

& VRRP AR/ —Z 12i%, BEfHT e BB Y 7 a— 7 RLARH Y £¥, Ziux
AR —FZ DR MAC 7 R AL BEIICREB LR ESNET, KEMACT RL2R
X, =WV Ry NU—F C—EBETHIVNENDY 9, KB Y 7 a—hL 7 FLAIX
Aa—=FNa—=HVOT RUATIIEET RLUARHBARETH L7720, TONIEIP (wm
RN T v 7 THDH I ENFICEERESNDRNERE, IPVAIRAEL—X DT T A~ U KIE IPv4
7 RLARIZETHET,

R E B

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2
router (config-vrrp-if) #address-family ipvé

/* Use one of the following address linklocal commands: */
router (config-vrrp-address-family) #vrrp 1 address linklocal FE80::260:3EFF:FE11:6770
/* Configures the virtual link-local IPv6 address for the virtual router. */

router (config-vrrp-address-family) #vrrp 1 address linklocal autoconfigure

/* Specifies that the virtual link-local IPv6 address should be enabled and calculated
automatically

from the virtual router virtual MAC address. */

router (config-vrrp-virtual-router) #commit

RTarIJq4F¥alL—vay
Router#show running-config router vrrp
router vrrp

interface TenGigE 0/0/0/2

address-family ipv6

vrrp 1 address linklocal FE80::260:3EFF:FE11:6770
I

EXBEOXTDT412—TILE

R E B
syslog #J7 LC VRRP RIEEAET A R M2 X V355 R %7 4 B—7 M LET,
Router#configure

Router (config) #router vrrp
router (config-vrrp) #message state disable
router (config-vrrp) fcommit
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VRRPO T IILF T IL—TH TF44E— 3> (MGO)

DEMIE

REH

Virtual Router Redundancy Protocol (VRRP) O~ /LVF FN—T 37T 4~A¥—T a3 iF, %
KOYPTALE =T 2 A ANOIERLSNVDBEARECHIE 7 7 4 v 7 ZHIET 57200 Y
Ya—varTF, VRRPHIEINZ 7 4 v 7 DFETE 1 DDy v a VZHIBRT 2 Z LIC X
0. TLEMERNBE OV TA o F—T oA A LUTHIBE T 7 40 v 7 3B LET, ftho
TRTOEYyva I T 74~ BEya b ORAL—TIZk), 74~ Byiarv
MOIRREAARA L ET,

VRRP v 3>

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2

router (config-vrrp-if) #address-family ipv4

router (config-vrrp-address-family) #vrrp 1

/* Enables VRRP group configuration mode on a specific interface. */

router (config-vrrp-vritual-router) #name sl
/* Specifies the VRRP session name. */

router (config-vrrp-gp) #fcommit
Slave Follow

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2
router (config-vrrp-if) #address-family ipv4

router (config-vrrp-address-family) #vrrp 2 slave
/* Enables VRRP slave configuration mode on a specific interface. */

router (config-vrrp-slave) #follow ml
/* Configures a slave follow. Instructs the slave group to inherit its state from the
specified group, ml (MGO session name). */

router (config-vrrp-slave) #address 10.2.3.2
/* Specifies the primary virtual IPv4 address for slave group. */

router (config-vrrp-slave) #address 10.2.3.3 secondary
/* Specifies the secondary virtual IPv4 address for slave group. */

router (config-vrrp-gp) #commit
AL=T IL—TD747VELVEA T DREIPVET LR

Router#configure

Router (config) #router vrrp

router (config-vrrp) #interface TenGigE 0/0/0/2
router (config-vrrp-if) #address-family ipv4

router (config-vrrp-address-family) #vrrp 2 slave
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/* Enables VRRP slave configuration mode on a specific interface. */

router (config-vrrp-slave) #address 10.2.3.2
/* Specifies the primary virtual IPv4 address for slave group. */

router (config-vrrp-slave) #address 10.2.3.3 secondary
/* Specifies the secondary virtual IPv4 address for slave group. */

router (config-vrrp-slave) #commit

RTarIJq4F¥alL—vay
Router#show running-config router vrrp 1
router vrrp

interface TenGigE 0/0/0/2

address-family ipv4

vrrp 1

name sl
|

/* Slave group */

Router#show running-config router vrrp 2
router vrrp

interface TenGigE 0/0/0/2

address-family ipv4

vrrp 2 slave

follow ml

address 10.2.3.2

address 10.2.3.3 secondary
|

VRRP £ AN ~ZE§9 % SNMP H—/\BHDEETE

MIB O VRRP H7R— +

VRRP Zffi 45 &, BEENBAELIZLEE, L—FN1IOLUEDIPT RLAZJEHES Z &N
TEFET, ez, BEORALIINV—ENT 7FNV NP — oA Tholzl2HIZ, KA
LD IP 8T 7 4 v I BEON—ZIZEZELIZSA, TO T 7 4 v 7 136 Z 5] ks
72 VRRP L — X |2 L > T E SVET, VRRP 2T 255, ¥4I v 7 L—
TATRON—F T 4 AN T NaVOREERET L RRANTTIRLETH Y FHA,
AN —HZIZE DY THIP T RLUAZHIEIT 5 VRRP L— & [T~ A X — LTI, #E S
7oy hEZERGDOIP T RLAICERELET, ZOBBRTavRIZED, v A X =2 FEH
RANZ R S 2B B DEEBLOX AT I v To—NF—_"— (RZ L 31) Bt nF
T, ZHUCEY, LAN EORAEAL—HX TP T KL AZET 7 4V NOKRPIOFR v T —42 L LT
TV RARANPERTHEIICTEET,

VRRP #3252 &L THLNADH A Y v M, AT v 7 L—F 17X Router Discovery

Protocol & =2 RARA N T EIZRET HMERL T 74/ b ANZAOA NN L+ 52 & T
7, Simple Network Management Protocol (SNMP) K7 v 7%, fRfE/L—% (A& /31) M

< A A —RBEICAT LT, ETE AT UL — A B~ AF — (T o T2 A0, IREEE T
BT S EmRA R L £7,
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VRRP (2% LC SNMP r— 3@%0 (FT7 v ) Z#HMCLET,

Router#configure
Router (config) #snmp-server traps vrrp events
router (config) #commit

SNMP H— i@ Ol &2 #2779 2 121%, show snmp traps details =~ > N2 L £7,

VRRP M HEE

RN —2 TR~ e hasL (VRRP) #eELHEHIT L, 77 —A PRy T IPAL—X TOFEIR
HI72 7 = — LA — N—RNA[RRIZR Y | V—& TN — T RE—DREL—Z 2R TE 5 L5
0 F9,

VRRP DO #i £

LAN 7 747> M, BI7 e A E3FF0RELMH LT, FFED Y T— FMElt~Dix
WIDR Yy TR DN—FERELET, KRIZ, FATFTIvI N—F T4 AANIDI FTAT
v MlERLE T,

« 7HXTARP: 7 T7A TV MIT RVAfRPF-7'm k2L (ARP) ZfEH L CRIET &5
2B LET, L—FITMEDMAC 7 FL 2 TARP ERIIGE L ET,

N—=T T TR RAN I TAT O NIEA T IV I N=T 4T TR harDT
TT—bx Ob=T 4 7fFERTm b= RIP) 2E06) ZIEL, MADL—T 1~
7T NERRLET,

« IRDP (ICMP Router Discovery Protocol) 7 7 A4 7>k : 77 AT > MIA & —F > Ml
WA yE—Y Fabhan ICMP) V—4% T4 ANY 77347 FEFTLET,

AAF I T T 42BN Fa halid, LANZ 747 MZBWT, REB I OULED
=R~y RRRAET DL EVIEFTINH Y £3, o, V—2PHEREAEIE L2 & Xz, Bl
D= ~DEN ) B Z B 7R B A[REMENR H D 5,

HAF I TAADNY TabalofRpoiz, 7747 N ETT 74/ N b—FEX
AT 4o TICRETHIELTEET, ZOT 7 —F Tl 77472 FORE & HRIIA
s E I8, H-mEANELET, T 7408 F— b U= A TREENEELZEGA.
LANZ 747> hOi#EEIZe—ANVIP Ry NU—7 BT A MZRESL, Xy NT—27 D
tOF N HEVEES I ET,

AN —2 TR 1 2L (VRRP) #EREIC KD . Z OB EDRMEZ R TE 7, VRRP
X, 77— MRy FIPAL—ZDFBEAIR T = —/VF—_"—ZA[RRICT 5 L ) IcRE En-
IPLV—TF 4 7E7a ha)vTd, VRRP ZiH3T5L, »—FD 7 —7% 1 >4
N—BIZTHZENTEET, LY, FHELV—42%2T 74V —FUxA & LTHEH
THEIIC, LANZ ATV MERETEET, V—F DI N—T%RKITEHELV—FIX, VRRP
TN—T EHMEENET,
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(VRRP #FE{T4 5/ —H%) T, REL—=FZDIPT FLAX, V—HADA L H—T A
AWCRESNEZT FL2 (10.0.0.1) 2FRLC T,

10: EARH75 VRRP + RO S

Router A Router B Router C

| Virtual router Virtual router Virtual router

master backup backup . Virtual

: ' router group

. IP address = 10.0.0.4
; 10.0.0.1 10.0.0.2 10.0.0.3 E

AN —Z TN —2 ADWFIA L B —T =24 ADIPT RLAZHHT A0, L—% Alx~
AR —HF Do —)L A [PT RUVAFTAEE & BEENES, V—Z AL, v~ AZ—
AL —H & LT, RBL—ZDIP T RLAZEHL, ZOIPT7 RLARIZEE SN
NORRIEEATWET, 774 T M1~32E, T 74V = T4 DIPT KL A10.0.0.1
MEREINTWET,

N—Z BEBIOCIE, Ny 77 v 7 EL—42 L L THEELET, v~ A X — L —XIZfkE
ENRRETDHE, BWVWTTALV T 4 BEREINTNDIL—F N AX—FENL—HF 2720 |
LAN R A MZXF L THIEi R < —exn gt snE 3, v—% A, BETLE, U~ A
S — RN —H 27 ) £,
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1ODN—HF A H—T =2 A ALRIEERORBL—ZRBRESNTND R YT, £OA
VE—T 2 A AT 1 OUEDEBL—F DAL — B HOLUEOEBAL—F DRy
Ty LTEMET DI ENTEET,

VRRP L—4& TS5A4F 1) T«

VRRP ILEMAF —ADOEEL—EIZ, VRRPV—F ZSA4F VT4 BNHVEST, 77344V
42D, FVRRPLV—F BRIz FTo—L b, v AX— L — X PHEREZ B IE LT & &XI(Z
EDOLIBRZ ENEZADDIRESNET,

VRRP L — X DMEAENL—HDIP T RVALMEA L X —T =2 A ADIPT RLAD A —F—T
HDOGEITIE, ZDON—F R AF— L —Z L L THEREL £,

IP7 RLVADA—F—TH 5D VRRP L—F BIFEL2WEGEAEIE, VRRPV—X DT T A4V

TABLOTV 2Ty g VREOHMAEDEIZL Y, VRRPL—F RN~ A X —L L CHERE

L0 FEFAN Ty TN —F L UTHEET A0 R EY 3, T 74V R TIEL &S
DT FGAFT VT 4 ZFFOVRRPLV—F R~ AX—L LTHREL., TOMDOT TR T T >
f&LT%ALiﬁof?4ﬁ9?4mib\vx&~ﬁﬁ»~&ﬁ%%%@¢bk%ﬁﬂv
AR — B — Z e BB bR E W £9, vrrppriority 2~ > K& LT 1~ 254 Off
EHREL, ENXNvIT v TN —F DT T4 F VT 4 ZRETEET,

72& 21X, LAN AR B YO~ AX —{{EL—Z ThDH/L—H A BEEEZIEIE L5568, BIR
TuvANFETENT, Nu 77 v P REL—% B E£721LCHG &SN E I R RESH
T, V—HFBEL—XCRENENTTAA VT 4101 & 100 ITHESNTWDEHE, 7
TAFVT 4 OFEIV—F BN AT N —Z 20 £9, v—% B L—% CAWlK
&%7?4%9?4um_§EéMTwé%é IP7 RUABREY @Sy 77y P —
ARBNREN T AL —RENL—FIZ 0 7,

TI74NVRTE, TV T T4 T AF—LABRFI 2> TEY, EHARRICR>T/mW T 7
AFVT 4 DRy 7Ty TREEN—FDB, BUEO~ AZ — (UL —Z o5 EMEET, 2D
TV TT 4T A% — LB NI T HITIL, vrrp preempt disable =~ RZEH L £, 7
Vo7 oa URNENI RS> TWDEE, TOTIT7AFT VT 4 B EY @~ A Y —DREFERIC
YA =TI D L ONEBIREI NI Ny 7 T PR — 21T, JeD~ A X — AL — 2 )3 [E1E
LTHWMERAMEIZR>TH, vAXZ—DFEF LRV ET,

VRRP D7 /X2 4 XA

<~ A — BN —F %, [ L7 —FHNOMD VRRP /L—HFIZVRRP 7 RAXZ A A A k&%
%LiﬁoTFN54f%yb?m\vz&—ﬁﬁw—&®774ﬁ)74&% Ex{Rx &
9, VRRPT RNZ A XA NMIIP /X7 M 7T 'MEEIL, VRRP Z/L—7 128D 4 TH
NTEIPNAN—Va 4wV TF XY ARNT RLRICEEEINET, 7T RRNEXA XAV NI, 774
R TIRIZTERMESNE T2, ZOMREIZEREFEE T,
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5EDICVRRPAHRETE 5720, FIHARERAL— X TLOVHEIC ST 7 1 v 7 OAS
SETEET,

OB —H . T Ty N T A — ABEBEOMACT RLAZHAR— T 5845, VRRP
I, V—H DA v H—T A A LETEHRKI100 DEIEL—% (VRRP 7 V—7) ZHPHR—|k
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« T RNREA XA F 7 bz VRRP TiEk, VRRP 7 RAXF A XA Mz, HAOA »
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NSRE&5X. TCP¥::X. UDPEREMDEREIZEY
CRAR

NSR #iz1%, TCP #5156, UDP #5i%, B LUV RAW #Rik %
SHERHY FT,

« NSR OHEZE (127 ~<—2)

« TCP O#FZE (128 <X—)

« UDP OMEE (128 X—)

eNSRDOUBINRY T3 LTOT 2—VE—"—DFKE (128 X—)

ET DI, ROBLEEZ PR L Tk

R

NSR Dt &

JUA RNy T —T 47 (NSR) 1E, IRDA X2 k% x5 L LT Open Shortest Path First
(OSPF) . Border Gateway Protocol (BGP) . 35 J U'Label Distribution Protocol (LDP; Z ~/Lfd
fi7m ban) of7n baicgtEn TnEY,

e )l—k Zutvy¥ RP) 7x—/bA— —
« OSPF, LDP, 721X TCP TOFrt 2D

eRv AU w7 (OIR)

RP 7 = — A —"—33% 4 LA, NSRIZ, TCPE L7 7Y /r— 2 (OSPF, BGP,
F 72X LDP) Ol CEBTEET,

NSRIZ, W—T 47 7Ta bharong 747074 (HA) 2EBTH7-0DHIET
T, RP 7 =— /A —1"—D%, TCPEHRBIUON—T 17 Fubartzyraii, 7
WM END L, TIT 4T RPINHAZ LN, RPICBATENE T, BIE, AZ AN
ARPVBT VT 4727 BE, ByvarPBETL, AX LU NA RP ETEITEIN TS T 1
fanizkoTeyra i rsnEgd, F/L—A7L A% — K (GR) JEiEZ NSR D
ROVIHEHL T, RP7 =— VA —N—FFD + T 7 ¢ v 7K ZRHBETE 32, GRIZIZW
KOMDEFINRH Y £7°,
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nsr process-failures switchover =~ > RZH L C, 7277 ¢+ 7 TCP £72137 27 7 4+ 7 LDP ®
FEEIRFIZRP 7 = — LA — =R Y BN T varv LTSNS KT LET, R
Y3 TCP £72IXLDP BB TH L, AF AL A AZUAREBL, By a VK
FHIE &A1 % £ CNSRIEREIZ R DN E T, By a3 v LEYA, 777 47 OSPF
DT v ABEOZEIE, BEFHARY —MEA SN ET, FMIZ OV TIE, CiscoNCS 540
v J—X JLb—% @ [Routing Configuration Guide] @ [Tmplementing OSPF] ZZ ML T 72 &
AN

TCP D £

TCPIX, 220D AL B a—H VAT LAINT — X kT 570 T 5, 77— 8 L UOHER
INEDOEXNEESNTaxrva M7 harcd, £/, TCPTiE, 7—#%ELEH
EIELDIZ, arta—2MERTL2FIRbEEESNTWET, TCP Tlik, 77V r—
vary Iual I ABOERNT 7 4 v 7 OFTRTCOWLHEEZUET 5728, TCP ZEH3
HE 1 DODVAT A EOEBOT TV r—3 g URFEIRICEE TE £,

UDP D £

a—Y F—H 75 h 7 ba) (UDP) IX. IP77 VBT SAaxrxsvyar LA LT
AR—hFbA¥ 7 ha2)LTY, UDPIEL, Ry hT—2 77 A0 A7 A (NFS) | fii%
S b= T e haj)l (SNMP) | RAA Y x—AL A7 L (DNS) . TFTP 2 X D—
W27 7Y =g @7 a baldiHo, T UAR— R a3 ed,

TCP BLOYUDP LS DFTXTHOIP 7u b=, RAW a2 haL EZ2 5nTWET,

FEAEDY A FTIX, TCP, UDP, BLXURAW F TV AR— DT 7 /L NRELZLET
LHBEITH Y £/ AL

N ~ -~ N
NSRDYY AN 7o 320ELTOITz—ILA—IN\—D
S
ax e
T 7T 4 7R TCP, 72137275 4772 TCP DNSR 7 74 T o b T E7-13HEE T2
L. TCPEy v aIF v LET, NSROIERMEEMEGE T HI12i%, VANY T vav bl
TCT7 2N —NR—2BETIHIVENDLYET, 72— L —N—NEREINTWIEE. 7
T A TRTCP £ T7 75 4 727 7)) /r—3 a3 (LDP., OSPE 72 &) MNEERE-1EK
TIDHE, AA v TFA— =B EINFE T,

NSR (Z MPLS Label Distribution Protocol (LDP) % §%iE3 2 HIEZ DWW TIX,  [MPLS Configuration
Guide for Cisco NCS 540 Series Routers] %ML T30,

K7 BRSO ERATED LYV TNSR Z3KET D HIEICOWTIEL,  [Routing Configuration
Guide for Cisco NCS 540 Series Routers] ZZHL T 720,
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| NSREz:t. TCPExit. UDPEZEDHREICEIT 51EH
NSRDU AU FHooaveLTnTz—it—ri—0nEz [

SR FE
JUVARNY T N—T 4 VT EHEFT D200, T T A TRA VAR AL AR L NAZH]D
X BV INY Ty arb LT TV —R"—%HELET,

Router#configure
Router (config) #nsr process-failures switchover
Router (config) #commit

RTarvI«4F¥alL—vay
Router#show running-configuration nsr process-failures switchover
nsr process-failures switchover

BEav YR

* nsr process-failures switchover
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ETCEXET, o774 Nl 2 —T oA AEITVRFIZEHID B THZ ENTEET,

WOz, ZOFatvRA%ERLET, DHCPZ 74 7 FH, IPT FL ADEXR L BINFRE S
FA—=HKEua—H)VLAN L7 r—RK¥+ XA L TWEJ, DHCPY L—=—TY x> b &L
THEEET DL —H BlX, 77— ¥y X NEEUG L, %6857 R A% DHCP #—/ D7 KL
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DHCP U L—O#EE |
B oovcry—z-vrromEssUAR—Tit

M:~NJLIR—F FLRAZEFEALE=UDP 7O— FX v X O DHCP H— /N~ DERE

DHCP sarver DL clol
[ 1721812
1721611 : TF231.11 | ip hefper-address 172 1612
Fotler A Frouter B #

*DHCP VL — ==V =2 FOBREBIOA 2—T7 114k (132 X—2)

DHCP JL—I—Pxz U FPDEBRESLUVA *—TILIE

= EH
RP/0/RPO/CPUO:router# configure
/* Enters the global configuration mode */

RP/0/RP0O/CPUO:router (config) # dhcp ipv4
/* Configures DHCP for IPv4 and enters the DHCPv4 configuration submode. */

RP/0/RP0/CPUO:router (config-dhcpv4) # profile rl relay
/* Enables DHCP relay profile */

RP/0/RP0O/CPUO:router (config-dhcpvéd-relay-profile) # helper-address vrf A 10.10.10.1 giaddr
40.1.1.2

RP/0/RP0/CPUO:router (config-dhcpvi-relay-profile) # broadcast-flag policy check

/* Configures VRF addresses for forwarding UDP broadcasts, including BOOTP and DHCP. */

RP/0/RPO/CPUO:router (config-dhcpvéd-relay-profile) # relay information option vpn
RP/0/RP0O/CPUO:router (config-dhcpvid-relay-profile)# relay information option vpn-mode rfc
/* Inserts the DHCP relay agent information option (option-82 field) in forwarded
BOOTREQUEST messages to a DHCP server. */

RP/0/RP0O/CPUO: router (config-dhcpvd-relay-profile) # relay information option allow-untrusted
/* (Optional) Configures the DHCP IPv4 Relay not to discard BOOTREQUEST packets
that have an existing relay information option and the giaddr set to zero. */

RP/0/RP0O/CPUO:router (config-dhcpvéd-relay-profile) # exit
RP/0/RP0/CPUO:router (config-dhcpv4) # interface BVI 1 relay profile rl
RP/0/RPO/CPUO:router (config-dhcpv4) # commit

/* Configures DHCP relay on a BVI interface and commits the configuration */

EfTarvIJ4F¥al—>av

RP/0/RP0/CPUO: router#show running-config

Tue May 23 10:56:14.463 IST

Building configuration...

'l IOS XR Configuration 0.0.0

!'! Last configuration change at Tue May 23 10:56:08 2017 by annseque
|

dhcp ipv4

vrf vrfl relay profile client

profile rl relay
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helper-address vrf A 10.10.10.1 giaddr 40.1.1.2
broadcast-flag policy check

relay information option vpn

relay information option vpn-mode rfc

relay information option allow-untrusted
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