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EEROIEEIE
REH EFICEITT 2ICE, RECHETIERFHEIHE S TN,
* Send ID & Receive ID Dl 5 CFFA] LTV DEDOEIPHIL 0 ~ 255 T,
TV = ay RANRN—UE, 1 DDOF—F =—rDhEY 7 TEET,

cF/l—=DXF—F =z —2T, FAT7XALPEBELTNDHF—D FIZFE L send_id ¥ —% F &
RETHE, REALEETLIETHOF—IEHATE R R ET,

KD T VA TIEL, VAT LANLEEA v E—VUNEEINET,
* Send ID ¥ 721 Receive ID NE T X 7-54,
XHET DX —NBUET 7T 4 7T, —iOER THEM S TV 554,
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cETMIT, — BT AEMKTZEo57-<KFLIATHALTRELET,
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72E, TCPIZHIDF—DiHZ KRG S 2581T, TOF—Z2ENICRETE T, &
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CCTHAHZMLENDHY T (72L& 21X, send-lifetime==accept-lifetime) ,

TCP % send-lifetime ODHARYIN DB EZBE L CIROT 77 47 F—IIBITLET,
accept-lifetime X F > 72 B I NFH A,

o B D X — D send-lifetime TH/3— &N 5 send-lifetime Z B D F—ITHKELRNTL X
A
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c HET D2 00X —MOEMERFRIX 15 oL EICRE L9, TCP BN Gz %—%
FERLARWED, 20X —%2FRAL-RAEIRE 7 A MIRey 7E&nE1,

s fFLDOT=DIZ, key idIZFRET D send id & receive id #[F—I29 25 Z L ZHELE L £ 9,

cTCPIZIE., F—TF = — I8 FNAF—F =z —rBLRF—KICHET AHIRIZH D T4
Joe VAT ATITA000 ZBLAF—F = — IR —FEREHA, 4000 %825 &
T L 2 WEMENBAET HEREENH Y 77,

F—FI—2HTF

key chain <keychain name>
key <key id>
accept-lifetime <start-time> <end-time>
key-string <master-key>
send-lifetime <start-time> <end-time>
cryptographic-algorithm <algorithm>

TCP %7

TCP X, ¥ —F = —> D key id Z &1 SendID # & O ReceivelD % f5ET 5% L1 tep ao
TE— NaffLEd,

tcp ao
keychain <keychain namel>

key-id <key id> send id <0-255> receive id <0-255>
|

i

tcp ao
keychain bgp_ao
key 0 SendID 0 ReceiveID 0
key 1 SendID 1 ReceiveID 1
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key 2 SendID 3 ReceivelD 4
|

keychain ldp_ao

key 1 SendID 100 ReceiveID 200
key 120 SendID 1 ReceiveID 1
|

BGP 5% 7F

BGP 2 DT 7Y r—a i, teprao ¥ —F = —r b FANR—T LIEHT L BEERZ
AL EJ, WIT, tep-ao F—F =— TEDA TV a VEREERLET,

* include-tcp-options

* accept-non-ao-connections

router bgp <AS-number>
neighbor <neighbor-ip>

remote-as <remote-as-number>
|

XML £% 7€

ao <keychain-name> include-tcp-options enable/disable <accept-ao-mismatch-connections>
axX ;E

BGP XML

TCP-AO XML

<?xml version="1.0" encoding="UTF-8"?>
<Request>
<Set>
<Configuration>
<IP_TCP>
<AO>
<Enable>
true

</Enable>
<KeychainTable>
<Keychain>

<Naming>

</Naming>
<Enable>
true

<Name> bgp_ao_xml </Name>

</Enable>

<KeyTable>
<Key>

<Naming>

<KeyID> 0 </KeyID>
</Naming>

<SendID> 0 </SendID>
<ReceiveID> 0 </ReceiveID>
</Key>

</KeyTable>
</Keychain>
</KeychainTable>
</AO0>

</IP_TCP>
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</Configuration>
</Set>
<Commit/>
</Request>

F—Fx—r T—HXN—RA%EMHERT HI2IL, EXEC *&— KT show tcp authentication keychain
<keychain-name> =~ RAEH L7, WOMNIZIEL, F—F = —r 7T —FX—2DOFEMN
TRTERRINET,

Keychain name: tcp ao keychainl, configured for tcp-ao
Desired key: 1
Detail of last notification from keychain:
Time: 'Jan 23 12:07:39.128', event: Config update, attr: Crypto algorithm, key: 1
Total number of keys: 1
Key details:
Key ID: 1, Active, Valid
Active state: 1, invalid bits: 0x0, state: 0x110
Key is configured for tcp-ao, Send ID: 1, Receive ID: 1
Crypto algorithm: AES 128 CMAC 96, key string chksum: 00028222
Detail of last notification from keychain:
Time: 'Jan 23 12:07:39.128', event: Config update, attr: Crypto algorithm
No valid overlapping key
No keys invalidated

Total number of usable (Active & Valid) keys: 1
Keys: 1,
Total number of peers: 24
Peer details:
Peer: 0x7fc2f00242f£8,
Current key not yet available
RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7fc2f0024618,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7fc2f00247f8,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7fc2f00249d8,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7fc2f0024bbs,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£fc320037a08,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c320037d78,
Current key not yet available
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RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c3200386d8,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c3200388b8,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c320038a98,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c35000d3f8,
Current key: 1
Traffic keys: send non SYN: 00476017, recv_non SYN: ffd520f9
RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000
Last 1 keys used:
key: 1, time: Jan 23 12:07:41.953, reason: Peer requested rollover

Peer: 0x7£c320038e78,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c350012758,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7fc2f0026bc8,

Current key not yet available

RNext key: 1

Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000

Peer: 0x7£c320048b08,
Current key: 1
Traffic keys: send non SYN: 004a05b5, recv_non SYN: fff639b2
RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000
Last 1 keys used:
key: 1, time: Jan 23 12:07:44.209, reason: No current key set

Peer: 0x7fc2f4008388,
Current key: 1
Traffic keys: send non SYN: 0029837c, recv_non SYN: 002af030
RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000
Last 1 keys used:
key: 1, time: Jan 23 12:07:44.229, reason: No current key set

Peer: 0x7£c350017198,
Current key: 1
Traffic keys: send non SYN: ffdb7322, recv_non SYN: ffflfb23
RNext key: 1
Traffic keys: send non SYN: 00000000, recv_non SYN: 00000000
Last 1 keys used:
key: 1, time: Jan 23 12:07:45.419, reason: Peer requested rollover
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Peer: 0x7£c320049098,
Current key: 1
Traffic keys: send non_ SYN: ffed0dé67,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:07:55.180,

Peer: 0x7£fc32005d2a8,
Current key: 1
Traffic keys: send non_ SYN: 0021b4eél,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:07:56.894,

Peer: 0x7£f£c350035c88,
Current key: 1
Traffic keys: send non_ SYN: 00296167,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:07:57.859,

Peer: 0x7£fc35003fbl8,
Current key: 1
Traffic keys: send non_ SYN: ffc95844,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:08:00.754,

Peer: 0x7£c350049638,
Current key: 1
Traffic keys: send non SYN: 002ff48b,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:08:10.014,

Peer: 0x7£c350053928,
Current key: 1
Traffic keys: send non SYN: 00206914,
RNext key: 1
Traffic keys: send non_ SYN: 00000000,
Last 1 keys used:

key: 1, time: Jan 23 12:08:12.422,

Peer: 0x7fc2f401£3b8,

Current key not yet available

RNext key: 1

Traffic keys: send non_ SYN: 00000000,

Total number of Send IDs: 1
Send ID details:
SendID: 1, Total number of keys: 1
Keys: 1,
Total number of Receive IDs: 1
Receive ID details:
ReceiveID: 1, Total number of keys: 1
Keys: 1,

RP/0/RPO/CPUO:stoat#

recv_non_ SYN: ffedf959
recv_non_SYN: 00000000

reason: No current key set

recv_non_ SYN: fffe679%e
recv_non_SYN: 00000000

reason: No current key set

recv_non_ SYN: ffflc236
recv_non_SYN: 00000000

reason: Peer requested rollover

recv_non_ SYN: ffcdfd4f
recv_non_SYN: 00000000

reason: Peer requested rollover
recv_non_ SYN: ffbe71b9
recv_non_SYN: 00000000
reason: Peer requested rollover
recv_non_SYN: 001df9bc

recv_non_SYN: 00000000

reason: Peer requested rollover

recv_non_SYN: 00000000
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