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NTND EITRY FHA, ATOMEEER#RE L O IZ oW Tid,  [Bug Search Tool] XY
THEROT Ty N7 —ABIOY T 2T VU —ADY U —R J— hEZRLTIEE
VW, ZOEYVa— /LTl SN HEREICET 2 1E#R,. BLOKSEELSYR—FEhd ) U —X
D—REIZONTIL, BREFHROEREZSHL T EE W,
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ERH D ET, FHEMIZONTIL, DNSH—DIPT7 RLZADORE : il 7 a3k
FONTEEEE 27 a2 LTIEE N,

s ARIANLEA YA — RTBHDOIL, —F ETTAad Web 1 b (www.cisco.com)
7> 6 HUAS: L 72 Secure Socket Layer (SSL) FEFHEZFRET 2N H Y £9, Z OXET,
PAAPNDY =B E T o n— RELHEEIFIAETT, FMlconTE, vy 2=a sy
vru— ROSSLFEHEORE] B2 v a B0 THEER v/ va 28R LT
720,

*BEBAL CiscolOS V7 b7 =T A A=V &S T u— NT 581, By 7 hv=7
DET L a— ROEHIZ, VAIBEET HLERDH Y £,
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PR INT CiscolOS V7 My =7 A A—VEu— RBILUOKNT 27200 +572AEY Y
V= AD)—H T2V Cisco I0S Auto-Upgrade Manager |5 % & T78 T L £+ A, Cisco
I0S Y7 FU =7 A A—=VF, A—F THAEMEL TV CiscolOS Y 7 b U =7 A A—T0R
B 5bA A=Y DA www.cisco.com B4 7o — R TE £,
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A A (CLI) %@ U CEITTEET, AUM TIE, L—F & A3D Web A |k

(www.cisco.com) |ZF6E L. cisco.com Dx—H 4 L /XA T — REFRFED - DITEE TE £,
AR, L—Z L, 22— RIETE L= CiscolOS V7 NI =7 A4 A=Y DAR I AaDHY—
NIZELET, vAadHP—,3NZ, CiscolOS V7 bU =7 A4 A=V D547 URL & /L — X |Z
WLUET,
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Ty 77— R 7 AR EERLET, AUMIE, ROEEEZFATTHZLICLD, =2—
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* 5 2 RLiRik o B
*CiscolOS Y7 FU =7 A A— TV DIRGE
VA= AT T L— DRV a—) )

TDKIZ, Cisco IOS Auto-Upgrade Manager DV — 7 7 a—%x LE T,

1: Cisco 10S Auto-Upgrade Manager 7 —% 2 0—

User cbtains username and password for accessing
cisco.com and the necessary privileges for downloading
an |08 image from cisco.com (not required for a
download from a nor-Cisco server)

Y

User configures the SSL cerificate for the Cisco server
{applicable only for a download from Cisco)

!

User specifies the Cisco 105 image (including lbcation
from a non-Cisco server) using the interactive mode or
multiple CLI er single CLI mode for a download from a
Cisco or non-Cisco server

'

AUM locates the specified image in the Cisco or
non-Cisco server

ffgutc-Upgrade Manager then Yes
checks the secondary storage to \\
ensure that there is enough

e

AUM performs a disk-cleanup to reclaim space in
secondary storage, based on the users request. The
disk-cleanup can be automatic or interactive

Sufficient space
reclaimed?

Y

AUM downloads the ALUM completes the image download from the Cisco or

image to RAM, __f}lo Yes - non-Cisco server to the secondary storage device,
verifies and upgrades " werifies and upgrades the image. Note: The usercan
the image optionally schedule image download
> AUM sends user status email {if configured)

zaod1
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GE)

v X320 Web

Ayoo—k

\}

=R, 22— REE LT CiscolOS V7 F U =27 A A=V Du— RIZEKRRTDHE, v
V=74 KT L syslog /Ny 7 7, TT—OHBAERTEZI— A vbE—UREREINFE
T, 2—FREEELY 7 b =T 2 X v u— RT3 ERo TWeWgEE, Z0o%—E X
WCEFET DL ) 2—PFICRODTT— A v —URNERSNET, FEEC, WIno CLI
BRELN T — MRRIZ A=Y —ZHfE S N2V h, =7 — A v B—UNER S, B 7akE
T v 7 )3 nvram:invalid-config 7 7 4 WK SN ET, ZOTT— A vE—TF, 2—%N
FEE L72 CiscolOS Y 7 b7 =7 A A— W, LLHIOD CiscolOS Y 7 b =7 A A—T LR L
T4—TFT Yy hETR—FLTWRNWZLZRLET, V—FIT, MFDOA A=V EYR—
N 2720+ E 2B A 2, LA A—VDT v 77 L— RIZRB LIS A.
JEL A adP— N THHE L CL 56 2 FRlBIIC CiscoIOS Y 7 by =T A A=V H Xy — R
LET, 207t AL VBEfFOA A=V BHEESNET,

HA4 FHOEDEED Ciscol0S VY T LRI T A4 A—2D

www.cisco.com 2 HFFED CiscolOS V7 "NV =27 A A=V %X ru— RT&EET, AUM
1%, ¥ 2 7R D 72 912 Secure Socket Layer (SSL) A M 270, = —H I CrEAE%
RETHVLENHY £7, L—HZL, CiscolOS Y 7 hT =T A A—TDAH[%, www.cisco.com
P—Rier A T 50D PFLBIOIAT—RELHICELET, v AapPh—nN
X, FFED CiscoI0S V7 b =7 A A=V D5E472 URL Z/L— X ZIRLET,

Cisco IOS Auto-Upgrade Manager |3, = —H¥ 3 f5E L 72 CiscolOS V7 b U =7 A A —T % HE)

AIZ www.ciscocom N H X U — RLTHGR L, ¥ a—RLA A=V TL—X%ET v
T L —KRLET,

GE)

Intelligent Download Application (IDA) X, AUMIZXI§ 5T AadDA v F—T7 x4 ATHY
AUM (T L TIEv R and— "R CLEKRTHEHN SN ET,

F 72, Cisco I0S Auto-Upgrade Manager TlL, IROA 7T a o r—E ARSI E T,
T ART I N =T T a—FT 4 VT 4
T T T V= RDODAF T a— T

INHEOY—ERE, VAIOY—RNE RPN — 5D X Y a— RIZX LT, %f
HFE—RNela<vwr KR IA 0 E—RFOWMFTHEATEET,
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SR ABSDY—/ S DHED Ciscol0s V7 b7 4 2—vnsgmva—k [

DRALUNDHT =IO EDHEHED Ciscol0OS Y T ROz T7 4 A—20N

gy o— g

0 — A NVEIT Y A SO TFTP — 3 F 721 FTP B — NIZAEET D CiscolOS V7 b U =
TAA=V Ay rn—RTCEET, FIPF¥ UV u— RD7ZHD FTP 2— 4 L /XA — R
I%. ipftpusername 33 L Nipftppassword 7' 00—/ 3L 27 4 X2 b—3 gy a~<y Raffff
L CHE L E£7, CiscolOS Auto-Upgrade Manager ClX, $FED CiscolOS ¥ 7 b T =7 A A —
POV AAPNDF—RINEDE T — R Ty — A T TS — R —E 20 Fatk R
NHBLINET, F2, HLWCiscolOS V7 b =7 A A=V EL T ya— RT 572010
VERGEA 3 TROWESIERT 5, 77 ANVEHIRT 272D T 4 27 7 V=0T v
=74 VT 4 bR ENTHET,

WERMBSLUVVUFILaAT R SAYE—F

XEEE— K

CLIZM AT, RO2—W A H—T oA AZ@ LT, FFED CiscolOS V7 b =T A
A — % www.ciscocom D HH 7 — R TEFE,

Auto-Upgrade Manager (29> T, XIEHE— R TH LV CiscoIOS 4 A —JNZT v /7 L— R T
EET, BBT v 77 LV—FEBRT DL, HFEE— FTOLK O ORMBEIZEZ 5720 T A
AADT v T 7 L—RFNET LET, MEEE— FERnd 2123, 7 arRLT

upgradeautomatic =~ > N4 JAT L £ 7, FHMICOWTIEL. [ Cisco 10S Configuration
Fundamentals Command Referencel] % ZM 1L T 7ZE W,

SN AR R SAYE—F

SR Cleny v UV T4 2 CLLIE, Efk=—H [} CTF, upgradeautomaticgetversion =~
Y REMEHL, BERTXTOSEERET LI LT, Y A0 —"EZZ A a0
Y= B LU CiscolOS V7 h U =7 A A =T X yru— L, Ty 77 L—RT&EE
T, M DWW TIE, [ Cisco I0S Configuration Fundamentals Command Referencell % ZF8 LT
CTEENY,

XEEE—RE TN T4 CLLE— RE, Y A2aDP—R_E o 2alioP—"mb0R
voa— RCEHSnET,

Cisco 10S Auto-Upgrade Manager % {#F3 L 7= Cisco 10S V 7
f O T AA=DDTYTIL—FAE

SRAMNLDF I A—FDT=HD SSLIABAZE DL TE

ZOEETIE, vRAahbHXyra—RT57-00 SSLAFAELZEZREL £,
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B xorsosvoo—roreossLEREoRE

1R BRI

SSL fERE A, cisco.com NH X T — RTL LI ICHREL THLERH Y £7, FEAE

(T, X =7 HTTP @5 D72 DIC B T4, SSLAEIFEIL, 23D Web 1
(www.cisco.com) NH X 7 —RLTL—F ETRELET,

A D Web YA FvD SSLGEHEZIGT 5121%, ROIEEZFITLET,

1. Internet Explorer (IE) @ [Tools] A = =—7>5 [Internet Options] % Z&4R L £ 7,

2. [Advanced] # 77 "C [Warn if changing between secure and not secure mode] % 3R L £9°,

3. IEI(TURL & LT https://www.cisco.com/ E ANJLET, ExX 2 VT 4 BEHEOR Y 7T v 7
Ry 7 ANFREF, [You are about to leave a secure Internet connection. Do you want to

continue?] LW H Ay E—IUNERINTEH, [NolZ 27V v/ LET,

4. [EDAT—HZANR=IHIRBOTAaLwZT N7 ) v 7 LET, kv, iEHED
A RT AT a TRy I ARFERINET,

5. [Certification Path] # 7% 27 U v 7 LE7, # 7IZIFiEHET = — U BRRSNET,

6. CAGEWEAZHFHEIN L C [View Certificate] 227 U v 7 LE$, Zhick v, FEHED
AT 0 RUBRFIRENET,

7. FORENTZAEAEY 4 > RO [Details] # 7 %1% L T, [CopytoFile] %27 V v 7 L£7,
kY, FFAEOT S ZAR— b T4 F— RREE £,

8. FEHHEZ% Base-64 4 LB T 7 A /b (cisco.cert 72 &) IZRIFL £,

9. ciscocert 7 7 ANV E ATIRTRE, W—XE2RETDH-OITHERIERET — X 2 &5 L
F9,

FIEOHE

enable

configure terminal
crypto pki trustpoint name
enrollment terminal
revocation-check none
exit

NO O A®WN S

crypto ca authenticate name

F IR D

AV RFEERETIVa Y BRI
Z 5 71 |enable ¥ EXEC £— R& A *—7 /I LET,
1 - e NAT—REANLET (FEREINHE) .

Router> enable
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AU RFERETIVa Y

B8

ATv T2

configure terminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEh
L\i‘jﬁo

ATvT3

crypto pki trustpoint name

1

Device (config) # crypto pki trustpoint
cisco_ssl cert

FREER (CA) #E=SL. CANTARKRA U Fav
T4 FXal—YaryE—REHBLET,

ATvT4

enrollment terminal

1 -

Device (ca-trustpoint)# enrollment terminal

Sy — MR R B ER A Rk L, BT AN
FAE BT — 4 R R EIC AN TE S L5 IC LE
ﬂ—o

ATy Th

revocation-check none

1

Device (ca-trustpoint)# revocation-check none

AEHE OB LR E 2 EE L ET,

ATvT6

exit
1

Device (ca-trustpoint)# exit

CANIAINRA Vv aryr7 4 Xzl — gy F—
RE(TL, Zu—L a7 4 X¥al— g0
F— RIZREY £9,

ATy T17

crypto ca authenticate name

1 -

Device (config) # crypto ca authenticate
cisco_ssl_cert

CAOHCOCBAMHAELRETAHZ LT, CAB/L—
IR L CERGES L E T,

Cisco 10S Auto-Upgrade Manager D

FIRDEE

=L

ax AE

Cisco 10S Auto-Upgrade Manager % iX &3 121X, IROEHELZFITLET,

enable
configure terminal

autoupgrade ida url ur/

apwDbd-=

autoupgrade disk-cleanup {crashinfo | core | image | irrecoverable}

autoupgrade status email {recipientemail-address | smtp-servername-address}
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B ciscoosvoryz7 A x—vogyn—¢

F gD FEH
AR EERRTIVa Y B
AT 71 |enable KiHE EXEC ©— R& A 2 —7 L LE T,
£l e NMAT—REANLET (ERINWTEHE) .

Router> enable

ATy 72| configure terminal Jua—sLar7 4 Xalb—var T NE0th
fi LET.

Device# configure terminal

AT 7 3 | autoupgrade disk-cleanup {crashinfo | core |image | |Cisco [0S Auto-Upgrade Manager D7 4 A7 7V —
irrecoverable} VT T a—F 4 VT 4 mELET,
i :

Device (config) # autoupgrade disk-cleanup crashinfo

AT 7 4 | autoupgrade ida url url Cisco IOS Auto-Upgrade Manager (Z &> CTA A —
Bl - 'y m— REDRANIEE S5, www.eisco.com b
THEHIELTWAL AP — O URL #HELE
Device (config) # autoupgrade ida url 7fo
https://www.cisco.com/cgi-bin/new-ida/locator/ . .
locator.pl GE) ZOFNEX, T 7+ FD URL NEE X

IS BT B TT,

X F v 7 5 | autoupgrade status email {recipientemail-address | JL—BINED AT —H RETA— LD 72 AE
smtp-servername-address} FA—LT FLREEBTEES—"ERELET,
i

Device (config) # autoupgrade status email
smtp-server smtpserver.abc.com

Ciscol0S VI b7 A A—DAHA—K

CiscolOS V7 " =27 A A—=T % A adD Web 1 b (www.cisco.com) F7-1X & LIS}k
DY — "L HE 7 va— KT 5120k, ZOEEEZFEITLET,

FIEOHE

1. enable

2. upgrade automatic getversion {ciscousernameusernamepasswordpasswordimageimage | url}
[athh:mm | now | inhh:mm] [disk-management{auto | confirm | no} |
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# LU CiscoloS VT ko x7 A A—UxEALEL—s0Yn—F |

FIED
ARV RFERFTIVaY =)

ATy 71 |enable FiME EXEC E— F& A X—7 /I LET,
i e NAT—REANLET @ERINTHE)
Router> enable

R 7 2 | upgrade automatic getversion www.cisco.com E7-1E Y R LSO — 5 | H

{ciscousernameusernamepasswordpasswordimageimage
|url} [athh:mm | now | inkh:mm) [disk-management{auto
| confirm | no} ]

1

Device# upgrade automatic getversion
tftp://abc/tom/c3825-adventerprisek9-mz.124-2.XA.bin
at now disk-management auto

A A=V EFTm—FLET,

FLWCiscolOS Y I bz 7 A A—CFFRHALZIL—2D)O—FK

B LU CiscolOS V7 F U =7 A A=V ML TA—2 %) n— R4 2I10E, 22T+
DIEREFATLET,
FIEDHE
1. enable
2. upgrade automatic runversion [ath/i:mm | now | inhh:mm]
Fgn
AU RFEREETIVa Y B8
ATy 71 |enable ¥t EXEC £ — R& A X —7/WICLET,
il - e NAU—REZ AN LET ERENTHE) .
Router> enable
R 7 2 | upgrade automatic runversion [ath/i:mm | now | HLWAA—YTNA—FEZTe—RNLET,

infih:mm]
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ARV RFERETIVa Y

B8

1

Device# upgrade automatic runversion at 7:30

()  £7-. upgradeautomaticgetversion =~ >~
RAEMHA LT, #H LW CiscolOS V7 b
VT A A=V TN—F%&)n—FT5%
TEHTEET, ZL.
upgradeautomaticgetversion =~ > N % fifi
LTI TIZCiscolOS Y7 ho =7 A
A—=ThFETa— KL ThIGAEIL,
upgradeautomaticrunversion =~ > R % fifi
ML T—2%)u— T L50ENRHY F
R

CiscolOS Y I hDO 7 4 A—2ND)A—FOEYEL

BEDCiscolOS V7 F =T A A=V DAV a—Jrr7E3nz) a— RERDETITE,

COEEETFATLET,

RORPLTA A= DY m— FERVHETZENTEET,
=2 E2 = RTHL) ATV a—U 7 SN TSTROWES,

=B EF LA A—VIZT v L — RLAWES,

FIRDEE

1. enable
2. upgrade automatic abortversion

F IR D

ARV RFERETIVa Y

B &

X 71 |enable
{5

Router> enable

¥ ME EXEC E— R& A 3 —7 M LFET,
e RATU—FRKEANLET (ERENEHE) .

X F v 7 2 | upgrade automatic abortversion
il -

Device# upgrade automatic abortversion

CiscolOS V7 F U =T A A—YDT v 77 L—K
ZRVIELET,
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Cisco 10S Auto-Upgrade Manager 0 £% & 15l

DNS H—/\D IP 7 FLADEEE : I

Cisco I0S Auto-Upgrade Manager Z i% €9 DA, /L—4 ETDNS H—/"DIP T N L A ZGHIE
THLERDY T, ZNHO—HDA X N T, V—F Tping A~ REF[TTHELX
W2, IPT FLADROVIZHAA M ZEHTEEY, »—F ETDNS Y —DIPT FL A%
RIE LT, Y A2D WebH¥ A (www.cisco.com) ([ZIEHIZping TEXH LRV ET, =
DT 7T a LD v=F R H—=Fy MRS TS Z L B TE £

WIZ, W—H ETDNSH— "D IP 7 KL AZRET HHlZ R~ LET, DNSH—DIP T R
L ABRE LT, www.cisco.com [ZIEH |2 ping TX 5 X H 12720 £,

configure terminal

ip domain name mycompany.com
ip name-server 10.2.203.1
end

ping www.cisco.com

DRANSLDE I A—KD=H® SSLEFBAZEDNERTE : 4

Cisco 10S Auto-Upgrade Manager Z i L T A 2D Web A hnb A A=V & X7 o — R
FTLHHNT, V=% LTy RAapy—o SSLAtHELRET HMLERH Y 7,

WIZ, SSLAEREAZZRTET HHIZ R LET,

configure terminal
crypto pki trustpoint cisco ssl cert
enrollment terminal
revocation-check none
exit
crypto ca authenticate cisco ssl cert
!Enter the base 64 encoded CA certificate and end this with a blank line or the word
quit
. !The console waits for the user input. Paste the SSL certificate text and press Return.

!Trustpoint 'cisco ssl cert' is a subordinate CA and holds a non self signed cert
!Trustpoint 'cisco ssl cert' is a subordinate CA.
!but certificate is not a CA certificate.
'Manual verification required
!Certificate has the following attributes:
! Fingerprint MD5: 49CE9018 COCC41BA 1D2FBEA7 AD3011EF
! Fingerprint SHAl: A88EAAS5SD 73D63CB7 BF25197B 9C35ED97 023BB57B

% Do you accept this certificate? [yes/no]: yes
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Trustpoint CA certificate accepted.
% Certificate successfully imported

Cisco 10S Auto-Upgrade Manager M%7 : 15l

Iz, /v—4# [T Cisco I0S Auto-Upgrade Manager % i & D614~ L £ 7,

configure terminal

autoupgrade disk-cleanup crashinfo

autoupgrade ida url https://www.cisco.com/cgi-bin/new-ida/locator/locator.pl
autoupgrade status status email smtp-server

ZTDMDSEER
RODIETIL, Cisco I0S Auto-Upgrade Manager O BiHEEEHZ DWW TR L £ 77,
EEER 2=aTFILAA L

Cisco IOS Auto-Upgrade Manager =~ > K : 5242 | [Cisco I0S Configuration Fundamentals
pawy ML, 2~y RE— K, 22¥ 2 R | Command Reference]
& T 74V~ HEHTA RT A2 BILOW

Cisco /L—% T®D DNS DX E ['Configuring DNS on Cisco Routers] 7 7 =
v ) — b

VA=A T T T L—R WHEE Y 2a— VO —L T v 77 L—R
1R

E | Tte

#

|-

L
MiB

MIB MIB®D ') > Y

7o |IBIRLE=T Ty b 74—, CiscolOSY U —A, BILWRT7 4 —F+ &> MIEET 5 MIB
L | ZBELTHF Y a— RT5121E, RO URL IZH 5 Cisco MIB Locator Z{# 7 L £,

http://www.cisco.com/go/mibs
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RFC

RFC | Tite

|-

FHZAIIL BR—

BLL] Link

TR aDPR— KN Web A kT, & a0 | http://www.cisco.com/cisco/web/support/index.html
"ELT 7 /) m =l T Ty a—
T AT BESLTWEETHE51C, v==
TR —VEII LD ETHEERA T4
V=R R L TWETS,

BHEWORGOE X2 U T o EECHANE
 NFT5H7=HIZ. Cisco Notification Service
(Field Notice 7>5 7 7 2 &) | Cisco Technical
Services Newsletter, Really Simple Syndication
(RSS) 74— F7p EDOAFEY — B AITIA
TEET,

TAADYR— T WebH A FDOY— LT Y
A+ 5EL. Cisco.com D—H ID BILN
IR — RPSKETT,

Cisco 10S Auto-Upgrade Manager D #8E1E $R

KORIZ, 0% Y 2—ACHI LIBRICET S ) U —Alile R LET, ORI, V7
F=7 U U—A b A v CHBEOY H— A SIEE XY T by =T ) Y =27
FERLTOET, ZOBIE, FIETY ARVIRY . 2RO —ED Y 7 by =T ) Y —
ATHLYHR— b ShET

7Ty N7 =DV R—FBLOV AT VT " 2T A A—=VOVR— MNIETLHERE
57 5121, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
IX. www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT A7 MIMLEDH D FH A,
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