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* SSHZFRET HANT, ZTHHADT S, RNTHBEIRA A=V B — RS TWD Z & 2R
LEJ, SSH ¥— N2idk, ZHEHADY U —AIZ)& U7z k9 (Triple Data Encryption Standard
[3DES]) Y7 bU =7 A4 A=V NNETT,

eSSH N—V a3 2%V R—Fr4TBHSSHYET—h T, 2EFHTHZSLERZHY £, F
7oy VAT TNA RERTHLERH Y 97,

¢ SCPIE. FWEF, 2BV, BEOT U LT 42 (AAA) IZX>TIELHERELET, 20
72, SSH #—/3C Secure Copy Protocol AN/ D X IIZT /NA A TAAA R ET D
VBN F4,
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GE) SSHAR—=Va 2% —NRESSHA—=Ya 27747 M, ZHEHAOY U =250 Ty
2a Y7 b7 TCHR—FENFET (SSHZ 74T MISSHAA—V a1 7 e hant
SSHNN—Y g 27va harlombFxEITLET, SSHZ 74 7 > M, THEHDY U —2(Z
MU T8 BLUKY A A=V DS THR—FENET) ,

VI RT 2T A RXA=VOF 7 ra— NZETDERICONTIEL, [ Cisco 10S Configuration
Fundamentals 27 4 X2 b — a3y A4 K] 28 LT 7ZE0,

X277 D N—23 029 R— FOHEKEE

e EXx 27 =z (SSH) $—/3% SSH 7 74 7 > hE, Triple Data Encryption Standard
(BDES) Y7 bU =7 A A=V THR—FENET,

e R—bENDT TV r— g 0%, FT b, remote 2~ RDOFELT, Secure Copy
Protocol (SCP) DA T,

* Rivest, Shamir, 3 X" Adleman (RSA) %—4%i% SSH Vr— IO FEAHT9, SSH 7 7
AT bELTEET DT /31 AL, RSA F—%ERT20ERH D XA,

*RSA ¥ — X7 DY A XL, 768 By "UAETHDHMENRH Y F3,
s ROMEREIZV R— FENTWEHE A,
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SSH /N— 3 V2 Y — RO EIX, SSH A= = 1 OFKE & [AEETT, ip ssh version =7~
Rix, ETHSSH A=Y a v a2ERELET, Z0a~vr RERELRWES, 7741 K
TSSHITAE#ET— RTEITENET, X=Var 1 ER_A=Va  2WFoEGEAFIH T £
-éAO

G¥)

SSH/A—Y 3 > 1iF, ML LTERSA TR B har T, REROZ 1 k=t (-
Tarl) WZTNAANRT =Xy 7 LIRNWE 22T 5121, ipsshversion =2~ > K%
L A=V a2 2 fBET OMENDHY 7,

ip ssh rsa keypair-name =~ > R&fiH 3% & | % L7- Rivest, Shamir, 33 LT Adleman

(RSA) F—ZAH] LT SSH ##t 4 RATTE £9, FTIZ. SSHITAERMFE A DRAID RSA
FZV 7 SNTHWET (DFEY | IO RSA F— T MWAR ST T SSHIEA 12—
T o TWET) . ZOEEXFELE L TV E 925, ip ssh rsa keypair-name =~ > R & ff
AL TZoOEMEEITORWEL DIZT 5 Z N TEET, ipsshrsakeypair-name 2~ > K% % —
T OLFEEE L THRET D L, SSHIE, F— XTBEET L2HEITHEIT R D, F—
RT B THERT 25 B II% NGV T, Zoavr REefHLTSSH 24 x—7
MZT D4, Cisco Y 7 b7 =7 D SSH A=Y 3 v 1 TIHMER, RA RN E RAL U 4%
REXRET D0ETH Y EH A,

GE)

oy Ay NF—XSSHAN—V a2 TCTHR—FINETN, EXFa2T7 b X—=T3 1T
Y AR— kSN EEA,

X7 O I/N—2 322 DHEEENLE

)

SSH /N—0 51 o 2 OFSRESLRIEIZIL, Virtual Routing and Forwarding (VRF) -Aware SSH., SSH 7
Ny JHERENREE, B X O Diffie-Hellman (DH) 27 /L— 743D W3R — k72 & OBNIIFEEEA <
OPEENTWET,

G¥)

VRF-Aware SSH #8E1%, ZFEHDOV V=R |G L CTHR— I NE T,

Cisco SSH ZFIETIIftsk, 768 ¥y MEXHMENH A S CWE L7z, DH Z/b—7 14 (2048
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A B —URMP VBN > TV ET, ip ssh dh minsize 2~ RjZ, SSHH— N EDET 2
FTAYAREFRELET, ZIUIIZ, ssha~> RBYEES L, SSHZ 74 7> Millo s Z
ATV RDVRFA VAR AL HIPT RLAEEBIHEHLTC, ELWAV—TFT 4T T—7
NERRER L, Bt a2 e T HHEREIC, VRF B nE Lz,

SSHdebug =< > Fﬁiﬂ%fl:éﬂ TRy IEESVE L2, debugipssh =2~ R, 73
7 It A EMFET HIDIIRINE Le, TNy 7 Iaw R Ef#E LT 51, 0=
< FCIE. ISR E S INCBIRZR < SSHICRE T 5T R TOT /Ny 7 A yE—U0)
FIl S 4L E Lz, ZOBEMEIXKARE LTHIEL £ 9723, debugipssh =2~ R&F—TU— K%
BELTRELESGA, AvE—YEFF—U— N CHRELZFERICHIRSNET,

X7 T )L/N—2 3220 RSA X—IZR89 AHEEENLE
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CiscoSSH N—2 g U210, f—AR—KA ¥ T7 0T 4 7TRHFEFRAB LR T — K _XR—2D
AR E AR —FLTWET, RSAF—D SSH N— 3 U 2 LEMGEIX. 7947 L&
H— NJEF D RSA _X— 2 DARF —3REE R — F L TWET,

:L“—-]j‘wu GF : RSAX— A D1 — "j_mu FIE T I, %:L“_"j_ Eg@'ﬁ‘”— %Z/LTI/\}Z)EZ‘%%“—/{A\E‘%%“_
DORT ZBGECEALET, 2—FIIWEX—/AHXF—DOXT 27 T4 T N TEKRL, 2
B —% Cisco SSH W — "THEL T, Fitze T LET,

VT VOMESL A RAITT D SSH 1 — 3, FE X — 2 H L T S{b SN -84 211
RLET, BAE2—FDORBF—I \MﬁmtbmﬁH%—AK%Eéhi#o$H%—
AT, 2= PP RENEARF—ICH LTy Va 23 LET, Ny vaid, =2
T D5 NUBRHDLINE I DEHET L0 INE T, —ERRO»-sHE
RSANR—ZAD A v —URFENABF—2HH L CEITSNE T, TO/RE, Belbashizy
T =F X I ZHESNWT, 2a—VDOT7 7 ATRIESNINER SN E T,

P — NZBEE  SSHE v a VOMEN.TIZ, CiscoSSH 7 74 72 MM, F—%HT7 = — Xz
EACE 2% — NFA N F—%FHL T, SSHY—"ZFIEL F£9, SSH %—/3 F—F,
SSHﬁwaanﬁ%J W ENET, THODF—IISSHNA R—T M5 & EITER S,
74Ty MIITTRETLHDMLERSD £77,

P — NGREEDOY A, CiscoSSHZ 74 7 2 EREFEF— NIAA N F—%2E D B THMERDH D
T, VAT IR —N"EDRTSSHE Yy a v EHBYL LIS ETHE, 77347 F
FF—RHA =D —HL LT, P—"DBEXLEZELET, HERSAFF—DF = v
7 TI7TNITAT Y MUTA R=TNADGE, ZOH—NICHIETHHRA N F— xR
MHLMNEIIPINT TAT  NTHERINET, —BDBRONDE, 7747 2 MIF—/3K
A b F—%ffH L TCEALDORREZAITLE T, V= SORREIHS 5 L, &y g OL
BRI T L ET, RT D & BT T L. [Server Authentication Failed] &\ Y95 X wt&—
URERINET,

GE)

NF—Z2 =TT DB, ATV EMHLET, LB >T, SSHY—"THETE S
NF—OHIE, 1 2—PFITR K2 DOREAF—ZER LT=HE 10 2= IR E T,
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VAP —NFIRSA RXR—AD2—YIFEETHR—FLTWETR, YA 77347 MIER
AEFRE L TABRF—ZIETETETA, MAm~x®mn’ﬂT6ﬁ~7/&$H774
TV RMBDOERE Cisco — NG LT5mE . V— N3G ER 22T AN E T,

GE)

P — NFRREDO G, P —730 RSA A ¥ —% FE) T E L, CiscoSSH 7 741 7> MUITip
ssh stricthostkeycheck =~ > NZEE L £7,

SNMP k5 v AR

SSH +—

MOV Y =2 C T, SRy NU—2EFH T m ha (SNMP) Ty TR FT
TIHTSNMP T3y 784 e > TV DA, SSH & v ¥ a3 UM T LIZBRIC B EhY
WZAEMRESNET, SNMP k7 v 7 OFPULICEET 2 1EWRICOWTIX,  [SNMP Configuration
Guidel] @ TConfiguring SNMP Support] €Y =—/LaEZH L T 7ZE0,

GE)

snmp-server host =< > REZRET D55, IP7 KL AX, SSH (telnet) 7 7 A4 7> F23H
D, SSH Y—/3~D IP ##t N A[E/R PC DT RL AT DHMENRH Y 7,

F7-. debug snmp packet =~ > RZEH L TSNMP 7 Ny 7 EZHMI L, N7 v T aFRT
LDRENRHY ET, b7y IERITIT. FEASAAL MR SSHE Y g T AT 7 b
AN EDEFERBEENE T,

— K A2E59 T« TR

SSH ¥ —R— K A ¥ T 7T ¢ 774 RRIL. SSH TORA A vE—TRGEE LT, £
IR HFEFADFEIEA N = AL HHET HDIEATE 5 5T, EANIC, BIFEYR— S
NTns, 2—FOATNOHPLERFEIESF T TRT, ZOFRBTEITTLHIENTEE
T, ZOWERIZBEBIMICA R—T Iz D £7,

WDOFHFANR—FENTHET,

* Password

s P NP REETEIT Y L DIURETHEEEIEA MY 7 2HIT 5 SecurlD 8 LY
N—RTx) h—T

o« T T A VARERZRGETE Y 2 — /L (PAM)

« S/KKEY (L OZDMmofFE N ETx—)
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HEWICEIE SN SSHEF—R— R A L F T 7T 4 TRIMERRO S ESE 22T U D
WZHOWTIE, il SSHFXF—R—FR A &2 T 75 4 TRiE (222—2) | #BRLTLLEE
v,

X217 IV N—=Da3 02 R—FDREAE

RAMBBEVFASM VR ZEZFERALE-SSHNA—2D 3 020 T /31 RE&
E

FIEDOHE
1. enable
2. configure terminal
3. hostname name
4. ip domain-name name
5. crypto key generate rsa
6. ip ssh [time-out seconds | authentication-retries integer|
7. ip ssh version [1 | 2]
8. exit
FIED 8

ARV RFERFTIVaY

B8

AT 71 |enable
fil

Device> enable

¥HE EXEC E— K& A r—T7 M LET,
e NRATU—RKE AN LET ERENZEHS) &

R 72 | configure terminal
fi

Device# configure terminal

Juau—) a7 4 Xal—gy T— NEG
L/i‘é—o

X T 7 3| hostname name

1

Device (config) # hostname cisco7200

TNAADKRA MG ERELET,

R 7 4 |ip domain-name name

1

cisco7200 (config)# ip domain-name example.com

FNRAAD RAAL U ERELET,

. X2 TF7 I N—C a2 R—
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RSA %— X7 &M L1 SSHA—S 3220711 282 |

AU RFERETIVa Y

B8

ATy TH

crypto key generate rsa

1

cisco7200 (config)# crypto key generate rsa

B — L LY B — FREEAIIC SSH H— /3% o1
F—T I LET,

ATvT6

ip ssh [time-out seconds | authentication-retries integer]

1

cisco7200 (config)# ip ssh time-out 120

(EE) 73 A L CSSHHMAERZREL £7,

ATy T17

ip ssh version [1 | 2]

1 -

cisco7200 (config)# ip ssh version 1

EE) T ATEITTHSSHONR—V g &R
Eb\i—g—o

ATvT8

exit
1

cisco7200 (config)# exit

Jua—) a7 4 Fal—aryET—REKT
L. ¥ME EXEC E— RAEBA L £,

e T 7/ MR A MIEDIZIL, nohostname =
~ U REMERHLET,

RSA ¥ — X7 Z# AL 1= SSH/\—

ATy T

ATy T2

ATvT3

~ O

enable

51

Device> enable
FiME EXEC E— RA A R—T7 /ML ET,
e NMAU—REANLET (FERINTHE) .

configure terminal

1 -

Device# configure terminal

v3a2d

TINA RERTE

Ja—r ) ar7 4 ¥al—v gy T— RERBELET,

ip ssh rsa keypair-name keypair-name

1 :

Device (config)# ip ssh rsa keypair-name sshkeys

SSH IZf#ifl9% RSA ¥ — X7 ZHEELET,

tFaT7 oz N—Yav2yR—t .n
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B rsax—xo1—w@EEEET B0 Cisco SSHH—/ D

6:3) AT FRA RNZFEE D RSA F— XT EARETEET,

AT w74 crypto key generate rsa usage-keys label key-label modulus modulus-size
15'] .
Device (config)# crypto key generate rsa usage-keys label sshkeys modulus 768
TNRAATH—=ANEBIOY E— FRFEEZTT 9 SSH H—"ZH L £7,
« SSH /S—v 3 > 2 TiE, #axt A XL 768 £ ML ETH D MERH D 7,

GE)  RSA F— X7 & HIBRT 5121%. crypto key zeroizersa =~ > Faf#EH L £3, RSA F— X7 & Hl|
Brd% &, SSH ¥ — NI HEIC BN/ D £,

AT 75 ipssh [time-out seconds | authentication-retries integer]
1 -
Device (config)# ip ssh time-out 12
T3 A LT SSH A AR E L £,

AT 76 ipsshversion 2

1 -

Device (config)# ip ssh version 2

FNA ATEITTHSSH DONR—V 5 U AHIFBELET,
ATy TT exit

1 -

Device (config) # exit

Jua—s a7 4 F¥alb—ralr ®— KT L, BHEEXEC E— FEZBE L E 4,

RSAR—ZXDA—HFEIEEETT H1=-6HD Cisco SSH H—/\DHRTE

ATvY 71  enable
i :
Device> enable
FitE EXEC E— R& A R—7 M LET,
¢ NRAT—FREANLET (FERINEGEE) .
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AXTw 72  configure terminal

f5l

Device# configure terminal

Ja—sYL ar7 4 Xal—yar - REHBLET,
AT 73  hostname name

1 -

Device (config)# hostname hostl

RAMGEEELET,

AT 74 ipdomain-name name

1

hostl (config) # ip domain-name namel

Cisco 7 b =T THHTIT 74NV D RAAL U4 EEFR L, RERRBARND RAL VEMTEL
9,

ATvT5 crypto key generate rsa
fil

hostl (config) # crypto key generate rsa
RSA % — X7 &L LET,
AT w76 ipssh pubkey-chain
i
hostl (config)# ip ssh pubkey-chain

SSH #—/3 LD —H B L O — SGEFEHIC SSH-RSA ¥ — %2R E L., AF— a7 ¥al— 3
v E-PRERBLET,
e Y= NIREFESNTVD RSARBF—2, 7 74T v MIRFESN TV DA F— & i F— D3
TaEH L THREES LD & 22— PRRREITREI TT,

AT 71 username username

fl

host1 (conf-ssh-pubkey) # username userl

SSH 2 — %4 %% EL, AF—a2—F a7 ¥al—rar - RFEHRBLET,
ATv 78  key-string

fil

tFaT7 oz N—Yav2yR—t .“
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B rsa A2 04—/ \REEETT 51200 Cisco 108 SSHH—/\DFE

ATvT9

ATv 710

hostl (conf-ssh-pubkey-user) # key-string
UE—F ET7DRSALBHF—ZHEL, AHF—T—F a7 F¥alb—var E—FElMLE
j—o

GE) A—T2SSHZ I7A T2 bbb (Vx5 L ssh/id rsapub 7 7 A /L D) A —1 % B
BTEET,

key-hash key-type key-name
i -
host1 (conf-ssh-pubkey-data) # key-hash ssh-rsa keyl
(EE) SSH¥X — A T L "—=Va U EEELET,
o B —/ABRF — X7 ORETIL, F— ¥ A 7% sshrsa lCTHLERH Y F77,
* key-string =~ > RAHE SN TWDEAICRY Z O FIEIHMEE T,
s key-string =~ > N & key-hash =~ ROWTNNEHRET HLERH D £,
(B QK’EF— ANV IOy a2 ZFRET LI, Ny va B Y 7 M =T 2 LET, F

7o BT AT ANL Anb Ay vafizabt—352 b TEET, IO TARF—T—X
EANTHHE. keystring 2~ > REEH L CTARS—T—X 2 ANTH5Z L 2HELET,

end

i -

host1 (conf-ssh-pubkey-data) # end

NEF—FT—HF ar7 4 Xal—var =T L, BHEEXEC T— RICKEY £7.,
« T 74K RAMIESIZIE, nohostname =~ REHEHLET,

RSAR—ZX DY — /R EFEITT H1=8HD Ciscol0S SSHH—/\DETE

ATy T

ATy T2

enable

1

Device> enable
FiME EXEC E— R& A R—7 M LET,
¢ NAT—FRZEANLET (FERINEEE) .

configure terminal
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{5

Device# configure terminal

Jua—ary7 4 ¥alb—varyt— RKeBBtLET,
AT 73  hostname name

1

Device (config) # hostname hostl

A R EE LT

ATw 74 ipdomain-name name

1

hostl (config)# ip domain-name namel

CiscoY 7 bV =T THHATAHET 7A/NVED RAL VAEEFRE L, RERRHBAND RAL VEHTEL
F9,

AT w75  crypto key generate rsa
il -

hostl (config) # crypto key generate rsa
RSA F— X7 &AL £7,

AT w76 ip ssh pubkey-chain
fl

hostl (config) # ip ssh pubkey-chain

SSH #— N D —HE L O — FEHFHIZ SSH-RSA F—%2REL., AfF— a7 4 Fal— 3
N N A =

ATw 1 server server-name

1 -

hostl (conf-ssh-pubkey)# server serverl

T ATORAF—FEIEIC OV T SSH ="z AL, AfF— Y — " ar 7 Falb—a
T FEBG LT,

ATv S8  key-string
il -

hostl (conf-ssh-pubkey-server) # key-string

VE—h E7DRSAANEF—FHEEL, AX—T—% a7 X2l —aryv—FEBELE
T,

tFaT7 oz N—Yav2yR—t .-I-
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GE) A—T2SSHZ 7A T2 b (B 5 L sshfid rsapub 7 7 A /L D) 8B —1 % HL
BTEET,
ATv 79 exit
fAi :

hostl (conf-ssh-pubkey-data) # exit

NBAF—T—H a7 4 FXa2lb—raryET—FRaKTL, A~V —Rar7 Xzl —a v
T— REBB L £,

AT w710 Kkey-hash key-type key-name
i -
hostl (conf-ssh-pubkey-server) # key-hash ssh-rsa keyl
(fF&) SSH¥— XA 7=V a v aEELET,
o B X —/ABF— T ORETIX, F— XA 7% sshsa lTTDHENRHY £,
s key-string =~ > RFHE SN TWAILEICIRY ZOFIRIXMEE T,
s key-string =~ > N & key-hash =~ > ROWTNNERETLHLERH Y 7,
(B KBEF— ANV TONy Va2 ZFHRET LR, Ny va By 7 by =T AR LET, F
oL BIOv A F AL APy valizabt—+5Z L TEET, PO TART—F—%
BT D55, key-string 2~ > REFEH L TR —T =¥ 2 ANTHI L 2HNRELET,
ATv 71 end
i :
hostl (conf-ssh-pubkey-server) # end
NF—HP— N a7 Xal—Tar BT— REET L, B EXEC E— FIZED £,
AT w712 configure terminal
Bl :
hostl# configure terminal
Jua—sLar74Xal—ar T RERBLET,
AT w713 ip ssh stricthostkeycheck
i -
hostl (config)# ip ssh stricthostkeycheck
P RIANFT SIS 2 L aikb LET,
cBEENRIAETD L. BHRITK T LETS,

Sy
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e T 74 )V K ARA MIEAHIZIX, nohostname =~ REfHEH L £,

JE—F TNAREDERILEY O3 DA
A

GB) BT HT A RE, PR3 VT F =T THR— M ENLEEALT VT X8 EH2-E
X7 v/l (SSH) —"EZPR—FLTWAXLENRNHY £T, £72, T4 ZA2H/T
HVETIHY ¥, SSHIZT 4 B—T 0 T— R TEITTEET,

ssh [-v {1 |2} | -c {aes128-ctr | aes192-ctr | aes256-ctr | aes128-cbc | 3des | aes192-cbce | aes256-cbe} | -1 user-id | -1
user-id:vrf-name number ip-address ip-address | -1 user-id:rotary number ip-address | -m {hmac-md5-128 |
hmac-md5-96 | hmac-shal-160 | hmac-shal-96} | -o numberofpasswordprompts 7 | -p port-num] {ip-addr |
hostname} [command | -vrf]

B -

Device# ssh -v 2 -c aes256-ctr -m hmac-shal-96 -1 user2 10.76.82.24

VE—F Ry FNT—=7 TARALRLDOBESLESNTEy a2 LET,

ST a—FTaTDEVH
ipsshversion =~ N, SSHOBRED N T TNy a—T 4 o ZIHHATEET, "=V
EERTLHZLICL-T, BERH D SSH ANV a VERFETEET,

SSHH—/\THtFxa7aE— 7O ra)lOEZE
~

GE)  WOX A7 TiX, SCPOYV— MEEZRELET, ZOXAZIL, TXAATIE—FD
= AT =g b7 7 ANELERIIaA—T& 5 iR EZ R L TWET,

ATv 71  enable
i :
Device> enable
Fi#E EXEC £ — R A 2 —7 /I LET,
e NAT—RE AN LET (ERINTZHE) .

tFaT7 oz N—Yav2yR—t .-_
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RATw 72  configure terminal

f5l

Device# configure terminal

Ja—sYL arZ 4 Xal—ar - REHBLET,
ATw 73  aaanew-model

1 -

Device (config) # aaa new-model

AAAT 7 A aryha—)LE®FLEALX—T I LET,

AT w74  aaaauthentication login default local

i

Device (config) # aaa authentication login default local

FRREIFIC O =N DA—PHT = R=Z 25K 512, m 7o VRO AAAGEREZRE L £,
AT w75  aaaauthorization exec defaultlocal

1

Device (config)# aaa authorization exec default local

2—WT I ERAERIRT HNTA—=F Ry N —ZIZRELET, RaEx2ETL, =—FID TEXEC
Y NVDETEHATOINE I NEERLET, £O®R, Y AT LA TR —H )L T —F N— X & ffi
MM EPRHD T EafRELET,

AT w76 usernamename privilege privilege-level password password

1 -

Device (config) # username samplename privilege 15 password passwordl

Z—YPHZR—=ADBFE AT LML L, 2—F4, MR~V BLOIER B XA U — REZHEEL
iﬁdo

GE)  privilege-level 518D /MEIE 15 T, HERLV~LH 15 K D56, HEfintilr S 7,
AT w71 ip ssh time-outseconds
f5l

Device (config)# ip ssh time-out 120

TINA ANSSH 7 T AT > b OINEZFFOREEREZ . EALCTHRELET,
AT w78 ipssh authentication-retries F5%t
fi

. X2 TF7 I N—C a2 R—



| £xa7vzun—sav2gdi—+t
%27 v uiggoz7—a 202 |

Device (config)# ip ssh authentication-retries 3

A E—=T A ZAD Yy M, RIAELZFRITTHEEERELET,
ATw 79 ipscpserverenable

i -

Device (config)# ip scp server enable

TNAAT, VE—NU =V AT =2 arPbRBIIT7 7 ANV ab—T&5L9I2LET,
ATY 10 exit

i

Device (config)# exit

Jyua— L ary 7 4 ¥al—al ET— RKEET L, Fi EXEC E— NIZRY £7°,
ATv 711  debugip scp

il -

Device# debug ip scp

({EE) SCP BAEDMEIZB T 2 2l A etk L 97,

X217 VI IIVBEREORT—2 ADWESR

AT v 71 enable
i
Device> enable
FitE EXEC E— R& A X—7/LICLET,
« NRAT—READLET FEREINEHS)

AT 72 show ssh

i :

Device# show ssh

SSH # — DA T — 4 A% FF LET,
ATv T3 exit

il -

XA TFT LTI N—32HR—F .
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Device# exit

¥i#E EXEC E— F&& T L, =2—V¥ EXEC £— NIZEY £7,

1

D show ssh 2~ RO AL, X—Ta v 1 BLXONR—U g 02 B0
SSHARX—Va v I BIXONR—Ua L 28 DOAT—Z ANRFERINTWET,

Device# show ssh

Connection Version Encryption State Username

0 1.5 3DES Session started lab
Connection Version Mode Encryption Hmac State
Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

KD show ssh =~ RO AHNTIL, X—=T a3 286 (X—=Ya v 18R L) O
DO SSH A= a L 2BLON—V g U 1O AT —Z AREREINTHET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab
1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHvl server connections running.

KD show ssh =~ > ROHJIHNZIX, N—Ta 28k (N"—=Ya v 185 L) O
BEDOSSH A=V g UV 1 BLUONR—V g U 2BHDO AT — X ANERENTWET,

Device# show ssh
Connection Version Encryption State Username

0 1.5 3DES Session started lab
%No SSHv2 server connections running.

X7 OTIL RAT—RADFESR

X2T w1 enable
51
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Device> enable
Fi#E EXEC E— R& A R—T7 MIZLET,
e NAU—REANLET (FERINEHE) .

show ip ssh

1 -

Device# show ip ssh

SSHONR—V g U BIORET -4 2FRLET,
exit

51

Device# exit

¥#HE EXEC E— RZ & T L, =—V% EXEC E— RIZED £7,

1

KD show ip ssh =~ > RO NHNTIL, Ah72 SSH D=2 g > BIEX A LT 7
]\1E\ iOJ:U/\_“/EI 1 }OJ:U/\_“/EI 2 ﬁ%ﬁo)wuummﬁuﬁ?‘?@j}iﬁ)ﬁﬁéhf
WET,

Device# show ip ssh

SSH Enabled - version 1.99
Authentication timeout: 120 secs; Authentication retries: 3

KD show ip ssh =~ > RO NHFNTIL, A2 SSH DX—T 3 > FREF A LT U
M., BIOoR—=r=ar2 ke (/\'—:/ EIVE 73 74N L/) ODEAL‘\HE@E"Dit??E;iZ’) FR
SNTWET,

Device# show ip ssh

SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

KD showip ssh =~ > RO NHNZIL, A7 SSH D=V 3 > BiEX A LT 7
ME, BLOAN=Da 1 (N—Va 285678 L) ORFEDOHRITHIE A LR
SHTWET,

Device# show ip ssh

tFaT7 oz N—Yav2yR—t .-_
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3d06h: %SYS-5-CONFIG I: Configured from console by console
SSH Enabled - version 1.5
Authentication timeout: 120 secs; Authentication retries: 3

XA T OIILN=U3020FZF ) U EHE

AT w71 enable
i
Device> enable
¥t EXEC E— R & A R—7 /ML ET,
¢« NMAT—RKEANLET (FERINTHE)

AT w72 debugip ssh

i

Device# debug ip ssh

SSH D7y 7 NI LET,
AT 73 debug snmp packet

il -

Device# debug snmp packet

FTNA ALK S TEZEEINTZTRTOSNMP X7 v hOT Ny TG LET,

i
R D debugip ssh =~ > RO BN, Bfpins SSH A= a U 28t TH D Z & &R
L\i‘é—o

Device# debug ip ssh

00:33:55: SSH1: starting SSH control process

00:33:55: SSH1: sent protocol version id SSH-1.99-Cisco-1.25
00:33:55: SSHL: protocol version id is - SSH-2.0-OpenSSH 2.5.2p2
00:33:55: SSH2 send: len 280 (includes padlen 4)

00:33:55: SSH2 SSH2_MSG_KEXINIT sent

00:33:55: SSH2 ssh _receive: 536 bytes received

00:33:55: SSH2 input: packet len 632

00:33:55: SSH2 : partial packet 8, need 624, maclen 0

00:33:55: SSH2 ssh _receive: 96 bytes received

00:33:55: SSH2 partial packet 8, need 624, maclen 0O

ououou ol ol ol g

. X7 oI N—T 302 R—



| txa7oznn—savegR—r

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
33:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:
34:

55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
55:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
56:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

w27 vrnn—vavene=aysein ]

SSH2 1: input: padlen 11

SSH2 1: received packet type 20

SSH2 1: SSH2 MSG KEXINIT received

SSH2: kex: client->server aesl28-cbc hmac-md5 none
SSH2: kex: server->client aesl28-cbc hmac-md5 none

SSH2 1: expecting SSH2 MSG KEXDH INIT

SSH2 1: ssh_receive: 144 bytes received

SSH2 1: input: packet len 144

SSH2 1: partial packet 8, need 136, maclen 0
SSH2 1: input: padlen 5

SSH2 1: received packet type 30

SSH2 1: SSH2 MSG_KEXDH INIT received

SSH2 1: signature length 111

SSH2 1: send: len 384 (includes padlen 7)

SSH2: kex derive keys complete

SSH2 1: send: len 16 (includes padlen 10)
SSH2 1: newkeys: mode 1

SSHZ2 1: SSH2 MSG NEWKEYS sent

SSH2 1: waiting for SSH2 MSG NEWKEYS

SSH2 1: ssh_receive: 16 bytes received

SSH2 1: input: packet len 16

SSH2 1: partial packet 8, need 8, maclen 0
SSH2 1: input: padlen 10

SSH2 1: newkeys: mode O

SSH2 1: received packet type 2100:33:55: SSH2 1: SSH2 MSG _NEWKEYS received
SSH2 1: ssh_receive: 48 bytes received

SSH2 1: input: packet len 32

SSH2 1: partial packet 16, need 16, maclen 16
SSH2 1: MAC #3 ok

SSH2 1: input: padlen 10

SSH2 1: received packet type 5

SSH2 1: send: len 32 (includes padlen 10)
SSH2 1: done calc MAC out #3

SSH2 1: ssh_receive: 64 bytes received

SSH2 1: input: packet len 48

SSH2 1: partial packet 16, need 32, maclen 16
SSH2 1: MAC #4 ok

SSH2 1: input: padlen 9

SSH2 1: received packet type 50

SSH2 1: send: len 32 (includes padlen 13)
SSH2 1: done calc MAC out #4

SSH2 1: ssh_receive: 160 bytes received

SSH2 1: input: packet len 64

SSH2 1: partial packet 16, need 48, maclen 16
SSH2 1: MAC #5 ok

SSH2 1: input: padlen 13

SSH2 1: received packet type 50

SSH2 1: send: len 16 (includes padlen 10)
SSH2 1: done calc MAC out #5

SSH2 1: authentication successful for lab
SSH2 1: input: packet len 64

SSH2 1: partial packet 16, need 48, maclen 16
SSH2 1: MAC #6 ok

SSH2 1: input: padlen 6

SSH2 1: received packet type 2

SSH2 1: ssh_receive: 64 bytes received

SSH2 1: input: packet len 48

SSH2 1: partial packet 16, need 32, maclen 16
SSH2 1: MAC #7 ok

SSH2 1: input: padlen 19

SSH2 1: received packet type 90

SSH2 1: channel open request

SSH2 1: send: len 32 (includes padlen 10)
SSH2 1: done calc MAC out #6

XA TFT LTI N—32HR—F .
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ssh _receive: 192 bytes received
input: packet len 64
partial packet 16, need 48,
MAC #8 ok

input: padlen 13

received packet type 98
pty-reqg request

setting TTY - requested: height 24,

maclen 16

input: packet len 96
partial packet 16, need 80,
MAC #9 ok

input: padlen 11

received packet type 98
x1ll-req request

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #10 ok

input: padlen 12

received packet type 98
shell request

shell message received
starting shell for vty
send: len 48 (includes padlen 18)
done calc MAC out #7

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #11 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #8

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #12 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #9

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #13 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #10

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #14 ok

input: padlen 17

received packet type 94
send: len 32 (includes padlen 17)
done calc MAC out #11

ssh _receive: 48 bytes received
input: packet len 32
partial packet 16, need 16,
MAC #15 ok

input: padlen 17

received packet type 94

maclen 16

maclen 16

maclen 16

maclen 16

maclen 16

16

maclen

maclen 16

. X2 TF7 I N—C a2 R—
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X7 oz )IL/N—DTa Y

1

1

1

1

1

X277 oz IbN—3210D

tXa7

X217

JE—F

00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSH2
00:34:08: SSHL:
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len
calc
len
calc
len
calc

: send:
: done
: send:
: done
: send:
: done

32 (includes padlen
MAC out #12

48 (includes padlen
MAC out #13

16 (includes padlen 6)
MAC out #14

: send: len 16 (includes padlen 6)
: done calc MAC out #15

56331on terminated normally

16)

18)

2 HR— ~DERENH

A=
ax AE

Device# configure terminal
Device (config) # ip ssh version lip ssh version 2

T )ILIN—D

32DETFE

Device# configure terminal
Device (config)# ip ssh version 2

T )bN—T3 Y

18L&V 20DEFE

Device# configure terminal
Device (config)# no ip ssh version

—

TINA ATD

Rk A=) L

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-160 -1 shaship 10.76.82.24

H—/\H 4 K SCP DNETF

W OFITIL, SCP DY — MAFEEE
FERB XU LEEL TVWET,

AL £

WREFEERLET, ZOFITIE, T/8 ATO AAAFR

ZOPITIE, n— IR IN T/ ERRT— %

Device# configure terminal

Device (config) #
Device (config) #
Device (config) #
Device (config) #
Device (config) #

aaa new-model

aaa authentication login default local

aaa authorization exec default local

username samplename privilege 15 password passwordl
ip ssh time-out 120

XTI N—C 3 2YR—
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Device (config)# ip ssh authentication-retries 3
Device (config)# ip scp server enable

5l - SNMP 5 v TDETE

OB TIL, REFADSNMP b7 v 7 &rLFET, b7 o7 WlAIL, SSH v v a Uik
TIHEaENICAKRSNET, ZOfldDa, b, ¢, dIXSSHZ 74T FDIP T KL AT
T SNMP + 7 v 7 Ty THOOFNZONTIE, ] : SNMP OF /3y 7 (24 _X—2) |
DI arEZRLTIEIN,

snmp-server
snmp-server host a.b.c.d public tty

Bl : SSH¥x—KR—F 42250 T« TFEL

Bl: 25472 MDD TNy TDERIE

WOHITIE, 774 T2 MUDT Ny TINA N2> TR, a7 Mok KREN 6 (SSH
X—R—R AU EF 7T 4 THIFEHFRDOEZDIZ3 D, NATU— RHIFEHFRDOZDIZ3 D) I
o TWET,

Password:

Password:

Password:

Password:

Password:

Password: ciscol23

Last login: Tue Dec 6 13:15:21 2005 from 10.76.248.213
userl@courier:~> exit

logout

[Connection to 10.76.248.200 closed by foreign host]
Devicel# debug ip ssh client

SSH Client debugging is on
Devicel# ssh -1 lab 10.1.1.3

Password:

*Nov 17 12:50:53.199: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.199: SSH CLIENTO: protocol version id is - SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: sent protocol version id SSH-1.99-Cisco-1.25
*Nov 17 12:50:53.199: SSH CLIENTO: protocol version exchange successful

*Nov 17 12:50:53.203: SSHO: protocol version id is - SSH-1.99-Cisco-1.25

*Nov 17 12:50:53.335: SSH CLIENTO: key exchange successful and encryption on
*Nov 17 12:50:53.335: SSH2 CLIENT 0O: using method keyboard-interactive
Password:

Password:

Password:

*Nov 17 12:51:01.887: SSH2 CLIENT 0O: using method password authentication
Password:

Password: lab

Device2>

*Nov 17 12:51:11.407: SSH2 CLIENT O: SSH2 MSG USERAUTH SUCCESS message received

. X2 TF7 I N—C a2 R—
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Bl: 7524 KRT— FOZEIZ& 5 ChPass EMIE [

*Nov 17 12:51:11.407: SSH CLIENTO: user authenticated
*Nov 17 12:51:11.407: SSH2 CLIENT 0: pty-req request sent
*Nov 17 12:51:11.411: SSH2 CLIENT 0O: shell request sent
*Nov 17 12:51:11.411: SSH CLIENTO: session open

Bl: TS50 INRART—FDZEHE(ZK S ChPass DEE

OB TIiL, ChPass BEEER AN/ >TEY, SSHX—R— KA X T 7T 4 TR %
FALTCT 77 RAT—RIKREFEINTWET, TACACS+ 77 R a2 hr—/L H—
(ACS) 1Z. Ny 7TV FAAA Y —RNE L THERHENTWET,

Devicel# ssh -1 cisco 10.1.1.3

Password:

0ld Password: cisco

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

5] : ChPass DEMEH L VHEIOST A > THD/INRT—KREHR

OB TIiL, ChPass #EREN A N2> CTEYD . TACACS+HACS 1INy 7= R H$—nEL LT
SN TWEST, SATU—FRE, SSHX—R— R A %575 7 BarST a2 M L Thx
oo A4 o TERINTHWET,

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.
Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2> exit
[Connection to 10.1.1.3 closed by foreign host]
Devicel# ssh -1 cisco 10.1.1.3

Password:ciscol

Your password has expired.

Enter a new one now.

New Password: cisco

Re-enter New password: ciscol2

The New and Re-entered passwords have to be the same.
Try again.

New Password: cisco

Re-enter New password: cisco

Device2>

tFaT7 oz N—Yav2yR—t .“
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B 5 chpass oEMIEBLUIERT A > LEBD/ART— D%

L > » ps o > L

51 : ChPass DAEMILE LU IEOT A 2 LE=ROD/IXXT— FDRR

IROBITIE, ChPass HEEEAS AT/ > TH Y | TACACS+ACS (33 7 T2 K AAA H—/3 L

LCHEAENTWET, NAT—RIE, SSHX—AR—R A X777 0 TRGESF RN =L

T3l 7 A 2 LIZRICHIREINICR D £95,

Device# ssh -1 cisco. 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Device2> exit

[Connection to 10.1.1.3 closed by foreign host]

Devicel# ssh -1 cisco 10.1.1.3

Password: cisco

Your password has expired.

Enter a new one now.

New Password: ciscol23

Re-enter New password: ciscol23

Device2>

5l - SNMP F /3y 45

KIZ, debug snmp packet =~ > RO HHIZ 7L EF, HAIZiX, SSHE v 5 D SNMP
T v FIERNEENET,

Devicel# debug snmp packet

SNMP packet debugging is on
Devicel# ssh -1 lab 10.0.0.2
Password:

Devicel2# exit

[Connection to 10.0.0.2 closed by foreign host]

Devicel#

*Jul 18 10:18:42.619: SNMP: Queuing packet to 10.0.0.2

*Jul 18 10:18:42.619: SNMP: V1 Trap, ent cisco, addr 10.0.0.1, gentrap 6, spectrap 1
local.9.3.1.1.2.1 = 6

tcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 = 4
ltcpConnEntry.5.10.0.0.1.22.10.0.0.2.55246 = 1015

. X2 TF7 I N—C a2 R—
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ltcpConnEntry.1.10.0.0.1.22.10.0.0.2.55246 1056
ltcpConnEntry.2.10.0.0.1.22.10.0.0.2.55246 = 1392
local.9.2.1.18.2 = lab

*Jul 18 10:18:42.879: SNMP: Packet sent via UDP to 10.0.0.2

Devicel#

5l : SSH DT /\y T Digik

KIZ, debugipsshdetail 2~ > RO HFIZ R LET, HIZiE, SSHY 7 harEFyxil
FRICBET 5T Ny JERBNE EhE T,

Device# debug ip ssh detail

00:04:22: SSHO: starting SSH control process

00:04:22: SSHO: sent protocol version id SSH-1.99-Cisco-1.25
00:04:22: SSHO: protocol version id is - SSH-1.99-Cisco-1.25
00:04:22: SSH2 0: SSHZ_MSG_KEXINIT sent

00:04:22: SSH2 0: SSH2 MSG_KEXINIT received

00:04:22: SSH2:kex: client->server enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2:kex: server->client enc:aesl28-cbc mac:hmac-shal
00:04:22: SSH2 0: expecting SSH2 MSG KEXDH INIT

00:04:22: SSH2 0: SSH2 MSG_KEXDH INIT received

00:04:22: SSH2: kex derive keys complete

00:04:22: SSH2 0: SSHZ_ MSG NEWKEYS sent

00:04:22: ssH2 0: waiting for SSH2 MSG_NEWKEYS

00:04:22: SSH2 0: SSH2 MSG_NEWKEYS received

00:04:24: SSH2 0: authentication successful for lab

00:04:24: SSH2 0: channel open request

00:04:24: SSH2 0: pty-reqg request

00:04:24: SSH2 0: setting TTY - requested: height 24, width 80; set: height 24, width
80

00:04:24: SSH2 0: shell request

00:04:24: SSH2 0: shell message received
00:04:24: SSH2 0: starting shell for vty
00:04:38: SSHO: Session terminated normally

RIZ, debug ip ssh packet =~ > RO /il Zr LET, HIZiE, SSH N > MIET 57
Ny THERNEENET,

Device# debug ip ssh packet

00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

send:packet of length 280 (length also includes padlen of 4)

ssh receive: 64 bytes received

input: total packet length of 280 bytes

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 64 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
ssh receive: 24 bytes received

partial packet length(block size)8 bytes,needed 272 bytes, maclen 0
input: padlength 4 bytes

ssh receive: 64 bytes received

input: total packet length of 144 bytes

partial packet length(block size)8 bytes,needed 136 bytes, maclen 0
ssh receive: 64 bytes received

O O O O O OO OO0 0OOoOooooo
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00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2
00:05:43: SSH2

signature length 143

newkeys: mode 1

newkeys: mode 0

O O O O OO OO0 0O0O0O0OOooo oo
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: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
ssh_receive: 16 bytes received

: partial packet length(block size)8 bytes,needed 136 bytes, maclen 0O
input: padlength 6 bytes

send:packet of 1length 448 (length also includes padlen of 7)
send:packet of 1length 16 (length also includes padlen of 10)

ssh_receive: 16 bytes received

input: total packet length of 16 bytes

: partial packet length(block size)8 bytes,needed 8 bytes, maclen 0
input: padlength 10 bytes

ssh_receive: 52 bytes received

input: total packet length of 32 bytes

: partial packet length(block size)l6 bytes,needed 16 bytes, maclen 20
: MAC compared for #3 :0k
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[ Security Configuration Guide : Secure
Connectivity]

SNMP kT v T DOREHX AT

[SNMP Configuration Guide]
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NMLUTCHRELED, YA T 7 /v
DB D BRI A R L2 0 $ 5 72
DIHEHAL T EEN, ZOWeb¥A hED
V=T 7 AT HERIL, Cisco.com D a7
AV IDBILOSNAT — RRMETT,

X7 O )N—U 325 FR— FDOHEEEEER

WORIZ, ZOFYV 2 — /LTt LIoBEREICEET 2V U —Af®E R LET, ZORIF, V7
=7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY 7 2T VY —RX72
FERLTWET, ZOMEEIZ, FFICK0 N2V RY , ZRUUEO—#HOY 7 vy =7 U Y —
ATHYR—FEnET,

TT Y R — DY R —FBLOVRT VT U =T A A—=VOHR— MIETLHE®REY
57 511X, Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
1L, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 772 MILEH Y EH A,

R1:2Fa7 Pz N"—2 3229 R— FOBEEER

Hee% )| HRETER
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A
X aT ol N—T g EXaT v N—=Ta 2R — MEREAFEHL T, &
Y2 ¥R— b Fa27 vx)b (SSH) N—Va 2% ECEET (SSH
N—V 3 1 OB R— L, LIEiO CiscoI0S ¥ 7 b v =7
JY—2THEEIRTWELE) . SSHIE, FEMEDSE W h
T U AR— MED EETEIT SN, i8R REEEERE & b
REA TR L E 97, SSH N—T 3 20, ABS D v Z_—
AW LE— R ¥ HR—FLET,
WD A~ RPNEANEITEHLIVE LT : debugipssh, ip
ssh min dh size. ip ssh rsa keypair-name, ip sshversion, ssh,
X T v N—T CiscolOS A A—U M, SSHE v 3 VI TRHZSNMP 7 v
Y2U ATV FBIW T HERCAERT DL EHESNE L,
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SSH¥—AHR— R A & T7 77 ¢ 738GHREIX. SSH TOILH
Ay —URREE BRI, BARDFEBOREA V=X L%
FEEFT DO TE 5 5 TT, BARNIZ, BESFR—
FENTW5, 2—FDOANOHRNVIERTRGES T~
T, ZOBRETIITTLHZENTEET,

XTI R—T
2 OREILIR

X a7 b X—T g 22 OEBEYLIEIZIX. VRF aware
SSH, SSH 7 /v ZH&REILIE, B X ODH 7 /v —7 14 B X
16 DY R— h e ED, BIERENW SvEEH TV E
KR

WD~y RPNEAFEIIIEE SLE LT : debugipssh, ip
ssh dh min size,

X T ) N—T g
V2DRSAF—IZHT D
FRREDLIR

RSAF—DEX a7 o/l _"—T g L 28EREPEEIC X, SSH
AT RSA F— N— 2D —HWFFERL, SSH —/ N 75 A b
F—DRIFCHAED VR — R 2 ED, BIEEEN WL DG
FNTWET,

WDa~<y RPNEANEITETINE LT : ipssh
pubkey-chain, ip ssh stricthostkeycheck,
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