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Warning: SSH command accepted but this CLI will be deprecated soon. Please move to
new CLI “ip ssh server algorithm authentication”. Please configure “default ip ssh
server authenticate user” to make CLI ineffective.
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1. enable
2. configure terminal
3. ip ssh server algorithm hostkey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
4. ip ssh server certificate profile
5. server
6. trustpoint sign PKI-trustpoint-name
7. ocsp-response include
8. end
F g > %48
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Device> enable
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Device# configure terminal
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Device (config)# ip ssh server algorithm hostkey
x509v3-ssh-rsa
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ip ssh server certificate profile
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Device (config) # ip ssh server certificate profile
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server
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Device (ssh-server-cert-profile) # server
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trustpoint sign PKI-trustpoint-name
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Device (ssh-server-cert-profile-server) # trustpoint| &
sign trustl
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ocsp-response include
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Device (ssh-server-cert-profile-server) #
ocsp-response include

(f£#) Online Certificate Status Protocol (OCSP) @
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end
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Device (ssh-server-cert-profile-server)# end
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1. enable
2. configure terminal

3. ip ssh server algorithm authentication {publickey | keyboard | password}
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4. ip ssh server algorithm publickey {x509v3-ssh-rsa [ssh-rsa] | ssh-rsa [x509v3-ssh-rsa]}
5. ip ssh server certificate profile
6. user
7. trustpoint verify PKI-trustpoint-name
8. ocsp-response required
9. end
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Device# configure terminal
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ip ssh server certificate profile
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Device (config) # ip ssh server certificate profile

P FEHET 0 7 s A LB L — YR E T o
T ANEHEEL, SSHIiEHE w7 7 AL a3
T4 X2l —ar®—FEBBLET,

ATvT6

user
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Device (ssh-server-cert-profile) # user

a—WIFE ST 7 A L ERE L. SSHY — R FE
HWET 0T 7 AN Da—Y ar T Fal—ar
E— R LET,

R F v 7 7 |trustpoint verify PKI-trustpoint-name ZE LT —VHEIAZEOFERICHE A S 5 A% —
%l - A7 FANT77Fx (PKD) hTABRAL &
BELET,
D\e]\e/]ifci:ii(/sik;;zi;ver—cert—profile—user) # trustpoint GE) Loy ]\%%’Eiﬁlﬁl%ﬁ?é - LT, %;E
BONIARRA L PERELET, K
10D FTARKRA Y FNERETEET,
A7 7 8 | ocsp-response required (EE) %=E L7e2—HEEHFEIZ & 5 Online

1

Device (ssh-server-cert-profile-user) #
ocsp-response required
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end
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Device (ssh-server-cert-profile-user)# end
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1. enable

2. show ip ssh

enable
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Device> enable

AT w72 showip ssh

BHERESINTWABIEF R ERR LT, AEAE—XRFEOM 2589 5 121%, x509v3-ssh-rsa 7 /b
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Device# show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, keyboard-interactive,password
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa
Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa

Authentication timeout: 120 secs; Authentication retries: 3
Minimum expected Diffie Hellman key size : 1024 bits
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Device> enable

Device# configure terminal

Device (config)# ip ssh server algorithm hostkey x509v3-ssh-rsa
Device (config)# ip ssh server certificate profile

Device (ssh-server-cert-profile) # server

Device (ssh-server-cert-profile-server)# trustpoint sign trustl
Device (ssh-server-cert-profile-server) # exit

Bl : A—HEERAOI—Y DT R ILIAE LT 5= DI0SSSH
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Device (config)# ip ssh server algorithm authentication publickey
Device (config)# ip ssh server algorithm publickey x509v3-ssh-rsa
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Device (config) # ip ssh server certificate profile

Device (ssh-server-cert-profile) # user

Device (ssh-server-cert-profile-user)# trustpoint verify trust2
Device (ssh-server-cert-profile-user)# end
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