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L. ZOMoOEEY— v ADYA 1L virtual-service install name [name] package [.ova file] =~
YREEHLES,

enable

configure terminal

interface Virtual PortGroup number
ip address ip-address mask

exit

interface type number

ip address ip-address mask

exit

virtual-service name

profile profile-name

vnic gateway VirtualPortGroup interface-number

©WeOeNDAAWN=

- -
- O
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12. guestip addressip-address
13. exit

VirtualPortGroup O > 5% —7 = 1 2 £ UREH—E20%E [

14. vnic gateway VirtualPortGroup interface-number

15. guest ip addressip-address
16. exit

17.  vnic management GigabitEthernetO

18. guestip addressip-address

19. exit
20. activate
21. end
FIED M
AR RERIFTIa Y =]
AFwvF1 |enable ¥EHE EXEC E— REZHMC L E T,
Bl - e NMATU—RE AN LET (ERENTHEE) .
Device> enable
AFwF2 |configureterminal 7a—sVREE— RERBLET,
&1
Device# configure terminal
R w73 |interface VirtualPortGroup number A B —T 2 A ABBEL, A2 X —T A ALRE
i - T— F&EHEBLET,
Device (config)# interface VirtualPortGroup 0 . VirtualPortGroup A B =T A A {/%&ﬁiﬂ L=E
T, ZDAH =T oA AL, EEA X —
7 = A A® GigabitEthernet0 23# H S 41TV 7
WIEHIZER N7 7 o v 7z LT S E
‘é‘o
AT w74 |ipaddressip-address mask AR —T 2 A ADT T4V IPT RLAZHRE
B - LES, SO H =T AF, BLHT v TT—
Device (config-if)# ip address 10.1.1.1 bif»~/§j54{(ﬁ9$ﬁﬁﬁljff%-/§(:/Dw~fF,(;/jffqﬁg
255.255.255.252 ThHDHIVENRLY £,
ATy T5 | exit A B —T oA AREET—REKTL, Za—rL
B - WEET— FICEY £,
Device (config-if)# exit
A5 76 |interface type number A B =T 2 A AEHREL, A F—T =1 ARE
1 E— FERBLET,

Device (config)# interface VirtualPortGroup 1

» VirtualPortGroup 1 > % —7 = A A %% E L £
o
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SnortIPS |

ARV FFEREETIVa Yy

S

DA HE =T 2 AR, T—HE T T 40T
WA S ET,

AT w71 |ipaddressip-address mask B =T 2 A ADT T4~V IPT KL AZRE
11 LETS
Device (config-if)# ip address 192.0.2.1 c ZDIPT RLU AL, ANy U —Z712x L
255.255.255.252 T —F N e D 3
N—TFT 4 VT RRETHHLERH D T,
«IP7 RL A, HERESS 192.0.2.0/30 DY
K M BEIVYTHNET,
ATy S8 |exit A B =T 2 AREET—REKRTL, Zu—~3UL
Bl RiEE— R £,
Device (config-if)# exit
RTw 79 |virtual-service name =T — R ERE L., T —EARE
Bl T FIZAY £,
Device (config)# virtual-service UTDIPS ename 513, KA a T —E X ARl
LTI S D amBs T,
ZT7w 710 |profileprofile-name (AFvary) V=277 7 A VERELE
Bl - T, VY —=RT 0T 7 A VERE LRWES, AR
. N . . PF—ERIT7AN DY ) —RT T 7 A )VEfE
Device (config-virt-serv) #profile high . R
MLTT 7T 4 7MbEnES, 72 a Ui, low,
I medium, high, ¥ & O multi-tenancy T4, (=L
Device (config-virt-serv) #profile multi-tenancy 9::7:%:/ ]\%v_ ]g‘g)i}g_/a\ (CiSCOCSRl()OOVO)ﬁ) .
profile multi-tenancy 2~ R&ZFRET D MEN
&) @ iTO
AT w711 |vnicgateway VirtualPortGroup interface-number A2 T — 2Dy NT—7 o H—

1 -

Device (config-virt-serv) # vnic gateway
VirtualPortGroup O

Tz A AH—F (WIC) DF—+TxA A H—
T oA AMER L, WICHF— T = A L H—
T A ZAERFIER— NI N—FIw o BT LT,
AR — B 2D yNIC & EE— RIZAD £7,

s ZDavry FTEHINDIA L F—T A A
X, FIE3 CTHRELILA VX —T = ATHD
VERHYET, Zoavwy NI, SHENT
FHENLA v =T 2 A~v v B LE
7
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VirtualPortGroup O > 5% —7 = 1 2 £ UREH—E20%E [

ARV FFEREETIVa Yy

E:)

AT 712 |guestip addressip-address (F7vayv) WICH — bz A H—T A
i - ADFARNINICT RLAEHRELET,
Device (config-virt-serv-vnic)# guest ip address . (CF) FIJE 17 TFEE L 7= vnic management
10.1.1.2 gigabitethernet0 =~ > KP¥RTE S
TWARWEARICOBRZDa~w L R
HELET,
AT 13 |exit AR —E 2D yNIC REE— RE/KT L, A8
%l - P—EAFEE— FIZEY £,
Device (config-virt-serv-vnic)# exit
Z v 714 |vnic gateway VirtualPortGroup interface-number R T —ERADVWIC F— T =A A
B - H =T xA ZEMRL, WIC = b7 =A A
. o . B —T 2 A AR — N —TlCvv B 7L
Device (config-virt-serv) # vnic gateway . e .
VirtualPortGroup 1 T, FEF—ERXADOVWNICEHEE— NIZAD £7°,
e ZDavy RTINS F—T oA A
X, FE6TRELIZA VX —T A ATHD
VENHY 9, ZDOa<2 KL, SnorthS—
PRI 74w OF=HY U TIHHT DR
aVT Y= ADA A =T 2 A~
I LET,
AT 715 |guestip addressip-address WIC =~V xA 4 X —T A AD/ A K VNIC
i - T RVAZRELET,
Device (config-virt-serv-vnic)# guest ip address
192.0.2.2
ATw 16 |exit AR —E XD WIC REE— F&& T L, A8
. F—EABEE— FIZRY £,
Device (config-virt-serv-vnic) # exit
R T w 717 |vnic management GigabitEthernet0 (473 a) GigabitEthernet f > % —7 = A A%

1 -

Device (config-virt-serv)# vnic management
GigabitEthernet0

WICEH A L F—T A AL LTHRELET,

o HHIA X —T = A AL, VirtualPortGroup -f
B —7 = A A F =1L GibugitEthernet0 1 > % —
Tz A ATHLILENRDD £7,

vnic management GigabitEthernet0 =~ > K%
HE L7 WATX, FIE 12 THE L7 guest
ipaddress =2~ RZRETLMLERH Y F
‘a‘o
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ARV FFEREETIVa Yy

S

A7 718 |guestip addressip-address (A7 av) WICEBA LA —T A ADT A
B - FVWNICT RLRAZHRELET, DT FLRIE,
e N . . BHA ¥ —7 =4 A% KO GigabitEthernet0 7% &
evice (config-virt-serv-vnic)# guest ip address . NN \ g
209.165.201.1 ERICH TRy MNIZHDLLERH Y £77,

ATy 719 |exit RARH —E XD WNIC REET— F&#&T L, A8
i - P EAREE— FICREY £
Device (config-virt-serv-vnic)# exit

25w 720 |activate AT I —E R VA =L ENTET Y
i - r—arkET 7T 47 LET,
Device (config-virt-serv)# activate

AFyv721 |end AR —EAREET— REKT L, FHEEXECE—
15'] . F\GZEV) i—g—o

Device (config-virt-serv) # end

SnortIPS W45 O —/\JLEETE

BEHRIZESNWT, BABSIE AT A (IPS) FZIEEABREY AT A (IDS) OBEE 71—
WAL FETNIA VF—T 2 A ATHRELET, ZTOXATEZFEITLT, T4 A ETIPS &

FIRDEE

T — NIRRT LET,

\)

GE)  Zma— b ) AR,

AEWRLET,

SIELTWATRTDA v Z—T =2 A ATEITIH TS Snort IPS

enable
configureterminal
utd threat-inspection whitelist

exit

utd engine standard

logging {host hostname | syslog}
threat-inspection

threat {detection | protection }

©ENSOOHRWN A

o
N= O

whitelist

-
w

. Snort IPS

generator id generator-id signatureid signature-id [comment description]

policy {balanced | connectivity | security}

signature update occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
signature update server {cisco| url url } [username username [password password]]
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snortips oo a— iz

14. logginglevel {alert|crit | debug|emerg|err | info | notice| warning}
15. exit

16. utd

17.  redirect interface virtualPortGroup interface-number

18. all-interfaces

19. enginestandard

20. fail close

21. exit
22. end
F gD F%H
AV RFERETI3 Y B#)
RTFwvF1 |enable it EXEC E— REAZIZ L E T,
Bl e MAT—=REANLET FERINTEHA)
Device> enable
AT w72 |configureterminal Ja—VERET— R LET,
1 -
Device# configure terminal
25w F3 |utd threat-inspection whitelist (A7vay) UTD#HFAY A NOREE— REH
15“ : ;(Aj‘]&: L/iﬁ‘o
Device (config)# utd threat-inspection whitelist
R w74 |generator id generator-id signatureid signature-id BLID #ZFAY R MNIERTALIIIHRELE
[comment description] +
B B4 IDIL, T B LERDHDT T— hb
Device (config-utd-whitelist)# generator id 24 b —TXx%E4
signature id 24245 comment traffic from °
branchofficel . %giﬁ@%% D ff%&fﬁ_’f% i?—o
cFFRIU A MZEMTHZMERNHLEALID Z &
2. ZOFIEE#EVIRLET,
ATy 7S5 |exit UTD #Fr[ Y A FOREE—FEKT LT, Fr—
i FVEREE— RIZRY £7,
Device (config-utd-whitelist) # exit
AFw 76 |utdenginestandard HA BB (UTD) T v 2% E L, UTD
i - BRAET DU DOBRGET— FIZAD £
Device (config)# utd engine standard
A5 771 |logging {host hostname | syslog} P—NRADBEARX v —VOuX V2NN LE
1 - EE
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ARV FFEREETIVa Yy
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Device (config-utd-eng-std) # logging host
syslog.yourcompany.com

ATy 78 |threat-inspection Snort = Vv DB BRI AR E L E T,
1
Device (config-utd-eng-std) # threat-inspection
A7 79 |threat {detection| protection } BB E IR ABS LY 27 A (IPS) % Snort
i - TV OBEE-RELTERELET,
Device (config-utd-eng-std-insp)# threat e F 7L IZdetection T9,
protection
ARARRET AT A (IDS) HERET HITIE,
detection ¥—U— RN&#ZEL £,
AT 710 |policy {balanced | connectivity | security} Snort =YL DEFa VT AR U—EFEELE
i) kK
Device (config-utd-eng-std-insp) # policy security] e T 7))L FNDORY —F 7 3 13 balanced
-@j‘o
AT v 711 |whitdist (A7 ay) UTD =P Tl U A b &2 H%)
I - IZLET,
Device (config-utd-eng-std-insp) # whitelist
w712 |signatureupdate occur-at {daily | monthly BADOFEFMENNTA—XERELET, ZOHTE
day-of-month | weekly day-of-week} hour minute A5 LT, FHTOEICEL OFEFRN R H—&
£l ET,
Device (config-utd-eng-std-insp)# signature update
occur-at daily 0 0
R w713 |signatureupdateserver {cisco|urlurl } [username |24 Fgt— DR F A —F EJ/ELET, Ph—N
username [password password]] DA TELEH T A—FERRET HLERDH Y
1 - F9, BHDOEHI Cisco.com i H T 55513,
Device (config-utd-eng-std-insp)# signature update| :l_‘v-% ENAY— I\%]\jﬂ‘é%%#&) U i‘j—o
server cisco username abcd password ciscol23 | B OEFEFIC o — /LY — A2 EHTHEE1T.
P NREIFESNT2—HH LAY — FEHEE
TEET,
X w714 |logginglevel {alert|crit|debug|emerg|err|info| |m /L~ ax N LET,
notice | warning}
i
Device (config-utd-eng-std-insp) # logging level
emerg
RATwv 15 |exit UTDIE#EC PV OB EET— RER T LT, Fu—
- SNILVREE— NIZREY £79°,
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ARV RFERETI Y S

Device (config-utd-eng-std-insp) # exit

AT v 716 |utd HAEEBSE (UTD) =A%z L, UTD %/ ET—
15“ : F‘GZJ\D i‘a—o

Device (config) # utd

A7 717 |redirectinterface virtualPortGroup interface-number | (43 3 >) VirtualPortGroup A > % —7 = A A

Bl - LV FA LT RLET, ShIEF—4 T T4y
Device (config-utd)# redirect interface 7 4/]):& -7 I/]) 7\’(‘?‘0 - @/f :/& -7 I/r A
virtualPortGroup 1 %‘f?ﬁuﬂi Lfofl/\%/ﬁ\\ /l' :/5”_‘7 I/l) Zliﬁﬁﬁﬁ‘iﬁé
nE7,

A7 718 |al-interfaces TNAADTXTDOULAF¥IA L F—T = AT
i - UTD Z i /E L £,
Device (config-utd)# all-interfaces

A7 719 |enginestandard MAEBEYE (UTD) =2V ikiE L, s
Bl - VUV DRET— FITAY £,
Device (config-utd) # engine standard

2T w720 |fail close (A7 ay) UID = P I EENEA L2
Bl - BT T 7 va v aERLET, 774NV FOF

Tva NI T eV A =TT, T a—
XA a0t UTD = DU CEENREAE L
BT _RTOIPS £7/21XIDS b T 7 4 v 7 % K
0y 7 LES, Jz—NF—TF AT g EHEA
T5HE, UD = P UATEENREAE LTZHGEICT
RTPOIPSEUXIDS T 7 4 v 7 ZFFAI LET,

Device (config-engine-std) # fail close

ATy TN |exit BT U DFREE— RETLT, Za—r
i - REE—RNIREY ET,
Device (config-eng-std) # exit

A7y J22 |end UTD B EE— K& T LT, /' a— SV EE—
15“ : F‘GZE D iﬁ—o

Device (config-utd) # end

Snort IDS F &N~ O —/\JLERTE

BRI HEASNT, BABLILEY AT A (IPS) EITEARET 2T A (IDS) BitE4d /' a— L
LNV EFIA A =T 2 A ALY TRELET, /10X —T A AT LIZIDS ZRET D
IZiX, OZ A7 ZFITLET,
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FIEDHE
1. enable
2. configureterminal
3. interface type number
4, utd enable
5. exit
6. REDLEIRT XTOA L H—T x4 AT, FIA3I -5 2V IKRLET,
7 utd threat-inspection whitelist
8. generator id generator-id signatureid signature-id [comment description]
9. exit
10. utd engine standard
11. logging {host hostname | syslog}
12. threat-inspection
13. threat {detection | protection }
14. policy {balanced | connectivity | security}
15. whitelist
16. signatureupdate occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
17. signatureupdate server {cisco| url url} [username username [password password]]
18. logginglevel {alert | crit | debug|emerg|err | info | notice| warning}
19. exit
20. utd
21. redirect interface virtualPortGroup interface-number
22. enginestandard
23. fail close
24. exit
25. end
FIED %
ARV KRFERETIVa Y EL:Y
AT 71 |enable FibE EXEC E— RZAMIC L E T,
i ¢ NMAT—REANLET (FERINTHE)
Device> enable
AT w72 |configureterminal Ja—VERET— R LET,
1
Device# configure terminal
AT w73 |interface type number A VB =T 2 A ABREL, A F—T = ARE
15'] : £ — ]\\‘%Eﬁﬁé\biﬁ‘o
Device (config)# interface gigabitethernet 0/0/0
ATwv 74 |utdenable e mlh (UTD) ZAMC LET,
i :
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ARV FFEREETIVa Yy

E:)

Device (config-if)# utd enable

ATy 7S5 |exit A B =T 2 ABREET—FEKTL, Zun—rUL
Bl BiEE— FICRY £,
Device (config-if)# exit

ATYT6 | BRENLERTATOAS L Z—T A AT, FE |-
3-S5z DIRLET,

X5 w77 |utd threat-inspection whitelist (A7 ar) UTDFFA U A FOREET—F2A
15“ : ;j]&:‘_ L/ij—o
Device (config)# utd threat-inspection whitelist

A w78 |generator id generator-id signatureid signature-id BLAID #HFAY R N TERTALIIIHRELE
[comment description] +
B - B4 DT, HRTBUERDHET T— P b
Device (config-utd-whitelist) # generator id 24 :Itf*—Tféfﬁiﬁ‘
signature id 24245 comment traffic from - - O: .
branchofficel M DELID ERETEET,

s A NMIRFTOMENHLEALID Z &
2. ZOFIEEZ#V KL ET,

ATvFS9 |exit UTD #F A U A FOREE— REK T LT, Fr—
4 - FIIVEREE— RIZRD £,
Device (config-utd-whitelist) # exit

A7 710 |utd enginestandard A EEPAE (UTD) ffEr v v &% E L, UTD
R RIS DU ORET — FICAD 9
Device (config)# utd engine standard

Z7w 711 |logging {host hostname | syslog} 10Sd syslog ~DHEER A v—YDOuX v 7 &4
15“ . ;‘j,]&: L/i‘a‘o
Device (config-utd-eng-std) # logging syslog

AT w712 |threat-inspection Snort T2V U DFBERA AR E L ET,
i
Device (config-utd-eng-std) # threat-inspection

A7 713 |threat {detection | protection } B IGIE £ 12 IXB AR AT A (IDS) % Snort
i - T —OBEE—-FE LTHRELET,
Device (config-utd-eng-std-insp)# threat detection AFABGIEY 27 N (IPS) ZRET HITIE.

protection ¥—7U — RZ&#&E L %7,
AT 714 |policy {balanced | connectivity | security} Snort ¥ —DEF 2 VT 4RI —ZHEELE

1

B
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ARV FFEREETIVa Yy
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Device (config-utd-eng-std-insp) # policy balanced|

25w F15 |whitelist (ATvar) FI74v7OFFAY AR
il - LET,
Device (config-utd-eng-std-insp) # whitelist
R 7w 716 |sgnatureupdateoccur-at {daily | monthly BHDOEHERNT A =2 R ELET, ZORE
day-of-month | weekly day-of-week} hour minute AL LT, FROICELOEH N Y H—&
i - ET,
Device (config-utd-eng-std-insp)# signature update
occur-at daily 0 0
X w711 |signatureupdateserver {cisco|url url} [username |ZBLFEHH— "ONRTA—FEFZELET, —
username: [password password]] DFMTELTH /T A — 2 ZAET D UEN DY
15 - F9, B OFHNIT Cisco.com Z AT 55513,
Device (config-utd-eng-std-insp)# signature update :LV——H-Z' ENAY — ]\%]\jjﬁ‘éﬂx%i)\% Y ij—o
server cisco username abcd password ciscol23 B OEFICa— Y — " HEHT HEET.
P NREEDNT =YL LAY — REFEE
TEET
RTw 718 |logginglevel {alert|crit|debug|emerg|err [info| | w2 L~ULzHhic LET,
notice | warning}
£l
Device (config-utd-eng-std-insp) # logging level
crit
ATy 719 |exit UTDAEHT Y VU OB EE— K&K T LT, Za—
Bl SABGET— FICREY £
Device (config-utd-eng-std-insp) # exit
AFvy720 |utd MA@ (UTD) A8 L, UTD BEE—
Bl NSRS
Device (config) # utd
A7 w F21 |redirectinterface virtualPortGroup interface-number | (4~ 3 >) VirtualPortGroup A > % —7 = A A
Bl - U HA LT P LET, ShEF—F FT T4y
Device (config-utd) # redirect interface 7 4/1’:5’ —7=AA VC“TO SOA T =T A A
virtualPortGroup 1 f&?&/ﬂi L/fcib\%/lfl\\ 4’ :/5‘—7 14 A li 5 @ﬂ‘ﬁﬂj é
nNETJ,
ATy J22 |enginestandard HABHEYE (UTD) => P 23 EL, EfEx

51

Device (config-utd) # engine standard

VU VDRREET— RIZAY £9,
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774 9u8%0U 2 toxw ||

ARV RFERETI Y S

R w723 |falclose
1 -

Device (config-engine-std)# fail close

(7> ar) UTD = P U EENRA LS
BATHIT /v a v BERLET, T 740 hOF
a7 =N A =TT, T a—
AT a0, UTD = DU ICREENRE LT
AT _RTOIPS £7/21XIDS b T 7 4 v 7 % K
0y LES, Tz—NF—TF AT a o EHEA
T5HE, UTD = UV UANEENRTEAE LIGAI1ICT
RTOIPSEILIDS 8T 7 ¢ v 7 HFFAI LET,

AT 724 |exit
1 -

Device (config-eng-std) # exit

BT DU OBRET— REKT LT, Zu—ub
BRIEE— RICEY £7,

XFwv 725 |end
1 -

Device (config-utd) # end

REE— R TL, EXECE— FIZEY £,

TOT4TEELZD) A FDRT

SnortIPS @D

T T 4 T 7EA L SnortIDS ETRIPSICEIBUCKH T DT 7 va v e FEATT D KO IR
5HDTY, bTFT T4 INT VT 4 TRELONTRNE B LT84, Snort = TS iE
IDSE—RTT7Z7—hr2 FUH—L, IPSE—RThrI7 74 v 7% Fny 7 LET,

utd threat-inspection signature active-list write-to bootflash: filename=~ > KNix, 777 4 772
BADIY AL, TIT4T0EHL, FryTEL BIXOT 77— FBLOGHEOY~ Y —
ZRFLET,

&% 7 151

{5 : VirtualPortGroup 1 >3 — 27 14 A B LN RES—EXDHKRTE

Device# configure terminal

Device (config)# interface VirtualPortGroup 0

Device (config-if)# ip address 10.1.1.1 255.255.255.252
Device (config-if) # exit

Device (config) # interface VirtualPortGroup 1

Device (config-if)# ip address 192.0.2.1 255.255.255.252
Device (config-if)# exit

Device (config)# virtual-service UTDIPS

Device (config-virt-serv) # vnic gateway VirtualPortGroup 0
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv)# vnic gateway VirtualPortGroup 1
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2
Device (config-virt-serv-vnic)# exit

Snort IPS .
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Device (config-virt-serv)# vnic management GigabitEthernetO
Device (config-virt-serv-vnic)# guest ip address 209.165.201.1
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv) # activate

Device (config-virt-serv-vnic)# end

Bl - BIEA)Y—XTOT7 7 ILDETE

Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# no activate

Device (config-virt-serv) # end

Device# wvirtual-service uninstall name UTDIPS
Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# profile medium
Device (config-virt-serv) # end

Device# wvirtual-service install name UTDIPS package:utd.ova
Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# activate

Device (config-virt-serv)# end

51 : SnortIPS 4 A—/\)LEXTE

wIZ, TANAAETEAIEY 2T 5 (IPS) 27 0 — )W ETHHERLET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat protection
Device (config-utd-eng-std-insp) # policy security
Device (config-utd-eng-std) # exit

Device (config) # utd

Device (config-utd) # all-interfaces

Device (config-utd) # engine standard

Device (config-utd-whitelist) # end

Device#

Bl : A3 —T AR ED Snort IPS BEDERTE

WIZ, £ F—Tx2A AT LT Snort R ARE T AT A (IDS) 2R TET HHlZ2 R LE
—é‘o

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat detection
Device (config-utd-eng-std-insp) # policy security
Device (config-utd-eng-std) # exit
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Device (config) # utd
Device (config-utd) # engine standard
Device (config-eng-std) # exit
Device (config) # interface gigabitethernet 0/0/0
Device (config-if)# utd enable
(

Device (config-if) # exit

Bl : A INOORALA B —DITARET IO KRB —D 11
ADEATDHVRF ZFERAL - UTD DEKE

Device# configure terminal

Device (config)# vrf definition VRF1

Device (config-vrf)# rd 100:1

Device (config-vrf)# route-target export 100:1
Device (config-vrf)# route-target import 100:1
Device (config-vrf)# route-target import 100:2
|

Device (config-vrf)# address-family ipv4
Device (config-vrf-af) # exit

|

Device (config-vrf)# address-family ipvé6
Device (config-vrf-af) # exit

|

Device (config-vrf-af)# vrf definition VRF2
Device (config-vrf)# rd 100:2

Device (config-vrf)# route-target export 100:2
Device (config-vrf)# route-target import 100:2
Device (config-vrf)# route-target import 100:1
|

Device (config-vrf)# address-family ipv4
Device (config-vrf-af)# exit

|

Device (config-vrf)# address-family ipvé6
Device (config-vrf-af) # exit

|
Device
Device
Device

Device
|

config-vrf)# interface VirtualPortGroup0
config-if)# ip address 192.0.2.1 255.255.255.252
config-if)# no mop enabled

config-if)# no mop sysid

Device (config-if)# interface VirtualPortGroupl
Device (config-if)# ip address 192.0.2.5 255.255.255.252
Device (config-if)# no mop enabled

( ) #

Device (config-if
I

no mop sysid

config-if)# interface GigabitEthernet0/0/2
config-if)# vrf forwarding VRF1

config-if-vrf)# ip address 192.1.1.5 255.255.255.0
config-if-vrf)# ipv6 address A000::1/64

Device
Device
Device

Device
|

Device (config-if)# interface GigabitEthernet0/0/3

Device (config-if)# vrf forwarding VRF2

Device (config-if-vrf)# ip address 192.1.1.5 255.255.255.0
Device (config-if-vrf)# ipv6 address B000::1/64

|

Device (config-if-vrf)# router bgp 100

Device (config-if-vrf)# bgp log-neighbor-changes

|

Device (config-vrf)# address-family ipv4 vrf VRF1

Device (config-vrf-af)# redistribute connected

Snort IPS
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Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|
Device
Device
Device

Device
|

config-vrf)# address-family ipvé vrf VRF1
config-vrf-af)# redistribute connected
config-vrf-af)# redistribute static
config-vrf-af)# exit

Device (config-vrf)# address-family ipv4 vrf VRF2
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|

Device (config-vrf)# address-family ipv6 vrf VRF2
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit
|
Device
Device
Device
Device

config)# utd

config-utd)# all-interfaces
config-utd) # engine standard
config-utd) # exit

Device (config)# utd engine standard

Device (config-utd-eng-std)# logging syslog

Device (config-utd-eng-std)# threat-inspection

Device (config-utd-engstd-insp)# threat protection

Device (config-utd-engstd-insp) # policy security

Device (config-utd-engstd-insp) # exist

Device (config-utd-eng-std) # exit

|

Device (config)# virtual-service utd

Device (config-virt-serv)# profile low

Device (config-virt-serv)# vnic gateway VirtualPortGroup0
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv)# vnic gateway VirtualPortGroupl
Device (config-virt-serv-vnic)# guest ip address 192.0.2.6
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv)# activate

UTD Snort IPS Drop Log

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**]
[1:30561:1] BLACKLIST DNS request for known malware

domain domai.ddns2.biz - Win.Trojan.Beebone [**]

[Classification: A Network Trojan was Detected]

[Priority: 1] [VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53

{5 - 108 Syslog DO X > 5 DE&ETE

WIZ, THRAADu T Lo L& LCTI0S syslog DR ¥ > 7 2% ET 562~ L E
j‘o

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # logging syslog
Device (config-utd-eng-std) # threat-inspection
Device (config-utd-engstd-insp) # logging level debug
Device (config-utd-eng-std-insp) # end

Device#

. Snort IPS
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Bl - chREBDBOSTH—/INADOAX I DETE

OB, HREFR e S —R"~pu X S OREFEE R L TNET,

Device# configure terminal

Device (config) # utd engine standard

Device (config-utd-eng-std-insp)# logging host syslog.yourcompany.com
Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # logging level info

Device (config-utd-eng-std-insp) # end

Device#

5l : Cisco H—/\HNELDEZEBFHDKTE

WOBNL, Cisco V=" HEADOEFH 2B ET 2 HEER L THNET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server cisco username CCOuser password
passwdl23

Device (config-utd-eng-std-insp) # end

Device#

G¥)

DNS /3 Cisco =" B/ E X 7o a— RTH L ICRESNTWVWDH I EEMERL
i‘j‘o

Bl O—DIILY =D L DELGEHDERTE

ROBNE, =B NY—=SNEEHDOE R ET D HEEZRLTHNET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server url http://192.168.1.2/sig-1.pkg
Device (config-utd-eng-std-insp) # end

Device#

Bl . BBEREFDKE

ROBNT, P —"THBELEHERET 2 HEEZRLTVET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update occur-at daily 0 0

Device (config-utd-eng-std-insp)# signature update server cisco username abcd password
ciscol23
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Device (config-utd-eng-std-insp) # end
Device#

Bl FHIKDHEBELDEHFDET

RKOBNT, SESERGETFHTEAZ LR 572 R LTVET,

Device# utd threat-inspection signature update

OV —"REEX 7 ra— KT 50, BFEO— BEEZFEH L TRE SN
R —NERATELEST, 2hbDa<wr NIcky, RORELXFEH L TFEH
TELTHNEITESNET,

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service hnot
known') )

Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual

Last attempted update server: cisco

Total num of updates successful: 1

Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Device# utd threat-inspection signature update server cisco username ccouser password
passwdl23

Device# utd threat-inspection signature update server url http://192.168.1.2/sig-1.pkg

Bl BADKRTA )X FDETE

ROFNE, BADKRTUA R ZANERETDHEEZRLTHET,

Device# configure terminal
Device (config) # utd threat-inspection whitelist
Device (config-utd-whitelist) # utd-whitelist)# generator id 1 signature id 23456 comment
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"traffic from client x"
Device (config-utd-whitelist) # exit
Device (config)# utd engine standard
Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # whitelist
Device (config-utd-eng-std-insp) # end
Device#

GE)

FUA BRI ARDBAIDPEREIINDE, Snort Z7 0 —NT T —h Ry 7L
TTFNA AZWBTEHXOICLET,

T T4 TEERDRTY
Bl R S—2ERALET I T4 THBRADRT

Device# utd threat-inspection signature active-list write-to bootflash:siglist connectivity
Device# more bootflash:siglist connectivity

Signature Package Version: 2982.1.s
Signature Ruleset: Connectivity
Total no. of active signatures: 581
Total no. of drop signatures: 452
Total no. of alert signatures: 129

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

Bl: NS AN R) O—ZFERLET VT4 THEBRDRTE

Device# utd threat-inspection signature active-list write-to bootflash:siglist_balanced
Device# more bootflash:siglist balanced

Signature Package Version: 2982.1.s
Signature Ruleset: Balanced

Total no. of active signatures: 7884
Total no. of drop signatures: 7389
Total no. of alert signatures: 495

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>
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Bl: EFa)TAaR)O—ZFEALET VT4 TGELDERT

Device# utd threat-inspection signature active-list write-to bootflash:siglist_security
Device# more bootflash:siglist security

Signature Package Version: 2982.1.s
Signature Ruleset: Security

Total no. of active signatures: 11224
Total no. of drop signatures: 10220
Total no. of alert signatures: 1004

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

&2 Snort IPS 5% DEEE

Woa<wy REHFRALTC, BEE NIV a—T 47 LET,

FIEOHE

F IR D FH

ATy I

©ENSOOHRWN A

- e e e e
RS

Device> enable
it EXEC E— KA LET,
e MAT—REANLET (BERENTZEH)

. Snort IPS

enable

show virtual-servicelist

show virtual-service detail

show service-insertion type utd service-node-group
show service-insertion type utd service-context

show utd engine standard config

show utd engine standard status

show utd engine standard threat-inspection signature update status
show utd engine standard logging events

clear utd engine standard logging events

show platform hardware qgfp active feature utd config
show platform softwar e utd global

show platform software utd interfaces

show platform hardware gfp active feature utd stats
show utd engine standard statisticsdaq al
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show virtual-service list
R —E AT F EOTRCOT TV r—2a DA VAN NVDAT—H A KR LET,
1 -

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

UTDIPS Activated utdsnort.1l 0 1 sSv2982 XE 16 3.20160701_131509.ova

show virtual-service detail

TN AR —E R TFIA VA M= NLEINTWET ) r—raAlloTEREIND Y V—
AERANLET,

1 -

Device# show virtual-service detail

Device#show virtual-service detail
Virtual service UTDIPS detail

State : Activated
Owner : I0sd
Package information
Name : utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
Signing
Key type : Cisco development key
Method : SHA-1
Licensing
Name : Not Available
Version : Not Available

Detailed guest status

Process Status Uptime # of restarts
climgr upP 0Y Ow 0D 0: 0:35 1
logger UP 0Y Ow 0D 0: 0: 4 0
snort 1 UP 0Y Ow 0D 0: 0: 4 0

Network stats:
eth0: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6

Coredump file(s): lost+found

Activated profile name: None
Resource reservation

Disk : 736 MB
Memory : 1024 MB
CPU : 25% system CPU
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Attached devices
Type

Disk
Serial/shell
Serial/aux
Serial/Syslog
Serial/Trace
Watchdog

Network interfac
MAC address

A4:4C:11:9E:13:
A4:4C:11:9E:13:
A4:4C:11:9E:13:

Guest interface

Interface: eth2

ip address: 48.0
Interface: ethl

ip address: 47.0

Guest routes

Address/Mask

Resource admissi
Disk space
Memory
CPU
VCPUs

show service-insertion type utd service-node-group

P—t R ) — R ITN—TDAT—F 2 TR LET,

1

Device# show service-insertion type utd service-node-group

Service Node Group
Service Context
Member Service Nod

Service Node (SN)
Auto discovered

. Snort IPS

mgmt
_roo
/opt
/opt

watc

es

.0.2/24

.0.2/24

on (with
710MB
1024MB
25% sy
Not sp

name
utd/1
e count

30.30.
No

:l mgmt

tfs

/var

/var/c
serial0
seriall
serial?2
serial3

hdog-2

Attached to interface

ieobc_ 1
VirtualPortGroup0
VirtualPortGroupl
mgmt_ 1

out profile) : passed

stem CPU
ecified

utd sng 1

1

30.2
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SN belongs to SNG : utd sng 1
Current status of SN : Alive
Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

RATw 75 show service-insertion type utd service-context
AppNav BX OV —E A/ — R a—%2FRLET,
fi

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

AT w76  show utd engine standard config
A& (UTD) O EE R R LET,
{1 -

Device# show utd engine standard config

UTD Engine Standard Configuration:
Operation Mode : Intrusion Prevention
Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:

Snort IPS
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28878

ATw 771 show utd engine standard status

UTD =V PV DAT—H A FRLET,
fAi)

Device# show utd engine standard status
Profile : High

System memory

Usage : 8.00 %

Status : Green

Number of engines : 4

Engine Running CFT flows Health Reason

Green None
Green None
Green None
Green None

Engine (#1): Yes
Engine (#2): Yes
Engine (#3) : Yes
Engine (#4): Yes

o O O O

Overall system status: Green

Signature update status:

Current signature package version: 2983.4.s

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC

Last failed update time: Mon Aug 7 01:53:21 2017 UTC

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service not known'))
Next update scheduled at: None

Current status: Idle

AT 78 showutd enginestandard threat-inspection signature update status
BAEH T O CADAT —H A TR LET,
1 -

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service hnot known'))
Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual

. Snort IPS
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ATv 710

ATy TN

ATvT12

Last attempted update server: cisco

Total num of updates successful: 1
Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Next update scheduled at: None

Current status: Idle

show utd engine standard logging events

Snort Eo Y —mboua AR MERRLET,

1

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**]

2016/06/13-14:32:21.524988 IST [**]

clear utd engine standard logging events

1

Device# clear utd engine standard logging events

Snort E oY —mboa S AR BT T LET,

show platform har dware gfp active feature utd config

Y= R/ — ROIEFEICET R £n L ET,

1 -

Device# show platform hardware gfp active feature utd config

Global configuration
NAT64: disabled
SN threads: 12

CFT inst _id 0 feat id 1 fo id 1 chunk id 8
Context Id: 0, Name: Base Security Ctx

Ctx Flags: (0x60000)
Engine: Standard
SN Redirect Mode : Fail-open, Divert

Threat-inspection: Enabled, Mode: IDS

Domain Filtering : Not Enabled
URL Filtering : Not Enabled
SN Health: Green

show platform softwar e utd global

UTD DNAENC > TNDBA v A —T 2 AR FRLET,

[Instance ID:
BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification:
[VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
[Instance ID:
BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification:
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

A Network Trojan was Detected]

A Network Trojan was Detected]

sa® snorties mEowR ]

[1:30561:1]

[Priority: 1]

[1:30561:1]

[Priority: 1]

Snort IPS .
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1

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Enabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl

UTD interfaces
All dataplane interfaces

show platform software utd interfaces
TRTOA o FZ =T = A AHT DIERER I LET,
fi

Device# show platform software utd interfaces

UTD interfaces
All dataplane interfaces

show platform hardware gfp active feature utd stats
T—4 7L —r O UTD faHEaE £x LET,
fA

Device# show platform hardware gfp active feature utd stats

Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:
Pkts entered policy feature pkt
byt

Drop Statistics:

Service Node flagged flow for dropping
Service Node not healthy

General Statistics:

Non Diverted Pkts to/from divert interface
Inspection skipped - UTD policy not applicable
Policy already inspected

Pkts Skipped - L2 adjacency glean

Pkts Skipped - For Us

Pkts Skipped - New pkt from RP

Response Packet Seen

Feature memory allocations

Feature memory free

Feature Object Delete

Service Node Statistics:
SN Health: Green

SN down

SN health green

SN health red

. Snort IPS
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Diversion Statistics
redirect

encaps

decaps

reinject

decaps: Could not locate flow
Redirect failed, SN unhealthy
Service Node requested flow bypass drop

show utd engine standard statistics daq all
= AT L —r DT —ZNE (DAQ) DOfitEHMAEFR KL ET,

1 -

Device# show utd engine standard statistics daq all

IOS-XE DAQ Counters (Engine #1):

Frames received
Bytes received
RX frames released

Packets after vPath decap

Bytes after vPath decap

Packets before vPath decap
Bytes before vPath decap

Frames transmitted
Bytes transmitted

Memory allocation
Memory free

Merged packet buffer allocation
Merged packet buffer free

VPL buffer allocation
VPL buffer free

VPL buffer expand
VPL buffer merge

VPL buffer split

VPL packet incomplete

VPL API error
CFT API error
Internal error
External error
Memory error
Timer error

Kernel frames received
Kernel frames dropped

FO cached via timer
Cached fo used
Cached fo freed

FO not found

CFT full packets

VPL Stats (Engine #1):

O O O O O oo oo

o O o N

o O O O o o

o O O O o o

o o

o O O O o

sa® snorties mEowR ]

2226
2226
2298
2250
72
62
48
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. Cisco Prime CLI 7> 7 L— % {#/ L 7= Snort IPS DEA

Cisco Prime CLI 7> J L — FZ{& A L 1= Snort IPS D E A

CiscoPrime CLI7 > 7' L— h &2 LT, SnortIPSEAZ 7oV a =7 4HZ LN TEE
7, CiscoPrime CLI 7 > 7L — h 2T 5 &, SnortIPSHEAZEZIZ T Y a =7 T
%9, CiscoPrime CLI 7> 7L — % Snort IPS EAD T 0 £y g = ZIEHAT5121E, &k
DFMEAEFETLET,

ATV TN VAT ATEITENTWDIOSXEN—Y 3 VKIS T D Prime 7o 7 L— " a Y 7 MU =T OX U a2 —
R_X=Upb Xy rm—RLET,

RTYT2 ZOT7 7 ANPERENTOLHEIFMHR L ET,

AT 73 Prime 7>5, [Configuration] > [Templates] > [Features and Technologies] D JIEIZEE (Y, [CLI Templates] % 4R L
7

ATY 74 [Import] &7 Vv LET,

ATYTS T — b DA VR — N7 N2 w2 L, [Select Templates] #7 V » 7 LT, LlFE¥ v rua—FK
Lie7 7 L— Ra@R LT/ v R— P LET,
KD Snort IPSCLI 7> 7 L— k& & £,

« Copy OVA to Device : ZD7 7L — FZfEH LT, Snort IPSOVA 7 7 A VA )V—F DT 7 A )L A
TAhIZav—LET,

eDelete OVA : 27 L — b2 LT, 2 —L7 Snort IPSOVA 7 7 A V& L—Z DT 7 A )L
VAT ANLHIBRLET,

* Dynamic NAT : A4 7 v 7 NAT (v hU—27 7 RLAZH) NERENTHEINTEY ., Snort
IPSEBHA X —T A AP HICEETHNENDH D NAT DL RINT H7-2DICT 7B AV A & f
AT 28481%. 2077 L—heHLET,

* Dynamic NAT Cleanup : Z D7 > 7' L— h % LT, Snort IPS ® NAT & EAHIFRL 7,

« Dynamic PAT : BREENTH A+ v 27 PAT ((R— F7 RL AZH) NRESNTEY ., Snort IPS EHL
A B =T 2 A AIPHICEET HXLEDH D PAT B ERIRT 572D T 78 AV A N aHT 58
Blx, ZoFo L —NEFERALET,

* Dynamic NAT Cleanup : Z D7 > 7L — M Z{#EH LT, Snort IPS @ PAT X E#HIFR L £7,

o [P Unnumbered : ZDF 7 L— rZHA L T, Snort IPS BLONIP H 572 LOE AT LERABY—
EAEFRELET,

« IP Unnumbered Cleanup : Z D7 7' L— h&fEH LT, IP & 572 L T E S 4L72 Snort IPS A >
=7 A ZA%HIBRLET,

. Snort IPS
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» Management Interface : Snort IPS EHL N7 7 4 v 7V DN—T 4 Y TV AT LEBRA L F—T =2 A A
(GigabitEthernet0 72 &) #5551, 2077 — 2R LET,

* Management Interface Cleanup : D7 > 7' L— h & LT, SnortIPSEE NT 7 4 v 7 N —T 4
VT BHIEDICERESNTZ VAT LEHA X —7 = A A (GigabitEthernet0 72 &) ZHIERL £,

¢ StaticNAT : ZDF 7L — F&fFH LT, Snort IPS 35 L VEELFED ) NAT O3 A MBE 2 A8 —

R &R

RELET

» Static NAT Cleanup : Z D7 > 7 L— MM H LT, 19 NAT O A TEE S 4172 Snort IPS & HIBR L

i'ﬁﬂo

« Upgrade OVA : ZD7 > 7' L— h&EH LT, SnortIPSDOOVA 77 A Va7 v 77 L—RKLET,

1I0x 3 2T F~DBAT

Cisco 10x [Z

Z Z T, Cisco 1000 2V — XY —E R HET/L—% (ISR) TO UTD X YEiET 5728
D . Cisco IOx B L I0x ~D UTD OBAITIZHOWTE LE 3, Cisco IOx T3 Cisco I0S &
Linux OS DMl BbENTRY, Zettominry hU—7 2FEBR L £,

2T

CiscolOx I&, S EXFERCisco 77 v N7+ —ANIBFLEMET 7V r—ra JHi— S
—BMWOBLIHEAT 4 TREEA RIS 2T TV = ary Ty N7 —ATY, 2O
Ty b7+ —AF, XY NI —F T AR —F 07 VAT A (CiscolOS) LA —T Y —
ADT T N7+ —2A (Linux) G L, *Ry NI =27 LOBAZ LT SV r—rarvbda
VHA—T 2 A EHLET,

Y —E R a7 FIET A ZADRAELERE T, R~ (VM) | (R —Ev R, £
FiarsrEbEnE+, FEY—v2arTFRNIcT7 A r— 3% A A =L T
EFES, ZOT TV r—vaiE, TNAADFSNL—F 4 7 VAT LAOFMES—E A o
PTFTNTEEILES, 77U —a i3, JEE T ova 2RO tar 7 7 A /L Td 5 Open
Virtual Application (OVA) & LTSN ET, OVA Ny r—I%, a~v o RIS D Af v
B—T 2 AN LTT AL AL VA M= S, BbIinEd, 4 —7 71— C isco
TITANF Y- A a T TRNIZEATE L7 7 ) r—2a v o—fITd,

UTD OVA Z# 7R A T 57 DI SN AR — A2 7T 7T A NI 7 Fxidk

Cisco 1100 2/ U — X ISR Tidxfits L TWEH A, BIFE, UTDIEMF O 2> 7 kb LTV E
9, 7272 L. OVA =27 FHEBEIT Cisco IOS XE Gibrafilter 16.10 D U U — & Tldxfiis L TV E
TN, TNLUEDO Y U — 2T L TWER A
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B rev—cxavsrnsi0~07y THL—F

REY—EXRaVTFTFILIX~ADT v TSI L—F

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

OVA 7 7 A WE, I~ U OJEfES Nz T4 VA N—)VH[HER ] N—Va v gt —7
NA8 T — 74 7 (Open Virtualization Archive) T3, Snort IPS (XAl T FHh—v R L L
THHATEET, ZOOVA 77 A NVET /A AZH T a— KL, virtual-serviceinstall CLI
EHEAHLTYH—ERAEZA A M= AVTHMERLY £7,

UTDIOX A > 7 T A N T 7 F ¥ DA, 10x X—ZD OVA IZI0x CLI =i~ > R&EERA L TA
VAR—=NLLET, £ A= TABEIC, FE— LB TEE— FCTIOXBRELBLET,

10X X—ZAD OVA L TAR 7 7 A )V EMEEINE T, BF =2V T 4 T A8 A0fHE L7z Cisco
IOSXE A A—VHFEATAIMLENDHY EI, OVATZ7 7 A LVDA A =iz, BF=2l
FATABUARNTF = v 7 S, FA BV ABRGFELZWEAIT S —NgE S E T,

AP —E AMB 10x I T FIT v 77 L— R4 512k, ROFEEFEITLET,

no activate

1

Device# configure terminal

Device (config)# virtual-service utd
Device (config-virt-serv)# no activate
Device (config-virt-serv)# exit

Device (config)# no virtual-service utd

R~ 2= R— 2D —ERADA LV AX AT VT 4 TN LET,

show virtual-servicelist

1

Device# show virtual-service list

Y —ERAa T HIA VA P—=LEINTNWDETRCOT ) r—2a vV DAT—HAZETRLET,
AR — RS VAR ANKET 7T 4 772> TCND T &R LET,

virtual-service uninstall name virtual-service instance

1 -

Device# virtual-service uninstall name utd

R~ =y R—2ADREYS— AL AR AT A A =L LE T, show virtual-servicelist
Oy REETLEE XL, B —BE AL VAZ VANEREINZNVI EEHRLET,

[[0)4

1 -

Device# configure terminal
Device (config)# iox
Device (config)# end

IOXEREE % 7 2 — NV EE— R CHtE L £77,

app-hosting install appid name package bootflash: <tarfile>
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ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

FEY—EzavFrmsIx~07 v TTL—F |

1

Device# app-hosting install appid UTD package bootflash:utd.tar
Device#

Jox X—AZAD OVAtar 7 7 A VET A A2 —LTCA A=A LET,

show app-hosting list

fi

Device# show app-hosting list

App id State
UuTD DEPLOYED
Device#

A VAR=NVDAT =R AEFRLET, 77V r—2a UREBAINTWAZ AR LET,

app-hosting activate appid name
{1 -

Device# app-hosting activate appid UTD

FNRAZFEDIOX X—ZADTAR 7 7 A NET VT 4TI LET,

show app-hosting list

fAi

Device# show app-hosting list

App id State

UTD ACTIVATED
Device#

TIT AR 2V DAT = I ANFRENET, 7TV 5= a BT 77470 T0WH L%

B L £,
app-hosting start appid name
i) :

Device# app-hosting start appid UTD
Device# show app-hosting list | in UTD

I0x X— A D OVA ZBtE L £9,

show app-hosting list
1 -

Example:
Device# show app-hosting list
App id State

UTD RUNNING

Device#

Snort IPS .
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10x D

SnortIPS |

BlED AT — B 2T LET, 7V r—a U NEFTESNTWLZ L 2R LET,

% TE

10x OFREB) 2RI LET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # iox

Device (config) # interface VirtualPortGroupO

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.1 255.255.255.252

Device (config-if)# exit

Device (config)# interface VirtualPortGroupl

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.5 255.255.255.252

Device (config-if)# exit

Device (config) # app-hosting appid utd

Device (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway0) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Device (config-app-hosting-gateway0) # exit

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 1 guest-interface 1
Device (config-app-hosting-gatewayl) # guest-ipaddress 192.0.2.6 netmask 255.255.255.252
Device (config-app-hosting-gatewayl) # exit
Device (config-app-hosting) # app-resource package-profile custom
Device (config-app-hosting) # start
Device (config-app-hosting) # exit
Device (config) # exit
Device#

SnortIPSD S T a—F4 08

S T4 v DNEREINLLY

R 77« v Zi3mEshEtA,
EZZO0NBFRE WEY—ERART I T 4 TR TWRWARRENRDH D £7,

fi@Ri% showvirtual-servicelist =~ REFEHL T, (KB —EANT 7T 4 TR >T0D
MEIMDERERLET, RIZ, a~<r Ko HFlZ2RLET,

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
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EZ2ONBER IBESNTEA V¥ —T =4 ATIX, HAEREBH (UTD) DA/~ T
WZRWRIREME N S W £97,

fi#ikix show platform softwareutd global =~ > F&fH LT, > % —7 =4 X TUTD N f
NTT2 o TNDME D I EMER L ET,

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl
UTD interfaces

GigabitEthernet0/0/0

EAONBEE Y —E A/ — FREFICEMEL TWRWATEERH Y £7,

fiziksx show platform hardwareqfp activefeatureutd config =~ > R&H L T, H—E R/ —
ROREDFREE D DB R L ET,

Device# show platform hardware gqfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

EZZO0NnBRE Snort TV ANT I T 4 T2 o TWRWRREMENRH Y F97,

@Rk showvirtual-servicedetail =2~ > RZH LT, Snort7’ 2t XA BB L TWDHNE D M
EREHRELET,

Device# show virtual-service detail

Virtual service UTDIPS detail

State : Activated
Owner : I0sd
Package information
Name : utdsnort.l 0 1 Sv2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.1l 0 1 SV2982 XE 16 3.20160701 131509.ova
Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
Signing
Key type : Cisco development key
Method : SHA-1
Licensing
Name : Not Available
Version : Not Available

Snort IPS
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Detailed guest status

Process Status Uptime
climgr UpP 0y Oow 0D 0: O:
logger UpP 0y ow 0D 0: O:
snort 1 Up 0Y Ow 0D O0: O:
Network stats:
ethO: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6
Coredump file(s): lost+found
Activated profile name: None
Resource reservation
Disk 736 MB
Memory 1024 MB
CPU 25% system CPU
Attached devices
Type Name Alias
NIC ieobc 1 ieobc
NIC dp 1 0 net2
NIC dp_ 1 1 net3
NIC mgmt_1 mgmt
Disk _rootfs
Disk /opt/var
Disk /opt/var/c
Serial/shell serialO
Serial/aux seriall
Serial/Syslog serial?
Serial/Trace serial3
Watchdog watchdog-2
Network interfaces
MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_ 1
Guest interface
Interface: eth?2
ip address: 48.0.0.2/24
Interface: ethl
ip address: 47.0.0.2/24

. Snort IPS

Guest routes

Address/Mask Next Hop
0.0.0/0 48.0.0.1
0.0.0/0 47.0.0.1
Resource admission (without profile) passed

Disk space 710MB
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Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

EZbNBEEA AppNav N RV T 7T 4 Tl o> TWRWATREMERH Y £,

f#iR% show service-insertion type utd service-node-group 3 J OF show service-insertion type utd
service-context 2~ RZEEHA LT, AppNav h U RN T VT 4 T/ o TWDHNE 9k
R LET,

figiRsx RIZ. show service-insertion typeutd service-node-group =~ > RO IHIZ R L £,

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

@Rk IRIZ, show service-insertion type utd service-context =~ > RO N %Z R~ L E T,

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

EZZ0NBBEE T T4 v I DAT—HADT —H T L— 2 UTD#FHER MR L £,
NI 7 4 I DEREINRWIEES, IERBLIOHERINEZ Ny hoITEaic v £
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T, BN aANDEGEE, NT 7 4 v ZEENMTHOILTE Y, Snort ¥ o —d 75 —4#
L=y FEEEELTOHET,

fiziksx show platform hardware qfp activefeatureutd stats =~ > RKZHEHL T T 7 4 v 7 D
AT = A%MHRLET,

Device# show platform hardware qfp active feature utd stats
Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:

Active Connections 29
TCP Connections Created 712910
UDP Connections Created 80
Pkts entered policy feature pkt 3537977
byt 273232057
Pkts entered divert feature pkt 3229148
byt 249344841
Pkts slow path pkt 712990
byt 45391747
Pkts Diverted pkt 3224752
byt 249103697
Pkts Re-injected pkt 3224746
byt 249103373

ERZDEHMHELEE L R0

RIRE Cisco "h—HF LAY 7 b7 =7 EAA (BSD : Borderless Software Distribution) H—/ 375
DEL TR L TWERA,

EZoNBRE SESEREHEICL Y BAOFRITRRLIZARERH Y £3, KEICE
HOEHZR LT 2l L E 5,

i@k show utd enginestandard threat-inspection signatureupdatestatus =~ > Rzl L <,
RIBIZELOEFIRR LR E R R LE T,

Device# show utd eng standard threat-inspection signature update status
Current signature package version: 29.0.c

Current signature package name: default

Previous signature package version: None

Last update status: Failed

Last successful update time: None

Last successful update method: None

Last successful update server: None

Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST

Last attempted update method: Manual

Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
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Total num of updates successful: 0
Num of attempts successful: 0

Num of attempts failed: 1

Total num of attempts: 1

EZONBREA FAA L R—ALV AT (DNS) DELSRESNTWVERA,

2k show running-config |i name-server =~ > R&H L T, F—L P — Ot 2FK R L
£,

Device# show run | i name-server

ip name-server 10.104.49.223

EZZONBEE VAT ATT—  a—PZ L NRXRT— FOMAEDLEDOLIICRKRIELEL
776

ARk BANy T —UOF T — RZIELWERIEEREFEH L 2 L 2R L £,

O—AILSG—I\HoDELZDEFHERE L 4L

BRE = — WY — 30D DFEL DFFDERE L 720,

E£2 5NBEE il ORBOBE « MW4h7e A% — A — HTTP £ 721X HTTPS O 2% L
*9,
fRiE o— A ao—RERE LTHITP £7213® 3% =7 HTTP (HTTPS) NEE S
TWAHZEEMERLET,

EZADNBERE IEOKMOBE  ARTEZITF—EANRHTY,

BiREz m— ANV —NIFRESNTZFAMELIZIP 7 FLARELWZ 2R LET,
EZONDERE REOKRMOIMN  FBIEERAAT SN TVEE A

fRRE v — BV HTTP £ 721X HTTPS — N OFBGEHE RS AT SN TND Z L 2R L E T,
EZNBRA HEDORIOIE : 77 A NDBRONYD FH A,

Rk ANLEBAT7 7 ANVAELIZURL BDIELWT & &gl LE T,

|

EZONBRE EOKMOHM : U rm— RRE L TWET,
fRRE
cUHIDZEA DX Y v — FRHCEAEFOHMT T 7 =NREL TRV E S 2k
A LET,

cELWEANy =Y MEMFRETH D Z L2l L E T,

Snort IPS
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10Sd Syslog ~D O X > & HVHERE L 47 LY
%8 10Sd syslog ~D 11 ¥ > 7 ERE L7200,

EZONBEEA syslog ~D X 7%, HEEBEME (UTD) ORE TIXRETE £H
%Vo

fEiRkx UTDREZF/RNL, syslog ~DBEF 7 PRHREINTND Z & 2fERT 5121, show
utd engine standard config =~ > K&l fH L 7,

Device# show utd engine standard config
UTD Engine Standard Configutation:
Operation Mode : Intrusion Prevention

Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
28878

@Rz UTD = P DA X bu 7 2R T 5121, RO show utd engine standard logging
events 2~ R LET,

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]

[Priority: 1] [VRF _ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority: 1]
[VRF _ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

NERH —/IAD AT T HEEEE L 7L
BB S — SRR S ARIEL TR A,
EXSRBEE S — ST Syslog AFET XA TUANATRERED B 0 %5,

fBiRE  syslog P — DAY — R TEITINTWDINEI DR LET, AT —X2A%2E
AT DI, AN —A"TROa~ > FERELET,

ps -eaf | grep syslog

root 2073 1 0 Aprl2 ? 00:00:02 syslogd -r -m
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v g7 vy [l

£z 0NBER HAZE#E (UTD) @ Linux = > 57 (LXC : Linux Container) & #4f
P N OB R DIV TN D FREMEDR & Y £7,

gk A U F —T = A AP DBINER syslog Yr— IO 2 R L £ T,

UTD &#HftETNNY T

St 2573w 7%, Unified Threat Defense D~ /L F T F o MIXHSE L TWET, &5
Ry TOFRETFEDFHAMZONWTIE, UTFEBRL T EZE N,

HipAvwwoscocomotntsiddocstouaséa oL inexe3sas-1000bockhimitesk ACOPBBOBAIADCBBDEF/ADDHFS13]
— > NI
Snort IPS IZEH9 5 2 DD SEE
EhEEE YZaTFIL B4 ML
I0S =< K [Cisco I0S Master Command List, All Releases] [#¢7E]
tF2V7 1 av K + [Cisco I0S Security Command Reference: Commands A to CJ [5%
3]
+ [Cisco 10S Security Command Reference: Commands D to L]
B
+ [Cisco 108 Security Command Reference: Commands M to R ]
[JE7H]
+ [Cisco 10S Security Command Reference: Commands S to ZJ [
At

D2AMTY Z AL YR—F

FiEA s

RAaADYPR—FWebH A FTik, R fo7 7 /1 P— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZICBEN T T 5 X912,
oA T ARV A EIEILDETLEERAF T )Y =R %
Rt L TnET,

BEWORGOE X 2 U T o FHFHRSCEMEHRE AFT 572012,
Cisco Notification Service (Field Notice 2> 7 7 & X) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — R PO —ERITMATEET,

VAaDPR— N Web B A FDY— VT 7 AT HEIE.
Cisco.com D —H ID B LA T — RNMECTY,
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Snort IPS D EE1E R

WORIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —AE#®RERLET, ZORIL, V7
F7=27 VDU —RX ML A U TEEEOVR— NP EAINTZLEEOY T =T U Y —X72
FERRLTWET, ZOMEEITL, BTk BNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYR—FINET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

5 2: Snort IPS DHLRETEHR

SnortIPS |

HHESR )1)—2 HEREIEER
Snort IPS Cisco I0S XE Snort IPS #4FE1X. CiscoIOSXE X—Z2AD 7T v k
31618, 3ATSLED | 7 p— DT T v F 47 4 ACBIT BIERABGIEY A
Jyy—= 7 2 (IPS : Intrusion Prevention System) 332 UM A
RENT A7 A (IDS) ZAMZLET, Z ORI,
=T —=ZAD Snort YU a—a U EFHLT
IPS & IDS AN LET,
Snort IPS T VREF | Cisco I0S XE Denali | Snort IPS 5% & TIRAR T T 7 A T —3 3 - DR
St 16.3.1 (VFR : Virtual Fragmentation Reassembl) (Z%JIis,
Cisco 7 77 K Cisco I0S XE Denali | Cisco 7 7 7 R¥—E Z/L—% 1000v >V — X%
F—rzL—x |163.1 Snort IPS (Z%His L 97,
1000y > J — X T
Snort IPS |25t
16.4 U ) —=|2¥s | Cisco IOS XE Everest | 16.4 U 1) —2{Z33(F % UTD Snort IPS D FEREHLIRIZ
16.4.1

I % UTD Snort
IPS OREBENLIE

3. T T 4 TREBEADY AN EFRT HIEREDNE
mashTWETS,
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Snort IPS DH&EEIE R .

HEEER J)—=x HREIER

AT 7 — b | Cisco I0S XE Fuji ZOBEREIX. BEBAT 7 — FOMELZ R L E
DA 16.8.1 To RO RBEASRTVET,

UTDV—E 2DHF « show utd engine standard logging statistics
FPED R, threat-inspection

- show utd engine standard logging statistics
threat-inspection detail

WD~ K%, UTD — b 20f HEOE{LD
—RLLTEREINTNET,
« show utd engine standard status

+ show utd engine standard threat-inspection
signature update status

10X =2 > 7 F~¢ | Cisco I0OS XE Gibraltar | UTD %, A8V —E &2 =27 F % OVA 7> 5 I0x (12

UTD (IPS 33 k¢ |16.10.1 B474 % 2 L. Cisco 1100 2 U — R ISR IZ&f& L
URL 7 4 V2 F7,
7)) OBAT
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