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Technology Package License Information:

Technology Technology-package Technology-package
Current Type Next reboot

appx appxk9 EvalRightToUse appxk9

uc uck9 EvalRightToUse uck9

security securityk9 EvalRightToUse securityk9

ipbase ipbasek9 Permanent ipbasek9
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2. VMWare VSphere 72 & D/~ A 73— /3 F 2 ] L T Firepower £ o —0D /Ry r—V% A
A=/ LET,
3. T TUuv I UEA LI arD—H A A —T 2 f AR ELET,
* CiscoISR4000 >V —AN—2 DTV v P RAA A Z—T A X (BDI) D
« Cisco ISR £ 2 ff:f{/L— % O VLAN 3% E,

S
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4. Firepower B —% 7 — AT v 7 LET,
5. Cisco FireSIGHT TR Y > —& R EL £,

« RV > —I% FireSIGHT GUI i fH L TRRE L £,
6. MEEZAEMDILET,

Firepower ¥ Y —/N\v 5 —TDAF

MeMarYa—7 47 AT A (UCS) E v U —X7 L — KT Firepower & > H— %38 A
FTHZDIZ, OVA 7 7 A VEZ Ty ryr— RUTREFELET, OVA IR~ v v OEM S
[ A N—VA[RE7R] N—=Va v EEte, A—7 U AHB7 —1 14 7 (Open Virtualization
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VMWare VSphere 7¢ £ DA /8—3A F2A ] LT, UCSE U — X7 L— R|Z Firepower &
YYP—OVAZA A= LET,

UCSE ') —X7J L— K~® Firepower £ > H—@DHY {1+

Z ZTCliX, Cisco ISR 4000 >V — X —EZAFHAHNL—HZ A VA =L T DA =
YE¥a—T 4T AT A (UCS) E vV —RX7 L — R|Z Firepower & > —% R0 525 H
EIZOWTHHLET,
1. UCSE YU —XH—RZEZRYHIFET,
2. showplatform @z~ R&EMFHL T, I— RBEEL TS 2B LET,
3. CiscotaMEB =2 hr—7 (CIMC : Cisco Integrated Management Controller) 7R — h
EERELET,
CIMCGULZ, E ¥ U —XH%—10D Web X—ADEH A L ¥ —7 = A A TF, CIMC GUI
ZEEL T, WOER/NEHZRHIZ L TWAEED Y E— FRA ML —REEFHTEFE
—§—O
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« HTTP % 7213 HTTPS (T &} hs
» Adobe Flash Player 10 DA%

CIMC %, &H (management) & \W\IHIALRIOKR— FTEITSINFET, wiZ, EHAR— %
IP7 RLVATT—FANZ w7502 R LET,

ucse subslot 1/0
imc access-port dedicated
imc ip-address 10.66.152.158 255.255.255.0

TI7AN ORI A ERAT— R (ZEI admin & password) ZEH LT, 77 U
AB CIMC ICHESE L £, SEBITIH. 7 F 707 KL AL https://10.66.152.158 T,

4, BESXiz#A Vv AP—/LLET,

CiscoUCSE vV —AX7 L — KD ESXi f A—T%
https:/my.vmware.com/web/vmware/details?downloadGroup=CISCO-ESXI-5.1.0-GA-25SEP2012&productld=284
MWHHA T —RLET,

5. VMWare VSphere %] L CCisco UCS E + U — X7 L— KI{Z Firepower & —% 1 L A
F—n L9,

6. FIT74v I UHA LY FERELET, FHMIIOWVWTIE, [CiscoUCSEY ) — X7 L —
RTORNTI T4 7 VEAL LT FORE] OHEAESBRLTIIZEWN,

7. VMWare vSwitch Z 5% & L £9°, ISR4000 > U —X/L—FX D~ v Ky hU—2 A v
H—7T7 A A H—F (VMNIC : Virtual Machine Network Interface Card) D~ v &' 71Xk
DLFBY T,
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B ciscoucses U —2TL—RIZBEFB RS T vIOU RS LY FOBRE

¢ VMNICI : V—& o7 7L —2DUCSETV UV —RADA B —T =4 ZAx/0/1I1Z~ v E

7

* VMNIC2 : UCSE ¥V —XD 7 v k7L — GigabitEthernet 2 1 > ¥ —7 = A AT
S A/

* VMNIC3 : UCSE ¥V —XD 7 v k7L — GigabitEthernet 3 1 > ¥ —7 =1 A |T
S/

\}

2 VMNIC3 %, UCSE >VJ —X 140D, 160Dm., ¥k
180D TOAFHTE E7,

UCSE U —X120S BEO140S 121, 3 oD F%y hT— I T HEFHZ L 1 SOOEHRE—
NHY EJ, UCSE >V —X140D, 160Dm, BL 180D (Z1X 4 DDy NT—I T X
ANHY FT,

CiscoUCSE> ) —XTL—FIZEITEH R T749v D) EA4LI LD

S
ax ;&
FIEDHEZE
1. enable
2. configure terminal
3. inter face type number
4. no ip address
5. no negotiation auto
6. switchport mode trunk
7 no mop enabled
8. no mop sysid
9. service instance service-instance-number ethernet
10. encapsulation dotlq vian-id
11.  rewriteingresstag pop {1|2} symmetric
12. bridge domain bridge-ID
13. end
FIED %
OV RFERIETOVa Y B
ATwv7 1 |enable it EXEC E— RZ AL E T,
i e NATU—REANLET (BRSNS .
Router> enable
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Cisco UCSE & Y —XTL—KIzB13B k574 vony g4 Ly roiE [

ARV FFEREETIVa Yy

E:)

RFw 72 |configureterminal Ja— L ETE— REBE LET,
11 -
Router# configure terminal

AT 73 |interfacetype number AVE—T A AEFREL, A F—T A AFE
£l - EF—RNZBBLET,
Router (config) # interface ucse 1/0/0

RFwv 4 |noipaddress A B =Tz A4 AETIPT RLAZHIBRT 50,
B - IP ALER 2 HEZNIC L KT
Router (config-if)# no ip address

A7 75 |nonegotiation auto A B =Tz A ALTHE, TaFLyJ AE—
Bl - R, BEOTB—HEOT FA8A A | IS
Router (config-if) # no negotiation auto &:I/:£7$°

AT w6 |switchport modetrunk NZUF VT VLAN LA V2 A VB —T = A%
{;“ : ?E‘H/:E’L/jz—g«o
Router (config-if)# switchport mode trunk

AFw 771 |nomop enabled A B =T 2 A A ETAVTF U A F_L—T g
i - > 7'a k=@ (MOP : Maintenance Operation

AeAh )~

Router (config-if) # no mop enabled Protocol) & #EIZ L £

A7 78 |nomop sysid A B =T A ANEDEHHIZE MOP & AT Lk
R A Y=Y OREEEMNLES,
Router (config-if) # no mop sysid

AT w79 |serviceinstance service-instance-number ethernet Ao H—T 2 A ATA—P Xy K PF—FE & A LR
i - HUABEHREL, A=V Xy b P —ER A 2AH
Router (config-if)# service instance 10 ethernet L/;K0)§%n3q§v— FLC)\K)ﬁiﬁ‘O

AT 710 |encapsulation dotlq vian-id A B —T 2 A AD802.1Q 7 L — L A S &bl 7e
B - P—ER A AZ LRIy T T DO

¥ /—L’E‘ﬁ_—:‘

Router (config-if-srv) # encapsulation dotlg 10 4§%€ﬂi%h[/gkﬁr°

AT v 11 |rewriteingresstag pop {1|2} symmetric P—ER AV RF L RITAD T L—LTIITEN
B - AT e AR ZTRE L XY,
Router (config-if-srv)# rewrite ingress tag pop
1 symmetric

AT w712 |bridgedomain bridge-ID P—BER AV AZ L AETEIMAC bRV ET

1 -

VoY RAL U A VARV AT, RLET,
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ARV FFEREETIVa Yy

S

Router (config-if-srv) # bridge domain 10

ATv 713

end

1 :

Router (config-if) # end

A=V Xy b P—ERA AL AF LV ADHREET— K
T L. B EXEC R EET— NIZREY £7°,

Firepower t > —DJ—FRX Sy T

Firepower & > % — I FE THET HLENH Y 9, FireSIGHT & #5755 X 9 I Firepower
TP —aRETDITIE, ROF AT 2FATLET, FFIC OV T,
https://support.sourcefire.com/sections/10 Z &M L T< 72 &),

Cisco A a s Ba—7 4 727 5 (UCS) EV U —AT7 L— RTETINTWDHEY
H—I{%. VSphere #J L C Firepower £ >V —Df~ v pary—icn s o352 L

ko TTF—r AT v 7ENET,

GE)

Firepower 2 > —(X, 7— A N7 v 7T DHICA VA M=V L TEATLILERH Y £7,

FIEDHE
1. B AT HODTTHN EOA—PFHLNRAT— R A LET,
2. configure network ipv4 manual ip-address network-mask default-gateway
3. configure network dns servers dns-server
4. configure network dns searchdomains domain-name
5. configure manager add dc-hostname registration-key
FlgD 4
OV bFEREETIVa Y B#Y
ATV TN 0l T HEODT 7 H N D=L LN | P —2RETLHHE, T 74/ FOa—H4 L
U—RE AN LET, /XA — RIZZENZ I admin & Sourcefire & 721 F
R
* Firepower & o —ZH)DTr 7 A » L7121,
FEHENAY— ReERBTL50ERHD £7,
R F v 7 2 | configurenetwork ipv4 manual ip-addressnetwork-mask | =z~ U — 7 #4554 T L E T,

default-gateway
{5

Device# configure network ipv4 manual
10.66.152.137 255.255.255.0 10.66.152.1
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Firepower 2 >4 —NDT— R S5y S .

AU RFERETIVa Y

B8

R 7 3 | configure network dns servers dns-server KA A =L A7 A (DNS : Domain Name
il - System) Y — ZFE L E T,
Device# configure network dns servers 192.10.26.10
X 7 4 | configure network dns searchdomainsdomain-name |DNS /&% KA A v 52/ ELE T,
1
Device# configure network dns searchdomains
cisco.com
AT w 75 | configure manager add dc-hostname registration-key & > % —% FireSIGHT |2 B #EfHT £ 9,

1

Device# configure manager sourcefire-dc.cisco.comn
cisco-sf

- registration keyl, =—7%3 FireSIGHT (Z&
P T BT DT Ot T T 5 30T
TO

1

RIX. Firepower & —DREFHAD LR v U — I BRIE L FKT 5 show network =

~ U RIbOHIEITT,

Device# show network

IPv4

Configuration : manual
Address : 10.66.152.137
Netmask : 255.255.255.0
Gateway : 10.66.152.1

MAC Address

: 44:03:A7:43:05:AD

Management port : 8305
IPv6

Configuration : disabled
Management port : 8305

I, BRIEW 7D DNS
Device# show dns

search cisco.com
nameserver 192.10.26.10

ykb\i\

Device# show managers

Host
Registration Key : cisco-sf
Registration

: pending
RPC Status :

BEXFTTH showdns =<2 R D HAHHITT,

RIETE B DEHRRE & #7595 show managers =~ > K25 D HHI ¢,

: sourcefire-dc.cisco.com
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GRS TC, T a— L LA VX —T oA ALYV TRARES AT A (IDS)

DIFEZRETE LT,

HHOERA L Z—T7 2 ATILIDS BMEZ AN TE EH A,

FIEDHHE
1. enable
2. configureterminal
3. utd enable
4. utd engine advanced
5. threat detection
6. exit
7 utd
8. all-interfaces
9. engine advanced
10. fail close
11. rateppsrate
12. redirect-interface interface interface-number
13. end
FIED M
IV RERIETIVa Y Br
ATv71 |endble FiHE EXEC E— RE AT L ET,
U e NAT—REANLET ERSNEHA) .
Router> enable
AFwF2 |configureterminal 7a—rOLREE— RERBLET,
1 -
Router# configure terminal
AFw 73 |utdenable HALBHEOREET— RIZAD £,
1 -
Router (config) # utd enable
AT w74 |utdengineadvanced A (UTD) O P U 25E L,
B - IHD@#%E///wﬁﬁ A ET,
Router (config)# utd engine advanced 33*‘}:7?ﬁ£}ﬁ L/EEjro
AT w5 |threat detection BRI E 2R AR LY A7 A (IPS) % Snort
i - TV UVOBEE—FE LTHRELET,
Router (config-utd-eng-adv) # threat detection
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1va—7zq22nmszEoaEMt |

ARV FFEREETIVa Yy

E:)

ATvTe |exit AUE =T oA AREE—FEKTL, Zn—rUL
&l - ROEE— FICHY £
Router (config-if) # exit
ATv71 |ud REBBEIHOBTE T — FIZAY £,
5 -
Router (config) # utd
RATwv 78 |al-interfaces THRAADTRTOULAVIA L F—T =2 AT
i - UTD Za/E L £7,
Router (config-utd) # all-interfaces
AFwv 79 |engineadvanced WA (UTD) OIRE= > YU #3E L,
i - UTD O™ > ¥ OFEICAY £,
outer (config-utd) # engine advanced
AT w710 |fail close (FFar) UID = VNI EENAE LT3
Bl - BATHIT 7 v a v ZERLET, 774N hOF
Device (config-engine-std)# fail close 7:‘/ 50\/!3:71?‘71/1—*‘7 \/T—g«(} zj *\‘/]/7 s
A7 a0t UTD = DT EENREAE L
AT _RTOIPS £7/21XIDS b T 7 4 v 7 % K
Ry 7 LES, T A AT AT a v afE
T5E, UTD = P ICEmENEE LB AICT
RTDIPSE/ITIDS N T 7 4 v 7 &FFr] LET,
RATwv 711 |rateppsrate (FFvarv) Boh—lcF vy 2t Hpps L— h
B - ZHEE L £ T, HEETE HHiPHIT 1000 ~ 4000000
Device (config-engine-std) # rate 2000000 T
R w712 |redirect-interface interface interface-number A2 —T A ATIDSO ST 4 w7 VXA L
i - J N EBRELET,
Router (config-utd) # redirect-interface BDI 10
AFvw 713 |end MBSO EE— RE/KT L, FifE EXEC
15“ : %_ ]\\‘&:E D ij—o

Router (config-utd) # end

AB3—TIARTLEDIDS EEDHEME

FIRICH ST, Z7a— L L LE T A —T oA ALYV TEAREIS AT A (IDS)

DIFEZRETE X7,

ERAOEA X —T 24 ATILIDS BEZHANCTE EH A,
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FIEDHE
1. enable
2. configureterminal
3. interface type number
4. utd enable
5. exit
6. IDSHEBELAZMLELTHTRTOAS L Z—T A AT, FIEI -5 %20 RLEST, &
AVH =T 2 ATREZRELR2NTEEN,
7 utd engine advanced
8. threat detection
9. utd
10. engine advanced
11. fail close
12. raterange
13. redirect interface type number
14. end
FIED M
ARV FERET7IVa Y Br
ATwvS1 |enable ¥iHE EXEC B— REZ AN L £,
i - e NAT—REANLET (FEREINTZHE) .
Router> enable
RFw 72 |configureterminal Ja— L ETE— REBE LET,
i -
Router# configure terminal
A5 73 |interface type number AV H—T 2 A AEREL, AV F—T oA ARE
1 T FEMALET,
Router (config)# interface gigabitethernet 0/1/1
ATw 74 |utdenable A B =T 2 A ATRAAEGHLET,
&1
Router (config-if)# utd enable
ATy T5 | exit A B =T 24 AFREET—REKTL, Za—b
i - REE— RIZREY £9,
Router (config-if) # exit
ATvT6 |[IDSHBEZMLBELTILTXITOS L F—T (A |-

T, FEI-5EBUKRLET, B AL —T =
A ATHREEZHRTELRNTLL I,
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1va—7zq422tnnsgEoant |

ARV FFEREETIVa Yy

E:)

RF w71 |utd engine advanced WHAEB# (UTD) OffE= v 2 E L,
B - UTD DR > ¥ O EICAY £,
Router (config) # utd engine advanced T—FRCHEHLET,
RTw 78 |threat detection BB E IR ABG IS A7 & (IPS) % Snort
Bl - TV VOEEE—RNE L TRELET,
Router (config-utd-eng-adv) # threat detection
ATv7e |utd BB OBE T — FICAD £,
{1
Router (config) # utd
A7 710 |engineadvanced HeaBmBhE (UTD) OILRT > ¥ RRGE L.
i - UTD OILE= > PV OFREICAD £77,
outer (config-utd) # engine advanced
AT7v 71 |fail close (A7 a ) UTD = VU EENEA LIS
Bl - BATH T 7 varveERLES, 774/ hOF
Device (config-engine-std) # fail close 7:‘/ Eio‘/lj:7 R :/Tjﬂo 7 Ib\‘/l/y B
AA T a ik, UTD = DU CEENEE L
BAEICTRTOIPS £/21XIDS b7 7 4 v 7 % K
Ry LET, Tx— A —T AT a v EHA
TH L, UTD = VI ENEAE LG AICT
NTOIPSE/IIIDS FF7 7 ¢ v 7 ZFFA LET,
AFwF12 |raterange (FFvav) vor—lcF vy a2t bpps L— k
B - ZIRE L £, F5E T 2#iPHIE 1000 ~ 4000000
Device (config-engine-std) # rate 1000 T
AT 713 |redirect interface type number A H =T 2A ATIDSDO T T 4 v 7 VEA L
15“ : 7 ]\%gﬁﬁzbi‘j—o
Router (config-utd) # redirect interface BDI 10
RTwv 714 |end A BB OREET— REH&T L, Rt EXEC
15'] : £ — F‘&:Ewi‘a‘o

Router (config-utd) # end
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ISR T® Cisco Firepower Threat Defense @ £% 5& 15l

5] : CiscoUCSE ) —XJTL—KTD LS 749 )5A4 1LY FDK
E

RIZ, b T 7402 VEA VT FOANBIOHAOA VI =T = A AR ET D0 %
R~LET,

Router# configure terminal

Router (config) # interface ucse 1/0/0
Router (config-if) # no ip address
Router (config-if) # no negotiation auto
Router (config-if) # switchport mode trunk

Router (config-if) # no mop enabled

Router (config-if) # no mop sysid

Router (config-if) # exit

Router (config) # interface ucse 1/0/1

Router (config-if) # no ip address

Router (config-if) # no negotiation auto

Router (config-if) # switchport mode trunk

Router (config-if) # no mop enabled

Router (config-if) # no mop sysid

Router (config-if) # service instance 10 ethernet

Router (config-if-srv) # encapsulation dotlqg 10

Router (config-if-srv)# rewrite ingress tag pop 1 symmetric
Router (config-if-srv) # bridge domain 10

Router (config-if-srv)# exit

Router (config-if) # exit

Router (config) # interface BDI 10

Router (config-if)# no shutdown

Router (config-if)# ip address 10.1.1.1 255.255.255.0
Router (config-if-srv) # end

{5 : Firepower 2> —DT—+rX b5y T
RIZ, Firepower Threat Defense &> —% 7 — h A 87 v 7 FT 5812~ LET,

Sourcefire3D login: admin
Password: Sourcefire
Last login: Tue Nov 12 11:15:03 UTC 2013 on ttyl

Copyright 2001-2013, Sourcefire, Inc. All rights reserved. Sourcefire is
a registered trademark of Sourcefire, Inc. All other trademarks are
property of their respective owners.

Sourcefire Linux OS v5.2.0 (build 135)
Sourcefire Virtual Device 64bit v5.2.0 (build 838)

> configure password

Enter current password:
Enter new password:
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Confirm new password:

> configure network ipv4 manual 10.66.152.137 255.255.255.0 10.66.152.1
Setting IPv4 network configuration.

ADDRCONF (NETDEV_UP) : ethO: link is not ready

€1000: eth0: 1000 _phy read status: Error reading PHY register

€1000: eth0: 1000 watchdog task: NIC Link is Up

1000 Mbps Full Duplex, Flow Control: None

ADDRCONF (NETDEV_CHANGE) : ethO: link becomes ready

Network settings changed.
> configure network dns servers 192.10.26.10
> configure network dns searchdomains cisco.com

configure manager add sourcefire-dc.cisco.com cisco-sf
Manager successfully configured.

Bl : IDSRED S O—/NIILEEE

Router# configure terminal

Router (config) # utd enable

Router (config-utd) # utd engine advanced
Router (config-utd-adv) # threat detection
Router (config-utd-adv) # exit

Router (config) # utd

Router (config-utd) # all-interfaces
Router (config-utd) # engine advanced

( fail close

( rate 1000

( redirect-interface BDI 10
( end

)
Router (config-utd)
Router (config-utd)
Router (config-utd)

)

#
#
#
Router (config-utd) #

Bl : 423 —TARZEDIDS BEDEMIE

Device# configure terminal

Device (config) # interface gigabitethernet 0/1/1
Device (config-if)# utd enable

Router (config-utd) # utd engine advanced
Router (config-utd-adv) # threat detection
Router (config-utd-adv) # exit

Router (config) # utd

Router (config-utd) # engine advanced

Router (config-utd) # fail close

Router (config-utd) # rate 1000

Router (config-utd) # redirect-interface BDI 10
Router (config-utd) # end
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B osszomzrz=syy

IDS BEDHERLEE=A2Y T

WDa~<y REFEHA LT, BARMY AT A (IDS) OEAZERABLINE=% LET,

FIEDHE

1. enable

2. debug platform condition feature utd controlplane

3. debug platform condition feature utd dataplane submode

4. show platform hardware gfp active utd {config | status[all] [clear] [drop] [general]}
FIED F%HH

AT 71 enable
Kb EXEC E— REZ AT L £,
e NAU— R AN LET (FERINEHE) .
il -
Router> enable
AT w72 debug platform condition feature utd controlplane
IDS REB I VAT —=F AERDT Ny 72 HMMLET,
i :

Router# debug platform condition feature utd controlplane
network RF:
network-rf idb-sync-history events debugging is on
IOSXE Conditional Debug Configs:
Conditional Debug Global State: Stop
Feature Type Submode Level
UTD controlplane info
IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

______________________________________________________ |__________
AT w73 debug platform condition feature utd dataplane submode

IDS /37y b7 B —IEROT Ny T 2N LET,

1 -

Router# debug platform condition feature utd dataplane submode
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network REF:
network-rf idb-sync-history events debugging is on
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

Feature Type Submode Level
____________ | ——— | ——— | m e
UTD controlplane info
UTD dataplane fia proxy punt info

IOSXE Packet Tracing Configs:
Packet Infra debugs:

Ip Address Port
______________________________________________________ | —_——————

AT v 74 show platform hardware gfp active utd {config | status [all] [clear] [drop] [general]}

Cisco 7 # > % A7 —7nra+t w4 (QFP : Quantum Flow Processor) @ IDS MZIZBT AWM A F L £
—é’—o

1 :

Router# show platform hardware gqfp active utd config

Global flags: 0x40004
Num divert interfaces: 1
Divert UIDBs: 65521 0
FIB information

[0]1[0] 0x309e3c30

[0][1] OxO
[1]1[0] 0x309e4040
[11[1] OxO

Cisco Firepower Threat Defense for ISR (B9 2 F DD S
ZEM

EERR IX=aTFILAA L
J(ONI=dV [Cisco I0S Master Command List, All Releases] [#<7E]

X2 V7 av R + [Cisco 10S Security Command Reference: Commands A to CJ [#7E
» [Cisco 108 Security Command Reference: Commands D to L] [5%5E]
+ [Cisco 108 Security Command Reference: Commands M to R] [J&5E]
+ [Cisco 108 Security Command Reference: Commands S to ZJ [#<5E]
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
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BEEE RZaTFILEA L
UCSE > U — X #—X | http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/e/2-0/gs/guide/b 2 0 Gettin

D2AMTY AL YR—F

e o

RAAaADYPR—FWebH A FTik, YRl fo7 7 /1 P— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZIZBENL T T 5 X912,
YA T ARV =L EIEILDETLEERA T )Y — R %
R L &9,

BHEWORGEOEX 2 U 7 4 FHSOEINE#RE AFT D701,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — R EOBEEF—ERITMATE X7,

VAaDPR—F Web B A FDY— VT 7 AT HEIE.
Cisco.com D —H ID B LA T — RNRMECTT,

Cisco FirePOWER Threat Defense for ISR D #46E(ZBI 9 B 1F
R

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) U — A F@mE R L Ed, ZoRIiT. V7
Fo=27 UU—A FLA U THEBEREOYR— R EAShLEDY 7 =T VY =R
FERLTWET, ZOHRRIL. FFTKD 872 0RY  ZhUEO—EDY 7 vy =27 VY —
AZATHHR—FSNET,

TIy N7 LD R=FBIOV R YT hU =T A A=V OHPR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 £ 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT 7 MIMLEH Y £ A,
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ISR

CiscoIOS XE V
J — % 3.14S

Cisco Firepower Threat Defense (%, L7z %~ hU—7
X2 VT4 AT a T, T AT U —
HE. E=X V7 TI—F BABRMI AT A
(IDS) 72 EDWEIRVNEF = U 7 ¢ HREA FEH L T
£

Z OFEREIZ. CiscoISR4000 >V — X% — b 2 HEH /L —
HITEAINTWET,

WDa~y RPNEAFZIIAEESNE LT @ debug
platform condition feature utd controlplane, debug
platform condition featureutd dataplane submode, ids,
mode (utd), show platform hardware gfp active feature
utd, serviceutd, utd, utd ids
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CiscolOS V U —XA
155 (1) T

Cisco Firepower Threat Defense (%, L7z %~ hU—7
X2 VT4 A a s TY, Z7A4 T UK
. E=Z V7, 7I— b RBABRMI AT A
(IDS) 72 EDMEIRNEF = U 7 ¢ HREAFE#H L T
£7

WDa<y RPEANFLITIEFE SN E L, ids, utd
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