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VMWare VSphere 7¢ £ DA /8—3A F2A ] LT, UCSE U — X7 L— R|Z Firepower &
YYP—OVAZA A= LET,

UCSE ') —X7J L— K~® Firepower £ > H—@DHY {1+

Z ZTCliX, Cisco ISR 4000 >V — X —EZAFHAHNL—HZ A VA =L T DA =
YE¥a—T 4T AT A (UCS) E vV —RX7 L — R|Z Firepower & > —% R0 525 H
EIZOWTHHLET,
1. UCSE YU —XH—RZEZRYHIFET,
2. showplatform @z~ R&EMFHL T, I— RBEEL TS 2B LET,
3. CiscotaMEB =2 hr—7 (CIMC : Cisco Integrated Management Controller) 7R — h
EERELET,
CIMCGULZ, E ¥ U —XH%—10D Web X—ADEH A L ¥ —7 = A A TF, CIMC GUI
ZEEL T, WOER/NEHZRHIZ L TWAEED Y E— FRA ML —REEFHTEFE
—§—O
« Java 1.6 LL[&
« HTTP % 7213 HTTPS (T &} hs
» Adobe Flash Player 10 DA%

CIMC %, &H (management) & \W\IHIALRIOKR— FTEITSINFET, wiZ, EHAR— %
IP7 RLVATT—FANZ w7502 R LET,

ucse subslot 1/0
imc access-port dedicated
imc ip-address 10.66.152.158 255.255.255.0

TI7AN ORI A ERAT— R (ZEI admin & password) ZEH LT, 77 U
AB CIMC ICHESE L £, SEBITIH. 7 F 707 KL AL https://10.66.152.158 T,

4, BESXiz#A Vv AP—/LLET,

CiscoUCSE vV —AX7 L — KD ESXi f A—T%
https:/my.vmware.com/web/vmware/details?downloadGroup=CISCO-ESXI-5.1.0-GA-25SEP2012&productld=284
MWHHA T —RLET,

5. VMWare VSphere %] L CCisco UCS E + U — X7 L— KI{Z Firepower & —% 1 L A
F—n L9,

6. FIT74v I UHA LY FERELET, FHMIIOWVWTIE, [CiscoUCSEY ) — X7 L —
RTORNTI T4 7 VEAL LT FORE] OHEAESBRLTIIZEWN,

7. VMWare vSwitch Z 5% & L £9°, ISR4000 > U —X/L—FX D~ v Ky hU—2 A v
H—7T7 A A H—F (VMNIC : Virtual Machine Network Interface Card) D~ v &' 71Xk
DLFBY T,

e VMNICO : —H NNy 7 7L —2DUCSEV Y —ADA U H—T 2 A A x/0/0 12~ >
v
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B ciscoucses U —2TL—RIZBEFB RS T vIOU RS LY FOBRE

¢ VMNICI : V—& o7 7L —2DUCSETV UV —RADA B —T =4 ZAx/0/1I1Z~ v E

7

* VMNIC2 : UCSE ¥V —XD 7 v k7L — GigabitEthernet 2 1 > ¥ —7 = A AT
S A/

* VMNIC3 : UCSE ¥V —XD 7 v k7L — GigabitEthernet 3 1 > ¥ —7 =1 A |T
S/

\}

2 VMNIC3 %, UCSE >VJ —X 140D, 160Dm., ¥k
180D TOAFHTE E7,

UCSE U —X120S BEO140S 121, 3 oD F%y hT— I T HEFHZ L 1 SOOEHRE—
NHY EJ, UCSE >V —X140D, 160Dm, BL 180D (Z1X 4 DDy NT—I T X
ANHY FT,

CiscoUCSE> ) —XTL—FIZEITEH R T749v D) EA4LI LD

S
ax ;&
FIEDHEZE
1. enable
2. configure terminal
3. inter face type number
4. no ip address
5. no negotiation auto
6. switchport mode trunk
7 no mop enabled
8. no mop sysid
9. service instance service-instance-number ethernet
10. encapsulation dotlq vian-id
11.  rewriteingresstag pop {1|2} symmetric
12. bridge domain bridge-ID
13. end
FIED %
OV RFERIETOVa Y B
ATwv7 1 |enable it EXEC E— RZ AL E T,
i e NATU—REANLET (BRSNS .
Router> enable
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Cisco UCSE & Y —XTL—KIzB13B k574 vony g4 Ly roiE [

aAv U RFERET7TIVaY B#)

RFw 72 |configureterminal Ja— L ETE— REBE LET,
1 :
Router# configure terminal

A5 73 |interface type number AVHE =Tz ARAEHREL, £ X —T A AFXRTE
£l - E— FZBLET,
Router (config) # interface ucse 1/0/0

RFwv 4 |noipaddress A B =Tz A4 AETIPT RLAZHIBRT 50,
i - P ALE 2 ANIZ LR T
Router (config-if)# no ip address

RT w75 |Nnonegotiation auto B =T =24 ALTHE, TaS by RE—
Bl - R, BEOTB—HEOT FA8A A | IS
Router (config-if) # no negotiation auto &:I/:£7$°

AT w6 |switchport modetrunk FNZUF I VLAN LAY 2 A V4 —T = Af A%
{;“ : ?E‘H/:E’L/jz—g«o
Router (config-if)# switchport mode trunk

AFw 771 |nomop enabled A B =T 2 ALTAVTFUA TN —T 3
i - > 7'm k@b (MOP : Maintenance Operation

Protocol) % #EZNIZ L ET,

Router (config-if) # no mop enabled

RTwv 78 |nomop sysid AU —T 2 A AINEOEHHITR MOP > AT Ak
R A Y=Y DREZENLET,
Router (config-if) # no mop sysid

AT w79 |serviceinstance service-instance-number ethernet Ao H—T 2 A ATA—P Xy K PF—FE & A LR
Bl - FUAEREL, A=V Fy F P—EA AL RH

Y ADREET— FIZAD £,

Router (config-if)# service instance 10 ethernet

27w 710 |encapsulation dotlq vian-id A B =T 2 A AD802.1Q 7 L — L AT & E )¢
i - T—ERA A U RARZ LRI~y T DI D—H I
Router (config-if-srv)# encapsulation dotlqg 10 ErERLET,

AT w71 |rewriteingresstag pop {1|2} symmetric PR A L AZ L RIIAND T L—LTEITEN
i - 507 LR AR E LET,

Router (config-if-srv)# rewrite ingress tag pop
1 symmetric

AT v 712 |bridgedomain bridge-1D P—b R AL AF U RAEZITMAC bRV ET
R VoY RAL Y AV AZ L RINA Y RLET,
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ARV FFEREETIVa Yy

S

Router (config-if-srv) # bridge domain 10

ATv 713

end

1 :

Router (config-if) # end

A=V Xy b P—ERA AL AF LV ADHREET— K
T L. B EXEC R EET— NIZREY £7°,

Firepower t > —DJ—FRX Sy T

Firepower & > % — I FE THET HLENH Y 9, FireSIGHT & #5755 X 9 I Firepower
TP —aRETDITIE, ROF AT 2FATLET, FFIC OV T,
https://support.sourcefire.com/sections/10 Z &M L T< 72 &),

Cisco A a s Ba—7 4 727 5 (UCS) EV U —AT7 L— RTETINTWDHEY
H—I{%. VSphere #J L C Firepower £ >V —Df~ v pary—icn s o352 L

ko TTF—r AT v 7ENET,

GE)

Firepower 2 > —(X, 7— A N7 v 7T DHICA VA M=V L TEATLILERH Y £7,

FIEDHE
1. B AT HODTTHN EOA—PFHLNRAT— R A LET,
2. configure network ipv4 manual ip-address network-mask default-gateway
3. configure network dns servers dns-server
4. configure network dns searchdomains domain-name
5. configure manager add dc-hostname registration-key
FlgD 4
OV bFEREETIVa Y B#Y
ATV TN 0l T HEODT 7 H N D=L LN | P —2RETLHHE, T 74/ FOa—H4 L
U—RE AN LET, /XA — RIZZENZ I admin & Sourcefire & 721 F
R
* Firepower & o —ZH)DTr 7 A » L7121,
FEHENAY— ReERBTL50ERHD £7,
R F v 7 2 | configurenetwork ipv4 manual ip-addressnetwork-mask | =z~ U — 7 #4554 T L E T,

default-gateway
{5

Device# configure network ipv4 manual
10.66.152.137 255.255.255.0 10.66.152.1
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Firepower 2 >4 —NDT— R S5y S .

AU RFERETIVa Y

B8

R 7 3 | configure network dns servers dns-server KA A =L A7 A (DNS : Domain Name
il - System) Y — ZFE L E T,
Device# configure network dns servers 192.10.26.10
X 7 4 | configure network dns searchdomainsdomain-name |DNS /&% KA A v 52/ ELE T,
1
Device# configure network dns searchdomains
cisco.com
AT w 75 | configure manager add dc-hostname registration-key & > % —% FireSIGHT |2 B #EfHT £ 9,

1

Device# configure manager sourcefire-dc.cisco.comn
cisco-sf

- registration keyl, =—7%3 FireSIGHT (Z&
P T BT DT Ot T T 5 30T
TO

1

RIX. Firepower & —DREFHAD LR v U — I BRIE L FKT 5 show network =

~ U RIbOHIEITT,

Device# show network

IPv4

Configuration : manual
Address : 10.66.152.137
Netmask : 255.255.255.0
Gateway : 10.66.152.1

MAC Address

: 44:03:A7:43:05:AD

Management port : 8305
IPv6

Configuration : disabled
Management port : 8305

I, BRIEW 7D DNS
Device# show dns

search cisco.com
nameserver 192.10.26.10

ykb\i\

Device# show managers

Host
Registration Key : cisco-sf
Registration

: pending
RPC Status :

BEXFTTH showdns =<2 R D HAHHITT,

RIETE B DEHRRE & #7595 show managers =~ > K25 D HHI ¢,

: sourcefire-dc.cisco.com
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IDS HED T O—/NILEFRIE
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BFEZESWT, Zr— U LR FER A v H— T oA ALYV TRABRE Y AT A (IDS)

DIFEZRETE LT,

HHOERA L Z—T7 2 ATILIDS BMEZ AN TE EH A,

FIEDHE
1. enable
2. configureterminal
3. utd enable
4. utd engine advanced
5. threat detection
6. exit
7 utd
8. all-interfaces
9. engine advanced
10. fail close
11. rateppsrate
12. redirect-interface interface interface-number
13. end
FIED ¥
ARV RFERETI3 Y B#)
ATv71 |endble FiHE EXEC E— RE AT L ET,
L « NRT—READLET (@ERSNHE) .
Router> enable
AFwF2 |configureterminal 7a—rOLREE— RERBLET,
151
Router# configure terminal
ATwv 73 |utdenable GBI OREE— FITAY 7,
1
Router (config) # utd enable
A7 w74 |utd engineadvanced A (UTD) OYRsk= ¥ v &3E L,
i - UTD OHEBR= > ¥ DRGEICAD £77,
Router (config) # utd engine advanced E— FTHEH LET,
ATy 75 |threat detection B E T2 I FE ARG 1S A5 5 (IPS) % Snort
i - TV OBEE-RFE LTHRELET,
Router (config-utd-eng-adv) # threat detection

[ CiscolOSXE17 A BB EF21Y T IV T4 FaL—
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1va—7zq22nmszEoaEMt |

aAv U RFERET7TIVaY B#)

ATvTe |exit AUE =T oA AREE—FEKTL, Zn—rUL
Bl REE— FICRD £,
Router (config-if) # exit

ATv71 |ud REBBEIHOBTE T — FIZAY £,
1
Router (config) # utd

RATwv 78 |al-interfaces THRAADTRTOULAVIA L F—T =2 AT
i - UTD Za/E L £7,
Router (config-utd) # all-interfaces

ATFw 79 |engineadvanced AR (UTD) DY ¥ ZfE L,
i - UTD O™ > ¥ OFEICAY £,
outer (config-utd) # engine advanced

A7 v 710 |fail close (A7vayv) UTD mv v vickaBEn gt Lz
Bl - BATHIT 7 v a v ZERLET, 774N hOF

Tva NI T eV A =TT, Ja— s a—
A7 a0t UTD = DT EENREAE L
BT _XTCOIPS /21X IDS b7 7 4 v 7 & K
0y 7 LES, Jz—AF—TF AT g EHEH
T5HE, UD = P UAEENRAE LS EICT
RTOIPSEUXIDS N T 7 4 v 7 ZFFAILET,

Device (config-engine-std) # fail close

RATwv 711 |rateppsrate (FFvarv) Boh—lcF vy 2t Hpps L— h
Bl - ZHEE L £ T, HEETE HHiPHIT 1000 ~ 4000000
Device (config-engine-std) # rate 2000000 T

R w712 |redirect-interface interface interface-number A2 —T A ATIDSO ST 4 w7 VXA L
i - 7 PERELET
Router (config-utd) # redirect-interface BDI 10

27y 713 |end SOBBEORET— KT L, HeHE EXEC
15“ : £ — ]\\‘&:E D ij—o

Router (config-utd) # end

AB3—TIARTLEDIDS EEDHEME

B EESNWT, 7 a— L L ULE R id A U H—T o2 ALYV TR AR Y AT A (IDS)
DREEZRETEET,
HHAOEHA X —7 2 ATIXIDS MEZ A TEEHA,
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FIEDHE
1. enable
2. configureterminal
3. interface type number
4. utd enable
5. exit
6. IDSHEBELAZMLELTHTRTOAS L Z—T A AT, FIEI -5 %20 RLEST, &
AVH =T 2 ATREZRELR2NTEEN,
7 utd engine advanced
8. threat detection
9. utd
10. engine advanced
11. fail close
12. raterange
13. redirect interface type number
14. end
FIED M
ARV FERET7IVa Y Br
ATwvS1 |enable ¥iHE EXEC B— REZ AN L £,
i - e NAT—REANLET (FEREINTZHE) .
Router> enable
RFw 72 |configureterminal Ja— L ETE— REBE LET,
i -
Router# configure terminal
A5 73 |interface type number AV H—T 2 A AEREL, AV F—T oA ARE
1 T FEMALET,
Router (config)# interface gigabitethernet 0/1/1
ATw 74 |utdenable A B =T 2 A ATRAAEGHLET,
&1
Router (config-if)# utd enable
ATy T5 | exit A B =T 24 AFREET—REKTL, Za—b
i - REE— RIZREY £9,
Router (config-if) # exit
ATvT6 |[IDSHBEZMLBELTILTXITOS L F—T (A |-

T, FEI-5EBUKRLET, B AL —T =
A ATHREEZHRTELRNTLL I,
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1va—7zq422tnnsgEoant |

ARV FFEREETIVa Yy

E:)

RF w71 |utd engine advanced WHAEB# (UTD) OffE= v 2 E L,
B - UTD DR > ¥ O EICAY £,
Router (config) # utd engine advanced T—FRCHEHLET,
RTw 78 |threat detection BB E IR ABG IS A7 & (IPS) % Snort
Bl - TV VOEEE—RNE L TRELET,
Router (config-utd-eng-adv) # threat detection
ATv7e |utd BB OBE T — FICAD £,
{1
Router (config) # utd
A7 710 |engineadvanced HeaBmBhE (UTD) OILRT > ¥ RRGE L.
i - UTD OILE= > PV OFREICAD £77,
outer (config-utd) # engine advanced
AT7v 71 |fail close (A7 a ) UTD = VU EENEA LIS
Bl - BATH T 7 varveERLES, 774/ hOF
Device (config-engine-std) # fail close 7:‘/ Eio‘/lj:7 R :/Tjﬂo 7 Ib\‘/l/y B
AA T a ik, UTD = DU CEENEE L
BAEICTRTOIPS £/21XIDS b7 7 4 v 7 % K
Ry LET, Tx— A —T AT a v EHA
TH L, UTD = VI ENEAE LG AICT
NTOIPSE/IIIDS FF7 7 ¢ v 7 ZFFA LET,
AFwF12 |raterange (FFvav) vor—lcF vy a2t bpps L— k
B - ZIRE L £, F5E T 2#iPHIE 1000 ~ 4000000
Device (config-engine-std) # rate 1000 T
AT 713 |redirect interface type number A H =T 2A ATIDSDO T T 4 v 7 VEA L
15“ : 7 ]\%gﬁﬁzbi‘j—o
Router (config-utd) # redirect interface BDI 10
RTwv 714 |end A BB OREET— REH&T L, Rt EXEC
15'] : £ — F‘&:Ewi‘a‘o

Router (config-utd) # end
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. ISR T® Cisco Firepower Threat Defense @ 5% & 1

ISR T® Cisco Firepower Threat Defense @ £% 5& 15l

5] : CiscoUCSE ) —XJTL—KTD LS 749 )5A4 1LY FDK
E

RIZ, b T 7402 VEA VT FOANBIOHAOA VI =T = A AR ET D0 %
R~LET,

Router# configure terminal

Router (config) # interface ucse 1/0/0
Router (config-if) # no ip address
Router (config-if) # no negotiation auto
Router (config-if) # switchport mode trunk

Router (config-if) # no mop enabled

Router (config-if) # no mop sysid

Router (config-if) # exit

Router (config) # interface ucse 1/0/1

Router (config-if) # no ip address

Router (config-if) # no negotiation auto

Router (config-if) # switchport mode trunk

Router (config-if) # no mop enabled

Router (config-if) # no mop sysid

Router (config-if) # service instance 10 ethernet

Router (config-if-srv) # encapsulation dotlqg 10

Router (config-if-srv)# rewrite ingress tag pop 1 symmetric
Router (config-if-srv) # bridge domain 10

Router (config-if-srv)# exit

Router (config-if) # exit

Router (config) # interface BDI 10

Router (config-if)# no shutdown

Router (config-if)# ip address 10.1.1.1 255.255.255.0
Router (config-if-srv) # end

{5 : Firepower 2> —DT—+rX b5y T
RIZ, Firepower Threat Defense &> —% 7 — h A 87 v 7 FT 5812~ LET,

Sourcefire3D login: admin
Password: Sourcefire
Last login: Tue Nov 12 11:15:03 UTC 2013 on ttyl

Copyright 2001-2013, Sourcefire, Inc. All rights reserved. Sourcefire is
a registered trademark of Sourcefire, Inc. All other trademarks are
property of their respective owners.

Sourcefire Linux OS v5.2.0 (build 135)
Sourcefire Virtual Device 64bit v5.2.0 (build 838)

> configure password

Enter current password:
Enter new password:
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m - mswanso— Laant |

Confirm new password:

> configure network ipv4 manual 10.66.152.137 255.255.255.0 10.66.152.1
Setting IPv4 network configuration.

ADDRCONF (NETDEV_UP) : ethO: link is not ready

€1000: eth0: 1000 _phy read status: Error reading PHY register

€1000: eth0: 1000 watchdog task: NIC Link is Up

1000 Mbps Full Duplex, Flow Control: None

ADDRCONF (NETDEV_CHANGE) : ethO: link becomes ready

Network settings changed.
> configure network dns servers 192.10.26.10
> configure network dns searchdomains cisco.com

configure manager add sourcefire-dc.cisco.com cisco-sf
Manager successfully configured.

Bl : IDSRED S O—/NIILEEE

Router# configure terminal

Router (config) # utd enable

Router (config-utd) # utd engine advanced
Router (config-utd-adv) # threat detection
Router (config-utd-adv) # exit

Router (config) # utd

Router (config-utd) # all-interfaces
Router (config-utd) # engine advanced

( fail close

( rate 1000

( redirect-interface BDI 10
( end

)
Router (config-utd)
Router (config-utd)
Router (config-utd)

)

#
#
#
Router (config-utd) #

Bl : 423 —TARZEDIDS BEDEMIE

Device# configure terminal

Device (config) # interface gigabitethernet 0/1/1
Device (config-if)# utd enable

Router (config-utd) # utd engine advanced
Router (config-utd-adv) # threat detection
Router (config-utd-adv) # exit

Router (config) # utd

Router (config-utd) # engine advanced

Router (config-utd) # fail close

Router (config-utd) # rate 1000

Router (config-utd) # redirect-interface BDI 10
Router (config-utd) # end
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B osszomzrz=syy

IDS BEDHERLEE=A2Y T

WDa~<y REFEHA LT, BARMY AT A (IDS) OEAZERABLINE=% LET,

FIEDHE

1. enable

2. debug platform condition feature utd controlplane

3. debug platform condition feature utd dataplane submode

4. show platform hardware gfp active utd {config | status[all] [clear] [drop] [general]}
FIED F%HH

AT 71 enable
Kb EXEC E— REZ AT L £,
e NAU— R AN LET (FERINEHE) .
1 -
Router> enable
AT w72 debug platform condition feature utd controlplane
IDS REB I VAT —=F AERDT Ny 72 HMMLET,
i :

Router# debug platform condition feature utd controlplane
network RF:
network-rf idb-sync-history events debugging is on
IOSXE Conditional Debug Configs:
Conditional Debug Global State: Stop
Feature Type Submode Level
UTD controlplane info
IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port

______________________________________________________ |__________
AT w73 debug platform condition feature utd dataplane submode

IDS /37y b7 B —IEROT Ny T 2N LET,

1 -

Router# debug platform condition feature utd dataplane submode
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Cisco Firepower Threat Defense for ISR IZB 9 5 Z DD S EEH .

network REF:
network-rf idb-sync-history events debugging is on
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

Feature Type Submode Level
____________ | ——— | ——— | m e
UTD controlplane info
UTD dataplane fia proxy punt info

IOSXE Packet Tracing Configs:
Packet Infra debugs:

Ip Address Port
______________________________________________________ | —_——————

AT v 74 show platform hardware gfp active utd {config | status [all] [clear] [drop] [general]}

Cisco 7 # > % A7 —7nra+t w4 (QFP : Quantum Flow Processor) @ IDS MZIZBT AWM A F L £
—é’—o

1 :

Router# show platform hardware gqfp active utd config

Global flags: 0x40004
Num divert interfaces: 1
Divert UIDBs: 65521 0
FIB information

[0]1[0] 0x309e3c30

[0][1] OxO
[1]1[0] 0x309e4040
[11[1] OxO

Cisco Firepower Threat Defense for ISR (B9 2 F DD S
ZEM

EERR IX=aTFILAA L
J(ONI=dV [Cisco I0S Master Command List, All Releases] [#<7E]

X2 V7 av R + [Cisco 10S Security Command Reference: Commands A to CJ [#7E
» [Cisco 108 Security Command Reference: Commands D to L] [5%5E]
+ [Cisco 108 Security Command Reference: Commands M to R] [J&5E]
+ [Cisco 108 Security Command Reference: Commands S to ZJ [#<5E]
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Cisco Firepower Threat Defense for ISR |
. Cisco FirePOWER Threat Defense for ISR (#8215 5 1& R

BEEE RZaTFILEA L
UCSE > U — X #—X | http://www.cisco.com/c/en/us/td/docs/unified computing/ucs/e/2-0/gs/guide/b 2 0 Gettin

D2AMTY AL YR—F

e o

RAAaADYPR—FWebH A FTik, YRl fo7 7 /1 P— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZIZBENL T T 5 X912,
YA T ARV =L EIEILDETLEERA T )Y — R %
R L &9,

BHEWORGEOEX 2 U 7 4 FHSOEINE#RE AFT D701,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
T4 — R EOBEEF—ERITMATE X7,

VAaDPR—F Web B A FDY— VT 7 AT HEIE.
Cisco.com D —H ID B LA T — RNRMECTT,

Cisco FirePOWER Threat Defense for ISR D #46E(ZBI 9 B 1F
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9. BAEEHLET,
10. IPSZ7 a— s, FRE3M0BERhf X —T o2 ATHIIZLET,

SnortOVA 7 7 A/ ILDA X —)L

FIEDHEE

F IR D

OVA 7 7 A Wi, R~V v OEMiESNT T4 A = VAl§E7R ] N—Ya v zabt—7
MNRAET — 714 7 (Open Virtualization Archive) T, Snort IPS |[ZffE= T FH—E AL L
TEHEMTEET, ZOOVA 77 A VA AL—ZIZF T m— KL, virtual-serviceinstall CLI %
FEHLTYH—ER%EA AN VTHLERDHY £7,

P —EZAOVA 77 AT, V—HITA VAP =L ENTWD CiscolOSXE U Y —A A A—
WCIEfB L TWERA, 27 L. OVA 77 A NMIN—F DT T v 2 |ZHFHITA A h—)L
SNTWDEEERH Y £,

X2V T 4 TA B ADMF)E LT CiscolOS XE A A —V % FHT 20X H Y £, OVA
Tr7ANDA A=AV, EX2 VT4 TABANT =y 7 i, T4 BV ADBFEL

BRONGEITT T —RRESNET,

1. enable

2. virtual-serviceinstall name virtual-service-name package file-url media file-system

3. show virtual-servicelist

ARV RFEEETIVa Y

B8

AT w1 |enable it EXEC E— RZAMIC L ET,
i - e NATU—=REANLET (FERENEHE)
Device> enable

R T w 7 2 |virtual-serviceinstall namevirtual-service-name package | 34 2 DR — R FHIZT S F— g

file-url media file-system

1

Device# virtual-service install name UTDIPS
package harddisk:utd-ips-v102.ova media harddisk:

VEA VA =L LET,

cZETOES1X20 L5 TY, N 72 (1) I3FH
R LETIEH Y /A,

e VA M—/LFT D OVA Ny Ir—TDREEINA
ERRETHMLENRDHY F9,

GF) OVA DA VA M—)LiZ, "—KF 4 AT
LT — N7 Ty a DM TITZE T,
OVA ZA VA =T HDIZHLEINLD
T 7 ANV AT AFIAN— T 4 A7 TT,
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SnortIPS |

B virvalPortGroup 0 © 58— 7 1 4 2B L VEREY —EROBE

ARV RFERFTIVaY =)

ATvT3

show virtual-service list Ay —E R LT FIZA VA =L ENTWNET

1 -

Device# show virtual-service list

RXRCOT IV r—2arDA VA M—IVDORAT—H
AEFRLET,

VirtualPortGroup D4 2 —J 14 AB L VHREHS—ERADETE

FIRDOHE

N

2 OO VirtualPortGroup f > ¥ —7 = A A LW DA L H—T 2 A ADFT A NPT FLAZFK
ETHMENSHY £, 7272 L. vnic management GigabitEthernet0 =~ > A& L T #HL
AV B =T oA ZAEBRETDHHEIL. H&AIO VirtualPortGroup 1 > ¥ —7 = A ADF A NPT
RLUAZBRELRNTLIEIN,

G¥)

Y

T—H% N7 7 4 v 7 FH® VirtualPortGroup A > ¥ —7 = A Alx, 7T X—rEFNV—T 4
YIRFDIPT NLAZERTHLENHY T, ZOA 2 F—T A AT, IPT FLA
OFPH E LT 192.02.0/30% AT 22 L a2fELEL F9,

GE)

CiscolOS VY 7 b 2T A A=V % XE3x/ 3=V a0 XE16.2.1 12, F¥72I1XXE 162.1 25
XE3x "=V g VIZEET DHHNIC, T35 A EORAES—E A Z & |2 virtual-service uninstall
name[name] =~ REEH L TRES—ERAZT7 A VA =L LET, REF—EZD 1
DM ISR-WAAS —E X TH V| servicewaasenable =2~ REFHLTA A h—1ENT
WA EEIE, servicewaasdisable =< > F&H L £,

CiscolOS V7 b =T A A=V DF L=V a V TT N, AT v 77 L— RKLIe#, )
B —bE2&2FHA A b—/L LET, ISR-WAAS D41 service wass enable =2~ > K & {#
L. ZOMoOEEY— v ADYA 1L virtual-service install name [name] package [.ova file] =~
YREEHLES,

enable

configure terminal

interface Virtual PortGroup number
ip address ip-address mask

exit

interface type number

ip address ip-address mask

exit

virtual-service name

profile profile-name

vnic gateway VirtualPortGroup interface-number

©WeOeNDAAWN=

- -
- O
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12. guestip addressip-address
13. exit

VirtualPortGroup O > 5% —7 = 1 2 £ UREH—E20%E [

14. vnic gateway VirtualPortGroup interface-number

15. guest ip addressip-address
16. exit

17.  vnic management GigabitEthernetO

18. guestip addressip-address

19. exit
20. activate
21. end
FIED M
AR RERIFTIa Y =]
AFwvF1 |enable ¥EHE EXEC E— REZHMC L E T,
Bl - e NMATU—RE AN LET (ERENTHEE) .
Device> enable
AFwF2 |configureterminal 7a—sVREE— RERBLET,
&1
Device# configure terminal
R w73 |interface VirtualPortGroup number A B —T 2 A ABBEL, A2 X —T A ALRE
i - T— F&EHEBLET,
Device (config)# interface VirtualPortGroup 0 . VirtualPortGroup A B =T A A {/%&ﬁiﬂ L=E
T, ZDAH =T oA AL, EEA X —
7 = A A® GigabitEthernet0 23# H S 41TV 7
WIEHIZER N7 7 o v 7z LT S E
‘é‘o
AT w74 |ipaddressip-address mask AR —T 2 A ADT T4V IPT RLAZHRE
B - LES, SO H =T AF, BLHT v TT—
Device (config-if)# ip address 10.1.1.1 bif»~/§j54{(ﬁ9$ﬁﬁﬁljff%-/§(:/Dw~fF,(;/jffqﬁg
255.255.255.252 ThHDHIVENRLY £,
ATy T5 | exit A B —T oA AREET—REKTL, Za—rL
B - WEET— FICEY £,
Device (config-if)# exit
A5 76 |interface type number A B =T 2 A AEHREL, A F—T =1 ARE
1 E— FERBLET,

Device (config)# interface VirtualPortGroup 1

» VirtualPortGroup 1 > % —7 = A A %% E L £
o
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B virvalPortGroup 0 © 58— 7 1 4 2B L VEREY —EROBE

SnortIPS |

ARV FFEREETIVa Yy

S

DA HE =T 2 AR, T—HE T T 40T
WA S ET,

AT w71 |ipaddressip-address mask B =T 2 A ADT T4~V IPT KL AZRE
11 LETS
Device (config-if)# ip address 192.0.2.1 c ZDIPT RLU AL, ANy U —Z712x L
255.255.255.252 T —F N e D 3
N—TFT 4 VT RRETHHLERH D T,
«IP7 RL A, HERESS 192.0.2.0/30 DY
K M BEIVYTHNET,
ATy S8 |exit A B =T 2 AREET—REKRTL, Zu—~3UL
Bl RiEE— R £,
Device (config-if)# exit
RTw 79 |virtual-service name =T — R ERE L., T —EARE
Bl T FIZAY £,
Device (config)# virtual-service UTDIPS ename 513, KA a T —E X ARl
LTI S D amBs T,
ZT7w 710 |profileprofile-name (AFvary) V=277 7 A VERELE
Bl - T, VY —=RT 0T 7 A VERE LRWES, AR
. N . . PF—ERIT7AN DY ) —RT T 7 A )VEfE
Device (config-virt-serv) #profile high . R
MLTT 7T 4 7MbEnES, 72 a Ui, low,
I medium, high, ¥ & O multi-tenancy T4, (=L
Device (config-virt-serv) #profile multi-tenancy 9::7:%:/ ]\%v_ ]g‘g)i}g_/a\ (CiSCOCSRl()OOVO)ﬁ) .
profile multi-tenancy 2~ R&ZFRET D MEN
&) @ iTO
AT w711 |vnicgateway VirtualPortGroup interface-number A2 T — 2Dy NT—7 o H—

1 -

Device (config-virt-serv) # vnic gateway
VirtualPortGroup O

Tz A AH—F (WIC) DF—+TxA A H—
T oA AMER L, WICHF— T = A L H—
T A ZAERFIER— NI N—FIw o BT LT,
AR — B 2D yNIC & EE— RIZAD £7,

s ZDavry FTEHINDIA L F—T A A
X, FIE3 CTHRELILA VX —T = ATHD
VERHYFET, Zoavr R, SHEEAMT
FHENLA v =T 2 A~v v B LE
7
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VirtualPortGroup O > 5% —7 = 1 2 £ UREH—E20%E [

ARV RFEEIETIa Y B
AT 712 |guestip addressip-address (F7vayv) WICH — bz A H—T A
i - ADFARYNICT RLAZFHELET,
Device (config-virt-serv-vnic)# guest ip address . (CF) FIJE 17 TFEE L 7= vnic management
10.1.1.2 gigabitethernet0 =~ > KP¥RTE S
TWRWGHRIZORZDa~ L R
HELET,
AT 13 |exit AR —E 2D yNIC REE— RE/KT L, A8
%l - P—EAFEE— FIZEY £,
Device (config-virt-serv-vnic)# exit
Z v 714 |vnic gateway VirtualPortGroup interface-number R T —ERADVWIC F— T =A A
B - H =T xA ZEMRL, WIC = b7 =A A
. o . B —T 2 A AR — N —TlCvv B 7L
Device (config-virt-serv) # vnic gateway . e .
VirtualPortGroup 1 T, FEF—ERXADOVWNICEHEE— NIZAD £7°,
s ZDavry FTERINDIA L F—T A A
X, FE6TRELIZA VX —T A ATHD
VENHY 9, ZDOa<2 KL, SnorthS—
PRI 74w OF=HY U TIHHT DR
aVT Y= ADA A =T 2 A~
VI LET,
AT 715 |guestip addressip-address WIC =~V xA 4 X —T A AD/ A K VNIC
i - 7 RV AZRELET,
Device (config-virt-serv-vnic)# guest ip address
192.0.2.2
ATw 16 |exit AR —E XD WIC REE— F&& T L, A8
. F—EABEE— FIZRY £,
Device (config-virt-serv-vnic) # exit
R T w 717 |vnic management GigabitEthernet0 (473 a) GigabitEthernet f > % —7 = A A%

1 -

Device (config-virt-serv)# vnic management
GigabitEthernet0

WICEH A L F—T A AL LTHRELET,

o HHIA X —T = A AL, VirtualPortGroup -f
B —7 = A A F =1L GibugitEthernet0 1 > % —
Tz A ATHLILENRDD £7,

* vnic management GigabitEthernet0 =~ > N %
BELBRWEEAIE, FIE 12 THEE L7 guest
ipaddress =2~ RZRETLMLERH Y F
‘a‘o
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SnortIPS |

ARV FFEREETIVa Yy

S

A7 718 |guestip addressip-address (A7 av) WICEBA LA —T A ADT A
B - FVWNICT RLRAZHRELET, DT FLRIE,
e N . . BHA ¥ —7 =4 A% KO GigabitEthernet0 7% &
evice (config-virt-serv-vnic)# guest ip address . NN \ g
209.165.201.1 ERICH TRy MNIZHDLLERH Y £77,

ATy 719 |exit RARH —E XD WNIC REET— F&#&T L, A8
i - P EAREE— FICREY £
Device (config-virt-serv-vnic)# exit

25w 720 |activate AT I —E R VA =L ENTET Y
i - r—arkET 7T 47 LET,
Device (config-virt-serv)# activate

AFyv721 |end AR —EAREET— REKT L, FHEEXECE—
15'] . F\GZEV) i—g—o

Device (config-virt-serv) # end

SnortIPS W45 O —/\JLEETE

BEHRIZESNWT, BABSIE AT A (IPS) FZIEEABREY AT A (IDS) OBEE 71—
WAL FETNIA VF—T 2 A ATHRELET, ZTOXATEZFEITLT, T4 A ETIPS &

FIRDEE

T — NIRRT LET,

\)

GE)  Zma— b ) AR,

AEWRLET,

SIELTWATRTDA v Z—T =2 A ATEITIH TS Snort IPS

enable
configureterminal
utd threat-inspection whitelist

exit

utd engine standard

logging {host hostname | syslog}
threat-inspection

threat {detection | protection }

©ENSOOHRWN A

o
N= O

whitelist

-
w

generator id generator-id signatureid signature-id [comment description]

policy {balanced | connectivity | security}

signature update occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
signature update server {cisco| url url } [username username [password password]]
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snortips oo a— iz

14. logginglevel {alert|crit | debug|emerg|err | info | notice| warning}
15. exit

16. utd

17.  redirect interface virtualPortGroup interface-number

18. all-interfaces

19. enginestandard

20. fail close

21. exit
22. end
F gD F%H
AV RFERETI3 Y B#)
RTFwvF1 |enable it EXEC E— REAZIZ L E T,
Bl e MAT—=REANLET FERINTEHA)
Device> enable
AT w72 |configureterminal Ja—VERET— R LET,
1 -
Device# configure terminal
25w F3 |utd threat-inspection whitelist (A7vay) UTD#HFAY A NOREE— REH
15“ : ;(Aj‘]&: L/iﬁ‘o
Device (config)# utd threat-inspection whitelist
R w74 |generator id generator-id signatureid signature-id BLID #ZFAY R MNIERTALIIIHRELE
[comment description] +
B B4 IDIL, T B LERDHDT T— hb
Device (config-utd-whitelist)# generator id 24 b —TXx%E4
signature id 24245 comment traffic from °
branchofficel . %giﬁ@%% D ff%&fﬁ_’f% i?—o
cFFRIU A MZEMTHZMERNHLEALID Z &
2. ZOFIEE#EVIRLET,
ATy 7S5 |exit UTD #Fr[ Y A FOREE—FEKT LT, Fr—
i FVEREE— RIZRY £7,
Device (config-utd-whitelist) # exit
AFw 76 |utdenginestandard HA BB (UTD) T v 2% E L, UTD
i - BRAET DU DOBRGET— FIZAD £
Device (config)# utd engine standard
A5 771 |logging {host hostname | syslog} P—NRADBEARX v —VOuX V2NN LE
1 - EE
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SnortIPS |

ARV FFEREETIVa Yy

S

Device (config-utd-eng-std) # logging host
syslog.yourcompany.com

ATy 78 |threat-inspection Snort = Vv DB BRI AR E L E T,
1
Device (config-utd-eng-std) # threat-inspection
A7 79 |threat {detection| protection } BB E IR ABS LY 27 A (IPS) % Snort
i - TV OBEE-RELTERELET,
Device (config-utd-eng-std-insp)# threat e F 7L IZdetection T9,
protection
ARARRET AT A (IDS) HERET HITIE,
detection ¥—U— RN&#ZEL £,
AT 710 |policy {balanced | connectivity | security} Snort =YL DEFa VT AR U—EFEELE
i) kK
Device (config-utd-eng-std-insp) # policy security] e T 7))L FNDORY —F 7 3 13 balanced
-@j‘o
AT v 711 |whitdist (A7 ay) UTD =P Tl U A b &2 H%)
I - IZLET,
Device (config-utd-eng-std-insp) # whitelist
w712 |signatureupdate occur-at {daily | monthly BADOFEFMENNTA—XERELET, ZOHTE
day-of-month | weekly day-of-week} hour minute A5 LT, FHTOEICEL OFEFRN R H—&
£l ET,
Device (config-utd-eng-std-insp)# signature update
occur-at daily 0 0
R w713 |signatureupdateserver {cisco|urlurl } [username |24 Fgt— DR F A —F EJ/ELET, Ph—N
username [password password]] DA TELEH T A—FERRET HLERDH Y
1 - F9, BHDOEHI Cisco.com i H T 55513,
Device (config-utd-eng-std-insp)# signature update| :l_‘v-% ENAY— I\%]\jﬂ‘é%%#&) U i‘j—o
server cisco username abcd password ciscol23 | B OEFEFIC o — /LY — A2 EHTHEE1T.
P NREIFESNT2—HH LAY — FEHEE
TEET,
X w714 |logginglevel {alert|crit|debug|emerg|err|info| |m /L~ ax N LET,
notice | warning}
i
Device (config-utd-eng-std-insp) # logging level
emerg
RATwv 15 |exit UTDIE#EC PV OB EET— RER T LT, Fu—
- SNILVREE— NIZREY £79°,
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ARV RFERETI Y S

Device (config-utd-eng-std-insp) # exit

AT v 716 |utd HAEEBSE (UTD) =A%z L, UTD %/ ET—
15“ : F‘GZJ\D i‘a—o

Device (config) # utd

A7 717 |redirectinterface virtualPortGroup interface-number | (43 3 >) VirtualPortGroup A > % —7 = A A

Bl - LV FA LT RLET, ShIEF—4 T T4y
Device (config-utd)# redirect interface 7 4/]):& -7 I/]) 7\’(‘?‘0 - @/f :/& -7 I/r A
virtualPortGroup 1 %‘f?ﬁuﬂi Lfofl/\%/ﬁ\\ /l' :/5”_‘7 I/l) Zliﬁﬁﬁﬁ‘iﬁé
nE7,

A7 718 |al-interfaces TNAADTXTDOULAF¥IA L F—T = AT
i - UTD Z i /E L £,
Device (config-utd)# all-interfaces

A7 719 |enginestandard MAEBEYE (UTD) =2V ikiE L, s
Bl - VUV DRET— FITAY £,
Device (config-utd) # engine standard

2T w720 |fail close (A7 ay) UID = P I EENEA L2
Bl - BT T 7 va v aERLET, 774NV FOF

Tva NI T eV A =TT, T a—
XA a0t UTD = DU CEENREAE L
BT _RTOIPS £7/21XIDS b T 7 4 v 7 % K
0y 7 LES, Jz—NF—TF AT g EHEA
T5HE, UD = P UATEENREAE LTZHGEICT
RTPOIPSEUXIDS T 7 4 v 7 ZFFAI LET,

Device (config-engine-std) # fail close

ATy TN |exit BT U DFREE— RETLT, Za—r
i - REE—RNIREY ET,
Device (config-eng-std) # exit

A7y J22 |end UTD B EE— K& T LT, /' a— SV EE—
15“ : F‘GZE D iﬁ—o

Device (config-utd) # end

Snort IDS F &N~ O —/\JLERTE

BRI HEASNT, BABLILEY AT A (IPS) EITEARET 2T A (IDS) BitE4d /' a— L
LNV EFIA A =T 2 A ALY TRELET, /10X —T A AT LIZIDS ZRET D
IZiX, OZ A7 ZFITLET,
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SnortIPS |

FIEDHE
1. enable
2. configureterminal
3. interface type number
4, utd enable
5. exit
6. REDLEIRT XTOA L H—T x4 AT, FIA3I -5 2V IKRLET,
7 utd threat-inspection whitelist
8. generator id generator-id signatureid signature-id [comment description]
9. exit
10. utd engine standard
11. logging {host hostname | syslog}
12. threat-inspection
13. threat {detection | protection }
14. policy {balanced | connectivity | security}
15. whitelist
16. signatureupdate occur-at {daily | monthly day-of-month | weekly day-of-week} hour minute
17. signatureupdate server {cisco| url url} [username username [password password]]
18. logginglevel {alert | crit | debug|emerg|err | info | notice| warning}
19. exit
20. utd
21. redirect interface virtualPortGroup interface-number
22. enginestandard
23. fail close
24. exit
25. end
FIED %
ARV KRFERETIVa Y EL:Y
AT 71 |enable FibE EXEC E— RZAMIC L E T,
i ¢ NMAT—REANLET (FERINTHE)
Device> enable
AT w72 |configureterminal Ja—VERET— R LET,
1
Device# configure terminal
AT w73 |interface type number A VB =T 2 A ABREL, A F—T = ARE
15'] : £ — ]\\‘%Eﬁﬁé\biﬁ‘o
Device (config)# interface gigabitethernet 0/0/0
ATwv 74 |utdenable e mlh (UTD) ZAMC LET,
i :
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ARV FFEREETIVa Yy E]:g]
Device (config-if)# utd enable

ATy TE et AV H—T 2 AREET—REHET L, Zr—rL
1§| : %&bi%— ]\‘\L:E D iﬁ—o

Device (config-if)# exit

ATYT6 |BMERMERTRTOS L H—T A AT, FIE |-
3-S5 EMIRLET,

AT w71 |utdthreat-inspection whitelist (A7 ay) UTDFFAY A FOREE— R&H
15“ : ;j]&: L/ij—o

Device (config)# utd threat-inspection whitelist

A w78 |generator id generator-id signatureid signature-id BLAID #HFAY R N TERTALIIIHRELE

[comment description] 5.

Bl - « B4 DL, W5 LEN B DT F— kb
Device (config-utd-whitelist)# generator id 24 A —TXx %9

signature id 24245 comment traffic from o - O: .

branchofficel M DELID ERETEET,

e AU R MIFTRTHMLENHDLBLID Z L
W, ZOFIEZEVIELET,

RATv79e |exit UTD #F Al ) A ROREE— REKTLT, /r—
4 - FIIVEREE— RIZRD £,
Device (config-utd-whitelist) # exit

AT w710 |utd enginestandard OB (UTD) FE#E— v 5% E L, UTD
R RIS DU ORET — FICAD 9

Device (config)# utd engine standard

Z7w 711 |logging {host hostname | syslog} 10Sd syslog ~DHEER A v—YDOuX v 7 &4
15“ . é(‘j‘]&: Li‘a‘o
Device (config-utd-eng-std) # logging syslog

A7 w712 |threat-inspection Snort =2V DB 2R E L E T
i
Device (config-utd-eng-std) # threat-inspection

AT 713 |threat {detection | protection } BB IEE 72 1B A S AT 2 (IDS) % Snort
i - T —OBEE—-FE LTHRELET,

Device (config-utd-eng-std-insp)# threat detection AFABGIEY 27 N (IPS) ZRET HITIE.
protection ¥—U— RZ&ZEL £,

AT 714 |policy {balanced | connectivity | security} Snort ¥ —DEF 2 VT 4RI —ZHEELE
1 - kR
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SnortIPS |

ARV FFEREETIVa Yy

S

Device (config-utd-eng-std-insp) # policy balanced|

25w F15 |whitelist (ATvar) FI74v7OFFAY AR
il - LET,
Device (config-utd-eng-std-insp) # whitelist
R 7w 716 |sgnatureupdateoccur-at {daily | monthly BHDOEHERNT A =2 R ELET, ZORE
day-of-month | weekly day-of-week} hour minute AL LT, FROICELOEH N Y H—&
i - ET,
Device (config-utd-eng-std-insp)# signature update
occur-at daily 0 0
X w711 |signatureupdateserver {cisco|url url} [username |ZBLFEHH— "ONRTA—FEFZELET, —
username: [password password]] DFMTELTH /T A — 2 ZAET D UEN DY
15 - F9, B OFHNIT Cisco.com Z AT 55513,
Device (config-utd-eng-std-insp)# signature update :LV——H-Z' ENAY — ]\%]\jjﬁ‘éﬂx%i)\% Y ij—o
server cisco username abcd password ciscol23 B OEFICa— Y — " HEHT HEET.
P NREEDNT =YL LAY — REFEE
TEET
RTw 718 |logginglevel {alert|crit|debug|emerg|err [info| | w2 L~ULzHhic LET,
notice | warning}
£l
Device (config-utd-eng-std-insp) # logging level
crit
ATy 719 |exit UTDAEHT Y VU OB EE— K&K T LT, Za—
Bl SABGET— FICREY £
Device (config-utd-eng-std-insp) # exit
AFvy720 |utd MA@ (UTD) A8 L, UTD BEE—
Bl NSRS
Device (config) # utd
A7 w F21 |redirectinterface virtualPortGroup interface-number | (4~ 3 >) VirtualPortGroup A > % —7 = A A
Bl - U HA LT P LET, ShEF—F FT T4y
Device (config-utd) # redirect interface 7 4/1’:5’ —7=AA VC“TO SOA T =T A A
virtualPortGroup 1 f&?&/ﬂi L/fcib\%/lfl\\ 4’ :/5‘—7 14 A li 5 @ﬂ‘ﬁﬂj é
nNETJ,
ATy J22 |enginestandard HABHEYE (UTD) => P 23 EL, EfEx

51

Device (config-utd) # engine standard

VU VDRREET— RIZAY £9,
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774 9u8%0U 2 toxw ||

AT REERET7TIYaY B#
T v 723 |fail close (7> ay) UTD = P ICEENIEAE LT3
- BATHT 7 v a v R LET, 774V FOF

a7 =N A =TT, T a—
AT a0, UTD = DU ICREENRE LT
AT _RTOIPS £7/21XIDS b T 7 4 v 7 % K
0y LES, Tz—NF—TF AT a o EHEA
T5HE, UTD = UV UANEENRTEAE LIGAI1ICT
RTOIPSEILIDS 8T 7 ¢ v 7 HFFAI LET,

Device (config-engine-std)# fail close

ATy T2 |exit EHeT L VU ORET— REKTLT, Za—3L
W|: %%ﬁ§?3~A]3LCE§@ gfjﬁo
Device (config-eng-std) # exit

ATwv7 25 |end WEE— &/ T L, EXECE— RIZRY £7°,
i -

Device (config-utd) # end

TOT4TEELZD) A FDRT

T I T 4 T IREANE, SnortIDS F X IPSIZEBICKH T LT 7 v a v EEITT DL D ITHEART
HHDTT, VT T4 T INTIT 4 TREBLDOWT NN E—FLTZHA. Snort 27 )X
IDSE—KRCTTI7—hr2 ) H—L, IPSE—FRThrT7 74 v 7% Fuy 7 LET,

utd threat-inspection signature active-list write-to bootflash: filename=~ > KNix, 777 4 772
BADIY AL, TIT4T0EHL, FryTEL BIXOT 77— FBLOGHEOY~ Y —
ZRFLET,

Snort IPS D % 7 5]

{5 : VirtualPortGroup 1 >3 — 27 14 A B LN RES—EXDHKRTE

Device# configure terminal

Device (config)# interface VirtualPortGroup 0

Device (config-if)# ip address 10.1.1.1 255.255.255.252
Device (config-if) # exit

Device (config) # interface VirtualPortGroup 1

Device (config-if)# ip address 192.0.2.1 255.255.255.252
Device (config-if)# exit

Device (config)# virtual-service UTDIPS

Device (config-virt-serv) # vnic gateway VirtualPortGroup 0
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv)# vnic gateway VirtualPortGroup 1
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2
Device (config-virt-serv-vnic)# exit
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Device (config-virt-serv)# vnic management GigabitEthernetO
Device (config-virt-serv-vnic)# guest ip address 209.165.201.1
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv) # activate

Device (config-virt-serv-vnic)# end

Bl - BIEA)Y—XTOT7 7 ILDETE

Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# no activate

Device (config-virt-serv) # end

Device# wvirtual-service uninstall name UTDIPS
Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# profile medium
Device (config-virt-serv) # end

Device# wvirtual-service install name UTDIPS package:utd.ova
Device# configure terminal

Device (config) # virtual-service UTDIPS

Device (config-virt-serv)# activate

Device (config-virt-serv)# end

51 : SnortIPS 4 A—/\)LEXTE

wIZ, TANAAETEAIEY 2T 5 (IPS) 27 0 — )W ETHHERLET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat protection
Device (config-utd-eng-std-insp) # policy security
Device (config-utd-eng-std) # exit

Device (config) # utd

Device (config-utd) # all-interfaces

Device (config-utd) # engine standard

Device (config-utd-whitelist) # end

Device#

Bl : A3 —T AR ED Snort IPS BEDERTE

WIZ, £ F—Tx2A AT LT Snort R ARE T AT A (IDS) 2R TET HHlZ2 R LE
—é‘o

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection
Device (config-utd-eng-std-insp) # threat detection
Device (config-utd-eng-std-insp) # policy security
Device (config-utd-eng-std) # exit
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Device (config) # utd
Device (config-utd) # engine standard
Device (config-eng-std) # exit
Device (config) # interface gigabitethernet 0/0/0
Device (config-if)# utd enable
(

Device (config-if) # exit

Bl : A INOORALA B —DITARET IO KRB —D 11
ADEATDHVRF ZFERAL - UTD DEKE

Device# configure terminal

Device (config)# vrf definition VRF1

Device (config-vrf)# rd 100:1

Device (config-vrf)# route-target export 100:1
Device (config-vrf)# route-target import 100:1
Device (config-vrf)# route-target import 100:2
|

Device (config-vrf)# address-family ipv4
Device (config-vrf-af) # exit

|

Device (config-vrf)# address-family ipvé6
Device (config-vrf-af) # exit

|

Device (config-vrf-af)# vrf definition VRF2
Device (config-vrf)# rd 100:2

Device (config-vrf)# route-target export 100:2
Device (config-vrf)# route-target import 100:2
Device (config-vrf)# route-target import 100:1
|

Device (config-vrf)# address-family ipv4
Device (config-vrf-af)# exit

|

Device (config-vrf)# address-family ipvé6
Device (config-vrf-af) # exit

|
Device
Device
Device

Device
|

config-vrf)# interface VirtualPortGroup0
config-if)# ip address 192.0.2.1 255.255.255.252
config-if)# no mop enabled

config-if)# no mop sysid

Device (config-if)# interface VirtualPortGroupl
Device (config-if)# ip address 192.0.2.5 255.255.255.252
Device (config-if)# no mop enabled

( ) #

Device (config-if
I

no mop sysid

config-if)# interface GigabitEthernet0/0/2
config-if)# vrf forwarding VRF1

config-if-vrf)# ip address 192.1.1.5 255.255.255.0
config-if-vrf)# ipv6 address A000::1/64

Device
Device
Device

Device
|

Device (config-if)# interface GigabitEthernet0/0/3

Device (config-if)# vrf forwarding VRF2

Device (config-if-vrf)# ip address 192.1.1.5 255.255.255.0
Device (config-if-vrf)# ipv6 address B000::1/64

|

Device (config-if-vrf)# router bgp 100

Device (config-if-vrf)# bgp log-neighbor-changes

|

Device (config-vrf)# address-family ipv4 vrf VRF1

Device (config-vrf-af)# redistribute connected
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Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|
Device
Device
Device

Device
|

config-vrf)# address-family ipvé vrf VRF1
config-vrf-af)# redistribute connected
config-vrf-af)# redistribute static
config-vrf-af)# exit

Device (config-vrf)# address-family ipv4 vrf VRF2
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit

|

Device (config-vrf)# address-family ipv6 vrf VRF2
Device (config-vrf-af)# redistribute connected
Device (config-vrf-af)# redistribute static
Device (config-vrf-af)# exit
|
Device
Device
Device
Device

config)# utd

config-utd)# all-interfaces
config-utd) # engine standard
config-utd) # exit

Device (config)# utd engine standard

Device (config-utd-eng-std)# logging syslog

Device (config-utd-eng-std)# threat-inspection

Device (config-utd-engstd-insp)# threat protection

Device (config-utd-engstd-insp) # policy security

Device (config-utd-engstd-insp) # exist

Device (config-utd-eng-std) # exit

|

Device (config)# virtual-service utd

Device (config-virt-serv)# profile low

Device (config-virt-serv)# vnic gateway VirtualPortGroup0
Device (config-virt-serv-vnic)# guest ip address 192.0.2.2
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv)# vnic gateway VirtualPortGroupl
Device (config-virt-serv-vnic)# guest ip address 192.0.2.6
Device (config-virt-serv-vnic)# exit

Device (config-virt-serv)# activate

UTD Snort IPS Drop Log

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**]
[1:30561:1] BLACKLIST DNS request for known malware

domain domai.ddns2.biz - Win.Trojan.Beebone [**]

[Classification: A Network Trojan was Detected]

[Priority: 1] [VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53

{5 - 108 Syslog DO X > 5 DE&ETE

WIZ, THRAADu T Lo L& LCTI0S syslog DR ¥ > 7 2% ET 562~ L E
j‘o

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # logging syslog
Device (config-utd-eng-std) # threat-inspection
Device (config-utd-engstd-insp) # logging level debug
Device (config-utd-eng-std-insp) # end

Device#
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Bl - chREBDBOSTH—/INADOAX I DETE

OB, HREFR e S —R"~pu X S OREFEE R L TNET,

Device# configure terminal

Device (config) # utd engine standard

Device (config-utd-eng-std-insp)# logging host syslog.yourcompany.com
Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # logging level info

Device (config-utd-eng-std-insp) # end

Device#

5l : Cisco H—/\HNELDEZEBFHDKTE

WOBNL, Cisco V=" HEADOEFH 2B ET 2 HEER L THNET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server cisco username CCOuser password
passwdl23

Device (config-utd-eng-std-insp) # end

Device#

G¥)

DNS /3 Cisco =" B/ E X 7o a— RTH L ICRESNTWVWDH I EEMERL
i‘j‘o

Bl O—DIILY =D L DELGEHDERTE

ROBNE, =B NY—=SNEEHDOE R ET D HEEZRLTHNET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update server url http://192.168.1.2/sig-1.pkg
Device (config-utd-eng-std-insp) # end

Device#

Bl . BBEREFDKE

ROBNT, P —"THBELEHERET 2 HEEZRLTVET,

Device# configure terminal

Device (config)# utd engine standard

Device (config-utd-eng-std) # threat-inspection

Device (config-utd-eng-std-insp) # signature update occur-at daily 0 0

Device (config-utd-eng-std-insp)# signature update server cisco username abcd password
ciscol23
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Device (config-utd-eng-std-insp) # end
Device#

Bl FHIKDHEBELDEHFDET

RKOBNT, SESERGETFHTEAZ LR 572 R LTVET,

Device# utd threat-inspection signature update

OV —"REEX 7 ra— KT 50, BFEO— BEEZFEH L TRE SN
R —NERATELEST, 2hbDa<wr NIcky, RORELXFEH L TFEH
TELTHNEITESNET,

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service hnot
known') )

Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual

Last attempted update server: cisco

Total num of updates successful: 1

Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Device# utd threat-inspection signature update server cisco username ccouser password
passwdl23

Device# utd threat-inspection signature update server url http://192.168.1.2/sig-1.pkg

Bl BADKRTA )X FDETE

ROFNE, BADKRTUA R ZANERETDHEEZRLTHET,

Device# configure terminal
Device (config) # utd threat-inspection whitelist
Device (config-utd-whitelist) # utd-whitelist)# generator id 1 signature id 23456 comment
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"traffic

7451 Iu820%" ||

from client x"

Device (config-utd-whitelist) # exit
Device (config)# utd engine standard
Device (config-utd-eng-std) # threat-inspection

Device

(
(
(
(

config-utd-eng-std-insp) # whitelist

Device (config-utd-eng-std-insp) # end

Device#

GE)

RIA YR FDOEL DR

REENDE, Snort 1T 7 —nT7 77— Ryl

TTNA A BB TEDLLIITLET,

T 9T 14 T1EEBDRKH

Bl EwR) o—%

ERALETI T4 TGEBRDRT

Device# utd threat-inspection signature active-list write-to bootflash:siglist connectivity
Device# more bootflash:siglist connectivity

Signature
Signature
Total no.
Total no.
Total no.

For more

Package Version: 2982.1.s
Ruleset: Connectivity

of active signatures: 581
of drop signatures: 452
of alert signatures: 129

details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

Bl: NS AN R) O—ZFERLET VT4 THEBRDRTE

Device# u

td threat-inspection signature active-list write-to bootflash:siglist_balanced

Device# more bootflash:siglist balanced

Signature
Signature
Total no.
Total no.
Total no.

For more

Package Version: 2982.1.s
Ruleset: Balanced

of active signatures: 7884
of drop signatures: 7389

of alert signatures: 495

details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>
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Bl: EFa)TAaR)O—ZFEALET VT4 TGELDERT

Device# utd threat-inspection signature active-list write-to bootflash:siglist_security

Device# more bootflash:siglist security

Signature Package Version: 2982.1.s
Signature Ruleset: Security

Total no. of active signatures: 11224
Total no. of drop signatures: 10220
Total no. of alert signatures: 1004

For more details of each signature please go to www.snort.org/rule docs to lookup

List of Active Signatures:

<snipped>

&2 Snort IPS 5% DEEE

Woa<wy REHFRALTC, BEE NIV a—T 47 LET,

FIEOHE

enable

show virtual-servicelist

show virtual-service detail

show service-insertion type utd service-node-group
show service-insertion type utd service-context
show utd engine standard config

show utd engine standard status

©ENSOOHRWN A

show utd engine standard logging events

clear utd engine standard logging events

show platform hardware qgfp active feature utd config
show platform softwar e utd global

show platform software utd interfaces

show platform hardware gfp active feature utd stats
show utd engine standard statistics daq all

- e e e e
RS

F IR D FH

AFvF1  enable
1 -

Device> enable
it EXEC E— KA LET,
e MAT—REANLET (BERENTZEH)
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show virtual-service list
R —E AT F EOTRCOT TV r—2a DA VAN NVDAT—H A KR LET,
1 -

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

UTDIPS Activated utdsnort.1l 0 1 sSv2982 XE 16 3.20160701_131509.ova

show virtual-service detail

TN AR —E R TFIA VA M= NLEINTWET ) r—raAlloTEREIND Y V—
AERANLET,

1 -

Device# show virtual-service detail

Device#show virtual-service detail
Virtual service UTDIPS detail

State : Activated
Owner : I0sd
Package information
Name : utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
Signing
Key type : Cisco development key
Method : SHA-1
Licensing
Name : Not Available
Version : Not Available

Detailed guest status

Process Status Uptime # of restarts
climgr upP 0Y Ow 0D 0: 0:35 1
logger UP 0Y Ow 0D 0: 0: 4 0
snort 1 UP 0Y Ow 0D 0: 0: 4 0

Network stats:
eth0: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6

Coredump file(s): lost+found

Activated profile name: None
Resource reservation

Disk : 736 MB
Memory : 1024 MB
CPU : 25% system CPU
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Attached devices

Type Name Alias
NIC ieobc 1 ieobc
NIC dp 1 0 net2
NIC dp_1 1 net3
NIC mgmt_ 1 mgmt
Disk _rootfs

Disk /opt/var

Disk /opt/var/c
Serial/shell serial0
Serial/aux seriall
Serial/Syslog serial2
Serial/Trace serial3
Watchdog watchdog-2

Network interfaces

MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc_ 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_ 1

Guest interface

Interface: eth2

ip address: 48.0.0.2/24
Interface: ethl

ip address: 47.0.0.2/24

Guest routes

Address/Mask Next Hop
0.0.0.0/0 48.0.0.1
0.0.0.0/0 47.0.0.1

Resource admission (without profile) : passed

Disk space : 710MB
Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

show service-insertion type utd service-node-group
=R )= RITN—TDAT—H A% KR LET,
{1 -

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2
Auto discovered : No

SnortIPS |
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SN belongs to SNG : utd sng 1
Current status of SN : Alive
Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

RATw 75 show service-insertion type utd service-context
AppNav BX OV —E A/ — R a—%2FRLET,
fi

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

AT w76  show utd engine standard config
A& (UTD) O EE R R LET,
{1 -

Device# show utd engine standard config

UTD Engine Standard Configuration:
Operation Mode : Intrusion Prevention
Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
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ATw 771 show utd engine standard status

UTD =V PV DAT—H A FRLET,
fAi)

Device# show utd engine standard status
Profile : High

System memory

Usage : 8.00 %

Status : Green

Number of engines : 4

Engine Running CFT flows Health Reason

Green None
Green None
Green None
Green None

Engine (#1): Yes
Engine (#2): Yes
Engine (#3) : Yes
Engine (#4): Yes

o O O O

Overall system status: Green

Signature update status:

Current signature package version: 2983.4.s

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC

Last failed update time: Mon Aug 7 01:53:21 2017 UTC

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service not known'))
Next update scheduled at: None

Current status: Idle

AT 78 showutd enginestandard threat-inspection signature update status
BAEH T O CADAT —H A TR LET,
1 -

Device# show utd engine standard threat-inspection signature update status

Current signature package version: 2983.4.s
Current signature package name: UTD-STD-SIGNATURE-2983-4-S.pkg
Previous signature package version: 29.0.c

Last update status: Successful

Last successful update time: Mon Aug 7 02:02:32 2017 UTC
Last successful update method: Manual

Last successful update server: cisco

Last successful update speed: 3022328 bytes in 25 secs
Last failed update time: Mon Aug 7 01:53:21 2017 UTC
Last failed update method: Manual

Last failed update server: cisco

Last failed update reason: ('Connection aborted.', gaierror (-2, 'Name or service hnot known'))
Last attempted update time: Mon Aug 7 02:02:32 2017 UTC
Last attempted update method: Manual
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Last attempted update server: cisco

Total num of updates successful: 1
Num of attempts successful: 1

Num of attempts failed: 3

Total num of attempts: 4

Next update scheduled at: None

Current status: Idle

show utd engine standard logging events
Snort B —mbDu AR NERRLET,
{5

Device# show utd engine standard logging events

sa® snorties mEowR ]

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]

BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]
[VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53

[Priority:

2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]

BLACKLIST DNS request for known malware domain domai.ddns2.biz -
Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

clear utd engine standard logging events

1

Device# clear utd engine standard logging events

Snort E oY —mboa S AR BT T LET,

show platform har dware gfp active feature utd config
=R — FOIEFMHICET L FMER R LET,
fA

Device# show platform hardware gfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst _id 0 feat id 1 fo id 1 chunk id 8
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

show platform softwar e utd global

UTD DNAENC > TNDBA v A —T 2 AR FRLET,

[Priority:

1]

1]
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1

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Enabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl

UTD interfaces
All dataplane interfaces

show platform software utd interfaces

TRCDOA 2 —T = RAHTHEREERLET,

1

Device# show platform software utd interfaces

UTD interfaces
All dataplane interfaces

show platform hardware gfp active feature utd stats

F—=H 7L —rOUTD fetHEmR ez Tz LE T,
B -

Device# show platform hardware gfp active feature utd stats

Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:
Pkts entered policy feature

Drop Statistics:

Service Node flagged flow for dropping
Service Node not healthy

General Statistics:

Non Diverted Pkts to/from divert interface
Inspection skipped - UTD policy not applicable
Policy already inspected

Pkts Skipped - L2 adjacency glean

Pkts Skipped - For Us

Pkts Skipped - New pkt from RP

Response Packet Seen

Feature memory allocations

Feature memory free

Feature Object Delete

Service Node Statistics:
SN Health: Green

SN down

SN health green

SN health red

pkt
byt

228
31083

48
62

32913
48892
2226

67
102
891
891
891
863

85
47
13
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ATv 715

Diversion Statistics

redirect

encaps

decaps

reinject

decaps: Could not locate flow
Redirect failed, SN unhealthy

Service Node requested flow bypass drop

show utd engine standard statistics daq all
= AT L —r DT —ZNE (DAQ) DOfitEHMAEFR KL ET,

1 -

Device# show utd engine standard statistics daq all

IOS-XE DAQ Counters (Engine #1):

Frames received

Bytes received

RX frames released

Packets after vPath decap
Bytes after vPath decap
Packets before vPath decap
Bytes before vPath decap
Frames transmitted

Bytes transmitted

Memory allocation

Memory free

Merged packet buffer allocation
Merged packet buffer free

VPL buffer allocation
VPL buffer free

VPL buffer expand
VPL buffer merge

VPL buffer split

VPL packet incomplete

VPL API error
CFT API error
Internal error
External error
Memory error
Timer error

Kernel frames received
Kernel frames dropped

FO cached via timer
Cached fo used
Cached fo freed

FO not found

CFT full packets

VPL Stats (Engine #1):

O O O O O oo oo

o O o N

o O O O o o

o O O O o o

o o

o O O O o

sa® snorties mEowR ]

2226
2226
2298
2250
72
62
48
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. Cisco Prime CLI 7> 7 L— % {#/ L 7= Snort IPS DEA

Cisco Prime CLI 7> J L — FZ{& A L 1= Snort IPS D E A

CiscoPrime CLI7 > 7' L — h A LT, SnortIPSEAZ oV a =745 2 R TaE
7, CiscoPrime CLI 7 > 7L — h 2T 5 &, SnortIPSHEAZEZIZ T Y a =7 T
%9, CiscoPrime CLI 7> 7L — % Snort IPS EAD T 0 £y g = ZIEHAT5121E, &k
DFMEAEFETLET,

ATV TN VAT ATEITENTWDIOSXEN—Y 3 VKIS T D Prime 7o 7 L— " a Y 7 MU =T OX U a2 —
R_X=Upb Xy rm—RLET,

RTYT2 ZOT7 7 ANPERENTOLHEIFMHR L ET,

AT 73 Prime 7>5, [Configuration] > [Templates] > [Features and Technologies] D JIEIZEE (Y, [CLI Templates] % 4R L
7

ATY 74 [Import] &7 Vv LET,

ATYTS T — b DA VR — N7 N2 w2 L, [Select Templates] #7 V » 7 LT, LlFE¥ v rua—FK
Lie7 7 L— Ra@R LT/ v R— P LET,
KD Snort IPSCLI 7> 7 L— k& & £,

« Copy OVA to Device : ZD7 7L — FZfEH LT, Snort IPSOVA 7 7 A VA )V—F DT 7 A )L A
TAhIZav—LET,

eDelete OVA : 27 L — b2 LT, 2 —L7 Snort IPSOVA 7 7 A V& L—Z DT 7 A )L
VAT ANLHIBRLET,

* Dynamic NAT : A4 7 v 7 NAT (v hU—27 7 RLAZH) NERENTHEINTEY ., Snort
IPSEBHA X —T A AP HICEETHNENDH D NAT DL RINT H7-2DICT 7B AV A & f
AT 28481%. 2077 L—heHLET,

* Dynamic NAT Cleanup : Z D7 > 7' L— h % LT, Snort IPS ® NAT & EAHIFRL 7,

« Dynamic PAT : BREENTH A+ v 27 PAT ((R— F7 RL AZH) NRESNTEY ., Snort IPS EHL
A B =T 2 A AIPHICEET HXLEDH D PAT B ERIRT 572D T 78 AV A N aHT 58
Blx, ZoFo L —NEFERALET,

* Dynamic NAT Cleanup : Z D7 > 7L — M Z{#EH LT, Snort IPS @ PAT X E#HIFR L £7,

o [P Unnumbered : ZDF 7 L— rZHA L T, Snort IPS BLONIP H 572 LOE AT LERABY—
EAEFRELET,

« IP Unnumbered Cleanup : Z D7 7' L— h&fEH LT, IP & 572 L T E S 4L72 Snort IPS A >
=7 A ZA%HIBRLET,
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» Management Interface : Snort IPS EHL N7 7 4 v 7V DN—T 4 Y TV AT LEBRA L F—T =2 A A
(GigabitEthernet0 72 &) ZEHT25E81T. o7 7L— &AL ET,

* Management Interface Cleanup : D7 > 7' L— h & LT, SnortIPSEE NT 7 4 v 7 N —T 4
VITHEDICRESNTZ VAT DEHA ¥ —7 =4 A (GigabitEthernet0 72 &) ZHIBRL £9°,

¢ StaticNAT : ZDF 7L — F&fFH LT, Snort IPS 35 L VEELFED ) NAT O3 A MBE 2 A8 —

EAZRELET,
» Static NAT Cleanup : Z D7 > 7 L— MM H LT, 19 NAT O A TEE S 4172 Snort IPS & HIBR L
EJ RN

« Upgrade OVA : ZD7 > 7' L— h&EH LT, SnortIPSDOOVA 77 A Va7 v 77 L—RKLET,

1I0x 3 2T F~DBAT

Z ZTIL. Cisco 1000 ¥V —XH—ERHAER/L—% (ISR) TO UTD IS EHILET 57280
@ . Cisco I0x B L IOx ~D UTD OBATIZHOW T L ¥ 9, Cisco I0x Tl Cisco I0S &
Linux OS 23 lAEDLEINTEY, ZeEomnry NV —7 2B LE7,

Cisco I0x [ZDLVT

CiscolOx 1%, SFEZFERCisco” 7y N7+ —AIIBITHEHET 7V r—ya s iki—Ehic
—BUOHDLEAT 4 TR ERIT DT TV~ gy Ty N T — AT, O
Ty RN 7 =N, Xy NI—F T AN —F 47 AT A (CiscolOS) &A—T 2V —
ADT T F 74— (Linux) ZfEG L. X2y NIT—F LOBARZ LT TV r—var A
VHA—T oA AEERLET,

A —E R a7 HET A A AORIEEREE T, (R~ > (VM) | (R —E R %
Fidar s e bInEd, fEYr—rv 2 arFFRNICT SV r— g A VA =L T
EFETd, ZOT TV =T ai0d, T, ADFRV—FT 4 T VAT AOEMEY—E R o
PTFTNTEEILES, 77U —a i3, JEE T ova 2RO tar 7 7 A /L Td 5 Open
Virtual Application (OVA) & LTSN ET, OVA Ny r—I%, a~v o RIS D Af v
B—=T 2 A A% LTT A R VA b= S, AfbSnEd, A—7 7 1r—0C isco
TITA T, YA T FTNICEATEL T S r—a L O—fITT,

UTD OVA Z# 7R A T 57 DI SN AR — 2 a7 FDA4 7T A N7 7 Fxid,
Cisco 1100 > U — X ISR Tixhits L TWEH A, HE, UTD XG5O =2 7 Fizxtih L g
9+, 7277 L. OVA =27 FHEREIT Cisco IOS XE Gibrafilter 16.10 D U U — A Tl L TV E
T, TRLED Y U — 2Tl LTV ER A,
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B rev—cxavsrnsi0~07y THL—F

REY—EXRaVTFTFILIX~ADT v TSI L—F

ATy I

ATy T2

ATvT3

ATvT4

ATy TH

OVA 7 7 A WE, I~ U OJEfES Nz T4 VA N—)VH[HER ] N—Va v gt —7
NA8 T — 74 7 (Open Virtualization Archive) T3, Snort IPS (XAl T FHh—v R L L
THHATEET, ZOOVA 77 A NVET /A AZH T a— KL, virtual-serviceinstall CLI
EHEAHLTYH—ERAEZA A M= AVTHMERLY £7,

UTDIOX A > 7 T A N T 7 F ¥ DA, 10x X—ZD OVA IZI0x CLI =i~ > R&EERA L TA
VAR—=NLLET, £ A= TABEIC, FE— LB TEE— FCTIOXBRELBLET,

10X X—ZAD OVA L TAR 7 7 A )V EMEEINE T, BF =2V T 4 T A8 A0fHE L7z Cisco
IOSXE A A—VHFEATAIMLENDHY EI, OVATZ7 7 A LVDA A =iz, BF=2l
FATABUARNTF = v 7 S, FA BV ABRGFELZWEAIT S —NgE S E T,

AP —E AMB 10x I T FIT v 77 L— R4 512k, ROFEEFEITLET,

no activate

1

Device# configure terminal

Device (config)# virtual-service utd
Device (config-virt-serv)# no activate
Device (config-virt-serv)# exit

Device (config)# no virtual-service utd

R~ 2= R— 2D —ERADA LV AX AT VT 4 TN LET,

show virtual-servicelist

1

Device# show virtual-service list

Y —ERAa T HIA VA P—=LEINTNWDETRCOT ) r—2a vV DAT—HAZETRLET,
AR — RS VAR ANKET 7T 4 772> TCND T &R LET,

virtual-service uninstall name virtual-service instance

1 -

Device# virtual-service uninstall name utd

R~ =y R—2ADREYS— AL AR AT A A =L LE T, show virtual-servicelist
Oy REETLEE XL, B —BE AL VAZ VANEREINZNVI EEHRLET,

[[0)4

1 -

Device# configure terminal
Device (config)# iox
Device (config)# end

IOXEREE % 7 2 — NV EE— R CHtE L £77,

app-hosting install appid name package bootflash: <tarfile>

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK



| SnortiPs

ATvT6

ATy 17

ATvT8

ATvT9

ATv 710

1

FEY—EzavFrmsIx~07 v TTL—F |

Device# app-hosting install appid UTD package bootflash:utd.tar

Device#

Jox X—AZAD OVAtar 7 7 A VET A A2 —LTCA A=A LET,

show app-hosting list

fi

Device# show app-hosting list

App id State
UuTD DEPLOYED
Device#

A VAR=NVDAT =R AEFRLET, 77V r—2a UREBAINTWAZ AR LET,

app-hosting activate appid name
{1 -

Device# app-hosting activate appid UTD

FNRAZFEDIOX X—ZADTAR 7 7 A NET VT 4TI LET,

show app-hosting list

fAi

Device# show app-hosting list

App id State

UTD ACTIVATED
Device#

TIT AR 2V DAT = I ANFRENET, 7TV 5= a BT 77470 T0WH L%

B L £,
app-hosting start appid name
i) :

Device# app-hosting start appid UTD
Device# show app-hosting list | in UTD

I0x X— A D OVA ZBtE L £9,

show app-hosting list
1 -

Example:
Device# show app-hosting list
App id

UTD RUNNING

Device#
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BlED AT — B 2T LET, 7V r—a U NEFTESNTWLZ L 2R LET,

% TE

10x OFREB) 2RI LET,

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Device (config) # iox

Device (config) # interface VirtualPortGroupO

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.1 255.255.255.252

Device (config-if)# exit

Device (config)# interface VirtualPortGroupl

Device (config-if)# no shutdown

Device (config-if)# ip address 192.0.2.5 255.255.255.252

Device (config-if)# exit

Device (config) # app-hosting appid utd

Device (config-app-hosting) # app-vnic gateway0 virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway0) # guest-ipaddress 192.0.2.2 netmask 255.255.255.252
Device (config-app-hosting-gateway0) # exit

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 1 guest-interface 1
Device (config-app-hosting-gatewayl) # guest-ipaddress 192.0.2.6 netmask 255.255.255.252
Device (config-app-hosting-gatewayl) # exit
Device (config-app-hosting) # app-resource package-profile custom
Device (config-app-hosting) # start
Device (config-app-hosting) # exit
Device (config) # exit
Device#

SnortIPSD S T a—F4 08

S T4 v DNEREINLLY

R 77« v Zi3mEshEtA,
EZZO0NBFRE WEY—ERART I T 4 TR TWRWARRENRDH D £7,

fi@Ri% showvirtual-servicelist =~ REFEHL T, (KB —EANT 7T 4 TR >T0D
MEIMDERERLET, RIZ, a~<r Ko HFlZ2RLET,

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 0 1 SV2982 XE 16 3.20160701 131509.ova
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EZ2ONBER IBESNTEA V¥ —T =4 ATIX, HAEREBH (UTD) DA/~ T
WZRWRIREME N S W £97,

fi#ikix show platform softwareutd global =~ > F&fH LT, > % —7 =4 X TUTD N f
NTT2 o TNDME D I EMER L ET,

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl
UTD interfaces

GigabitEthernet0/0/0

EAONBEE Y —E A/ — FREFICEMEL TWRWATEERH Y £7,

fiziksx show platform hardwareqfp activefeatureutd config =~ > R&H L T, H—E R/ —
ROREDFREE D DB R L ET,

Device# show platform hardware gqfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

EZZO0NnBRE Snort TV ANT I T 4 T2 o TWRWRREMENRH Y F97,

@Rk showvirtual-servicedetail =2~ > RZH LT, Snort7’ 2t XA BB L TWDHNE D M
EREHRELET,

Device# show virtual-service detail

Virtual service UTDIPS detail

State : Activated
Owner : I0sd
Package information
Name : utdsnort.l 0 1 Sv2982 XE 16 3.20160701 131509.ova
Path : bootflash:/utdsnort.1l 0 1 SV2982 XE 16 3.20160701 131509.ova
Application
Name : UTD-Snort-Feature
Installed version : 1.0.1 SV2982 XE 16 3
Description : Unified Threat Defense
Signing
Key type : Cisco development key
Method : SHA-1
Licensing
Name : Not Available
Version : Not Available
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Detailed guest status

Process Status Uptime # of restarts
climgr UpP 0y Ow 0D 0: 0:35 1
logger UpP 0y Ow 0D 0: 0: 4 0
snort 1 Up 0Y Ow 0D 0: 0: 4 0

Network stats:
ethO: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6

Coredump file(s): lost+found

Activated profile name: None
Resource reservation

Disk : 736 MB
Memory : 1024 MB
CPU : 25% system CPU

Attached devices

Type Name Alias
NIC ieobc 1 ieobc
NIC dp 1 0 net2
NIC dp_ 1 1 net3
NIC mgmt_1 mgmt
Disk _rootfs

Disk /opt/var

Disk /opt/var/c
Serial/shell serial0
Serial/aux seriall
Serial/Syslog serial?
Serial/Trace serial3
Watchdog watchdog-2

Network interfaces

MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc_ 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_ 1

Guest interface

Interface: eth?2

ip address: 48.0.0.2/24
Interface: ethl

ip address: 47.0.0.2/24

Guest routes

Address/Mask Next Hop Intf.
0.0.0.0/0 48.0.0.1 eth?2
0.0.0.0/0 47.0.0.1 ethl

Resource admission (without profile) : passed

Disk space : 710MB
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Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

EZbNBEEA AppNav N RV T 7T 4 Tl o> TWRWATREMERH Y £,

f#iR% show service-insertion type utd service-node-group 3 J OF show service-insertion type utd
service-context 2~ RZEEHA LT, AppNav h U RN T VT 4 T/ o TWDHNE 9k

R L ET

figiRsx RIZ. show service-insertion typeutd service-node-group =~ > RO IHIZ R L £,

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496

@Rk IRIZ, show service-insertion type utd service-context =~ > RO N %Z R~ L E T,

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

EZZ0NBBEE T T4 v I DAT—HADT —H T L— 2 UTD#FHER MR L £,
NI 7 4 I DEREINRWIEES, IERBLIOHERINEZ Ny hoITEaic v £
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T, BN aANDEGEE, NT 7 4 v ZEENMTHOILTE Y, Snort ¥ o —d 75 —4#
L=y FEEEELTOHET,

fiziksx show platform hardware qfp activefeatureutd stats =~ > RKZHEHL T T 7 4 v 7 D
AT = A%MHRLET,

Device# show platform hardware qfp active feature utd stats
Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:

Active Connections 29
TCP Connections Created 712910
UDP Connections Created 80
Pkts entered policy feature pkt 3537977
byt 273232057
Pkts entered divert feature pkt 3229148
byt 249344841
Pkts slow path pkt 712990
byt 45391747
Pkts Diverted pkt 3224752
byt 249103697
Pkts Re-injected pkt 3224746
byt 249103373

ERZDEHMHELEE L R0

RIRE Cisco "h—HF LAY 7 b7 =7 EAA (BSD : Borderless Software Distribution) H—/ 375
DEL TR L TWERA,

EZoNBRE SESEREHEICL Y BAOFRITRRLIZARERH Y £3, KEICE
HOEHZR LT 2l L E 5,

i@k show utd enginestandard threat-inspection signatureupdatestatus =~ > Rzl L <,
RIBIZELOEFIRR LR E R R LE T,

Device# show utd eng standard threat-inspection signature update status
Current signature package version: 29.0.c

Current signature package name: default

Previous signature package version: None

Last update status: Failed

Last successful update time: None

Last successful update method: None

Last successful update server: None

Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST

Last attempted update method: Manual

Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
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Total num of updates successful: 0
Num of attempts successful: 0

Num of attempts failed: 1

Total num of attempts: 1

EZONBREA FAA L R—ALV AT (DNS) DELSRESNTWVERA,

2k show running-config |i name-server =~ > R&H L T, F—L P — Ot 2FK R L
£,

Device# show run | i name-server

ip name-server 10.104.49.223

EZZONBEE VAT ATT—  a—PZ L NRXRT— FOMAEDLEDOLIICRKRIELEL
776

ARk BANy T —UOF T — RZIELWERIEEREFEH L 2 L 2R L £,

O—AILSG—I\HoDELZDEFHERE L 4L

BRE = — WY — 30D DFEL DFFDERE L 720,

E£2 5NBEE il ORBOBE « MW4h7e A% — A — HTTP £ 721X HTTPS O 2% L
*9,
fRiE o— A ao—RERE LTHITP £7213® 3% =7 HTTP (HTTPS) NEE S
TWAHZEEMERLET,

EZADNBERE IEOKMOBE  ARTEZITF—EANRHTY,

BiREz m— ANV —NIFRESNTZFAMELIZIP 7 FLARELWZ 2R LET,
EZONDERE REOKRMOIMN  FBIEERAAT SN TVEE A

fRRE v — BV HTTP £ 721X HTTPS — N OFBGEHE RS AT SN TND Z L 2R L E T,
EZNBRA HEDORIOIE : 77 A NDBRONYD FH A,

Rk ANLEBAT7 7 ANVAELIZURL BDIELWT & &gl LE T,

|

EZONBRE EOKMOHM : U rm— RRE L TWET,
fRRE
cUHIDZEA DX Y v — FRHCEAEFOHMT T 7 =NREL TRV E S 2k
A LET,

cELWEANy =Y MEMFRETH D Z L2l L E T,
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B r0sdasysiog ~p oL o atEE L0

10Sd Syslog ~D O X > & HVHERE L 47 LY
%8 10Sd syslog ~D 11 ¥ > 7 ERE L7200,

EZONBEEA syslog ~D X 7%, HEEBEME (UTD) ORE TIXRETE £H
%Vo

fRRkE UTD X EZF /R L, syslog ~DBR XU ZNRESINTWND Z & 2RI HI2IEL, show
utd engine standard config =~ > K&l fH L 7,

Device# show utd engine standard config
UTD Engine Standard Configutation:
Operation Mode : Intrusion Prevention

Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
28878

@Rz UTD = P DA X bu 7 2R T 5121, RO show utd engine standard logging
events 2~ R LET,

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]

[Priority: 1] [VRF _ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority: 1]
[VRF _ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

NERH —/IAD AT T HEEEE L 7L
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FPED R, threat-inspection

- show utd engine standard logging statistics
threat-inspection detail
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« show utd engine standard status

+ show utd engine standard threat-inspection
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PHEHALIZRAAL L _R—=ZAD Web 7 4 VH U T OFTE (83 2—)

AT T3 u—hrTday s —N"EFEHALTRAAL L R_R—ZADWeb 7 4 NVE ) U T HRELET, n—hL7 oy
T —REEH LT RAAL L _R—AD Web 7 4 VEZ ) TOHEE (85 2—)
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B reoo 79— R0 UR  —LBEUT T4 TOBE

ATvT4

ATy TH

ATvT6

H— ATy 7P NEHEHALTURL R—=AD Web 7 A LF Y v P ZFELET, n—HLT 0y s
Y= B L7 URL X—AZD Web 7 4 V& U > 7 OKE (86 ~2—)

A T4 Ty 7P —REFHLTURLR—=ADWeb 7 4 VA ) TERELET, A T4 70y
I _R—=D kA L7z URL X—AD Web 7 (VX U V7 DORE (88 2—)

Snort IPS £721X IDSEHELET, FAABILOURL X—2AD Web 7 4 /L& U 7 L Snort IPS D% IE
(90 2—)

REIADTFTFH—ERDA VA M—=ILBLUV T T4 TILDAE

ATy T
ATy T2

ATvT3

T F Y —EREA VA=V LTT I T4 72T DI, ROF AT ZHZEITLET,

UTDOVA 7 7 A V& A VA =L LET, UTDOVA 7 7 A /L DA A F—/L (82 X—)
VirtualPortGroup DA > % —7 = A AR LMY —E A 2% E L £ 7, VirtualPortGroup DA » % —7 = A
ABLOMEEY—EADOHRE (82 —)

Snort A= > FFH—ERET 7T 4TI LET,

UTDOVA DO 74 ILDA VR b—JL

OVA 7 7 A )ViE, IR~ v DRSS T[4 v A F—)La[RE | _R—Ta v &ttt —7
MRABT —71 A4 7 (Open Virtualization Archive) T9, ZD OVA 7 7 A V& /N—ZIIH T

n2—RL, (R —EADA A=V CLIZEH L TH—EREZA VA N—LTHXLENH
DET, P—ERAOVA 77 A/iE, V—HIZA VA M=/ ETW5 CiscolOSXE V U — 2R
AA=VIZIEfFBLTWERA, 7272 L, OVA 7 7 A NVINV—F DT T v ¥ 2 |[ZHFNTA
AR —=LENTWBEHAERHY £,

TXR2VT 4 TA B ADMSE L2 CiscolOS XE A A — &2 FHATA2MENH Y £9°, OVA
T7ANDA L AR=LHFIZ, ¥F2 VT4 TA B ARNF 27 S, T4 BV ABEFEEL
BRWEAITT T — NG ENET,

T I AFETETT,

Device> enable

Device# virtual-service install name UTDIPS package harddisk:utd-ips-v102.ova media
harddisk:

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Installed utdsnort.l 2 2 SV2982 XE main.20160

VirtualPortGroup D > 2 —J 1 4 AB L MMREH—EXDHRTE

2 SO VirtualPortGroup 1 ' # —7 = A A LW SFDA L Z =T =2 A ZADFT A KNP T L A%
ETDNERH Y £,
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\}

NEBTO Y s F—NEEALEFA =20 Web T4 L2y v 508E ]

GE)

T—% T 7 4 v 7 AO VirtualPortGroup A > ¥ —7 = A A, TT7AX— b LIV —T 4
YIRADIP T RV A M2 RERDY ET, O F—7=A AIE, IPT FLA
OFIFHE LT 192.02.0/30% FHT 5 Z & 2L £9,

TR AR ETT,

Device# configure terminal

evice (config)# interface VirtualPortGroupO

Device (config-if)# ip address 192.0.2.1 255.255.255.252
Device (config-if)# exit

Device (config) # interface VirtualPortGroup 1

Device (config-if)# ip address 192.0.2.5 255.255.255.252
Device (config-if) # exit

Device (config) # wvirtual-service UTDIPS

Device (config-virt-serv) # profile urlf-low (This is minimum requirement for web filtering
to work.)

Device (config-virt-serv)# vnic gateway VirtualPortGroup 0 (The IP-address configured in
VPGO interface should have access to Internet over http(s).If the VPGO interface does
not have access to Internet, the web filter database will not be updated.)

Device (config-virt-serv-vnic)# guest ip address 192.0.2.2

Device (config-virt-serv-vnic) # exit

Device (config-virt-serv)# vnic gateway VirtualPortGroup 1

Device (config-virt-serv-vnic)# guest ip address 192.0.2.6
Device (config-virt-serv-vnic) # exit

Device (config-virt-serv) # activate

Device (config-virt-serv) # end

Device# show virtual-service list
Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 2 2 SV2982 XE main.20160

N TOy O H—NEFRALERASUR—XDWeb T 4 JLA Y U5

DEKTE

N Ty T —NEHFEHLTRAAL L _X—ZAD Web 7 4 VZ ) L 7T HBETAIZIZ. RD
FlEEZFITLET,

AT Yy —EREAL A =)L L, 77T 4712 LET, FEHITOWTIE, VirtualPortGroup DA > X —7 =
A AB LMY —E20ORE 82 —) ZZMLTIEZEN,

RATYT2 Ty VA RDATA=E=y T H2ROEIITHRELET,
parameter-map type regex domainfilter blacklist pmapl

pattern examplebook\.com
pattern bitter\.com

ATYT3 FAYVARDNRT AL~y THROEIITRELET,
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ATy T5

ATvT6

ATy 17

ATvT8

Web 7 La >y |

K
it

parameter-map type regex domainfilter whitelist pmapl
pattern example\.com
pattern exmaplegogle).com

RASTuT 7 ANVEREL, 70y 7 VAREFFAIY R NONRT A=F <y T 2RO L5 IZBEAT T
i‘ﬂ—o

utd web-filter domain profile 1

blacklist

parameter-map regex domainfilter blacklist pmapl
whitelist

parameter-map regex domainfilter whitelist pmapl

(A7vary) T7HNVETIE, RAAL L T4 NVEZ YT T T7—MIBEDICR>TWERA, RAL T
n7yANTT ey UANEEETHFANVARAS, HEWVEZFOHEOT 77— R ELET,

alert {all | blacklist | whitelist}

RAALTa T 7 ANVTHEY XA VT b =R ELET,

redirect-server external x.x.x.x (This is the IP address that is used for serving block page when
a page is on the blocked list)

IKDORAAL v TaT7 7 ANEHEALTCUID = P LR ELET,

utd engine standard
web-filter
domain-profile 1

TV NERERFH L CUID AR EL., e — U, F03EEDA v B —T = A4 ZATHENCLET,

utd
all-interfaces
engine standard

Wz, AT ay 7 —REFEHLTRAL U RX—=ZAD Web 7 4V E Y T HFETHHERLET,

parameter-map type regex domainfilter blacklist_ pmapl
pattern examplebook\.com
pattern bitter\.com
parameter-map type regex domainfilter whitelist pmapl
pattern exmaplegogle\.com
pattern exmaplegogle\.com
utd engine standard
web-filter
domain-profile 1
|
utd web-filter domain profile 1
alert all
blacklist
parameter-map regex domainfilter blacklist pmapl
whitelist
parameter-map regex domainfilter whitelist pmapl
redirect-server external 192.168.1.1
|
utd
all-interfaces
engine standard
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O—ALTaYIY—NREFRALIFASUR—XDWeb 7 LB VT DERE .

O—AlLJAay oY —NEFRALEZRFAALAAR—ZXDODWebT 1 J)L3Z 1)

)

ATy T

ATy T2

ATvT3

ATv74

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

=L

ax X

a—HNT ey 7 —NNTEEHALTRAL L _R—ADWeb 7 4 VZ ) T EBRETHITIT,
WOFIEEZFITLET,

BB —E X% A A M=)V, 7277 4 7ICLET, FBMIZOVWTIL, VirtualPortGroup DA > % —
T oA ABL M —E2ORE 82 X—) 2L TIIEIW,

N—=T Ry I AR —T 2 AERETDIN, VITAT VIR T IV RATELHGFOL L H—T oA A
AL ET,

interface loopback 110
ip address 10.1.1.1 255.255.255.255
exit

n—hnrray =077 A NEHEHL TCUIDWeb 7 4 VX 2R TELET,

utd web-filter block local-server profile 1
block-page-interface loopback 110

http-ports 80

content text "Blocked by Web-Filter"

Ty 7 YA DRI RA=Z<y T 2ROEIITHRELET,

parameter-map type regex domainfilter blacklist_pmapl
pattern bitter\.com

AU RARNDNIRTA—E T HZROLIICEELET,

parameter-map type regex domainfilter whitelist pmapl
pattern sweet\.com

RAALTaT 7 ANVEREL, 70y 7 JARNEFAIU X FONT A=<y T oRO K5 IZEEA
JET

utd web-filter domain profilel

blacklist

parameter-map regex domainfilter blacklist_pmapl
whitelist

parameter-map regex domainfilter whitelist_pmapl

(AFvay) TZFNITIE, AL T 4NEZ ) T TT7—MIADNI > TOWERA, RAL
T T ANTT Ay VA NERITHFTI AN, HAIWVIZEOMFOT 77— 2R ELET,

alert {all |blacklist | whitelist}

RAL T aTZ7ANTIEA LY v Y—Rea—hrTay 7 H$—"ELTHRELET,
redirect-server local-block-server 1

WD RAAL TR T 7 ANEFHLTUTD =0 U UAEHEEZRE L E T,

utd engine standard

web-filter
domain-profile 1
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B o on0 sy —REERLEURLRA—Z D Web 7 1 L5 Y VT DEE

ATYTI0 U VUERRFEHLTUID R E L., /e— s, F7I3BEDA v —T oA ATHIMZI LE
j—o

utd
all-interfaces
engine standard

Wiz, a—In7ay 7P —NEFHLTRAL L _X—=AD Web 7 4 VE ) U THFET HHZRLE
TO

interface loopback 110
ip address 10.1.1.1 255.255.255.255
exit
parameter-map type regex domainfilter blacklist pmapl
pattern bitter\.com
parameter-map type regex domainfilter whitelist_ pmapl
pattern sweet\.com
utd engine standard
web-filter
domain-profile 1
!
utd web-filter block local-server profile 1
block-page-interface Loopbackll0
content text "Blocked by Web-Filter"
http-ports 80
!
utd web-filter domain profile 1
alert all
blacklist
parameter-map regex domainfilter blacklist pmapl
whitelist
parameter-map regex df whitelist_pmapl
redirect-server local-block-server 1
!
utd
all-interfaces
engine standard

O—AhLJdOay oY —nNZFEHRALIZURLR—XDWeb 7 LAY G
ERTE
g—hn7ay 7 —"EFEHLTURL X—AD Web 7 4V FZ U v T HFBETHITIZ. RO
FaEZFEITLET,

AT Yy —EREAL A =)L L, 77T 4 7I2LET, FEHITOWTIE, VirtualPortGroup DA > X —7 =
AABIMEEI—EZORE @2 ~—) 2ZRLTIZIV,

RTYT2L N=TNRN9 I A B =T 2 A AERET DI VITAT VBT 7 RATELDMGFOA L F—T =1 X%
FERLES,

interface loopback 110
ip address 10.1.1.1 255.255.255.255
exit
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ATvT3

ATy T4

ATy TH

ATvT6

ATy 71

O—ALT Oy s H—NEEALEURLA—2DOWeb 74 L5y v i0%E [

a—nN7ay 7% —n_"O7u 7 A NVEMFHLTUTD Web 7 4 V¥ ZRELET,

utd web-filter block local-server profile 1
block-page-interface loopback 110
http-ports 80
content text "Blocked by Web-Filter"

Tuy 7 UANDNRTA—Ry TEROEHIIHELET,

parameter-map type regex urlf blacklist pmapl
pattern exmplee.com/sports

AU A NDING A=~y THRDLIITHELET,

parameter-map type regex urlf whitelist pmapl
pattern examplehoo.com/finance

URL 7mr 7 7 A VEREL, WOFIEEZFEITLET,
utd web-filter url profile 1
a) 7myZURANEFHFAY R NDONT A=~y T T ET,

blacklist

parameter-map regex urlf blacklist pmapl
whitelist

parameter-map regex urlf whitelist pmapl

by v—ANTayvr—n"OFaTrANTTay 7 AN FAUVRAN ERIEEOHEOT T —k
EELET,

alert {all | blacklist | whitelist}

o FMELITR Y TN T I ERELET,

categories allow
sports

d VE27—v a7y ZOLEVEELRELET,

reputation
block-threshold high-risk

e) 7x— AT varEFEMLTURL Y —AT =4 _X—R5ERELET,

sourcedb fail close

) BZV_AERELET, 774N T a I T —TF, A7 g % [info] T 721 [detail] 12
RIETDHE, NT A=~ U ANROEELZIT D ATREMERH Y 7,

log level error

g) H—ANT Ry Y —nETny JITRELET,

block local-server 1

URL 77 7 A VZ&FEHA L CUID = 3 U EHELZRTE L E T,

utd engine standard
web-filter
url-profile 1
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Web 7 La >y |

ATY S8 UTD = VU EMERZREL, Z7a—VERIIEEDA X —T 24 ATUTD ZAIZ L ET,

utd
all-interfaces
engine standard

w2, a—An7ay 7 —R_EHFHLTURL X—ZD Web 7 A VEZ Y L T EHHETHHZRLET,

parameter-map type regex urlf blacklist_ pmapl

pattern examplee.com/sports

parameter-map type regex urlf whitelist pmapl

pattern exmaplehoo.com/finance
|

interface loopback 110
ip address 10.1.1.1 255.255.255.255
exit

utd web-filter block local-server profile 1

block-page-interface loopback 110
http-ports 80

content text "Blocked by Web-Filter"
utd web-filter url profile 1
blacklist

parameter-map regex urlf blacklist pmapl
whitelist

parameter-map regex urlf whitelist pmapl
alert all

categories allow

sports

reputation

block-threshold high-risk

sourcedb fail close

log level error

block local-server 1
|
utd engine standard

web-filter

url-profile 1
|
utd

all-interfaces

engine standard

A205340TAYIR—DFFALIZUBLR—XDWeb 7 1 LA 1) Y

gm0

=L

ax AE

AT Tay 7 XR—I%EHA L TURLRXR—AD Web 7 4 VEZ U U T H2BRETHIZIE., R

DFNEZFITLET,

AT I Y —be 22 A =L, 77T 47ICLET,
A AB IO —EADHRTE (82 X—) 2L TN,

ATFYT2 7y I VAMORT A=<y TERODEIITHRELET,

FEMLC DU TIE, VirtualPortGroup DA ¥ ¥ — 7 =
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ATvT3

RTv74

ATvT6

ATy T

425420y R—S %ML URLA—ZDOWeb 74 L5y 0%z [

parameter-map type regex urlf blacklist_ pmapl
pattern exmaplegogle.com/sports

AU A RDNTA—=F <y TERODIIITHELET,

parameter-map type regex urlf whitelist pmapl
pattern exmaplehoo.com/finance

UID 7 ay 7 R_R—D7a 77 A4 )VERELET,

utd web-filter block page profile 1
text "Blocked by Web-Filter URLF" (The other options are file and redirect-url)

URL 7B 7 7 A VEREL, ROFIEEZFETLET,
utd web-filter url profile 1
a) 7Ry UANEFHFNY A NDNRTA=L <y T o @ T ET,

blacklist

parameter-map regex urlf blacklist pmapl
whitelist

parameter-map regex urlf whitelist pmapl

b) B—ANTay 7Y —"OTaT AN TTay 7 AN FFAIUALN EFZEOmMGOT T —h
ERELET,
alert {all | blacklist | whitelist | categories-reputation}

) HAIELIFT Yy T 7TV ERELET,

categories allow
sports

d VEaT7—varyymyZdOLEVEERELET,

reputation
block-threshold high-risk

) 7x— AT arEHHLTURL Y —AT —F_X—AEZHELET,

sourcedb fail close

) BV ERELET, TN NET TV a L F 2T —TY, A7V a % [info] F721F [detail] (2
WRET DL, NT A=~ APROZEELZT HAREER DY £,
log level error

g) B—HINTryIHP—n"ETay 7IIRELET,

block local-server 1

URL 7u 7 7 A )VEfEH L TUTD = VU EmUHEL R E L E T,

utd engine standard
web-filter
url-profile 1

UTD = VUV BHELZRE L., 7 a— NV ERII/FEDA VX —T7 A ATUTD NI LET,

utd
all-interfaces
engine standard
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B A BEUURLR—2DO Web T 1 L5 U5 & SnontIPS DEE

WRIZ, A4y ay 7 —_"EFHHLTURLRX—ADWeb 7 A NVE ) L T EBETHHZRLET,

parameter-map type regex urlf blacklist_pmapl
pattern exmaplegogle.com/sports
parameter-map type regex urlf whitelist pmapl
pattern exmaplehoo.com/finance
|
utd web-filter block page profile 1
text "Blocked by Web-Filter URLF"
|
utd web-filter url profile 1
blacklist
parameter-map regex urlf blacklist pmapl
whitelist
parameter-map regex urlf whitelist pmapl
alert all
categories allow
sports
reputation
block-threshold high-risk
sourcedb fail close
log level error
|
utd engine standard
web-filter
url-profile 1
|
utd
all-interfaces
engine standard

KAAVELUVURLR—XD Web 71 JLR 1) 245 & SnortIPS DERE

RAA L FEZIXZURLRX—AD Web 7 4 /L2 7L SnortIPS iR ET AT, ROFINEEFE
TLET,

RTFYT1 RAL T a7 7 A NERELET,

utd web-filter domain profile 1
AF9F2 URLTa7 7 A VERELET,

utd web-filter url profile 1
RTv T3 UTD = P U EHECH B 2 BOE L £,

utd engine standard
threat-inspection

ATYTE AL TaT77 AL URL 7B 7 7 A VAL T, UTD = ¥ UAEHET Web 7 4 V2 Z30E L £
—é—O

utd engine standard
logging syslog
threat-inspection
threat protection
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policy security

signature update server cisco username xxx password QhLb]Z[ifMbFgLYgR]”"KLDUZ
signature update occur-at daily 0 O

logging level error
web-filter

domain-profile 1

url-profile 1

ATw TS5 UID = VU EELZREL, Z7a— U, £HRI3HEDA v 2 —T 2 ATHIZLET,
utd

all-interfaces
engine standard

Web 7 1 )L 3 5% E DR

WhDa<y REFEHALT, Web 74 V& U T OREEERTEET,

Device# show utd engine standard config
UTD Engine Standard Configuration:
Operation Mode : Intrusion Detection

Policy : Balanced

Signature Update: Not Configured

Logging:
Server : IOS Syslog
Level : err (Default)
Statistics : Disabled

Whitelist : Disabled
Whitelist Signature IDs:

Web-Filter : Enabled

Whitelist
www.clsco.com

Blacklist
www.hotstar.com

Categories Action : Block
Categories
Fashion and Beauty

Block Profile:
No config present

Reputation Block Threshold : Moderate risk
Alerts Enabled : Blacklist
Cloud Lookup : Enabled
Debug level : Error
Conditional debug level : Error
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B weooirsusorsinea—s09

» — g ~ — N
Web D24 ILZ YV TDNS TN a—TFT42D
v 7 &INEET HI2IE, virtual-service move name" CONTAINER_NAME" logto bootflash: =~
YREMALET, T ATROaA~ Y REMEA LT, Web7 4 L5 U v ZEERED A NI
BES2MED N T TN a—T 4 T EITH ZEINTEET,
+ debug utd engine standard all
« debug utd engine standard climgr
» debug utd engine standard daq
« debug utd engine standard internal

« debug utd engine standard onep

JY—X1681TiE, 2T FTOREBLVPBLOEFZHWHATH7-0I1C, 20T FORET
F—OEIENRRIEINTWET, SN/ T —EEICEY ., RO ENTREIZAR D 3,

Tz LTI 5700, REEZS Vv — T LBEOLEEDN L,
« BA L EE O F T &[RRI ALEE S D R ERAY e T ik,

«10Sd & CLIMGR [ oneP B A db =0 B IC BT 2 & BIiE, =& 20,
CLIMGR 37 T v a2 LA L,

o (BUEEITROED) REF ¥V n— FOFEMERO RO E (7Y 72 H824
LMETH Y FEA)

&% 7€ 151

WIZ, CSR1000V Y 57 RY—ECRL—H TCRAAL T4 NE ) TEENCTH0ERLE
j‘o

Device# configure terminal

Device (config) # parameter-map type regex wlistl

Device (config-profile) # pattern google.com

Device (config-profile) # pattern cisco.com

Device (config-profile)# exit

Device (config) # parameter-map type regex blistl

Device (config-profile) # pattern exmaplehoo.com

Device (config-profile) # pattern bing.com

Device (config-profile) # exit

Device (config) # utd web-filter block local-server profile 1
Device (config--utd-webf-blk-srvr)# content file bootflash:test.utd.file
Device (config--utd-webf-blk-srvr)# end

n—HNT sy 7 —NEESEHITIE, HTTP — 03Bl L TW D MERH D £, ip
http server 2~ > RZEH LT, 7 v v 77— %% E L EJ, show ip http server status =~ >~
N, ¥="ORT—=FREHFHE L THRRLET,

Device# show ip http server status
HTTP server status: Enabled
HTTP server port: 80
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5l Web T4 ILEDEALTAT7AILDHRE .

B :Web Z4ILADKAALTOT7A4ILDEE
WDOFENL, Web 7 4V EZD RKAAL T a7 7 A )VERETDITIEEZRILTWET,

Device (config) # utd web-filter domain profile 1

Device (config-utd-webfltr-domain) # blacklist

Device (config-utd-webf-dmn-bl) # parameter-map regex blistl

Device (config-utd-webf-dmn-bl) # whitelist

Device (config-utd-webf-dmn-wl) # parameter-map regex wlistl

Device (config-utd-webf-dmn-wl) # exit

Device (config-utd-webfltr-domain) # alert all
( redirect-server external 1.2.3.4
( exit

Device (config-utd-webfltr-domain) #
Device (config-utd-webfltr-domain) #

A
aX

Web 74 J)LZDOURL 7R 7A4)LD

WOBL, Web 7 4 W Z D URL 707 7 A NaikiEd D ikz R L TOET,

Device (config) # utd web-filter url profile 1

Device (config-utd-webfltr-url) # blacklist

Device (config-utd-webf-url-bl) # parameter-map regex blistl
Device (config-utd-webf-url-bl)# whitelist

Device (config-utd-webf-url-wl) # parameter-map regex wlistl
Device (config-utd-webf-url-wl)# exit

Device (config-utd-webfltr-url) #
Device (config-utd-webf-url-cat) #
Device (config-utd-webf-url-cat) #
Device (config-utd-webf-url-cat) #

Device (config-utd-webf-url-cat) #
Device (config-utd-webf-url-cat) #
Device (config-utd-webf-url-cat) #

categories allow
news-and-media

search-engines
computer-and-internet-info
computer-and-internet-security
financial-services
image-and-video-search
job-search

Device (config-utd-webf-url-cat) #exit

Device (config-utd-webfltr-url) # alert all

Device (config-utd-webfltr-url) # reputation

Device (config-utd-webf-url-rep)# block-threshold suspicious
Device (config-utd-webf-url-rep) # exit

Device (config-utd-webfltr-url)# block local-server 1

(
(
(
(
(
(
(
(
(
(
Device (config-utd-webf-url-cat) #
(
(
(
(
(
(
(
(
(
Device (config-utd-webfltr-url) # exit

UTD SnortIPS £7/=(ZIDSDHTA )R NEZDETE

WOFNL, BLDOETA N A NERETDIHEEZRLTWET,

Device (config) # utd threat-inspection whitelist

Device (config-utd-whitelist)# generator id 1 signature id 1
Device (config-utd-whitelist)# generator id 1 signature id 2
Device (config-utd-whitelist) # exit

SIL ==
ax ;&
WOHIE, Web 7 4 VFZ DT 077 A )VERETDHEEZRLTWET,

5l - Web 7 4 LR TAT774ILDE

Device (config)# utd engine standard
Device (config-utd-eng-std) # logging server 1.2.3.4
Device (config-utd-eng-std) # threat-inspection
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Device (config-utd-engstd-insp) #threat protection
Device (config-utd-engstd-insp) # policy security
Device (config-utd-engstd-insp) # logging level emerg
Device (config-utd-engstd-insp) # whitelist

Device (config-utd-engstd-insp) # web-filter

Device (config-utd-engstd-webf) # domain-profile 1
Device (config-utd-engstd-webf) # url-profile 1
Device (config-utd-engstd-webf) # exit

5l : Web 74 LBV TARY FDTS— A yt—2

WIZ, Web ZANZ Y TAR DT T7— Ay E—VOBlZRLET,

016/06/02-14:44:41.061501 IST [**] [Instance ID: 1] [**] Drop [**] UTD WebFilter Blacklist
[**] [URL: www.edition.cnn.com/2016/03/31/asia/kolkata-bridge-collapse/index.html]
[Initiator VRF: 0] {TCP} 1.0.0.9:56608 -> 2.0.0.29:80

2016/06/02-14:48:06.636270 IST [**] [Instance ID: 1] [**] Pass [**] UTD WebFilter Whitelist
[**] [URL: www.ndtv.com/index.html] [Initiator VRF: 0] {TCP} 1.0.0.9:56611 -> 2.0.0.23:80

Jun 2 14:37:57.856 IST: $IOSXE-6-PLATFORM: FO: cpp cp: QFP:0.0 Thread:000
TS:00000618422205723793 %UTD-6-UTD_DF BLACKLIST MATCH: UTD WebFilter Domain Blacklist
[**] [Domain: www.cricinfo.com] [Matched Pattern: www.cricinfo.com] {UDP} 2.0.0.10:53
-> 1.0.0.9:55184

Jun 2 14:39:22.653 IST: $IOSXE-6-PLATFORM: FO: cpp cp: QFP:0.0 Thread:000
TS:00000618507002407540 %UTD—6—UTD7DF7WHITELIST7MATCH: UTD WebFilter Domain Whitelist
[**] [Domain: www.cricinfo.com] [Matched Pattern: www.cricinfo.com] {UDP} 2.0.0.10:53
-> 1.0.0.9:55286

Bl : 959 KRILy YTy TDHRTERERKR
WIZ, Web 7 4 VE VT TO T Kby 7T v THERER R ERERT 202 R L £7,

Device (config)# utd engine standard
Device (config-utd-eng-std) # web-filter

% Please ensure urlf-<low/medium/high> virtual-service profile is configured to use the
web-filter feature

Device (config-utd-engstd-webf) # no cloud-lookup

Device (config-utd-engstd-webf) # end
Device # exit

CiscoWeb 7 4 L2 ) U ICBAT 5 BIMNDSEER

BAEIEH I=aTFILAA L
I0S 2= K [Cisco I0S Master Command List, All Releases] [#¢7E]
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X270 a~v R + [Cisco I10S Security Command Reference: Commands A to CJ [#35]

+ [Cisco 108 Security Command Reference: Commands D to L] [J%5E]
» [Cisco I0S Security Command Reference: Commands M to R [J%5E]

+ [Cisco I0S Security Command Reference: Commands S to ZJ [#3E
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Everest 16.6.1 TEA I FE L7,
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| #®&gEm#E UTD) OILFTF> OB

TIVFTTFTY

DEREHE

FIEDHE
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TILFTF+ > FA® VirtwalPortGroup 1 2 —J =4 R EREHY—ERD

Device> enable

Device# wvirtual-service install name utd package
bootflash:utdsnort.1.0.4_SvV2983 XE 16_6.20170623_174453_RELEASE.ova
Device# show virtual-service list

Name Status Package Name

utd Activated utdsnort.1.0.4 SV2983 XE 16 6.20170
Ry —E2ADT v 7 7 L— RKDF| :

Device> enable

Device# virtual-service upgrade name utd package
bootflash:utdsnort.1.0.4_Sv2983 XE 16_6.20170623_174453 RELEASE.ova
Device# show virtual-service list

Name Status Package Name

utd Activated utdsnort.1.0.4 _SV2983 XE 16 _6.20170
APy —EZ2DT A A R —/LOF :

Device> enable
Device# virtual-service uninstall name utd
Device# show virtual-service list

Virtual Service List:

zrrz I

~ A D VirtualPortGroupf 2 —J =4 X L{REH—EX

ZOFRIBEIZRT IO, AT T hOBAE, 2 50 VirtualPortGroup 1 > X —7 = A A &

WGFEDA L BZ—T 2 A ADTFARIPT RLRAZRETDALENRH Y 7,

GE)

T—% 8T 7 4 v 7 AO VirtualPortGroup A > ¥ —7 = A AL, TT7AX— LIV —T 4
VIARBDIP T RVARGEHTAIVENRNSGY T, Z0OA 0 X—T7 x4 AZE, IPT RLA

O E LT 192.02.0/30% FHT 5 Z & 2L £9,

enable

configureterminal

interface Virtual PortGroup interface-number
ip address ip-address mask

exit

interface Virtual PortGroup interface-number
ip address ip-address mask

exit

virtual-service name

profile multi-tenancy

©ONDO RN A

-
°
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HABENE UTD) OTLFTF> rORE |

. T ILFTF > A VirtualPortGroup f 2 — T 4 R ERBHY—ERDERESE

11.  vnic gateway VirtualPortGroup interface-number

12. guestip addressip-address
13.  exit

14. vnic gateway VirtualPortGroup interface-number

15. guestip addressip-address

16. exit
17. activate
18. end

19. show virtual-servicelist

F gD
AV RFERETI3 Y B#)
RTwvF1 |enable M EXEC E— R&2ACLET,
i) : e NMAT—REANLET FERINTHE) .
Device> enable
25 w72 |configureterminal Ja— S VREE— B LET,
1
Device# configure terminal
R w73 |interfaceVirtualPortGroup interface-number A B —T 2 ABEET— NIZAD .
R VirtualPortGroup f > ¥ —7 = A AZRE L £ T,
Device (config)# interface VirtualPortGroup 0 . 0)/( LA I/]) 7\&1‘ ’EE'?EE/( LA =7 I/]) AD
GigabitEthernet0 23 ] 7L TW R WA IZEHL k
T4y I LTEHASNET,
AT w74 |ipaddressip-address mask AB =T 2 A ADTTA~<VIPT RLAZRE
B - LET, COf v E—T =t AL, BHT v 7T —
Device (config-if)# ip address 10.1.1.1 ]\ith/RisJ{(ﬁyFﬁBEl5f%%h</\é:/VhAf;‘{ >/£7Eqﬁg
255.255.255.252 ThHIZVERDD 7,
ATy S5 |exit A B =T 2 AREET—REKRTL, Zo—UL
Bl - REE— FIZRY £,
Device (config-if)# exit
RTFw 76 |interfaceVirtualPortGroup interface-number AV B —T 2 A RABBEL, A X —T = A ARE
Bl - E— RZBAtA L £ 7, VirtualPortGroup 1 > % —7 =
Device (config)# interface VirtualPortGroup 1 /]) A ?E&Lﬁé Lij‘o - 0)/( S I/]) X@i\ 51—
2 NTT7 4w 7 IEHSNET,
RFw 771 |ipaddressip-address mask AB =T 2 A ADTTA~VIPT RLAZRE

51

Device (config-if)# ip address 192.0.2.1
255.255.255.252

LEd, ZOIPT RLAT, 4Ny hU—2 12
SHLTNA—T 4 VT RETHAIMLERHY £9, IP
7 R AL, #HEREESNS 192.0.2.0/30 DY 7 % > b
MHEIN B THNET,

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK



| #agEmH VD) OILFTF 0%
T ILFTF 2 LR VintualPortGroup f >4 —J 24 R ERBH—ERDHRESE .

aAv U RFERET7TIVaY Hi
ZFvF8 et o e AT FEET L. Fu—ror
- BET—PCRY £,
Device (config-if)# exit
25w 79 |virtual-service name A= T b A BT L. B — A
B F— RICAD ¥, names|$it, =7 H—

ER & T D10 S HimBERA T,

Device (config)# virtual-service utd

R 710 |profilemulti-tenancy VYY) —=ATa 7y A NVERELET, AT T
Bl - ~E— FOSE (Cisco CSR 1000v D) | ZDF
— ~ N >~ == ‘\ | N
Device (config-virt-serv) #profile multi-tenancy RZ7AN IANFTFh AV S ]\ %mmﬁézgﬁ)
HYFET,

X7 w711 |vnicgateway VirtualPortGroup interface-number Y —E2ADEERXYy NTU—2 L X —T =4
- A #1— K (VNIC : virtual network interface card) &%

EE—RFIZAVET, HEa T T —E2AHD

Device (config-virt-serv)# vnic gateway

VirtualPortGroup 0 vNIC ’7“— ]\ ‘71/1’ /l) N A I/l) X%ﬁzﬁk L\
WICY —h Tz A L H—T A AZARIER— h
TN—T A B =T 2 A~ 7 LET,
ZhuE, PR3 THRELIEA VH—T A ATT,

AT w712 |guestip addressip-address WNIC 7 — T oA A H—T = A ZAD/ A K VNIC
. 7 RLAZRELET,
Device (config-virt-serv-vnic)# guest ip address
10.1.1.2

AT T13 |exit AR —E AD yNIC iREET— FA#&T L, (A8
1 - P —EAHREE— FIZEY £,

Device (config-virt-serv-vnic) # exit

R v 714 |vnicgateway VirtualPortGroup interface-number FARS—EZADVWNICEHEE— FIZAD 9, KR
i - a7 —EAHDWICH — T =A 2 F—
Pevi mvirte : T A AEFREL, A H—T oA A&ER— b
evice (config-virt-serv) # vnic gateway R 3 O . o
VirtualPortGroup 1 TN—F~o 7 LEYT, FIE6THREIN
A H—7 x4 A (interface-number) X, =—H% k
T4y EBE=HT DI Snort =Y T

LoTERENET,
A7y 715 |guestip addressip-address WICY — kT xAf B =Tz A ADK A K VNIC
Bl - T RLARRELET,
Device (config-virt-serv-vnic)# guest ip address
192.0.2.2
A7y 716 |exit FARY — 2D yNIC REE— FE#& T L, (A8
i - P ERABET— FICRY £
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B <557 rmovRFOBES®

ARV RFERETI Y S

Device (config-virt-serv-vnic) # exit

R w717 |activate

1 :

Device (config-virt-serv)# activate

AR TP —ERZA VA N—LENT=T 7Y
r—arET VT4 7ICLET,

25w 18 |end
1 -

Device (config-virt-serv)# end

AR —ERAREET— FEK T L, FFHEEXECE—
FIZED £79,

AT w719 |show virtual-servicelist

&1

Name

Device# show virtual-service list
Virtual Service List:

Status Package Name

utd Activated
utdsnort.1.0.4 SV2983 XE 16 6.20170

RIVFTF

\}

~F®D VRF D% E &

ZOFIETIX., TF 2 FD VRF Z3RET D72 DI E 2 — A2 FIEIZ W TEHA L £,
ZOFEIFTZIC AT T b Web 7 4V Z ) o T B IOEBRMOKRETTE (1072—)
THEVE T,

GE)

FIEDOEE

VREF ] N7 7 4 v 7 DA, 250 VRE ZHiND 8T 7 4 v 712 UTD HOA A % —
T2A RALHNA LV E—T 2 A ARRESNTWEIEE, By a 2% T VREF 2ET D
A—ANEAENET, BIRLZVRFOUTDARY >—%, VREFMI T 7 4 v 7 DT _RTDON
vy MR EIET,

vrf definition vrf-name

rd route-distinguisher

address-family ipv4

exit address-family

VRF ZEIZFNEL ~4 280K L £,

g hwN=
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| ®&agsEm#H D) OTLFTFY FOBRE

TLFFHo hWeb 745U v BkUBEBRRORESE [

FIED M
A RFEREIT7IIY B#
R 71 | vrf definition vrf-name VRF 4% E#E L., VREFREE— FIZAD £,
B -
Device (config)# vrf definition 100
Z v 7 2 | rd route-distinguisher N—T 4 T T =TIV EHRET — T VAR L,
i - /b= bRl & TVRF 4] &9 4R VRE A~

Device (config-vrf)# rd 100:1

AL AN BEET T £, v— 23— kb &
FEHLT, "7y 82 ET % VRF ikl LET,
Jb— RRBIF1Z, RD2ODH A TDOWF L 7R
nET,

« HEEV 27 LABE, AS FH xxx BIMEED
Tz y o xxxiy

cIPT FLZEHE, IP7 RL 2 AB.CDELME
HOEEy: AB.CDy

Z T 7 3 |address-family ipv4 IPA— a3 47 RLARBEHLTL—F 4 7

1

Device (config-vrf)# address-family ipv4

Ty alERETAHEDOOT FLAT7 7 I URE
T— RIZAD F9,

25w 7 4 | exit address-family FRLZT77 I VBEE— REKTLES,

1

Device (config-vrf-af)# exit

ATY TS| VREF ZLICFIE T ~4 20K LET,

RIVFTF

kWeb 74 I)LA 1) T BLUVBBIRMDERTE A E
~)VFTF b (BEDOT I bEILVRE) OFEM (IPS £721XIDS) BL O Web 7 4
VR T HRET HITIE, ROFIEEZEITLUET,

COFETEH, 7oy VA REHFATI A NOERERMDOTFIEL — ST LET, ERHRE
FIE (=AFFF> NAOUTDERRT DL OH/ET—R) X, FIE6LIEI R L TWET,

GE)

U TNTF o NHOBERE E Web 7 4 LB U T OFERINZ W TIE, Snort [IPS (23 ~X—
D) BXOWeb 74 B2V 7 (7153=) #RLTLLIEEN,
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1R BHHEIIZ

HABENE UTD) OTLFTF> rORE |

no utd engine standard I~ K% H LT, E%T?O)f/f/ﬁ}l/%‘)‘f/ @ UTD & E % Hilbg L

=7,

FF > T &IZ VRF 2T
i (106 X—3) &) |

FIE

BRELTBMERHY T (v FTF > FHD VRF D% E

ARV RFERRTI VA Y

E[:)

ZF w71 |parameter-map type regex blacklist-name TE IR NDATA— Sy T EERELET,
e THuE, BRICFNA 17 THEALET,
Device (config) # parameter-map type regex
urlf-blacklistl
A7y 72 |pattern URL-name Try 7 YA MG S URL 2 ER LET,
B - URL-nameN D & U A4 RORTCIE, #F T A7 —7
N XFEANTLESY, 7y s U R ME
Device (config-profile)# pattern www\.cnn\.com ;ﬁ@ URL %%ﬁij*é X, Z @QEJIIE\%;@I'% DiRLE
Device (config-profile) # pattern www\.msnbc\.com 7fo
RT3 |parameter-map typeregex whitelist-name TFAIVARANDNRT A=~y T HERLET, i
i I, BRICTFNE20 TEEA L £,
Device (config-profile) # parameter-map type regex
urlf-whitelistl
ATy 74 |pattern URL-name FFATU A MCH$T D URL 2 E#RLET, 7oy
R 27 J A h® URL Ti%, URL-name NDOE Y A KD
STl N o . o
Device (config-profile) # pattern www\.nfl\.com HIISIEN Jﬁ?fil}KfT 7 HJ jC%L?i?\%L7:< 23
W, FFATU R MO URL ZfET 21213, 2
DFNEZ ARV IR Li?
ATy 7S5 |exit
11
Device (config-profile)# exit
ATvT6 utd multi-tenancy ZD < RiE, RD utd engine standard
151 - multi-tenancy I ¥ Rz T, AA v FOEE
. . , ERI-LET,
Device (config)# utd multi-tenancy
Z 5w 77 |utd engine standard multi-tenancy ~NFTF o NHO UTD MV DR EE—

1 -

FIZAD £,
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| ®&agEm#H UTD) OTLFTF> OB

INFFFYEWeb 7145 Y v sk vREBREORESE [

ARV FFEREETIVa Yy

E:)

Device (config) # utd engine standard multi-tenancy

GE)  ICFNES0 TUTD EHET P OFRIE

T RERTT DL, KU o—RENE

Minvxd,
RTFw 78 |web-filter sourcedb sourcedb-number Web 7 4V Z YT DY)—ADBFa” 7 AL
Bl - (sourcedb-number |37 ZEELE T, ZAUL,
Device (config) # web-filter sourcedb 1 {&GZ$J"E\ 29 Tﬁéﬁﬁ éhijﬁo
25w 79 |logginglevel {alerts | critical | debugging | Web 7 4 v Z U T Ay ML THESND
emergencies | errors | informational | notifications | - 25 2, 2 v —U DLV ERELET, FEBEL
| warnings} TL-VLLF DA v =Yg snEd, (HL
Bl AT, RORIFRTHAES B ) £F)
Device (config) # logging level errors £ 5 URTIAAYE—SDEAE
LA s BA
0 : emergencies AT LDMERA ]
1 : alerts RIBRALER 73 2 B2
2 : critical 7 U7 ¢ J1VIREE
3 : errors =7 —IRHE
4 : warnings SN
5 : notifications EEENFEEELET DIR
e
6 : informational HHRA =70
7 : debugging T TEITRHZ DB
=
5w 710 |web-filter block local-server profile profile-id Web7 4 VEZ ) T ou—hrray 7P —_"DT

1

Device (config-utd-multi-tenancy)# web-filter
block local-server profile 1

QT UYDTHRARNMIr—I Y=L T
FRINET,

077 ANERELET, profileid OIEOHFHIL
1 —255T9,

m—hn7ay 7 —"%{FH L7 URL X— A
DWeb 7 4 NE Y TORE] #BRLTLIEE
VY,

GE) ~AFTFUMHOa~<w FRERETD
WA, VU IAT I R EEEBLT, &
D utd &) F—T— REEH LA

TLIZENY,
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B <770 rweb 75y s s vRBERRORESE

HABENE UTD) OTLFTF> rORE |

ARV FFEREETIVa Yy

S

A w711 |block-page-interface loopback id N—T Ry I A B —T A AT T 7 A
B - EREMITES, ZOV—T Ny I F—T oA
Dot (cont i et cueb bk . ADIP T RLVAZ, 7mryZa—hnt—0IP
evice (config-utd-mt-webf- -srvr R
block-page-interface loopback 110 7 RpRe LVC{%HEJ éhij‘o
R T 712 |content text display-text Ta v ENFR=VIIT B A LERICER SR
- HEET XA MERELET.
Device (config-utd-mt-webf-blk-srvr)# content text]
"Blocked by Web-Filter"
RTw 713 | http-ports port-number http R — ML, B o~ TREILNZR— FOXLF
Bl - FTH, nginx HTTP H— N L2 H DR — &2 U »
. _ A LET,
Device (config-utd-mt-webf-blk-srvr)# http-ports
80
R w 714 |web-filter block page profile profile-name A4 Tay 7 N— %R L7 URL ~_— A&
i - D Web 7 4 V2 U T DEE (88 ~—) &%
. e i LTS, 2P L, wAFFF v Milico
pevice(configutdmultiztenaney) b web SIS G B av s R LU /AT MICHE
ock page profile 1 )
HEINdwaXF—U—RFZEHLEEA)
Device (config-utd-mt-webf-block-urc) # text "this
page is blocked"
R w715 |web-filter url profile web-filter-profile-id Web 74NV Z U7 ODURL 7277 A NVThHD
i - web-filter-profile-id # & L £9°, X1 ~255 T
Device (config-utd-multi-tenancy)# web-filter url ﬁ—o :0):‘7‘3 ]\0)?&\ 2 = AU A }\\ g?ﬁ ) 47\
profile 1 M BEOITIV DT 77— FERETEET, 7
Device (config-utd-mt-webfltr-url) # HZHOWTIEL (I 4 70 s 7 ~R— 3 Al
L7ZURLX—ADWeb 7 A V& U v T DFRE] %&
ZRLTIEIN,
B vAFTIY MDAy FERETS
WA, YU T U R EREBLT, K
WD utd EWVVH F—T— REMEH L7220
TLEEWN,
AT v 716 |blacklist Web 7 A VH YT DTy YA NDREE—
i - RIZAY £,
Device (config-utd-mt-webfltr-url)# blacklist
AT 717 |parameter-map regex blacklist-name FIE1 CRNCER L7y 7 VA ML T,

1 -
Device (config-utd-mt-webf-url-bl) # parameter-map

regex urlf-blacklistl

T A=L <y TOIERKRRZIFEE L LT,

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30827
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30827

| #agEmH VD) OILFTF 0%

INFFFYEWeb 7145 Y v sk vREBREORESE [

ARV FFEREETIVa Yy

E:)

ATy 18 |exit Web 7 4 VB2V 7 DT vy YA NOREE—
1§| : F‘%%T Li?ﬁo
Device (config-utd-mt-webf-url-bl)# exit
Device (config-utd-mt-webfltr-url) #
AT w719 |whitelist Web 7 /L2 U o ZOFFA] U A R DFREE— FIZ
15“ : A U ij‘o
Device (config-utd-mt-webfltr-url)# whitelist
Device (config-utd-mt-webf-url-wl) #
A7y 720 |parameter-map regex whitelist-name FHE3 TANZER LIZFFAI Y A FEEA LT, 17
Bl - AL~y TOEREBHEHEE L LT,
Device (config-utd-mt-webf-url-wl)# parameter-map
regex urlf-listl
ATy |exit Web 7 4 V2 U T OFFAI ) X S OREE— N
15“ : %%T ]\/iﬁ—o
Device (config-utd-mt-webf-url-wl)# exit
Device (config-utd-mt-webfltr-url) #
ATy S22 |eit Web 7 4V Z U7 DURL 707 7 A )LE— K&
{;“ : %gT L/jz—g«o
Device (config-utd-mt-webfltr-url)# exit
Device (config-utd-multi-tenancy) #
A5y 723 |utdglobal utd global ICATJE Nz a~ v Rt ¥XCOT
Bl - T NELIEFARY =@M S E T, Cisco CSR
N N H A N >
Device (config-utd-multi-tenancy)# utd global 1000v A >/ A A 2 A 0)% D‘O) YR W”i‘ .
logginghost syslog BB LD threat inspection iféf
<
X7_' V) 7)24 Iogging {hOS hostname| %/S|09} logging o< H:L Syleg A /t‘—“/@li‘{%?ﬁk
i - 72 HARA ML ETILIOS syslog ZFRE L 77,
ZOBEITIE, TI7—MIEESINTZAA  ORr T
Ty A MRS NET,
Device (config-utd-mt-utd-global)# logging host
systemlogl
i
ZOFEITIE, 77— M I0S syslog [ZFiék <AL E
D
Device (config-utd-mt-utd-global)# logging syslog
R 725 |threat inspection 7 a— VBRI — RICAD $£97,

&1
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ARV FFEREETIVa Yy

S

Device (config-utd-mt-utd-global)# threat
inspection

X w726 |signatureupdateserver {cisco|urlurl} [username |ZBLFEHH— "ONRTA—XEHZELET, HF—2
username [password password]] DR CEL EH /T A — 5 RHEET DULEN D Y
R 9, B OEHIC www.cisco.com ZfE T 554
Device (config-utd-mt-utd-global-threat) # !j:‘ :L\—‘_H‘% }:/\07\ V- F%Aﬁjﬂé%\gﬁ)&) D i
signature update server cisco username abcd T, BLOFEHFICa— D LY —"EFHEHTHEE
password ciscol23 gj:\ "j‘*‘l\‘?}ﬁ?ﬂ%’)“b‘fl*"ﬁjﬁ CE/\OX 7 I\e}g-}

BETCEET, —FIE, A Z—Fy MIEHE
HZETRAAL R ERRTEDLERDH Y £,

R w721 |signatureupdateoccur-at {daily | monthly BADOFEFMBE AT A—XERELET, ZOHTE
day-of-month | weekly day-of-week} hour minute BB LT, FHTOEICELOEFMN R H—&
{1 ET,
Device (config-utd-mt-utd-global-threat) #
signature update occur-at daily 0 0

RT w28 |web-filter ZDawy RiE, KD sourcedo 2+ K EFAE
i - HETHEML, Web 7 4 /L# U 7D URL Y — A
Device (config-utd-mt-utd-global-threat) # 5:_& A %?EE Li‘a‘o
web-filter

2T 729 |sourcedb sourcedb-number Web 7 A VZ Y LT DY —AF— B _N— X & E )
- BCET, TITATILTEDLY— AT —HR—R
Device (config-utd-mt-utd-global-threat) # sourcedb ki l’thVf7f7fo

1

RTwv T30 |exit BRBRAREE— FE&T LET,
11
Device (config-utd-mt-utd-global-threat) # exit

RTv 731 |exit Iu—SVEHREE— FER&TLET,
1
Device (config-utd-mt-global) # exit

R w 732 |threat-ingpection list profile policy-name AR RA NI T 7 AN EBREREINTWVER
Bl - Uy — 2Bl £, ko~ Ry 7w
Device (config-utd-multi-tenancy) # 7“)‘ < I\ T{iﬂq é hij—ﬁ)‘ utd 3’\»— o ]\%{fﬁﬁ
threat-inspection list profile whl01l L/EEjfo

AT 733 |signatureid id LARTCBIE E L CRELZID THh D idafiE L &

&1

Device (config-utd-mt-list)# signature id 101

T, eI TIT—roul T A D ID Bk
WLtk ST,
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| ®&agsEm#H D) OTLFTFY FOBRE
TLFFHo kWeb 74 L2y vk vBEBaORESE [

aAv U RFEEETIVaY B
BHOBLIDIZH L TZDa~vy Rk LE
TO
AT w734 |exit AU A RNDOBREE—RREKTLET,
1 :
Device (config-utd-mt-whitelist)# exit
Z 5w 735 |threat-inspection profile profile-name BRI T 07 7 A VERET DI LT, BT
i - T MCEVFERATE D L9120 £9, B
BT 07 s A NVEBRETEET, T rA

Device (config-utd-multi-tenancy) #

threat-inspection profile 101 NAINTIE, HEEOFFY A MERETEET,
profile—-name ﬁi;@;ﬁﬁz7?7ro

R 7w 736 |threat {detection | protection } Snort =2 YU DEIEE— KL LTRABM S AT
i - 4 (IDS) FEFZRABIES 2T 4 (IPS) Z457E
LET,

57 /v M threat detection T,

Device (config-utd-mt-threat)# threat protection

AT 7371 |policy {balanced | connectivity | security} Snort TP DXV TF4RY —EHRELE
11 7o
Device (config-utd-mt-threat)# policy security T ITF N INDEF2Y T AR —F AT
balanced T,

25w 738 |logginglevel{alert | crit | debug | emerg lerr | kDONFNIADOITIY O EFERLET,

|info | notice | warning} _ . _
ealert : 79— kLol #FrLET (E
KE=2) ,

ectit: ZUTF 4 AL ol (BEKE=3)
e debug : T_RTH 2/ (FEAJE =3)
semerg : Fal~rons (ERKE=1)

cerr: T —L~ULon s (ERE=4) T 7+
VI

«info : fE@W L~/ (EKE=7)
* notice : AN L~ Dr s (EHKE =6)

e warning : & L~ Lon s (EKE=5)

AT 739 |whitelist profile profile-name Fio, AU A NT 0T 7 A NERIOBFNZ S 5 FF
B - AYRARDTOT 7 A MK L TORIEETHZ L
Device (config-utd-mt-threat) # whitelist profile %>T?%:§Eﬁ— (J:Eag)threat—inspection whitelist
wh101 profile < K) |
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ARV FFEREETIVa Yy
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(7> ay) UTDZ P THR U A NEE%)
I LET,

AT w740 |exit BT — REKTLET,
1 -
Device (config-utd-mt-threat) # exit
ATYTN | BRI T 07 7 AV EBINT 5121, FIE3S —
40 RV IR L ET,
AT 742 |policy policy-name BHoT v MZBEEfT 2R ) — % ER L E
B - T BB (IPS) BLUWeb 7 4 L2 Y 7D
g LR Y v—IZiB
Device (config-utd-multi-tenancy)# policy poll0l e T/r} G ) v Lbﬂéﬂi'ﬂ—o
AT 743 |vrf[vrf-name| global ] UTD AU > —%MH3 2% VRF (7> h) Z&i
4 - vrf vrf-name 2% R&MV IR L AT] L/SET)FO LA
. . |ANCERSNIZZ DO VRE IZOWTE, < /b F
:?WQE\{ogff/b(wm>&zo®mu 7> O VRE OREHE (106 4—) &%
Y OREETRLET, LTSS,
Device (config-utd-mt-policy)# vrf vrflOl . . .
FUX, vrf gloval ZEH LT B —r0 (T 7 4
/v ) VRF (ZBJEAS S, A > #—T = A AT VRE
EHMLET,
AT v 7 a4 |al-interfaces (A7 ay) VREOTRTDOA L H—T = A A
. &AL — BT £
Device (config-utd-mt-policy) # all-interfaces
AT w 745 |threat-inspection profile profile-name (FFay) DENCER LSBT e 7 74
B - IS Y =2 BT £, FIE3S 2L T
Device (config-utd-mt-policy) # threat-inspection < fiz§b\°
profile 101
25w 746 | web-filter url profile web-filter-profile-id (A7 var) BNZEFR LI Web 7 4 L& U >
i - 7OTaT 7 AR —EBEAT £, FIE
ZHR SN
Device (config-utd-mt-policy) # web-filter url 15 %? L/T?< " éLA
profile 1
AT w741 |fail close (A7 ar) =P EERICIPS 7213 IDS
i - Nry he ey LET, 7740 ME fail
Device (config-utd-mt-policy)# fail close open Tfiro
AT w748 |exit RY T —FEE—RNERTLET,
ATYTM | FARY —Txt L TR —48 2 0K L E T,

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK



| #taBspEH UD) OLFTFo LR
INFFFYEWeb 7145 Y v sk vREBREORESE [

ARV EEEET7Ia Y B#)

AT Vi j 50 exit utd engine standard multi—tenancy{*_‘ ]\%%@T L
1 - E3
Device (config-utd-multi-tenancy)# exit RY—FENBEAINET, TS0 5

i};’?é\ﬁiﬁ) ) SETO :@Fﬁmi\ utd engine standard
multi-tenancyiX EE— KD~ RKiZZzh Ll EA

NTEEHEA,
AT FH1 | exit
1 :
Device (config)# exit
Device#
R 752 |show logging (F7var) R v—RERBEHSNTNDNE
Bl S IERRT BB S A v — Y ER LET, KO

J: 5 /I} \\/t“—:\/‘%*ﬁf{—zbij—o

..UTD MT configuration download has started

Device (config) # show logging

..UTD MT configuration download has started

..UTD MT configuration download has completed ..UTD MT configuration download has completed

(download has completed] %féﬁ[l’)l /'E_‘?‘/fi\
RNY—REPBEH SN L E2RLET,

AT w753 |interface sub-interface T b (VRE) IZEMT 2T =T =1 R
15'] : %?E‘E L/i—a—o
Device (config)# interface GigabitEthernet4.101

R T 754 |encapsulation dot1Q vian-id VLANID %7 A v 4 —7 = A ACHA L £,
i -
Device (config-if)# encapsulation dotlQ 101

5w 755 |ip vrfforwarding vrf-name VRF A Y AL LAY T A v F—T = A AT
1§| : {Tjﬂ&\j-jzyg‘ﬂo
Device (config-if)# ip vrf forwarding vrflOl

A7y 756 |ip addressip-address subnet-mask VRF DY T A v B =T =2 ADIPT RLAZEE
£l LET

Device (config-if)# ip address 111.0.0.1
255.255.255.0

X 757 |ip routeip-address subnet-mask sub-interface (A7 av) WOFMEDZD ip route 2~ K
] - L ip route vrf AV Riz4~7> 3 T3, VRF
LT a— ) =T 4 T T =TI OFR) L —
ML TOL— ) =27 ZRET H5RICIND
DFIMEEMEHTE £,

ZOHITIE, VRF O 7 %> | GigabitEthernet4.101
X, BEYIP 7 R L% 111.0.0.0 255.255.255.0 % fifi Ff
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RES - HEBEBIHE (UTD) OTILFTF Uk

HABENE UTD) OTLFTF> rORE |

ARV FFEREETIVa Yy

S

LTl a— L =T 4 7 T—T N T &
NTWET,

Device (config-if)# ip route 111.0.0.0
255.255.255.0 GigabitEthernet4.101

ZRICZKY, VREA U H—T = A A5 VRE Y7
Fv b ~OFRL— FBERE S AL, VRF 7 % v
MZZa—NV V=T 4 T T—TANLT Ik
ATEDLLICRVES, — ) —7 OREDF
HMZoOWTIX, TMPLS £721Z VPN % v U —7
TON— ) —27 ] ZBRLTITEIN,

25w 758 |iproutevrf vrf-nameip-address subnet-mask global (A7vay) ZOFIEERIOFIEIEEL 2D F
R ¥, VREE 7 a— )L )b—F 4 7 T —T /D
Device (config-if)# ip route vrf vrfl0l 0.0.0.0 %%E/J/I/»— ]\ %{iﬂq L= ]\ U -—7 %Eﬁ“ﬁfﬁ—é%/ﬁ\
0.0.0.0 5.2.1.1 global X, WOFIEEZFEHCTEES, L— ) —F7 DOHRE
DFEMMTHONTIL, TMPLS 721X VPN R > h U —
JTCON— =7 EHERLTIEIN,
T a—N)v =T 4 T T —T )L ~DEH) VRF D
FT7 Vb —bERRELET,
AT 759 |utdenable (F7vay) A ¥ —7=xA4AETUID % H%)
\z Li‘é—o ZDhavwy }\ﬂi‘ all-interfaces A< o
RAERE SN TW WA TE £ T (FIA
4 )
ATYT60 |%TF b (VRF) OV T A X —T = f AEHRTE
5121, FIE53 — 59 20 L EI,
AT w761 |exit AV B —T 2 ABEET—REKTLET,
Web 7 4 V2 U U 7B XOEBME (IPS) D7 a7 A R#EHShE Lz,
1] ; AN n 4 —
REH : MEBRAE (UTD) OILFTFU b

ZoOFE, 2 00T F L PO UTDICALFTF o hERELEBO R FETREEZ TR L

TWET,

\}

GE)  WROBFITIE,

LET, ZNHDNTRA—=F <y TORGE
OHKRFE RV A S DRT A =2~ TOFEMI OV T,

INT A =K< T ThHD urlf-blacklistl BEL W urlf-whitelistl (T DN TanbH

X, Bl RSN TWETA, ey ) 2B X
AT Tay 7 X—=U %

L7ZURL X—ZAD Web 7 4 VX ) L TOFRTE] ZBRLTLIEE N,

utd multi-tenancy

utd engine standard multi-tenancy

web-filter block page profile 1
text “This page is blocked"

web-filter block page profile 2
text “This page is blocked"

web-filter url profile 1

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK


https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/multiprotocol-label-switching-vpns-mpls-vpns/47807-routeleaking.html
https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/multiprotocol-label-switching-vpns-mpls-vpns/47807-routeleaking.html
https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/multiprotocol-label-switching-vpns-mpls-vpns/47807-routeleaking.html
https://www.cisco.com/c/en/us/support/docs/multiprotocol-label-switching-mpls/multiprotocol-label-switching-vpns-mpls-vpns/47807-routeleaking.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30827
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-16/sec-data-utd-xe-16-book/web-filter.html#id_30827

| #®&gEm#E UTD) OILFTF> OB
wEpl - sarEmE o owirr+o

alert all
blacklist
parameter-map regex urlf-blacklistl
whitelist
parameter-map regex urlf-whitelistl
categories block
social-network
sports
block page-profile 1
log level error
web-filter url profile 2
alert all
blacklist
parameter-map regex urlf-blacklist2
categories block
shopping
news-and-media
sports
real-estate
motor-vehicles
block page-profile 2
log level error
reputation
block-threshold low-risk
web-filter sourcedb 1
logging level error
threat-inspection whitelist profile whlO1l
signature id 101
threat-inspection profile 101
threat protection
policy security
logging level debug
whitelist profile whl01
threat-inspection profile 102
threat detection
policy security
logging level debug
utd global
logging host 172.27.58.211
logging host 172.27.58.212
logging host 172.27.56.97
threat-inspection
signature update server cisco username abc password
]RDCe[B\AKFI_LgQgCFeBEKWPASWZMZMb]KKAAB
signature update occur-at daily 0 0
web-filter
sourcedb 1
policy poll02
vrf vrfl02
all-interfaces
threat-inspection profile 102
web-filter url profile 2
policy poll01l
vrf vrflOl
all-interfaces
threat-inspection profile 101
web-filter url profile 1
fail close
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HABENE UTD) OTLFTF> rORE |

B sczepnc.oooregrorz

MEBBIETI O DIRERTE DR

RO~ R LT, REZHERLET,

FIEDHE

©ENDORWNA

N NNV INVVON e e md cd o oed o ed oed e
PON_ROCORINDTRPWN=O

25.
26.

27.

28.
29.

F IR D

ATFvF1 enable
1 -

enable

show utd multi-tenancy

show utd engine standard global

show utd engine standard status

show utd engine standard statistics

show utd engine standard statisticsdaq [dp | cp ]

show utd engine standard statistics url-filtering [ engine | no ]

show utd engine standard statistics url-filtering vrf name vrf-name

show utd engine standard statisticsinternal

show utd engine standard logging event

show logging | include CONFIG_ DOWNLOAD

show utd threat-inspection whitelist [profile profile-name]

show utd threat-inspection profile profile-name

show utd [policy profile-name]

show utd web-filter url [profile profile-name]

show utd web-filter block local-server [profile profile-name]

show utd web-filter sourcedb [profile profile-name]

show utd engine standard statisticsdaq dp [engine engine-num] [vrf [namevrf-name | global]]
show utd engine standar d config threat-inspection whitelist [profile profile-name ]
show utd engine standard config web-filter url profile profile-name

show utd engine standard config [vrf name vrf-name ]

show utd engine standard config threat-inspection profile profile-name

show utd engine standard threat-inspection signature update status

show platform software qfp activefeature utd config [ vrf[ {id vrf-id | namevrf-name| global

i1

show platform software utd interfaces
show platform hardware gfp active feature utd config [vrf {id vrf-id | name vrf-name| global

51
show platform hardware gfp active feature utd stats[clear | divert | drop | general |
summary] [vrf {id vrf-id | namevrf-name | global }] [all] [verbose]

show platform hardware qgfp active feature utd stats summary [vrf name vrf-name | all]
show platform hardware qfp active feature utd stats drop all

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK



| ®&agEm#H UTD) OTLFTF> OB
sarapmyoromenrzorz |

Device# enable

Fi#E EXEC E— RZ2AMCLET, XAU—KEZADLET (ERINEHA) &
ATw 72  show utd multi-tenancy

2 NVFTFF L NOBREOART—Z A5 F R LET,

51 -

Device# show utd multi-tenancy
Multitenancy is enabled

ATw 73  show utd engine standard global
UTD = P D 7 o — VR EER For LET,
{1 -

Device# show utd engine standard global
UTD Engine Standard Global: enabled
Threat-inspection: enabled

Web-filter: enabled

Logging:

AT w74 show utd engine standard status
UTD = VY DAT =L ANFRETHD Z L 2B LET,

I
Device# show utd eng standard status
Engine version : 1.0.2 SV2983 XE 16_8
Profile : Multi-tenancy
System memory :
Usage : 3.50 %
Status : Green
Number of engines 1
Engine Running CFT flows Health Reason
Engine (#1) : Yes 0 Green None

Overall system status: Green

Signature update status:

Current signature package version: 29.0.c

Last update status: Failed

Last successful update time: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST
Last failed update reason: [Errno 113] No route to host
Next update scheduled at: None

Current status: Idle

AT w75 show utd engine standard statistics
{5

Device# show utd engine standard statistics
*************Engine #l*************
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ATvT6

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK

HABENE UTD) OTLFTF> rORE |

Memory usage summary:

Total non-mmapped bytes (arena): 80125952
Bytes in mapped regions (hblkhd): 359546880
Total allocated space (uordblks): 68314032
Total free space (fordblks): 11811920
Topmost releasable block (keepcost): 112

Packet I/O Totals:
Received: 49088

Analyzed: 49088 (100.000%)
Dropped: 0 ( 0.000%)
Filtered: 0 ( 0.000%)
Outstanding: 0 ( 0.000%)
Injected: 640

Breakdown by protocol (includes rebuilt packets):
Eth: 49394 (100.000%)

<output removed for brevity>

Total: 49394

Action Stats:

Alerts: 65 ( 0.132%)
Logged: 65 ( 0.132%)
Passed: 0 ( 0.000%)

show utd engine standard statisticsdaq [dp | cp ]
Snort DAQ #EaHEH A &K~ L E T,
1 -

Device# show utd engine standard statistics daq dp
IOS-XE DAQ Counters (Engine #1):
Frames received 654101

Bytes received 549106120

RX frames released 654101

Packets after vPath decap 654101
Bytes after vPath decap 516510928
Packets before vPath encap 651686
Bytes before vPath encap 514800669
Frames transmitted 651686

Bytes transmitted 544447557

<output removed for brevity>

1

Device# show utd engine standard statistics daq cp
IOS-XE DAQ CP Counters (Engine #1):
Packets received :16353210

Bytes received :1112018252

Packets transmitted :16353210
Bytes transmitted :1700733776
Memory allocation :16353212
Memory free :16353210

CFT API error :0

VPL API error :0

Internal error :0



| #&BEwWH VD) OILFTFY 0%
sarapmyoromenrzorz |

External error :0

Memory error :0

Timer error :0

RX ring full 0

CFT full O

sPath 1ib flow handle exhausted 0
Memory status changed to yellow :1
Memory status changed to red :0
Process restart notifications :0

AT w71 show utd engine standard statistics url-filtering [ engine | no ]

TR_RTCOTF > FOURLFHHER (v 7 VROV A FOby &, FFJY A MOV A FDOE > b
¥, a3V vav sl ar—raryayvsilloTTuy N A FoE) 2R RLE
—a—o

1 -

Device# show utd engine standard statistics url-filtering
UTM Preprocessor Statistics

URL Filter Requests Sent: 377226166 379846771 381117940
URL Filter Response Received: 377009606 379622845 380892658
Blacklist Hit Count: 0 0 0
Whitelist Hit Count: 0 0 0
Reputation Lookup Count: 376859139 379458008 380706804
Reputation Action Block: 0 0 0
Reputation Action Pass: 307 280 102
Reputation Action Default Pass: 376858832 379457728 380706702
Reputation Score None: 376858832 379457728 380706702
Reputation Score Out of Range: 0 0 0
Category Lookup Count: 376859139 379458008 380706804
Category Action Block: 0 0 0
Category Action Pass: 307 280 102
Category Action Default Pass: 376858832 379457728 380706702
Category None: 376858832 379457728 380706702

Device# show utd engine standard statistics url-filtering enginel
UTM Preprocessor Statistics

URL Filter Requests Sent: 377226166
URL Filter Response Received: 377009606
Blacklist Hit Count: 0
Whitelist Hit Count: 0
Reputation Lookup Count: 376859139
Reputation Action Block: 0
Reputation Action Pass: 307
Reputation Action Default Pass: 376858832
Reputation Score None: 376858832
Reputation Score Out of Range: 0
Category Lookup Count: 376859139
Category Action Block: 0
Category Action Pass: 307
Category Action Default Pass: 376858832
Category None: 376858832
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ATvT8

ATvT9

ATy 710
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show utd engine standard statistics url-filtering vrf name vrf-name

HABENE UTD) OTLFTF> rORE |

BINRT A=%D vrf namevrf-name A LT, 77> FZ LD URL OFEHEHREERLET,

1

Device# show utd engine standard statistics url-filtering vrf name vrf1l01

UTM Preprocessor Statistics

URL Filter Requests Sent: 764

URL Filter Response Received: 764
Blacklist Hit Count: 3

Whitelist Hit Count: 44

Reputation Lookup Count: 764
Reputation Action Block: 0O
Reputation Action Pass: 58
Reputation Action Default Pass: 706
Reputation Score None: 706
Reputation Score Out of Range: O

Category Lookup Count: 764
Category Action Block: 5

Category Action Pass: 53

Category Action Default Pass: 706
Category None: 706

show utd engine standard statisticsinternal

1

Device# show utd engine standard statistics internal
*************Engine #l*************

Memory usage summary:

Total non-mmapped bytes (arena): 80125952
Bytes in mapped regions (hblkhd): 359546880
Total allocated space (uordblks): 68314032
Total free space (fordblks): 11811920
Topmost releasable block (keepcost): 112

Packet I/O Totals:
Received: 49088

Analyzed: 49088 (100.000%)
Dropped: 0 ( 0.000%)
Filtered: 0 ( 0.000%)
Outstanding: 0 ( 0.000%)
Injected: 640

Breakdown by protocol (includes rebuilt packets):
Eth: 49394 (100.000%)

VLAN: 49394 (100.000%)

IP4: 49394 (100.000%)

Frag: 0 ( 0.000%)

ICMP: 5 ( 0.010%)

UDP: 2195 ( 4.444%)

TCP: 47194 ( 95.546%)

<output removed for brevity>

show utd engine standard logging event



| #agEmH VD) OILFTF 0%

ATy TN

ATvT12

ATv713

sarapmyoromenrzorz |

VRF 2127 vy 7 VR NERITHFAYARNMISETI7— b URLEED R 72X RLET,
1

Device# show utd engine standard logging event

2017/08/04-16:01:49.205959 UTC [**] [Instance ID: 1] [**] Drop [**]

UTD WebFilter Category/Reputation [**] [URL: www.cricinfo.com] ** [Category: Sports]
** [Reputation: 96] [VRF: vrfl0l] {TCP} 23.72.180.26:80 -> 111.0.0.254:53509
2017/08/04-16:02:12.253330 UTC [**] [Instance ID: 1] [**] Pass [**]

UTD WebFilter Whitelist [**] [URL: www.espn.go.com/m]
[VRF: vrfl01] {TCP} 111.0.0.254:53511 -> 199.181.133.61:80

show logging | include CONFIG_ DOWNLOAD

(FFvary) RIP—REPEHMENTWDLINE I DEHRT IR Ay —V%FRLET, RO
cl: 5 /I)( “/'t”—‘.\/\\%f*{ﬁ}?’g Lij‘o

..UTD MT fREDHF U — KNt ENE L7z (L. .UTD MT configuration download has started)

..UTD MT HEDOHF v u— KR T LE LA (..UTD MT configuration download has completed)

A ==d

Ay —T Furu—RR5ET LE L7 (download has completed) 1. NU U —RENEHINZZ & 2R
L\i—é’—o

1

show# logging | include CONFIG_DOWNLOAD

Aug 23 11:34:21.250 PDT: $IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has started
Aug 23 11:54:18.496 PDT: $IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has
completed

show utd threat-inspection whitelist [profile profile-name]
FTRTOFAIY A NDOT a7 7 A NVETLIIFEDOH MY A MDOT v T 7 A VERRLET,
1 -

Device# show utd threat-inspection whitelist
Whitelist Profile: wh101
Signature ID: 101

1 -

Device# show utd threat-inspection whitelist profile whl01l
Whitelist Profile: wh101
Signature ID: 101

show utd threat-inspection profile profile-name
T Ty A N THRESNZERBBRM T 07 7 A L OFEMERTLET,
{5

Device# show utd threat-inspection profile 101
Threat-inspection Profile: 101

Operational Mode: Intrusion Protection
Operational Policy: Security

Logging Level: debug

Whitelist Profile: wh101
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B sczepnc.oooregrorz

ATy 714

ATy 715

AT v 716

ATvT11

show utd [policy profile-name]
FTRTOUTD R Y ¥ —F 2 3FED UTD RY 2 —2 &R LET,
{1 -

Device# show utd policy poll01l

Policy name: pollOl

VRF name: vrfl01l, VRF ID: 1

Global Inspection (across above VRFs): Enabled
Threat-inspection profile: 101

Web-filter URL profile: 1

Fail Policy: Fail-open

show utd web-filter url [profile profile-name]
TXTOURL 707 7 A VEITRED T v 7 7 A VAR R LET,
i :

Device# show utd web-filter url profile 1

URL Profile: 1

Alert: all

Blacklist Parameter Map Regex: urlf-blacklistl
Whitelist Parameter Map Regex: urlf-whitelistl
Block Categories:

dating

sports

Block Page Profile 1

Log level error

reputation block-threshold high-risk

show utd web-filter block local-server [profile profile-name]
TRTOT Ry I R=DT T 7 ANEIFEDT Ry 7 XR=U DT a7 7 A VERRLET,
fi

Device# show utd web-filter block local-server profile 2
Block Local Server Profile: 2

Content text: "Blocked by Web-Filter"

HTTP ports: 80

show utd web-filter sourcedb [profile profile-name]
F_TOD sourcedb 71 7 7 A JVETZITFFED sourcedb 72 7 7 A NV EFRRLET,
{1 -

Device# show utd web-filter sourcedb

SourceDB Profile: 1

database update server interval hour 0 minute 0
Fail open

Log level: error

Proxy host port O

SourceDB Profile: 2

database update server interval hour 0 minute 0
Fail open

Log level: error

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK
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Proxy host port 0

1

Device# show utd web-filter sourcedb profile 1
SourceDB Profile: 1

database update server interval hour 0 minute 0O
Fail open

Log level: error

Proxy host port 0

R w718 show utd engine standard statistics dag dp [engine engine-num] [vrf [name vrf-name | global]]

F_TOD VRF £7213HED VRF DY —E 27 L—rDF —ZINEE (DAQ : Data Acquistion) D#HEHHE
EFRRLET,

& -
WOFE. VRE vifl0l O —E R T L —> DF — X INEOHHIERE R L TNOET,

Device# show utd engine standard statistics daq dp vrf name vrflOl
IOS-XE DAQ Counters (Engine #1):
Frames received 374509

Bytes received 303136342

RX frames released 374509

Packets after vPath decap 374509
Bytes after vPath decap 284405526
Packets before vPath encap 372883
Bytes before vPath encap 283234522
Frames transmitted 372883

Bytes transmitted 300202270

Memory allocation 781856

Memory free 749636

Memory free via timer 29420
Merged packet buffer allocation 0
Merged packet buffer free 0

VPL buffer allocation 0
VPL buffer free 0

VPL buffer expand 0

VPL buffer merge 0

VPL buffer split O

VPL packet incomplete 0

VPL API error O
CFT API error O
Internal error 52
External error 0
Memory error O
Timer error O

Kernel frames received 373590
Kernel frames dropped 0

FO cached via timer 0
Cached fo used 0
Cached fo freed 0

FO not found 0

CFT full packets O
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ATv 719

ATv7T20

ATvrT2n

ATv722

show utd engine standard config threat-inspection whitelist [profile profile-name |
AT FIRESN TV DEBRATFIY A M7 07 7 A VOFEMERRTLET,
{1 -

Device# show utd engine standard config threat-inspection whitelist
UTD Engine Standard Configuration:

UTD threat-inspection whitelist profile table entries:
Whitelist profile: wh101
Entries: 1

show utd engine standard config web-filter url profile profile-name
AT HIRFENTND Web 74 VX2 DT 07 7 A VOFEMERRLET,
fi

Device# show utd engine standard config web-filter url profile 1
UTD Engine Standard Configuration:

UTD web-filter profile table entries
Web-filter URL profile: 1

Whitelist:

WWW.espn.com

www.nbcsports.com

www.nfl.com

Blacklist:

WWW.Cnn.com

Categories Action: Block

Categories:

Social Network

Sports

Block Profile: 1

Redirect URL: http://172.27.56.97/vrfl0l.html
Reputation Block Threshold: High risk

Alerts Enabled: Whitelist, Blacklist, Categories, Reputation
Debug level: Error

Conditional debug level: Error

show utd engine standard config [vrf name vrf-name ]

B
ExE.I

¥FED VRFE IZBEAT T 57 UTD R Y v—, BT a7 7 A4, BEXOWeb 7 4 VX2 7077 A

NOFEMERRLET,
5 -

Device# show utd engine standard config vrf name vrfl01l
UTD Engine Standard Configuration:

UTD VRF table entries:
VRF: vrfl0l (1)
Policy: poll01l

Threat Profile: 101
Webfilter Profile: 1

show utd engine standard config threat-inspection profile profile-name

BrEDEB BT a7 7 A VOFEMEFR T LET,
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1

Device# show utd engine standard config threat-inspection profile 101
UTD Engine Standard Configuration:

UTD threat-inspection profile table entries:
Threat profile: 101

Mode: Intrusion Prevention

Policy: Security

Logging level: Debug

Whitelist profile: wh101

Description:
Displays the details of a threat-inspection profile stored in the container.

AT w723 show utd engine standard threat-inspection signature update status

BUEDBL R =YD=V a | UHIOBLH Sy =YD=V a | BEXORED AT —F AH
oM hERRLUET,

1

Device# show utd engine standard threat-inspection signature update status
Current signature package version: 29.0.c

Current signature package name: default

Previous signature package version: None

Last update status: Failed

Last successful update time: None

Last successful update method: None

Last successful update server: None

Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST

Last attempted update method: Manual

Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Total num of updates successful: 0

Num of attempts successful: 0

Num of attempts failed: 1

Total num of attempts: 1

Current status: Idle

AT w724 show platform software gfp active feature utd config [ vrf[ {id vrf-id | name vrf-name| global } ]

P—E R — FOFGEHEWMEZFR R LET, VREERIZ, v~V F T2 hOGAICOAFRRTEES, 7—
27— UTDREEF LR LET, KOFITIE., EX2U T 20 TF A MERARHAFR TINTWVE
ﬁ—o

1

Device# Global configuration
NAT64: disabled
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HABENE UTD) OTLFTF> rORE |
B sczepnc.oooregrorz

SN threads: 12

CFT inst_id 0 feat id 0 fo id 0 chunk id 4

Context Id: 0, Name: Base Security Ctx

Ctx Flags: (0x£0000)
Engine: Standard
SN Redirect Mode : Fail-close, Divert
Threat-inspection: Enabled, Mode: IPS
Domain Filtering : Not Enabled
URL Filtering : Not Enabled

SN Health: Green

AT 725 show platform software utd interfaces

1

Device# show platform software utd interfaces

UTD interfaces
All dataplane interfaces

AT w726 show platform hardware qfp active feature utd config [vrf {id vrf-id | name vrf-name| global } ]
UTD 7 —# /N ADREE AT —H AR RLET,
fi

Device# show platform hardware gfp active feature utd config vrf name vrfl01l
Global configuration

NAT64: disabled

Drop pkts: disabled

Multi-tenancy: enabled

Data plane initialized: yes

SN threads: 12

CFT inst _id 0 feat id 1 fo id 1 chunk id 8

SN Health: Green

AT w721 show platform hardware gfp active feature utd stats[clear | divert | drop | general | summary] [vrf {id
vrf-id | namevrf-name | global }] [all] [verbose]

Yuohvy heElT—4 7 L—2 UTD fatEmes Z o LE T,

clear : ftaltf#az 27 V7 LEd

divert : AppNav U %A L 7 NEiHE@E £ R LET

drop : Ry 7HEHEREF R LET

general : —MXHEAHEWRE KT L ET

summary : ¥~ U —#EHERE R L ET

verbose : Verbose faHHH AT~ L ET

VRF HatE#H & O VRF #7K : VREIE#HIL, ~VFTF 0 bBENRGBARICORATTE £,
id : VRF ID (2B T S fEHEREFZR LET

name : $87E L7244 A1 VRF (ZBEAHT B fHE®R 2 Fon LET
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| #agEmH VD) OILFTF 0%

ATvT28

sarapmyoromenrzorz |

global : 7’ m—/ VL VRF (2% Y VRFID 23 0) ([ZREAM I DTV ARiHERZFZ R LET
1

Device# show platform hardware gfp active feature utd stats

Summary Statistics:

TCP Connections Created 29893

UDP Connections Created 24402

ICMP Connections Created 796

Pkts dropped pkt 258

byt 66365

Pkts entered policy feature pkt 715602
byt 562095214

Pkts entered divert feature pkt 662014
byt 516226302

Pkts slow path pkt 55091

byt 4347864

Pkts Diverted pkt 662014

byt 516226302

Pkts Re-injected pkt 659094

byt 514305557

Would-Drop Statistics:
Service Node flagged flow for dropping 258

General Statistics:
Non Diverted Pkts to/from divert interface 1022186
Inspection skipped - UTD policy not applicable 1081563

<output removed for brevity>

f
show platform hardware gfp active feature utd stats summary [vrf name vrf-name | all]

show platform hardwareqfp activefeatureutd stats =~ > ROV~ —F 72 a U BEREE LZTXTO
VRF F 721345 ED VRF (BT 21 # 2R R LET,

1 -

Device# show platform hardware gfp active feature utd stats vrf name vrflOl
Security Context: Id:1 Name: 1 : vrflOl

Summary Statistics:

TCP Connections Created 18428

UDP Connections Created 13737

ICMP Connections Created 503

Pkts dropped pkt 258

byt 66365

Pkts entered policy feature pkt 407148
byt 296496913

Pkts entered divert feature pkt 383176
byt 283158966

Pkts slow path pkt 32668

byt 2571632

Pkts Diverted pkt 383176

byt 283158966

Pkts Re-injected pkt 381016

byt 281761395
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B semapm W ovLFFFo METE ST —F LY

ATv7T29

HMEZEIEE (UTD) ORILFTF >

<output removed for brevity>

show platform har dware gfp active feature utd stats drop all

HABENE UTD) OTLFTF> rORE |

show platform =<2 RO Ry 7472 a Vb EIG L7237 XTO VRF 26O RER T LET,

1 -

Device# show platform hardware gfp active feature utd stats drop all

Would-Drop Statistics:

No diversion interface

No egress interface

Inspection service down

Could not find divert interface

Could not find divert fib

UTD FIB did not contain oce_chain

Invalid IP version

IPS not supported

Re-inject Error

Service Node flagged flow for dropping
Could not attach feature object

Could not allocate feature object

Error getting feature object

Policy: could not create connection

NAT64 Interface Look up Failed

Decaps: VPATH connection establishment error
Decaps: VPATH could not find flow, no tuple
Decaps: VPATH notification event error
Decaps: Could not delete flow

Decaps: VPATH connection classification error
Encaps: Error retrieving feature object
Encaps: Flow not classified

Encaps: VPATH connection specification error
Encaps: VPATH First packet meta-data failed
Encaps: VPATH No memory for meta-data
Encaps: VPATH Could not add TLV

Encaps: VPATH Could not fit TLV into memory
Service Node Divert Failed

No feature object

Service Node not healthy

Could not allocate VRF meta-data

Could not allocate debug meta-data

Packet was virtually fragmented (VFR)

IPv6 Fragment

IPv4 Fragment

IWoa—F4 27

ST 4 v DERESINALY
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| #agEmH VD) OILFTF 0%
b5 4 vonmzsnt i

EZONBRE RS —EANT 7T 4 TR0 TWRWAREMENH D 97,

fi@Ri% showvirtual-servicelist =~ RZFEH LT, (KBS —EARNT 7T 4 TIZ/RoT0n5D
MEIMDEMERLET, Wi, a~<r FoHHflEZRLET,

Device# show virtual-service list

Virtual Service List:

Name Status Package Name

snort Activated utdsnort.l 0 1 SVv2982 XE 16 3.20160701 131509.ova

EZZ2ONBER BESNTEA V¥ —T =4 ATIE, FEAEEEHE (UTD) BEC/ - T
WRWAREMER B Y £,

figiksx show platform softwareutd global =~ > R&ZEH LT, A > ¥ —7 =4 A TUTD BNFH
IR TNDNE ) DEHR L ET,

Device# show platform software utd global

UTD Global state

Engine : Standard

Global Inspection : Disabled

Operational Mode : Intrusion Prevention
Fail Policy : Fail-open

Container techonlogy : LXC

Redirect interface : VirtualPortGroupl
UTD interfaces

GigabitEthernet0/0/0

EALNBERE Y —E A/ — FREFICEMEL TWRWATREERH Y £7,

fiziksx show platform hardwareqfp activefeatureutd config =~ > R&FEH L T, —t R/ —
ROWRREN RN E ) AR L E T,

Device# show platform hardware gfp active feature utd config

Global configuration

NAT64: disabled

SN threads: 12

CFT inst_id 0 feat id 0 fo id 0 chunk id 4
Context Id: 0, Name: Base Security Ctx
Ctx Flags: (0x60000)

Engine: Standard

SN Redirect Mode : Fail-open, Divert
Threat-inspection: Enabled, Mode: IDS
Domain Filtering : Not Enabled

URL Filtering : Not Enabled

SN Health: Green

fRiRE £7-. v AT T FOEAIL, show platform hardware gfp active feature utd config
vrf name vrf-name=~ > R&fEH L C, FED VRF B35V —E X/ — ROEFMHENFE T
HHME I DEMRTEET,

Device# show platform hardware qfp active feature utd config vrf name vrfl02

Global configuration

NAT64: disabled
Drop pkts: disabled
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MEBEBEE (UD) OILFTF> rOBRE |
B 5o vopmzshnn

Multi-tenancy: enabled

Data plane initialized: yes

SN threads: 12

CFT inst_id 0 feat id 0 fo id 0 chunk id 4
SN Health: Green

EZZo5NBEE Snort OV ANT I T 4 TR0 TWRWAREMNH Y 97,

f@iki% showvirtual-servicedetail 2~ > FZEH LT, Snort7’ 2 X BB L TWHNHE D
PR LET,

Device# show virtual-service detail

Virtual service UTDIPS detail

State Activated
Owner I0sd
Package information
Name utdsnort.1l 0 1 SV2982 XE 16 3.20160701_131509.ova
Path bootflash:/utdsnort.1_0_1 Sv2982 XE 16 3.20160701_131509.0va
Application
Name UTD-Snort-Feature
Installed version 1.0.1 Sv2982 XE 16 3
Description Unified Threat Defense
Signing
Key type Cisco development key
Method SHA-1
Licensing
Name Not Available
Version Not Available

Detailed guest status

Process Status Uptime # of restarts
climgr UP 0Y Ow 0D 0: 0:35 1
logger UP 0Y Ow 0D O0: 0: 4 0
snort 1 UP 0y Ow 0D 0: 0: 4 0

Network stats:

ethO: RX packets:43, TX packets:6
ethl: RX packets:8, TX packets:6
Coredump file(s): lost+found
Activated profile name: None
Resource reservation

Disk 736 MB

Memory 1024 MB

CPU : 25% system CPU
Attached devices

Type Name Alias

NIC ieobc 1 ieobc

NIC dp 1 0 net2

NIC dp 1 1 net3

NIC mgmt_ 1 mgmt

Disk _rootfs

Disk /opt/var

Disk /opt/var/c

Serial/shell serial0

Serial/aux seriall

Serial/Syslog serial?2

Serial/Trace serial3
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| #agEmH VD) OILFTF 0%
b5 4 vonmzsnt i

Watchdog watchdog-2

Network interfaces

MAC address Attached to interface
54:0E:00:0B:0C:02 ieobc_ 1
A4:4C:11:9E:13:8D VirtualPortGroup0
A4:4C:11:9E:13:8C VirtualPortGroupl
A4:4C:11:9E:13:8B mgmt_1

Guest interface

Interface: eth?2

ip address: 48.0.0.2/24
Interface: ethl

ip address: 47.0.0.2/24

Guest routes

Address/Mask Next Hop Intf.
0.0.0.0/0 48.0.0.1 eth?2
0.0.0.0/0 47.0.0.1 ethl

Resource admission (without profile) : passed

Disk space : 710MB
Memory : 1024MB
CPU : 25% system CPU
VCPUs : Not specified

EZZbNBEEA AppNav N RV T 7T 4 Tl o> TWRWATREMERH Y £,

f#iR% show service-insertion type utd service-node-group 3 & UF show service-insertion type utd
service-context 2~ RZEEHA LT, AppNav h U RN T VT 4 T/ o> TWDENE 9k
R LET,

figiRsx RIZ. show service-insertion typeutd service-node-group =~ > RO IHIZ R L £,

Device# show service-insertion type utd service-node-group

Service Node Group name : utd sng 1
Service Context : utd/1
Member Service Node count : 1

Service Node (SN) : 30.30.30.2

Auto discovered : No

SN belongs to SNG : utd sng 1

Current status of SN : Alive

Time current status was reached : Tue Jul 26 11:57:48 2016

Cluster protocol VPATH version : 1

Cluster protocol incarnation number : 1

Cluster protocol last sent sequence number : 1469514497
Cluster protocol last received sequence number: 1464
Cluster protocol last received ack number : 1469514496
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HABENE UTD) OTLFTF> rORE |
B 5o vopmzshnn

fi#iRix WRIZ. show service-insertion type utd service-context =~ > RO IHIZ R L7,

Device# show service-insertion type utd service-context

Service Context : utd/1

Cluster protocol VPATH version : 1

Time service context was enabled : Tue Jul 26 11:57:47 2016
Current FSM state : Operational

Time FSM entered current state : Tue Jul 26 11:57:58 2016
Last FSM state : Converging

Time FSM entered last state : Tue Jul 26 11:57:47 2016
Cluster operational state : Operational

Stable AppNav controller View:
30.30.30.1

Stable SN View:
30.30.30.2

Current AppNav Controller View:
30.30.30.1

Current SN View:
30.30.30.2

EZZONBRE N7 7 4 v I DAT—HADT—H T L— 2 UTDFaHE R & M8 L E 97,
o7 4 v I PEEEINRWGE, BEBIOESINE Ny hofiiEricZh E
T, BIENEaUANOYLE, N7 7 4 v Z7EEENMTHOITE Y, Snort &Y —I3T —#
L=y P EFEELTHWET,
fiziksx show platform hardware qfp activefeatureutd stats =~ > RZHEHL T T 7 4 v 7 D
AT =R ALMERLET,

Device# show platform hardware qfp active feature utd stats
Security Context: Id:0 Name: Base Security Ctx

Summary Statistics:

Active Connections 29
TCP Connections Created 712910
UDP Connections Created 80
Pkts entered policy feature pkt 3537977
byt 273232057
Pkts entered divert feature pkt 3229148
byt 249344841
Pkts slow path pkt 712990
byt 45391747
Pkts Diverted pkt 3224752
byt 249103697
Pkts Re-injected pkt 3224746
byt 249103373

fRiRik F7-. AT T2 hOYAEIEL, show platform hardware gfp active feature utd statsvrf
namevrf-name=~ > RZEH LT, $ED VRFIZEATDH N T 7 4 v I DAT — X A% fERT
TET,
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| #®&gEm#E UTD) OILFTF> OB
saozEprgeLzn ]

Device# show platform hardware qfp active feature utd stats vrf name vrf 101
Security Context: Id:1 Name: 1 : vrflOl

Summary Statistics:

Active Connections 2
TCP Connections Created 34032
UDP Connections Created 11448
ICMP Connections Created 80
Pkts dropped pkt 626
byt 323842
Pkts entered policy feature pkt 995312
byt 813163885
Pkts entered divert feature pkt 639349
byt 420083106
Pkts slow path pkt 45560
byt 7103132
Pkts Diverted pkt 638841
byt 419901335
Pkts Re-injected pkt 630642
byt 412139098

ERADEHAEREL ZL

B8 Cisco "h—Z L AV 7 b U = 7HEMAG (BSD : Borderless Software Distribution) ¥ — /3735
DELFERH DR L T ER A,

EZONBRE SESERHEICL Y BAOFRITKRLIZARERH Y £3, KEICE
HOEHNRI LT 2 LE 5,

i@k show utd enginestandard threat-inspection signatureupdatestatus =~ > Rzl L <,
B ELOEFIRB LB B AR R LET,

Device# show utd eng standard threat-inspection signature update status
Current signature package version: 29.0.c

Current signature package name: default

Previous signature package version: None

Last update status: Failed

Last successful update time: None

Last successful update method: None

Last successful update server: None

Last successful update speed: None

Last failed update time: Thu Jan 11 13:34:36 2018 PST

Last failed update method: Manual

Last failed update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Last failed update reason: [Errno 113] No route to host

Last attempted update time: Thu Jan 11 13:34:36 2018 PST

Last attempted update method: Manual

Last attempted update server: http://172.27.57.252/UTD-STD-SIGNATURE-2983-1-S.pkg
Total num of updates successful: 0

Num of attempts successful: 0O

Num of attempts failed: 1
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HABENE UTD) OTLFTF> rORE |
B o rrv—rponsaoEssmEELEL

Total num of attempts: 1

Current status: Idle
EZONBEE FAA L FX—LT AT A (DNS) PIEELLEREINTHERA,

i@k show running-config |i name-server =~ > R&MH L T, F—L P — Ot 2FK R L
£,

Device# show run | i name-server

ip name-server 10.104.49.223

EZZONBEE VAT ATT—  a—PZH L NRNRT— FOMAEDLEDOLIICRKRIELEL
776

ARk BANy T —VOF T — RIELWERIEEREFEH L2 L 2R L £,

O—AILSG—N\HoDELZDEFHERE L 4L

BRE = — WY — 30D DFEL DFFDERE L 720,

E£2 5NBEE il ORBOBE « W4h7e A% — A — HTTP £ 721X HTTPS O 2% L
*9,
Rz o— Ao — RERE LTHITP £7213® 3% =7 HTTP (HTTPS) N{EE S
TWAHZEEMERLET,

EZABNBERE EOKMOME  ARTEZITF—EANRH T,

BiRE m— ANV —NIFRESNTFAMELIZIP 7 FLARELWZ 2R LET,
EZONBRE KEOREOHEE  FRREHFRAAN SN TOERA,

fRRE v — BV HTTP £ 721X HTTPS — N OFBGEFRAA T SN TND Z L 2R L E T,
EZNBRA HEDORIOIE : 77 A NDBROND FH A,

Rk ANLEBAT7 7 ANVAELIZURL BDIELWT & &gl LE T,
EZONBRE KEOKKOBEME . ¥ — RPHELTOET,

fRRE
cUHIDZEA DX Y v — FRHCELEHFOHMT T 7 =NREL TRV E ) 2k
A LET,

cELWEANy r—UMEMFRETH D Z L2l L E T,

10Sd Syslog ~D O F > H#ae L7z Ly

%8 10Sd syslog ~D 11 F > 73 EERE L 720,
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s —n~ooxsamelan ]

EZONBREA syslog ~DO X 7%, HEEBEE (UTD) ORE TIIRE T EH
/Vo

fRRE UTD R EZ KR L, syslog ~DBEX U IRRESNTWND Z & AR T D21, show
utd engine standard config =~ > RZH L £9°,

Device# show utd engine standard config
UTD Engine Standard Configutation:
Operation Mode : Intrusion Prevention

Policy : Security

Signature Update:

Server : cisco

User Name : ccouser

Password : YEX"SH\fhdOeEGaOBIQAIcOVLgaVGf

Occurs-at : weekly ; Days:0 ; Hour: 23; Minute: 50
Logging:

Server : IOS Syslog; 10.104.49.223

Level : debug

Whitelist Signature IDs:
28878

@Rz UTD = DA X hu &R aT 5I121E, RO show utd engine standard logging
events 2~ RZEH L E 9,

Device# show utd engine standard logging events

2016/06/13-14:32:09.524475 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected]

[Priority: 1] [VRF_ID: 2] {UDP} 11.1.1.10:58016 -> 21.1.1.10:53
2016/06/13-14:32:21.524988 IST [**] [Instance ID: 1] [**] Drop [**] [1:30561:1]
BLACKLIST DNS request for known malware domain domai.ddns2.biz -

Win.Trojan.Beebone [**] [Classification: A Network Trojan was Detected] [Priority: 1]
[VRF_ID: 2] {UDP} a000:0:0:0:0:0:0:10:59964 -> b000:0:0:0:0:0:0:10:53

NERY—IN~DOF T HEEE L AL
RIEE AR — "~ X FTRBREEL TV EH A,
EZONBREA SEEY— 3T Syslog BFETINTWRWAREMEDRH D £,

@Rk syslog U — PN — N TETINTWVDEINE I DERRBLET, AT —FA%EK
AT DR AR — " TROa~v > FeRELET,

ps -eaf | grep syslog

root 2073 1 0 Aprl2 ? 00:00:02 syslogd -r -m
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HABENE UTD) OTLFTF> rORE |
B vosuszssyy

£z 0NBER HAZE#E (UTD) @ Linux = > 57 (LXC : Linux Container) & 24
P N OB R DI TN D FREMEDR & Y £7,

fRRE BHA X —T oA ZAPDIMNE syslog DA TR L £ T,

UTD &HftETNNY T

St 2% 71, Unified Threat Defense D~ /L F T F o MIXHSE L TWET, &5
Ry TOFRETFEDFHAMZONWTIE, UTEZBRLTIEZEE N,

HipAvwwoscocomotntsiddocstouasas 1 000oublshooingignidy Thihootingsxe 3sas-1000bodk ik ACOOBBOABAIADCBBDEF/ADD2OEFS131

[l CiscolOSXE17 HABBEBHEF21Y T IV T4 FaL—La v HAK


http://www.cisco.com/c/en/us/td/docs/routers/asr1000/troubleshooting/guide/Tblshooting-xe-3s-asr-1000-book.html#task_AC969BB06B414DCBBDEF7ADD29EF8131

	Cisco IOS XE 17 統合脅威防御セキュリティ コンフィギュレーション ガイド
	目次
	Cisco Firepower Threat Defense for ISR
	機能情報の確認
	Cisco Firepower Threat Defense for ISR に関する制限事項
	Cisco Firepower Threat Defense for ISR 関する情報
	Cisco FirePOWER Threat Defense for ISR の概要
	UCS ベースのホスティング
	Cisco Firepower Threat Defense における IDS パケットフロー
	Firepower センサーのインターフェイス
	Cisco FirePOWER Threat Defense の相互運用性
	Cisco Firepower Threat Defense のハードウェアおよびソフトウェア要件
	Cisco Firepower Threat Defense ライセンスの取得

	Cisco Firepower Threat Defense for ISR の導入方法
	Firepower センサーパッケージの入手
	Firepower センサー OVA ファイルのインストール
	UCS E シリーズブレードへの Firepower センサーの取り付け

	Cisco UCS E シリーズブレードにおけるトラフィックのリダイレクトの設定
	Firepower センサーのブートストラップ
	IDS 検査のグローバルな有効化
	インターフェイスごとの IDS 検査の有効化

	ISR での Cisco Firepower Threat Defense の設定例
	例：Cisco UCS E シリーズブレードでのトラフィックリダイレクトの設定
	例：Firepower センサーのブートストラップ
	例：IDS 検査のグローバルな有効化
	例：インターフェイスごとの IDS 検査の有効化

	IDS 検査の確認とモニタリング
	Cisco Firepower Threat Defense for ISR に関するその他の参考資料
	Cisco FirePOWER Threat Defense for ISR の機能に関する情報

	Snort IPS
	機能情報の確認
	Snort IPS の制約事項
	Snort IPS に関する情報
	Snort IPS の概要
	Snort IPS 署名パッケージ
	署名更新でサポートされる Cisco IOS XE のリリースおよび UTD パッケージの最小バージョン
	Snort IPS ソリューション
	Snort 仮想サービスインターフェイスの概要
	仮想サービスのリソースプロファイル
	Snort IPS の導入
	脅威検知アラートの可視性

	Snort IPS の導入方法
	Snort OVA ファイルのインストール
	VirtualPortGroup のインターフェイスおよび仮想サービスの設定
	Snort IPS のグローバル設定
	Snort IDS 検知のグローバル設定
	アクティブな署名のリストの表示

	Snort IPS の設定例
	例：VirtualPortGroup インターフェイスおよび仮想サービスの設定
	例：異なるリソースプロファイルの設定
	例：Snort IPS のグローバル設定
	例：インターフェイスごとの Snort IPS 検査の設定
	例：インバウンドインターフェイスとアウトバウンドインターフェイスの両方での VRF を使用した UTD の設定
	例：IOS Syslog のロギングの設定
	例：中央集中型ログサーバへのロギングの設定
	例：Cisco サーバからの署名更新の設定
	例：ローカルサーバからの署名更新の設定
	例：自動署名更新の設定
	例：手動による署名の更新の実行
	例：署名のホワイトリストの設定

	アクティブな署名の表示例
	例：接続ポリシーを使用したアクティブな署名の表示
	例：バランスの取れたポリシーを使用したアクティブな署名の表示
	例：セキュリティポリシーを使用したアクティブな署名の表示

	統合型 Snort IPS 設定の確認
	Cisco Prime CLI テンプレートを使用した Snort IPS の導入
	IOx コンテナへの移行
	Cisco IOx について
	仮想サービスコンテナから IOx へのアップグレード
	IOx の設定例

	Snort IPS のトラブルシューティング
	トラフィックが転送されない
	署名の更新が機能しない
	ローカルサーバからの署名の更新が機能しない
	IOSd Syslog へのロギングが機能しない
	外部サーバへのロギングが機能しない
	UTD 条件付きデバッグ

	Snort IPS に関するその他の参考資料
	Snort IPS の機能情報

	Web フィルタリング
	Web フィルタリング
	ドメインベースのフィルタリング
	許可リストフィルタを使用したドメインベースのフィルタリング
	ブロックリストフィルタを使用したドメインベースのフィルタリング

	URL ベースのフィルタリング
	クラウドルックアップ


	Web フィルタリングの利点
	Web フィルタリングの前提条件
	Web フィルタリングの制約事項
	Web フィルタリングの導入方法
	仮想コンテナサービスのインストールおよびアクティブ化の方法
	UTD OVA ファイルのインストール
	VirtualPortGroup のインターフェイスおよび仮想サービスの設定
	外部ブロックサーバを使用したドメインベースの Web フィルタリングの設定
	ローカルブロックサーバを使用したドメインベースの Web フィルタリングの設定
	ローカルブロックサーバを使用した URL ベースの Web フィルタリングの設定
	インラインブロックページを使用した URL ベースの Web フィルタリングの設定
	ドメインおよび URL ベースの Web フィルタリングと Snort IPS の設定

	Web フィルタ設定の確認
	Web フィルタリングのトラブルシューティング

	設定例
	例：Web フィルタのドメインプロファイルの設定
	Web フィルタの URL プロファイルの設定
	UTD Snort IPS または IDS のホワイトリスト署名の設定
	例：Web フィルタプロファイルの設定
	例：Web フィルタリングイベントのアラートメッセージ
	例：クラウドルックアップの設定解除

	Cisco Web フィルタリングに関する追加の参考資料
	Cisco Web フィルタリングに関する機能情報

	統合脅威防御（UTD）のマルチテナントの設定
	統合脅威防御（UTD）のマルチテナントに関する情報
	Web フィルタリングの概要
	Snort IPS の概要
	Snort IPS ソリューション

	Snort 仮想サービスインターフェイスの概要
	統合脅威防御（UTD）のマルチテナントの設定に関する制約事項
	統合脅威防御（UTD）のマルチテナントの設定に関する前提条件
	統合脅威防御（UTD）のマルチテナントの設定方法
	マルチテナント用の UTD OVA ファイルのインストール
	マルチテナント用の VirtualPortGroup インターフェイスと仮想サービスの設定方法
	マルチテナント用の VRF の設定方法
	マルチテナント Web フィルタリングおよび脅威検知の設定方法
	設定例：統合脅威防御（UTD） のマルチテナント

	統合脅威防御エンジンの標準設定の確認
	統合脅威防御（UTD）のマルチテナントに関するトラブルシューティング
	トラフィックが転送されない
	署名の更新が機能しない
	ローカルサーバからの署名の更新が機能しない
	IOSd Syslog へのロギングが機能しない
	外部サーバへのロギングが機能しない
	UTD 条件付きデバッグ



