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RO DR E LT SVE Lz, AESIEDES £V L 22D @G
Lo TWET, AES TIEF—DW 1 ARk L k&<,
512, HoPHF R L THDL LOFERDHY A, AESOX—|IA[EETHY |

ToHY. DESI

ST LTY XAD 1 ST, BETESH D

1x7\%‘75‘)‘ v— /%ﬁﬁhuh
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| IPsec ZERLVPNDEF21 Y71 DEE
gi—tanzze |

TAIYXNI128E Yy hF— (F74/F) | 1928y b F— F7/21E256 8y b F—
EIRETEET,

*DES : 7— X W55 Hik (DES) . N7 v b T—X DI bR &7 /LY X AT
T, YA VT Ry =T, D 56 £k DES-CBC with Explicit IV 2322 L T\ &
¥, CipherBlock Chaining (CBC) Ti, Wo bDBAMKICHII~Y & — (V) BMEETT,
IV (X IPSec /37 v MCHIRINCHEE SN E T, P AMMEZHERT 272912, Cisco 10S
IPsec |Z ESP DES-CBC @ RFC 1829 /N— = U SREL £,

F72. CiscolOSIE, FFEDT T v N7+ — L THEHARERY 7 by =27 N—T 3 ITGE LT,
Triple DES (168 &'~ ) K5k FELE L 4, Triple DES (3DES) (IHEIES LT EH A,

B

CE)  WARE S b2 AT 5 CiscolOS A A—Y (56 By b T —HW b7 4 —F v v b &H
TS ZAUCKRE S wy) 13, KEEHHEEIOMR L 720 | BEARHIRIVET, KELS O
ETA VA M= SINDHAA=VITE, BHFFAIRLETT, KEBUFORGIC LY | BFEH
DELBEE SN, MADENTZD T2 0B E£3, FEMicONTIE, B¥EAYEE
TIFREEEE . H D W export@cisco.com £ THWEDOELSZ I,

SHA-2 BLUSHA-1 77 Y (HMACARNU TV R) t&FaT7 nNyda TAIY XA
(SHA) ® 1 B X 12, SHA-1 BLO'SHA-2 (X, X7 v b T— X ORFEB L OVIKE 7' 1
b IV DEEEVERER A = A LOBEHEH SN Sy v a2 7= XL T, HMAC

I, BN ASAO Ny a5 30 7 T3, SHA-2 7 7 2 U IZid, SHA-256
By vy 2 T AAE SHA384 By hD ANy =2 T3 XLk - T

F9, Z OEEEIT Suite-B OERIZE T TV ET, Suite-B I, IKE 35 KX UV IPSec Tffi A

TAHEDDOEEALT LT LD 4 O>DL—Y (LB —T (X A — N THER S,

RFC 4869 |Zftik SN TWET, FAA — I, WL T VT XA, TUXNVELT IV
FTY XL, F—BBTNIV AL, "Ny vaFhi3iAve—V AP 2A N TAITY R
L THERR STV EJ, Cisco IOS T Suite-B ¥ — MZOWTOFEMIL,  [Configuring

Security for VPNs with IPsec| HEEE Y =2 — /L Z B L TS Z &0,

Diffie-Hellman : AR ¥ —H=27E7 0 faLo 15T, 2B, ZE2ThWBET v RrL
TOEFEZ ML, TX £9, Diffie-Hellman 1%, IKE N TE v ay F—%2fEr+ 57
IR ESNET, 2T, 7688 Yk (F74/0 1) L 1024 v b, 1536 £ k., 2048
By b, 3028y b, B3LU4096 Y FDHZ LV—F %% R—FLET, £/, 256
b T IN—FEETe 2048 B hDH Zb—T7 L 256 £ v b & 384 B b Elliptic
Curve DH (ECDH) # ¥ 7AR— kL Ed, Cisco TiE, 2048 £ LI D DH F—a#a% 7=
X ECDH ¥ — Mz 32 2 L 2HEE L 7,

MD5 (N ¥a R=2AD R vy =V — K (HMAC) NUT Y k) Ayb—y 4
AV=ARTNATYXLS (MDS) [Ty va 7T XATT, HMAC 137 — 4% DR
AL SN F =& Ny v a N T hTT,
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B st rznanient

B

GE) >Rz IHAE, DES. 3DES. MD5 (HMAC U 7> &) . L0 Diffie-Hellman (DH)
TN—71, 2. BLOS5 OEMIHEREL T EHA, D VIZ, AES. SHA, BXO'DH 7
N—T" 14 B2 T 50BN H D £, FHD v 2 aDiE SAbIZBT 2 HEREFEIRIZ DWW T
1Z. [Next Generation Encryption] (NGE) KU A k X—RX—2BL T Z XV,

(GF)  CiscolOS XE Bengaluru 17.6.x LAKE, ISAKMP R U & —NHNI /2> TWABE, REHEHAT
X577 4N EOT AT XNIRO EBY TT,

s K551k : AES
e /Ny =2 SHA

*DH 7 /V—7 : 14

V23 YT My TICEBEEN Psec 1T, EHICROBIEKEZ R — M LET,

cAH : il ~v X —, F—HFI L T ar LTTryF U A — 25T
5X2V7 4 7u hanTd, AH X, REXNGOT—% (ZE2IPT—X T T 4) |
HWHIAENFE T,

« ESP : Encapsulating Security Payload, 7—% 77 A N —H—b R & ATz & LT
THRABLOT v F VT A =R & RETHEF 2V 7 0 71 b2 TY, ESP
IRER G DT — 2 T T 'L L ET,

HR—krENndHhTEILE

IPseclE, 71— UL — NA L5 —X% U7 (HDLC) . BEXUPPPD Y T v
BT EE L E9,

F 72, IPsec IL. Generic Routing Encapsulation (GRE) . IPinlP L' A ¥ 3, T—X U7 AA v
F > 7'+ (DLSw+) . # LU Source Route Bridging (SRB) h > % VU /7 koL b dEE)
LEY, 2L, AV TFRA b VI R—rSnEEA, MOLAYID PR
7 7'k anl PSec OPFAIEY R— b INeWEERH Y 7,

IPsec #EEEDHEE

IPSecid, D%y hT—27 X2 T 4 P—ERAEZMYPLFET, (—HKIZ, e—DrkF=
V54 RU—izkb, 2nbo—v 22 12U EATAEZ 9B R"EINET)

« T HRENE Ry FU =21y P ERARET D HIC IPSec EF RN v kAR E1L
TEET,
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| IPsec ZERLVPNDEF21 Y71 DEE
KEl +S5> 274+ —Lty b+ [

o T—ZHELME  IPSec ZFHE L, IPSec iBFEHE MM LIEE SN T RERIEL., fmEHIZ
FeANEREIN TRV EERTE £,

o T — X EEICIRGE : IPsec ZAEH 1. {5 Sz 1Psec/ N7 v b DBE L ERIETE E7,
ZOYV—ERIF, T AEAEY—ERIKTFELET,

« T T VT A IPsec ZEH L. HEINZ Ay e L, IEGTEET,

IPsec (X, 2 2DOET QEBEDAL—FRE) BIZEF 2T PRV EML L ET, WEMERS
<, BF27 oA ENLTCEETILNERDDH Ny b2 EEL, X =27 b0
FEAFEET D 2 LI i o T, BEEO®mWAT y M2 IRET DTOIHHT T A =2 %
EFeLET, IPsec ETDHEE Ny T2 L, BT R#EYN 22T FUORLVERE
L. 2ORFAVENLTCYIE—RETIZRN Yy hERELET (ZOETHERTS brxv
EV ) HEEIE, IPsec & h oV E— RTHEHATL2ZETEHY £HA)

EREIZIZ, 2O M RE, 220D IPsec BT MICHES. SNDEX 2T 4 TV —Tay

(SA) Dty FTT, SAE, WE Ty MIEHATL2 702 ha LBl v X A% ER
L. 22007 MEHT 2 —BEERABEELET, SAIFH AT, EX=2V7 4 Ya b
2L (AH £721XESP) Z & ICHESL SN E T,

2ODETRINCHEEDIPsec b RNV EHRTE L., brprVZ EIEBIOSADE Y NEEHAT D
ZEITEY, SFESERT—H AN L EEHETEET, e HOT—H A N —
MMIFEEF T DBMET, OF—% 2 MY —AFRESL O F R LERIBEERNH Y F
—é‘o

IKEV1 F5 R T7+—LEY b+

AV HE—=Fy b F—=2 I AF 2P N—=Vgar 1 (IKEvl) TV A7 4 —Ah Yy NI, &
XFalFa7a hart 73 XAORKEOMAG LT L ET, IPsecSADFR I —
Tarfi, BT BED NI AT x—b Ey EEH L THEDT —4 7o —k {5
THZEWEEBELET,

IKEv2 F 5 RO+ —LEY b+

A =Xy b F—T I AF 2PV "=V g2 (IKEv2) 7aR—¥/LiE, IKE SA INIT
KD E L THDIKEV2SA DRIV m—2 gV THASND N T AT 4 —2bDE Yy BT
9, IKEV2 7 riR—% it D7t b1 205 b7 3 XA, BEET LI XL, B
L O Diffie-Hellman (DH) 7 /L —7MNERE SN TWDIHEFICOH, FE2THDL LRI E

T, TaR—PARRESINTELT, IKEV2HR U —Z#EH SN TWRWnWEE, xavo—
arTIET AN DT aR—FANMERINET, T 74N FOTaR—H i, RO X
IIMEMHEAEINDT NI X LDaLy g TY,

encryption aes-cbc-128 3des
integrity shal md5
group 5 2

cryptoikev2 proposal =~ > R cryptoisakmp policy priority =~ > RIZEL TV E T 23, IKEv2
TR AR MIRD L D EN R H D F9,
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tXaUTq FOLaNETILT) XLOHEAEDHE

CIKEV2 7 R—P LT 2L, T RT3 —AFATIH LTI DOUED NT
AT F—LERETETET,
« IKEV2 7' 1 AR —H VI BEE AT BB RNEMLIEH W FH A,

G¥)

FAyT— 9 U TCTIKE2 7ai—HP L a3 51003, TNOHEIKEVR R —IZT7 ¥ v
FIHVERHY ET, ToR—FANRREINTWRWES, 574/ FOIKEV2 7 1R —
PILETF TN D IKEV2 R —™MEH S E T,

FSURTH—LtEy bk X2 Te TOLINETILTYRL

DHAEHE

SR TH—L

vy FOBE

B

GE)
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h-md5-hmac, esp-md5-hmac, esp-des. F721% esp-3des D HITHELEI N TV EH A, KDY
|2, ah-sha-hmac, esp-sha-hmac, F7zidesp-aes T HMNERH Y £, FHD T A Dl
FALIZBE T 2 HESEFIEIZ DUV TiL,  [Next Generation Encryption] (NGE) "D A k ~X—/3—
BTSN,

NIV ATF—bty NI, BFEOEX 2T 4 Tr har 73 XaEMAibEz
HOTY, PsecSADF TV m— 3 R, BT, BED TV A7 r—ht v h A
LCREDT —4 7u—%Ri#ET 52 LICEELET,

IKEEDIPSectx 2T 4 7Yoo — gy 3xAdvom— g0 T, ETIE@EFOET HORE
CRI7ZURAT7H =Ly FERLET, RA—DO N7 U274 —A4 By BB SNIZ5GA,
FORITU AT —b By FRBIRIIL, WHFOET O IPsec SA D—H8E LT, {Ri#ET S b
T4 v Z7ICEAENET, (FEITHYLLIZSAIL, 7 éxadym— g Linzd,
MHIZRAC R T A7+ —A Yy NEEETLOILERHY £7)

WDORIZ, FFAIEND M T VAT 4 —LOMBEDEERLET,
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| IPsec ZERLVPNDEF21 Y71 DEE

rS5vrTr—Lty toBE [

R1FASNB FS VR TAH—LOHAEDHYE

SR FSURT+—|E0EA
TH—LEA| L
7
AH Transform |ah-md5-hmac (MD5 (A vt — £ 4 2= A K 5)
(1 >EEN) (HMAC RNU T b)) FBFET AU X
LEFEHT D AH,  GEHELRE)
ah-sha-hmac SHA (X a7 Ny a 73y R
A) (HMACANU T > k) #aE7rnva
U X L%EfEHAT 5 AH,
ESP _ esp-aes 128 £~  Advanced Encryption Standard
Encryption (AES) Wb 7Y X LZE{HHI D
Transform (1 ESP,
DOEER)
esp-aes 192 192 B> b ABS K5 Afb7 v3 Y X b %
9% ESP,
esp-aes 256 256 £ b AES IF5{b7 L3 Y X L%
fiE 9% ESP,
esp-des 56y hOF—H
SHiK (DES) W=
{72 XA EAfE
9% ESP, (JE#H
ﬁj‘) o
esp-3des 168 £ I DES b7 /LAY X4
(3DES. K~ U Z/LDES & HIEZEID)
A5 ESP,  (FEHELE) |
ESP esp-md5-hmac MD5 (HMAC/XU 7
Authentication v b)) FREET Y
Transform (1 X LEFEHT 5
DRI ESP, (FEH#ELE)
esp-sha-hmac |SHA (HMAC SVU 7> k) FREE7 /L=
U X L&A T % ESP,

B

=)

X VT TR DBBUL. B D OLREIRL O
TWET, EFDOY A 2Dk I A HELEFIg

(NGE) B"U A b R—=R—ZSHL T EI0,

W BALEAT & [FIERICHE 2 72 < B b L
\Z2WTIE,  [NextGeneration Encryption,]
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IPsec ZEALEVPNO+EF2 74 0OHE |
. IKE £ & U IPsec St 7 LT 1) X LD 1= D Cisco 10S Suite-B D H7R—

IKEE KU IPsec iIES1E7 /LT X LD =86 D Cisco 10S Suite-B D
R— k
Suite-B (21X DEEEALT T AN H Y £97,

* Suite-B-GCM-128 : ESP B EMELRGE, #EEME, I L UVRFC 4106 THLE SN TW5 128 E
I AES using Galois and Counter Mode (AES-GCM) % i 9% IPsec 5 {7 /L =) X A
IRt L9, ESPOESMHORE LB BLOM TN MLERIGEIIZZ DAL — F &
THMERDY T,

« Suite-B-GCM-256 : RFC 4106 THLE STV 5 256 £~ ~ AES-GCM Z{# ] L T. ESP ¥
B MR M AR L £ 9, ESP DS MEDLRE L S{b O LB 7251213 2
DAA— FEFEHTLHILERNH Y 7,

* Suite-B-GMAC-128 : RFC 4543 THIE X411 TCV\ 5 128 £~  AES-Galois Message Authentication
Code (GMAC) ZfEHI L C, ESPHEGMAREL IR L 920, BEMHRITRIE L EEA, =
DAA — ME. ESP DI SALINARETH D56 DRENT 2 MERH Y £7,

« Suite-B-GMAC-256 : RFC 4543 THLE S LTV 5 256 E > ~ AES-GMAC Z{#H L. ESP
A %f%i%%?ﬁf Lia“ﬁi PRI LE A, DAL — ME. ESP DRERALAA
EThH DY AT 2 HERHY £,

IPSec iESAL T /LT U X A%, BN MLEREAIZ AES-GCM 2 L. BN RE 2
HD A v —DOEMEIZIT AES-GMAC 2 L1,

IKER T T—3 3 Tk, AESK; 57 1 v 7 (CBC) E— K& L TR E(LEIT\,
RFC4634 [ZEFH SN TV 5 SHA-256 18 L ONSHA-384 /v o = 7L =) X L% & te Secure Hash
Algorithm (SHA) 2 77 S VAL Ty V2 BiEAETLE T, F—2ZHITIT RFC 4753
\ZEFE LTV 5 Elliptic Curves (ECP) % fH| L 7= Diffie-Hellman 23 FH S 41, §RFEAAT 9 (T

IZ RFC 4754 ICER SN TV AEMRT O X VB4 730 X (ECDSA) WMEH S E
T

Suite-B D E 4

IKE 3 X W IPsec ZHEHT D84, Suite-BIC L > TRDY 7 M7 = TR L 2 BN GR
ToNET,

* HMAC-SHA256 & HMAC-SHA384 (3507 > # AR5 LCERH S ET, £/, 1
v ha/VNOBEWT = vy 73RS E T, LEIZW LT, HMAC-SHASI2 %ﬁﬂﬁ“
HZLEHTEET,

SRR 7 —7"19 (256 ¥~ ~ ECP #ifft) 33X 0020 (384 £ ~ ECP #ifR) |
IKE T Diffie-Hellman 7 /v —>7" L LTHEA I E T, HEIZLLUT, Z—721 (521w
@ ECP #hi#g) ZHHATEE7,

« X.509 GEIHEN DO BL EMET, FEHEIRT o2 VB4 T2 X2 (ECDSA) (256 B v
FBLU384 By o) AMERA SN E T,
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suite-B nEEHEFEOAFE [

«ESP (128 vy B LU256 By hdDF—) 1ZiX. GCM (16 %A FDICV) B LU GMAC
MERHENET, VEILLT, 128y hOoF—%2fHTH2 b TEET,

« ECDSA &4 Z{# H L 7= X.509 GEH]E O fEFRIZ%I 3% Public Key Infrastructure (PKI) 78—
FNEERHT O MERH Y £7,

* ECDSA B4 #FH U CGIEEBER 24K T 2546, BLUOFRITSNZEHEE 10S 121
VIR— M AEAIC, PKI 2T A0ERHY 97,

« WAL & L CTECDSAs signature (ECDSA-sig) #ff T2 X H1cT 55612, IKEV2 %
T L0ERHY £,

Suite-B DX EHEHRD A F 5%
Suite-B DFXED YR — MIHOWNWTIE, ROV=a2T7 /L TH SN TWET,

=

*SHA-2 77 2 U (HMAC NU 7> k) BBELO Elliptic Curve (EC) F— X7 D% E DFEH
{ZoW T, [Configuring Internet Key Exchange for IPsec VPNs] fEREE Y = —/L &2 B/ L
TLTEEY,

HEMET NIV XL ZATDRNT AT 4 —LDOFREDFEMIOVWTIL,  [Configuring
Internet Key Exchange Version 2 (IKEv2) and FlexVPN Ste-to-Ste] #REE Y = —/L D
[Configuring the IKEv2 Proposal] #ZM L T 7Z2& 0,

« ECDSA-sig % IKEv2 OFBFEL N E L TRET 258 OFEMIZOWTIL,  Configuring
Internet Key Exchange Version 2 (IKEv2) and FlexVPN Ste-to-Ste| §EEE Y = — /LD
lConfiguring IKEv2 Profile (Basic)] #ZM L T 72 &0,

=

* IPsec SA F = > = —3 = > O Elliptic Curve Diffie-Hellman (ECDH) #7R— kD% EDFE
Lz Cik,  [Configuring Internet Key Exchange for IPsec VPNs) 35 U8 [Configuring
Internet Key Exchange Version 2 and FIexVPN| F§REE Y 2 — L& B L T &0,

PKI O FEA EX LT O Suite-B OV — k DFEMIZ OV Tik,  [Configuring Certificate Enrollment
foraPKl] BEREEY 2 — LA BB LT E &0,

IPsec VPN D% E A%

S)TETFTHOER YR MDERK

FIRDEE

1. enable
configureterminal

3. ROWTNNEFEITLET,

» access-list access-list-number {deny | permit} protocol source source-wildcard destination
destination-wildcard [log]
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B xorz
* ip access-list extended name
4. FT 22 V7T I78AVANIEICAT v 73 20 iRLET,
=3[k 2t
FlE
ARV RFERETI a3 B#Y
AT 71 |enable F#HE EXEC £ — FEHZIT L ETS
f5l s Tu T ERFRRINIEL, NATU—RKEAS
Device> enable LET,
AT w 72 | configureterminal 7 a— N\ NWHERTE— REBE L E T,
fi
Device# configure terminal
ATY T3 RONTNUNEFTLET, RE&ETHIP T y PRI DR ELET,
* access-list access-list-number {deny | permit} c BEELITARNC L > TRESNEZIP T 7 £ A
protocol source source-wildcard destination U2 RN LT, &2 ELET,

destination-wildcard [log]
* ip access-list extended name

Device (config) # ip access-list extended vpn-tunnel] 7r
o

@)

accesslist a2~ R TIE, BEHEIET 7 &
AU A FZE4RE L. ip access-list extended =~

Bl - Y RTIEE, ARt ET 78RV A NERELE
Device (config)# access-list 100 permit ip R

10.0.68.0 0.0.0.255 10.1.1.0 0.0.0.255

- s INDDORIFC BT D E T T 4 v 7T LT

WAL A X — TN EIIT 4 v =T M LE

Bk IPsec TEAH T 2 XK 5 IZ "mirror im
T, £72. any F—U— R&

AFY TR THIZV N To7R8A VAN LICAT S | —
3EMBMVIKLET,

RDIEE

D LB 1 DD ET 78 A A FEEM LG, [MKEvI 3L OIKEV2 7R —H/Lro b
TUAT g —Lby FORIE] BZ v a OBt~ T, FTU A7 3r—bty FEEE

DWENDH Y £,

WIZ, ZUVT b~ 7y FERELTA LI —T oA AZ@EHATHEEIZ, I KTk
AV A NEREDAS o H—T =24 RZEEMTAZLERHVET, (7T~ T By
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KEVI & U IKEv2 TOR—FLD k52 T+ —Lty oz [

FOWERL] BEOR 48 =T 2 2A~D 7 VT b~y 7 &y bOHH] ©7 2 a OFIE
WZHEWNET) o

IKEV1 5 XU IKEv2 T7OR—HFILD SR T+ —L Yy FORE
ZOE¥IT, IKEV] 3 X OVIKEV2 7 aR—H )L & D IPsec SA D =3 —3 5 HET [Psec B
TOMMERMT DRI AT =Lty FEERTDHLOICFETLET,
eI BR
SEAL W 5 b 28 E T 25 aE. ROBIKFERIIER L T ZS W0,
c JL— R LMD T 8 N— R =7 IPsec B BAL 2 iz T\ W2 &
L= HBIOMO BT 28 IPsec ZHAR— 3252 &,
N—EBIMIOET Nk BT VAT LEYR— N5 L,
* SEAL W5 5fbid o A 2 A&E 2T THRM ATRE, L7cd»> T, MHAEMAMEITIH Y A,

«IKEvl & 720 | ZREF L SA T4 7 X A4 AT IKEV2 TldRr Ay m—3 g VABETIELD
DERA, TOED, ZTNEHDNRTFTA—FZHIKEV2 a2 R—Y L THRETHZLITTESE
A,

IKEVID FS 2R TH—LEY FOETE

FIEDHE
1. enable
2. configureterminal
3. cryptoipsec transform-set transform-set-name transforml [transform?2 [transform3]]
4. mode [tunnel | transport]
5. end
6. clear cryptosa[peer {ip-address| peer-name} | sa map map-name | sa entry destination-address
protocol spi]
7. show crypto ipsec transform-set [tag transform-set-name]
Flgn 4
FIE
ARV KRFERRETI Va3 Y B#J
AT v 71 |enable FitE EXEC T— RZ AT L £
i) : T T EREFRINTZD, RNAT—REANT
Device> enable L\iﬁ—o
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ARV REEEFET7IVa Y B
R 72 |configureterminal Ja— " ERTE— REBELET,
1
Device# configure terminal
R Fw 7 3 |cryptoipsectransfor m-set transform-set-nametransforml | S5 27 4 —Atv NEEFR L. BE2{L N T2 &
[transform?2 [transform3]] Th—h a7 4 FXal—arET— RNEREL
i £,
Devife(coggég) # c_rip‘ii ipsec transform-set aesset] . transform%lﬁ(ilﬁﬁ?f‘% 51\/ ]\ U %E%j—é
esp-aes esp—-sha mac %/E/El\/l/—}l/ﬁgg?) D jﬁj’*o :ﬂ%]l/‘—/l/ﬂ:/)l/\f
¥, cryptoipsectransform-set =~ R a~
N CHLES, o, ThTF A7 4 —
Lty FOBE ] ORIZ, FFAIEND T A
T —LDMHBEDEDY XA MERLET,
R 7w 7 4 | mode[tunnel | transport] UEE) FI v A7+ —oty MCEEMNST N
15“ . t— F‘%EE L/ij‘o
Device (cfg-crypto-tran) # mode transport ¢« ZDT— FREIX, BEXLT RLRESET R
LANIPsec B°7 7 RLATHANT 74 v 7
EHICEH S, 20T XTORNTFT7 47
LR ENE S, o rT7 T4 v
T _RTCT R E—RTY) ,
AFw 75 |end e R AT —bar 7 4 ¥al— g F—
il - RZ#&T L, FHE EXEC £ — F&BIIAL £,
Device (cfg-crypto-tran) # end
AT 76 |clear cryptosa[peer {ip-address|peer-name} [samap | ({f:&) BEfFOD IPsec SA 214 E LT, ZDOHKHEL X
map-name | sa entry destination-address protocol spi] NFESATHRI L AT 4 —5 y h~DEFEREL
{5 72D LD LET,
Device# clear crypto sa qz%bfﬁﬁj [_/7‘: SA Li\ j‘<§:ﬁ%ﬁéﬂij‘o
¢ RNT A —HZIRE®TIZ clear cryptosa 2~ >
REMEHT D E, SA T —FX—ADONENE
BIIHEESINDIOT, 77747 x%=2Y
T4ty varNEEINET,
e SAT —HAR—2ADY Ty FETEEETD
21X, peer. map, E7oiTentry ¥—U— R
RELET,
R 77 | showcryptoipsectransform-set [tag transform-set-name] | (1) WEFAHAD N T L AT+ — ALty N EFT
LET,

. IPsec ZFEALIZVPNDEFX1 YT 30T XaL—>a v HAFR
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zorz I

AU RFERETIVa Y

B8

Device# show crypto ipsec transform-set

ROEE

N AT —b By FEEFRLIZD.

(V7 s<=y7 By NOER] OFNEIHRES T

VT b =y TefB T D UENH Y 9,

IKE2D SR TH—Lty FOERTE

FIEDHEZE
1. enable
2. configureterminal
3. cryptoikev2 proposal proposal-name
4. encryption transforml [transform2] ...
5. integrity transforml [transform2] ...
6. group transforml [transform?2] ...
7 end
8. show cryptoikev2 proposal

F gD ¥4

FlE

ARV RFERFTIaY

=)

A5 71 |enable FHE EXEC E— RZHMZ L E T,
i c U LT IRFRENTES, RAT—FEAN
Device> enable LET,

27 7 2 | configure terminal 7 — SR — KRB L E T,
B -
Device# configure terminal

AT 73 |cryptoikev2 proposal proposal-name TaR—YPLOL4FIEFREL, KE5IKEV2 7 12 R—
Bl - Ylrary7 4 F¥al—rarT—RERKBLET,
Device (config) # crypto ikev2 proposal proposal-1 ¢ IKEV2 RV > —Tix., 7uR—¥ L ZEHL

TaR—LAnEsRINFET,
Z 5w 7 4 |encryption transforml [transform2] ... LE) ROBEEALZATD RN T AT+ —2% 1

1

Device (config-ikev2-proposal)# encryption
aes-cbc-128

DLLEARE L £,
« AES-CBC 128 : 128 &' b AES-CBC

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



IPsec ZEALEVPNO+EF2 74 0OHE |
B xeorsozxor—r+y roms

ARV REERT O a Y E]:3)
* AES-CBC 192 : 192 &' | AES-CBC

« AES-CBC 256 : 256 &>  AES-CBC

«3DES : 168 £~ K DES (FEHESLE, AES 3#fEiE X
NTWAEE(LT A IY XATT) |

ATy 75 |integrity transforml [transform2] ... (ER) ROBBEMIATDN TV AT+ —0% 1
ol SLLEHE LE T
Device (config-ikev2-proposal)# integrity shal echa256F — U — KiZ, "Ny T7/)La Y XLt

LTSHA-2 773U 25 v b (HMAC NV
TR BEELET,

esha384*¥—U— RiX, "Ny aT7Lalyxht
LCSHA-2 773V 384 £ b (HMAC /N
TR BRELET,

eshabl2F — U — RNk, "y a7 /a3y XL
LTSHA-2 773U 512y b (HMAC /Y)Y
T ) BEELET,

eshal ¥—U—RiE, Ny a7 /L3y RXnL L
TSHA-1 HMACARU T R) ZELET,

emdsF—TU— RNk, "y aTITYXLEL
TMD5 (HMAC NY T ) #HELET,
(FEHELE, SHA-1 MR SN TV AR T

)
R T w 76 |group transforml [transform2] ... (T3%) [EITFTRE/ DH Z L —F Z A FD F 52 %
I A —bz 1 DL EREELET,
Device (config-ikev2-proposal) # group 14 «1:768 £~ ~ DH (}Hﬁ'ﬁ)

«2:1024 £  DH (FEHELE)
«5:1536 £'v F DH (FEHESE)
+14:2048 £ N DH 7 V—7%45E L 7,
+15:3072 £ h DH 7 A—7ZBEL 7T,
+16: 4096 £ k DH ZV—7ZEL £,

«19: 256 £ v b Elliptic Curve DH (ECDH) 7'
N—TEHEELET,

«20:384 > N ECDH Z V—7 %8 E LE T,

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)



| IPsec ZERLEVPNDEF1Y T4 D

KE2 D k52274 —4bty kofl |

ARV RFEEETIIa Y B8
«24:2048 £y | DH/DSA /'L —7%fE L E
7,
ATy 17 e IKEV 7aR—HF)L a7 Xzl —3 g
FT— N&& T L. FHE EXEC £— RIZTRED £9°,
Device (config-ikev2-proposal)# end
AT 7 8 |show crypto ikev2 proposal (fEE) A IKEV2 7 R—F DT A —F ZFoR

Device# show crypto ikev2 proposal

L/i‘g‘o

IKE2D FS VR TH—L Y FOFI

KOBITIE, TR —FLOREFEEZRLTOET,
ELSURITA—LBAATIZH LTI DD RS VR T —LHH S IKE2 TOKR—HF)L

Device (config)# crypto ikev2 proposal proposal-1
Device (config-ikev2-proposal) # encryption aes-cbc-128
Device (config-ikev2-proposal) # integrity shal

Device (config-ikev2-proposal)# group 14

ERSURTA—LBATIZHLTEBD FS R T+ —LHH 5 IKEv2 TAKR—HF)L

crypto ikev2 proposal proposal-2
encryption aes-cbc-128 aes-cbc-192
integrity shal sha256

group 14 15

NT7 VAT 3 —LDOMBEDEDY A MZOWTIE,  [Configuring Security for VPNs with IPsec
L TITEEN,

REM & IEERIO IKEv2 TOR—)L
EEMOTaR—F IR O L LY T,

config)# crypto ikev2 proposal proposal-1
config-ikev2-proposal)# encryption aes-cbc-128 aes-cbc-196

config-ikev2-proposal)# integrity shal sha256
config-ikev2-proposal) # group 14 16

ISEM O T R —PF IR O LB T,

Device
Device
Device

Device

Device (config) # crypto ikev2 proposal proposal-2

Device (config-ikev2-proposal)# encryption aes-cbc-196 aes-cbc-128
Device (config-ikev2-proposal) # integrity sha256 shal

Device (config-ikev2-proposal)# group 16 14

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .
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B xorz

ROEE

IPsec ZEALEVPNO+EF2 74 0OHE |

ZOTFIATH, BEMUOT VI Y XLAOFERPVEBEHLINET, BIRSINZTATY X AT
WD ERBY TT,

encryption aes-cbc-128
integrity shal
group 14

FFGv AT —b By FEERLEL, 27UV 7~y 7 vy OB OFIEIZHES T
V7N =y 7T ERERTHHLENRHY 77,

HYTrTyv Tty FOER
AET4vI 91)T bk <y TOER

FIRDEE

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)

IKE ZfEfH L CSA DM Snsd e, IPsec BT 1%, FrLWWEF=2UT 4 TV —3 3 |2
fFRHTIREELRX I T—FTEFET, 2F, ZJUV S~y PIRNTY AN R
END T VAT F—LDY AR E) ZFEETCEET,

ZDXAZIE, IKEZEH L TSAZMLT D7 VT M~y =0 b EERT D72 DICET
LEJ, IPv6 7 U 7 b~y 7= b U Z{ERT D121, cryptomap =~ > FTipve ¥— U —
REFERTHILERHY £9, IPvd 7 U 7 b~ v 7T, ipv6 ¥—7— K72 LT crypto map
avr REHLETS,

B

6=

©ENDORWN

o
N= O

BX 2 U T 4 ITRT 2EEUL, B D DIRGEITRNLHOKE ST & FERICHE 2 72 < &2k L
TWET, DT AT DREBARIZET 2 HELEFIRIZ DWW TIEL,  [NextGeneration Encryption]
(NGE) RUA h N=_—=ZZW L TI7ZEW,

enable

configureterminal

crypto map [ipv6] map-name seg-num [ipsec-isakmp]

match address access-list-id

set peer {hostname | ip-address}

crypto ipsec security-association dummy {pps rate | seconds seconds}

set transfor m-set transform-set-namel [transfor m-set-name2...transfor m-set-name6)

set security-association lifetime {seconds seconds | kilobytes kilobytes | kilobytes disable}
set security-association level per-host

set pfs[groupl|groupl4 |groupl5|groupl6 | groupl9 | group2 | group20 | group24 | group5]
end

show crypto map [interface interface | tag map-name]
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| IPsec ZERLVPNDEF21 Y71 DEE

285495 907wy Tk |

FE D
FIR
AR RFERET7TIVa Y B#Y
AFw 71 |enable FikE EXEC €— RE AL ET,
i s TRy IRRRINEH, NRAT—=REANT)
Device> enable bij—o
RTFw 72 |configureterminal 7 a— AR T — REBE L E T,
i
Device# configure terminal
ATy 73 |cryptomap [ipv6] map-name seg-num[ipsec-isakmp] | 7 J 7' k v 7 =2 R Y EAERETIZEEL, 7
- VP h~wy a7 4Xal— 3y F— R
Device (config)# crypto map static-map 1 ﬁébij—‘)
ipsec-isakmp «IPv4 7 U 7 b~ v P TlE, ipv6 F—U— 7
LCavry REHLET,
R w74 |match addressaccesslist-id WAET 782 U R MILHIE T ET,
i - DT EARVANMI, ZOZ VTR vvS
Device (config-crypto-m) # match address vpn-tunnel T hUIZHE S LT, IPsec TR#ETHVED
HDNT T 47 EIPsecEX = VT ¢ TIRE
TLHMEDIRNNT 7 v 7 2RI ET,
ATy 5 |setpeer {hostname|ip-address} UE— FIPsec 7 ZfEE LE T, AU, IPsec
i - RSN T 7 4 v 7 DERRIE L R D BT T,
Device (config-crypto-m) # set-peer 192.168.101.1 B DY FE— K BT LT, [FCA/EEA
DIRLET,
ZFwF6 |Cryptoipsec security-association dummy {ppsrate| | % I — 4r v FOAEKREAICLET, THHD
seconds seconds} K=y ME, 2V by TR SR
Bl - g NTOT7r—ITx LTERSET,
Device (config-crypto-m) # set security-association
dummy seconds 5
RFwF1 |settransform-set transform-set-namel o7V T vy 2 P THATDLFT A
[transfor m-set-name2...transfor m-set-nameg] Tx—hty hEEELET,
11 KD NT AT A —A Y NETTAFY
Device (config-crypto-m) # set transform-set aesset| FT4NE EEDTTA TV T 4 DHDE])
WZHIZELET,

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .
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IPsec ZEALEVPNO+EF2 74 0OHE |

ARV FFEREETIVa Yy

S

w8 |setsecurity-association lifetime {seconds seconds | UEE) U7~y 7 = bUDSATATH
kilobytes kilobytes | kilobytes disable} A LEEELET,
2k cFTFNETH, Z VT b vy TOSALS
Devicg (configfcrypto—@) # §et 02— LT A T EA NIHES -(Z‘\ g xT—3 g
security-association lifetime seconds 2700 ‘/éﬂ\ :ﬂ&i?%?w?‘\ﬂ/iif“é‘ifh
AT w79 |setsecurity-association level per-host (EE) FEICEHERA FOT Tl o
bl SA E YT B K O HEE LET
Device (config-crypto-m) # set security-association . ﬁfj7;f/bfk‘1§\ 15D 1IPsec [ Ny V] Zff
bevel pes-host FILC, BBRDEAR TR A b & s S %
FDRTT 4w 7 IR ETEET,
ER REOV TRy MHOBEHE DA K
DT, ZOaw RiEER L T)
RT w710 |setpfs[groupl|groupl4|groupls|groupl6|grouplo| (f£i&) IPsec/NZ D7 U F b~y F = kU OH

| group2 | group20 | group24 | group5]
1 -

Device (config-crypto-m) # set pfs groupl4

LV SA ZHR§ % & X |Z Password Forward Secrecy
(PFS) %#E KT 50, IPsec BT NHZETHE
RICPFS @ 5 KL O IZERT 2 EL £,

« 7 L—711%, 768 ¥ k Diffie-Hellman
(DH) #Bl+Z2HEELET 740 F) o
(FEHESE)

« JN—721%. 1024 ¥~  DH
LET, GEHELD) |

« Zv—751%, 1536 £ | DH
LEd.  GEER)

« Zb—7 14 1%, 2048 &' I DH @M 24EE
LET,

o« ZL—F151%, 3072 ¥ v  DH kR 12 &
[/\jz‘a’_‘o

« JV—7"161%, 4096 £~ b~ DH i+ % f57E
[_/\i‘j"o

el 2R E

el 2R E

« 7 V—7"19 1%, 256 £ > | Elliptic Curve DH
(ECDH) @l Z+E L £,

« 7 )L—7201%. 384 £  ECDH %5745
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t5Inva—ssvvoevt |

ARV FFEREETIVa Yy

E:)

o« 7 L—7241%, 2048 £ >  DH/DSA 5l 1 %
BELET,

e T 7 4LV hTiE, PFSIZERINETA, D
a< Yy R T N—TNEE SN T2 58
WX, FA—1NT 7V e LTHERAEINE
T,

A7y 71 |end IV Fh~wyFar7 4 ¥al—varE—FR%
Bl - f&T L. FkE EXEC £— FIZRE D £,
Device (config-crypto-m) # end

R 712 |show crypto map [interfaceinterface| tagmap-name] | 7 ) 7 |k ~ v 7 av 7 4 ¥al—va L EFRL

51

Device# show crypto map

iTo

SIS a—F42FDEY R

RDEE

BEORTEETIL, TNUHBDSA 232y m—a VI AT AEMNIRY £, HiL
WREEZT ITANCT 28581, BEED SA DNEFHRORE TCHELSNS X212, Zhb
D SA ZHET HHENRDY £9, L—FBERITPsec 8T 7 4 v 7 2T D551%, &
EEFIZL > CTHEBLZITHSAT—H_R—AO—WFEITE#HELET (0F0 ., FIEDZ Y
Thwv 7 By hTHLSN TS SAREITEMELET) . KEREARAEEZITOHAES,

N—BE P DIPsec N T 7 4 v 7 EBIFE A ENBE LN EEBRWNT, SAT — X X—RAE5EE
ICHELRNTLEE N,

IPsecSA % 7 U 74 5214, dearcryptosa=~ > REHEUIR/NRT A —ZEMH LTI EE,
(RTRA—B T XRTEMTDHE, SAT —FR—ANERIWEESN, 777147 8tFx=
V7 g4 By varbESNTLENET) &

28T 4y 7T M~y TEIEFIHER L5, IPsec FT7 7 4 v 7 7o —N @A 5%6A
VH—=T 2 ARV T N~y vy NEBEATAVLERHLVET, TOXATEFETTD
i, A =T A~DI VT b~ vy bOEH] 72 a 28R LTLES
v,

BALFIvI )T b <y TOERK

HAFIv 7 7V T N~y 2 MUIZEY, IPsecSA RN TEXB NT 7 4 v 7 ZHIIRT
272V NTI7VAVANEREELET, VT T4 v OT74NE ) TR TR YR
FERELRWEAT I v 7V T b~y X b L, BEENET, ¥4 FIv 27 270
TR~y 72U MNIICEOT 7 EA VA MNREENTWDE, N7 4 v 7 PEEINET,
TV~ By MZHAATFTIv I J VT R~y IR 1OLRWEE, 707
<~y 7 vy MIFR®HKIFANO N T A 73— vy NEREETAIXLENHY £7,
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IPsec ZEALEVPNO+EF2 74 0OHE |
B srsvr0udr=vTonm

TDHAATIE, SA DWENIZIKE AT A4 4 FIv7 7V T~y 7 = b ZERT
BHIDICFITLET,

B

GE) TIPv6 7 RLRF, A4 F 37 7V T h~oy 7Tl R—brShhEFA,

B

CE) X277 ST DEEIL. BRI b ORFEITESLONE SALHAN & FRRICHE A 722 < Z e L
TWET, BT AT DKEBAIZET 2 HELEFIRIZ DWW TIEL,  [NextGeneration Encryption
(NGE) HRUA b N=r"—2ZWL TIZS0,

FIEDHE
1. enable
2. configureterminal
3. crypto dynamic-map dynamic-map-name dynamic-seg-num
4. set transfor m-set transform-set-namel [transfor m-set-name2...transfor m-set-name6)
5. match address access-list-id
6. set peer {hostname | ip-address}
7 set security-association lifetime {seconds seconds | kilobytes kilobytes | kilobytes disable}
8. set pfs[groupl|groupl4|groupl5| groupl6 | groupl9 | group2| group20 | group24 | group5]
9. exit
10. exit
11.  show crypto dynamic-map [tag map-name]
12. configureterminal
13. crypto map map-name seg-numipsec-isakmp dynamic dynamic-map-name
14. exit
Flgn
FIE
ARV RFEREETO3 Y B#
RATwvF1 |enable it EXBEC E— RZHZIZ L E T,
K s T IRERINTZL, NATU—FREAS
Device> enable LZE9,
RFw 72 |configureterminal Jua— " ERE— FERRELET,
11
Device# configure terminal
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| IPsec ZERLVPNDEF21 Y71 DEE

g4+2v9 90T 2y Ik |

ARV FFEREETIVa Yy

E:)

ATv73 cryptq dynamic-map dynamic-map-name HAF I 7 VT b~y 7= MY EERL,
dynamic-seg-num JVT vy T aAr T 4 ¥al—varE— Rk
1 BtA L 9,
Device (config)# crypto dynamic-map test-map 1
AT w74 |settransform-set transform-set-namel OV SNy = NYTHATA TR
[transform-set-name2...transfor m-set-names] Tr—hty FNEEELET,
B DT AT F— ATy N TIAAY
Device (config-crypto-m) # set transform-set aesset] VA 7 J||E (%%‘@7°§/]' 7 U Va °£4 D 16 @75§%*ﬂ)
WZHIELETS, Zhid, ¥4Iy 207
h~y 7= ) THELINDIME—DRE
3T,
AFw 75 |match addressaccesslist-id EE) WEET7 27 E8A VR MDY A MNEEE-IT

1 -

Device (config-crypto-m) # match address 101

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .

UA M ERELET,

ZOTI7BAVANMI, ZOZ VT =y
T MU S LT, IPsec CTHR#ET DM EMN
DT T 47 L, IPsectXx= T 4 TR
ELRNWEN T Ty 7 BRELET,

=

G HAFIvr2UTE

SHELEL £,

< T

T EAY A RNPEESNTNDEEE, IPsec
ETICL o TSNS T —# 72— ID I3,
o7 IVFRT7EAY A SO permit AT —
MAY FOFEHNTHIVLELRH Y 7,

TR VARNBREINNTWRWES, T
NA A, IPsec ET7 DR LT —4 71—
ID %% A\NEd, 727L, 77&8A U Rk
MRESNTWTHLIEESNZTZ7EA U R
FRTFELZRW, HDAIWNIZETHLEE. 72
ARITRTONRTy NEFEELET, Ih
X, 778A VA NEEETAILEOH D A
T4 VT N~y ERBETT,

TI7EAYAMIRIT =g T TRL
Nry T4 nF ) T THEHEND T2,
anyx¥—U—Fa7 7 8AY X NCHEHT Y
AITEEDRLE T,



B srzvr0u7r=vTonm

IPsec ZEALEVPNO+EF2 74 0OHE |

ARV FFEREETIVa Yy

S

s —HT RLARAEZHRETHMLENH D £7,

LAWEE, X7y M7 VT 7% AR (
fEbR SN T) TEESND =D, BIERRE
12720, TED %A x—7 /I TEFEHA,

0 R
o

RTw 76 |setpeer {hostname|ip-address} (EE) VE—FIPsec 7 H#$EELET, VE—
Bl - b ETHREEDOHEE. TORT v T EBDIRL
Device (config-crypto-m) # set peer 192.168.101.1 ES
G HAFIvr7 70V bh~wwT o
VAN AN a= = N N =l XY
R w7 |setsecurity-association lifetime {seconds seconds | UEE) IPEXF=2V T 4 SAR RIS —T g7
kilobytes kilobytes | kilobytes disable} BLXITHEHENDS S a— )L AT EA MR
- EEZLES WWEDOZ VT P~y T = PUD
pev: . ] ty-association BE)
evice (config-crypto-m) # set security-association]
lifetime seconds 7200 @
GE)  EHTIERIEEREE T O % — DO ARk
BOTA 7 XA DEBHRICE -
£
AFw S8 |setpfs[groupl|groupl4|groupl5|groupl6|groupl9| (f£#&) IPsec/NZ D7 VT b~y F =2 b U DH

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)

| group2 | group20 | group24 | groups]
i -

Device (config-crypto-m) # set pfs groupl4d

LWSA ZFR L7-4A. PFS Z2ERk7 5 K 91T,
F 7213 IPsec BT B ZET HERICPFS N E £
HZEHEERTHIHICHEELET,

« 7 L—7 11%., 768 ¥ |k Diffie-Hellman
(DH) B+ ELET (721 0) o
(FEHESE)

« ZL—721F. 1024 ¥ | DH 20T 2 455E

LET, GEHERE) |
« V' V—751F. 1536 £ | DH #5 T2 457E
LET, GEHERD)

« ZL—714 1%, 2048 £ ~ DH BT &85
Li‘d‘o

« 7 L—7151%, 3072 £ ~ DH BT & f85E
LjETO



| IPsec ZERLVPNDEF21 Y71 DEE

s4+3vs su7rvvIons ]

ARV FFEREETIVa Yy

E:)

« F—7161%. 4096 £~ | DH#BIF % f5E
LiTO

« 7 V—19 %, 256 £ b Elliptic Curve DH
(ECDH) #hlrafEE L £7,

« 7 L—7201%. 384 £~  ECDH %53 7-% 5
ﬁ]\/jﬁﬁ—o

« JL—7"241%, 2048 & v k DH/DSA il 1%
RELET,

e 774/ NTHE, PFSIFERENEHA, 2D
o<y RCON—TRNRESINR P oT286
1. groupl T 7 v b ELTERESNET,

RAFy79 |exit 7V Fh~wyFar7 ¥al—varE—K%
R BTL. Zr—r a7 4 F¥al—vay £—
Device (config-crypto-m) # exit FICRY i‘@—o

ATy 710 |exit Ja—sLar74¥al—iar ®— FeiT
£l LET
Device (config) # exit

AT 711 |show crypto dynamic-map [tag map-name (8 #AFIv 7 707 b =y 7T o ff
Bl WaERTLET,
Device# show crypto dynamic-map

Z 5w 712 |configureterminal rua—\)ary7 X ab—3ary E®— Nefth
i LET
Device# configure terminal

R 7w 713 | cryptomap map-nameseg-numipsec-isskmp dynamic| ({£:5&) 7 V7 b vy Sy MIXAF Iy
dynamic-map-name V7 b~y 7 EBMLET,
2K VT 2T By MNOTTAH) T 4D
Device (confiqg) # crypto map static-map 1 %%ﬂf&lﬂi‘/ S U &:\ 54}#“: Y 77706’
ipsec-isakmp dynamic test-map ;E,H“E'?F%) D) — K ‘7‘)70 TRy %%ﬁﬁj—é

VEERH Y £,

RATv 14 |exit 7u =N UERE— AT LET,

1 -

Device (config)# exit
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B sorca—5090e0r

SIS a—F42FDEY K

RDEE

BEORTEEFRIL, THAUKD SA T o—3 g T AR TARNI /AR £9, #HiL
WRREEZ T ITANCT 285813, BEFEDO SA DNEEHORE CTHELIND L HIZ, Zhb
D SAZHET HHENDY £T, L—FBERITPsec 8T 7 4 v 7 2T D551, &
EEEIC L TEBEZITAHSAT—F_R—AD—HETENEELET (0F0, FTEDZ Y
Thwy T 2y NCHLESNTWD SATRITEHEELET) . KEFEAREEZIT O 5HE.

=S NE/NDIPsec b T 7 4 v 7 BB L TWAEAREZRWT, SAT—Z X—AKD T )
TEFTRLZEWNWTLTZEN,

IPsecSA % 7 U 74 5214, dearcryptosa=~ 2 REHEUIRNRT A —Z &M LTI EE,
(RTRA—=B T XRTEMETDHE, SAT —FR—ANERIWEESN, 777147 8tFx=
V7 g4y varbESNTLENET) &

VTP h=y Py FEEFITERLES., IPsec FT 7 4 v 7 7a—N@ilT 5% A % —
TxA RV~ vy F AT A20ERDHY FI, TOXAT EETTHITIL,
(Ao B =T 2 A A~DI VT v~ vy O] E7var a2 TIEEN,

FEICKLDSAZMHILTAHODV)T Ty T T M)DERK

FIEDHE

ZOFAZIE, 7V T =y 2 b B L CFE) SA ZfSL T 5720 (DFED, SAD
WESEIZ IKE 2MEH S W 58) ICEITLET, IPve 7 U7 b~y 7 MY Z{ERT 51
%, cryptomap 2~ R Tipve F¥—U— REMHT 20BN H Y £3, IPvd 27 ) T h~vv 7
TlX, ipv6 ¥—U— K72 L Ccoryptomap =2~ > R&HHL £,

enable

configureterminal

crypto map [ipv6] map-name seg-num [ipsec-manual |
match address access-list-id

set peer {hostname | ip-address}

set transfor m-set transform-set-name
WONWTINEFEITLET,

* set session-key inbound ah spi hex-key-string
* st session-key outbound ah spi hex-key-string
8 ROWTHNNEFRITLET,

* set session-key inbound esp spi cipher hex-key-string [authenticator hex-key-string]
* set session-key outbound esp spi cipher hex-key-string [authenticator hex-key-string]

NoOOABN~

9. exit
10. exit
11.  show crypto map [interface interface | tag map-name]
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| IPsec ZERLVPNDEF21 Y71 DEE

FHIcLBSAERITEEODI U TRy T T buakR

FED FH 4
g
ARV EEEET7Ia Y B
RATwvF1 |enable FiME EXEC E— REAMICLET,
K s TuU T IRFRENT L, NAT— RE AT
Device> enable LET,
R w 2 |configureterminal 7 a— AR T — REBE L E T,
&1
Device# configure terminal
AT w73 |cryptomap [ipv6] map-name seg-num [ipsec-manual] | fEp £ 72 13EH 357 ) 7k ~v 7 =2 kU 4R
Bl - ELT, 7V b~y a7 ¥al—vay
Device (config)# crypto map mymap 10 ipsec-manual] T }\%E‘\ﬁﬁébiﬁ—o
«IPv4 7 V7 h~ v 7 TlE, ipv6 ¥ —V— K72
L Coeryptomap 2~ > REMHEHLFT,
AT 74 |match address access-list-id OV T hwy X MU LT, IPsec T
%l - Ri#ETDHNT 7 v L, IPsec TRR#ELRWFT
Device (config-crypto-m) # match address 102 A 7 %ﬂ%ﬁﬁ—é IPsec 7”7 £ A U A ]\ &:Z' HIJ%
CUESE
*IKE #ffFH L2V GHE. 727 8A U X M
permit = h U & 1 DR ETE £,
ATw S5 |setpeer {hostname|ip-address} UE— hIPsec 7 ZHHE L ET, ZAUE, IPsec
Bl - RSN ET 7 4 v 7 DEREFE L2287 TF
Device (config-crypto-m) # set peer 10.0.0.5 CIKEZFH LAAWEES, BT 2129751 ET
TET,
ZFw 76 |settransform-set transform-set-name HEHT D NI AT7 =Ly FERELET,
B : cZHUE. VE—RETOMMET S22 U T hvy
Device (config-crypto-m)# set transform-set P NI THEELEN I VAT —0 Y
someset FERIUTHDLMERDHY £7,
GE) IKE#ZFEHLRWESE, N7
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IPsec ZEALEVPNO+EF2 74 0OHE |

ARV FFEREETIVa Yy

S

ATF9TT | ROWTNIEFETLET, eSS b7 A7 44— &y MZAH 72 b
* set session-key inbound ah spi hex-key-string TBEENTNDHE, RS ROARE LU
- set session-key outbound ah spi hexkey-string |15 M7 7 1 Y7 9% AH 'Izﬁ\'r; VT4 3T
. A—H AT v A (SPI) BLOF—&%ELE
El . _,9)«
Device (config-crypto-m) # set session-key inbound| B _
ah 256 98765432109876549876543210987654 RETHNT T4y 7T HAHEF 2 Y
Bl - T4 Ty a rEFETEELET,
Device (config-crypto-m) # set session-key outbound|
ah 256 fedcbafedcbafedcfedcbafedcbafedc
ATY T8 |[ROVWTNIEFEITLET, fBESNIZ T A7+ —25 &y MZESP 71 |
« st session-key inbound &sp <pi ciphes SBREENTOSEE, RERHROFES LU%
hex-key-string [authenticator hex-key-string] BrI7 70w 7IZH#HATD Encapsulating Security
« set session-key outbound esp spi cipher Payload (ESP) X = VT 4 SNTA—H LTy
hex-key-string [authenticator hex-key-string] 7 A (SPI) BLOF—ZHELET,
i EJiale
Device (config-crypto-m) # set session-key inbound| = - - - =] > ~
esp 256 cipher 0123456789012345 b 71;( TA =LY T EEP HEE{EZH/: VA
LAWEENTVDHEIE, Bex—2HEE L7,
K NF Y RT 4 —D0 ey N ESP AT LY X
Device (config-crypto-m) # set session-key outbound ﬁ)’é?ihfb\éi}%éﬂi %ﬁ%ﬁﬂ?—%?ﬁﬁé Lij—
esp 256 cipher abcdefabcdefabcd A °
ARET DT T 4 v T H ESP X 2
V7 7Y vrm—yarikPETHRELET,
RTvFS9 |exit 7V T b~y Far7 4 Xal—varyE—F%
- “TL, Za— b ar7 4 Xalb—vay £
Device (config-crypto-m) # exit FIZRY £
ATv710 |exit Jua—sLar7 4 F¥al—var ET—RERT
11 LET
Device (config) # exit
XTF v 711 |show crypto map [interfaceinterface|tagmap-name] | 7 V /' F ~v 7 a7 4 Xal— g EF 5L

1 -

Device# show crypto map

i‘j—o

SOV a—T40TDEV

FH)THENL S7- SA DA

KR HINT D0 SA ZIHEL, BAEHET 2 LEZ2XH

D Ed, IPsecSA %27 U T3 5IZ1%, clear cryptosa 2~ > R L@ /T A—X &fH LT

<TEEvy,

(RIA=ZHFTXTHIET DL, SAT—FRX—ABEKN I VT SN, 77T 4

ThtXa VT byvarbZ )V T7ENTLENET) |
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| IPsec ZERLVPNDEF21 Y71 DEE
zorz I

ROEZE
VT h=y Py FEEFITIER LS., IPsec FT 7 4 v 7 7a—NlilT 5% 14 % —
Tx2A A VT~ vy hedEHTALERLY T, ZOXRTEZETTHITIE.
(M A =T 2 A A~DI VT <7 vy bOw@EHAl £73 3 025 LTLEEN,

AVEB—DT A R~NDY YTy T £y FOEA

JVF R~y 7y MI IPsec N7 7 4 v 7 BBIRTHEA L H—T7 =4 ATHEHT D08
BHVET, AV F—Tx2A AV T N~y vy bEEATDHE, T34 AR LT,
NF 7490 %I )T h~y T THRETHRDVIZ, A F—T 2 ADNT T 47 %I
Th=y 7y MHLUTEHMEL, Bt Emidtda )T 7Yy — gy xdvo—
VarhiclEESNIERY =T Xy IR EnE T,

A H—=TxA AT VTN <T@ 5I20F, ROEEEFEITLET,

FIEDHE
1. enable
2. configureterminal
3. interface type/number
4. crypto map map-name
5. exit
6. crypto map map-name local-address interface-id
7. exit
8. show crypto map [ interface interface]
FIE D
FIE
ARV KRFERRETY V3 Y BH#Y
AT 71 |enable b EXEC E— REHIC L ET,
i s TR U ERFRREINTZL, NAY—RKEAT)
Device> enable LET,
R T w 72 |configureterminal Ja— N\ E— &G L ET,
f
Device# configure terminal
R T 7 3| interface type/number AVE—T A AEBFREL, AV F =Tz AT
i - T4 X2l —YarT— REREBLET,
Device (config) # interface FastEthernet 0/0
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. IPsec VPN 0% 7 {51

IPsec ZEALEVPNO+EF2 74 0OHE |

ARV RFEREET7TOVa Y BHY

Z 7 7 4 | crypto map map-name A B =T 2 ALK LTI YT R vy T Ly b
i AL ET,
Device (config-if)# crypto map mymap

AT 75 |exit A B =Tz A AT fFal—aryET—F
Bl - ERETL, Zm—rbar 74 Fal—varE—
Device (config-if)# exit FIZRY i‘a—o

X 76 | crypto map map-name local-addr ess interface-id LE) WEA VA —T A ARFE L —HL T A
1 - FUFAT A4 EMALT, L2 YT b~y 7ok
Device (config) # crypto map mymap local-address %?7?%’5<I ObCIJzijro
loopback0

AT v 7| exit (EE) Z/a— L avr7 4 Xalb—v gy T—
i) : RZfTLET,
Device (config) # exit

R 7 8 |show crypto map [ interface interface] EE) 7V b~y T a7 F¥al—vay
15“ : %%%Lij«o
Device# show crypto map

IPsec VPN ) % 7E 3

Bl : AESR—XDRAEAT A VIBEITY TDERTE

ZOBNE, AZT 4w 7T vy T aiREL,

ARLTWET,

crypto isakmp policy 10
encryption aes 256
authentication pre-share
group 14
lifetime 180

Mofb 7 & LT AES #E&RT 2 k%

crypto isakmp key ciscol23 address 10.0.110.1

crypto ipsec transform-set aesset esp-aes 256 esp-sha-hmac

mode transport

|

crypto map aesmap 10 ipsec-isakmp
set peer 10.0.110.1

set transform-set aesset

match address 120

|

|

|
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| IPsec ZERLEVPNDEF1Y T4 D
IPsec ZEMA LI VPN D+ 5+ DREICET sEm0U 77 Loz |

voice call carrier capacity active
|
!
mta receive maximum-recipients 0
|
!
interface FastEthernet0/0
ip address 10.0.110.2 255.255.255.0
ip nat outside
no ip route-cache
no ip mroute-cache
duplex auto
speed auto
crypto map aesmap
|
interface Serial0/0
no ip address
shutdown
|
interface FastEthernet0/1
ip address 10.0.110.1 255.255.255.0
ip nat inside
no ip route-cache
no ip mroute-cache
duplex auto
speed auto
|
ip nat inside source list 110 interface FastEthernet0/0 overload
ip classless
ip route 0.0.0.0 0.0.0.0 10.5.1.1
ip route 10.0.110.0 255.255.255.0 FastEthernet0/0
ip route 172.18.124.0 255.255.255.0 10.5.1.1
ip route 172.18.125.3 255.255.255.255 10.5.1.1
ip http server
|
!
access-list 110 deny ip 10.0.110.0 0.0.0.255 10.0.110.0 0.0.0.255
access-list 110 permit ip 10.0.110.0 0.0.0.255 any
access-list 120 permit ip 10.0.110.0 0.0.0.255 10.0.110.0 0.0.0.255
|

IPsec ZFALVPNOEX1!) T4 DEFEIZET 518
mony)IJrLR

BEIEH I=aT7ILEA ML
CiscoIOS 2w K [Cisco I0S Master Commands List, All Releases.]
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B orseczRLEVPNOEE2 YT OREICET 2EMOY 77 LR

IPsec ZEALEVPNO+EF2 74 0OHE |

HEEE

X=-aF7ILEA ML

IKE, IPsec, BELUPKIDa 7 4 F =
L—ygyavw N

» [Cisco IOS Security Command Reference
Commands A to CJ

+ [Cisco IOS Security Command Reference
Commands D to L]

+ [Cisco IOS Security Command Reference
Commands M to R

+ [Cisco I0S Security Command Reference
Commands S to ZJ

IKE 3%

[ Configuring Internet Key Exchangefor |Psec VPNs)

Suite-B SHA-2 7 7 = UV (HMAC XU 7~
k) L O Elliptic Curve (EC) F— X7
DFRTE

l'Configuring Internet Key Exchangefor |Psec VPNs)

Suite-B ST LI XL ZATD KT
VAT F—ALDRTE

[Configuring Internet Key Exchange Version 2
(IKEV2) )

IKEv2 H @ Suite-B @ Elliptic Curve Digital
Signature Algorithm (ECDSA) signature
(ECDSA-sig) 7Rk 5D E

lConfiguring Internet Key Exchange Version 2
(IKEV2) ]

IPsec SA * F T —3 3 T Suite-B O
Elliptic Curve Diffie-Hellman (ECDH) ™+
A—F

« [Configuring Internet Key Exchange for |Psec
VPNs|

» [Configuring Internet Key Exchange Version 2
(IKEv2) and FlexVPN Site-to-Site|

PKI DFFAERGED 729 @ Suite-B 7R —
k

[PKI OFEAER GO E

HIEI N7 v ) X4

['Next Generation Encryption]]

R

*5_5
71~

#

24 bV

73
L
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html

| IPsec ZERLEVPNDEF1Y T4 D

IPsec ZEMA LI VPN D+ 5+ DREICET sEm0U 77 Loz |

MIB®D'>Y

* CISCO-IPSEC-FLOW-MONITOR-
MIB IESS
* CISCO-IPSEC-MIB

* CISCO-IPSEC-POLICY-MAP-MIB

WL Ty 74 —2A, CiscolOS V7 b =7 U

v ru— KT 5541%,. KO URL IZH D Cisco MIB
Locator ZfiH L ¥ 7,

http://www.cisco.com/go/mibs

BIO74—F vy hOMIB ZHELTH

RFC

RFC 24 bL

RFC 2401

[Security Architecture for the Internet Protocol J

RFC 2402 | [P Authentication Header]

RFC 2403

[ The Use of HMAC-MD5-96 within ESP and AH.J

RFC2404

[ The Use of HMAC-SHA-1-96 within ESP and AH.

RFC 2405

[ The ESP DES-CBC Cipher Algorithm With Explicit 1V

RFC 2406

['IP Encapsulating Security Payload (ESP) ]

RFC2407

[ The Internet |P Security Domain of Interpretation for ISAKMPJ

RFC 2408

['Internet Security Association and Key Management Protocol (ISAKMP) ]

FTOZAIL YR—F

AEA

Vs

EHEDURLIZT Z7EALT, YRAIabD7 I =7
N R—=FERERBIEHALTLL SN, =
oY V=L, V7 2T A VA R—
AMLTHRELZY, Y 2apflies s /o
C—IZBAT A HEANI A R LT T 572
WIHEHL TS ZE, 2D WebH A K D
V=T 7B AT AL, Ciscocom D/
A IDBLOSAT — RBRLECT,

http://www.cisco.com/cisco/web/support/index.html
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IPsec ZEALEVPNO+EF2 74 0OHE |
B opsec 2ERLE VPN OEF 2 U T OREICEIT DA

IPsec ZEAL=VPNDEX 1) T« DREICET 51

Ab,‘i

REH ¥R
ROEIZ, ZOFTY 22—V TR LIAEREICET DY ) —AHiEZ R LET, ZoRIE, V7
F7=7 VU= M A U TEEREOT R — MR EAINTZLEDY T y=T VY —R7
FEZRLTWET, ZORREIZ, R BR0RY . ThUBEO @D Y 7 vy =7 VU —
ATHYR—bFEINET,
TTy N7 =LY A= BIOV R YT U =T A A=V OHFR— MIBET HHERE B
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 2|2
I%. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT A7 2 MIMLEDH D FH A,

& 2:IPsec VPN Dt ¥ 1 ') T 4 FREICBI T 2 HEEFR

HaE

iy

VPR HEEEER
o7 )
IJ—Z

Advanced Encryption COBEREIC L V0 . BT LW S{EERS AES 1T B AR — RN
Standard IS HUET, AES |Z. DES O7%fkE L CRI% S 417 IPsec
BIOKEDT T AN — T URATH— LT,

ZOBREIC LY, koa~wr RBRETE I E L7z, crypto
ipsectransform-set, encryption (IKE policy). show cryptoipsec
transform-set, show crypto isakmp policy,

I0SY 7 hU =T Suite-B (1%, IKE & IPSec T3 572D HALT /v Y
5T Suite-B DY RLD4ODA—Y f L F—T oA A A —FDYPKR—k
A—h PEMENTWET, ZIULRFC4869 (it SN TWET,
KAAL— NI, BRA{LT LTI XA, FUOXNLBLT LI
AL, F—EBBETNIY AL Ny vaFli@FAybE—UH
AV ARNTALITY ZATHERENTOET,

Z OFEREIZ LV | cryptoipsectransform-set =< > KAV X
nE L,

2

GE) GetVPN I 5~ v 7%, IOSXE16.9.1 IBEDR— R F ¥ x L A o F—T =2 A ATHR—FEh
“Cl/\iﬁ‘o
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| IPsec ZERLVPNDEF21 Y71 DEE

2

el
A

S

z% I

anti-replay : EHF VD HELENGBH ZRET L7201, HVWry NERIFEET L v
MR TEL22x2 YT 4 —E A, IPSec (F, T—HFBikL v —r v AFFEMAEGDE
THERTAHZLICEY, ZOoF gy —EREHE LU FET, Cisco I0S XE IPsec 1Z. FH)
THENL I N7-SA (IKE TliE/a< . REIZE » THEL S NT=SA) ZFRWTC, T —F ik —tE
AL FATTHEXTIMNT O — A ZBEE L 9,

data authentication : 7 — % OEAEMI L ORIZTOMEE, T — #3R3EI%. BEMIZIT 2 B
THHEE L BEMLRIEOR T O S E BRI DHENH Y 9 (7171 . T — X B TR
FEET — X OEEVEIIRTFELET) &

dataconfidentiality : f&i# SN 7=7 — ¥ BF = FHITmARO N WL IIZT 58X T 4 ¥ —
v,

dataflow : E{E7ET KL AEE~A2, J8ET FLAZE~AZ, IPR7 B a7 4 —

VR, BELTBIUSELER— FOMAEDLRIC LI TSN 774w 7 DEEY, T

]\ :1/1/74*‘/1/ FEBLOR— 74— RIZ 1% any DOENE I ET, IPSec {fi#lIF—% 7
W & ET,

IKE : Internet Key Exchange (f > ¥ —F% v b $—x 7 XAF = V) , IKEIZ, £HEX=2Y
TA R =%, F—E2MELTHY—E R (IPSec/e &) DF— %\fmupﬁbiﬁ” IPSec
N7 T4y pNEET HANS, F—F TrAT Ur = BLOKRAMIZOET D ID
ERGET D MENH D £77, 7Cﬁ“L L, FRFEA X —Z WA A MZTFEITANT 50, CAY—
EAEEHLET,

IPsec : IP Security (IPEX =2 U7 1) . ZIMET R TOT —Z OB, AN, B OWE
BT 24 —7 0 A F U — ROBMATT, IPSecid, ZDOLHREFa T 4 P—EX
ZIP LA P CHRMLET, IPSeciIIKEZFHEHAL T, Yu harl7ra ) AR o—
varvEku—RN R Y =TSV TALE L, IPSec T S A8 5% — LR — 2 K
LE7, IPSec TiE, —xfDOARR M, —ftotF2VF 4 F— v =AM, £-3—%0t
X2 U7 g F— F?:%&Tx%@ﬁfloHL@T ¥ 7u—rE#ECTxET,

peer : ZZCTHHT S TE7 ) LIE, IPsec IZBMNT D —F 72X ZOMOT A AT,

PFS : Perfect Forward Secrecy, Z#UiE, & H S5 A MEEICBES 55 R#E T, PFS
%ﬁ%?ék\lowﬁ%ﬁﬁﬁbhf% ZHNLBEO X —IXFTOF —ORA T L IRE S
eWTed, BB X OLBEO X —IZITEE L EE A,

SA : Security Association (EX = VU7 4 7Y xZ—vay) , 220U EOZ T 0T 43, K
EDT—F 70— IBWTERILEET 70, BEOEXF=2VT 0 7r hat (AHER
IXESP) LPIHEL CTEXa VT 4 —ERZMEHT L2 HELTRERLES, N T 740 v 7 &R
THHOI, NT A TH— L EIERET—PMERI SN ET,

SPI : Security Parameter Index (EF¥ = U7 4 NTFGA—=F LT v 7 R) . T, s85E1P T
RLZBLOEX=2U T 4 7r haLZillagbE T, FED SA 2 —EIZHAIT 2%F 5T
F. IKE ZfiH L72aWgE, SPLIE, FEITH X271 7Y vz —va VITHEShE

ﬁ—o
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IPsec ZEALEVPNO+EF2 74 0OHE |

transform : & —Z @ik, T —AZEE, BIOT —ZEMiE ERT L0 —Z 70 —T
EITEINANEBEOY A, 72 z21E. NI AT+ —A121F. HMACMDS FIEE7 LI Y X A

AT HESP r b, 56 By N DESKS SR T VITY XLEFEHT 5 AH a2 hajn
BIXOHMAC-SHAGRGET VT U X L% HHT B ESP 7Fr bari End v £,

tunne : T2 THEHTA TR LT 292008 7TR QEOL—F72E) OFEREEN
ATY, hrg/bE— R TIPsec ZFEHTHZ L TITIHY A,
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IPSec R RIL A RA—T (AR

IPsec AR F o ) f X —T = A A (VTI) TiX, IPsec h>o RNEKTTH2DDONL—T 4
VITRREIRA VA =T 2 A A XA T AR Ry NT—T BT DDA b
MOR#EZ ERT LR FEN RSN ET, Psec VITIZE ST, VE— K VU7 Z4R5#

T 572 DDPsec DR ENEFL S, /LT F X X MR R—FEh, EHICEF, *y hT—
JEBBLIOR— R AT UV AR ER T D X012y £,

2

CE) &%= U7 ST 2FBUL, BRI b ORISR SALHAN & FRRICHE 2 722 < b L
TWET, VAaOREBSALIZEET 2 R OHEREFEIHOFEMIL,  [Next Generation Encryption ]
(NGE) U A h_—="—=2ZM L TIZS0,

o HEREIE T OMERE (39 ~—2)

e IPsec KAR R RV A U X —T = A ADHIFIFIHE (40 2—7)

e IPsec RAE R %)L A B —T = A AT HER (41 =—3)

eIPsec AL bRV A L B —T = A4 ZADORETE (47 2—)

e IPsec [RAE R RV A L B —T = A ZADFRERF] (65 ~<—)

sIPsec A o RV A U X —T = A4 AT HEBIMOY 77 LA (83 %—2)
« IPsec AR b > Fob A v X —T = A ZIZBT DHERERH (84 ~=X—)

AR E R

THEAOY 7 hy =27 VI —ATIE, ZOEFEY2— L THIAINDTXTOWENRYFR— KX
NTND LR XA, HFTOEBEERFHE X OEEIZOWTIL,  [Bug Search Tool) 3 X
CHHOTT b7 A —LBLOYY T 2T VU —ZADY V=R )= ESRLTLIES
WV, ZOEY 2 —/L Tl SN OHRBICET 2 E R, BLOBEEN P R— sl U —=
D—REIZHOWTIE, WREFHROKRLZRL TIZE N,

T7y b7 A —ADYR— I BLIOV AT YT Y =T A A=V OV R— MIBET 2R E B
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WMOZX L T T HAEV AT LOF S, FHOH
BHIZ 1 ~ 65535 CT9,
ZOBITIE, ZOFIEDRIDN—Z 1T 165510]
LTSN ET,
R T 72 | neighbor ip-addressremote-as ip-address : B —HZ D b RNA B —T = A A
autonomous-system-number DIPT KLA,
i - autonomous-system-number : 2 & H D/L— X D )—H
Device (config-router) # neighbor 10.1.1.2 remote-as AR5 E @f/zﬁi N @%‘é%o %‘é%@%ﬁ&i 1~
eoott 65535 T,
AT 73 | network network-ip-address mask subnet-mask network-ip-address : BGP T7 K/3% f &5 3 v
Bl - RU—=JDIPT FLA, Tol2E =Ty
Device (config-router)# network 2.2.2.0 mask A =T =24 ADIP T FLA "G—a—"
295:295.295.0 subnet-mask : BGP T F/3% f ZENHFy hT—
JDY TRy hw AT,
G¥) BGP %y hU—7 2~ F® netwo
T RNREAXEIND LD, v—F
HUENBH D 9, ZAUL, networ
N—=F25| 2T, A F—TxA
OSPF & I3# 720 £,
AT w74 |exit N—R a7 4 Fal—aryET—ReKTLE
fA R
Device (config-router)# exit
RTYT52FBDON—FTROa~vy REAHLET,
Z v = 6 | router bgp autonomous-system-number N—H AT fFalb— g F— RERBLT,
i - BGP V—7 v 7 T ut ZAEER L £T,
Device (config) # router bgp 65511 autonomous-system-number : > BGP /L— X 2%}
HN—HEREL, FRFZESNDILV—T 0 71E
WMOEX L T T HAMEV AT AOES, i O
FHIX 1 ~ 65535 T,
ZOBITIE, ZOFIED2FKE DL—2 1T 165511
LTSN ET,

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)
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F4F2 v PsecmB oL Ao8—T711208E [

AU RFERETIVa Y

B8

A 77 |neighbor ip-address remote-as ip-address : B — 2 D b FRIA U H—T = A A
autonomous-system-number DIPT KLA,
1 -
Device (config-router) # neighbor 10.1.1.1 remote-as
65510
AT 7 8 | network network-ip-address mask subnet-mask network-ip-address : BGP T7 K% 4 XEN5H R v

1

Device (config-router)# network 1.1.1.0 mask
255.255.255.0

NT—ZDIPT RLRA, &z, v—F Ny
H B =T 2 ZADIPT L AT,

subnet-mask : BGP T7 RAX 4 XE&NBFy hU—
TDYV TRy h~wR T,

B

GE)

EfERRry NU—J P T KL A

BAFZITvIIPsecREFRILAA—T 4 ADETE

FIRDHE
1. enable
2. configure terminal
3. crypto ipsec profile profile-name
4. set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-nameg]
5. exit
6. interface virtual-template number typetunnel
7 tunnel mode ipsec ipv4
8. tunnel protection | Psec profile profile-name
9. exit
10. cryptoisakamp profile profile-name
11. match identity addressip-address mask
12. virtual template template-number
13. end
FIED %
FIE
AU RFERIETIVa Y EL:Y
RATFw 71 |enable FitE EXEC £— REAC L ET,
i

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .
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IPSec fR#8 koL A v8—T 4R |

ARV FFEREETIVa Yy

S

Device> enable

s T T ERFIRESND, NAT—REAT]
LjETo

RFw 72 |configureterminal Jua— " WERE— FEBRELET,
1 -
Device# configure terminal
R 73 |cryptoipsecprofile profile-name 2 DD IPsec 7 /3A AR D IPsec B SLIZfiH &
Bl - % IPsec /N7 A — X &FEFKL T, IPsec 72774
N N NN N N R N
Device (config)# crypto ipsec profile PROF AT 4 Falb—va s T R %Eﬁﬁp Liﬁ—o
AT w74 |settransform-set transform-set-name 7V 7 b=y 7 MU THEMARERFT R
[transfor m-set-name2...transfor m-set-nameg] Tr—hty NEEELET,
i
Device (ipsec-profile)# set transform-set tset
ATy S5 |exit IPsec 777 A/ ary7 4 F¥alb—arE—R
- ERTLTC, Zu—Lary74¥al—v gy
— K Ly
Device (ipsec-profile) # exit T FERS Ljﬁ'@ﬂo
R w 76 |interfacevirtual-template number typetunnel BART T L—hF RNV A B =T = A%E
R #ZlL,. AV HF Tz AT 4 Falb—Tar
N Ly
Device (config) # interface virtual-template 2 type t b %f%ﬁﬁu L/jfifo
tunnel
ZFw 77 |tunnel modeipsecipv4 ML DE— REEXELET,
1 -
Device (config-if)# tunnel mode ipsec ipv4
AT w78 |tunne protection | Psec profile profile-name hoxn A B —TxA A% IPsec 717 7 A LT
15“ . Eg@{d‘aj’iﬁ—o
Device (config-if)# tunnel protection ipsec
profile PROF
ATy 79 |exit A B =Tz A AT 4 Fal—ay ET—R
Bl - ERTLET,
Device (config-if)# exit
A7 710 |cryptoisakamp profile profile-name 8T > 7 L— M &5 ISAKAMP 7' 12 7 7

1 -

Device (config)# crypto isakamp profile profilel

ANEERLET,

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)
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ARV RFEREFTIVaY E:)
w711 | match identity address ip-address mask ISAKMP 72 7 7 A A0 ID Z#BA LT,
- isakmp-profile 2> 7 4 ¥ = L —3 3 > E— K& B
mLET,

Device (conf-isa-prof)# match identity address
10.1.1.0 255.255.255.0

R 7w 712 |virtual template template-number ISAKAMP 7' &2 7 7 A MIZT H# v F ST T v
£l - FL—brEfRELET,
Device (config)# virtual-template 1

ATv 713 |end Ju—srUL Ay 7 4 X¥al— gy B— REKT
B - L. %M EXEC E— F&Blia L £7

Device (config) # end

IKEV1 ZERALEF AT I v I9OREBF O RILAE—TTARADTIL
F SA Y R— FDETE

B

GE) X2V 7 1T 2EBUL. BED D OREIESL O SAbE & FERICHE 2 M7 <2k L
TWET, B DT A DB 5UICBE T 2 HEREFEIHIZ OV \’Cﬂi ['Next Generation Encryption,]
(NGE) KT A k N=/—=2ZML T IZE,

FIRDEE

enable

configureterminal

ip vrf vrf-name

rd route-distinguisher

exit

crypto keyring keyring-name
pre-shared-key address key key
exit

cryptoisakmp profile profile-name
10. Kkeyring keyring-name

11.  match identity address mask

12. virtual-template template-number

©ENDGHWN

13. exit
14. cryptoipsec transform-set transform-set-name transforml [transform2] [transform3]
15. exit

16. cryptoipsec profile name
17.  set security-policy limit maximum-limit
18. set transfor m-set transform-set-name [transform-set-name2 .... transform-set-nameg]

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .
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B e 28RS F SV OB RN A28 —T T RDOTLTF SAHHR— FORE

19. exit

20. interfacevirtual-template number type tunnel

21. ip vrf forwarding vrf-name
22. ip unnumbered type number
23. tunnel modeipsecipv4

24. tunne protection profileipsec profile-name

25. end
FIED ¥
FlE

ATV RFERETI 3y B#Y

RATvF1 |enable FrHE EXEC E— FE2 AL £,
i -
Device> enable

A5 w 2 |configureterminal JTa— ) a7 4 X2 lb—3ay B— NEELG
i - LET
Device# configure terminal

RFwv 73 |ipvrf vrf-name VRFA Vv AX U A%FEHRL, VREI LT ¥ a2 lL—
. vayE— RERhLET,
Device (config)# ip vrf VRF-100-1

RFw 74 |rd route-distinguisher VRF D)V —F 4 7 F—T ) L EEET— T L5 E
{;“ . E‘Zbij«o
Device (config-vrf)# rd 100:21

AT 5 |exit VRF 2> 7 4FXal— a3y B— REKLETLT,
B - Jua—sLar7 4 Xal—vay T— etk
Device (config-vrf) # exit LET.

RTwv 76 |cryptokeyring keyring-name Wesx—V o 7x2EHRL, =V o7 a7 ¥
B - Lb—vary e—FEmLET,
Device (config) # crypto keyring cisco-100-1

AT w71 |preshared-key addresskey key AV B =Ry ¥— 27 2F =Y (KE) Wi
Bl - T B BRI — 2R L E T
Device (config-keyring) # pre-shared-key address
10.1.1.1 key cisco-100-1

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)
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ARV EEEET7Ia Y B

ATy S8 |exit X—Vo 2V ar74Xal—aryE— REKT
- LT, Zr—bary7 s ¥alb—vary E—R
Device (config-keyring) # exit %fsﬁﬁél/jiifo

&AL crypto isakmp profile profile-name ISAKMP 72 7 7 A VA2 EFK L. ISAKMP =27 ¢
i - Fal—varyE—FaMBLET,

Device (config)# crypto isakmp profile
cisco-isakmp-profile-100-1

AT w710 |keyring keyring-name ISAKMP E— R CH—U U 7 EHELET,
i -
Device (conf-isa-prof)# keyring cisco-100-1

AT 711 | match identity address mask ISAKMP 7127 7 A Linb D ID #RAE L ET,
£

Device (conf-isa-prof)# match identity address
10.1.1.0 255.255.255.0

w712 |virtual-template template-number REBT 7R LB —T A ZAOERNAEA XN
B - BT T L= P EERELET,
Device (conf-isa-prof)# virtual-template 101

A7y 13 |exit ISAKMP 7B 7 7 A )L a7 4 Fal—a Yy
Bl - F—FREKRTLT, ZFm— a7 4¥alb—

Yar E— REBBLET,

Device (conf-isa-prof)# exit

AT w714 |cryptoipsectransform-set transform-set-name NS R T —A Ty NEEHEL, BBERFT R
transforml [transform2] [transform3] Tg—h AT 4 X2 L— gy B RERIEL
i £

Device (config)# crypto ipsec transform-set cisco
esp-aes esp-sha-hmac

AT v T 15 |exit JIUT N NTFU AT —A a7 4 Fal— 3
4 - VE—RERTLTC, Fe—rar g 4 Xa lb—

var E®—RFERMBLET,

Device (conf-crypto-trans)# exit

7w 716 |cryptoipsec profile name 2 O®D IPsec T /34 A[D IPsec B LI H &
Bl - % IPsec NT A—H ZEFKRL T, IPsec 707 7 A
a7 4 Fal—ary ET— REBBLET,

Device (config)# crypto ipsec profile
cisco-ipsec-profile-101

R w717 |set security-policy limit maximum-limit AT IR A B —T A AT LITVERRRIRER
Bl 70— LREERLET,
Device (ipsec-profile) # set security-policy limit
3

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .
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ARV FFEREETIVa Yy

S

AT w718 |set transform-set transform-set-name sV T r~wyF P THEHEND P T A
[transform-set-name2 .... transfor m-set-name6] Tx—hty FEEELET,
1
Device (ipsec-profile)# set transform-set cisco

RATwv 719 |exit IPsec 7077 A)ar7 4F¥al—zrET—R
i - ERTLT, =k ar7 s Fal—vay

— K L

Device (ipsec-profile) # exit T B %fﬁﬁﬁnl/Efﬁfo

R w720 |interfacevirtual-template number type tunnel AR —T oA ARBEARRMET 7L —
Bl - A G =T 2 A AL, A F =T =2Af A 2

N N 2 N I Ly

Device (config)# interface virtual-template 101 74X mYa T B %E“ﬁﬁn Liﬁ_o
type tunnel

A7 w721 |ipvrfforwarding vrf-name VRFA VAL A LT T L— b f v Z—T =
Bl o A% BRI E T
Device (config-if)# ip vrf forwarding VRF-100-1

AT 722 |ipunnumbered type number BIREYZRIP T RL A% A L H—T = A ZIZHID Y
Bl - THEA v F—T = A A LD P LFHE A FK—T )L
Device (config-if)# ip unnumbered GigabitEthernet &:I/Eiﬁfo

0.0

R w723 |tunnel modeipsecipv4 Mo xhOFE—REEELET,
1
Device (config-if)# tunnel mode ipsec ipv4

R w724 |tunnel protection profileipsec profile-name oA B —TxA A%&IPsec 72 7 7 A JLIT
i - S
Device (config-if)# tunnel protection ipsec
profile PROF

RTwv 725 |end Ao B —=Tx2fAaAr T 4Fal—ar T—FR
Bl - ZHET L. F#ME EXEC £— FIZRY £,

Device (config-if)# end

SVTI IZx{9 % IPsec ;EEE— FDOYHR— FDEE

FIRDEE

1. enable
configureterminal
3. crypto | Psec profile profile-name

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)
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4,

5. exit

6. interface type number

7 ip address address mask

8. WONWTNNEFATLET,

SVTI (237 % IPsec B& E— R H— roiE [

set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-nameg]

« tunnel mode ipsec ipv4 v6-overlay
* tunnel mode ipsec ipv6 v4-overlay

9. tunnel source interface-type interface-type

10. tunnel destination ip-address

11.  tunnel protection | Psec profile profile-name

12. end
FIED FHE
FE
aAv Y RERIFTIVa Y By
RTwvF1 |enable Kt EXEC E— R&2 A LET,
i - e U IBRERRINTEH, NAU—REAN
LiTO
Device> enable
R wF2 |configureterminal Ja— U — RE2BE L E9,
51
Device# configure terminal
X5 wF3 |cryptolPsec profile profile-name 2 5D IPsec 7 /3 AR D IPsec W ALICHEH S AU
Bl - % IPsec /N7 A—HZ & EFK LT, IPsec 707 7 A
Ay 4 Xal—aryET—RE2lBLET,
Device (config)# crypto IPsec profile PROF
RTw 74 |settransform-set transform-set-name 7V 7 b~y = MY CEHATRERR BT R
[transform-set-name2...transfor m-set-names] Tr—hty FEEELET,
i -
Device (ipsec-profile)# set transform-set tset
ATy T5 | exit IPsec7B 77 AL ar7 4 Fal—varE—FK
- FHRTLC, Ze—r Ll ar 7 4 F¥al—3 g
e , T— REBBLET,
evice (ipsec-profile) # exit

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .
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IPSec fR#8 koL A v8—T 4R |

aAv U RFERET7TIVaY B#)
AT w76 |interface type number N FIDPRESNDA v H—T oA AEFREL,
1l - Ao B —T A AaryT 4 Falb—agrF—FK
R L ET,
Device (config)# interface tunnel O
AFw 71 |ipaddressaddress mask IP7 FLABIOV R ZEELET,
1
Device (config-if)# ip address 10.1.1.1
255.255.255.0
ATYT8 |KROWTNNEFITLET, FoxroE—REEHRLET,
« tunnel mode ipsec ipv4 v6-overlay
« tunnel mode ipsec ipv6 v4-overlay
1 -
Device (config-if)# tunnel mode ipsec ipv4
ve-overlay
R w79 |tunnel sourceinterface-type interface-type R XNVDEETLENL—T RN L HF—T A
15“ : X k LT&EEE L/i‘a—o
Device (config-if)# tunnel source loopback 0
R w710 |tunne destination ip-address R FAVDGEHRDIP T RLAZEELET,
1
Device (config-if)# tunnel destination 172.16.1.1
AT w711 |tunnd protection | Psec profile profile-name ho A B —TxA A% IPsec 717 7 A VT
4 - BEEEAT I E 9,
Device (config-if)# tunnel protection IPsec
profile PROF
RAFwv 712 |end Ao B =T A A AT 4F¥alb—arET—F
Bl - ZRET L. FEME EXEC E— NIZR Y 7,

Device (config-if)# end

BAFZIT O NTIIZRT B IPsec [EEE— FOHHR— FDETE

FIRDEE

1. enable
2. configureterminal
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4+ 39 VTIZHT B IPsec BEE— ko K— tozE [

3 crypto ipsec profile profile-name

4 set mixed mode

5. set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-nameg]
6. exit

7 interface virtual-template number typetunnel

8 tunnel mode ipsec ipv4

9. tunnel protection | Psec profile profile-name
10. exit

11. cryptoisakamp profile profile-name

12. match identity addressip-address mask

13. virtual template template-number

14. end
FE D F¥
¥
aAv U RFEREET7TIVa3Y B
RTFwF1 |enable ¥ #E EXEC E— FE BT LET,
il : cTO T IRERENTES, RAT— FEAN
Device> enable LET,
RFw 2 |configureterminal Jua— " RERE— FEBELET,
1 -
Device# configure terminal
A w3 |cryptoipsec profile profile-name 2 DD IPsec 7 /31 A D IPsec KB bICfE &
#l - % IPsec /N7 A—H ZEFKR LT, IPsec 7’07 7 A
Device (config)# crypto ipsec profile PROF V274 Fal—rart— I\%%ﬁﬁé Li-ﬁ‘o
RTw 74 |set mixed mode 2 DD IPsec T /34 A D IPsec B LI S
- 5 IPsec /XT A—H & FEF LT, IPsec 727 7 A
Device (config) # set mixed mode V274 Falb—var T }\%Sﬁﬁé Lij‘o
AT v F5 | settransform-set transform-set-name V7 N~y MY THERARER T A
[transform-set-name2...transfor m-set-name6] Tx—hty FEEELET,
1 -
Device (ipsec-profile)# set transform-set tset
ATvTe |exit Psecc 7R 77 A ar 7 4Fal—ygrE—F
R PHRTLTC, Zuo—bary7 4 Fal—i gy
e (ipoeembrots . T— REBtHLET,
vi ipsec-profile) # exit

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .
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IPSec fR#8 koL A v8—T 4R |

&
iy

ARV FFEREETIVa Yy

S

R w77 |interfacevirtual-template number type tunnel GRRF T L—h Ry RN A F—T =2 A%BE

Bl - BL.AVHI—TcAf A arT7 4 FXal—Tar
— K Ly

Device (config)# interface virtual-template 2 type t b éf%ﬁﬁu L/ﬂiifo
tunnel

AT w78 |tunnel modeipsecipv4 Mo RZLDE— RETEZLET,
1 -
Device (config-if)# tunnel mode ipsec ipv4

AT w79 |tunne protection | Psec profile profile-name hoxn A Z—TxA A% IPsec 717 7 AT
4 - BEEEAT I E 9,
Device (config-if)# tunnel protection ipsec
profile PROF

ATy 10 |exit A B =Tz A AT 4 Fal—ay ET—R
. BT LET,
Device (config-if)# exit

A7 w711 |cryptoisakamp profile profile-name BABT 7 L— MIEH S5 ISAKAMP 7' 7 7
{;'] : /r/l/%ﬁiﬂ%l/i—gﬂo
Device (config)# crypto isakamp profile profilel

R T w 712 | match identity addressip-address mask ISAKMP 72 7 7 A L9250 ID 24 LT,
R isakmp-profile =27 4 ¥ a2 L— a3 v E— N&H

Ly

Device (conf-isa-prof)# match identity address ﬁnl/ji?ro
10.1.1.0 255.255.255.0

25w 713 |virtual template template-nurmber ISAKAMP 7' 11 7 7 A UZ T % v F S - ifilF
£l FL—brEfRELET,
Device (config)# virtual-template 1

2T v 714 |end Ju—n)ary7 4 FXal—ary ET— RRERKRT
Bl L. #5HE EXEC E— F 2 MM LET,

Device (config) # end

AT 49 IPseciRBEB R RILA 2 RA—T A ADTILFSAHYHKR—
kDEXTE

FIE

ATy I

enable
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ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy FT17

ATvT8

AE2T 49D IPsec R R RILA VB —T 244 ADTILTF SA HR— FDETE .

1

Device> enable
Kt EXEC E— REZANCLET, o7 bRFERENEL, RAUY—FREASNLET,
configureterminal

1 -

Device# configure terminal

Ja— - )URERRE— R a2 L £,

crypto | Psec profile profile-name

{1 -

Device (config) # crypto IPsec profile PROF

22O IPsec 7 /N4 A[E D IPsec By SALIZMHIH 415 IPsec /X7 A —X & EFRL T, IPsec 7277 A /L 2
V74X a2l —varE—RERKBLET,

set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-name6]

1 -

Device (ipsec-profile)# set transform-set tset
FEHARRER T v AT+ —Lky RNERELET,
exit
{5

Device (ipsec-profile)# exit

IPsec 7277 A a7 4 FXal—1aryET—FRE2ETLT, Ze—Lary 7 4F¥al—y gy
T— RERBLET,

interface type number

1

Device (config) # interface tunnel 0

N RABEREINDA VA —T 2 A AZHEEL, f v F—Tx2A AT 4 Fal—rarE—FK%
BB L E 9,

ip address address mask

1

Device (config-if)# ip address 10.1.1.1 255.255.255.0
IP7 FLABIO~ A7 ZEELET,

tunnel modeipsec {ipv4 |ipv6}

il

Device (config-if)# tunnel mode ipsec ipv4

o DFE—REEHZLET,

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



IPSec fR#8 koL A v8—T 4R |
B <5700 PseclmiB bR 28— T 24 ROTLTF SAYHR— FORE

AT w79  tunnd source interface-type interface-number

1

Device (config-if)# tunnel source loopback 0

NNV DEEITLEN—T N 7 A B —T 2 AL LTHRELET,
AT w710 tunne destination ip-address

{5

Device (config-if)# tunnel destination 172.16.1.1

R RADSEHEDIP T L AZIEELET,

AT w711 tunnd protection ipsec policy {ipv4|ipv6} acl
fi

Device (config-if)# tunnel protection ipsec policy ipv4 ipsec-acll

ACL % SVTLIZBS#AT T C, FEany-any b T 7 4 v 7L 7 X E2EHRLET,

AT w712 tunnd protection ipsec profile profile-name

1

Device (config-if)# tunnel protection IPsec profile PROF
Ry RV A B —T A A% IPsec 7007 7 A WMZBHEMITET,
ATv 713 exit
fi
Device (config-if)# exit
A F=TxAf A AT 4Fal—ar ET—Fa&TL, /e— a7 Fal—ar E—
RIZAD £7,

AT w714 ipaccesslist extended name % 7213 ipv6 access-list name

fi

1Pv4 :

Device (config)# ip access-list extended ipsec-acll
IPv6

Device (config)# ipv6 access-list ipsec-acll

ZEiEERA L CHEIP 7 78 A U R MEEFRL, IWRALRIMNE T 7 BA VA MDary 7 4 Xalb— 3
v E— FERBLET,

AT w715 permit protocol source [source-wildcard] destination [destination-wildcard] [option option-name]

1

Device (config-ext-nacl)# permit ip 30.0.1.0 0.0.0.255 10.0.1.0 0.0.0.255

AT — AV MIEBESNLZTRXTORFI—EHTDH N T 74 v 7 2R LET,

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)
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ATv 716

Fazit—ri—LseLTnrorni—rogz [

EETTe X T e oM I —TU—RanyzZ VA /L RI—RELTHEALARNT &0,
lanyany| 77 4 v 7L 7 ZDOYAIL, ACL BNBEETHT DAL TWRNWT 7 4L O SVTI ZfEH L
7

deny A7 — F AL MIEH L2RNTIZS 0,

end
fi
Device (config-ext-nacl) # end

EREOLFTEX T 7ERA VAN ary7 4 X¥alb—3 gy B— K&K T L., $# EXEC =— REBB L
F9,

TaATFILA—NN—LAELTD U RILE—FDERTE

N RNV E—=RET 2T VF ==L A & LTHRET DL, KOFEEZEITLET,

FIE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

enable

1

Device> enable
FitE EXEC E— RZAZNCLET, Irr 7 MRFmanics, mATV—Fz AN LET,
configureterminal

1 -

Device# configure terminal

Ja— iR — REBE L £,

interface tunnel type number

1

Device (config) # interface tunnel 1

Mo A v H—T oA ABLOREBRLREEL. A v ¥ —T a2 AT 4 Fal—arT—NEH
WBLUET,

ipv6 enable
fi

Device (config-if)# ipvé enable

BA/RAIZRIPVE 7 RL AMBREINTWARNWA U H—T = A ATBITHIPVvO AL % A 2 —T VI L FE T,

tunnel source { ipv4-address | interface-type | interface-number }
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1

Device (config-if)# tunnel source Gigabitethernet 1
EETLIPV6e 7 RLAFFITEETA L E—T 2 A A BZATBION N IV A EZ—T oA ADEFE S %
BELET, AV F—Tx2AA ADFA T EHBZPIRESNTVWDOIGE, TDA L F—T A A XIPV6 T
FUVAZFERH L TRETDILERH D £7°,

ATw 76  tunne modeipsec dual-overlay
1 -
Device (config-if)# tunnel mode ipsec dual-overlay
T aT VA —R—L A hrFVERELET, tunne modeipsec dual-overlay =~ > Kix, k> 3rLd
BT a FarEEELET,

AT w717 tunne destination ip address address mask
1 -

Device (config-if)# tunnel destination 89.89.89.1 255.255.255.255.0

R A B —T 2 A ADSEHIPV6 7 L AZIRE L £7,

AT w78 tunnd protection ipsec profileipserc profile-name
il -

Device (config-if)# tunnel protection IPsec profile ipsecprof

Mo B —TxA A% Psec 7' 7 7 A VIZBEATHT £9, named|[#ciE, IPsec 717 7 A LD
AAiZtEE LET, ZOfEIL, cryptolPsecprofilename =2~ RTHEE L7z name & —E 2 LE N H D
i‘a—o

ATFvT9  exit
1 -
Device (config-if)# exit
AE—Tz2A R AL T4 FXa2lb—aryrET—REEKTL, /e—\Lary74Xalb—gy E—
RIZAY £97,

ATFv 710 end
B -

Device (config-if)# end

A B —TxA A AL T4 X2l —T gy F— REKT L., ¥ EXEC T— RIZREY £9°,
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IPsec RFE bV HRIL 4 VB2 —T =4 RDEREHI .

IPsec R R RILA A —T 24 ADEEH
5] : IPsec ZFEAL-A3 T4 v IREIN O RILAVA—T (4R

WOREFTIE, ET7MORERICEF A —MEH I TWET, VPN T 7 ¢ v 71X
Wb DT DI Psec VIHZHEE S LT D, MBS 2 —T oA AZERFESNET, 7Ry
K10 D R FV T, IPsec R Y =B LTy bR F = v 7 Si, IPsec 5 5L D7
W= (CE) IZESNET, ROKIZ, PSec VII HEZ /R L TWET,

5:IPsec Z#{ER L 1= VTl
W—ADarI4FalL—ay

version 12.3
service timestamps debug datetime
service timestamps log datetime
hostname 7200-3
no aaa new-model
ip subnet-zero
ip cef
controller ISA 6/1
|
crypto isakmp policy 1
encr aes
authentication pre-share
group 14
crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1
set transform-set T1
|
interface TunnelO
ip address 10.0.51.203 255.255.255.0

load-interval 30

tunnel source 10.0.149.203
tunnel destination 10.0.149.217
tunnel mode IPsec ipv4

tunnel protection IPsec profile P1
|

ip address 10.0.149.203 255.255.255.0
duplex full
|

ip address 10.0.35.203 255.255.255.0
duplex full

|

ip classless

ip route 10.0.36.0 255.255.255.0 TunnelO
line con 0

line aux
line vty
end

0
0 4
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version 12.3
hostname c1750-17
no aaa new-model
ip subnet-zero

ip cef

crypto isakmp policy 1
encr aes

authentication pre-share
group 14

crypto isakmp key Ciscol2345 address 0.0.0.0 0.0.0.0
crypto ipsec transform-set Tl esp-aes esp-sha-hmac
crypto ipsec profile P1

set transform-set T1

|

interface Tunnel0

ip address 10.0.51.217 255.255.255.0

tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

|
interface

ip address 10.0.149.217 255.255.255.0
speed 100

full-duplex

|
interface

ip address 10.0.36.217 255.255.255.0
load-interval 30

full-duplex

|

ip classless

ip route 10.0.35.0 255.255.255.0 TunnelO
line con O

line aux O

line vty O
end

4

5l : IPsec RE2 T4 VIRBErORILAVA—T A4 RADERDESR

ZITIE, RENPELSENEL T D0 ERT 2 5 A CHARERERZ R LET, kO
TiX, Tunnel 0 BL O T A > 7 hauds Tup) REETT, T4 71 baids [down) IR
EOWRE, By a 3T T 47T,

IPsec RAT 4V IRBrORILAVE—T 4 ADOFESR

Router# show interface tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 10.0.51.203/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 103/255, rxload 110/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 10.0.149.203, destination 10.0.149.217

Tunnel protocol/transport ipsec/ip, key disabled, sequencing disabled
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Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled
Tunnel transmit bandwidth 8000 (kbps)

Tunnel receive bandwidth 8000 (kbps)

Tunnel protection via IPsec (profile "P1")

Last input never, output never, output hang never

Last clearing of "show interface" counters never

Input queue: 1/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

30 second input rate 13000 bits/sec, 34 packets/sec

30 second output rate 36000 bits/sec, 34 packets/sec

191320 packets input, 30129126 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0O frame, O overrun, 0 ignored, 0 abort
59968 packets output, 15369696 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

Router# show crypto session

Crypto session current status

Interface: TunnelO

Session status: UP-ACTIVE

Peer: 10.0.149.217 port 500

IKE SA: local 10.0.149.203/500 remote 10.0.149.217/500 Active
IPsec FLOW: permit ip 0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

Active SAs: 4,

Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks

C 10.0.35.0/24 is directly connected, Ethernet3/3

S 10.0.36.0/24 is directly connected, TunnelO
C 10.0.51.0/24 is directly connected, TunnelO
C 10.0.149.0/24 is directly connected, Ethernet3/0

5l - VRFEEBBA AT A VIRBILF O RILAVA—T AR
VRF & 2% 7 ¢ v 7 VT OFNENT H12iE, IROFITRT L ST, ipurf 2~ FREBE X Wip
vrf forwarding 2~ R&HEITEHDFE T,
€8000 )L— % X E

hostname c8000

ip vrf sample-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
!
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interface TunnelO

ip vrf forwarding sample-vtil

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipvi4

tunnel protection ipsec profile P1

end

Bl :0S ZFEALEAZFTAVIRBI O RILAEZ—TI(4 R

FRNA v H—T = A AD FiZservicepolicy A7 — h A2 b EFRET D Z LI2L > T, QoS
RY—%& by RARA » MIEATEET, KIS, PR A F =T oA ANE B
ST 4w ER) T TTHEERLET,

8000 JL— % EXE
hostname c8000

class-map match-all VTI
match any
|
policy-map VTI
class VTI
police cir 2000000
conform-action transmit
exceed-action drop

interface TunnelO

ip address 10.0.51.217 255.255.255.0
tunnel source 10.0.149.217

tunnel destination 10.0.149.203
tunnel mode ipsec ipv4

tunnel protection ipsec profile P1
service-policy output VTI

end

Bl - ARE I 7AToA—ILEFRALERAEZT v IRB O RILL Y
B—TxA R

WA T 7 AT U4 —/% SVTI b RVZHEATHZLIZL AT, AR—IMOEDNT T 4 v
JEh,NTEBBRIETAS U Z—Fy MIEETEET, ROKIZ, BET77 AT U4 —NVIC
F o TAREMIFEIN TVWARAR—7 ZEH L SVII 2= LET,
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6:RBI7AT7I0Ar—IVEFERALERET 49D VII

Virtual
Firewall Web
Server

Seee=t "_*EI

Internet p.

10.0.51.203 B 1750

SVTI DEARFREIT, HET7 7 AT U+ —VEREZFLLIICERINTWNET,
€8000 )L— % X E
hostname c¢c8000

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFW1l tcp timeout 300

ip inspect name IOSFW1l udp

interface GigabitEthernet0/1

description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

!

interface Tunnel0

ip address 10.0.51.217 255.255.255.0

ip nat inside

ip inspect IOSFW1l in

tunnel source 10.0.149.217

tunnel destination 10.0.149.203

tunnel mode ipsec ipv4

tunnel protection ipsec profile P1

!

ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

!

ip nat translation timeout 120

ip nat translation finrst-timeout 2

ip nat translation max-entries 300000

ip nat pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
ip nat inside source list 110 pool testl vrf test-vtil overload
!

access-list 100 permit esp any any
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access-list 100 permit
access-list 100 permit
access-list 100 permit
access-list 110 deny
access-list 110 deny
access-list 110 permit
access-list 110 deny

|

end

udp any eq isakmp any

udp any eq non500-isakmp any
icmp any any

esp any any

udp any eq isakmp any

ip any any

udp any eq non500-isakmp any

IPSec fR#8 koL A v8—T 4R |

Bl . FAFTvORELORIL A 22 —T 4 X Easy VPN H—/\

RIZ, DVTI Easy VPN Hh— T 262~ LET, ZOHP— %, IPsec VE— K 77k
AT TVF=HII 0 ET, 7747 X, Cisco VPN Client & F4T L TV HA— L 22—
W52 &b, EasyVPNZ 747 b & L TERE ST CiscolOS —Z 2T H 2 &b TEE

‘j"o

€8000 )L — & X TE

hostname c8000
|

aaa new-model

aaa authentication login local list local
aaa authorization network local list local

aaa session-id common
!

ip subnet-zero

ip cef

|

username cisco password 0 ciscol23

controller ISA 1/1
I

crypto isakmp policy 1
encr aes

authentication pre-share

group 14
|

crypto isakmp client configuration group groupl

key ciscol23
pool grouplpool
save-password

|

crypto isakmp profile vpnl-ra
match identity group groupl
client authentication list local list
isakmp authorization list local list
client configuration address respond

virtual-template 1
|

crypto ipsec transform-set VTI-TS esp-aes esp-sha-hmac

crypto ipsec profile test-vtil

set transform-set VTI-

TS

interface GigabitEthernet0/1
description Internet Connection

ip address 172.18.143.

246 255.255.255.0
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interface GigabitEthernet0/2

description Internal Network

ip address 10.2.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel

ip unnumbered GigabitEthernet0/1

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
|

ip local pool grouplpool 192.168.1.1 192.168.1.4
ip classless

ip route 0.0.0.0 0.0.0.0 172.18.143.1

|

end

Bl : FAFIVvIORBEORIL A3 —T 4 R Easy VPN —/\DFER D FEER

RIZ, DVTI 23, Easy VPN ' — IR E SN TV DB Z R LET,

Router# show running-config interface Virtual-Access2

Building configuration...
Current configuration : 250 bytes
!
interface Virtual-Access?2
ip unnumbered GigabitEthernet0/1
ip virtual-reassembly
tunnel source 172.18.143.246
tunnel destination 172.18.143.208
tunnel mode ipsec ipv4
tunnel protection ipsec profile test-vtil
no tunnel protection ipsec initiate
end
Router# show ip route

Codes: C - connected, S - static, R - RIP, M - mobile,

B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1,

L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

o - ODR, P - periodic downloaded static route
Gateway of last resort is 10.2.1.10 to network 0.0.0.0
172.18.0.0/24 is subnetted, 1 subnets

C 172.18.143.0 is directly connected, GigabitEthernet0/1

192.168.1.0/32 is subnetted, 1 subnets
S 192.168.1.1 [1/0] via 0.0.0.0, Virtual-Access2
10.0.0.0/24 is subnetted, 1 subnets

C 10.2.1.0 is directly connected, GigabitEthernet0/2

S* 0.0.0.0/0 [1/0] via 172.18.143.1

Bl : VRFDMRET > T L— FEDWTEESINIEEDFT A F =

7 VTI é{iﬁﬁ L 7= VRF nnunﬁk IPsec

WIZ, BT FL— MZESWTDVTI Z2F AT 5 L 5
5% R LET,

|2 VRF #83k IPsec #3%ET
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254 IPsec

hostname c8000
|
ip vrf VRF-100-1
rd 1:1
|
ip vrf VRF-100-2
rd 1:1
|
|
!
crypto keyring cisco-100-1
pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2
pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1
match identity address 10.1.1.0 255.255.255.0
virtual-template 101
crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2
match identity address 10.1.2.0 255.255.255.0
virtual-template 102
|
!
crypto ipsec transform-set cisco esp-aes esp-sha-hmac
|
crypto ipsec profile cisco-ipsec-profile-101
set security-policy limit 3
set transform-set cisco
|
crypto ipsec profile cisco-ipsec-profile-102
set security-policy limit 5
set transform-set Cisco
|
interface Virtual-TemplatelOl type tunnel
ip vrf forwarding VRF-100-1
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel
ip vrf forwarding VREF-100-2
ip unnumbered Ethernet 0/0
tunnel mode ipsec ipv4
tunnel protection ipsec profile cisco-ipsec-profile-102

B : VREMWMRETFTL—rEIPsee 7R 774 ILADT— koA
AT aVICEDNWTCERESINEEDFIAFTI VI VI EFEALT
VRF 3258 IPsec

WIZ, VRE BMAET o FL—h & IPsec 72 7 7 A VDA — "D = A 7 3 T

HEASNWTHREENTWBHAIC, DVTI 2545 KL 512 VRF #&i#k [Psec 2% ET D
B &= LET,
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Bl - VRFASISAKMP 00 7 7 A JLICESWTHRESNIHZEDH A F I v Y VTl &M L 1= VRF

hostname c8000

|

ip vrf VRF-100-1
rd 1:1

|

ip vrf VRF-100-2
rd 1:1
|

|

!

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1
crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0
virtual-template 101

crypto isakmp profile cisco-isakmp-profile-100-2
keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0
virtual-template 102

|

!

crypto ipsec transform-set cisco esp-3des esp-sha-hmac
|

crypto ipsec profile cisco-ipsec-profile-101

set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

crypto ipsec profile cisco-ipsec-profile-102

set security-policy limit 5

set transform-set cisco

set reverse-route gateway 172.16.0.1

|
interface Virtual-TemplatelOl type tunnel

ip vrf forwarding VRF-100-1

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile-101
|
interface Virtual-TemplatelO2 type tunnel

ip vrf forwarding VREF-100-2

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipvi4

tunnel protection ipsec profile cisco-ipsec-profile-102
|

hostname c8000

|

ip vrf VRF-100-1
rd 1:1

|

ip vrf VRF-100-2
rd 1:1

$Ri IPsec .

RESNIGEEDT AT
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crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1

crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1

vrf VRF-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0

virtual-template 1

crypto isakmp profile cisco-isakmp-profile-100-2

vrf VRF-100-2
keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0

virtual-template 1
|
|

=
ax

crypto ipsec transform-set cisco esp-aes esp-sha-hmac

crypto ipsec profile cisco-ipsec-profile
set security-policy limit 3

set transform-set cisco
|
|
|

interface Virtual-Template 1 type tunnel

ip unnumbered ethernet 0/0
tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile

IPSec R >R A v8—Tx42 |
ESNBEDFAF TV VT EFERALL

5l : VRFAISAKMP 7O 774 J)L&IPsec 7A T 74 ILADS — ko T
AZATLaVICEDVWTERESINEEBEDFAFTI Vv IV ZFERHL

7= VRF

aasat IPsec

KIZ, VRE 2N ISAKMP 71 7 7 A )L & IPsec 7R 7 7 A VNDT — T = A F 73

VNZESWTRESIN TV DAL

OB R L ET,

hostname C8000 server
|
ip vrf VRF-100-1
rd 1:1
!
ip vrf VRF-100-2
rd 1:1
|

crypto keyring cisco-100-1

pre-shared-key address 10.1.1.1 key cisco-100-1

crypto keyring cisco-100-2

pre-shared-key address 10.1.2.1 key cisco-100-2
crypto isakmp profile cisco-isakmp-profile-100-1

vrf VRF-100-1
keyring cisco-100-1

match identity address 10.1.1.0 255.255.255.0

DVTI ZFI9 % X 912 VRF 2% [Psec % % iE
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virtual-template 1

crypto isakmp profile cisco-isakmp-profile-100-2
vrf VRF-100-2

keyring cisco-100-2

match identity address 10.1.2.0 255.255.255.0
virtual-template 1

|

!

crypto ipsec transform-set cisco esp-3des esp-sha-hmac
crypto ipsec profile cisco-ipsec-profile

set security-policy limit 3

set transform-set cisco

set reverse-route gateway 172.16.0.1

|

|

!
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet 0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile cisco-ipsec-profile
|

|

5 - VRFAMRETF O TL—FEISAKMP 7O 2774 J)LOMWAIZE DL
TERESNT=HZEEDFTAF = v VTl #{E /A L 1= VRF 25 IPsec

B

GE) ISAKMP7 077 A)NNEREBT T L— NMCEDSN TR A D VRFRZRESN TS
AT L — MCESWTRERESNIZVREDMERR SN FE T, Z OREITHELE
éhit‘m

I, VREDMEAET > 7 L— h L ISAKMP 7’2 7 7 A VO FIZESNTEHRESINT
WAHEAIZ, DVTI 254 % X 912 VRF 28i#% [Psec X ET A0 2R L E T,

hostname C8000 server

ip vrf test-vti2
rd 1:2
route-target export 1:1

route-target import 1:1
|

ip vrf test-vtil
rd 1:1
route-target export 1:1

route-target import 1:1
|
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crypto isakmp profile cisco-isakmp-profile

vrf test-vti2

keyring key

match identity address 10.1.1.0 255.255.255.0
|

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback 0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil

end

Bl - R ID7AT70+r—ILEFERLEFAFTIVvIORBLRILL Y
R—2J1A R

DVTIEasyVPN*j‘_/\ L BT 7 AT U+ — L DOFRITHRE TE £ 9, Behind-the-firewall %
ExEFERTIE, 2—FIExy hT—ZIZARETN, Xy bNT—2 77 AT 74— /VITRIE
77txﬁ:%1%u%érhiﬁ“ W77 AT 74 —NLTlE, 2VTHFAFR=ZADT 7 A 2
Y ho— (CBAC) &, AV H—F v b A HZ—T =2 ABLOAET 7 L— MIKF LT
W S AL 5 NAT Ml S g+,

hostname c8000

ip inspect max-incomplete high 1000000

ip inspect max-incomplete low 800000

ip inspect one-minute high 1000000

ip inspect one-minute low 800000

ip inspect tcp synwait-time 60

ip inspect tcp max-incomplete host 100000 block-time 2
ip inspect name IOSFW1l tcp timeout 300

ip inspect name IOSFW1l udp

interface GigabitEthernet0/1
description Internet Connection

ip address 172.18.143.246 255.255.255.0
ip access-group 100 in

ip nat outside

|

interface GigabitEthernet0/2
description Internal Network

ip address 10.2.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel
ip unnumbered Loopback0

ip nat inside

ip inspect IOSFW1l in

tunnel mode ipsec ipv4
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tunnel protection ipsec profile test-vtil

I
ip
ip

!
ip
ip
ip
ip
ip

I

classless
route 0.0.0.0 0.0.0.0 172.18.143.1

nat
nat
nat
nat
nat

translation timeout 120

translation finrst-timeout 2

translation max-entries 300000

pool testl 10.2.100.1 10.2.100.50 netmask 255.255.255.0
inside source list 110 pool testl vrf test-vtil overload

access-1list 100 permit esp any any

access-list 100 permit udp any eq isakmp any
access-list 100 permit udp any eq non500-isakmp any
access-list 100 permit icmp any any

access-list 110 deny esp any any

access-list 110 deny udp any eq isakmp any
access-list 110 permit ip any any

access-list 110 deny udp any eq non500-isakmp any

end

Bl : QS ZFEALI-FAMFTIVIRBILIORILAVEA—T AR

=2 RY =% BT 7 L— MIEHT 5 Z &1 K> T, QoS % DVTI k& R/LIZIEMN
TEET, 707 L= bEHEBL BT 78 AL v F—T =24 AZ{ER LEEHAIE. —b
ARV —=PMIET 78 A A Z =T oA AThEHINET, KRIZ, QoS MBSz
DVTI AR EDOH 2~ LET,

hostname c8000

class—-map match-all VTI
match any

policy-map VTI

class VTI

police cir 2000000
conform-action transmit
exceed-action drop

interface Virtual-Templatel type tunnel

ip vrf forwarding test-vtil

ip unnumbered Loopback0

ip virtual-reassembly

tunnel mode ipsec ipv4

tunnel protection ipsec profile test-vtil
service-policy output VTI

end
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Server 1

Cisco 3745

WORFITIL, SVTI Z4# ] L T Cisco 3745 & Cisco 3725 D 2 DD )L—H O] T IPSec b > F/b
ZRENLLET, ZORETIL, FFany-any N T T 4 v 7L Z AL, BHED IPSec SA D
TRz H N LET,

IPvd F U RILE—FDIL—2 TOHREH :

ROMIL, REOZR MR V2R L TNET,

L

Tunneld

172168161 ™\ 172168171 — a.I

Internet y
1 Ciscod7as -0,
VPN Tunnel t

. y
—— Tunnell
Tunnel Subnef

360609

Cisco 3745 W — X OB EHNL. RO EBYH TT,

crypto isakmp policy 1
authentication pre-share
group 2
|

crypto isakmp policy 5

encr 3des

authentication pre-share

group 2

crypto isakmp key example address 172.168.17.1
|

!

crypto ipsec transform-set svtil esp-3des esp-sha-hmac
mode tunnel

|

!

crypto ipsec profile ipsec prof

set transform-set svtil

|

|

!

interface Loopback0

ip address 30.0.0.1 255.255.255.0

|

interface Loopbackl

ip address 50.0.0.1 255.255.255.0

|

interface TunnelO

ip address 11.1.1.2 255.255.255.0

tunnel source Ethernet0/0

tunnel mode ipsec ipv4

tunnel destination 172.168.17.1

tunnel protection ipsec policy ipv4 ipsec_acll
tunnel protection ipsec profile ipsec prof
|

interface Ethernet0/0

ip address 172.168.16.1 255.255.255.0

|
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|

ip access-list extended ipsec_acll
permit ip 30.0.0.0 0.0.0.255 40.0.0.0 0.0.0.255
permit ip 50.0.0.0 0.0.0.255 60.0.0.0 0.0.0.255

IPv6 F>RILE—FDIL—E TOERTEH :
WOKIE, BEDBR AR PERLTOET,

=] S 20081 [ N\ 200382 =]
. — Internet J .

| i P |
o Cisco 3745 1 | Cisco 3725 —
Sarver 1 o VPN-Tunnel Sarver 2

. —
253

Tunneld T Tunneld
Tunnel Subnef

64700

Cisco 3745 W — X O EHNL. RO EBY TT,

crypto isakmp policy 1
authentication pre-share
group 2
|

crypto isakmp policy 5

encr 3des

authentication pre-share

group 2

crypto isakmp key example address ipv6 2003::8:2/112
|

!

crypto ipsec transform-set svtil esp-3des esp-sha-hmac
mode tunnel

|

!

crypto ipsec profile ipsec prof

set transform-set svtil

|

|

!

interface LoopbackO

ipv6 address 2005::10:1/112

ipvé enable

|

interface Loopbackl

ipv6 address 2005::15:1/112

ipvé enable

|

interface Loopback?2

ipv6 address 2005::20:1/112

ipvé enable

|

interface TunnelO

ip address 11.1.1.2 255.255.255.0

ipv6 address 400::10:1/112

ipvé enable

tunnel source Ethernet0/0

tunnel mode ipsec ipve6

tunnel destination 2003::8:2

tunnel protection ipsec policy ipvé ipsec_acl2
tunnel protection ipsec profile ipsec prof
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interface Ethernet0/0

ipv6 address 2001::8:1/112

ipv6 enable

|

!

ipv6 access-list ipsec_acl2

sequence 10 permit ipv6 host 2005::10:1 host 2005::11:1
sequence 20 permit ipv6 host 2005::15:1 host 2005::16:1
sequence 30 permit ipv6 host 2005::20:1 host 2005::21:1

Bl : Ta2FIA—IN—LAELTDFURILE—FDEHRTE

TIZ, FoRNLE—RETFT aTNF—R_"—L A L LTRETAHERLET,

Device# configure terminal

Router (config)# interface tunnel 1

Router (config-if)# ipv6 enable

Router (config-if) # tunnel source ethernet 0/0

Router (config-if)# tunnel mode ipsec dual-overlay

Router (config-if)# tunnel destination 89.89.89.1 255.255.255.255.0
Device (config-if)# tunnel protection IPsec profile ipsecprof

TaAFLA—N—LAELTD U RILE— FOEREDHER
WKoa<wy REFRHLT, BEXZ NI IV a—T 47 LET,
+ show crypto session [detail]
« show cryptoipsec sa
* show crypto map
« show crypto socket

* show crypto ikev2 session [detail]

Device# show crypto map
Crypto Map: "TunnelO-head-0" IKEv2 profile: prof

Crypto Map IPv4 "TunnelO-head-0" 65536 ipsec-isakmp
IKEv2 Profile: prof
Profile name: prof
Security association lifetime: 4608000 kilobytes/120 seconds
Dualstack (Y/N): N

Responder-Only (Y/N): N
PFS (Y/N): N
Mixed-mode : Disabled
Transform sets={
default: { esp-aes esp-sha-hmac } ,

}

Crypto Map IPv4 "TunnelO-head-0" 65537 ipsec-isakmp

Map is a PROFILE INSTANCE.

Peer = 10.10.10.2

IKEv2 Profile: prof

Extended IP access list

access-list permit ip any any
Current peer: 10.10.10.2
Security association lifetime: 4608000 kilobytes/120 seconds

Dualstack (Y¥/N): Y
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TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}
0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 => ::/0/0/0

Responder-Only (Y/N): N

PFS (Y/N): N

Mixed-mode : Disabled

Transform sets={

default: { esp-aes esp-sha-hmac } ,

}

Always create SAs

Interfaces using crypto map TunnelO-head-0:
TunnelO

Device# show crypto ipsec sa

interface: TunnelO
Crypto map tag: TunnelO-head-0, local addr 10.10.10.1

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}

0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 -=> ::/0/0/0
current peer 10.10.10.2 port 500
PERMIT, flags={origin is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify: O
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 10.10.10.1, remote crypto endpt.: 10.10.10.2
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: 0x4776A36B(1198957419)

PFS (Y/N): N, DH group: none

inbound esp sas:
spi: OxA97EDEE7 (2843664103)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow id: 4, sibling flags FFFFFFFF80000040, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4377587/76)
IV size: 16 bytes
replay detection support: Y
Status: ACTIVE (ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x4776A36B(1198957419)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow id: 3, sibling flags FFFFFFFF80000040, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4377587/76)
IV size: 16 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)
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outbound ah sas:

outbound pcp sas:

Device# show crypto socket

IPSec fR#8 koL A v8—T 4R |

Number of Crypto Socket connections 1

Tu0 Peers (local/remote):

10.10.10.1/10.10.10.2

Local Ident (addr/mask/port/prot): (0.0.0.0/0.0.0.0/0/0)
Remote Ident (addr/mask/port/prot): (0.0.0.0/0.0.0.0/0/0)
TRUE ident (addr/mask/prot/port): {LOCAL -> REMOTE}
0.0.0.0/0.0.0.0/0/0 => 0.0.0.0/0.0.0.0/0/0
::/0.0.0.0/0/0 -> ::/0/0/0
IPSec Profile: "prof"
Socket State: Open
Client: "TUNNEL SEC" (Client State: Active)
Crypto Sockets in Listen state
Client: "TUNNEL SEC" Profile: "prof" Map-name: "TunnelO-head-0"

Device# show cry ikev2 session
IPv4 Crypto IKEv2 Session

Session-id:1,

Status:UP-ACTIVE,

IKE count:1, CHILD count:1

Tunnel-id Local Remote fvrf/ivrf Status
1 10.10.10.1/500 10.10.10.2/500 none/none READY
Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:19, Auth sign: PSK,

Auth verify: PSK
Life/Active Time:

86400/145 sec

CE id: 1001, Session-id: 1
Local spi: 25A0B173944015D3 Remote spi: 9F0C7677425670E1
Child sa:
local selector 0.0.0.0/0 - 255.255.255.255/65535
local selector ::/0 - FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF/65535

remote selector 0.0.0.0/0 -

remote selector
ESP spi in/out:

::/0

IPv6 Crypto IKEv2 Session

Device# show crypto session
Crypto session current status

Interface: TunnelO

Profile: prof

Session status: UP-ACTIVE

Peer: 10.10.10.2 port 500
Session ID: 1

IKEv2 SA:
IPSEC FLOW: permit ip
TRUE IDENT (addr/mask/prot/port):

0.0.0.0/0.0.0.0/0/0

::/0.0.0.0/0/0 ->
Active SAs: 2, origin:

255.255.255.255/65535
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF/ 65535

- FFFF:

0xA97EDEE7/0x4776A36B

local 10.10.10.1/500 remote 10.10.10.2/500 Active
0.0.0.0/0.0.0.0 0.0.0.0/0.0.0.0

{LOCAL -> REMOTE}
->0.0.0.0/0.0.0.0/0/0
::/0/0/0

crypto map
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varEHIBRLET,
- PR O (89 ~—)
KL TIEAEDOR 5 v 3 v OHIBRIZE T A KIS IE, on page 90
« K LT BT REEDOR S v v a v OFIFRIZE T 5 g #H, on page 90
« KL BT REHEDR 5t » ¥ a Y OHIBRD A 32— 7 ALk, on page 91
KB LT BT REHEOR 5 v v g A HIBR S % ER, on page 93
KL T O S v v a DOEIERIC Bﬁﬁ‘7 MDY 7 7 LA, on page 94
KRB LT-ETREHEOR B v 3 a o OBIBRIZET D HERERE H, on page 95

AR DR

THEHAOY 7 by =T VU —ATE, ZOEY2— LT IN 5T X TOMENRYR— F &
TS EIFRY 8 A, FFTOEREIE SR L OEEIZOWTIL,  TBug Search Tool) 3L
THEHOTZ7y b 74— BL Y7 =T V) —2DY Y —R )= EBRRLTLEX
wo:®%71~wfﬁ%éﬂ6%A’%?5%$ BRIV FR—FENDH VY —X
D—FEIZHON T, HREFHROKRZZRL T ZaW0,

7Ty b7 ALV R—FBLOVRAA YT N 2T A A=V DY R— MIBET 2 15HR 2 K
FEI HITIL, Cisco Feature Navigator Z ] L &9, Cisco Feature Navigator {Z7 27 24 5 (T
IZ. https://cfang.cisco.com/IZHA FE F, Cisco.com DT I 7 MILEDH D £H A,
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KMUI-ETHHEORS LY L 3 VOl |
B =oLrcruamzorstys 3 olBICET 2HOFE

KM LI-ET7REDES Y L 3 D OHIRICEYT 4
FIE IR

RN T = IV INA T T, ZOWENENT/HR> TWBEHEIL, IKET — X X—X |2k >
varEBERAN SN ERA, show BT, BIERESNz® v v a BT A ERNFETR
SNFEHFA,

« ZOMREE (TNRARALEDOT VT 47 v ia L T) HEBEICHMBENL T D OIXBE
HTEEHA,

[ UHRITHES (CAY—2Y) OCRLZHEIZZ Y un— 45 (30 2R OiZHEhd
TEEEA

sCRLX Y v Va2 BT HMLERHY ET, CRLXY v T H T ARKRA L b _X—
2D T 2 FITH L TERHICT A LT TEETA, 2770, CRLF Y v T %
URL X—=ZADFV 7 = v FITH LTI THZ LT TEET,

« IKE FOBHEIGREOBREIL, By a UKD IKE F—HARE THIR SN EE AN,
IKEV2DIZEE. PRz T8TY VT 350, iEHENRKGT D E THOULENRH Y
7,

+ IKE 73 "issuer-name" & "SN" DT — X _X— A &% L, PKI ) HREAZED I 558
HEZITED &, IKE 25% O PKI @z 4B L E 9,

EMLE-E7EHAZEDRES Yy L a VORIRICET 5157
5

gEtyv L a OHIBRAE

1. FEAEFRGERH TR I m— T 5A1E. BT 2 CERT %A 10— K& T /31 A |Z4[E
L. T34 ARKEAAZEZEIT LT U TARE LT EL BT A IS4 RTE L ET,
ZOE®RIT, RETDCAY—NZX S TRITSNTZV I TAFEZDOY A &KL, PKI
WS, KN F=v s SnET,

2. revocation-checkcrl @~ K23 kT A hiRA > PHIZERE SN TWA AL, PKINIKEIZ
KNF = 7 OFERAIGET L7290, IKEIIAER ETREBREAREETICHELET,

3. CRLOF 7 — KRBT 5 L. PKIA IKE IZ "issuer-name" Z & Epi AN 2155 L E7,
CRL D4 ENENPBIEINE T, CRLONFIZEE N 727 uiE, PKITXIKE (2% L F
H A,
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| £MLEET7AHEDORSLY S 3 v DHIk

EMLEETHRBORE LY S 2 olBo( x—IuierE |

4. PKINIKE \[ZFITEL Z@MT 5 &, IKEIXZRITELICEHT L2 U T AEKESDOY 2 N &k
LT, ZOUARMEZPKIICEL, VA FNOT Y TAEENKZIL TWENE D R H

AESIET,

5. PKIIZIKE MOEINEVY TAEEOY A Mt L TERIF v 7 2 FT L, X
O— RKLZCRLICBOLLTCEFDODIV AR MNeF 2w LET, RHLEZUTLESDOY A K

MNIKE IR E I ET,

6. KLV IUTAHBEDY A MEET@MaE PKINOZETHE, IKEIZEDL 72T
TNESICEEMT Ny v a VEREL CHIBRLE9,

K L-ETFIRAEDES
JVIE A&

EEtv L arDRIBROFEME

v aVDHIBRDA +*—T

TOEZRIZ. KLU EOR Sy g VOBIREENCT AOICETLET,

SUMMARY STEPS

enable
clear crypto session
configure terminal

WONTNNEFETLET,

P ON-=

« crypto isakmp disconnect-revoked-peers
« crypto ikev2 disconnect-revoked-peers

5. end

DETAILED STEPS

Procedure

Command or Action

Purpose

AT 71 |enable
Example:

Device> enable

HibE EXEC E— RE A% LE 1,

T T INFIRENTED, NAT—=FE AT
]\/\i—g—o

R 72 |clear crypto session

Example:

IPsec ZEALEVWNDO+EFa1)TFs a>T4F¥al—

(EE) IPSecliFBtv 3, IKE, BLWEx=
V54 7V —a Rl ET,

3> H4 K (Cisco I0S XE Gibraltar 16.10.x [& (1) .



B soLr-cramsorsty s obiRgEoRR

KM LEETAHEOES YL 3 v 0llk |

Command or Action

Purpose

Device# clear crypto session

=

Note - o~ N, LIRS L=t >
WA, R Hi Lty v a s

R 7 3 |configureterminal

Example:

Device# configure terminal

Ja—\)ar7 4 Xal—vay T— N
sz‘a—o

ATY T RONT NP EFITLET,
« crypto isakmp disconnect-revoked-peers
« crypto ikev2 disconnect-revoked-peers

Example:

Device (config)# crypto isakmp
disconnect-revoked-peers

Example:

Device (config) # crypto ikev2
disconnect-revoked-peers

SEHHEN LD LT & O IKE £ 7213 IKEV2 IE 5
Ty a UL £,

Zoawy REEDCT I, BEfFokr vy a v
AR LET,

A7y 75 |end
Example:

Device (config) # exit

Ju—r\)b a7 4 Fal—ary T— REKT
L. ¥ EXEC £— FIZED £,

KML-E7ERAEDES Y Y 3 U OBIREREDHEEE

ZOXATX, KRty Y a L OHIRHEEEN show HICEREND N E ) DEMHRTH-0D

WZFEITLET,
SUMMARY STEPS
1. enable
2. show cryptoisakmp peers
3. show crypto ikev2 session detail
DETAILED STEPS
Procedure

2T v 1 enable

Example:

Device> enable

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)



| £MLEET7AHEDORSLY S 3 v DHIk
EWLEETHEREORSty Y sbnT siEn |

¥i#E EXEC T— F&EADIZ L £,
s Fu LT IRERENTEL, RNAT—FREASLET,

AT w72 show cryptoisakmp peers

Example:

Device# show crypto isakmp peers

Internet Security Association and Key Management Protocol (ISAKMP) © 7 D% FK R L E7,

AT 73 show cryptoikev2 session detail
Example:

Device# show crypto ikev2 session detail

TIT 4T AV B =y N F—Z I RAF LI X—=Tg322 (IKEV2) By a v DAT—F AEFRR
LET,

EMLEE7EAZEDRES Yy Y a U ZHIBRT S EHI

Bl IKEEYS a3 DSy 3 DHIBRDA +—TILiE

Device> enable

Device# clear crypto session

Device# configure terminal

Device (config) # crypto isakmp disconnect-revoked-peers
Device# show crypto isakmp peers

Peer: 150.1.1.2 Port: 500 Local: 150.1.1.1
Phasel id: 150.1.1.2
Disconnect Revoked Peer: Enabled

Bl IKEv2 2y a3 DESE Y aOEIBROA *2—TILE

Device> enable

Device# clear crypto session

Device# configure terminal

Device (config) # crypto ikev2 disconnect-revoked-peers
Device# show crypto ikev2 session detail

Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1
Tunnel-id Local Remote fvrf/ivrf Status
1 10.0.0.1/500 10.0.0.2/500 (none) / (none) READY
Encr: 3DES, Hash: SHA96, DH Grp:2, Auth: PSK
Life/Remaining/Active Time: 86400/86157/248 sec
CE id: 0, Session-id: 1, MIB-id: 1
Status Description: Negotiation done

Local spi: 750CBE827434A245 Remote spi: 4353FEDBABEBF24C
Local id: 10.0.0.1 Remote id: 10.0.0.2
Local req mess id: 0 Remote req mess id: O

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .




KM LEETAHEOES YL 3 v 0llk |

B =vLrcrometys 3 nBBRICET 2EMOY 77 LR

Local next mess id: 0
Local reg queued:

Local window:

0
5

Remote next mess id: 2
Remote reqg queued: 0O

Remote window: 5

DPD configured for 0 seconds

NAT-T is not detected
Disconnect Revoked Peer:

Enabled

Child sa: local selector 10.0.0.1/0 - 10.0.0.1/65535
remote selector 10.0.0.2/0 - 10.0.0.2/65535
ESP spi in/out: 0x9360A95/0x6C340600
CPI in/out: 0x9FE5/0xC776
AH spi in/out: 0x0/0x0
Encr: AES CBC, keysize: 128, esp hmac: SHA96

ah_hmac: Unknown - 0, comp: IPCOMP LZS, mode tunnel

KMLI-ET7DESEEY Y
7L A

3 VDHIFRIZET SEMD Y

ESPERES

X=—aT7ILAZA ML

CiscoIOS ==~ K

[Cisco IOSMaster Commands List, All Releases]

¥XaUTF g avR

+ [Cisco I0S Security Command Reference: Commands A to
cl

+ [Cisco I0S Security Command Reference: Commands D to
L]

+ [Cisco I0S Security Command Reference: Commands M to
R

+ [Cisco I0S Security Command Reference: Commands Sto
Z]

IKE OFE l'Configuring Internet Key Exchange for 1Psec VPNs)
IKEvV2 DR E ['Configuring Internet Key Exchange Version 2 and FlexVPN

Ste-to-Ste]

LR SN D e L= Y XA

['Next Generation Encryption/
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| £MLEET7AHEDORSLY S 3 v DHIk
£WLIETEREORS £y 3 olkiciEs siieEs ]

TIOZhILYR—F

A o

HOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
VR — M ERKBIIERALTLZE N, 2
NHOU Y —RF, Y7 NI =2THA A R—
LMLTRELED, YAaDBREST 7 /1
DB D BRI A R L2 0 $ 5 72
DI LT ZE, 2D Web ¥ kLoD
V=T 7 AT HERIL, Cisco.com D a7
A IDBELOSRT — RRKETT,

ELI-ET7REDOES YL 3 VOHIRICET 51
RETE R

WORIZ, ZOFY 2 —/L Tt LIoBEREICET 2 U —Af®E R LET, ZORIF, V7
=7 VU—A P A U TEHEEEOTR— MR EAINZEZOY 7 =T VY —R72
FERLTWET, ZOBEREIL., FFIZWr 0 B2 WRY . 20— HEDOY 7 b7 J U —
ATHYR—FEnET,

T7Y b7 A —bDYR— I BLOV AT YT MY =T A A=V OV R — MIBET 2 WA B
9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 - A3 5|2
IZ. https://cfang.cisco.com/IZH A FE F, Cisco.com DT I 7> MILEDH D XA,

Table 4: X% L I-E 7AIREDES v L 3 U OHIRRICET 5 #8EHR

HEES 1)) — | #EEEIER

3
CRLAZ 7 v u— REFDkK CRLF v o— NEOR LI TiFAZEOR 5 v 3
LT BT FEBHE DR & COBIBHEREIZ. FTLWCRLOD A 7 m— R ZEFBHE
v ia OHIER DR TWDZERNHA LG/ T DT 7T 4

TRy a CEEIBRLET,
WD a~y RPNEANEITELINE LIz, cryptoikev2
disconnect-revoked-peers, cryptoisakmp

disconnect-revoked-peers, show cryptoisakmp peers, show
crypto ikev2 session detail
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B,
=% =R

BEEREAET/NY T FiR—k

B ST & TN 7 R— MERETIE, HrLlvdebuga~ 2 RBREASH, ZhbDa<w
Ricky, =%, ET7IPT RL A, BB YU OERID, EXa2 T 4 NI A= A
YTy 7 A (SPD) 72 EOHEFNIER SN ERFICESNTIPEF 2 U 7 4 (IPSec) b
FNET Ny 7 TEET, FEDIPsec LELZREL TT N T Avb—T%KRRL, T3y
THAOBEERLTZLIZED, 2EO NNV EFEHAT V= Z ERC N T TNy a—
T4 T TEET,

 FERETE M OMERR (97 ~—2)

« BB E TRy 7 PR — FORHESME (98 2—)

« BB E TNy 7 AR — OFIFIEIE (98 X—Y)

BB E TNy 7 P R— MCET A IER (98 2—2)

BT E TRy 7 B R— DA F—T L FHE (100 <—3)

« BB &E T8y 7 CLI O EF] (103 ~—)

« ZOMDOBEEE (104 ~—)

« BRI & TNy 7 R — MBI DEERERE R (105 ~—3)

4Bk £ =3

HWEREIE R D MERE
THAOY 7 =T VY —ZATE, ZOFEY2— L THHENDE TR TOMENFR— FE
NTND EITRY FHA, ATOMEER#RE L O IZ oW Cid,  [Bug Search Tool] X
THEHOTZ7 v 74 —2BL Y7 =27 V) —2ADY J—R /= EHZHRLTLES
WV, ZOEFEVa2—/L T SN OHEICET 1ER. BLOBFHEEN Y AR— 2V ) —=
D—RIZHONWTIE, WREFHROKRLZRL TIEE W,
7Ty b7 A= LOPR—FBLOV RV T N =T A A=V DY R— MIBET 2 1HHRZ K
29 HITIL, Cisco Feature Navigator Z {4 L &7, Cisco Feature Navigator |27 27 A 5 (Z
IL. https://cfang.cisco.com/IZHEA F 3, Cisco.com DT 77 2 MIMLEDH D FH A,
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BSEHRET VT -+ |
B mssua=7105 98— rommzges

BEEREE TNV T HR— FDORHRSEH
BEEREAE TNV T HR— FOHRNEE

-*@H%?Nyfm\%E@E?itm%%K%@Té4y9%*yh%%éﬁ(mm
BEXOIPSec DfEEZ N T TNy a—T 4 V7T AR ETN, T30 751 %
TELE, FOT N THFBEERBI 0T = v 7 TERWEERHY T, T3y 75
A 2 RS9 D T2 DI 22 & SIS R EE L 72 B 72, CPU DULEL A — /R — o RN
me., AFEVFEHELGHEMLET, LER-T, RKEDONTF 7 4 v 7 BT HL—FT
B SR & TRy T F—T N T D58, BESLETT,

BESREFET/Ny Y YiRk— MZET S1F#H
YR— b Sh2EHE(T

B LW S5+ & 53> 7 CLI (debugcryptocondition, debug crypto condition unmatched,
and show cryptodebug-condition) #{ffH37ux, & (7 4V F2MH) ZEEL T, f8E LS
HICBEEST 5T Ny T A=V EER L TRRTLZENTEET, ROEIZ, PR—
NENDEMFA T ERLET,

B

GE)  ipv4d 7213 ipv6 F— U — K% $57E L 7= debug crypto condition peer =~ RNit, "— Ko =7
TTy N7 A —LEHEOT Ny T ERECTE ET, BRODOKRET ANVEIE, STy R T —
LEFEOT Ny ZH N R L ER A,

REBEESTNYT CLUTYR—FEN2EHRE24T

EHa47 (F— |5

7—FK)

connid * 1 ~ 32766 DL, BIED IPSec MLFEC. :@mﬁﬁ i/?/@%é
AVHE =T AA A~ ID L LTEHAINLTWD . BET 5T
Ny Ay —URNFRINET,

FVRF N—=F X)L TTAX—K Xy NU—2 (VPN) V—T 1 7[5k

(VRF) A Y AZ LV ADEFIZFRT LT, ZOVRFA L AZ AN,
HAED IPSec /LHE T, HiAIGE VRE (FVRE) & LTHEHENTW DA,
BT AT RNy 7 A v —UNERENET,
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| mEEHET vy HR—F

gr—rsnszthszc7 ||

EH24 T (F— |5BA

7—FK)

ikev2 IKEV2 7’0 7 7 £ VDLARILTFH], IKEV2 707 7 4 VABRE ST
BAZ, BT Ry 7 Ay —URERENET,

isakmp ISAKMP 711 7 7 A VDA RISCLFH], ISAKMP 71 7 7 A LA DR E &
NHEE, BETET 307 Ao —URERENET,

IVRF VRF A ¥ A8 ZAD4 & FT LTI, Z0D VRF A L AKX AR, Bl
{ED IPSec JLFE T, WEFVRF (IVRF) & L THEHA I TWAH4, B
THFNRY T Ay E—URFRENET,

local IPv4 £7-21X IPv6 2 —H )L T N L ZADLFICFH,

peer group Unity 7 V=74 % KT LTI, ZOTN—THZE2 T NTAT T 4

T4 ELTHEALTWD5E, BET 27y 7 Ay bE—UNRERRIN
£,

peer hostname

FERIERMI KA A 4 (FQDN) 2 KT XFH|, ZOXFHEETRNT A
TrT AT 4 ELTHEHLTWDSHA, BT L7 3y 7 A yt—U0
RENET (L& zE. BT 220 FQDN U541 & ff il L T IKE Xauth
A RX—T T BEHER)

peeripv4d F 7213

peer ipv6

BH—0DIP7 RLA, BWIED IPSec WLEN, ZDOETDOIP 7 KL A IZE
BRLTWABEE, B#ET 2Ty 7 Ay b—URERENET,

peer subnet

ET7OIPT RLADOHEHIPFHEZIEET 2V 72y FBEIOY 7Ry b= R
Y. BIEDIPSec BT DIP T KL AN, BELEY 73y MNMiFEHICET
DA, METITFT RNy T Ao —UnNERENET,

peer username

2P/ ERT LTI, ZO2—YHEELTNTAT T 474 LT
HFHLTWDEHA, BETLIT Ny 7 A vbe—UhpRanEd (2 x
X, BTN Oa—V4 2 H L CIKE yE3ERAE (Xauth) &A1 F*—7
T D%E)

session

sty a ST DI me Mt LET

SPI 32 By NOGE e LS, BI/ED IPSec ALY = D% SPI & L CfEMH
T2HEE, BBETLEIT RN T A vb—URNFRRENET,
unmatched AT XA MERPFEHTERWEARICT ANy 7 A vb—U ML E

B

" IPSec connid. flowid, F7-1% SPI %7 /N v Z 4k LT 2454, BT 5 IPSec 7
0—ZT 5T NNy T A v —URERSIVET, IPSec 7 2 —I|ZiX, connid, flowid,
BILUOSPIN2D (LA NRNT RETT AT ER) FOFENTVET, 4250
connid, flowid, IBLSPIIZ. [PSec 72 —DF NNy 7 A wt—% N H—FTBH5F 3y
THEMEELTHEHATEET,

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



BSEHRET VT -+ |

B mssua=71 07 9R— roqr—T e

SEBMETINY T HR— DA =T ILILTFE
SEHMETNYT AvE—Sn( R—T)LiL

NITA—T AR LDEESESIE

B

SRS E TN X T A X=T M DRI, EHT LTy 7R/ 247 (7
Ny 7T T4 NFELTHHEBILD) :BJ:U\T?%:HW)%M%#%D T, TR Avk—
VORI, ERTOIRMEIL > TRRY 7,

GE)

EEDOT Ny TEEERIEETHE . CPUFA VAR EE S, L—F DT p—v 2 A THEE
BENFETZENHY EFT,

=B KO TR ET Ny IRFETENDDIE, HAK 1 DD 7 v —,3L crypto debug
a< K (debugcryptmsakmp debug cryptoipsec, 5 L U debug crypto engine) 75
=T MITRESNTND WCRONET, ZOBRICEY | FIFET Ny 72
LT e &%, /l/~§0)/\77f~7/xa_55iﬁﬂ7jxﬂjf;b\4: Iz o TWET,

BESEEEFET NNV IDT4E—T Lk

SR & TNy T % T 4 B—T T DT, BITHERDO 7 a— VK57 3w 7 CLI
EEANIT 4 =T NITDIRERSY T, TO% T, STy 7E2T 0 8—T 1T
xFET,

FIRDHE

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)

2

GE)

N

NoO O AW

reset ¥—U— F&EHT25 L, RESNZTNTORGEZFRRFICT 4 E—T7 /M TEET,

enable

debug crypto condition [connid integer engine-id integer] [flowid integerengine-id integer] [fvrf
string] [ivrf string] [peer [group string] [hostname string] [ipv4 ipaddress] [subnet subnet mask]
[username string]] [spi integer] [reset]

show crypto debug-condition  {[peer] [connid] [spi] [fvrf] [ivrf] [unmatched]}

debug crypto isakmp

debug crypto ipsec

debug crypto engine

debug crypto condition unmatched [isakmp | ipsec | engine]



| mEEHET vy HR—F

F IR D

FIE

FEPYTIVET RSP LT DR

ARV RFERFTIaY

B8

ATy T

enable
51 -

Router> enable

¥itE EXEC E— RE A LET,

s T T IRFIRINIEDH, NAT—RE AT
LET,

ATvT2

debug crypto condition [connid integer engine-id
integer] [flowid integerengine-id integer] [fvrf string]
[ivrf string] [peer [group string] [hostnamestring] [ipv4
ipaddress] [subnet subnet mask] [username string]] [Spi
integer] [reset]

1

Router# debug crypto condition connid 2000
engine-id 1

S ET NN T T4 NEEERZLET,

ATvT3

show crypto debug-condition
[fvrf] [ivrf] [unmatched]}

1 -

{[peer] [connid] [spi]

Router# show crypto debug-condition spi

J—F FTTTIIA F— T MICHEE SN TV AIEE
TRy TR ERRLET,

ATvT4

debug crypto isakmp
1 -

Router#
debug crypto isakmp

Ja—JVIKE TNy T F—T W LET,

ATvTh

debug cryptoipsec
fi

Router#
debug crypto ipsec

7a— )L IPSec TNy A 2 —T M LET,

ATvT6

debug crypto engine
1 -

Router#
debug crypto engine

Ta—r UG BTV TNy T A R—=T T L
i—a‘o

ATy T17

debug crypto condition unmatched [isakmp | ipsec|
engine]

1

(ER) TR I/ aF =y DoDarT
FAMERPLNGE, T TR EHE S A >
T—VEFRRLET,
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BSEHRET VT -+ |

B s=s— 71 vy xvb—snrx—Tntk

ARV RFEEETIII Y BRI
Router# deb t diti tched i AT a DX —T— RERELRWEGEEIL, s
outer epu Ccr O condlition unmatchne lpsecC N N N .

e ’ B DT R COBRNERSNET,

BEILZ— T/1\YT Avt—2DA4 %*2—T )Lk
WETT— TRy TANEY T e F—T VT DT, ROVEEEFITTILEND
Djﬁ‘jﬁo

TNy TS IT5—CL
debugcryptoerror 2~ REFANZTH L, =T —IZHET LT Ny 7 A v —URRIFRER
RENET, ZTHICKY, IKERTY T — g 7 EORF IR AT AN THRIL7-F#H

ZHEIHRITE £,

B

GE) ZDavwy ReEARX—TMITBHHEAEIT. 7 a— UliEE debug 2~ R3A X —T JVIZERTE
INTWRNZ EEBERLTLLEIN, RESNNTWSE, Za— L avw Ritk-Tx
FS—BEOT Ry S Ay t—U N EEXINET,

FleD#HEE
1. enable
2. debugcrypto isakmp |ipsec|engine} error
FIEDEEHE
FIE
OV RFEREFET7TIVa Y B
RT w71 |enable FEHE EXEC E— FZHMC L ET,
fi s T T ERERENTZDL, NAT—REAS
]\/\iﬂ—o

Router> enable

A 72 |debugcrypto isakmp |ipsec|engine;} error e TICET A T — TRy T A yb—D7F
i - TEAR—T NI LET,

Router# debug crypto ipsec error
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| mEEHET vy HR—F
mEsudET vy cunzEs ]

S &G ET/Ny T CL DR EH
EEEHMNETNY TDA 7—TLALDH!

WOFITIE, ET7DOIPT FLAA10.1.1.1, 10.1.1.2, F721%10.1.1.3 T, B2 0 D
e ID 12 2000 BMEH SN TWDHAEDT Ny 7 Ay —VORRMlEZRLET, £/, 20D
BITIX, Za— VLT Ny JKEE CLI 4 32— 7V 9 5 51k L | show crypto debug-condition
avy REA R—=TMI L THRMFEORELHRT D HELRLET,

Router#

debug crypto condition connid 2000 engine-id 1
Router#

debug crypto condition peer ipv4 10.1.1.1
Router#

debug crypto condition peer ipv4 10.1.1.2
Router#

debug crypto condition peer ipv4 10.1.1.3
Router#

debug crypto condition unmatched

! Verify crypto conditional settings.

Router#

show crypto debug-condition

Crypto conditional debug currently is turned ON
IKE debug context unmatched flag:0ON

IPsec debug context unmatched flag:ON

Crypto Engine debug context unmatched flag:ON
IKE peer IP address filters:

10.1.1.1 10.1.1.2 10.1.1.3

Connection-id filters: [connid:engine_1d]2000:1,
! Enable global crypto CLIs to start conditional debugging.
Router#

debug crypto isakmp

Router#

debug crypto ipsec

Router#

debug crypto engine

BEFREFETNYITDT 4+ E—TILILDHI

WOFITIX, TR_RCOREFSREMFEREET 4 2—TMIL, FTINLORENT 4 —7
MW lp o T2 Z L BB T D HiEE R LET,

Router#

debug crypto condition reset

! Verify that all crypto conditional settings have been disabled.
Router#

show crypto debug-condition

Crypto conditional debug currently is turned OFF

IKE debug context unmatched flag:0FF

IPsec debug context unmatched flag:0FF

Crypto Engine debug context unmatched flag:O0FF
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BSEHRET VT -+ |
B zotoszan

ZTDMDSEER

T BRI E T ANy 7 YR — MEREICE T 2 BEEEHZ DWW TR L £ 7,

BEEER
BEEIEE T=aT7ILBRA NI

IPSec 3 L OVIKE s E1EZ | ['Cisco IOSXE Security Configuration Guide: Secure Connectivity] @
lnternet Key Exchange for IPsec VPNs| D

IPSec 33 L OVNIKE =2~ > K | [Cisco 10S Security Command Referencel

2

Z |54 kL

|-
L

MB mMB®D! >y

I |BIRLEET 7y b7+ —4, CiscolOSXEV U —2, BLORT 4 —F ¥ &> h®D MIB
L |ZBRBRL X ura—RKT252i%, RO URLIZH D Cisco MIB Locator #{# A L £ 7,

http://www.cisco.com/go/mibs

RFC

RFC | 21 kL
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http://www.cisco.com/go/mibs

| mEEHET vy HR—F
BELHET Ay Hi— BT sustEs |

TIOZhILYR—F

A o

Cisco DY R — k Web %1 k Tit. Cisco DELE, |http://www.cisco.com/en/US/support/index.html
N7 7/ mP—=IlETL NI TN a—T T
BN TWEET AL 91IC, v=a T ey —
NEFZLOETLRERA L TA L VY =A%
L TWET,

BHEWORGOEF 2 U T 1 AHFRCBINE A A
F9 5722, Cisco Notification Service (Field
Notice 7*5 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY —ERITIMATEET,

TAADYR— K Web A hOY— T 7k
AT AT, Cisco.com D —H 1D 35 LT/
T — RONMEETY,

BEEEEAFET/ Ny T BR— BT SHEEER

WDOFRIZ, ZOFYa2— /LTt LI-HEEICET YV —XERERLET, ZOFRIX, V7
727 VU —RX FA U TEEEOTR— IR EASINZEEDOY 7 2T VY —RX7E
FERRLTWET, ZOMEEIL, BTk RR2WRY . ZAUEO—#EOY 7 k=7 U Y —
ATHYR—FENET,

7Ty b7 A= LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 15HRZ K
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
L. https://cfang.cisco.com/(ZiEFA F 3, Cisco.com DT 7 v MIMNEDH D FH A,

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .


http://www.cisco.com/public/support/tac/home.shtml
https://cfnng.cisco.com/

BSEHRET VT -+ |
B mesua=70 5 98— F2ET BiseEmER

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)



=6~
=% =R

IPv4 GRE + > R JLIREERH D) IPv6

IPv4GRE b o R /VERGEREH O IPVvo #EREIL, IPv6 2=F ¥ X b N T 7 1 v 7 LIPv6 v /L F F v
AN NT T 4 v 7 O S 7L Generic Routing Encapsulation (GRE) Zi#i T 25 X 9
IZLET,

« FERETE M OOMERR (107 ~—2)
« IPv4 GRE b > F/VIE#EREH O IPv6 ORTIESM: (107 ~—2)
* IPv4 GRE F > VIR ZERCEH O 1Pve OFFIEHE (108 ~_X—)
« IPv4 GRE b > 3 /UARFERH O IPv6 (2B 2158 (108 ~—)
« IPv4 GRE b > R /UARFER O 1Pv6 DFRE L (110 ~<—2)
« IPv4 GRE b > /LIRFERRH O IPv6 DORER] (117 ~—27)
« ZOMDSEGE (118 ~—2)
« IPv4 GRE b > R /UARERRH O IPv6 ICF 2 REREIGH (119 ~—2)

HEEIF IR D MR

CHROYZ 2T VY —RATiE, ZOFEa— A THHEINDET X TOBREN Y R— X
NTWD EIIRY FHA, BATOEEFE R L O I 2oV T, TBug Search Tool] 3 &Y
THERHOTZ7y b 74— BL Y7 =T V) —2DY Y —R J— FEZRL TS
[N :0)-‘6 Va— /)L THI SN OEEICE T D 1EH. BRXOSHREN Y AR—ranp ) ) —=
D—EIZHONWTIL, WREERORELZHML TIZE W,

TT7 Y R T —LDYR—FRBIOV A2 YT My 2T A A=V OPR— MIETHHEHRER
FF HITIL, Cisco Feature Navigator Z i ] L &7, Cisco Feature Navigator {27 27 & 24 5 (2
IZ. https://cfang.cisco.com/IZHZ FE T, Cisco.com DT I T v MILEH D XA,

IPv4 GRE ~ ‘/*M%E%f@ém@ IPv6 D HIjIE S

o ZDOEREE AT 21X, IPVAGRE > L FTIPsec b v R/ARH#EL R ET HMLEEN
HYFET,
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IPv4 GRE > F L{REE#EER D IPv6 |
B Pucre R RERZED IPE ORISR

¢ IPv6 ¥ /L F X ¥ A NEFINTTAHITIL, IPV6 AT XY XA N A—F 4 VT E2RET BN
B ET,

IPvd GRE F > JLIREERZH D IPv6 DHIFIEIE

IPv4 GRE b v VR ERH O 1Pv6 #EREIL, IPv4 ARA > B —ARA > b GRE b vk /U EER
D IPv6 2R — k LE T2, IPv4 mGRE b > RVRERE O IPv6 13 AR — N LEF A,

IPv4 GRE F > R JLIREERZHA D IPv6 [IZRHT 5 1FER

IPsec Z{E A L7=GRE > )L

Generic Routing Encapsulation (GRE) kY pr/bid, & X & & IPSec LA OE A I E
9, ZAUE, IPSec IPVO~ /L FF v A KXy h&EHR— KL TWRWZHTT, Tk
D, BAFIv 7 V=T 427 7o ba/LRIPSec VPN % v b U — 7 fRHTIEL < BEREL %
A, GRE F " FVEIPVE6 ¥V TFF v A REHR—FLTWbHEED, XA T I v V—T 4
Y7 7v haniGRE U RVRHTEITTEET, ¥AMFTIv I V=T 47 7ahan
7 GRE b v R/ CTRRE SN TWAEEIEL, IPSec 2] L T GREIPV6 ¥ /L FF ¥ & h /%
7y MEEFETEET,

IPSec i, 7 U~ w7 EIT b X R#ELZFEH L TGRE N v NERE L TEET,

WO FETYH,. GRE B 72 /LDE ﬁ@\lﬁmﬁ FLEFEITT DI ESNE

T, 7V T b= 7 E2MHLTWBEEIL. K512 GRE ]\‘/4“"/1//\”7/ FHOT D FNT
VYA =T oA ATEHAINE T, PORARELZEH L TV DEAIE. KR
GRE Fo R f v B —T =2 A L THRESNET,

WORNZ, WA v 2 —T 2 A A LTIV b~y P52 FEH LT, GREF RV A X —T =
A AR TA—HICADRE L ENT= "y hERLET, 7 v ME, BB LOr 7+
MEBBREN TS, 77 TFARE LTIPSESEICELNE T,
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| IPvaGRE k> LIREERREI D IPVE

IPsec %/ L 1= GRE F > x|

7: 907 b=y TEER LT IPVMGRE U R ILIESLIRED IPVE DERTE

Phiysical Physical
Interface Interface

Encrypted 5’ ﬂ Clear-text
Packels |© Packels
-7 « >
E Tuninel
E Interface

284238

WODKNZ, GRE b RV A 4 —7 = A A _|C tunnel protection 2~ > K& L= 51t %
RLET, BEbIni Ty NI, PR A ¥ —7 oA ARMTL—ZIZAY | H5{b
BLOB TSN TG, 707 TF AP E L THEICELNET,

8: N ARIRELFEA LT IPvGRE b o #LESEALIZE D IPv6 DERTE

Physical Turnel Physical
Interface Protection Interface
Encrypted Clear-text
Packets Packels
R I b S
Tunnel
Interface
g
&

IV N~y T HREFERA LG E b rNREFR AR LA 0EEEWE LTI
RLET,
eIPSec 7 V7' b = v 7k, WA ¥ —T = A RZEHEMIT LN, X7y MRELA v
H—T 2 A AZBLTIREIND EEWTF v ENET, TOREET, X7y MITT
IZ GRE b RIVNTH P ENTOET,

o MR #EIT. WEEALEERES GRE b U R VIZBEIESTT . 2347y RS GRE B SR E X
NTOEWEA X —T =2 ATEBEINDIFETOMICTF =7 INFET,
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IPv4 GRE > F L{REE#EER D IPv6 |
B iPuscRe oL RERBO P OREFS X

IPv4 GRE + > % JLERFEFEER D IPv6 DEXE 773k

H1) Tk TEFERLT- IPvAGRE BEELZHD IPv6 DEETFE

FIEDHE
1. enable
2. configureterminal
3. ipv6 multicast-routing
4. ipv6 unicast-routing
5. interface type number
6. ipv6 address {ipv6-address/prefix-length | prefix-name sub-bits/prefix-length}
7 tunnel mode {aurp | cayman | dvmrp | eon | gre| gre multipoint | greip | greipv6 | ipip
[decapsulate-any] | ipsecipv4 | iptalk | ipv6 | ipsecipv6 | mpls| nos| rbscp}
8. tunnel source {ip-address | ipv6-address | interface-typeinterface-number }
9. tunnel destination {hostname | ip-address | ipv6-address}

10. exit

11.  cryptoisakmp policy priority

12. authentication {rsa-sig| rsa-encr | pre-share}

13. hash {sha| md5}

14. group {1|2|5}

15. encryption {des| 3des| aes 192 | aes 256}

16. exit

17.  cryptoisakmp key enc-type-digit keystring {address peer-address [mask] | ipv6
{ipv6-address/ipv6-prefix} | hostname hosthame} [no-xauth]

18. cryptoipsectransfor m-set transform-set-name transforml [transform2] [transform3] [transformé]

19. accesslist access-list-number [dynamic dynamic-name [timeout minutes]] {deny | permit}
protocol source source-wildcard destination destination-wildcard [precedence precedence] [tos
tos] [time-range time-range-name] [fragments] [log [word] | log-input [word]]

20. cryptomap [ipv6] map-name seg-num [ipsec-isakmp [dynamic dynamic-map-name | discover |
profile profile-name]]

21. set peer {hosthame [dynamic] [default] | ip-address [default]}

22. set transform-set transform-set-name [transfor m-set-name2...transfor m-set-name6]

23. match address[access-list-id | name]

24. exit

25. interface type number

26. crypto map map-name [redundancy standby-group-name [stateful]]

27. end
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| 1PvaGRE > 3 LIREERZED IPVG

HYTk Ty TEERALE IPUGREBEELEm0 P 0Ez ]

FED FH 4
Fig
ARV EEEET7Ia Y B
RATwvF1 |enable FiME EXEC E— REAMICLET,
K s TuU T IRFRENT L, NAT— RE AT
Router> enable LET,
R w 2 |configureterminal 7 a— AR T — REBE L E T,
&1
Router# configure terminal
AFw 73 |ipv6 multicast-routing V=B DFTRTOIPV6 XA v 4 —T = A A LT
%l - Protocol Independent Multicast (PIM) & < /LT F ¥
Router (config)# ipv6 multicast-routing A % lJ;Ki%v—ﬁ%H% (BdE})) %Eﬁﬁfﬁ[/7i<?/DfFiPﬁ’
AMN—=T 4 T EHENILT, vAFFx A b
MRk Z AN LET,
s ZDa~y NiE, IPv6 VT F v A b &fliH
LTWOGEBIZOHET L ET, IPv6 ==
Xy A RNEFEHLTWDIEAIX, Zoa~v s R
EANZL2NWE DT HHERHD £,
RTw 74 |ipv6unicast-routing IPV6 2=F ¥ A f T—4 7T AOEEEHHICL
15'] : iﬁ—o
Router (config)# ipvé unicast-routing
Z 5w 75 |interfacetype number KRNV A B =T 2 A ABLOEFEZHRE L,
Bl - A B —TxAf AT 4 Falb—vgry ET—FK
Router (config)# interface tunnel 10 %Eﬁﬁﬁél/ji7f°
2Ty T6 |ipv6 gddresg{ipv6—addr&s/prefix—length| prefix-name | [pve O — %72 7L 7 v 7 ZIZHESWTIPVG 7
sub-bits/prefix-length} RLAZREL, ¥ —7 = A ABIT 5 IPV6
{1 WA A 2 —T ML ET,
Router (config-if) # ipv6 address 0:0:0:7272::72/64
A5 w77 |tunnel mode {aurp |cayman |dvmrp|eon|gre|gre | ko kL A v X —T = A ADH TENAE— K%
multipoint | greip | greipv6 | ipip [decapsulate-any] | | =5 | %4,
ipsecipv4|iptalk | ipv6|ipsecipv6 | mpls|nos|rbscp}
1 -
Router (config-if)# tunnel mode gre ip

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



B /v 7 <y TEEmALE P GRE S ILEMD IP6 DRE

IPv4 GRE > F L{REE#EER D IPv6 |

ARV RFERETI3Y EL:Y
ZFw 78 |tunnel source {ip-address|ipv6-address| R R A H—T oA ADEETT RL A %HR
interface-typeinterface-number } FLET,
1 -
Router (config-if) # tunnel source ethernet0
XFw 79 |tunnd destination {hostname|ip-address|ipv6-address} | K> )L £ ¥ — T = A4 ADSELEEIETE L ET,
i
Router (config-if)# tunnel destination 172.16.0.12
ATy 710 |exit Ao B —=Tx2fAar T 4Fal—ar T—F
- ERETL, o= arry s Fal—ia L E—
Router (config-if) # exit FIZRY £9%
A7 711 |cryptoisakmp policy priority S B —Fy N F—x 7 AF Y (IKE) KV
Bl - —HREFRLT, ISAKMPRY v— a7 1 ¥
— N . Ly
Router (config)# crypto isakmp policy 15 Vovasw b %E“ﬁﬁn bjﬁj«o
ARV =FFUI KT TAT VT 4 RED
RNY =% LET, priority 51 EEMEWE
&L BRI AR L 22D 7,
RTw 712 |authentication {rsa-sig|rsa-encr | pre-share} IKE RN U > —NORBGEFREFEEL 7,
U e rsasig¥—7— R & rsaencr ¥— 17— RIZIPv6
Router (config-isakmp-policy)# authentication THYR—FENFEHA,
pre-share
7w 713 |hash {sha| md5} IKE R =Dy 2 7T XLEHEL
1 - EE
Router (config-isakmp-policy)# hash md5
ATv 714 |group {1|2]5} IKE R U > —WN#ETD D-H 7 )V — 7 O HIE =%
15'] : ?E‘ﬁi—’]\/jﬁﬁ—o
Router (config-isakmp-policy)# group 2
RFw F15 |encryption {des|3des|aes192| aes 256} IKE R VU & —HNORESb 7 LT Y XL E2HELE
i kK
Router (config-isakmp-policy) # encryption 3des
AT v F16 |exit ISAKMP RV v — a7 4 Fal—vzr E—FK
i - ERTLTC, Zm—rbarry s Fal—vay
— K Ly
Router (config-isakmp-policy)# exit ® b %fgﬂﬁu L/ﬂiifo
AT F 17 |cryptoisakmp key enc-type-digit keystring {address | Fpij A R8REF — 238 E L 7,

peer-address [masK] | ipv6 {ipv6-address/ipve-prefix} |
hostname hostname} [no-xauth]
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| 1PvaGRE > 3 LIREERZED IPVG
HYTk Ty TEERALE IPUGREBEELEm0 P 0Ez ]

ARV RFEEIETIa Y B
1 :

Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0

R w718 |cryptoipsec transform-set transform-set-name KNS v AT —A+ty NEEFRLET,
transforml [transform?2] [transform3] [transformd4]

&1

Router (config) # crypto ipsec transform-set myset0
ah-sha-hmac esp-3des

Z 5w 719 |accesslist accesslist-number [dynamic dynamic-name | #53E P 7 7+ 2 U 2 A EH L ET,
[timeout minutes]] {deny | permit} protocol source
source-wildcard destination destination-wildcard
[precedence precedence] [tos tos] [time-range
time-range-name] [fragments] [log [word] | log-input
[word]]

1 -

Router (config) # access-1list 110 permit gre host
192.168.0.16 host 172.16.0.12

AT 720 |crypto map [ipv6] map-name seg-numlipsec-isaskmp | LW/ ) F b =y F = MU E37F a7 7 A

[dynamic dynamic-map-name | discover | profile NEER L, 7V b~y ar7 4 Falb—g
profile-name]] v E— FERBLET,
1 -

Router (config) # crypto map mymap 10 ipsec-isakmp

AT w721 |setpeer {hostname [dynamic] [default] | ip-address | 27 ) =" |k < > = b U N IP Security (IPsec)

[default]} T EZRELET,
i -
Router (config-crypto-map) # set peer 10.0.0.1
AT F22 |settransform-set transform-set-name 7V 7~y MY THEMARER T R
[transform-set-name2...transfor m-set-names] Tr—hty FNEEELET,
{1
Router (config-crypto-map) # set transform-set
myset0
25w 723 | match address [access-list-id | name] VT v~y T 2 NIRRT 78 A VR M &
Bl HEE LET,
Router (config-crypto-map) # match address 102
ATv 724 |exit 7V T~y T ar7 4 Xal—varyE—FR%
R BTL, ZFm—rbav7 s Fal—vay £—
RIZEYD £7°,

Router (config-crypto-map) # exit
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IPv4 GRE > F L{REE#EER D IPv6 |

B o mEEER L IPMGREBSLZED PV DRE

ARV KRFEEETIa Y B

AT 725 |interface type number AVHE—T 2 AA AELFZEREL, AV ¥ —T=A
Bl A a7 4FXal—aryET— RERBLET,
Router (config) # interface ethernet 1

AT 726 |crypto map map-name [redundancy ERBFADI VTN~ T vy b7 U MDY
standby-group-name [stateful]] KA —T A AL ET,
1 -

Router (config-if)# crypto map mymap

27w 21 |end
B -

Router (config-if) # end

Ao B —T A AALT 4 Fa2lb—Tary F—F
ZHT L. HibE EXEC £— RIZREY £,

co R JLIREZ(E AL T- IPvAGRE FEE1LEZH D IPv6 DERTE

FIRDEE

©ENDORWN

- )
- O

12.
13.
14.
15.
16.

17

18.

19.
20.
21.
22.

enable

configure terminal

ipv6 multicast-routing

ipv6 unicast-routing

cryptoisakmp policy priority

authentication {rsa-sig| rsa-encr | pre-share}

hash {sha|md5}

group {1 2|5}

encryption{des|3des |aes [aes 192 |aes 256}

exit

cryptoisakmp key enc-type-digit keystring {address peer-address [mask] | ipv6
{ipv6-address/ipv6-prefix} | hostname hostname} [no-xauth]
cryptoipsectransform-set transform-set-nametransforml [transform?2] [transform3] [transform4]
cryptoipsec profile profile-name

set transfor m-set transform-set-name [transfor m-set-name2...transfor m-set-nameg]
exit

interface type number

ipv6 address {ipv6-address/ prefix-length | prefix-name sub-bits/prefix-length}
tunnel mode {aurp | cayman | dvmrp | eon | gre | gre multipoint | greip | greipve |
ipip[decapsulate-any] | ipsec ipv4 | iptalk | ipv6 | ipsec ipv6 | mpls| nos| rbscp}
tunnel source {ip-address | ipv6-address | interface-type interface-number }

tunnel destination {hostname | ip-address | ipv6-address}

tunnel protection ipsec profile name [shared]

end
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| 1PvaGRE > 3 LIREERZED IPVG

ko3 LAREE £ 6 LT IPva GRE iE 2 L2 0> v 0 [

FED FH 4
Fig
ARV EEEET7Ia Y B#)
RATvF1 |enable it EXEC E— RZHZIT L E T,
1 s T IRFIREINTES, NRAU—REAT
Router> enable LET,
R w 2 |configure terminal 7 a— AR T — REBE L E T,
i -
Router# configure terminal
A7 w73 |ipv6 multicast-routing =B DFTRTD IPV6 iffin A v 4 —7 = A A LT
%l - Protocol Independent Multicast (PIM) & < /LT F ¥
Router (config)# ipv6 multicast-routing A }\ Y Xﬂ"*—fﬁﬂj (MI_':_D) %{iﬁﬁ Lf:‘?/]/?"a?’v
ANN=T 4 T EHAMILT, v FFv¥ X b
BRIk A LET,
s ZDawy RiE, IPV6 v /LT A M &L
LTWEOSEEIZORAIILET, IPve =
F¥AREEHLTWDEAIEL, Zoa~v R
EENCT HHETHY £ A,
AT w74 |ipv6unicast-routing IPV6 =% v A b T—% 77 AOEREE AL
15'] : iﬁ—o
Router (config)# ipvé unicast-routing
RFw 75 |cryptoisakmp policy priority IKERY > —%EHL, ISAKMPRY v — a7 ¢
Bl - Fal—rvarE—RFElBLET,
Router (config)# crypto isakmp policy 15 R —FE51I. b7 TAT VT A DEHNORY
—&R LET, priority SIBUEAMEVE L, B
NENZD i < 72 0 F 4,
X5 w6 |authentication {rsa-sig|rsa-encr | pre-share} A E—Fy N F—2 I AF Y (IKE) RV
B - V—NORBRES & fRE L E T,
Router (config-isakmp-policy) # authentication srsa-sig¥—"v— K & rsa-encr % —Y — RZIPv6
pre-share THHR— b ESNFEEA,
RFwF1 |hash {sha| md5} IKERY —NDO Ny 2 T3 XAEREL
15'] : iﬁ_o
Router (config-isakmp-policy)# hash md5

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



B roxmEEmERLE IPMGREBSLERED IPG OB

IPv4 GRE > F L{REE#EER D IPv6 |

ARV FFEREETIVa Yy

S

RATwv 78 |group{1|2|5} IKE RV > —WNETD D-H 7 — 7 Ok Bll% 5 %
1§| : ?Eﬁi—’bjﬁj‘o
Router (config-isakmp-policy)# group 2

AT 79 |encryption{des|3des|aes |aes 192 |aes 256} IKE R U > —NOBEALT VT Y XLEFELE
11 EE
Router (config-isakmp-policy) # encryption 3des

ATy 10 |exit ISAKMP R v — a7 4 Xal—var £—F
5l - ERTLET, fT, Zo—r a7 Fa
Router (config-isakmp-policy)# exit b—va st ]\&:Eé D i‘a‘o

A7 w 711 |cryptoisakmp key enc-type-digit keystring {address | i RAEF —2HE L £,
peer-address [mask] | ipv6 {ipv6-address/ipve-prefix} |
hostname hostname} [no-xauth]
1
Router (config) # crypto isakmp key cisco-10
address 172.16.0.12 255.240.0.0

AT w712 |cryptoipsectransform-set transform-set-name NS RAT—A Ty NEEHEL, L— X 5IE
transforml [transform?2] [transform3] [transform4] WS AT d—A a7 (Xl —gy E—
i - FizLE9,
Router (config) # crypto ipsec transform-set myset0
ah-sha-hmac esp-3des

AT 713 |cryptoipsec profile profile-name 2 DD IPsec /b— 4 D IPsec K BALICfEH & D
B - IPsec /X7 A — X & EFK LT, IPsec 77 7 A /L

N N N N N Ly

Router (config) # crypto ipsec profile ipsecprof AT A4 Fal—vas T b %E“ﬁﬁn szj«o

AT 714 |set transform-set transform-set-name 7V 7 s~y = MY CEHATRER BT A
[transform-set-name2...transfor m-set-name6] Tx—hty FEEELET,
1
Router (ipsec-profile) # set transform-set mysetO

RATvT15 |exit IPsec 7077 AL ary7 4 F¥al—arF—R
- ERETL, ZJu—arr s Fal—ia L E—
Router (ipsec-profile) # exit FalE%K)§ETfO

AT w716 |interface type number R A B =T 2 A ABLOE ST L,
i - AB =T A AT 4Falb—g 2 EF—F

Router (config)# interface tunnel 1

ZPIE L £,
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| 1PvaGRE > 3 LIREERZED IPVG

IPva GRE | > LR IPve sl ]

AT RERETIVa Y

E:)

AT w711 |ipv6 qddres {ipv6-address/ prefix-length | prefix-name| ¢ o % — 7 = Z|12E| ) BT HH TV IPV6 % v
sub-bits/prefix-length} MO —2 %3 EEL, £ ¥ —7 A A TIPv6 LEE
{1 A X —T M LET,
Router (config-if) # ipvé address
3ffe:b00:c18:1::3/127

RTw 718 |tunnel mode {aurp | cayman|dvmrp|eon|gre|gre |GREIPv6 k> /L ZIEE L ET,
multipoint | greip | greipv6 | ipip[decapsulate-any] |
ipsecipv4|iptalk | ipv6|ipsecipv6| mpls|nos|rbscp}
1 -
Router (config-if) # tunnel mode gre ip

Z 7w 719 |tunnel source {ip-address|ipv6-address| interface-type| ko L o 5 —7 = ADEFETT FL AT
interface-number } IIEETA VA —T oA A ZA T L RBEEHIBEL
1 - 7,
Router (config-if) # tunnel source 10.0.0.1

R 5w 720 |tunne destination {hostname|ip-address|ipv6-address} | ~ > k)L A > ¥ —T7 = 4 ADFEHET KL A F 1%
Bl - AR M fEE L ET
Router (config-if) # tunnel destination 172.16.0.12

AT w721 |tunnel protection ipsec profile name [shared] NN A B —T A A% Psec 717 7 A LT
Bl - BT
Router (config-if) # tunnel protection ipsec
profile ipsecprof

AFv 722 |end A H =T AfAaryT 4FXal—arF—FK
Bl - ZHET L. FiHE EXEC £— FIZRY £,

Router (config-if) # end

IPv4 GRE k > R JLER

EZEBO IPve D

&% 7€ 151

HYTr<TyTEFEALT-IPVAGRE FEELEZEHD IPv6 D% EH

Router> enable

Router# configure terminal

Router (config) # ipvé multicast-routing
Router (config)# ipvé unicast-routing
Router (config) # interface tunnel 10

Router (config-if)# ipvé address my-prefix 0:0:0:7272::72/64

Router (config-if) # tunnel source ethernet0
Router (config-if) # tunnel destination 172.16.0.12

(
(
(
Router (config-if) # tunnel mode gre ip
(
(
Router (config-if) # exit
(

Router (config) # crypto isakmp policy 15

IPsec #{EFHAL=-VPNDEFX1) T a2TsFaL— 3> 4 F (Cisco 10S XE Gibraltar 16.10.x [/ [7)




IPv4 GRE > F L{REE#EER D IPv6 |

B roxREEER L P GREBESLERE D IPV6 DRES]

Router (config-isakmp-policy)# authentication pre-share

Router (config-isakmp-policy)# hash md5

Router (config-isakmp-policy)# group 2

Router (config-isakmp-policy)# encryption 3des

Router (config-isakmp-policy)# exit

Router (config) # crypto isakmp key cisco-10 address 172.16.0.12 255.240.0.0
Router (config) # crypto ipsec transform-set myset0 ah-sha-hmac esp-3des
Router (config) # access-list 110 permit gre host 192.168.0.16 host 172.16.0.12
Router (config) # crypto map mymap 10 ipsec-isakmp

Router (config-crypto-map) # set peer 10.0.0.1

Router (config-crypto-map) # set transform-set mysetO

Router (config-crypto-map) # match address 102

Router (config-crypto-map) # exit

Router (config) # interface ethernetl

Router (config-if) # crypto map mymap

Router (config-if) # end

L RILIRELEA L - IPvA GRE FES1L 2B D IPve D% E I

RIZ, IPvAGRE k%L ETlIPsec b U RVRELZ R ET DB &R LET, IPv6 v /L FF ¥ X
rL—F 4 > 7%, ipv6 multicast-routing =~ > R&H L THMIC L £,

Router> enable

Router# configure terminal

Router (config) # ipvé multicast-routing

Router (config) # ipv6é unicast-routing

Router (config) # crypto isakmp policy 15

Router (config-isakmp-policy) # authentication pre-share

Router (config-isakmp-policy)# hash md5

Router (config-isakmp-policy)# group 2

Router (config-isakmp-policy) # encryption 3des

Router (config-isakmp-policy)# exit

Router (config) # crypto isakmp key cisco-10 address 172.16.0.12 255.240.0.0

Router (config) # crypto ipsec transform-set mysetO ah-sha-hmac esp-3des

Router (config) # crypto ipsec profile ipsecprof

Router (ipsec-profile) # set transform-set mysetO

Router (ipsec-profile) # exit

Router (config) # interface tunnel 1

Router (config-if)# ipvé address 3ffe:b00:c18:1::3/127

Router (config-if)# tunnel mode gre ip
(
(
(
(

ZTDMDSEERH

)
Router (config-if) # tunnel source 10.0.0.1
Router (config-if) # tunnel destination 172.16.0.12
Router (config-if) # tunnel protection ipsec profile ipsecprof
Router (config-if) # end
BEhEERE T=aTFI AL L
IPv6 ¥V FF ¥ XA~ =T 4 7 [TPv6 Implementation Guide.]
Cisco I0S =~ K [Cisco I0SMaster Commands List, All Releases]
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| 1PvaGRE > 3 LIREERZED IPVG
IPve GRE > % LIREERE D IPve I=ES T 2 issetEss [

BEEIEE T=aTFILERAL ML

X2 VT4 avr N avr M + [Cisco 10S Security Command Reference
DOFAM, a~vr KE—FK, a~v - KNE Commands Ato CJ
& 7740 MRGE, i EoEEE

. 3L O » [Cisco 10S Security Command Reference

Commands D to LJ

» [Cisco 10S Security Command Reference
Commands M to R]

+ [Cisco 10S Security Command Reference
Commands Sto Z]

T AL YR—F

B2l o

EHOURLIZT 7 A LT, >A2adF 7 =7 |http://www.cisco.com/cisco/web/support/index.html
Y R— P ERKRBIEM LT ZEN, 2
N0V Y—RF, Y7 N =2THA A R—
NLUTHELLY, YAapfieT7 7 /n
T D BARIBE A R L2 0 T 5 7
IR LT ZE, 2D Web ¥ kLoD
V=T 7B AT HERIE. Cisco.com D E 7
A IDBLOVSIRT — RRMKETT,

IPv4 GRE k> JLIRFEFRZEB D IPV6 [ZEH I SRR

WORIZ, ZOFY 2— /L THILIEREICET OV U —AFREZRLET, ZORET, V7
FY=7 U U =R bbA THEEOYR— FREASNEEDY 7 by =T VY =72
FERLTWET, ZOEERIL. Rk BRWRY , ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

T7 Y b7 A= LD R— I BLOV AT YT MY =T A 2=V OV R— MIBET 2 EHRE R
29 %IZ1%, Cisco Feature Navigator ] L &7, Cisco Feature Navigator |27 7 & A3 %2
IZ. https://cfang.cisco.com/IZHA FE F, Cisco.com DT I 7> MILEDH D £H A,
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http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/cisco/web/support/index.html
https://cfnng.cisco.com/

IPv4 GRE > F L{REE#EER D IPv6 |
B iPuscRe o oL REE DO 1P SBIT HHEEEIESR

. IPsec ZEALI=VWPNDOtExX1)FT4 a2T4sFaL— 3> 4 K (Cisco 10S XE Gibraltar 16.10.x [d] 1)



Irh-7:|::
5 2

RFC 430x IPsec 71—

RFC 430x IPsec #"7R— MZiX, RFC 4301 THEINLTWAA V F—FX v h F— T/ AF
Y (IKE) & IPsec DENEZ EEET 2H4HE (REC430x [Psec VAR—F 72 —RX 1 BL N7 =—
R2) MEENET,

o BRETE I OMERE (121 X—)

« RFC 430x IPsec V7" — MZBAT 2 1H (121 2—)

« RFC 430x [Psec 7R — F DR EHTE (123 <—)

« RFC 430x IPsec 74— kD% EH] (126 ~<—)

« RFC 430x IPsec ¥rA"— MZBET 2 MDY 77 L2 X (127 X—)
« RFC 430x IPsec 73— MZBIT 2 HrETE# (128 ~—2)

P AE IR IR D HERR

CHEROY 7 =T VU —ATE, ZOFEY 22—V THHEIND T X CTOMREN T FR— S
TS EIFRY 8 A, EFOKRERE RIS L OEEIZOWTIL,  [Bug Search Tool] X
CHEHOT Ty v T —LbBIOY T 2T VUV —ZADY UV —R /)= EZRLTIEE
WV, ZOEFEVa2—/L Tl SN OERICET 1R, BLOBEEN Y AR— sV ) —=
D—FIZON TR, WEFROKREZZML TIIZE W,

T7 Y b7 A —ADYR— I BLIOV AT YT MY =T A A=V OV R — MIBET 2R E B
&9 %5IZ1%, Cisco Feature Navigator Z /| L 7", Cisco Feature Navigator |27 7 & 29 2|2
I%. http://www.cisco.com/go/cfnlZHEA F 3, Cisco.com DT A7 2 MIMLEDH D FH A,

RFC 430x IPsec H-7k— FIZRE9 B 1E%R

RFC 430x IPsec 7 R— k 7 —X1

RFC 430x [Psec AR— h 7 = — X 1 ¥%GEIZ. RFC 4301 THESNTWAS A v F—F% v b F—
T/ AF =Y (IKE) & IPsec DEMfEA I L £9°,

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .


http://bst.cloudapps.cisco.com/bugsearch
http://www.cisco.com/go/cfn

RFC 430x IPsec #R— + |
B rrcssoxipsec 4 —+ 7z —x2

RFC 4301 /L IPsec (ZHEL L 723 AT A DIAKRT —% 7 7 F ¥ #HE L TWET, RFC4301 (2
1%, IPv4 & IPV6 D DEREE T, IPLA YD N T 7 4 v 7 IC—#HDOEX 2T 4 —E A%
T 2 HFENFTRH SN TV ET, RFC430x [Psec VAR — ~ 7 =— X 1 #6EI%. Cisco I0S V
7 v =T EORD RFC 4301 4V HR—FLET,

« Security association (SA) lifetime : IPSec & 1 % —x v f F— =7 2AF =¥ (IKE) %
TidA v —Fy b F—x7 7\%1‘/9 N— =722 (IKEV2) MoeXx=U74 7Y
V=3 DTATEA NIBIREAED T A T A A LEBAIWE DT HMEN D
D ET,

OPAQUE sdlectors : OPAQUE (%, ®HEd 5L 27 &7 4 —/L RBRGEICHEHA T 7202
ExaRLET, IKEV22OPAQUE L7 Z IZiEi#H 7T 5 & IKEV2IZA¥ v 7 LT, OPAQUE
LI ZELBRET, R O RIED DI DOE L 7 ZIZBE L £,

Explicit Congestion Notification (ECN) support : ECN %, IPsec /37 v k DE SHI&HE &
DD, Ny NOREBILESIEL Ry hT— 7 NTRAE LTREZZEHRT 5 2 & 0MR
RESALET,

Fragmentprocessing : £ 7 1%, WU R RANTHM 7T 7 A R LT F 7 AL b
HZEFELRWEIICTORERD Y 3, 7T 7 A FEHWH T T 7 AL b aink
FT2DDO MRV E—RSA LIV T Z 7 A NHO 3V E— FSA Z531F D44
ERH Y ET, Psec ETIL, NA/RNAR T T 4 v ZIZHET HT20O, N7 v b ORKEE
AT =PIV TITTA S Fe2y 7 Y R— T H0ERH £7,

Do not fragment-(DF) bit processing : DF £y FLERIX, SA B CERTETHMLENH D F
R

Dummy packet generation support : k7 7 ¢ w7 53 IPsec SA k> R /U H T TV 545
BlITIPsecSAFRHITH I — /"7 FEFEELTAT Yy N2 T ETE HHLERDHY F
7

RFC 430x IPsec H7K— k 7 —X2

RFC 430x IPsec A" — k 7 = — X 2#%hEIZ. CiscolOS 7 b 7 =7 E® Internet Control Message
Protocol (ICMP) /37 v kD5 5L L HS{ED RFC 4301 EAELHR— K LET,

ICMP =7 —\344 2L, ICMP =T — X v b —UNKESNET, 72L& xiE, A MRE
ERREOLAIL, FRIT A AN ICMP EROFEITCICHA A FDREGERETHDH Z L 2R T
AvT—UHBEELET, ICMP =7 — % vt —0 IPsec Bl EALAR Y > —IZ@W=581T
BEfFD SA & —E T2 L2 ICHBEINLWAREERSH Y £9, 207D, /X7 v MIICMP =
T—AvE—VHNOT —HIZESWTHEINET, ZOT7—ZIZiL, JTLOICMP A vE—
@%Eﬁ7FVX&%%T%VXﬂaihfwiﬁ}SA#KMPE7 AvE—YHNOT R

ZNZHSWTHRHEESNEEAE. TOSABXMEHINE T, SABFELZRWEAE, RY

— TIPS TWIUIE, SA BMER S E T, EHEETIE, A7 SA BARONLRWEE
2, ICMP =7 — X vt —VHNDOT —Z SO TEGIET = v 7 BRETINET,

ICMP =7 — X vt —V DR & 51X, showcryptoipsecsa 2~ ROHNIZFREND
Wafbh o2 bEGE 2B L TR TEET,
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| RFC430x IPsec 4 R—

RFC 430x IPsec Y 7~R— @

RFC 430x IPsec $7R— + DEEEHE .

BRTE A

RFC 430x IPsec H7/R— kD45 A—/\JLERTFE

DX AT L, RFC4301 FE¥EA 7o — VIR ET A7 OICFEITLET,

FIEDHE
1. enable
2. configureterminal
3. cryptoipsec security-association dummy {pps rate | seconds seconds}
4. cryptoipsec security-association ecn {discard | propogate}
5. exit

FIED F¥H

FIE

ARV RFERETOVa Y

=)

AT w1 |enable F¥etE EXEC E— RZ AN LET,
f1 e T EINFRREINTEL, NATY— K& AT
Device> enable LET,
R 72 | configureterminal Jua—r" U RERE— REBB L ET,
fi
Device# configure terminal
R 7 3 | cryptoipsec security-association dummy {ppsrate| [[PSec hT 7 4 v 7 TR —NDOHF I — Sy kDE
seconds seconds} & EIE TR LE T
i) :
Device (config)# crypto ipsec security-association]
dummy seconds 5
R T 7 4| cryptoipsec security-association ecn {discard | IPSec b T 7 4 v 7 7 v —PNOWRAHEES @
propogate} (ECN) EZFREIC L E T,
i)
Device (config) # crypto ipsec security-association|
ecn discard
25w 75 | exit Ju—r )b a7 4 Fal—ary T— REKT
i - L. FH EXEC E— RIZRD £7,

Device (config-crypto-map) # exit

IPsec ZEAL-VPNOtEXa)TF4 avTasF¥xalL—> 3> HA K (Cisco l0S XE Gibraltar 16.10.x [ (1) .



RFC 430x IPsec #R— + |
. 91) 7 b = v FEL0) RFC 430x IPsec H-7R— kDR TE

1) 7k <y TEALD RFC 430 IPsec H 1 R— FDEETE

ZDOFAZIE, RFC4301 EEza 7 U7 N ~ v TR CRIET HT2DICETLET,
FIEDHE
1. enable
2. configureterminal
3. crypto map map-name seg-num ipsec-isakmp
4. setipsec security-association dfbit {clear | copy | set}
5. setipsec security-association dummy {pps rate | seconds seconds}
6. set ipsec security-association ecn {discard | propogate}
7. end
8. show crypto map ipsec sa
Flgn 4
FIE
ARV KRFERRETI a3 Y B#J
AT w71 |enable it EXEC E— RZ AT L E T,
i) : T ERERINTZD, NAT—REANT
Device> enable LET,
R 72 |configureterminal Ja— N\ E— REBE L ET,
1 -
Device# configure terminal
R T 7 3| crypto map map-name seg-numipsec-isakmp ERETIZER T 527V N~y = MY 248
i - ELT, 7V h~vwy T avry s Xal—rayv

T—FzfmL£7,

Device (config) # crypto map cmap 1 ipsec-isakmp

AT 7 4 | setipsec security-association dfbit {clear |copy |set} |7 Uk~ 7NDIPSec h7 7 4 v 7 71—t
#l - X274 7YvxE— a3 (SA) HALO Do not
Fragment (DF) b > MAUEZHLIZ L £,

Device (config-crypto-map) # set ipsec
security-association dfbit set

R T 75 | setipsec security-association dummy {ppsrate|seconds| 7 ) 7" ~ = FINDIPSec T 7 4 v 7 7a—HD
seconds} B — Ry NOER L EEEEICLET,
B

Device (config-crypto-map)# set ipsec
security-association dummy seconds 5
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| RFC430x IPsec 4 R—

91 7+ <y TEELO RFC 430x IPsec 7R — + DEEE .

ARV RFERETIVa Yy

B8

R T 76 | Setipsec security-association ecn {discard | propogate} | 7 ) 7 ~ = FINDIPSec N5 7 4 v ¥ 7ua—H®D
Bl SA WL OWRIOIBSES (ECN) @E% AN L
Device (config-crypto-map) # set ipsec ES
security-association ecn propogate

RTwvF7|end VT b~y ar7 o ¥alb—varE— K%
Bl KT L. #H EXEC T— RIZREY £,
Device (config-crypto-map) # end

A7y 7 8 | show crypto map ipsec sa IPsec SA IZ &> TRl SN AR EEZRRLET,

1

Device# show crypto map ipsec sa

1

&Iz, show cryptomap ipsecsa 2~ > ROH 2R LET,

Device# show crypto map ipsec sa

interface: TunnelO

Crypto map tag: TunnelO-head-0, loca
protected vrf: (none)

local ident (addr/mask/prot/port): (3
remote ident (addr/mask/prot/port): (

current peer 3FFE:2002::C671:FEFF:FE8

PERMIT, flags={origin is_acl,}

#pkts encaps: 36, #pkts encrypt: 36,
#pkts decaps: 28, #pkts decrypt: 28,
#pkts compressed: 0, #pkts decompress
#pkts not compressed: 0, #pkts compr.
#pkts not decompressed: 0,
#send errors 0, #recv errors 0O
#send dummy packets 852600,

local crypto endpt.: 3FFE:2002::32F7:
remote crypto endpt.: 3FFE:2002::C671
plaintext mtu 1430, path mtu 1500,

current outbound spi: 0xE963D1EC (3915
PFS (Y/N): N, DH group: none
Dummy packet: Initializing

inbound esp sas:

spi: OxF4E01B9A (4108327834)
transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2053, flow id: ESG:53, siblin

sa timing: remaining key lifetime
IV size: 8 bytes

replay detection support: Y
Status: ACTIVE (ACTIVE)

(k

inbound ah sas:

ipvé mtu 1500,

1 addr 3FFE:2002::32F7:DFF:FE54:7FD1

FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)
8:EB82 port 500

#pkts digest: 36
#pkts verify: 28
ed: O

failed: 0

#pkts decompress failed: O

#recv dummy packets 424905

DFF:FE54:7FD1,

:FEFF:FE88:EB82

ipv6 mtu idb GigabitEthernet0/0/1
633132)

g_flags FFFFFFFF80000049, crypto map: TunnelO-head-0

/sec): (4608000/2343)

IPsec Z#FHALVPNOEX1) T4 a2V T4FXaL— 3> HA K (Cisco 10S XE Gibraltar 16.10.x [/ 1) .



. RFC 430x IPsec 7 R— kDR EHI

inbound pcp sas:

outbound esp sas:

spi: OxE963D1EC(3915633132)
transform:
in use settings ={Tunnel,
conn id: 2054,

sa timing:
IV size: 8 bytes

replay detection support:
Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:

RFC 430x IPsec t7Rk—

{51 - RFC 430x IPsec Y 7~—

RIZ., RFC 430x IPsec ¥R —

Device> enable
Device# configure terminal

flow id: ESG:

remaining key lifetime

RFC 430x IPsec #R— + |

esp-3des esp-mdbS-hmac,

}

54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

(k/sec): (4608000/2343)

Y
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CEX B

Device (config) # crypto ipsec security-association dummy seconds 15
Device (config) # crypto ipsec security-association ecn propogate
Device (config-crypto-map) # exit

1
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Device> enable

Device# configure terminal
Device (config) # crypto map
Device (config-crypto-map) #
Device (config-crypto-map) #
Device (config-crypto-map) #
Device (config-crypto-map) #

£1) 7+ < THE{EID RFC 430x IPsec H 7R —

_n,,--.
DEXTE
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cmap 1 ipsec-isakmp

set security-association copy

set security-association dummy seconds 15
set security-association ecn propogate
end

Device# show crypto map ipsec sa

interface: TunnelO

Crypto map tag: TunnelO-head-o0,

local addr 3FFE:2002::32F7:DFF:FE54:7FD1

protected vrf: (none)
local ident (addr/mask/prot/port) (3FFE:2002::32F7:DFF:FE54:7FD1/128/47/0)
remote ident (addr/mask/prot/port) (3FFE:2002::C671:FEFF:FE88:EB82/128/47/0)

current peer 3FFE:2002:

:C671:FEFF:FE88:EB82 port 500

PERMIT, flags={origin is acl,}

#pkts encaps: 36, #pkts encrypt: 36, #pkts digest: 36
#pkts decaps: 28, #pkts decrypt: 28, #pkts verify: 28
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: 0O

#pkts not decompressed: 0,

#pkts decompress failed: 0
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#send errors 0, #recv errors 0O
#send dummy packets 852600, f#recv dummy packets 424905

local crypto endpt.: 3FFE:2002::32F7:DFF:FE54:7FD1,

remote crypto endpt.: 3FFE:2002::C671:FEFF:FE88:EB82

plaintext mtu 1430, path mtu 1500, ipvé6 mtu 1500, ipv6 mtu idb GigabitEthernet0/0/1
current outbound spi: 0xE963D1EC(3915633132)

PFS (Y/N): N, DH group: none

Dummy packet: Initializing

inbound esp sas:

spi: OxF4E01B9A(4108327834)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2053, flow id: ESG:53, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0

sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

inbound ah sas:

inbound pcp sas:
outbound esp sas:

spi: OxE963DIEC(3915633132)

transform: esp-3des esp-md5-hmac,

in use settings ={Tunnel, }

conn id: 2054, flow id: ESG:54, sibling flags FFFFFFFF80000049, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4608000/2343)
IV size: 8 bytes

replay detection support: Y

Status: ACTIVE (ACTIVE)

outbound ah sas:

outbound pcp sas:
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security-association dummy, crypto ipsec security-association ecn,
set ipsec security-association dfbit, set ipsec security-association
dummy, set ipsec security-association ecn, show crypto map ipsec
sa.
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