IKEv2 7S5 A FT—2 3 VDETE

RFC HEHEICHEIL L /2 IKE 7 T 7 A 7 —3 a > Clid, IETF ®
draft-ietf-ipsecme-ikev2-fragmentation-10 N = 2 > h DIRZEIZMEST, A F—F v h F—
TV AF 2V N—=Ta22 (IKEV2) X7y "OT7 I3 7 AT —varmFEELELE,

- BRefE oM (1 =)

cIKEV2 7T VAT —2 g CORFEICETAESR (1 2—)

CIKEV2 7T T AT —a vORESE (52—)

CIKEV2 7T T AT —3 a VOREH (6 5—)

cIKEV2 77 7 AT —a yORECHET 2EMEHR (11 <X—)

==

IKEV2 75 AT —3 g v OMBREE®R (12 2—)

AR DR

THHOY T Ry =T VY —ZA T, ZOFEVa— LTSN TR TOBRENR— R &
TS EIFRY 8 A, FAFTOBEREITF RIS L OEEIZOWTIL,  [Bug Search Tool] X
CHHOT Ty b 74— BEIORY 7 by =T VU—2D) V=R /= EBR LTS
Vo ZOEY 2L THA SN OEEICET D EH, BLOSFHMESY A —hand Y ) —2
D—RLZHONWTIL, HREFROEXZLZSRL TIZS0,

TT7y R4 —LOYR— MBIV AT VYT Fy =T A4 A—=VOHR— MIET L HEHRE

589 % 1Z1%. Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 23 %2
%, www.cisco.com/go/cfn I #E) L £4°, Cisco.com DT BV v MINLEEH D £ A,

IKEV2 759 A T—2 3V DHRTFEICET 515

IKEV2 OS5 A F—S 3y

AV B—F Y N F— T I AF 2T "=V g22 IKEV2) 797 A5 —ay Faha
I, RERIKEV A v E—V%IKE 777 A b A= MEEINSE —HEHO/NI2 Ay
IS EILET, IKEV2 VE— K 727 EAD~y R FEREIZ & - T CiscoIOS VY 7 k
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KEv2 7545 4>7—2avoiE |
B crroxrsez—oay

Ve TICEESNIIKEV2 7 T 7 AT —2a yRIE, YAIMAOHETHY, v Aall
o T EOMABEREITHIRSNET, 7T 7 AT —a UiE, Bk E 7z IKEv2 /8
Ty NCORFATENE T, 20D, ETRTRCOT T T AL NaZETHET, BT X
Ay—VEESLEZVRIETAZ LIXTEERA, RECICHEILLZIKEZ 7 7 AT —3 '3
VEEREIX. 7TV A LT — 3 VIRIC Ny N ERERET A Z L2 k5 T IETF
draft-ietf-ipsecme-ikev2-fragmentation-10 K% = A > "2 REL | VRAaMEDOT7 I 7 A T —
VarvFRESIEFEETR—NLAENL Y APUSNOET EOMAEANEEEH LT,

E7EOxRrILIT— 3>

RFC BEREICYEHL L7 IKE 7 7 7 AT — a VI H%), IETFAEWE T 7 AT —v a vl
KOV HR— b3 @A~ B— & LTIKE SA INIT A vEe—JiIzBmshEz Lz, 5, ¥
ZaMBAD T 7 AT — g RIE, R UIKE SA INIT A v — VN TH & & N0 & —
DA a—REFEHALES, 777 AT =3 a UBNaR7%%5E. W70 )57 show crypto
ikev2 sa detail =~ RCt] L RS Ed, REELZ=y b (MTU) [Iv— /L T&E
S, AvE—VHOXrI == a B BTV EY A, INITAHOE, WIno =
TRESNTAXY NU—7HNOET X, AT L20ERH L5855 E . AUTH A vE—TU %
TI3TA L METEDLMNE I EERHLET,

WIZ, T TBRAEHT, NITERA v =V TOFRIT—2 3 VHEZ R L T DHHED
TNA AL DOl ZRLET,

*Oct 14 08:45:24.732: IKEv2: (SESSION ID = 0,SA ID = 1):Next payload: SA, version: 2.0
Exchange type: IKE SA INIT, flags: INITIATOR Message id: 0, length: 524

Payload contents:
SA Next payload: KE, reserved: 0x0, length: 144

Security protocol id: IKE, spi size: 0, type: NAT DETECTION DESTINATION IP

NOTIFY (IKEVZ FRAGMENTATION SUPPORTED) Next payload: VID, reserved: 0x0, length: 8
Security protocol id: Unknown - 0, spi size: 0, type: IKEV2 FRAGMENTATION SUPPORTED
VID Next payload: NONE, reserved: 0x0, length: 20

Lo TIX, A vE—YHN® IKEV2 FRAGMENTATION SUPPORTED #5 & OF VID fHIZ
KoT, IETFFHET F 7 AT =2 a  FREVAIMADT FZ 7 AT — 9 FROM
FaYR— 452 LErd, BEMUNLIEEMA~DA =V INIT ZERIZEENET,

WIZ, TRy THEHT, NITIGEA v =V TOFRITT—1 3 UHEEEZE L TV HHAED
TNA AN DI E R LET,

*Oct 14 08:45:24.732: IKEv2: (SESSION ID = 0,SA ID = 1) :Next payload: SA, version: 2.0
Exchange type: IKE SA INIT, flags: INITIATOR Message id: 0, length: 524

Payload contents:

SA Next payload: KE, reserved: 0x0, length: 144
last proposal: 0x0, reserved: 0x0, length: 140

ﬁOTIFY(IKEV27FRAGMENTATIONisUPPORTED) Next payload: VID, reserved: 0x0, length: 8
Security protocol id: Unknown - 0, spi size: 0, type: IKEV2 FRAGMENTATION SUPPORTED
=== Response, supporting both

VID Next payload: NONE, reserved: 0x0, length: 20 <----—---- Response, supporting both
ERoH TR, A v E—T O IKEV2 FRAGMENTATION_SUPPORTED 35 L OF VID filZ
KoTUIETFEHET T 7 AT =2 a v FREVRAIMBDT F 7 AT —3 a v HAOM
TP R— T2 Larmd, WEMNLRERA~D A v -V RNREERICTENE T,
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BE0Y Y—20755 4 v7r—vavyi—t [

LRIDY) V—ZADIT ST *A0T—ar BR—k

VAAMBADTZ AT —va y FREEHTLUREIOY V—ADT7 I T AT —va s
R— N 2REET 572900, IKEV2IZIETFIERET 5 7 A T —3 g RO IKEV2 lEI~S A 17—
N ZAT LR E—ID 23| & EEALES, W07 I 7 AT —va ARy
A= ENTWEEA, IKEV2 IXIETF T Z 7 A T —2a v R EBELET,

WDORIZ, BT OMEEICESW T T IV AT —2a v DA TE/BETHHiEZ R LET,
CISCO X RAaBD T T 7 AT —3 g &R L, STDIXIETFERET S5 S A 5 —
varviAERLET,

E7 1 DO#EE E7 2 D#EE X TF4TFTYII—T3
CTCTIOTA4THISTAY
T—aviEA7

STD + CISCO STD + CISCO STD

STD STD STD

CISCO CISCO CISCO

CISCO STD + CISCO CISCO

STD STD + CISCO STD

STD CISCO oL

2L 72 L., STD+CISCO. F7-i |ZzL

STD % 7=1% CISCO

2T * 0 FOESIE, £E1E. BELUVEEE
By

P

759 T—2arvBLUESIE
237w ML, eryptoikev2 fragmentation =~ > R T E Ik KMsit=2=v b (MTU) &=
771EF 7 40 RMTUBEOWTNNNCH SN T T I 7 A MESnET, b2 ( o —
ROZEEGLIKE A v —URNT7 77 A MesinnEd, 7F 00X A v2—UHOH L
N = REAT B LORIENTZT T T AN 13, 759722 FOSEREU Eo
TITA "R FERLET, Z0OA 2 — RESKF & LTHERRST b, X 53 T,

FAG v NEIEASETHENIC, Ty FEEHBRLET, MYFADEX2UT 0 TV
T—3 g %, IETFERE T S 7 A R TSARENC R > TWENE I N BHER LT,
WIZ, 777X MEENTZ Ny OBIENERENDEIT A AN AR L E9,

*Oct 16 10:31:22.221: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244

Payload contents:

SKF Next payload: COOP, reserved: 0x90, length: 216

SKF Fragment number: 1 OF Total Fragments: 3

*Oct 16 10:31:22.222: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244
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Payload contents:
SKF Next payload: COOP, reserved: 0x90, length: 216
SKF Fragment number: 2 OF Total Fragments: 3
*Oct 16 10:31:22.222: IKEv2:(SESSION ID = 0,SA ID = 3):Next payload: SKF, version: 2.0
Exchange type: INFORMATIONAL, flags: INITIATOR Message id: 1, length: 244
Payload contents:
SKF Next payload: COOP, reserved: 0x90, length: 216
SKF Fragment number: 3 OF Total Fragments: 3
[SKF Next payload: COOP, reserved: 0x90, length: 216] 33 O} [SKF Fragment number: 1 OF Total
Fragments: 3] X, A v bE—UMN3ODT7 T T AL M7 T 7 Ay Mol s — h—n

DT F Ak~ (ANN) "7y b THDH I EanRLET,

IGEMTZIET7 T T AV MRZESND &, K7 T 7 A MIEZSINTRHOICRFESNE
T, HE ORI ~DTF T A OTRLTY) B, BEETAHT75 A N, 757
AV RNOEHEU EOT7Z 7 A " &G, BEOESTLBIOT T T A NEGERFOT T
A MEIReyFENET, 777 A0 ME, ZELEIATIERS 77 7 A MEEDOHAIAT
BMENET, oD, Xy v TRy 7IUREHRLLET, =720, EFERY TiEZ2W
TITA L NLEFAEN, M ENET, 7T A M A v E—VICEBRTETRTO
TITAIBZEENTND Z L 2HERTLOICRESNE T, T XTCOT T T AL bR
ZEINDE, RXTFy NMITT T A STV T EN, HTILLZELEZAYyE—UEL
THRFEENET, HERIGE (ACK) A vt—ViF, TO7y bRT VT END EREES
NET, #7772 MAUIEEENEEA,

IKEV2 Fk1E1E, IKEV2 FE(E X A ~— RO ONHEITRAE LT, —Ek S s
WCEEESNTZT7 T 7 A ME, VA MEE, BREEXA~—0B M) H— SN HEICHEE
TEHEOWESINET, BEEEREZETH L, IKEVIISEZEEFLET, 20K
X, D7 T 7 A b #) BEERZESINDL L, HEEENET, BVDOTT 7 ALk
BHFIFIERIND 20, IGEO X 0 EEFR TOMBEMRREEIZ Y £,

250 rA0T—2a3V0OFME

X2 VT 4 TV —ay (SA) LTI ALT—a B a— LTI
ZIZ1E. crypto ikev2 fragmentation =~ > RZfEM L E3, MO ET R34 T TO INIT &
BaD%IZ IKE AUTH 2SS SND 7 7 7 AT —3 a Y OYR— F 2R LT DA,
TIT AT = a L SA TENZ > TWET,

GE)

ZODawyRE IKEVR VE—FT7ERA~y R RERICE - TEAIN, ZEINT
WEH A,

mtu miu-size X — U — /B DOXT ZEH L T, &XgE=2=> 8 (MTU) %/ A hH{L T
FETEET, MTU ¥4 XL, IP £7213 UDP 1 P /ALFE D IKEV2 %7 > &R LET,
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IPv6 D H7R—

e Do H— b+ [l

MTU O#iFHIX 68 ~ 1500 /XA KT, T 7 4/ D MTU YA Rk, IPv4 37 > kTl 576
NA R, IPV6 2Ny BT 1280 231 KT,

RFC HEHEICHEIL L 72 IKE 7 F 7 A 7 —3 a > CHZI72 erypto ikev2 fragmentation =~ > K
1T, WO XD ICEEL 9,

« PERD SAIZDOHEL . BEFOE W SAIZITHEL A,
e VRAAWMBED T FT I AT —a V FREIETFERED 7 T 7 A T —3 g VR E P R—
FLET,

show crypto ikev2 sa detail =~ > F|Z XV, UTFTOERNPFERINET,
BT TCHMNR T T T AT a vy R, BT T 7 AT —v 3 VAN IETF %
DT T T AT —v a0t HAIERTO MTU RFERSNET,

T T T AT = a Bl O T THEMMI I TWNDED, B—) BT TOHRFIZ
25 TWBA D,

~

RFC BEREICYEHL L7 IKE 7 7 /' AT — a > Cld, [ETFEHET T /A T — a v R E
L TWBEHED, IPV6IKE = RiRA > hTO IPv6 /37 v F OW LD W R — K %80
LE L7, 7740 O MTUEIL 128034 FTHY ., cryptoikev2 fragmentation =~ > KT
MTUDMEE SILTOWRWEAIER SN ET, 777 AT —va U THEH IS MTUIL,
show crypto ikev2 sa detail =~ > RO NIZFRINET,

IKEV2 DS 0 A 2 T—2 3 VDETERE

IKEV2 7S A FT—2 a3 NDERTE

TDOHRATHEFEITLC, KFMERIKEV2 X7y NDT T AT —va w40 LET,

FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 fragmentation [ mtu mzu-size]
4. end
FlIEDEH
ARV RFERETIVa Y =)

X 71 |enable
f

H¥i#E EXEC £— &A% LE T,
e NRATU—KRKEANLET (ERENEHE)
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ARV RFERETIVa Y

B8

Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—3ar T— &G
Li‘j—o

ATvT3

crypto ikev2 fragmentation [ mtu mtu-size]

1 -

Device (config) # crypto ikev2 fragmentation mtu
100

IKEV2 79 AT —a vy ERELET,

« MTU O#iHIX 68 ~ 1500 /31 F T, 57
L kD MTU A X3, IPvd 34> N TlE 576
XA b, IPV6 234 B TTIE 1280 /XA KT,

GE) MTUDOYA XL, IPEIZUDPTH &
Wb ENT7= IKEV2 X7 v b ERLET,

ATv74

end

1 -

Device (config) # end

Ju—nN)ary7 4 FXal—aryET— RRERKT
L. % EXEC E— FIZRY £,

KEv2 5T A2 T—2 3

1

~dD

I
TO
LTWb

Device# show crypto ikev2 sa detail

*@x%%hfyhi

IPv4 Crypto IKEv2 SA

% 7€ 51

BRESINT-MIUDRTEILENLZIETF 255 A 0T7— 3

VIETFIERE T S T A T —va VAP ESTH D2 L 2RI I AT
JSEMINIETFRERE Y 5 7 A T —2 g R PR— |k
WCERENET, £, HAOE, AT MTU bERENET,

Tunnel-id Local Remote fvrf/ivrf Status
1 10.0.8.3/848 10.0.9.4/848 none/none IN-NEG

Encr: Unknown - 0, PRF: Unknown - O,
verify: Unknown - 0

Life/Active Time: 86400/0 sec

CE id: 0, Session-id: 0

Status Description:
Local spi:
Local id:
Remote id:
Local req msg id:
Local next msg id:

10.0.8.3

Hash: None,

2CD1BEADB7C20854 Remote spi:

0 Remote reqg msg id:
1 Remote next msg id: 0

DH Grp:0, Auth sign: Unknown - 0,

Initiator waiting for INIT response

0000000000000000

0

Local reqg queued: 0 Remote reqg queued: 0O
Local window: 1 Remote window: 1

DPD configured for 0 seconds, retry O

IETF Std Fragmentation enabled.

IETF Std Fragmentation MTU in use: 272 bytes.
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Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

RESNDIETFEREED ST AVT—2 3 VAR

wit, BEMCTRESNZIETFERE T F 7 XA T —32 g VR EERTHH 7V
HTF, WWEANZ 2 aBDO T IS RA T — g VR EYFR—FLTWET,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.8.3/848 10.0.9.4/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/59 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 84350219051DBY9E3 Remote spi: 52A8BB3898E8BSCFE
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 4 Remote req msg id: O

Local next msg id: 4 Remote next msg id: O

Local reqg queued: 4 Remote req queued: 0

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

IPv6 Crypto IKEv2 SA

Wit ISBEMOREERZRT DY TN TT, ZOHHTEH, YAaMao7 7
TAT—2a r FRMER SN TWETE, AR TIERWAICERE LT EE N,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.9.4/848 10.0.8.3/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/52 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 52A8BB3898E8B5CF Remote spi: 84350219051DBI9E3
Local id: 10.0.9.4

Remote id: 10.0.8.3

Local req msg id: 0 Remote req msg id: 4

Local next msg id: O Remote next msg id: 4

Local reqg queued: 0 Remote reqg queued: 4

Local window: 5 Remote window: 5
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DPD configured for 0 seconds, retry O
Fragmentation configured.

Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : No

IPv6 Crypto IKEv2 SA

wix, BERPIETFERE T S 7 AT —2 g o FREVFR—F L, BT 7 T 7 A
V=Y arEYAR— LTV ERLET, 2oL, IETFERE T 7 A
T—2a VERPHER SN TOETR, BRI TIERNI L 2T AICERELTLES
v,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.8.3/848 10.0.9.4/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/44 sec

CE id: 1004, Session-id: 2

Status Description: Negotiation done

Local spi: 03534703287D9CALl Remote spi: 146ELCFA68008A92
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 4 Remote req msg id: 0

Local next msg id: 4 Remote next msg id: 0

Local reqg queued: 4 Remote reqg queued: 0

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : Yes

Wi, WWEMORREEFRT DY TS TF, 27— kA2 b [Fragmentationnot
configured. ] (Z{FE L TS0y,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.0.9.4/848 10.0.8.3/848 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/23 sec

CE id: 1004, Session-id: 4

Status Description: Negotiation done

Local spi: 146E1CFA68008A92 Remote spi: 03534703287D9CAlL
Local id: 10.0.9.4

Remote id: 10.0.8.3

Local req msg id: 0 Remote req msg id: 3

Local next msg id: 0 Remote next msg id: 3

Local reqg queued: 0 Remote reqg queued: 3

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0O

Fragmentation not configured.

Extended Authentication not configured.

NAT-T is not detected
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Cisco Trust Security SGT is disabled
Initiator of SA : No

Bl RIEATEESNGWIETFEEDI ST A T—2 a3 VAR

Kix, BEATHRESNDG T T TA L T— g Vv HRARERIN2WY AN T
—g‘o

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

2 10.0.8.3/848 10.0.9.4/848 none/none DELETE

Encr: AES-CBC, keysize: 256, PRF: SHAS512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/28 sec

CE id: 1001, Session-id: 1

Status Description: Deleting IKE SA

Local spi: 1A375C00C1D157CF Remote spi: DB50F1BC58814FFA
Local id: 10.0.8.3

Remote id: 10.0.9.4

Local req msg id: 2 Remote req msg id: 4

Local next msg id: 4 Remote next msg id: 5

Local reqg queued: 2 Remote req queued: 4

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

Fragmentation not configured.

Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

IPv6 Crypto IKEv2 SA

Bl: 259*A0T7—2 3200 IPv6 H7R— k

WROBNE, FlexVPN = RARA VN (NTELRAR—=7) OT T T AT —2 3 &R
LET, Wi ATy b7 T 274 MEIC 1300 D RfGEL=y M (MTU) %i%
TE LT T IS 53R ETT,

Device# show crypto ikev2 sa detail

IPv4 Crypto IKEv2 SA

IPv6 Crypto IKEvV2 SA

Tunnel-id fvrf/ivrf Status

1 none/none READY

Local 4001::2000:3/500

Remote 4001::2000:1/500

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/64 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 45BAOD30DOEBSFFF Remote spi: 8D7B5A8389CEBSB3
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Local id: R2.cisco.com

Remote id: Rl.cisco.com

Local req msg id: 3 Remote req msg id: 0
Local next msg id: 3 Remote next msg id: 0
Local reqg queued: 3 Remote reqg queued: 0
Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry O

IETF Std Fragmentation enabled.

IETF Std Fragmentation MTU in use: 1272 bytes.
Extended Authentication not configured.
NAT-T is not detected

Cisco Trust Security SGT is disabled
Initiator of SA : Yes

Remote subnets:

10.0.0.251 255.255.255.255

IPv6 Remote subnets:

3001::/112

5001::/64

Wi, T 7 4/ hD MTU Zg%E LIz AR— 7 ([CHEET D35 E TT,

Device# show crypto ikev2 sa detail
IPv4 Crypto IKEv2 SA
IPv6 Crypto IKEv2 SA

Tunnel-id fvrf/ivrf Status

1 none/none READY

Local 4001::2000:1/500

Remote 4001::2000:3/500

Encr: AES-CBC, keysize: 256, PRF: SHA512, Hash: SHA512, DH Grp:5, Auth sign: PSK, Auth
verify: PSK

Life/Active Time: 86400/58 sec

CE id: 1001, Session-id: 1

Status Description: Negotiation done

Local spi: 8D7B5A8389CEB8B3 Remote spi: 45BA0OD30DOEBSFFF
Local id: Rl.cisco.com

Remote id: R2.cisco.com

Local req msg id: 0 Remote req msg id: 3

Local next msg id: 0 Remote next msg id: 3
Local reqg queued: 0 Remote req queued: 3

Local window: 5 Remote window: 5

DPD configured for 0 seconds, retry 0O

IETF Std Fragmentation enabled.

IETF Std Fragmentation MTU in use: 1232 bytes.
Extended Authentication not configured.

NAT-T is not detected

Cisco Trust Security SGT is disabled

Initiator of SA : No

Remote subnets:

10.0.0.3 255.255.255.255
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IKEv2 D55 A0 T7—2 3> DHFEICET 5 EMERR

EpER=
ESPERERS] X=—aTFILEA LI
CiscoIOS ==~ R [Cisco I0S Master Command List] . 9_XTH VU J —2A

X2 UTF 4 a<vw R » [Cisco IOS Security Command Reference Commands A to
ol

+ [Cisco IOS Security Command Reference: Commands D to

LJ

+ [Cisco 108 Security Command Reference: Commands M
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