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* Cisco AV X7 1%, vendor-id 78 9, vendor-type 73 1 @ Cisco N> ¥ —EHJFEM: (VSA) T
F. VSA L. RADIUS IETF J&% 26 DR & —[EHA TH 7 S E T, Cisco AV <
TiE, XFHIFEA [protocol:attribute=value| THEE S E9,

&1

cisco-avpair = “ipsec:ipv6-addr-pool=v6-pool”

WIT, FERET 72 A U A D Cisco AV X7 DOFlZ R LET,

cisco-avpair = "ipsec:route-set=access-list 99"
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& 2:BEB L UG AD IETF RADIUS & 1%

=43 Aa—7
User-Name HiE LFE BI7m)
User-Password E1E
Calling-Station-Id E1E

Service-Type E1E

EAP-Message B7 1]
Message-Authenticator | ¥ J5[r]

= 3: F{E IETF 5 & U Cisco AV T D RADIUS &1

FlexVPN 4 —/\0 % |

B 247 Aa— |O—HILERE
7
Tunnel-Type IETF Local ZMe L
Tunnel-Medium-Type IETF Local ML
Tunnel-Password IETF Local ZMe L
ipsec:ikev2-password-local Cisco AV ~2 | Local B
T
ipsec:ikev2-password-remote Cisco AV ~2 | Local B
T
ipsec:addr-pool Cisco AV ~2 |Local pool
T
ipsec:group-dhcp-server Cisco AV ~2 | Local dhcp server
T
ipsec:dhep-giaddr Cisco AV ~< |Local dhcp giaddr
T
ipsec:dhep-timeout Cisco AV ~2 | Local dhcp timeout
T
ipsec:ipv6-addr-pool Cisco AV ~2 |Local ipv6 pool
T
ipsec:route-set=interface Cisco AV ~2 |Local route set interface
T
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&
itk

##—ranz raoius @it ]

B 247 A3d— |O—AHILETE
7
ipsec:route-set=prefix Cisco AV ~2 |Local PP
T
ipsec:route-accept Cisco AV ~2 | Local route accept any
T
ip:interface-config Cisco AV ~2 |Local aaa attribute list
T
ipsec:ipsec-flow-limit Cisco AV ~2 | Local ipsec flow-limit
T
Framed-IP-Address IETF Remote |3%472 1L
Framed-IP-Netmask IETF Remote |netmask
ipsec:dns-servers Cisco AV ~% |Remote |DNS
T
ipsec:wins-servers Cisco AV ~% |Remote |wins
T
ipsec:route-set=access-list Cisco AV <2 |Remote |route set access-list
(71 2 5H) 7 (71 % B
ipsec:addrvb Cisco AV ~2 |Remote |n/a
T
ipsec:prefix-len Cisco AV -2 |Remote |n/a
T
ipsec:ipv6-dns-servers-addr Cisco AV -2 |Remote |ipv6 dns
T
ipsec:route-set=access-list ipv6 Cisco AV ~2 |Remote |route set access-list ipv6
T
ipsec:banner Cisco AV ~X |Remote |banner
T
ipsec:default-domain Cisco AV ~% |Remote |def-domain
T
ipsec:split-dns Cisco AV ~2 |Remote |split-dns
T
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B 247 A3d— |O—AHILETE
7
ipsec:ipsec-backup-gateway Cisco AV -2 |Remote |backup-gateway
T
ipsec:pfs Cisco AV ~2 |Remote |pfs
T
ipsec:include-local-lan Cisco AV ~=2 |Remote |include-local-lan
T
ipsec:smartcard-removal-disconnect | Cisco AV 2 | Remote |smartcard-removal- disconnect
T
ipsec:configuration-url Cisco AV -~ |Remote |configuration url
T
ipsec:configuration-version Cisco AV -~ |Remote |configuration version
T

N

(GE) * 1.IKEV2 FlexVPN #—/T7 7t X U R h&FZRET D7D RADIUS @i, EY§ET ~
YA VA NOHREYR—=FLET, EET 7R VA MIVE—-FENTWEREA,

HYR—bEEhB)VE—FF7IORRISAT2

FlexVPN H—/ 1%, Microsoft 7 IKEv2 7 7 7 . I, Cisco IKEv2 AnyConnect 7 7 A4 7 I
B LV Cisco FlexVPN 7 7 A 7 > b+ LAHHEN S ET

Microsoft Windows 7IKEv2 ¥ S5 4 7 > k

Microsoft Windows 71IKEV2 7 74 7 ME, A #—F v b ¥— =7 XF =¥ (IKE) ID
CLTIPT FLAZEELET, ZDIDIE, Cisco IKEv2 FlexVPN H#—/323 IKE ID {2230
TVE— b 2—VE2RHETHOEEEET, Windows7IKEV2 7 AT v " BRETFA—LT K
LA (user@domain) % IKEID & L TIHMETE S L HITT 5ITiE, KB975488
(http://support.microsoft‘com/kb/975488) Wit S =Ry b7 4 v 7 A% Windows 7 (3
. BTANAT RLAOXFH %, T'nm ‘/7° rARFRENTZHA T [Username] 7 4 —/L K
VLREB D [CommonName] 7 4 —/V RiZ, #AE RS CCTHREL £,

SEAAEANR— X OFRIEDOBAIL., IRD L 912, FlexVPN — 3¢ Microsoft Windows 7 7 7 A4 7
¥ N OFEAEICIEESX —FEHE EKU) 74—V RREENTWALERL Y £,

« VT AT MEAETIE, BKU 7 4 — /v R =7 47 MNRFERE-AE T,
. "j‘h/\gﬁﬁ)q%“ﬂi\ EKU 7 ¢ —/b ]\ = _]j-‘—/\muu E%if‘é—
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Cisco IKEv2 AnyConnect 7 5 1 7 > + .

SERAEIL. Microsoft DI E Y — R FE 721X [0S CA V— "ML EGETE £,

EAP FAF DA X, Microsoft Windows 7 IKEV2 27 T A 7+ Mihod EAP BE:R D RiTIZ EAP ID 3
RKEFGHET, 77472 MIEAPID R A2 K57 5121, IKEV2FlexVPN H—/ 3 E® IKEv2
7'v 7 7 A4 )L T query-identity X — 7V — RQRE SN TNDH Z L 2R L TS E 30,

Cisco IKEv2 AnyConnect V7 514 7 >

AEEAR— X OFBEETIL, KD X 92 FlexVPN $—/3 & AnyConnect 7 7 4 7 > b DFEEIZ
PEAkF — A (EKU) 74 — IV RBEENTNDILERDH Y 7,

o VT AT v NIFBAETIL, EKU 7 41—V R =27 T4 7 MRAFIFIAE T,
o B— REFEHETIZ, EKU 7 o —/L K = Y — NFHFEREAE T,

FlexVPN — 323ZEBHE % f# ] L C AnyConnect 7 74 7 > N 2 iRGET 256, — O IP T

R LA FE71352 2B KA A 4 (FQDN) % & ie FlexVPN H—/XDZE E(Z SubjectAltName
DOYEIRT DM TY, F72. nocryptoikev2 http-urlcert =~ > Rz fJ L T, HTTP i&§iF URL
% FlexVPN H— S CTHIC L THLERH Y £7,

ROBITIL, AnyConnect 7 7 A 7~ 7’17 7 A4 )LD IKEv2 & v ¥ 3 > EAP-MDS5 F8GEIZ
EA D XML % 7R LET,

<PrimaryProtocol>IPsec
<StandardAuthenticationOnly>true
<AuthMethodDuringIKENegotiation>
EAP-MD5
</AuthMethodDuringIKENegotiation>
<IKEIdentity>DEPT24</IKEIdentity>
</StandardAuthenticationOnly>
</PrimaryProtocol>

FEHIZ DWW TIE, RO Y > 7 T AnyConnect 7 7 A 72 h 30D R¥ =2 A hEZBL T
S,
https//wwwi.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect30/release/notes/anyconnect30m html#wp 1268255

FlexVPN H—/\DE%XE A&

FlexVPN H—/\D IKEv2 707 7 A4 JLDRTE

ZDH AT TIX, FEARRIKEV2 707 7 A v 3= RIZ AT, FlexVPN — ROEEIC

WEEZRIKEV2 707 7 A )b A< 2 RIZOWTIHA LE T, AR IKE2 7’17 7 A VD%

TEFENZDWTIE,  [Configuring Internet Key Exchange Version 2 (IKEv2)] #§REE Y = — /LD
[Configuring IKEv2 Profile (Basic)] # A7 #ZM L T &EW,

ZDHATIE, FlexVPN H— D IKEV2 70 7 7 A VR ET HT-DIZEITLET,
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FlexVPN 4 —/\0 % |

FlaD#EE
1. enable
2. configure terminal
3. crypto ikev2 profile profile-name
4. aaa authentication eap list-name
5. authentication {local {rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig | eap [gtc | md5 |
ms-chapv2] [ username username] [password {0| 6} password}]} | remote {eap [query-identity
| timeout seconds] | rsa-sig | pre-share [key {0 | 6} password}] | ecdsa-sig} }
6. KOWTNNEIEH G EFITLET,
+ aaa authorization user {eap | psk} {cached | list aaa-listname [aaa-username | name-mangler
mangler-name]}
+ aaa authorization user cert list aaa-listname {aaa-username | name-mangler mangler-name}
7 ROWTIEIEF T EFETLET,
* aaa authorization group [override] {eap | psk} list aaa-listname [aaa-username |
name-mangler mangler-name]
+ aaa authorization group [override] cert list aaa-listname {aaa-username | name-mangler
mangler-name}
8. crypto vpn anyconnect profile profile-name flash:file-name
9. anyconnect profile profile-name
10. config-exchange {request | set {accept | send}}
1. end
F g > ¥ 48
ARV RFEREFT7TIVa Y E]:g]
AT wF1 |enable Kt EXEC E— R2 AL £ 7,
il - e NAT—REANLET ERENTEHE) .
Device> enable
ATFv T2 configure terminal JTa—\)L a7 4 X2 lb—3ay EB— FEELG
£ LET
Device# configure terminal
AT w73 |cryptoikev2 profile profile-name IKE2 a7 7 A NVEEEFR L, IKEV2 7u 7 7 A
i - NVarZ 4 ¥alb—raryE—RFEBLET,
Device (config)# crypto ikev2 profile profilel
X w74 |aaaauthentication eap list-name (EE) IKEV2 VE— | 727 &2* —_"pFEEG

1 :

Device (config-ikev2-profile)# aaa authentication
eap listl

\Z EAP FRGEA D AAAREAED 2 b EFREL £ T,
s eap : SN EAP M — " ZfRE L £,

e Jist-name : AAA FRFEY A N4,
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FlexVPN #—/30 IKEz 707 7 1 LoEE [

ARV FFEREETIVa Yy

E:)

X w75 |authentication {local {rsa-sig | pre-share [key {06} | = —H L F7- 13V F— FOFFFRXEIEELET,
password}] | ecdsa-sig | eap [gtc | mdS | ms-chapv2] [ R . . e
username username] [password {0 | 6} password}]} | * rsa-sig : AL UL LT RSA-sig ZR7E L &
remote {eap [query-identity | timeout seconds] | rsa-sig o

-sh key {06 d dsa-si
| pre-share [key {0] 6} password}] | eedsa-sig ) s pre-share : FBFEH AL U CHERHLA X —4 5
i ELET,
Device (config-ikev2-profile) # authentication o .
local ecdsa-sig * ecdsa-sig : FBFE A & LT ECDSA-sig 2§57
LET,
ceap : UE— MAGESR & L TEAP Zf5E
TO
* query-identity : ©°7 |2 EAPID %z [\ &bt %
o
« timeout seconds : FA))? IKE_AUTH &% % K
LT HRDIKE AUTH EXR A% 1JH 5 £ T
OHIMEZF A THE L £,
GE) —ﬁzvubnﬁﬁﬁilobﬁ# Ef‘%i
TN, VE— R DAl 7= i%ﬁ;ﬁ*
I
ATYT6 | ROWTRNETIEW G 2 FITLET, 2—PRAHDO AAATTAY A b & a—P4 2 iHE

* aaa authorization user {eap | psk} {cached | list
aaa-listname [aaa-username | name-mangler
mangler-name]}

* aaa authorization user cert list aaa-listname
{aaa-username | name-mangler mangler-name}

51

Device (config-ikev2-profile)# aaa authorization
user eap cached

1 -

Device (config-ikev2-profile)# aaa authorization
user cert list listl name-mangler manglerl

LET,
:L*_%*mugT%f? EEIJEEer

scert : ETIXAEAEAMFEH L GRIEE =T D4
EHRHHZ EEEELET,

°eap : tTiEAP%‘f{ﬁﬁﬁ quunﬁ%x j—é/[é‘g
NHLHZEEHEELET,

*psk : ET I ERA 2 L CRREE %
FoMERDDZ EERELET,

o cached : EAPFGETICZ(E LB F 721X AAA
HHAF— oG LB E Sy v 2T
HUVENDHLHZ EERELET,

* user :

e gaa-listname : AAA J7C) A M4,

* aaa-username : AAA FRR[FR T AT 2 LE
NHDHI—FLHERELET,

* name-mangler : £°7 ID 75 AAA R A[=—H
4, % fiiH 9% name mangler Zf8E L £,
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FlexVPN 4 —/\03EE |

ARV FFEREETIVa Yy

S

* mangler-name : i 9% name mangler,
G¥) o psk BREH & eap FRAE T A TIE
aaa-username 3|50 E 72 1%
name-mangler ¥ — 7V — NOIE T ML
BT, BELAR»oBAIE, BT
mﬁ;%#%&bfﬁ%éhiﬁo

psk FBAE SR L eap FRRES X TlE
FENEI, cached ¥—7 — R & list
X—U—REMFHLT2 2O=2—H%
BATHOANY 7k ZRFFICFRE T
=FET,

cert Al Tl & A 72354 (DN)
DET ID M TE 27z
aaa-username 3|50 E 7213
name-mangler % — 7 — ROFFEN Y
ZHTT,

ATy T17

WDOWNTNE LM T2 EITLET,

+ aaa authorization group [override] {eap | psk}
list aaa-listname [aaa-username | name-mangler
mangler-name)

 aaa authorization group [override] cert list
aaa-listname {aaa-username | name-mangler
mangler-name}

51

Device (config-ikev2-profile)# aaa authorization
group override psk list listl

1 -

Device (config-ikev2-profile)# aaa authorization
group cert list listl name-mangler manglerl

[l FlexvPN 54—/ D E

TN—TRBAHD AAA TV A b a—V 4 %R

E l—/i‘a‘o
sgroup : 7 /V—7 R ZEEE L E T,

soverride : (£E) BEO~—IH I/ —7
AL DBEEAELET 2LENHD Z & &iE
ELET, 774/ TiE, =2—FEMEDESL
ShET,

e cert : uﬁwi%{%ﬁﬁ LTHLHE%X 7544
%7533@5; LEfRELET,

*eap : t?iEAP%{ﬁFﬁ LVCWL‘H_LT:%X j’é%%
WD EEMELET,

epsk: BT FEREE X — 2 L CGRAEE =
FOBENDHD LB ELET,

* gaa-listname : AAA J7:C) A M4,

* aaa-username : AAA PR R[FR THEH T 2 L
N D —H4,

» name-mangler : £°7 ID 75 AAA GRA[—
4 %9 % name mangler Z f57E L £ 77,

« mangler-name : {119 % name mangler,
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FlexVPN #—/30 IKEz 707 7 1 LoEE [

ARV FFEREETIVa Yy

E:)

GE) o psk ABREFT & eap RBAE ST AT,
aaa-username 3|¥E 7213
name-mangler ¥ — 7 — ROfFE T
BT, BELR»oT8HAIE. BT

DAZ—PLZE L THEAISNET,

psk FRE SR L eap FRRE ST,
FNEI, cached ¥—7 — R & list
XF—U—REMFHLT2oO=2—H%
PO T N ERIFFICERE T
=FET,

cert i8R ClL ¥ A 7 A4 (DN)
DET ID Z A TE N7,
aaa-username 51 BUE 7213
name-mangler ¥ — 7 — ROFFEN N

AT
AT w78 |crypto vpn anyconnect profile profile-name AnyConnect 7’12 7 7 A L& EF L £ 7,
flash:file-name
11 -
Device (config-ikev2-profile)# crypto vpn
anyconnect profile vpn-profile flash:testl.xml
AT w79 |anyconnect profile profile-name Cisco AnyConnect 7 12 7 7 A VDX 7 o — K& H
15“ : ;AjJ CC L i ‘j—o
Device (config-ikev2-profile) # anyconnect profile| (GX) TOFETRLET T 7 A IV,
vpn-profile crypto vpn anyconnect profile profile-name
flash:file-name =1~ > R ® Cisco
AnyConnect 7' 1 7 7 A )L & BT D EE
B ET,
X5y 710 | config-exchange {request| set {accept| send}} (L8) BEkA T 2 v 2 LT
Bl : s request : X ERMERAZH L ET,
Device (config-ikev2-profile)# config-exchange I R .. N
set accept e set : XERMERE Y N AT a U EAIIC

Lij—o
RIEZHERE v b2 ANET,
RIEZME v POEEEAICLET,

¢ accept :

e send :

GE) T 74/ KT, request &7 3 > & set

AT a RN HEMID £,
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aAv U RFERET7TIVaY B#)

ATv71 |end IKEV2 e 774/ a7 4FXal—v gy £—
B - R T L, F5HE EXEC £— RIZR D £,
Device (config-ikev2-profile)# end

IKEv2 2 Rl 73 & D EX E

TDOH AT EFEITLTC, IKERAFIDEIZEE LET, ZhaiH L CERAFER D4R & 4k
L. AAA FRFHEAF—ZTELET, 204X, VE—MIKEID $£721X EAPID O%72 5
FEROBE LZH N OIRELET, T2 THEE LZARIDENL, IKEV2 7' 1 7 7 A VIR

HIenEd,
FIEDHE
1. enable
2. configure terminal
3. crypto ikev2 name-mangler mangler-name
4. dn {common-name | country | domain | locality | organization | organization-unit | state}
5. eap {all | dn {common-name | country | domain | locality | organization | organization-unit |
state} | prefix | suffix {delimiter {. | @ |\}}}
6. email {all | domain | username}
7. fqdn {all | domain | hostname}
8. end
F IR D
ARV RFERETIVa Y =)
AT w71 |enable FiHE EXEC E— & Az LE T,
i c NAT—=REANLET (ERSNTHE)
Device> enable
X Fw 7 2 | configure terminal Ja—R) a7 4 X2l — gy F— REBG
15“ : L/i‘g‘o
Device# configure terminal
R = 3 | erypto ikev2 name-mangler mangler-name i EIEZEZR L, IKERLRIDEI2 7 4 F a1 —
5l - vayv - FEEBLET,
Device (config) # crypto ikev2 name-mangler manglerl
X w 7 4 |dn {common-name | country | domain | locality | DN GkRi4) #4770 E—RIDT, IROT 4 —
organization | organization-unit | state} V ROWT AN DARTBIREL 7,
e * common-name

Device (config-ikev2-name-mangler)# dn state
e country
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kev2 215 sz [

ARV RFERETI Va3 B#)
* domain
* locality

* organization
* organization-unit

* state

ATy Th

eap {all | dn {common-name | country | domain | locality
| organization | organization-unit | state} | prefix | suffix
{delimiter {. | @ | \}}}

i)
Device (config-ikev2-name-mangler)# eap prefix
delimiter @

2 A 773 EAP (Extensible Authentication Protocol) @
UE— b ID DOAFIRIRELET,

e all : EAP ID &K L4 BIDIRAE LE T,

edn : DNZ A 7DV E— FNEAPID DRD T  —
L ROWT N BLARINIRELET,

* common-name
* country

* domain

* locality

* organization

* organization-unit
* state

e prefix : EAPID D7 L7 v 7 A LAFTIIR

ELET,
e suffix : EAPID OV 7 ¢ v 7 A BAFINIRAE
Li‘d‘o

s delimiter {.|@|\} : 7V 7 4 v T ALY T v
U A%&5yEl4 5, EAPIDDOT U S ZZ245E LE
TO

ATvT6

email {all | domain | username}

1

Device (config-ikev2-name-mangler) # email username

FTA—I ZATDYE—FIDNOARIDIREL
F7,
call : EFA—/L XA 7DV F— b IKEID &K
MNOHARIBIREL 97,
e domain : VU E— NIKEID ® R A A E5E
LHIMBIRAE L ET,
e username : U FE— | IKE ID O = —H 4 E45H>
DARIBIRE L ET,

ATy T1

fqdn {all | domain | hostname}

1

XA THNFQDN (FE&EMi KA A v 4) OVE—F|
ID N HARINIRAE L £,
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ARV KRFERIETI Va3 B#
Device (config-ikev2-name-mangler)# fgdn domain eall : FQDN 2 A4 7DV FE— kIKEID éﬁgb)[‘o
ARIIREL ET,
* domain : UE— N IKEID ® KA A U505
AEIDIREL X7,
* hostname : V &— I IKE ID D7k A 44 ER45r 0>
DARTNIRAE L E7,
AT v 78 |end IKEV2 A HinEI a7 4 Fal—varE— REK
Bl - T L. ¥ EXEC £— FIZRY £,
Device (config-ikev2-name-mangler) # end

IKEv2 ZBRER ') & —DE&TE

TDRATHFTLTC, IKEV2 FRIERY o —Z2RELET,

FIRDHE

©ENDGORWNA

-— e e e e e e e
Nooasdwh=29o

18.
19.
20.
21.
22.
23.
24.

enable

configure terminal

crypto ikev2 authorization policy policy-name
aaa attribute list /ist-name

backup-gateway string

banner banner-text

configuration url ur/

configuration version version

def-domain domain-name

dhcep { giaddr ip-address | server {ip-address | hostname} | timeout seconds}
[ipv6] dns primary-server [secondary-server)
include-local-lan

ipsec flow-limit number

netmask mask

pfs

[ipv6] pool name

route set { interface inferface | access-list {access-list-name | access-list-number | ipv6
access-list-name} }

route accept any [ tag value] [ distance value]

route redistribute protocol [ route-map map-name]

route set remote { ipv4 ip-address mask | ipv6 ip-addressimask}
smartcard-removal-disconnect

split-dns string

session-lifetime seconds

route set access-list {acl-number | [ipv6] acl-name}
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ev2 2iEK ) o—nEE |

25. wins primary-server [secondary-server)
26. end
FIEDEEHE
O RFEREETOIVaY B#Y
ATwv 1 |enable FHE EXEC E— FE2 AT L £,
Bl e NAU—RZ AN LET ERENTZHE)
Device> enable
AT w72 |configure terminal Jua—r)Lary 7 4 ¥al—g )y EB— ReElh
15'] : LiTo
Device# configure terminal
X373 |cryptoikev2 authorization policy policy-name IKEV2 AR U & — %487 LT, IKEv2 AL Y
- S—EE— NEBI L ET
Device (config)# crypto ikev2 authorization policy
policyl
R 5w 74 |aaaattribute list list-name AAA BHED Y 2 R EFEE L E T,
i - (F) ZoavrFTERINTVD AAAEME
Device (config-ikev2-author-policy)# aaa attribute JARMNI, ZFa—_b a7 4 FXal—
prer e vy B— FOERTHLERDY &
R
AT 75 |backup-gateway string KRI0BONRNY I T v T =P ERETCEE
B - o TO/RT A—=HL, FFEHE Cisco Unity =2 77 ¢
Device (config-ikev2-author-policy) # 3’\’ = l—vs :/E‘l\i&fit °C7 7 /]) 7:/ ]\ =7 e .
backup-gateway gatewayl adnFET, TONRIFA=RL, 7T T MR
HHATRER Ny 7 T v 7 = NEEE L ET,
AFw 76 |banner banner-text NF—ZEBELET, ZORT A—F T, FEfEH
- CiscoUnity 2> 7 4 F = bL—a VEMHEIC L - T
Device (config-ikev2-author-policy) # banner This 7 7 /r s ]\ GC:@%{% é hij—o
is IKEv2
Z 5w F7 |configuration url url a7 4 FXal—a URLZRELET, 2D
Bl - RT A=K %, FEFEYE CiscoFlexVPN 22> 7 ¢ X =
bevs o o . v a VB LTI I T MCEE ST
evice (config-ikev2-author-policy)# configuration _
url http://www.cisco.com '9)—0 7747 MIZDOURLZEH LT, a7«
Fal—rarzfyrun—RTEET,
ATFvT8 configuration version version a7 4 K2l —T g N— g UERELET,

1 -

Device (config-ikev2-author-policy)# configuration
version 2.4

ZDRT A =KX, FEEUE CiscoFlexVPN 22 7 ¢
Xl —arBHICESTZIA4 T MNIEES
NEF, ZONRIFA—=ZI, a7 4F¥=2lb—3
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B eezary o—onE

ARV RFERETI Y S

Y URL EEEEN, 7F9A4 T "R X U a— R
TEAN—Vg o EEELET,

RXF w79 |def-domain domain-name FITFILN RAALUERELET, Z0O/XF A —
Bl - 2%, FEAEYE Cisco Unity 2> 7 4 F o L—3 3
Device (config-ikev2-author-policy)# def-domain ):Ei‘l\iﬁz LoT” z/]) 7N L: ?3—15 émi—a«" SO
cisco FGA=HE, I ITA T IAMERTREZRT 7 4V b

FAL v 2iRELET

AT v 710 |dhep { giaddr ip-address | server {ip-address | VE—RNT2I7B8R 75472 MZEIYWSTHRS
hostname} | timeout seconds} IP7 RFL 2% U —2342% DHCP #— %1% L
£ KR

Device (config-ikev2-author-policy) # dhcp giaddr . giaddr ip-address : /7_‘ k ]7 A4 IP7 KL &
192.0.2.1 . —
(giaddr) ZHELE7,

« server {ip-address | hostname} : DHCP —/X®D
IP7 RLVAEIIHRA M ERELET, &
A MAE BOERHIARR SN ET

« timeout seconds : DHCP — /6 DJRER D
R 2 BN THEELET,

GE)  fEETE % DHCP #—E 1 DDOAHT
4, DHCP #— N[/ — 3L )L—F ¢
VT T — 7 VAR CRIERIRER 2 L AN
ThHD7=0, DHCP X7y NIz a—
WV =T 4 T T =T VB SN E

_é—o
RTw 711 |[ipv6] dns primary-server [secondary-server] RIEETI 747 MR EEND, 7714~V
R BIOvDZY RAL 4V —E X (DNS) ¥ —

NOIPT RLAZEELET,

Device (config-ikev2-author-policy) # dns
198.51.100.1 198.51.100.100 . o . N s
sipv6: (A7 3 ) DNSH— D IPv6 7 K

LAZREELET, IPVAT RLAZIEET S
IZiX, 2OF—U— KL Tavwr REFETL
*7,

« primary-server : 77 A4 < U DNS #—/ 3D IP T
NL%,

* secondary-server : (L&) &H 4 VU DNSH—
NOIPT R A,
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

Z 5w 712 |include-local-lan O—HNVILAN 5 FET, 2T A—2%, I
i - FEHE CiscoUnity 2 7 4 F =2 bL—3 3 VEMEIC K -
Device (config-ikev2-author-policy) # <7747~ b G:ﬂé% éhij‘o
include-local-lan
AT w713 |ipsec flow-limit number IKEV2 G248l IKEV2 dVTIL & > & = VM T &
B - % IPSec SAS DI RHZAGE L £ ¥, #iPHIL 0 ~
Device (config-ikev2-author-policy) # ipsec 50000 T??ro
Fhowmbinit 12500 F7FN N THEav Y RIZESDTHY . dVTTE Y
a0 DIPSec 7 B —DEITHIRIZH » 8
Auo fE 0 TiE, IPSec SA IFFFAI SN EH A,
AT 714 |netmask mask AT MIIPT RLAZEI DY TEHY T Ry
Bl hok oy b2y EHEELET,
Device (config-ikev2-author-policy)# netmask emask : 7 Xy k< RARJ T KL A,
255.255.255.0
RTw 15 |pfs NAT— RigktFX =2 U7 4 (PFS) AL E
i - To ZONT A —H1E FEEEYE Cisco Unity =2 & 7
Device (config-ikev2-author-policy)# pfs Fal—a :/F%‘l\i&: LoT” ?‘/‘) i }\ ﬂ:ﬂé’fg é
NET, TONRTA=FFT, 7747 FTPFS
ZEHT 2 ER A EE L ET,
AT 716 |[ipv6] pool name VEe—hTI78AITAT 2 MIIPT RLRAEE]
Bl - DB THDOE—HNVIPT RLA T — L% ER
Device (config-ikev2-author-policy)# pool abc L/EEjfo
cipv6: (7T ar) IPv6 7 KL A 7F—)L%&
FBELET, IPv4 T RLAZRET DI,
ZOF—TU—RRLTavr REETLET,
ename : T —H)VIP T KL R 7 — )LD Hi,
G¥)  iplocalpool =~ N&fEH LTI TIZE
FEINTWHE—HLIPT RL A F—)L
AT 20ERNH Y T,
R 5w 711 |route set { interface interface | access-list AT 4 F¥alb—varE— RTETIZAN I L—

{access-list-name | access-list-number | ipv6
access-list-name} }

1 -

Device (config-ikev2-author-policy)# route set
interface

o

NEXIE/NT A —4 % $57E L. Border Gateway Protocol
(BGP) over VPN 72 ED)—F 47 Fa haj
BERITTEET,

e interface : L — h A X —T = A A& EL
iﬁ—o
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ARV FFEREETIVa Yy

S

eaccess-list : L— T/ EBR U RMEEELE
R

o gccess-list-name : 7 7 & A U A s DL,
* access-list-number : ZHEDT 7B A J A b F
o

«ipv6IPv6 77 A U A M EfREL 7,

ATy 718

route accept any [ tag value] [ distance value]

1 -

Device (config-ikev2-author-policy)# route accept]
any tag 10

VT INOZELIA— T o F )T L, Fh
DON— A VAN VTBEZDIZHT LA B
Uy 7 faEfRELET,

cany : ET7MNORE LT XTONL— &%)
AIVETS,

stagvalue : (A7 3 ) IKEV2IZXL - CEM
SNT=FHNV— b OX 7 ID ZfRELE T, fi
PHIZ 1 ~ 497777 T,

o distance value : (473 3 ) IKEV2IZXL - T
BINEn=#r L — otz fEE L £7, #
PHIL 1 ~ 255 T,

ATv 719

route redistribute protocol [ route-map map-name)]

1 -

Device (config-ikev2-author-policy)# route
redistribute connected

BTN ZELINN— e T4 NEZ ) T L, FR
LDON— R A LA RN—IVTDHEOITH T LA
Uy Z7fHERBELET,

« protocol : /v— N DFEAITTOT 1 k2L TT,
connected F 7= 1% static DWVT D F—U— K
FHRETEET,

* route-map map-name : (X7 a ) V—A
—TF 7 Ta harnbionr—7 4
7 7a hayiin— e YIR— T 570
27 4 VAT BN H— kv T
Yy THERELRNE, TRTONL— MR
BoAi SV ET,

ATv7T20

route set remote { ipv4 ip-address mask | ipv6
ip-address/imask}

51

Device (config-ikev2-author-policy) # route set
remote ipvé6 2001:DB8::1/32

Nty RU—ZDIPT RLAZHRELET,
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ev2 2iEK ) o—nEE |

ARV FFEREETIVa Yy

E:)

X w721 |smartcard-removal-disconnect 2A<w—h"hH— OBV 4L LU EZENCLET,
il - T DT A—=2%, FEFEHE CiscoUnity =2 > 7 o F =
e o o L—yaVElick T 947 M ESh E
evice (config-ikev2-author-policy) # o .
smartcard-removal-disconnect T, ZONRT A=K TIL, A~v— K Z— FNREY
NENTHEIT, 7794 T b3ty a v &EIE
THOMENDDLZ EEBELET,
AT 722 |split-dns string WKKRI10 BDOREIRAAL VA EEETEET, 20
%l - INT A—H L, FFEEHRECiscoUnity T 7 4 F o L —
Device (config-ikev2-author-policy)# split-dns v \/)%‘I\EG: N 7*_/]) 7R &:%{%é hijﬂo
abcl ZDINTGA—=RIF, 7T7A T INTT7A4—h
Fy NU—JIERTHHERNSHD AL V4%
ELET,
AT 23 |session-lifetime seconds IKEV2EY S arDI3A4 784 LEEELET,
I « seconds seconds : FiFFI 120 ~ 25920000 T, 2
Device (config-ikev2-author-policy) # ArTE~ 300 HREICEL S L E T,
session-lifetime 1000
AT 24 |route set access-list {acl-number | [ipv6] acl-name} a7 4FX=2l—aryE—FRENLTYE— |
Bl - BT vy v as YT Ry FERELET,
Device (configjikev2—client—config—group) # route e acl-number : 77 A2 J A &5 (ACL) .
set access-list 110 ACL %‘é’%{i IPv4 ACL ﬁ:@%‘?’aﬁﬁf% i_j_o
cipv6: (AT al) IPV6T /A bur—
VU A (ACL) ZHEELET, IPv4 EMHExE
RETHIE, ZOF—TU—RRpLTavr K
EEITLET,
sacl-name : 77 B A U R R4,
G¥)  IPv47 RV RITIERED, T NIRT 7
TR VA NDHERETEET,
R Ty 725 |wins primary-server [secondary-server] BEE T 74T MIERFE SIS, WNEO
Bl - Windows Internet Naming Service (WINS) H#—/X7
S b
Device (config-ikev2-author-policy)# wins L %?EE LiTO
203.0.113.1 203.0.113.115 °primary-server . 705/],_7 U WINS 'H-P‘/ﬁ@ IP
T RLA,
« secondary-server : ({EE) & h % U WINS
P—RDOIP T KL A,
ATy F26 |end IKEV2 B8REAR U O —RREET— REM T L, it
1 EXEC £— FIZREY 7,
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AT RERETIVa Y S

Device (config-ikev2-author-policy)# end

FlexVPN H—/ XD #& i 5l

{5l : FlexVPN H— /D% TE

5l : EAP Z{ER L CTET7 ZFREET 51=8®D FlexVPN H—/\DERTE

ZOHITIX, BAP 2 L CE T 23859 572D, FlexVPN ' —REHETH HiEE R~ LE

‘j—o

aaa new-model

|

aaa group server radius eap-server
server 192.168.2.1

|

aaa authentication login eap-list group eap-server
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto ikev2 profile ikev2-profilel

match identity remote address 0.0.0.0
authentication local rsa-sig

authentication remote eap query-identity

pki trustpoint trustpointl

aaa authentication eap eap-list
virtual-template 1

|

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|

crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|

interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.1 key keyl
|

Bl . S IL— TEIED =D FlexVPN H—/ DHRFE (445 AAA)

ROBFNE, 7N —TRBIEMIT Flex VPN —"ERET D HEZ R LET, &

7213 TACACS Y —/3Th D458 AAA i@ U TITWVWET,
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Bl : I N—FRED 5D FexVPN 4 —0%E (01— AsA)

aaa new-model

!

aaa group server radius cisco-acs

server 192.168.2.2

|

aaa authorization network group-author-list group cisco-acs
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 name-mangler group-author-mangler
dn domain

|

crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list group-author-list name-mangler group-author-mangler
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|
interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

Bl - FIL—TERIEDT-HD FlexVPN —/ DRTE (O—7H)JL AAA)

WO, 7 N—TFAERIZ Flex VPN — " Z2 R ET 5 HiEZ R~ UET, Wik, IKEV2 7

ARV —%FHT L=V AAA ZB U TITWET, BiER U o—Tik, ary7 4 ¥ 21—
TarE—RTIIAT 2 MIEET S, HEHED IPv4 35 L ONPY6 JEME, Cisco Unity, FlexVPN
BEERELET, F2. BIERY >—i%, a—h/VERICK LT, aaa attribute list =~ >

NMzkoTa—VFREZ LIZfEELET,

aaa new-model

|

aaa authorization network local-group-author-list local
|

!

aaa attribute list attr-listl

attribute type interface-config "ip mtu 1100"

attribute type interface-config "tunnel key 10"
|
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it

B 5 2 —sEEn-0H0 FexvPN 4+—/ 30

crypto pki trustpoint trustpointl
enrollment url http://192.168.3.1:80
revocation-check crl

|
crypto pki certificate map certmapl 1
subject-name co cisco

|
crypto ikev2 authorization policy author-policyl
pool pooll

dhcp server 192.168.4.1

dhcp timeout 10

dhcp giaddr 192.168.1.1

dns 10.1.1.1 10.1.1.2

route set access-list acll

wins 192.168.1.2 192.168.1.3

netmask 255.0.0.0

banner *C flexvpn server "C
configuration url http://www.abc.com
configuration version 10

def-domain abc.com

split-dns dnsl

split-dns dns2

split-dns dns3

backup-gateway gwl

backup-gateway gw2

backup-gateway gw3
smartcard-removal-disconnect
include-local-lan

pfs

aaa attribute list attr-listl

|

crypto ikev2 profile ikev2-profilel
match certificate certmapl
authentication local rsa-sig
authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

|

crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|

crypto ipsec profile ipsec-profilel
set transform-set trans transforml
set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0
|

interface Virtual-Templatel type tunnel
ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

ip local pool poolll 192.168.2.10 192.168.2.100
I

ip access-list extended acl-1

permit ip 192.168.3.10 192.168.4.100 any
permit ip 192.168.10.1 192.168.10.100 any
|

Bl . A —BIEDT=HD FlexVPN H—/\DKTFE
WOFNE, =—VRFEANC FlexVPN r— RZ2RET L HiEa R LET,

[l FlexvPN 54—/ D E



| FlexvPN 54—/ D&%
5l : PG BT B IV £y & 3~ A0 FexPN 4—ingE ]

aaa new-model

!

aaa group server radius cisco-acs

server 192.168.2.2

|

aaa authorization network user-author-list group cisco-acs
|

crypto pki trustpoint trustpointl

enrollment url http:// 192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 name-mangler user-author-mangler
dn common-name

|
crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization user cert list user-author-list name-mangler user-author-mangler
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|
interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0

|
interface Virtual-Templatel type tunnel

ip unnumbered Ethernet0/0

tunnel mode ipsec ipv4

tunnel protection ipsec profile ipsec-profilel
|

radius-server host 192.168.2.2 key key2
|

5l : IPv6 EXERTEIZK S IPv6 v < 3  FAD FlexXVPN H—/\DEEE

WOFNZ, IPv6 XA F I v IR N NV A X —T A A (dVTD) v a3 HIZFlexVPN
P—NERET L HEEZ R LET, ZOFITIE, IKEV2FBFERY U —2fFHT 52—/ AAA
TN—TRAEEEHA L ET, IPv6 REREIMIL. IKEV2 iBFER Y O —D FCREINET,

aaa new-model
|

aaa authorization network local-group-author-list local
|

crypto pki trustpoint trustpointl

enrollment url http://192.168.3.1:80
revocation-check crl

|

crypto pki certificate map certmapl 1
subject-name co cisco

|

crypto ikev2 authorization policy author-policyl
ipvé pool v6-pool
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. {5] : AnyConnect 7O 7 7 A LA O— KD

ipv6 dns 2001:DB8:1::11 2001:DB8:1::12

ipv6é subnet-acl vé6-acl

|
crypto ikev2 profile ikev2-profilel

match certificate certmapl

authentication local rsa-sig

authentication remote rsa-sig

pki trustpoint trustpointl

aaa authorization group cert list local-group-author-list author-policyl
virtual-template 1

|
crypto ipsec transform-set transforml esp-aes esp-sha-hmac
|
crypto ipsec profile ipsec-profilel

set transform-set trans transforml

set ikev2-profile ikev2-profilel

|

interface Ethernet0/0

ipvé address 2001:DB8:1::1/32

|

interface Virtual-Templatel type tunnel

ipv6 unnumbered Ethernet0/0

tunnel mode ipsec ipvé

tunnel protection ipsec profile ipsec-profilel
|

ipv6 local pool v6-pool 2001:DB8:1::10/32 48
|

ipv6 access-list v6-acl

permit ipvé host 2001:DB8:1::20 any

permit ipvé host 2001:DB8:1::30 any

|

%1 : AnyConnect 7O 77 A LDA > O— FDBRTE

)

R OFIL, FlexVPN AnyConnect 717 7 A VDX 7 a— NERBERET 5 HiEEZ R LET,

G¥)

AnyConnect 7 74 7> b v v btoua—n R — 77 A )VFEFR LERFA, IKEV2 T
AnyConnect 7’12 7 7 A VDX 71— NERREZRET H L, MBERXML 727 7 A )VIRT F
AT b TAALACHBWICF Y n— FERET,

no ip http secure-server
crypto ssl policy ssl-policy
pki trustpoint CAl sign
ip address local 10.0.0.1 port 443
no shutdown
crypto ssl profile ssl prof
match policy ssl-policy
crypto vpn anyconnect profile ANY-PROF bootflash:profile.xml
crypto ikev2 profile ikev2 profile
anyconnect profile ANY-PROF
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FlexVPN H—/\D X FE BT 1B

FlexVPN 4 — 0 <md 2emiEs ]

INIEER

EEE N

BEhEEE RZaTFILEA ML

CiscoIOS =2~ [Cisco I0S Master Command Listl]] , 3XT»D Y J —=
X2 T 4 a<w R + [Cisco I0S Security Command Reference: Commands A to

ol

L]

R/

Z]J

+ [Cisco 108 Security Command Reference: Commands D to

» [Cisco 1I0S Security Command Reference: Commands M to

» [Cisco 108 Security Command Reference: Commands S to

Cisco AnyConnect Secure Mobility | https://www.cisco.com/c/en/us/support/security/
Client anyconnect-secure-mobility-client/
tsd-products-support-series-home.html

IPsec DFXTE [ Configuring Security for VPNs with IPsec]

HESE S DM (b7 /L= U XA | [Next Generation Encryption]

SRADTY ZHIL YR—F

i

Vo

VAADYR—= IR LRI RFa A D

Web ¥4 b TlXY VY —A% 4T A T
LT, ~v==a27v, VY7 o7, BX
WY —LEFya—RTEET, ZhbHD
UY=L, Y7 =T 24 A= L
THRELEY, L RAapflEeT 7 ) o o—
BT B EINRREZ MR U720 357291
FEALTL7EE Y, ZOWeb¥A b LDy —
JWZT 7 A9 BB81%. Ciscocom®D 1 /A
IDBLU AT — RRLETT,

http://www.cisco.com/cisco/web/support/index.html
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http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/a1/sec-a1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/d1/sec-d1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/m1/sec-m1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/security/s1/sec-s1-cr-book.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/tsd-products-support-series-home.html
http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://www.cisco.com/cisco/web/support/index.html

FlexVPN 4 —\0HE |
B rexven y—ozEOREES

FlexVPN H—/\(MD % FE D BEIF R

WORIZ, ZOFY 2 — /LT LI-BEREICET 2V Y —AE#®RERLET, ZORIL, V7
F7=7 JYU—A FLA U TEHEEOYR— R EAINTLEEDOY 7 2T VY —RT2
i%rbfmi# ZTOFEREIE. FRTWT O N2 WERY . ZRLIBO—#HO Y 7 vy =T U Y —
ATHYR—bENET,

TIy b7 A= LD R = FBEOV AT VT b2 T A A=V OV AR— MIET LW E
i39I, Cisco Feature Navigator Z ] L £ 37, Cisco Feature Navigator |27 27 & 2§ %2
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

5 4: FlexVPN H—/\DEETE DHEEEIEHR

HaE

R

J1)y—x HERETRER

FlexVPN AnyConnect |Cisco IOS XE | FlexVPN AnyConnect 7' 12 7 7 A /LD X 7 > 11— RE§RE
TR7 7 ANOS T (\FUi169.1 2 g% & Cisco IOSXE Y 7 b Y= T #FATLT
ru—F WA T 3A A3, CiscoAnyConnect E ¥ = 7 EE U 7 ¢
7747 MZIKEV2 7’0 b a /L TR LT r 7 7
ANMERE T 2 TEET,

WD a~< RPEAILE L7-, anyconnect profile,
crypto vpn anyconnect profile

YE—h 727+ A 7 |CiscolOS XE | Z D#REIX, Anyconnect3.0. FlexVPN N— K7 =7 7
T4 7 o IKEv2 |Released.5S 15 05 | B EONVTI O~ LT SA $R— Mk
~y RZy R HHE— % IKEv2 ZHAR— bk LET,

“ KDmvy FRMAETEE SNE LT, ama
attribute list, backup-gateway, banner, config-mode set,
configuration url, configuration version, def-domain, dhcp,
dns, include-local-lan, max flow limit, pfs, pool, route
accept, route set interface, smartcard-removal-disconnect,
split-dns, subnet-acl.
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