IKEv2 2RI ZE DY R— FDERTE

HﬁWW’QSkiUAOJﬂK&Q@A% X, 7275 4 7R IKEV B2ty g TO
RADIUS @B R[ZEH (CoA) Z#HHR—FLTWET,

- FERETE M OMERE (1 =X—2)

« IKEV2 8 A ZH OV R — b ORHESRME (1 =)

« IKEV2 B[ A H YR — hOFIRFIE (2 3—)

« IKEV2 S8 Al AW H 7R — MBI 2 1EH 2 X—)

« IKEV2 BA[ZHE VR — b OREHE 3 ~<—)

« IKEV2 S8 AJ ZE W R — h DR EF] (7 =)

« IKEV2 & QWE%T—% B9 DB Mg (8 ~—)
« IKEV2 78 A ZH OV R — b OREREREH (8 X—)

AR DR

IKEv2

CHROYZ 2T VY —ATE, ZOFETa— A THHEINDET X TOBREN Y R— X
TS EIFRY £8 A, BETOBEREIEHRIP L OEEIZOWTIL,  [Bug Search Tool) 3 X
THEHOT Ty 74 —2BXRN Y7 =27 V) —ZADYV Y —R /= R L TS
wo:@%y;—wfﬁ%énéwﬁmﬁﬁéﬁﬁ\%;U%%%ﬁ%ﬁ~béméuu—x
D—EIZHONWTIL, WREEROKRLZHL TIZE W,

Ty N7 —LDYR—FBLOVRa VT "I x2T A A=V DY R— MET A #RE

F3R9 %121, Cisco Feature Navigator Z /] L £ 9", Cisco Feature Navigator |27 7 £ 2§ % |Z
X, www.cisco.com/go/ctn IZHEE) L £ 7, Ciscocom DT 77 MILEH Y £H A,

A ZE DY R— b ORRSEMS

¢ IKEv2 1%, CiscoAAA I R—FX Y FDLIPA RN = MUMBbayR—pry e LTH
ST AMERH Y 1,

IKEv2 2RI ZEO Y R— FOBE [


https://tools.cisco.com/bugsearch/search
http://www.cisco.com/go/cfn

KE2 BALED Y R— rOHRE |

B «eezazsvr—ronEssE

|mwa“Eﬂ$ F DFHIEEIE

o ZDIEEETIZ., RADIUS N— A D AAA —"INBZ(E LT A AR (CoA) X7y Fd
ﬁ%:"fﬂ‘“‘ FLTWET,

IKEv2 ZERIZ B HR— MY 517K

RADIUS
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RADIUS B F[ZHE (CoA) HEREIL, FRAE. B, BLXOT AT T 47 (AAA) By ar
DEMEE | v v a UEEGEAL ’Wﬁfét&m% A=A Lzt LEd, AAA T2—%, %
TPEa— TN —T ORI —IZEER D H5E . & BT Cisco Secure Access Control Server

(ACS) 72 & D AAA H—/ 35 RADIUS CoA /37 v k& 1EE L CRRGEA BAIME L, #HrL v
RY) —Z@EHT2ZENTEET,

FEUERADIUS A X —7 = A A[XlH ., Fv MU =T T8 L TN DT /3 A5 ERN LG
SN, ZZUREEEINZT =B ETHILVET VRSN ET, YAaD Y7 =z
T, vy a T ATHEH &N % REC 5176 TEFE S 172 RADIUS CoA R Z U R — h LT
WET, ZOTFATIE, BRI — "0 5%y T =7 (T ST 8 AT &
. AEEORERE, B, BLXOTH 7T 407 (AAA) FTRY — =305 DEI
ety a VERENRRRIZ/RD F9,

RADIUS CoA DFEMIZDOWTIX,  [Authentication, Authorization, and Accounting Configuration
Guide, Cisco 10S Release 1SM&TJ) & 713 [ Authentication, Authorization, and Accounting Configuration
Guide, Cisco 10S XE Release 3S)] #Z ML T 2S00,

IKEv2 SBR[ ZEEHD{EX

FlexVPN - QoS 3 L N ACL H IKEv2 CoA #HETIE, 77T 4 7R IKEV2 BBk v a v DR
MEEL LT, FrLVRGERMEICEA TE £9, Cisco AAA T R—% 2 ME, AAA —1
MBWAIETE (CoA) X7y FEZE LT, %6 L7 CoA NT v ERZNUCEERINTTE
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MZHEZE L EH A,
Z OFERETIE, IKEv2 28 CoA /N7 v b & 5215 LTzt IKEv2 ﬂi Cisco (AV) ~7IZxf LT
ZD CoA N7y MEMERLET, IKEV2 1%, RADIUS — 2T TIRESENL TV D
audit-session-id IZHSW T v a VERKRELFET,
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FlexVPN - QoS 5 & OV ACL H IKEv2 CoA #fEIX. D Cisco AV X7 ZH AR — K L TWET,
* ip:interface-config
* ip:sub-policy-In
* ip:sub-policy-Out
* ip:sub-qos-policy-in
* ip:sub-qos-policy-out
* ipsec:inacl

* ipsec:outacl
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FlexVPN 94—/ \TCOEAILTEDHRTE

IKEV2 GBI T (CoA) HaR— MEREIZHLEEZR, FlexVPN #—/3TO IKEV2 [HA OREITH Y

¥ A, FlexVPN #—/3Tid, RADIUS BAIEE DL 2R ET 2MERHY £3, AAARE
DOFEMIZ DWW TIX,  [Authentication, Authorization, and Accounting Configuration Guide, Cisco 10S

Release 15M&T ] @ [RADIUS Change of Authorization]] #EE Y 2 —/LZ B L T 2 &0,

FIEDHE
1. enable
2. configure terminal
3. aaa new-model
4. aaa server radius dynamic-author
5. client {ip-address | name [ vrf vrf-name]} server-key [0 | 7] string
6. port port-number
7 auth-type {any | all | session-key}
8. ignore session-key
9. ignore server-key
10. exit
=3 k2t
ARV REEFTIVa Y EL:Y
ATw 71 |enable F¥t€ EXEC E— FEZAMIT L E T,
Bl e NAT—REANLET EREnHE) .
Device> enable
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5w 2 |configure terminal Ju—N)L a7 4 FXal—ay T— REHG
1 LET.
Device# configure terminal
ATw 73 |aaanew-model WRE, A, T T 47 (AAA) T m—
i - SNITHIE L E T
Device (config) # aaa new-model
X TFw 74 |aaaserver radius dynamic-author EAFI v I Aa—hLrP—_"ar7 4 Fal—
. vay B REMAL, 7 ARRTEE
. . , . (CoA) #ZZF A, ZERZHY 444 RADIUS 7
Device (config) # aaa server radius dynamic-author _ e . .
TAT U hEEELET, 73 A% AAA P —N
ELTREL, ANBARY >— H—s L o4 7]
Belct 5,
X Fw 75 |client {ip-address | name [ vrfvrf-name]} server-key [0 | RADIUS —% 5 /34 XA & RADIUS 7 54 7+ k
| 7] string LoOMTHRAEEND L) ICERELET,
1
Device (config-locsvr-da-radius)# client 10.0.0.1
AT w76 |portport-number R JE SA72 RADIUS 2 7 A 7 ¥ k> 5 RADIUS
Bl RET A APBAFT B K= P fRE LET,
Device (config-locsvr-da-radius) # port 3799 GE) Ny NFTTF 4 RAaxy NOF 7 4L
k AR— FE 1700 T9, ACSS5.1 &FHAE
M 57=0I2iE, AR— bk 3799 BNLEET
e
AT w7 |auth-type {any | all|session-key} T3 AN RADIUS 7 74 7 > MIEHT 538F
Bl DA TEIELET, 7747 > M R
Device (config-locsvr-da-radius) # auth-type all EQ[EE§%LfiE§ﬁE&:‘*iﬁl/’CU‘iiVT%LﬁiiiK)35ff/uo
AT 78 |ignore session-key (FTvav) ByvarF—28BET5L51
5l - A ABBIELET
Device (config-locsvr-da-radius) # ignore
session-key
AT w79 |ignoreserver-key (FFvay) =" F—FWHTLH LT A
15“ : /fx%gﬁﬁiﬂbi‘j—o
Device (config-locsvr-da-radius)# ignore
server-key
25w F10 |exit ya—sLar74¥al—iar = NIRY
£ ESR
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Device (config-locsvr-da-radius) # exit

Cisco ASR1000 ') —X JL—%3 T IKEv2 FER[ E B Y 7R— F DHERR

show 2~ F&fEH LT, CiscoASR1000 >V —X T 7 ) F—v g P—ER )L—XDE"
ZEF (CoA) D EMERLET,

FIEDHE
1. enable
2. show platform hardware qfp active feature qos all output all
3. show platform hardware qfp active feature qos all input all
F D&

X7 w1 enable
&1

Device> enable
Rt EXEC E— RE BT LET,
¢ NMAT—REANLET (FERENTHA)

AT v 72 show platform hardware qfp active feature qos all output all
1

Device# show platform hardware qfp active feature gos all output all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: Out, Num UIDBs: 1
UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-out-policy, Policy id: 9679472
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: O
Class name: class-default, Policy name: aaa-out-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
isgd[0-3]: 0x88e78ecO 0x00000000 0x00000000 0x00000000
(cache) 1sgd[0-3]: 0x88e78ec0 0x00000000 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
Policer id: 0x20000002
hw_policer[0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000
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cache hw policer[0-3]: 0x4000047e 0x00163ac8 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police info: 0x00000000
cache police info: 0x00000000
Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-out-policy
No schedule info (no queue configured)

CoA BRI LT=INE DD T T v M7+ — AEFEHRBERINET,
A7 73 show platform hardware qfp active feature qos all input all
£l

Device# show platform hardware gfp active feature gos all input all

Interface: Virtual-Accessl, QFP if h: 14, Num Targets: 1
Target: In, Num UIDBs: 1
UIDB #: O
Hierarchy level: 0, Num matching iftgts: 1
Policy name: aaa-in-policy, Policy id: 980784
Parent Class Idx: 0, Parent Class ID: 0
IF Tgt#: 0, ifh: 14, member ifh: 0, link idx: 0
PSQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593, Match index: 0
Class name: class-default, Policy name: aaa-in-policy
psgd[0-3]: 0x00000000 0x00000000 0x00000001 0x00000000
ISQD specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
isgd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
(cache) 1isgd[0-3]: 0x88d49748 0x00000001 0x00000000 0x00000000
Police specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
Policer id: 0x20000003
hw policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
cache hw policer[0-3]: 0x10000140 0x00113a29 0x00000000 0x00000000
conform stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
exceed stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
violate stats (paks/octets): 0x0000000000000000, : 0x0000000000000000
police info: 0x00000000
cache police info: 0x00000000
Queue specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No queue configured
Schedule specifics:
Target Index: 0, Num Classes: 1
Class index: 0, Class object id: 1593
Class name: class-default, Policy name: aaa-in-policy
No schedule info (no queue configured)
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5] : BR]EED M HH—

WOHDENL, EHEENEAEE (CoA) Z I F—TrLFrEINET, Bra
E, audit-session-id IZFESWTCHRFE SN E T, ZOIDIFEICFSIT, T LDt v
g N OWNWT, 6 ZTIUMEROERIco a— RENTWET,

IKEv2 I%, RADIUS H— ") HBAIER (CoA) 7y heZFELET, By vay
1. audit-session-id IZFESWTHEINFE T,

*Oct 6 23:38:55.250: RADIUS: COA received from id 125 10.106.210.176:58712, CoA Request,
len 257

*Oct 6 23:38:55.251: COA: 10.106.210.176 request queued

*Oct 6 23:38:55.251: RADIUS: authenticator BD 97 5E BA B2 EB Cl1 C5 - 1A 14 51 3D C2

C8 66 3F

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 62

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 56
"audit-session-id=L2L144D010102Z02L44D010101ZI1F401F4202"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46
"ip:interface-config=service-policy input pol"

*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 35

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 29 "ip:sub-gos-policy-out=2M-IN"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 36

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 30 "ip:sub-gos-policy-in=aaa-pol"
*Oct 6 23:38:55.251: RADIUS: Vendor, Cisco [26] 52

*Oct 6 23:38:55.251: RADIUS: Cisco AVpair [1] 46

"ip:interface-config=service-policy output 2M"
*Oct 6 23:38:55.251: COA: Message Authenticator missing or failed decode

*Oct 6 23:38:55.251: ++++++ CoA Attribute List ++++++

*Oct 6 23:38:55.251: 421C9694 0 00000089 audit-session-id(819) 37

1L21L44D010102Z02L44D010101ZI1F401F4Z02

*Oct 6 23:38:55.251: 421C9584 0 00000081 interface-config(222) 24 service-policy input
pol

*Oct 6 23:38:55.251: 421C95B8 0 00000081 sub-gos-policy-out (423) 5 2M-IN

*Oct 6 23:38:55.251: 421C95EC 0 00000081 sub-gos-policy-in(421) 7 aaa-pol

*Oct 6 23:38:55.251: 421C9620 0 00000081 interface-config(222) 24 service-policy output
2M

*Oct 6 23:38:55.251:

*Oct 6 23:38:55.251: COA: Added NACK Error Cause: Success
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