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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library"/>
</filter>
</get>
</rpc>
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migrate yang version.py [-h] [--out OUT] path

help 2~ REFEHLT, A2 V7 N CEMRERAL v a v aRRrLET,

python migrate yang version.py --help
usage: migrate yang version.py [-h] [--out OUT] path

positional arguments:
path Path to the YANG files

optional arguments:

-h, --help show this help message and exit
--out OUT Path to the output YANG file
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10S 27> RO XML A~DZ 2 .

10S =2~ RIZZH#T 51Z1%, show running-config | format netconf-xml =~ > K& 721X show
running-config | format restconf-json =~ > K&fiH L £,

netconf-xml F—U — FZ@&IR+ 5 & . [0S =~ > FiF NETCONF-YANG XML Gz ZE# &
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KIZ, show running-config | format netconf-xml =~ FOHIFIZR L ET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<version>17.8</version>
<boot-start-marker/>
<boot>

<system>

<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 005209.SSA.bin</
flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
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<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
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<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-h
<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>

10S 27> RO XML A~DZ 2 .

ttp">

-I0S-XE-ethernet">

NETCONF o kL .



NETCONF 7o koL |
B oso< roxm~ozis

<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
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<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
</on-success>
</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
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<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
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</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {

"version": "17.8",

"boot-start-marker": [null],

"boot": {

"system": {
"flash": {

"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I
"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-IOS-XE-call-home:tac-profile": {
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {
"datetime": {
"msec": [null],
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"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {

"utilization": {
"monitor": {
"load": 80

}
}I

"Cisco-IOS-XE-platform:punt-keepalive":

"disable-kernel-core": true
}
}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [

{
"name": "admin",
"privilege": 15,

"password": {
"encryption": "0",
"password": "lab"

}

}

]I

"vrf": |
"definition": [

{

"name": "Mgmt-intf",
"address-family": {
"ipv4": {
}I
"ipve": {
}
}
}
]
}I
"ip:
"domain": {

"name": "cisco"

}I

"forward-protocol": {
"protocol": "nd"

}I

"route": {

"ip-route-interface-forwarding-list":

{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-1list": [
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"fwd": "9.45.0.1"

}
] 4
"vrf": [
{

"name": "Mgmt-intf",

"ip-route-interface-forwarding-list":

{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fyd-list": |
{

"fwd": "10.104.54.129"
}
]
}
]
}
]
}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"

}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",
"vrf": {

"forwarding": "Mgmt-intf"
}I
"ip": |

"address": {

"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

"mop™" s {
"enabled": false,
"sysid": false

}I

"Cisco-I0OS-XE-ethernet:negotiation":

"auto": true

10S 27> RO XML A~DZ 2 .
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"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I

"Cisco-I0OS-XE-ethernet:negotiation":

"auto": true

"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0S-XE-ethernet:negotiation":

"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0OS-XE-ethernet:negotiation":

"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-IOS-XE-ethernet:negotiation":

"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
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}
}I

"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,
"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {
}
}
}I
"multilink": {
"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I
"redundancy": {

}I
"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": {
"system-id": [null]
}
}I
"subscriber": {
"templating": [null]
}I
"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {
"chain": [
{
"name": "SLA-TrustPoint",
"certificate": [

{
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"serial": "O01",
"certtype": "ca

"

"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial": "01",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "Cc8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage"

"first": "Q"

"console": [
{
"first": "O",
"exec-timeout": {
"minutes": 0,
"seconds": 0O

}I
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"stopbits": "1"
}
]I
"vty": [
{
"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}I
{
"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]

}
}
}
]
}I
"Cisco-I0OS-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"
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Bl oty a kil TAMENEAINTNET,

BHORFEE v v a L OREKICDIZ> T—BIEAHE L, REOHBHEEZHTZOIC, By
v DFA—F—IEINETCONF v g %11 w7 Cx%9, NETCONF lock RPC1E., =27 ¢
Fal—vary RNR—P—LETar7 4 Fal—aryF—F_—2%kuy 7 LET, 0
DT X THONETCONFE v vy (2y 7 ZFf LT e 1k, mERELEITCEEE
Ao T2120, SEABDBIEIIFEITCEET, 2Nbon v 7 I3 FERFFESEV L 2ER LT
BV, A—F—i%., 1> NETCONF 7 74 7> . NETCONF U D27 F 47k (SNMP,
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CLIAZ V72 E) | BEOAMOZ—F LV 28 TICEREELMZ D LN TEE
TO

TIOT 4Ty varilloTRESATWS e — v ey 7%, BEff TNty v a
YOSkl SN L XTIV ET, vy itk o T, ry 2 B REEL WA E Y a v
D, REICK LT e B EIART 7B AZITZAH LIV ET, Zu—br vy 7k
DREDODEENMERENT-HEIT. =97 — AvEv—II0k o> T, NETCONF 7' 2 — 3L 7y
7 BIRKRTRHREDEENER SN2 PRSI NET,

<lock> FRYEITMIE/ R T A —F <target> 2 FHLYD £9, ZHUE, oy s LEHed+rar 7
Fal—al T—FANTOANTY, vy 2T 77T 1 77256, <edit-config> #ffE &
<copy-config> #AEIXFF AT S EH A,

NETCONF & 7' 1r—/3)L v v 7 OFfFFH1Z clear configuration lock =2~ > RBMEE SN iz56
3 REDFRLRFBNAT ¥ a—N &, EEDsyslog A v —VNERSNET, ZD=
~VRiE, N=P—ar 7 Fal—varavs/okhEs7 VT LET,

KIZ, <lock> #/E%~79 RPC OfFlE= R L T,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty va v OBEGRE, 7 74T ML e — 0 vy 7 OFANA Uiz & X
show netconf-yang sessions =~ > FKZ{#iH L CNETCONF & v v a2 FE=4#TxE¥, £
7-. clear netconf-yang session =~ > RZfEH L TNE L2 RoTlckya vz 07795
Z L HTEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 f Fa L —
varuyJomhiEs VT LET,

<kill-session> 3R |L, NETCONF & v v 3 » 5l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a o <kill-session> ERE#ZFTH L, IR EARNOT X TOERELE
L, Byva ZBEMTFONTWATRTory 7 &) Y —R &KL T, BE#EMT LN
T TR CHLET,

<kill-session> ZE R (21X, K TFTANETCONFE Y v a Dy a IDBKLETT, Bvia
YIDOERBIEDE v a VD &R UHEATE, B~ =7 —2NRSE T, NETCONF
tyvardO I oF s g UNEFETHICNETCONFE v a UM T LEEBA 1R, 7 —
HEFVNALVTTARNT I FvICLoTr— ANy ZRERINL, v NT—VHHEIZn—
Ny 7R ENT, XCTD YANG ETVORBAN U A—SnET,
tyTarOkillNRKRL, Za— b oy 7 BRI TWDLEHEE. 2 Y — L ERI
vty Z{# 1 L T clear configurationlock =~ K&E AN LET, ZORFET, T—4% ET /L%
EIE L CHEETSZ N TEET,
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NETCONF-YANG [F/8 A U — R_R—ZADOFBFEICRD D HiEE LT, 10SEXF 27 =/ (SSH)
VRZ b, %37, =—F </ (RSA) AF—Z2HHLIZ2—FOEE T R—FLF

j‘o
NETCONF-YANG T/ B & — %G & HHl éﬁé’ﬁ\mS$H%~ﬂ%§E¢5%£ﬁ%©i
T, SSH H— 2% L Ca—H ZFRGET 5121, ip ssh pubkey-chain 35 X QNuser =2~ > RZ&f#

L TRE STz RSA F—DW 31 %ﬁ‘iﬂﬂbi‘@‘

NACM i, 7»—7«—2@77t1ﬁ@%ﬁ ALTY, 2—PRFFEEND L, BRESN
ToHERR L~ UZH ST, NACMAMERR 7 L — 7 IC BEICELE SV E T, — &2 oo —3F
E%ﬁ»—fﬁ%@fﬁ%#é:k%?%iio?71»%@%%VNW@1T¢@RW%
— PRIVI5 @ 16 DFFHEL D30 0 £77,

2—PRARF—E N L CRIET 256, *HeT DGE,. &Fr. 777 47 (AAA) #%
EMRNE *@zw#iﬁféﬂif Z—FRARF—%2 I L CRERET 58545, NETCONF
D AAA 7 m@m%ﬁwu%@AAA/wx%ﬁ%LTwé&‘:@n%#%ﬁféﬂifo
17— L¥ L OV TACACS + AAA RGN R — F SR ET,

h—2 o _—AZA@® RESTCONF #BiEIZ VR — F &N TWFEHA, SSH 2—VFEAEI Y FR—
SN TWEREA,

FEHaA > I4 X2 L— 3 DYR—

fEfia s 7 4 ¥ b—ya VHBEREREAT D L, o VR al y ATV a v EEALT
RFC 6241 #FEET B L2 L » T, ¥ EL Y R— FTxF9,

AT — % A b7, ?N42®£ﬁﬂy74¥Jwaay@:ﬁw%%ﬁ#é#%%&@
EERE RV ET, FTa 74X 2= arE T AL R Ay bTARENC, FEfTav
TAX 2=V a VEBERLTERT L2 LR TEET, ﬁﬁ% IX. NETCONF ##E
urn:ietf:params:netconf:capability:candidate:1.0 {2 & W /R S v E 9, Z D NETCONF f&hEIX, TN
AAMEF T —H AN T PR =ML TNDHIEERLET,

2—PRFZOHET—HANTEZFEALT, A ADF T 7 4 Fab— g VIEEE
Bz B8R, TRAADa YT 4 ¥ a2 b— g Z2ER. B, Bk, ZECEES, o
2y MMETIZ, T/ ADaA LT 4 Fa b— g URMERN LI TOa T 4 Fal—T g
VT v a ERET, BERIT—F A NTREDN o TS E, FATOT—X A M T
NETCONFE v v a v Z N L TEZIIALIENTET, I XTOar 74X b— g ifE
HiZzBUTOHaIy hESNET, 2F V., Bl OFRE % EHZE TX 5 NETCONF fiE
X, i 7 X Lb— g U TIEAENCR Y £ A,

N

GE) T —H A RTIFHEET =2 A R T THHZ LITEE L TLEEW, EHDONETCONF
Yty a U PNNEERFFICEETHAEEERH D £9, Liz-> T, NEEEFET 50
T =4 ATy 7 LT, Iy MRBEELRVIIICL, HEMIZaZ 7 KX 2
L—a VOEBENRDOND AREMEEZ S Z ENEEICRY £,
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{&#% > NETCONF #£/F
BT — 5 2 N7 CEROBEE T TEET,

\)

GE) ZOHEOHEHRITIRFC 6241 834 HASHE|IZLTWE T, FEM & EME7e RPC 12O\ TC
X, RFC #&H L T &0,

awyy

<lock>RPCi¥, #—# v bDOT—H A T2y 7 3TAHEOIEALET, Zhucky, o
a—HFu v ENTETF—F AN T O T 4 FXal—a B ERTERLARVEST, vy
TRVETCIIEMT — % E BT — XDl FEne v TEET,

)

GE)  E#i7T—#AN7DOr v 7% CiscolOS DAL 7 4 X alb—arony 7R3 7ay
T4 X2b—=varony 7B G, WHREKTT,

aXy b

<commit>RPC I, iz 7 4 F a2l — a2 T A ADFEfTary7 4 F¥al— g2
abr—LFET, a3y b #EL Bz 74 Fa2l—2a 2B HLTar 74X
L= a7 R AT v a LEEBICFEITTALERD Y £,

FATETNIEM DT — 2 A R T OWFT PR HIONETCONFE > v a ko Try 7 ST
WA, <commit>RPC {3 RPC =7 — & CRILL 9, <error-tag> 13 <in-use> & 720 |
<error-info> 12132 v 7 Z{RE L CWANETCONF v > a vty a D BARENET,
conftlock E— RIZBITL o/ m—buay 7 &FEHL, 57 207 Fa2b—val®
OBy 7352 TEETN, 23y MEZRPC =7 —IG& TR L ., error-tag DL
<in-use>, vz IDIX [0) 12720 £9,

aAVvIqsF¥alL—aviEsE

Bfiar 74 FXalb—vaid, ar74Xal—ra r2EET 57200 edit-config (=2
T4FXalb—ya k) BEos—4Fy FELTHERTEET, TS 2DFEFTar T 4
ol —va B EH 22, Bz 74 X2 b —va  BEETEET,

BRE
fEtfiar 74 X2 b— a3 DM BN ERZ2HIBRT 51205, discard (BE3E) BEAFEITL
Tz 74 FX¥alb—varvzFE fTar7s Xalb—ra @k LET,

72L& 21E, NETCONFt v a VALK > TEMT —Z A M T ONEBERERE SN TWBHEE,
Ty alryBWMEMT—FZANT ARy LEYETAEr Y 7T L £9, NETCONF
v a B TIXMEMAE 2 v 73 5HNC, D NETCONF & v g U nWSEMT—F A BT

. NETCONF 7o k)L



| NETCONF Fm koL

4o NeTconr e I}

ORI OA LT 4 Fab—a rOEBEZHIRT B72901C <discard> B/EL FITT B M EN
HFES,

(YRR ] -

0w 7, editconfig (27 4 X2l —alfmE) . a3y Ml TEMa 7 X2 b—
VarvEBELEE,. 7y JfERRPC TX—4 v b & L Tcandidate 48 ETHZ &1L - T,
TR AT Euy JfECTEET, ZNT, oy v a r TOTXTOBRECHEMT —X
ANTEFEHTEDLD12720 £7,

BERT — 2 A R TICHT DR OEFE TCREENBE LSS, a0 7 4 X2 —v a0
EENREIZ 720, oty a U THENECAREMERH VD £, RIEEZEREET 5720,
RIFFROZETE X, INETCONF & v a »OfEE] THREMNICe v 7 RS- L&, £
ey V7 RBREME R LU CHIRIGIC o > 7 MR ENT- & JITHEFESNLIVLERH D 3,

aAVI4Xal—YavRB, avIqsF¥al—arvabf—, avI4X¥al—a ViR

T —H% A 71X, get-config (227 4 F 2L — 3 V) | copy-config (7 4 ¥ =
L—yary ab—) | Elldvalidate (227 4 Fab—3 g UHGEE) OEDEETH, V—
AELFE =Ty FELTHATE LT, BT —F A NTOEELT AN A3y M T
12, I 74 X2 b—a ORIEOHET 9 BE1X. <validate> RPC D4 1Z discard DH{E%
fFF5ZETHERATEET,

BHET—2XANTOER

WORNL, BT —F AT ENLTT A, R T 4 X ab—a U E2EET LA ICHEE
INBERAKNTFTIT 4 AERLTWET,

1EHT—2 X T DEEFIE

ERR

o8¢

o Edit-config Commit t ning
Lack Running E Commit ta Running

Candidate

267511

1 77 —F2ANTEuYy 7 LET,
2. T —2 AT ER Yy 7 LET,

3. edit-configRPC & ¥ —7% v FOEMEMAL T, BEflizr 7 4 ¥l —va v 2EHLE
j—o

4, fEffizy 74 Falb—varr, FfTar74Fal—vailaliy bLET,

5 EHiT —H AT EFEITT—HANT A v ViR LET,
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EREFEMEHOI4X2L—3 0Dy b

fBEffiZ 7 4 ¥ 2 L—3 3 0%, confirmed-commit HEFEZ VAR — F LET, Z DOEIETIL,
confirmed-commit #§EEIZRI9" 5 RFC 6241 THEINTWDH BV, BITShb &, FEfTa v
T4 F¥alb—varMEfliar 7 4 X2 b—3a VOBIEONEICHE S, confirmed-commit
HA=—RRBEINET, commit¥¥ A A7 U MAMAIZHITSINRWEEE ., confirmed-commit
BIEZR— ANy 7 SRET, T7 40 hOZA LT 7 MR 600 B (1053) T,

a7 4 X2l —varEzaly N5 E. 2y NEKRENICT 570D ORIk
AR TEXET, HEREAIy MR, a7 Falb—va VOETENREL S BEE
L. A ASOEBRT 78 ZAZ TN L Z2MERTIOICERLHLET, BHIZK-TT 2
TABRGF N, TOMOTT —RNBAELEZDTIHE, o— Ny 7 OBIRNIEE -,
Pioary 7 4 FXal—ar~OHHe— ANy 7 ICLoTT 7 EARNELINET, f5E
L7ERENIC 2 2w RBER SN WEGES. T3 AT 740 T, LRica vy h&Ehk
a7 4 FXal—rvarEABNICEELTaIy b (m—A Ny r) LET,

N

(G£)  RESTCONF |3#8EA» a2 v haVdAR— ML TWERA,

NETCONF v 3 TlE, fEflias 74 ¥l —rarwaaIv b, 23 v RASKERIC
AHZ &R T A7, 794 T 2 b T 7Y r— g L ZED <confirmed/> & 7
% <commit> 33 KON <rpe> & 7 EHRNIZHHA F T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

WIZ, T74NVEDOa—N RNy 72 A <—%EFE+ 5 RPC DFHZRLET,

<rpc>
<commit>
<confirmed/>

<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

DY 7 )VRPCIEL, NETCONF — "0\t 7 4 Fab—va U —EHjical v b &
NIZZ e EWERTAHZEEZRLTWET,

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>
</rpc-reply>

NETCONF H— "M@ 7 f Fab—va v aly hTEARVEA. <mpe-reply> HHE T

KO 277 5 <rpe-error> R Z HAE T, b —MWARERIT, Bz 7 4 ¥ =
L—yarDe~vrT 4y 7 £ 7 —T7,
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0= NNy 7 EBEOR— ARy I XA <w—F 0 LROEMIZELE D720, 77472k
TV r—a iE, BRI B R <commit> ¥ 7 EFENIZH D <confirmed/> ¥ 7 & FE
EELET, 73 T, <confirm-timeout> EFR 2 EZDHDHI LT, ROR—NL Ny 7 EED
LM ERELET, 7747 8T 7Y — 3 Ui <confirmed/> ¥ 7 % 8 V) il L E(F
THZETu— ANy ZWHRIZESEL 2 ENTEET,

AT 44X alb—TarEAKBERICT Iy M AIZE, = Ay ZHIRBSIBE SR, 7T
AT NT TV r—2a rh<ape> ¥ V7 EFTHENT <commit> ¥ 7 #EFLET, =—L
Ny ZRF¥rELEN, iz 74 X2l —arBNEEbicaly hanEd, FEhiz
V74X ab—aryp, I aly hEhicar7 X ab—a v ERIUEGE. R
Bicaly hE&hlar74X¥al—YarNHaly hEnET,

BOT 7V r—3 3 D <kill-session/> ¥ JEZEAMEH L T, #HERHEA2I v hBMEREFOM
WZZOT7 TV r—vardotyvarEz(&TT50%6 (o7 7Y r—va iEEEaly
FLELED, EEERLTVWERA) . Z0O®y g Z2#H L TS NETCONF H—
I, HEREA Iy MSNEITSINDEIOREIZZ 7 X2 b—2a v EBHTLET,

it — % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&+ 25 2 &
IR0 £, BT —F A NTDADOGEMEMT — 2 A N T OfEREH»2 I v RBA
IR D T AT — 2 A N7 BN OGS ITHEGRE =2 X v SRENC D £3, EfTH
DTRTOEYya BT L, confd a7 7 ARFHEEBINET,

&Y R— FDFRTE

ot — % Ak THEREIL. netconf-yangfeaturecandidate-datastore =~ > K&l L THZIC
FTHIENTEXET, F—H A PTORIER [FT) 25 EM) . E-EZ0MIEDD
&L EEEANCT D72 NETCONF £ 7215 RESTCONF O F B 21 s 2 & & o —
W 28E X v —UDRRRINET,

NETCONF-YANG F 721X RESTCONF confd 7' 72 ¥ A DBAAEHF I £ 7213 TOT —X A T
DBRN AL T 4 F 2 b—a VTHRESNTOIHAIX, RO KD RESENERSNET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG ¥ 7213 RESTCONF confd 7' & & A D BA#EH% A £ 72 13 AT ORI BT H
72HAE. koo IcERA S ET,

» netconf-yang feature candidate-datastore =~ > KR E SN TWAEHEIL, =<2 RiZ
Ko THEMT —Z A NTRAEMNIRY . ROEERHHSWET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > R E N7/, 2~ Rick-» T
T — 2 A N T RN/ FATT— X A NTREDNZ/2D, ROEBERNH S E
R
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netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG ¥ 721X RESTCONF AL #EI 5 &, EfTH DO v a idkbivET,

A4 Fal—2ay T—32R—XDEIXKEHA
T—H ET N AL HE—TxAA (DM]) OFEEEHIZ, 2~ FEIERPC DR ERHT b
U —ENDHEEOESERFENTONET, ZAUIENKEIFER & FEE ., AR &
NETCONF D& 7 v Z A4 A&EMELET, BIRBEMORNZ, 274 FXFa2lb—vara—H
NR—=2ZDEEM O PN D 52 E N ) H—F 570, RELENMEFA SN ET,

BRI X, netconf-yang feature side-effect-sync =2~ > RiIZ X > THRNZ2 D 97,
—Hoawy RiE, RESNDHE, TTERESNTNWD —HOa~vy ROEEZ M) T—L
£9, 7= & 21, RIZ NETCONF edit-config RPC 235%E S DHRTDT /3A ADKEE R L E
D

hostname devicel23

NETCONTF edit-config RPC :

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</native>

RIZ, NETCONF edit-config RPC Z g% iE L7 DT A ADEREE R LET,
hostname Switch

Z Z°C, NETCONF edit-config RPC O FEIEHIX, RPC NEHEEK L TWARNWETa 7 4 Fa
L—3 g U ~DEETY, edit-config BRITHR A M ZHIRT 5 Z L1225 TWETA, FA
N I ZHIBR ZAUFTIC Switch IR Y 97, BRI CIX, EEKREZRIMTHZ L2, 2
DFXEXE T % NETCONF 7 — X RX— R LA T 5720, N7+ —~< AR ELET,

FIRHIEENLCLIE— RV U —OfAIZH SN TEBY, avy NiEE— ReH 75— FEET
HEFFSNE T, ZOCLI®T—RY V=07 —ZfEdE X, RO3 DDA A ) — R THERENT

b\iﬁ‘o
cHLELD/—FK:ZDO/—FiZ, RCHEIZBL, AL MZHDHCLI — KDY A
FEHLET,
B/ —F:ZO/—FKiE CLI—FRDHE, ZOET— K, BILOHTE—-F/—F&EEL
i‘j—o

« ) —F:Z®D/)—FIZTCLI BEOE—RELIFZHTE—RFRTOCLD) #HELET,
) — RIZBEOT ) — R KRH LA, TNOOTF /) —RIERICLLD ) — RRA V2D
—EE LT v ENET,
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BRTE Ak

NETCONF-YANG IZ, T3 ADTF7A <~V "TAMRAS U bEERALET, T A MRS
v R DMFELE L7 WA 12 NETCONF-YANG 23R E S D &, HOBA h T A MR A o FOME

RS AvET, IOV T,
Gibraltar 16.10.x] 2L T 7230,

['Public Key Infrastructure Configuration Guide, Cisco I0S XE

NETCONF Z{ERJ 21=-ODH#ERT 7 t ADiEH

NETCONF API Offi i ZBi59 5121k, HERL L 15 22— THAIVENRH Y £7°,

FIRDOHE

F IR D FH

enable
configureterminal

aaa new-model

aaa authentication login default local
aaa authorization exec default local
end

NOOAWN A

username name privilege level password password

ARV RFEERTI VA Y

=)

ATy 71 |enable FrHE EXEC E— RE AR LET,
fAi NAT—=REANLET (ERInBE) .
Device# enable
27 v 7 2| configureterminal JH—L mLT 4R L a v e R
{5 LET
Device# configure terminal
Z 5w 73 |username name privilege level password password| - —#4, 2 ~N— 2 b U7 3REES AT LA ST L E
15“ : ‘/Jﬂo Yk@ﬂ?_y_ F%%ﬁgbjﬁ#o
Device (config) # username example-name privilege . privilegelevel : :Lw’ﬁ‘@*ﬁﬁﬁ L~YLEZRELE
15 password example password @—o NETCONF 7orj S :‘}V@j}%éﬂi\ 15 é:ﬁ“é
VERH Y F,
e password password : CLI ¥ = —(Z7 7 & X9 5%
TeDDNRAT — R E LET,
AT 7 4 | aaanew-model (ER) #Frl, RRAE. TAh U T 17 (AAA) %

1 -

Bz L £,

NETCONF 7o k)L .


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true

B netconrvane oE

NETCONF 7o koL |

ARV RFERETIVa Y

B8

Device (config) # aaa new-model

aaanew-model =~ FERETHH51L. AAA R
AL & ORI AL T,

Z Fw 7 5 |aaaauthentication login default local 0—H ) a—PEL T —HRXR—=A eI 5071
il - PREZ R E LE T,
Device (config) # aaa authentication login default| (G¥) NETCONF 7' & k =2 )LClk, FI7FIL D
local AAAFBGET 7 A VRO BBY AR — kS
WET,
« UE— h AAA V— DA TE, local & AAA
P NZEEHZET,
default ¥—7U— Rl kY, m—hra—#F7F—
B AR ABEEN TR TCOR— MIlEHA S E
R
25w 7 6 | aaa authorization exec default local A=V O AAAFFRIZREL, B—I LT —H_—
1 - AZER LT, TO2—HWIZEXEC v = /VDFEIT%H
Device (config) # aaa authorization exec default ?@fql/ﬁi7fo
local e UE— b AAA — DAL, local & AAA
P—NICEESHZET,
sdefault ¥ — U — RIZ kY, m—dra—H7—
B AR— ZWEENT R COR— MI@EH S E
‘a‘o
ATy 717 |end Ja—r ) ar7 4 Xal—gy T— REKT
5l - L. it EXEC E— FIZRE Y £,

Device (config) # end

NETCONF-YANG D% E

L' /73— NETCONF 7’12 k /L RT3, A THII /2> T DH5E . RFC #EHLO NETCONF
7'v ka3 3sRE L EH A, nonetconflegacy =~ K& L CTL 4 — NETCONF 7' & |k

FIRDEE

SV EEHIC L TL &,

enable
configureterminal
netconf-yang

apwDbd-=

exit
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F IR D

NETCONF A+ 7> 3 oz [

ARV RFEEETIVa Y

=)

AT w71 |enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NRATU—KREANLET (TEREINTEHE)

R T 72 | configureterminal
{5l

Device# configure terminal

Ta—N)L ar 74X al—ay T— NEBG
L/iﬁ‘o

R w 73 |netconf-yang
f

Device (config)# netconf-yang

F v hU—27 F /34 ATNETCONFA % —7 = A

A LET,

GE)  CLUC L ZEBHIOA 2 —TMbDh, * v
RO —27 FRAL RABEET IV RXR—ZADA
H—T 2 A AB L CTEHRTED X )T
NEST, ETNRXR—ADA L H—T A
ATV ADZERIRT I T 4 _X— 3 v
Wi, RO DLZEnHY £4,

R T w 7 4 | netconf-yang feature candidate-datastore

1

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A N T AN LET,

R T v 75 |exit
B -

Device (config)# exit

Ja—rb a7 4 Fal—ary B— REKT
Li‘a—o

NETCONF A 7> 3 > DERTE

SNMP D% 7E

NETCONF Z# A8 LT, AR—FINTWD MIB 2>bAR I N7 YANG £5 /L2 H L T

SNMPMIB 5 — X277 ALY,

I0S THR—FENTWS SNMP b T v 72 HFEhIT L

T, PR—FENTWS T v 75 NETCONF WM 2254 5121%, 10S TSNMP H— %

L £,
ROBNEZELIT > TLIEE W,

FIEDEE

1. IOS T SNMP #REZ AN L £,

NETCONF 7o k)L .
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2. NETCONF-YANG &) L 7. kD RPC <edit-config> A & — "% NETCONF-YANG
A= MIEFLT, SNMP b7 v 7OV R — FEFDLET,

3. D RPC A vt—% NETCONF-YANG "R— MIEEFEL T, Efrar 74 F¥alb—3
VEAZ—FRT v ar7 4 Xal—a SIRFELET,

F IR D8

2T w71 10S T SNMP HEREAZ BN LE T,
5 -

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT w72 NETCONF-YANG 2 EE#) L7-t%. K ® RPC <edit-config> A v &—% NETCONF-YANG ~— MIiEE L
T, SNMP h 7 v 7OV HR—NEHMMILET,

1 -

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

. NETCONF 7o k)L
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RSA R—2D1—¥RIEETT 5100 ssHo—noxE I

ATv T3 RORPC A v &—% NETCONF-YANG R — MIIEEL T, Efrar 74 FXal—Ya B AX— T v
Far7 4 Xalb—3 g NREFELET,

1 -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—XADA—HFEEEEEITT 57D SSH H—/\DFHRTE

NETCONF-YANG 23 —H %A+ A7 D SSH AT — 2R ET AL, IROEXLFEIT

LET,
FIEDO#HE
1. enable
2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string
6. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EEREINELE) .
Device> enable
R T 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
1 LET.
Device# configure terminal
AT 7 3 |ip ssh pubkey-chain SSH — /R LD 2 —H35 L O — SFRFEA I
i - SSH-RSAF—ZREL, AHF— a7 4 Fal—

varE—RFERBLET,
o = NITRFE SN TVDHRSANF—R, 77
AT MTRFSH TN D AR F— & b —
OXT AL THRIESN S &, 2 —PRGRT

Device (config) # ip ssh pubkey-chain

T,
R v 7 4 | username username SSH oL — 4, %27 L. A% — ¥ 2o 7
1 Fal—aryE— N2 LET,

NETCONF 7o k)L .
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ARV RFERETIVa Y

B8

Device (conf-ssh-pubkey) # username userl

AT 75 | key-string
51 -

Device (conf-ssh-pubkey-user) # key-string

UE—hF E7DRSAAHF—ZFEE L., AT —
F—H a7 4 Xal—ar T— REBLE
R
GE) A—TUSSHZTAT v b (FW0ik
Z.% & ssh/id_rsa.pub 7 7 A VI D) A6
F—ELRETEET,

AFv 76 |end
R

Device (conf-ssh-pubkey-data) # end

NHHF—F—F a7 4 X2 —v 3y F— K%
T L. B EXEC E— RICREY 9,

« 7T 7 /L N RAMIKEDIZIX, nohosthame =
<~ FEFEHLET,

CLI Z{#HE L7 NETCONF 7O Fa)LDa> T4 X2 L—

a3 DHERR

NETCONF 2> 7 4 F a2 b— g VAR TAICIIROa~ REERA LET,

FIEDHEE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang diagnostics summary

5. show netconf-yang statistics

6. show platform software yang-management process
F gD F¥H

AT w71 show netconf-yang datastores

NETCONE-YANG 7 —# 2 b TIZRET 215 HREF R LET,

Device# show netconf-yang datastores
Device# show netconf-yang datastores

Datastore Name : running
Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

. NETCONF 7o k)L
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ATy T2

ATvT3

ATvT4

CLL (A L1 NETCONF 70 kaLnay 7 s FaLb—vavoikR [

show netconf-yang sessions
NETCONF-YANG & v ¥ = BT DR AR R LT,
1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail
NETCONF-YANG & v & a VB 5 3G S e 2R LET,
£

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications : 0
global-lock : None

show netconf-yang diagnostics summary
NETCONF-YANG Z Wi OB E 2 FRm L ET,
i -

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON
Diagnostic Debugging Level: Maximum
Total Log Size (bytes): 20097

Total Transactions: 1

NETCONF o kL .
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ATV

75

NETCONF 7o koL |

message username session-id transaction-id start-time end-time log size

1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

show netconf-yang statistics
NETCONF-YANG #tatic B4 2z #Rm L ET,
i -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform software yang-management process

NETCONF-YANG D% 7R — MIMVBERY 7 2T a0 ADAT—X A% FRLET,

1

Device# show platform software yang-management process
confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running

G¥) 7oA nginx IL, ip http secure-server £ 7=1% ip http server 237 /S A THE SN TN DHHEIC
FATSNET, ZoT kAN [97) KETR < THNETCONFIZIEFITHREL £, 72721,

RESTCONF (213 nginx 7' 2 & AN METT,

% 1: show platform software yang-management process ® 7 4 — )L K DA

T4—ILE BLZ]

confd AT 4 Falb—vary T—FY

nesd Xy hT—sER s n A F e
syncfd T —F B ORI

nesshd NETCONF &% =7 > =/l (SSH) T —F

. NETCONF 7o k)L
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RPC I= & % NETCONF-YANG ZiinE = ]

J4—ILK e

dmiauthd FNA REBA L F—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd BT —4 v~ X —Vx T—F

nginx NGINX Web 4 —3

ndbmand NETCONF F— 4 R_— & = F— %

RPC [Z & % NETCONF-YANG 52 D & 7R~

show netconf-yangdiagnostics 2~ > R E721ZIRDO RPC 2 H L T, ZWiEMwas R - TEET,

&IZ. NETCONF-YANG 22 Hh24 5 RPC Ol L . RA M HE={E LT RPCIGEE <L
F9,

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965be6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

*#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIEDO AT —H A% 7T RPC Dfl &, A MDEZ(E LI RPCINEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-£fc44-45e2-9390-£8a5968dc8d4">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>

NETCONF 7o k)L .
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</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASDPLZIFE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" 2>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR TH-HD RPC DL, RA M SHSE LT RPCIEEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid: 9 ffb8d5-3866-48ef-b59d-0486e508fbcd">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>

. NETCONF 7o k)L
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</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:9pffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans—-count>
</diag-summary>
<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>
</diag-trans>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, WESNTFEV AT AL T —RA v =27 — A 7557200 PRC OFE . ARA R
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-£fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>

12, NETCONF-YANG 2l & #2029 % RPC O & R A R BH5%2{E L2 RPC & &R L
ij_o
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#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9bb9%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e%b9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF 7O kO J)LDOBEEEF

ESPER=
BEEIEE T=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 5370 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub VAT U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T o7 NUICEBEBILES, Z 2 TiE, 10S XE,
I0S-XR, BELUNX-0S7' T v b7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
=4 /RFC 24 R

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [fi]i} 5 —
X2 E®T VTSR

RFC 6241 Xy NU—ZFES 1 k2L (NETCONF)

RFC 6536 Fv NI —7FETm ha)L (NETCONF) 7 7 & AHl#EET
%

RFC 7950 YANG L1757 —% €7 U /55

RFC 8040 RESTCONF 7 17 | =)L
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NETCONF 70 b O /L D#EEEIEER .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 'O k O /L D#EEEEER

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKRIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHYR—FSnET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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GEEE
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HaE

iy

1y—2

HEEE®

NETCONF 7'ua k=1

Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
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