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A7 VT Nexyra—RLET, TORET, 7/3 RIZHTTP/TFTP % — N ZEE#ET 50—
hZFZ 722, DHCP H—RZ L TR EINDT 740 hOv— b EFEH L ET,

DHCPv6 M4 HR— k

Cisco IOS XE Fuji 16.9.1 Tl&, Dynamic Host Control Protocol /3—3 = 6 (DHCPv6) DH 7R —
FRERZyFFrbEya = ZHERBISEMIE Lz, DHCPV6IXT 7 4 /L F CHMIT /-
TBY, AF—FrT v 7 ar7 4 Fal—varR LTl —bT5TXTOT A A THRE
£7.

\)

() DHCPv6 I Catalyst 9300 33 KT 9500 ' U — R A A v FTOHYHR— FINET,

DHCPV6 /&, Python 22 U 7 @ TFTP & HTTP D DX 7 m— RIZ k> THR—FEh
TWET, Python 27 U 7 F @O HTTP £72IX TETP DX 7 b — RIVKRI LIZHBA. T340 &
ILBRAAIE A (GREZR LOdREE) ICE Y £3°, DHCPv4 & DHCPv6 D i J7 AERES 5 7= 01213,
IELWHTTP 7 7 A )L 2SAMN DHCP % E CHHATEX 2 0E N H Y £,

FICA v Z—TxA AZIPVA & IPV6 DT DT FLARNH LM, E-id%y hT—27NIZ2
ODORIDBA LV HE =T 2 A ABRHDH BB ONET, 2F0, —HiXIPvd v T 7 17
EZFTE, MFIEIPV6 T T 4 v 7 B ETE E T, AR CIXDHCPv4 % 721X DHCPv6
FFarOWNTNEERTLZE2BEIO LET,

&IZ, DHCPv4: /etc/dhep/dhepd.conf Dl &~ LE T,

host <hostname> {
hardware ethernet xXxX:XX:xXX:XX:!:XX:XX;
option dhcp-client-identifier "xXXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.x.X;
fixed-address x.x.x.Xx;

if option vendor-class-identifier = "..." {
option vendor-class-identifier "...";
if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";
}
}
}

RIZ, ISC DHCPv6 Y — DR EB &R L E T,

option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
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B cosu7Joesa=srommn

oAy F JOED a5 DERH

TFIP S E—ZFEA L TOEER— MIHIT S DHCP H—/\EZE D1l

WIT, T AQEELR— MR THRE STV B 5A1C TFTP = ©'— 4% L T/T 9 DHCP
Y= "REDH| 2R LET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python_dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP D E—ZERA L TOEHENR— ~IE T2 DHCP H—/\5&E Dl

WIZ, TN, ADEIR— MEHE TR SN TWAEAICHTITP 2 B —%2#F L TfT
9 DHCP % — "gREDH 2~ LET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
Device (config-dhcp) # end

TFIPOE—Z2EALEA I\ KRAR— FTOY > TILDHCP H—/\#

53

WITRT DX, T/ ADA 8 R AR— MERTERINTWAEAD, TFTP 2 B —%ff
A L7=% > 7L DHCP ¥ — fpk T4,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1
Device (config) # ip dhcp pool pnp_device_pool
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HTTP 2 E— %A LA Y3y K K— kTt > T DHer 4 —iEm ]

network 10.1.1.0 255.255.255.0

default-router 10.1.1.1

config-dhcp option 150 ip 203.0.113.254

config-dhcp option 67 ascii /sample python dir/python_ script.py
config-dhcp) # exit

config)# interface gigabitethernet 1/0/2

config-if) # no ip dhcp client request tftp-server-address
config-if) # end

Device
Device
Device

config-dhcp) #

config-dhcp) #
) #
Device ) #
Device
Device
Device
Device

HTTPOE—Z{#ER L4 /N> KA R— FTOY > TILDHCP H—/\{E

54

Linux Ubuntu

WITRT DX, T ADA 30 R R— MR TR SN TV A5 0, HTTP =
v — & L= % 7L DHCP H— Ak T,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp pool pnp_device pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end

TINA A ETDH > T )L DHCP H—/\DHEK

KD DHCP — KRR fIE. — SN F RS, AR — N EFIZA RN R R—FD L
LIRS TCWD Z & & Python A7 U7 "R TFTP h— "\ babt—3hb Z 2 &2RL
Tb\iﬂ-o

root@ubuntu-server:/etc/dhcp# more dhcpd.conf
subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7" RAWHTTP — b7 3 RZabv—3hb 2
EERLTVET,

Day0 with mgmt port http

subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;
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host C2-3850 {

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample_python 2.py";

DHCP #—/37532 héz@ot% BHAR Y MU= ERT AN ZARELET, ZhiCk
D%ﬁ@ﬁ@@% THBMICEITENET,

TFIP O E—%E AT 2EEAKR— FTD DHCPV6 H—/\ZTFE DA

WIZ, T3 ZADOEBR— MEHE TR SN TWAEAIZ TFTP 2 %2 L TfT
9 DHCPv6 H— "R EDHI 2~ L E T,

Device> enable

Device# configure terminal

Device (config) # ipvé dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64

Device (config-dhcpv6) # domain-name cisco.com

Device (config-dhcpv6) # bootfile-url tftp://[2001:db8::46]/sample day0_script.py
Device (config-dhcpv6) # exit

Device (config) # interface vlan 20

Device (config-if)# ipvé dhcp server ztp

Device (config-if)# end

H 2 FI)LDPython F7OEC 3=V H X9 1) Tk

WITRTOIX, HTTP —/NE 721X TFTP — DO W h s b TE 54 771 Python A
7 V7 FTT,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"

cli.configurep(["interface loop 100", "ip address 10.10.10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
cli command = "sh ip int brief"
cli.executep(cli command)
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print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#SR)L— 2 DEEEF O Y

RO XyF 7rbya=r 707 —hk v 7 TIE, FA N Yz VRIEFRIZETS .,
Python 227 V7 "R Z Ak vz Mty run—REh, YA Y=l Fvra—RLk
Python A7 V7 R &2FEATLTT A RAET A4 ERICEKELTWVWAHZ ERRINTNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

0K bytes of WebUI ODM Files at webui:.

%INIT: waited O seconds for NVRAM to be available

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol: %
11<DO NOT TOUCH. This is Zero-Touch Provisioning>>
Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully
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*** Sample ZTP Day0O Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

*** ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!
TA R b Ta = IR T 58 10S T MIRT R ARREICAR D £,

Cisco Catalyst9000 ') —X X A v FDEFH O S

WKoOEr7varTid, BaXyFraeya=rJoREe 7o Vv EFRRLET, 20
Eou 7Tk, FA MYz VRIEFRICECEN, Python A7 U RNF A B ¥ = )UIZH D
va—RE, FAM Yz AWRA T a— R L7 Python A7 U7 N2 FZITLCT N, A& T
ABBICRELTNDZ EARENTVET,

oe°

Checking backup nvram
No config present. Using default config

oe°

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>
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Cisco 10S XE Everest 16.6.x /" i5 Cisco 10S XE Fuji 16.8.x ~
Ot var TR py A2 VT N EFATT HHEIOEE 2 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP Day0 Python Script ***

**% ZTP Day0O Python Script Execution Complete ***

ORI VarTE, TAER TR Y a s TRICT A, AEBRET L HEERLET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FhEHE R S e

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state
Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent
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@ 0x1D4

*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: S$LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to
down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is down

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state

to down

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



. Cisco Catalyst9000 > ') — X R A v FDIELE O Y

Jaeva=vy |

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state

to down

*Sep 4 20:35:36.609: SLINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state

to down

*Sep 4 20:35:36.609: S$LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,

changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN:
changed state to down

Line protocol
Line protocol

Line protocol

Interface GigabitEthernetl/1/2,

Interface GigabitEthernetl/1/3,

Interface GigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/1,

*Sep

TenGigabitEthernetl/1/2,

*Sep

TenGigabitEthernetl/1/3,

*Sep

TenGigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/5,

*Sep

TenGigabitEthernetl/1/6,

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to

Line on Interface
down
Line
down
Line
down
Line
down
Line
down
Line
down
tftp server address

protocol

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

(opt 150)

Guestshell start API is being invoked

Setting up guestshell to use mgmt-intf

Setting up chasfs for iox related activity

159.14.27.2
Setting autoinstall complete to true for 159.14.27.2
%PLATFORM_PM—6—FRULINK_INSERTED: 8x10G uplink module inserted in

Setting up for iox pre-clean activity if needed

Waiting for iox pre-clean setup to take affect

Waiting for CAF and ioxman to be up,

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain

*Sep 4 20:35:43.511: PNPA:

*Sep 4 20:35:57.673:

the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface
*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s)

affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG]

*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd:
has been notified to start

*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs
*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs

The process for the command is not responding or is otherwise unavailable
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4 20:36:33.564:
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[IOX DEBUG] Waiting for another 5 secs
for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up
*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep

4 20:36:34.564:

[IOX DEBUG] Enable command is: request platform software iox-manager

app-hosting guestshell enable

*Sep
to be up

The process
The process
The process
The process

*Sep
The process

*Sep
to up
*Sep

4 20:36:34.564:

4 20:36:38.578:

4 20:36:39.416:

4 20:36:40.416:

[IOX DEBUG] Issuing guestshell enable command and waiting for it
the
the
the
the

unavailable
unavailable
unavailable
unavailable

otherwise
otherwise
otherwise
otherwise

not
not
not
not

command is
command is
command is
command is

for
for
for
for

responding or is
responding or is
responding or is
responding or is

another 5 secs
or 1s otherwise

[IOX DEBUG] Waiting for
for the command is not responding unavailable

$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state

SLINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl1/0/48,

changed
unavailable
The process
The process

*Sep

4 20:36:43.586:

state to upThe process for the command is not responding or is otherwise

for the command is not responding or is otherwise unavailable
for the command is not responding or is otherwise unavailable

[IOX DEBUG] Waiting for another 5 secs

Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use
*Sep 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address

1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready
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*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045
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Switch Ports Model SW Version SW Image

* 1 62 C9300-48UXM 16.6.5 CAT9K IOSXE
Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status
Vlanl unassigned YES unset administratively down
GigabitEthernet0/0 10.127.128.3 YES DHCP up
Twl/0/1 unassigned YES unset down
Twl/0/2 unassigned YES unset down
Twl/0/3 unassigned YES unset down
Twl/0/4 unassigned YES unset down
Twl/0/5 unassigned YES unset down
Twl/0/6 unassigned YES unset down
Twl/0/7 unassigned YES unset down
Twl/0/8 unassigned YES unset down
Twl/0/9 unassigned YES unset down
Twl/0/10 unassigned YES unset down
Twl/0/11 unassigned YES unset down
Twl/0/12 unassigned YES unset down
Twl/0/13 unassigned YES unset down
Twl/0/14 unassigned YES unset down
Twl/0/15 unassigned YES unset down
Twl/0/16 unassigned YES unset down
Twl/0/17 unassigned YES unset down
Twl/0/18 unassigned YES unset down
Twl/0/19 unassigned YES unset down
Twl/0/20 unassigned YES unset down
Twl/0/21 unassigned YES unset down
Twl/0/22 unassigned YES unset down
Twl/0/23 unassigned YES unset down
Twl/0/24 unassigned YES unset down
Twl/0/25 unassigned YES unset down
Twl/0/26 unassigned YES unset down
Twl/0/27 unassigned YES unset down
Twl/0/28 unassigned YES unset down
Twl/0/29 unassigned YES unset down
Twl/0/30 unassigned YES unset down
Twl/0/31 unassigned YES unset down
Twl/0/32 unassigned YES unset down
Twl/0/33 unassigned YES unset down
Twl/0/34 unassigned YES unset down
Twl/0/35 unassigned YES unset down
Twl/0/36 unassigned YES unset down
Tel/0/37 unassigned YES unset down
Tel/0/38 unassigned YES unset down
Tel/0/39 unassigned YES unset down
Tel/0/40 unassigned YES unset down
Tel/0/41 unassigned YES unset down
Tel/0/42 unassigned YES unset down
Tel/0/43 unassigned YES unset down
Tel/0/44 unassigned YES unset down
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Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2

Loopbackl00

*** Configuring use

Line 1
Line 2
Line 3 SUCCESS: line
Line 4 SUCCESS: logi
Line 5
Line 6 SUCCESS: end

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

rname, password, SSH

vty 0 15
n local

SUCCESS: transport input all

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

SUCCESS: username cisco privilege 15 password cisco
SUCCESS: ip domain name domain

*** ZTP Day0O Python Script Execution Complete ***

Cisco 10S XE Fuji 16.9.x 5 5 Cisco 10S XE Gibraltar 16.11.x ~
IOk ar T, py A7 VT NEFETTHRIOEE 2 OV TV ERRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise unavailable
responding or
responding or
responding or
responding or
responding or

The process for the
The process for the
The process for the
The process for the
The process for the

command is not
command is not
command is not
command is not
command is not

guestshell installed successfully

Current state is: DE

PLOYED

guestshell activated successfully

Current state is: AC
guestshell started s

TIVATED
uccessfully

Current state is: RUNNING

Guestshell enabled s

uccessfully

is otherwise
is otherwise
is otherwise
is otherwise
is otherwise

Jaeva=vy |

down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

[yes/nol: The process for the

unavailable
unavailable
unavailable
unavailable
unavailable

ZDkBIarTiE. TA e e a s STHICTF A, ZAEBRET HHEYRLET,

Both links down, not waiting for other switches
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Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
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Motherboard Revision Number
Model Number
System Serial Number

SINIT:

Would you like to enter the initial configuration dialog?

waited 0 seconds for NVRAM to

AQ
C9300-48UXM
FCW2144L045

be available

--— System Configuration Dialog ---

command is not
responding or is otherwise
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.9.4

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
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States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 64 C9300-48UXM 16.9.4 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Any interface listed with OK? value "NO" does not have a valid configuration

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned NO unset up up
GigabitEthernet0/0 10.127.128.5 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
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Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***
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Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.
However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line 2 SUCCESS: ip domain name domain
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

Cisco 10S XE Gibraltar 16.12.x 5 5 Cisco 10S XE Amsterdam 17.1.x ~
ot varTiE, py AV VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
IOk varTiE, TAER eV a = STHICT A, AERET S HIEERLET,
Both links down, not waiting for other switches
Switch number is 1
Restricted Rights Legend
Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
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(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

3
g
3
g

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command
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System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 16.12.3a CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.10 YES DHCP up up
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Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
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Twl/0/6
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Apl/0/1 unassigned YES unset up up
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O
password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type
Line 2 SUCCESS: ip domain name domain

Line 3 SUCCESS: line vty 0 15

Line 4 SUCCESS: login local

Line 5 SUCCESS: transport input all

Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***
Guestshell destroyed successfully

Press RETURN to get started!

Cisco 10S XE Amsterdam 17.2.x LIfF®D ') 1) — R
ZotrvarTliE, py A7 VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:
bootfile : test.py
tftp-server-ip : 159.14.27.2
OK to enter CLI now...
pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery
Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully
Current state is: ACTIVATED
dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
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ORIV aryTIE, TAe e g n STRICT A, AERRET L HFEARLET,

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 opP

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled
All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045
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2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM
System Serial Number : FCW2144L045

CLEI Code Number

No startup-config, starting autoinstall/pnp/ztp...
Autoinstall will terminate if any input is detected on console
Autoinstall trying DHCPv4 on GigabitEthernet0/0

Autoinstall trying DHCPv6 on GigabitEthernet0/0

--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]:
Acquired IPv4 address 10.127.128.8 on Interface GigabitEthernet0/0
Received following DHCPv4 options:

bootfile : test.py

tftp-server-ip : 159.14.27.2

OK to enter CLI now...

pnp-discovery can be monitored without entering enable mode
Entering enable mode will stop pnp-discovery

Attempting bootfile tftp://159.14.27.2/test.py
dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING
Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State

17.02.01
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*1 Active 1 Ready
*** Executing show version ***

Cisco I0S XE Software, Version 17.02.01

Cisco IOS Software [Amsterdam], Catalyst L3 Switch Software (CAT9K IOSXE), Version 17.2.1,
RELEASE SOFTWARE (fc4)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Thu 26-Mar-20 03:29 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 8 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.17.02.01.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED
cisco C9300-48UXM (X86) processor with 1338934K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
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Motherboard Assembly Number : 73-17959-06

Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number : A0

Model Number : C9300-48UXM

System Serial Number : FCW2144L045

CLEI Code Number :

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 17.02.01 CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.8 YES DHCP up up
Twl/0/1 unassigned YES unset down down
Twl/0/2 unassigned YES unset down down
Twl/0/3 unassigned YES unset down down
Twl/0/4 unassigned YES unset down down
Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
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Tel/0/38

Tel/0/39

Tel/0/40

Tel/0/41

Tel/0/42

Tel/0/43

Tel/0/44

Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
Apl/0/1

Loopbackl00

*** Configuring username,

Line 1 SUCCESS: username cisco privilege 15 password cisco

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

password,

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

SSH

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

down
down
down
down
down
down
down
down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
up

up

2

\

**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.

However, type 0 passwords will soon be deprecated. Migrate to a supported password type

Line 2 SUCCESS: ip domain name domain

3 SUCCESS: line vty 0 15

4 SUCCESS: login local

Line 5 SUCCESS: transport input all
6

Line
Line

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
Script execution success!

Press RETURN to get started!
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Oy F JOED 3= Y DHEREFHR
WDOFIZ, ZOFY 22— /LTt LIEREICEE T2V U —2E#RERLET, 2RI, V7
=27 JU—RA FLA U THBEROYR— IR EAINEZLEEOY T =T VY —R72
TERLTWET, ZORERIT. £l BARWEY . FRLUBEO—EOY 7 N7 J U —
ATHYAR—rENET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,
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Haes J1)—= BERETE IR
Yu &#vF Fu g = |Cisco I0S XE Everest
" 16.5.1a

Cisco IOS XE Everest

16.5.1b

Cisco IOS XE Fuji 16.7.1
Cisco IOS XE Fuji 16.8.2

Cisco IOS XE Gibraltar
16.12.1

Cisco IOS XE Amsterdam
17.2.1

Cisco IOS XE Amsterdam
17.3.1
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HRES J1y—2 HRETHRER

Xy hNU—7 Fueva=r S OE
(RS T 5720, v Aai, Br ¥y
F b Vamr BT AEEALE
L7z,

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBEITIRD T T v b7 4 — LT3k
NTWE L,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N 7 —AITFEX
TWE L,

e ANz NVEYR— T B0
O, % 8 GB ® RAM A L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 =5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z OH%HE
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE, Z DOH&HE
WZRDT T b7 —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—raryP—ER N—H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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3
b
R

)1)—2R

HEEER

Z OHEREIL. Cisco I0S XE Gibraltar
16.12.1 TRD T 7 v b7 3 — LI FEEE
INFE L,

» Cisco Catalyst 9200 ' U — X A A v

a’_
GE) Z OF&REIEL C9200L SKU
T R—FSnTHE
NEAVVR

* Cisco Catalyst 9300L SKU

» Cisco Catalyst 9600 > U — X A A v
%

* Cisco Catalyst 9800-40 7 1 ¥ L 2 =
vha—32

* Cisco Catalyst 9800-80 7 1 ¥ L- A =
vhr—7

Z OMHEIL. Cisco I0S XE Amsterdam
1721 TROT T v b7+ — ANZFEES
nE L,

« Cisco Cloud Services Router 1000V >/
J—x

« Cisco C1100 #— = F /L H—E R
TF—=brU=A

(C1100TGX-1N24P32A TD I
A—1)

Z OKEREIX. Cisco I0S XE Amsterdam
1731 TCIROT T > b7 4 —AITFEX
nE L7,

* Cisco Catalyst 8200 ' J — X = v ¥
ZAZ A N

» Cisco Catalyst 8300 3/ J — X = v ¥
PAZ AN

« Cisco Catalyst 8500 ¥3 &2 Tf 8500L >
V=R x2y Y 7Ty b 7H—A
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b
R
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HEEER

Z OFEEEIE. Cisco 10S XE Bengaluru
1741 TROTZ v b7 — LTS
nE L,

« Cisco Catalyst 8000V Edge ¥ 7 k
EYS

Yo XyF aorya=
V7 HTTPH v rua—FR

Cisco IOS XE Fuji 16.8.1
Cisco IOS XE Fuji 16.8.1a

Yo ¥vF oy a =7, HTTP
BXORTFTPOZ7 7 AV X yoma— R
Y R—FLET,

Cisco IOS XE Everest 16.8.1 Ti&, Z®
NTWE LT,

« Cisco 4000 >V — X #—E 2 H4
R — K

» Cisco Catalyst 3650 > U — X A A v
a’_

» Cisco Catalyst 3850 > U — X A A v
%

» Cisco Catalyst 9300 & U — X A A
9:

» Cisco Catalyst 9500 & U — X A A v
9:

Cisco 10S XE Fuji 16.8.1a TiX., Z D%
AEIX Cisco Catalyst 9500 /~A /X7 g —=
YAV =R ALy FITHEES T
F L7z,
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YuXyF o=
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Cisco IOS XE Fuji 16.9.1

Cisco IOS XE Amsterdam
17.3.2a

Cisco I0S XE Fuji 16.9.1 Tix, Z DO%#E
FRDT T v 87— MTFEEINT
WE L7z,
» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco IOS XE Amsterdam 17.3.2a TlZ,
COMREIIRO T T v b7 g — AIE
ASIVE LT,
* Cisco Catalyst 9800-40 7 1 ¥ L 2 =
vha—32

* Cisco Catalyst 9800-80 7 1 ¥ L- A =
vhr—7
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HEEER 1)1)—=R HREER

a7 4 X2 l—3 3 |CiscolOS XE Bengaluru  |DMI OB ELEEFIZ, 2~ FEFIT
F— 4 =2 ORKE | 1741 RPC DR ERFIZ b Y H—SNDHEHED
Ll BRI FE M T o E T, ZAULE]

IR & REX AL, R &
NETCONF DX 7 o & A K& fEHE L%
KR
ORI, kOT Ty R T F— AT
FEINTWE L,
* Cisco ASR 1000 7 7' U & —>r g v
H—E R J—H

* Cisco Catalyst 8500 ¥3 &2 T* 8500L >
V=AY 7Ty 7+ —Lh
* Cisco Catalyst 9200 > U — X A A v

?:

» Cisco Catalyst 9300 ' U — X A A
?

* Cisco Catalyst 9400 > U — X A A v
a;

» Cisco Catalyst 9500 >V — & XA v
a:.

» Cisco Catalyst 9600 >V — & XA v
a:.

YANG EF /M L 5
HyFTuorla=r7

Cisco I0S XE Cupertino
17.7.1

ZTP 1%, NETCONF 23 A% Th iz,
YANGET V&N L THESbLENET,

Z OF¥%BEIEX. NETCONF-YANG % W78 —
FF23R_RTDT Ty 74+ —LTH
A= FEINTHET,

F—XKR—hFrTOEo
AyFTuryla=
DY A=k

Cisco I0S XE Cupertino
17.7.1

ZTP %, IPv4 & IPv6 Ol ST DT — X
AR—FTHR—=FENTHET,
ZORRIE. DT T v T F— AT
EREINTWET,

* Cisco Catalyst 9800-L 7 A ¥ L- X =
Yhr—7
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [ZDOWT (77 =)

« iPXE O EHE (87 ~—)

« iPXE OEER] (89 ~—)

s iPXEDFNT TN a—T 47D (91 =)

« iPXE (2R3 2B MfEHR (93 <X—)

« iPXE ORERETHF#H (93 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,
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B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

G FART—=MI 774NV IEOT—F E—FTT,
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irxe oz i

6=

IOw=a T ATIE, FEIT— eV ARELEDbNLCVET, FEIZ— M, ROMmon
DY rB—REITINDEINERETHT7 T 7 TT, 7734 A% ROMmon E— KFDHH
X, FEITboot 2~ REE(TTHINELRHY 1,

FH T — b EZ YESICRELTZHEIL. ROMmon 721357 A A T 0 TP "IN T 757 47

12720 9, FEI7— & NO IZRE L725A L. autoboot BEENFEITINFET, OF
» . BOOT B TR E SN EIZHENE T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,
1:iPXEJ—btO—5DI7—%- 70—

| Sch downiads
The Wmage and HTTR 204 Ok

Wb Seaven

i

41

Hera's my LID! Give me an P,
Whal imape can | boolt How

Fower ON GD o | reach fh femole server?
[HHCE discover 4

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP raes]

RGP A

HTTP “tiel” - Denali1 321 Prow-thecfile b

| Boots.up. - Hhaa's s ITwgpo

TGP Transhes

7 —bhue—FZDHCP A vE—T 2K EL, Y—"BIETH L, 7T— e —XF
DHCP EXR#%EL 7,

DHCP JE&IZIE, IPT RL AL DT =k Ty A AR GERTVWES, 77—k 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3

(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

T=ha—=ENEXy =0 V=ZAPbA A=V F Ty ru— L TEEILET,

DHCP |GENZE SaWigs, 7 — hae—X 37—k £— FOEEICEESV T, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEEN, ALT T NPT HE, TXART—FE—KKBRT 7T 071280 ET,
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B rcom=

\)

GE)  H/ED iPXE £ IEFHR— b~ (GigabitEthernet0/0) DA% # L CEIET 572, Rl
SRFV R— F & L CEE &N D DHCP ZRII VR —h S TWEHEA,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddsrl;:gc Routar Solicitation . )
- Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHGPVE Solici / =
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
b Client Idendifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List _}
HTTP GET
HTTP 200 OK
-
TCP image transter E
[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

s PIR—KFTNA X IPV6T RLVAT, —F T KRAFX AL XA F (RA) AvE—U%4
T D K DIZERIE S LT= Cisco T 731 A,

\}

Gx) ZORTHE, IPV6 77— TRA A, BR—F TS A B

JOYDHCP — 1%, MUY 7%y FEICHV ET, 7277
L. #iR— bk T34 AL DHCP — BB 57 % v b
rizbsr5A6. Fy PU—I NIV Lb— 2=V hER
TARBERHY FT,

e DHCP ¥—/% : {=& ® DHCP ¥ —/%,

e Web ¥— 3 f=E D Web Yr—3,

ZOWE T, IPV6iPXE 7 — b ot A EZ#HBEL E9,

1

T NA AL, v—H HEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ry heEr—RN TRy N EOIPV6 T ATERFE L ET,

n—HhLH TRy b EOIPV6 T /NA AX, V—H T RRZ A XX F (RA) Avt—
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELE T, W—HFEHERA v -V EEE LT
A AT, AT —F VAT FLAHBRE (SLAAC) 7 L AZZER S 5720, RA X
Ty RIS T TN NAN—RE T LT 4y 7 ZADIEREBELET,

T34 A%, DHCPV6 Bt A vt —T %, §XCOHODHCP =—Y = MIDOWT, < /LF
Xr AR TNA—F T FL A 0212 ICHELET,

wIZ, iPXE 7 — h ®BE® DHCPv6 i/ N7y hD 7 4 —L ROHEZRLET,

DHCPv6
Message type: Solicit (1)
Transaction ID: 0x36f5f1
Client Identifier
Vendor Class
Identity Association for Non-Temporary Address
Option Request
User Class
Vendor-specific Information

DHCPv6 Zi5 A v —2iE. ROIERPEENTOET,

« DHCP [EA&75+ (DUID) : 7 A4 7> Fa#%L£9, iPXE Ti%. DUID-EN %
AR—=HFLTWET, EN i T4 —7F A X% 5 (Enterprise Number) OIS TY, Z
@ DUID 1, Xy & —{ZE) 4T HnzEAa OB S TnET,

« DHCP 3 X ' DHCPv6 DA 7' > =

DHCPV6 H— "IN ERE STV DS, TOH— 3, 128y MIPV6 7 KL A, 7 —h
7 7 A )@ Uniform Resource Identifier (URI) . RAA > RFr—Xh VAT A (DNS) H—
BLORAA VBB AR, 5NN T4 T > &V —DID & DHCPv6 7 RN
BARNRNTy FCIRELET, 77947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| Jaesa=vy

ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DWFINCEE L£9, ERhEIT
TARTHESRESNET, BAUD BENEE SILTORWEAIX, 7 7 4/0 FT 9600 127¢ 0
F9, ®eT D CLI =2~ Rid,

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YTIRT T 4TI ET, FEIT— FBOICRESN TV DLEGE, 735 ZXY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE_STARTUP CFG : fli23 1 DAL, TNA ATAL = T v T a7 4
Fal—ra rPNEFRESNET, HERRESILTORWGEIE, EREr thrInE
To ZAUTFHAIY HHEHTHY | 10S DANRERTEET,

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

GE)

Catalyst 9000 U — X A A »F (X, DHCP A7 3> 60, 473 = 77, DHCPv6 4~
varvl, A7var 15, BLOA T a 16 #hAR—FLTWET, DHCP 47 3
> 61 1%, Catalyst 9300 L 19500 >V —RX AA v F TOHYR—hINTWET,

«DHCP A7+ 3 60: X &— 7T A+, ZDOF 7 a2 2i%. ROMmon BeBiZE %
MODEL_NUM DEAEE SV E T,

*DHCP 47> a6l : 27747 hhl, ZOF7 T a2 121%, ROMmon BRIFEZALK
SYSTEM_SERIAL NUM DfESFRE SN E T,

\}

GE) oA 7T a i Catalyst9400 > U — KX A A v FTIEYHR—
FENTWEE A,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZEBEMESNEHDT, iPXE &\W ) XFHNZE LVEEFATWET, 2047 v a v
IZ. DHCP — 057 — b 35720 DA A—V %8 T iPXEDHCP 7 74 7 > b &4y Hf
THRIEHSNET,
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iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

RIYUOTIVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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ipxepxerE [

iPXE DEXTE A

iPXE D% E

FIEDOHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EERINEELE) .
Device> enable
R 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REBLG
1 LET.
Device# configure terminal
RTw 73| - bootipxeforever [switch number] BOOTMODE ROMmon ¥ % % & L £,
* boot ipxe timeout seconds [switch number] .
s forever % —U — R{Z. BOOTMODE ROMmon
il %% IPXE-FOREVER & L Ci%E L £,
Device (config) # boot ipxe forever switch 2
e timeout ¥ —7 — Ki{Z, BOOTMODE ROMmon
Ik 2% % IPXE-TIMEOUT & L Ca%E L %7,
Device (config) # boot ipxe timeout 30 switch 2
R T 7 4 |boot system {switch switch-number | all} {flash: [ftp: | |f§E L7-BFN b A A —U A REI L E T,

http: | usbflashO | tftp:}
| e U— M@ FTP/HTTP/TFTP #—/ ({23, IPv4

Bl FIXIPv6 7 KL AZATE £,

Device (config) # boot system switch 1

http://192.0.2.42/image-filename . ﬁi))’) ZHIZIPV6 T KL A %7\7‘7@—6%‘%75)3@
S D EJ (RFC27321ZH-T) o £ L7

B T ATEE L EE A

Device (config) # boot system switch 1
http://[2001:db8::1]/image-filename
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ARV RFERETIVa Y

B8

ATy TH

end
1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FOBE

T 3A A 7— X, noboot ipxe F 721% default boot ipxe =2~ > KOWTFnZH L Ci%iE

T&EET,
FleDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FE D
ARV FERET7IVa Y By
AT 71 |enable FiME EXEC E— R&EANIC L ET,
f e RAT—KREANLET (FERSNWEHE) &
Device> enable
2+ 2 | configure terminal Ju—r )L ary 74 X¥alb—gy B— RE2Blk
i - LET,
Device# configure terminal
RFwF3| +nobootipxe FNRART = ERELET, T 741 DT —h
« default boot ipxe F— RIEF A A T — T,
i - TNAATT 75V hEREEZANILET,
Device (config) # no boot ipxe
1 -
Device (config) # default boot ipxe
AT w7 4|end Ja—ar7 4 ¥al—vay T— RERT
i - L. HHE EXEC £— RIZRY £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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VU TINR— MIEESEG L TV DA, 7L 7 0XED Y T—1E, Blof—R k
n— 7 F-ka~vr ROBESRHY 1,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

\}

(¥)  ISC ® DHCP ¥ — DOl HZ B LE£3, 10S ® DHCP T
L2 OBERBITETERGES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

N

GE)  Catalyst 9000 2 U — X A A »F TiX, net-show show =~
NEfERLES,

REIZHSN T, net-dhep F 7213 net6-dhep =~ > R&MH L £, net-dhcp =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T

—’9‘«0

\)

GE) Catalyst 9000 >V — X A A v FTlL. DHCPv6 T net-dhcp -6
a<wr REFEHRALET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

\}

GE)  Catalyst9000 ' U — X A A » FTlL, dnslookup =~ K%
i L Caali 2 i LET,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
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iosp_client -f netconf_enable passwordlessguestshell<username> =2~ > R, A h =L 7 7
T AW HER SSH F— A ER L £,

F AR LB DO NETCONF-YANG 7 7 £ 2 Z B4 51213, IkOa~> REEHLET,

iosp client -f netconf disable guestshell and
iosp client -f netconf disable passwordless guestshell <username>

iosp_client -f netconf_disableguestshell =~ > NiX, 7" A k¥ = /LN 5 NETCONF ~D 7T 7 &
A E AN UET, 7277 L, NETCONF-YANG DR TEIT5| XX 77 LF ., NETCONF-YANG
V¥ v MU 3512k, nonetconf-yang T~ K& H L £,

iosp_client -f netconf_disable_passwor dlessguestshell username =~ > Ri%, fEE S iz2—H—
» SSH F—#HIR L £9, =—H%—(F/X2T— K2 L TNETCONF (7 7 A F5Z LI1XT
TFEHA, L, RRY—REEHTTER X ET,

netconf enable guestshell python API [E, iosp client B4, iosp client -f netconf enable guestshell
830 33 2 Wiosp_client -f netconf enable passwordless guestshell guesthell DRLA G HH % FEIT L F
9, Z @D APLIX. unfamiliar-to-useriosp client BIEZ [t L £, Z OB IS &
FTARTOa~vy FPETT2ETCELRELEE A, BENTT —2KS 720 RY . NETCONF
DHEFIZFATSN T, WRAU—=RLAOE Yy b7 v 70T LTEY, #itDIER AR TE
£,

AX> T EFL—RADIURTFL 78—
TITIE, I0x DXL Tl M L—ZADOHMEIATOWTEH LE T,

IXCnoxvy

1. ZAROSH, YARNT 7V r— 3 TldevittyS2 #H%NZ L £,
2. FARN TV r—a in, devittyS2 157 — % ZEE AL LT,

3. Libvirt 73, &% kT /devipte/x ~® /devittyS2 Z =3 = L— F LE7,
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nxysebL—z2nez7L 70— ||

IOXMAN 728, =X a2 b — SN2 U T 734 R [devipts/x & XML 7 7 A /L~ & HUfS:
LET,

IOXMAN 728, I AREZRT — & % [deviptdx 725 ) v A LT, Avt—Y oy
EI7 4 (BERKE) ZRELT, AvE—U& 7 g VFMB L, B L TF 2 —I1THKML
£7

errmsg ZfHH L CAR A FdD [devilog 7 /31 AZA v E—VEEETDHXA~—NHBS
i—a‘o

77— 4 ) Cisco 10S syslog I[ZRIFS NV E T,

KWMpoxXo24

1.

2
3.
4

FARNOSH, FARNT U r—3 3 T ldevittyS2 #H%02 L £1,

FARNT TV r—ya i, devittyS2 (27— 2 & EX AL E T,

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 # =3 = L— h L £,
IOXMAN 78, =3 2 b — h &N/ TCP /XA % XML 7 7 A Vb B L £,
IOXMAN 73, UNIX Y7 > bZBi&, VE— Y7y MIERLET,

IOXMAN S, fHRIRERT — X &V 7y vMLEHARY . Ave—YDIETT ¢ (EKR
) ZRELT, AvE—CZ2 7 0 VFMEL, fTL T, F2—ICBRMLET,

errmsg Z i H L CHRA FD [devilog T /31 AZA v =V EFET DL XA ~—NRGE
£7

7 — 4 ¥ Cisco 10S syslog I[ZRIF S NV E T,

LXCD ~L—X

1

> w

FARNOSH, FARNT TV r—3 3T ldevittyS3 #H4Z L£7,
A vE—U% [devittyS3 122 v —9 % K 512 sydogd Zi%E L £7,
TFARNT TV = a U, devittyS3 127 — 2 #EXIAALET,
Libvirt 235, " A kT /deviptsly ~® /dev/ttyS3 # = = L — h L £,

IOXMAN 28, =X =L — hSN7=T U TV T34 R [deviptsly & XML 7 7 A /L b Bufs
L\i‘g—o

IOXMAN 73, fEHAIBEZR T — & % [deviptsly 725 U v AL U TRt 2B D . 7 ¢ /L 2 JLE
L. BT LT, AvE—Y%10x bL—2 1 7R IFELET,

[0x b L—2 0 Z N DB 1E,. IOXMANS h L—2Z 127 7 7 A )L % [bootflash/tr acelogs
icr—7—varLET,
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B rot—cvonxser—=x

KVM D kL—2R
1. ZAROSH, “ARNT 7V r— 3 TldevittyS3 Z#H%NZ L £,

2. Avt—U% devittyS3 22 —92% K 9T syslog R E L £,

3. FARNTTUVr—va i, devittyS8 o7 — % #EX AR ET,

4. Libvirt 23, 7R A FTTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5 IOXMAN A3, =3 =L — F&N7=TCP /XA % XML 7 7 A A LG L E T,
6. IOXMAN 73, UNIX Y7 v bZBl&, VUE—FY 7y MIERLET,

7. IOXMANW®, ERATRERT — X &V 7y b bEARY , A vb—YDvET77 4 (AKX
FE) LALEBRELTC, AvE—T% 7 0 UXMBR L, T LT, IOx hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varyLET,

AyvE—o0AFXUTEML—R

Z ZTIL, CiscoIOS syslog ~D A vE—TyDuaXx 7L L —RA 2O T L £,

Cisco 108 Syslog T A vtE—mAOXxL sy

FARNT TV r—varpbZE Lo 72 ytE—ThH, IOXMAN A vE—Y
DYETT 4 (EKE) 25 7 4/L b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—TiFar Y —LZFREN, RO A v E—T AT syslog (2
RESNET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 5 72D1Z, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV EFR—FLTWET, Y ET7 4 (ERE) ObLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH D £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—VuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2
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FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTurIIvriERALTWAEHEAEIL, wite) ZEH L Tr¥ L 7T —2&KRA MMIk
FELET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) ) ;
close (£d) ;

v ar =L EERAL TWAEEIL, echox L TeX o /5 —F &R A MIEE
| =

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbI0x hb—2a 2 hLb—2A X v =% ET 5121, ROF
EZ ST L ¥,

1

CTnr 7375 HLTHWDAEAIE wite) ZHHALTCRL—2A X vE—T%KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L THRL—A X v E—T% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

Yol —)LEFEALTHWEEEIE, echoz AL THL—AT —HX %R A MIXEE
LET,

echo “tracelog test” > /dev/ttyS3
or
logger “tracelog test”
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TFA D ILZBMT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L Libvirtd ' —EZANRFEIT L TWALENRDH D 97,

FIEDHE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FIEDEFH
AV RFEREETIV 3 Y B
AT 71 |enable Rt EXEC E— R AT L FE T,
1 - e NAT— REANLET (FERINELE) .
Device> enable
AT w 72 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : Li‘g‘o
Device# configure terminal
ATy F3|iox I0x —E A ZHELET,
f
Device (config) # iox
ATy 74| exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. F# EXEC E— FICRY £7,
Device (config) # exit
R T 75| show iox-service I0Ox Y —EADAT—H A% XK LET,
1
Device# show iox-service
AT v 7 6 | show app-hosting list T NA ANZHKF L THINIZ 72 5 T % app-hosting H—

1

EADU A MEFRRLET,
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ARV RFERFTIVaY =)

Device# show app-hosting list

151
Iz, showiox-service 2~ RO EZ R LE T,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

I0x service (HA) : Running

I0x service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

w1z, show app-hosting list =~ > RO HIZRLET,
Device# show app-hosting list

guestshell RUNNING

FZrT)DOEHE

FIRDEE

\}

(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHYR—FINTWVET,

48D HHEIIZ

FAN T2 VDT 7 APEEET DI, IOX RSN TEITLTWARLERNH Y £3,
[0x DMERL SN TWRWIEAIE, 10x DR EZRD D A v —UnFoREnET, 10x & HIKR
THE TAN V2 NMIET I EATE 2RV ET, 7272 L rootfs T ELEZ T EHA,

TAY =2 VERMICLUTHRIET 28910, 77V r—va Vv ERBERASA V4 —T =4 2}
RETDMENDY ET, FA M= VDA o F—T oA A AT D TFEDFEMIZ DN T
L. TConfiguring the AppGigabitEthernet Interface for Guest Shell] 33 X T' [Enabling Guest Shell
on the Management Interface] D& 7 v a U EHRL T E IV,

1. enable
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guestshell enable

guestshell run linux-executable
guestshell run bash

guestshell disable

guestshell destroy

o0kl wN

F IR D

YINERYYTHE |

AT RFERIEFT7IIY

=)

AT w71 |enable
{1

Device> enable

¥i#E EXEC T— F&E AL £,
e NRATU—KREANLET (TEREINTEHE)

R v 72 |guestshell enable
{5l

Device# guestshell enable

FA N vzl = ADH ML,

GE) « guestshell enable =< > RiZ, * v k
U —%  J (2 #E Virtual Routing and
Forwarding (VRF) A o A% X %Af
MALET,

ey RN Ry NT—F T
VirtualPortGroups (VPG) ZfEH LT
WHEAIE, £ VPG 21K T 5%
ERHY ET,

*FAMPT FLRESF—FU=A1IP
T RLVRAZIRECY 7Ry MHIZH D4
HRHY £,

R T 7 3 | guestshell run linux-executable
i :

Device# guestshell run python

FE

Device# guestshell run python3

HFAN T2/ TLinuxk 727 7 LEFEITLET,

(GX)  Cisco I0S XE Amsterdam 17.3.1 LLFED Y
Y — AT, Python/3— = >3 DAY
A= hrENET,

R T 7 4 |guestshell run bash
fi

Device# guestshell run bash

Bash v = VEBEL T, A N = W7 7 A
L/i‘a‘o

25 v 7 5 | questshell disable
1 -

Device# guestshell disable

FARN )b =R BT,

R w 76 | guestshell destroy
{5

FAN vz Y= REIET T 4 T LT, T
VA A M= LET,

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| vznexvUTHiEE
FIUr—vavhrTs oo EEALESR by roER [

ARV RFERFTIVaY =)

Device# guestshell destroy

T7IVr—2a3 0 RRAT4 VI FFERLETSRA M ZIILOERE
Y

GE)  ZOHE, YRaN—T 47T Ty b7+ —AZEH I ET, VirtualPortGroups 3.
Cisco Catalyst AA v F > 7 77 v N7 4 —ALTEHIPFR— IR TWEHA,

AR T2 VDT 7 AREREET 5121, 10X RSN TEITL TWALERSH D £,
10X DMERR S AL TV RWEEEIT. 10X DIERE RO D A v —UNRRINFET, 10x & HIER
TBHE AN VNI HET 7 BATERLRYET, 72720 rootfs ITHELZZITEH A,

)

CE) ZoFE TFVr—arRRAT AT EBERLEA A Nz LOBEM) 2R LT,
Cisco I0S XE Fuji 16.7.1 LAED U UV — 2D S A b3 = V&GN L £ 7, Cisco I0S XE
Everest 16.6.x LARTCliZ, A K = /LOEFL (113 2—) OFBELZFEHAL £,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

Device (config-if)# interface VirtualPortGroup0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config)# ip access-list standard GS_NAT ACL
Device (config)# permit 192.168.0.0 0.0.255.255

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python
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B x> L0 AppGigabitEthemet 1 > % — 7 = 4 RDHE

3:7FVr—2 a3V  RRATA VT EFERALEZS AL S ILOEBER

interface GigabitEthernet1 interface VirtualPortGroup0 ipaddress
ip address dhcp 192.168.35.1 255.255.255.0
ip nat outside ip nat inside
~
10S XE Guest Shell Container
‘ ethO
Internet J} GI‘\‘ VPG 192.168.35.2
‘ 192.168.35.1
N
CSR 1000v
\. S

Device(config)# app-hosting appid guestshell
Device(config-app-hosting)# app-vnic gateway1
virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0

gateway 192.168.35.1 name-server 8.8.8.8 default
Device(config-app-hosting)# app-resource profile
custom cpu 1500 memory 512
Device(config-app-hosting)# end

366862

AE 7SRV D F > BT —2% 2 7 Tk, GigabitEthernet f > % — 7 = A A & VirtualPortGroup - >
B —T x4 A% EOIRT LIICRET DHENRH Y £3, 7 A b = /LT Virtualportgroup
BEREILA A —T oA AL LTHEAL, NAT Z@ U TN R > b — 7 128k L £,

WES NAT ORREICIZ, koa~<y FEEHLET, 2k, AR vz vdiAf o2 —
Ty MCEREL, 728 201E, Link VY7 " =T EFHFT 0l I 502 TEL L0180 4,

ip nat inside source list
ip access-1list standard
permit

o] guestshell run =~ > Rid Python EITR[REY 7 A VA FEITLET, E72. guestshell
run =~ RZ2fEH LT Linux FATRIREY 7 A V&2 FETTH2 L b TEET, 7L IR,
guestshell run bash =@~ > RiX bash > = /L Z L&) L, guestshell disable =~ > RiZ7 A hv =
Nevyy T LTEMICLET, BTV AT L2 n—RKLTH, 72 ¥ =W 38
DEFIZRYET,

4 X k< JL®D AppGigabitEthernet f 2 — 7 = 4 ADKRTE
A\

GE)  WROHZ A7, AppGigabitEthernet 1 & ¥ — 7 = A A ZFF-D Catalyst A A » FIZD it
SINET, MOFTXTO Catalyst A1 v FiL, HFHA— FEZHEHLET,
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

FIEDHE
1. enable
2. configureterminal
3. interface AppGigabitEther net interface-number
4. switchport mode trunk
5. exit
6. app-hosting appid name
7 app-vnic AppGigabitEthernet trunk
8. vlan vian-1D guest-inter face guest-interface-number
9. guest-ipaddress ip-address netmask netmask
10. exit
1.  exit
12. app-default-gateway ip-address guest-inter face network-interface
13. nameserver#ip-address
14. end
15. guestshell enable
F gD ¥
ARV FFEREETIVa Yy EL:Y
RATw 71 |enable FibE EXEC E— RZAMIC L E T,
- « SAT—REASLET (ERINEHED) .
Device> enable
25w F2 |configureterminal yu—s ary7 4 ¥ab—vay E— Nafillh
1 - LET
Device# configure terminal
AFw 73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A AEREL., A
i - V=T x2 A A AT 4 Xalb—Tar T—FE
Device (config)# interface AppGigabitEthernet Eﬁﬁﬁl/ﬁf7fo
1/0/1
25w 74 |switchport modetrunk AU B—T = f REKEHIE b T ¥ T E— RIC
Bl - RELT, RAN=VIDRF 7Y w7 ~DE
Device (config-if)# switchport mode trunk E&%E;ﬁ:ji/::b— k L/§37fo
ATy S5 |exit Ao H—=Tx2fAaAr T 4Fal—ar T—F
- AT L, Za— b ar 74 Xal—vaE—
Device (config-if) # exit FIZRY £
A7 v 76 |app-hosting appid name TV r—varEREL, TV r—var R

1 :

Device (config)# app-hosting appid guestshell

AF 4T a7 4 Xalb— gy E— Rl
L\iTO
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ARV FFEREETIVa Yy

S

AT w71 |app-vnic AppGigabitEthernet trunk NIV IR= T TV r—vay RAT 47
Bl - DHIESFAR—FELTHEL, 77V r—va
. . . . VARAT AT NT U ary T 4 ¥ alb—a
Device (config-app-hosting) # app-vnic .
AppGigabitEthernet trunk 4}*‘]¢%Eﬁﬁﬁél/§E7fo
X w78 |vlanvian-ID guest-interface guest-interface-number | VILAN &2 hA v X —T = A ZAEHE L. 77V
Bl - r—al RAT 4 VLANT 7R IP 22
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan A Fal—varE R %Fﬂﬁﬁm Li‘ﬂ—o
4094 guest-interface 0
AT w79 |guest-ipaddressip-address netmask netmask (7 ay) HHIPEZ T LET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV r—ay RAT 47 VLAN 7 7 &£ A IP
B - a7 4 X2l —varyE—REKTL, 77V
Device (config-config-app-hosting-vlan-access-ip) # /7»—:/ 3 7\]??17*\/1’ Z7 ]\ T a7 A F
exit ]/FC/H:/;E“—FW—E%DE‘#(;
ATy 1N |exit TIVr—vary RAT 4T NIy arT g
Bl - Fal—varyE—FzkTL, 77U 7r—va
Device (config-config-app-hosting-trunk)# exit Z RAT A7 AT 4 Fal—var T
RV ET,
Z 5w 712 |app-default-gateway ip-address guest-interface FIEN NOEES— YA BRELET,
networ k-interface
i
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver#ip-address RAA U F—=LT AT 5 (DNS) $—"ZRELF
i 7o
Device (config-app-hosting) # name-server(
172.16.0.1
A7y 14 |end TV r—vay RAT 47 ar7 4 ¥al—
i - Yary EF—RFEKT L, FibE EXEC E— FIZRY
Device (config-app-hosting) # end EE?fO
AT 715 |guestshell enable AN vab = ZADOFH,
1 -

Device# guestshell enable
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BEAUA—DJIAATOTR M T ILOEDIE
Y

(G¥)  ZOX A7, CiscoCatalyst9200 > U — R A A » F Cisco Catalyst9300 3V — X A A
. Cisco Catalyst 9400 3 U — X A A+ Cisco Catalyst 9500 3/ U — X A A »F Cisco
Catalyst 9600 L U — & A » FI#H T £T,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshdll enable
F gD FEH
ARV KRFERETI a3 Y B#J
AT w71 |enable it EXEC E— RE AL T,
i e NMAT—REANLET (ERINWTEHE)
Device> enable
Z T = 2 | configure terminal ra—r )L ary 7 4 ¥al—vay B— K&l
15“ : Li‘g‘o
Device# configure terminal
R T 73 | app-hosting appid name TV r—vavEREL, TV r—va kA
i T4 arZ4Xalb—ary ET— RERML
£7.

Device (config) # app-hosting appid guestshell

R Fw 7 4 | app-vnic management guest-interfaceinterface-number | (A8 %~ R —27 f L X —T =4 ABLOHF X R
%l - AHE =T 2 A ADERF - N =2 AZHTEL, T
TV = a i RAT AT = U2 2T 4

Device (config-app-hosting) # app-vnic management

guest-interface 0 Xalb— g E— a2k LET,
ATy 75| end TV —Ya v RAT 4 VIERS— 2 A 2
i - Y74 Falb—varT— REKT L, Rt EXEC

E—FIZEY £,

Device (config-app-hosting-mgmt-gateway) # end

AT 7 6 | show app-hosting list AVAR—LEINTWATFU r—3 3 > OBIED
1 : AT —H A FRLET,
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ARV RFERETIVa Y

B8

Device# show app-hosting list

G¥) FAR 2 )VE, A A R—LERTNAS
BAEICDR, TTVr—rarnl AR

RSN ET,

ATy T17

guestshell enable
f

Device# guestshell enable

FA R v = RDOEL,

AR T I)LASO NETCONF 72 £ XRDOEXE &EEMIE

48 HHEIIZ

FARN 2 VNNBRD 2= Rk LT, NETCONF-YANG 7 7 & 2 &)k L ¥,

FIEDHE
1. iosp_client -f netconf_enable guestshell port-number
2. iosp_client -f netconf_enable passwor dless guestshell username
3. iosp_client -f netconf_disable guestshell
4. iosp_client -f netconf_disable passwordless guestshell username
FIEDFEH
OV RFERETIVa Y BH#Y
AT 71 |iosp_client -f netconf_enable guestshell port-number | netconf-yang ssh local-vrf guestshell ==~ > R Z &% &
i - L. NETCONF-YANG 239 % & THii e 7 = v
Guest Shell: iosp client -f netconf enable 7 LET,
guestshell 3
Z 5w 72 |iosp_client -f netconf_enable_passwordlessguestshell | 4z f 3 = L7 7 & 2|48/ SSH % — % 1Bk L £
username +.
f
Guest Shell: iosp_client -f netconf enable
guestshell guestshell
25w 73 |iosp_client -f netconf_disable guestshell ZA N = VDB NETCONF ~D 7 7 & Z % HlER
f LETS
GuestShell: iosp client -f netconf disable *« NETCONF-YANG R TEIZ8| & fxFELE T,
guestshell NETCONF-YANG % 3 ¥ v ¥ 3 51213,
no netconf-yang =~ > K& L £,
R Fw 7 4 |iogp_client -f netconf_disable passwordlessguestshell | 5@ L7-o2—HF—DF7 72X —%5HlkE L E9,

username
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Python 4 > 5 —F U 20752 [

ARV RFERFTIVaY =)

1

« NETCONF 7 7 & A (X —H — ikt L TH| & k¢

Guest Shell: iosp client -f g‘ﬁ;ﬁfﬁ—o [ RPN = —H— L NETCONF (Z
netconf disable passwordless guestshell guestshell %{fff’ﬁ‘%} = OITIRA T — ]\%{E‘Eﬁﬁﬁ‘é%%i}ﬁ%

nET,

1

Python 1 2 —T Y ADT7 IR

Python |34 % Z 77 4 ZIZEHTE LT, Python A7 V7 N& S AN o)L THRITT D
Z &b TEE9, guestshel runpython =2~ RZH L TH A K &= /LCPython A > ¥ —~
U % % fi@) L, Python MKz Bl & 7,

N

(GE)  CiscolOS XE Amsterdam 17.3.1 X W gi> Y U — & CiX, Python V27237 7 # /L h T9, Cisco

I0S XE Amsterdam 17.1.1 3 & OF Cisco I0S XE Amsterdam 17.2.1 Tl&, Python V3 23 #7483 —
F S TWET, CiscolOS XE Amsterdam 17.3.1 LAFED U U — A TiX, Python V3237 7 +
v RTY,

Cisco IOSXE Amsterdam 17.3.1 K YETID Y 1) —X

guestshell run ==~ > Ri%, Linux E1TA[RE Y 7 A /LD EITITHY T 5 Cisco I0S TH Y |, Cisco
I0S 75 D Python A7 U 7 s DFELTRFICHS S A 248 E L9, ROBIE, =~ ROfxf /<
AEFEET HHEEZRLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter?2

KIZ, Cisco Catalyst 3650 >V — X A A » F F 721X Cisco Catalyst 3850 >V — & A A »F T
Python Z AN T %2R LET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

WOFNZ, CiscoISR4000 ¥ U — X H—E AHAM /L — & T Python & AT 5 HiEE R LT
b\iﬁ—o

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
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Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco IOS XE Amsterdam 17.3.1 LAED 1) 1) — R

ROFNL, Cisco Catalyst 9000 >V — A Z A » F £ T Python Z AN L 5EA R L TVE
7

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

RN I)LOETES
Bl : X~ TIIDER

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

WOBNX, T AN = VERNCT 5 I7E%77 L TWET, Cisco I0S XE Amsterdam
17.1.x 3B X ¥ Cisco I0S XE Amsterdam 17.2.x Ti&, Python V2.7 3 & O} Python V3.6 23
R—RENTWET, 2L, ZnbD Y YV —ATiEPythonV2.7237 7 4 /L F TT,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

or

Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy
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Guestshell destroyed successfully

Cisco 10S XE Amsterdam 17.3.1 LIfED ') 1) —X

WOHNE, FA M= VERNZT D HEZR L TWET, Cisco IOS XE Amsterdam
17.3.1 LD U U —ATiE, Python V3.6 DANRYR— I E T,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % & D15l

\}

(GE)  VirtualPortGroups (X Cisco vV —7 4 > 7 7T F 74— ATOHYR—F SN TWET,

AR Vb Ry U —F 2 72 VirtualPortGroup A > % — 7 = A A& AT 5545
VirtualPortGroup A & % — 7 = A AZILREWHFHDFRIIIP 7 RV ABKETT, 71
VIR AE =T A RFA Ty MTERHR STV DRERHY . Ry b
U—27 7 RUAZH (NAT) X VirtualPortGroup & 7 7 2k /XL AR— N D] TR E
STV DLMENH Y £7,

IR O, VirtualPortGroup D F% EHI T,

Device> enable
Device# configure terminal
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Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if) # no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if)# negotiation auto

Device (config-if)# exit

Device (config)# ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config) # ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config) # ip access-list standard NAT ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.35.2

netmask 255.255.255.0 gateway 192.168.35.1 name-server 8.8.8.8 default

Device (config-app-hosting) # app-resource profile custom cpu 1500 memory 512

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

5l - X +< x)LO AppGigabitEthernet f 4% —2J = 4 ADRTE
~

GE)  WOHZ A7, AppGigabitEthernet 1 ¥ — 7 = A A ZFf-D Catalyst A A FIZD it
ENFET, MOTRTO Catalyst AA v F1E, BEHA—F2HEHLET,

WOFNL, 7 A § T = /L® AppGigabitEthernet { % —7 = A AZRET D HEZ R L
TWET, ZTITiE, VLAN4094 3Ry T —27 7 KL A% H# (NAT) Z{ERRL £
T ZHUIF A Pz VIR ENET, VLAN 1 IISNHBA v F—T = A ZATT,

Device> enable

Device# configure terminal

Device (config) # ip nat inside source list NAT ACL interface vlan 1 overload
Device (config)# ip access-list standard NAT_ ACL

Device (config-std-nacl) # permit 192.168.0.0 0.0.255.255

Device (config-std-nacl) # exit

Device (config)# wvlan 4094

Device (config-vlan) # exit

Device (config)# interface vlan 4094

Device (config-if)# ip address 192.168.2.1 255.255.255.0
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Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # interface vlan 1

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config) # ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 4094 guest-interface 0
Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0
Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Bl BB A —T A ATODHTFR M TILOEMIE

Z OfliE, Cisco Catalyst 9200 > J — X A v F Cisco Catalyst9300 >V — X XA v F Cisco
Catalyst 9400 Y — X XA v F_ Cisco Catalyst 9500 > J — & A A » F_ Cisco Catalyst 9600
=R AL v FICHEATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl : XA+ T)LOFER

FAKN Tz a7 NG Linux D~y REEITTXET, ROFIZ, —ZD
Linux <> ROFEHEEZ R L TWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86 64 x86 64 x86 64 GNU/Linux
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Cisco 4000 > U — X P —E 2 FH AL — XX, CentOS Linux U U — & 7.1.1503 THEft
S5 dohost 2 L F97,

\)

()  dohost =~ RIZIL, iphttpserver 2~ RNRTNA A ETRHESNTND Z & BRME
T

Bl: 7R DIILDRY T —F D TETE
FAN V= ADFy KT =% 7T, IROBEDPLETT,
e RAAL v X —2h 25 . (DNS) ORE
« TR DOBRE

« TuXVORELMEHT HT-HOD YUM 7213 PIP O E
Rk 2z JL® DNS E&RE DA

FA K )LD T L DNS BRI D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254

Bl TOFXFLBREBETHOERT
Py hU— BT X OE%ICHIHEAIE. Lk CFa XU BB EHRELET, 4
TWIEAIE, REICZINODOEKAZBMLET,
WL, 7oV ERERETHHEEZRLTHET,

[guestshell@guestshell ~]$cat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/
export https proxy=http://proxy.example.com:80/
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export ftp proxy=http://proxy.example.com:80/
export no_proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/
export HTTPS PROXY=http://proxy.example.com:80/
export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl 7OXEHTFRAD Yum 8 LU PIP DERL

KON, 7'vF VEREARORE Yum 21T 5 HEEZ R L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/

PIPDOA A P—)LTliL, 7BFXF R EIHEHINIBRELAENERIRINET, PIPA
VARN=VIZIZ-EF TS arEEE L sudo AL ET, BRELSKEMNHFRESINT
WARWEAIL., ROFNTRT L IHICPIP o~y RTCENL ZHHRMICER LET,

sudo pip --proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WORFITIE, Python D PIP A > A h— )L &E 425 Hikz R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

AMVIIIVZET A ZEDMDSEER

EEE N

BEIHE R=aT7ILEA ML

Python & = —/L FCLI Python & = — /1]

Yo 2y F e ra=rr [Tu ¥yF Tubva=r7]
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BIRLT Ty b7 4+—24, CiscolOSV V—RA, BLOT7 4 —F v &> MZBT 5 MIB
FEPELTHF T a— R4 5121%, RO URL IZ&H % Cisco MIB Locator 2 L £9°,

http://www.cisco.com/go/mibs

SRADTHZAIIL YR—+

£ EA >y

TAIDYR— N WebH A F T, YRaDBEGERLF 7 ) v U— |http//www.cisco.com/support
BT M7 TNy a—T 4 U ZICBEN T T 5 X912,
YA T ARV =L EEILDETLEERA T ) Y=k
L TnET,

BEWORGEOEX 2 U T 4 HFROHENERZ ATT D201,
Cisco Notification Service (Field Notice 7>57 7 & A) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY — R TIMATEET,

VAIDYIR— b Web VA hDYV— )T 7 AT BHERITL,
Cisco.com D —H ID B LA T — RNMECTT,

FR kT )LDEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — A F@ME L3, ZoRiT. V7
Fo=7 UU—A FLA U THEREOYR— R EASRLEDY 7 =T VY =R
FERLTWET, ZOERRIL. FCk BR0WRY  ZhUEO—EDY 7 vy =7 VY —
AThbHAR—FShET,

TTy R T7F—ADYR—FBIOV R YT MU 2T A XA—VOFKR— MIBET 2 1HEHRZ R
&9 %5IZI&, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 % |Z
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEDH Y £H A,
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Cisco IOS XE Everest 16.5.1a
Cisco IOS XE Everest 16.5.1b

AR VT, BERN Y
A3 AA v FOHBEHIE X
WEBFLD =D T A H I
Python 7 7'V r— a &%
1T Tx %, H&IAL Linux B
BThrtxar 27T
I, VAT LAOHBMEE T
Fubrla=r b8 EENE
I, ZOarrF Ui,
BRA N TARA ANLSEES R
PN/ AN 3 i 71y L D= S I
2—WIFZT, A7 VT b
FAXY T =T RNy r—
A A M=V L, FETT
HBILENTEET,

Cisco IOS XE Everest 16.5.1a T
X, ZOMEEIZIRD T Z v b

TA—LIEEINTWHEL

776

* Cisco Catalyst 3650 3/ U —
A AL v F

* Cisco Catalyst 3850 > U —
A AL v F

« Cisco Catalyst 9300 > U —
R AA v F

* Cisco Catalyst 9500 2 U —
R AA v F

Cisco IOS Everest 16.5.1b TlZ.
Z OBEEIIR DT T » b

T —LITEEINTHEL
77

* Cisco 4000 >V — X H—
v AR —H

Cisco IOS XE Everest 16.6.2

Z O#AEIL, Cisco I0S XE
Everest 16.6.2 C, Cisco Catalyst
9400 > Y =X AA v FITHE
ShE LT
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3
b
R

J1y—2x HRETEER

Cisco I0S XE Fuji 16.7.1 Cisco I0S XE Fuji 16.7.1 TIZ,
ZOBRRIFIRDT T v b
T —LICEEINTHEL
7‘;0

* Cisco ASR 1000 ' — X
TV =gy —E
A J—H

« Cisco Cloud Services Router
1000V >~ ) —X

Cisco IOS XE Fuji 16.7.1 T,
TFARN vz UBREDS G, B
XL ML= PR—
k%3 Cisco ASR 1000 7 7" VU
Fe—a P —E R N—H |
EIhELE,

Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
INANRT =< AT ) —X
Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRITROT T v
7 A —AIZFERESNTNE
L7,

« Cisco Catalyst 9800-40 7 A
YL RrRarte—7

* Cisco Catalyst 9800-80 7 A
YL xarte—7

Cisco IOS XE Gibraltar 16.12.1
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M7 F—AIZFEEINEL
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* Cisco Catalyst 9200 > VU —
RAAL v F
GE) Z DOREREIE
C9200L SKU T

P R—FrSh
TWEE A,

* Cisco Catalyst 9300L SKU

* Cisco Catalyst 9600 > VU —
RAAL v F

Cisco I0S XE Amsterdam 17.3.1 | = »#fEI1Z. Cisco I0S XE
Amsterdam 17.3.1 TIRD T T v
N7 —AhlzFEESREL
7o

* Cisco Catalyst 8200 >/ VU —
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N

* Cisco Catalyst 8300 >/ VU —
AxyP 7Ty M7 4—
N

* Cisco Catalyst 8500 33 KX T}
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HRES -2 HRETEER

7 A k¥ =z L)y ONETCONE | Cisco 10S XE Bengaluru 17.6.1 |NETCONF (21347 A k¥ = /b
7R WINLT 7 BATED20,
= —4—|X Python A7 U 7 |
%34T L. NETCONF 7' =& h
aANEFHL T Ra A
L%y lr— CLI Z FEONH 9
ZEMTEET,
Z OFEREIE, 17.6.1 TRDT
Ty N7 —AICEEINE
L7z,
* Cisco Catalyst 9200 > VU —
R AA v F
* Cisco Catalyst 9300 ¥ L O}
9300L U — X A A v
* Cisco Catalyst 9400 > VU —
R AA v F

« Cisco Catalyst 9500 35 L T°
9500 /A /NT f—< L A
VY= AL vF

» Cisco Catalyst 9600 ** U —
XA v F

7 A k¥ = )L TO Python 3 ¢ | Cisco I0S XE Amsterdam 17.1.1 | Python 73— = > 3.6 1X, 7
FAR— K ARy =V THR—FESNT
WET, Python/3—2 =3 3.6
IE, TRTOHAR— hxtg
Ty M7 r—LTHATEE
o
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Python API

Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,

* Python {22\ T (133 ~—7Y)
* Python APL BT 5 Z DB EEE (141 ~—)
« CLI Python & ¥ = — /L OHEREIFH (142 <—2)

Python [Z2DUMT

CiscolOSXET/NA AF, AR V2 VNTA VXT3 T 40 TBLOHEASA XT3 7T 407 (A
7 U7 R) OWEFDOE— K TPython/N— 3 2.7 %YWA — K LET, Python 27 U 7 MEAE
LY, TLADCLIC T R 7 T LEFHLTCT 7EALT, SEIERF AT, BIOE
0 Xy F Fr Y s =7 F71% Embedded Event Manager (EEM) 7 7 L 3 > &2 F(T79 5 2
ENRTEET,

Cisco Python €2 21 —)L

VA APEEET B Python €Y =2 — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
S ET, hep() =~ K& AST 5L, CiscoPython E ¥ = — L OFEMN TR SNET,
help() =~ RiZ CiscoCLI ¥ = — /LD a7 4 2R LET,

WOFL, Cisco Python £ ¥ 2 — /M T 5 1EHR AR LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep
>>> help (configure)

Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device

and return a list of results.

configuration = '''interface gigabitEthernet 0/0
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no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure

Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")

Args:
command (str): The exec-mode command to run.
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>>> help (cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.

output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:

string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
~

GE)  Python ZEITT DI, KA Y2 ARNAERTHHLERH Y £, FEMTOWNTIL,
(AN vz OBRZZRBLTIEIN,

Python 71 77 IV VEREILCLI 2~ REFITTE L6 DORAKEEM L ET, b DB
%, Python CLI EY = — /L) bAAITEE7, ZNOOEEEMEMT 51X, import cli =
<~V REFITLET, 200N EEET HI1TIL, iphttpserver 2~ RAEZNT /2> T
HMEENRH Y T,
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INH OS5I HIL CLI 22~ ROLFH|TY, Python 1 ¥ —7 U Xf&H T CLI 2~
K% E(T9HI121%, RO 6 2OBEEOWNTNOFHCFESE L TCCLLa~vy REASLE
ﬁqo

e cli.cliicommand) : ZOREEILXIOS =~ > & 58 L LTH]Y |, I0S/N—H—nbavw R
BEEITL, MROTHIFAMERLET, Z0a<r ROBXNIELL 2WEES. Python D
BIARREAE L 9, &2, di.cli(command) Bk H 612~ L £,

>>> import cli

>>> cli.clip('configure terminal; interface loopback 10; ip address
10.10.10.10 255.255.255.255")

*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,

changed state to up

>>> cli.clip('show clock')

'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'

>>> output=cli.cli ('show clock')

>>> print (output)

*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®OBI%%IZ cli.cli(command) B% L #EIZ E -~ 7= <R TT, 727201
FEROT XA M2 (BTOTIERL) stdout IZH AT B AN £9, KIZ,
cli.clip(command) B H iz~ LET,

>>> ¢cli

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC a2~ > REFITLTHAOZRLET, -
PLEROTX A MIHAOLERA, ZOa<wr FO—#E LTI anr £2E38TE
T Z LIFFFT SN EE A, ZOBRKRAEEIETT HI2IE, for-loop 2MEE S 172
Python U 2 &M L %9, KIZ, cli.execute(command)

OBl R LET,

>>> cli.execute ("show clock")
'15:11:20.816 UTC Thu Jun 8 2017°'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

A~

SyntaxError: invalid syntax
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>>>

cli.executep(command) : Z OB —D a~ 2 FEFETL T, #EROTFH A M (BT
DTIE72 <) stdout IZH A LFEJ, &KIZ. cli.executep(command) BIZ D H 6l %~ L E
ﬁ‘o

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)

None

cli.configure(command) : Z ®BIL, =~ FTHEATEAREICL Y T A ZAERE L
F9, ZHUTRICRT L OIZ, a~vr REZDORRNPEENL4HHE 2 TVDY X M
wLUETS,

[Think: result = (bool(success), original command, error information)]

A RN 2A—=ZIIEEITICANT 5 Z LA TE | show running-config =~ > KD
TNZEREINTNWELO LRI UERICT HZ ENTEET, KIT, di.configure(command)
B D Bl 2R LET,

>>>cli.configure (["interface GigabitEthernetl/0/7", "no shutdown",

" endll ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = ®BI%%iZ cli.configure(command) Bi%k & #&REIX E > 72 <R T
T, EELEROTF A M2 (BT OTIERL) stdout ()T Dm0 #7220 £4, &
(2. cli.configurep(command) BIEL D H HHI %R L £ 7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end

Python X7 1) 7 ~F DHRE

Python &, AL S 7 Linux R—ADEE THLH 7 A b = /L TCEITINE T, FHEMIZON
Tix, [FAN =) OFZZBLTIIZEIN, YA apiEftd 2 Python €2 = — /LI,
2 —H D Python A2 U7 RWNAA N T34 A ETIOSCLI 2~ REETT 5 Z & & ATEIC
LET,
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SER =D Python 7OV 7 +

XEERZ D Python 7O > 7 k

Python X~ 1) 7k

7 /31 A T guestshell run python =~ > R&5479 5 &, A K V= LINT, kAo
Python 7' 7 F 3B & £ 97, Python Oxf56E— FTIX, Cisco Python CLI £ = — /L) b
Python H§REZ FAT L CT A RARET H I EMTEET,

ROBNL, KFEEAD Python 7' 1 7 M & HNZT 2 H1EEZ R L TWET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>

Device#

Python A7 U 7 & % 5% & LT Python =2~ RCHEMAT5HZ & T, Python A7 U 7~ &I
AETIT 47 B—RTEITTEXET, Python A7 U7 ME, A Y= VNILT 7%
ARRETHHIVNENRSH Y 3, AN =25 Python A7 U7 MZT 72T HIZIE, 7
ARV VHNIZ T FENTWALT = 7T aFid7 7 vy allA 7 V7 M ERAFL
F7,

)

() Python T import cli 23RET 2 L D12, iphttpserver 2~ RERTETHLERNH Y £

‘j—o

WD Python A7 U 7 FOFNIL, S FIFEZRCLIBEEZMHHL Tshow 2~ RERTER IO
JILET,

Device# more flash:sample_script.py

import sys
import cli

intf= sys.argv[l:]
intf = '"'.join(intf[0]

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" %$intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0", "no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"

cmd='interface %s,logging event link-status ,end' % intf
cli.configure(cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute ('show run interface %s' %intf)
print (output)
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print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %$intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"

cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/flash/script.py command

at the device prompt.

The following example shows how to run a Python script from the Guest Shell:

ROFNL, 7 AR = /uinb Python 227 U7 N2 FTT 5 HiEERLTOVET,

Device# guestshell run python /flash/sample script.py loop55
***x Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl1/0/1 unassigned YES unset down down
GigabitEthernetl1/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
Tel/1/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status
end

*** Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes
|

interface Loopback55
ip address 10.55.55.55 255.255.255.0
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logging event link-status
end

H7R— k& % Python D/N—2 3 >

FA N v, Python X—Y 2 27 %7 VA A R—/LLTWET, A =L,
AR L & 47z Linux X—ADEEE TH U | Cisco 7 73A A D HEWHIE & FELD 7= ¥ D Python 7
TV r—varaGie, WAZ L L 7 7Y r—va w2370 Lo G STk
7, Montavista CGE7 2814 ' A h—/L S /=77 v b7 4 — AL Python N— 3 > 2.7.11 &4
A—HRL., CentOS 7 A > A b=V ENT=TT v b7 4 —2AIE Python N— 3 > 2.7.5 %
A—FLET,

WKDFIL, Python DEN—T 5 VB OV R — MG OT T v 87 4+ — LT 1EHRERL
TWET,

% 9:Python 13— 3 ¥ HiR— k

Python D/N—2 3 > TS5y b+ —4

Python /X\—"=2 > 2.7.5 Cisco Catalyst 3650 ' J — X 24 v F B LW
Cisco Catalyst3850 > U — R A A v F %[ F
NTCOYR=IHRT T v b7+ — L,

Python /N\— =3 > 2.7.11 » Cisco Catalyst 3650 > U — & A A » T

» Cisco Catalyst 3850 ~' U — X A A v F

Python /X—" = 7 3.6 Cisco I0S XE Amsterdam 17.1.1 EAED U U — X
THHR—-FSHTVET,

Cisco I0S XE Amsterdam 17.1.1 ¥5 &2 TR Cisco I0S
XE Amsterdam 17.2.1 Ti&, Python V2237 7 %
)V F T, 7272 L., CiscolOS XE Amsterdam
17.3.1 LDV U — A TiE, Python V3 85
8 0 N G

(GEX)  Cisco Catalyst 9200 ' J — X Z A v

F 1%, CiscoIOS XE Amsterdam 17.1.1
¥ L TF Cisco IOS XE Amsterdam 17.2.1
C Python Version 3.6 Z#7"— K LT
WEH A, Cisco Catalyst 9200 > U —
A AA v FIL, Cisco IOS XE
Amsterdam 17.3.1 LIEDO U Y — R T
Python V3 K —F L TWET,

GE) Cisco Catalyst 3650 ' — X XA v
F 3 X T Cisco Catalyst 3850 2V —
AAA FTEPR— SN TWE
A,
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Cisco CLI Python £ 1 —LDEH .

CentOST A Y A =SSN T Ty T+ —AF, =T V=X URY U5 O Redhat
Package Manager (RPM) DA A h—/LZHR—FLET,

Cisco CLI Python €< 21— )LD EH

Cisco CLIPython £ = — /LB L OEEM & = — /L, T35 R|ZA VA h—LFEHRTT, -
720, Yum E 2T FANC Sy =S TW 31 T U OWF iz F LT Python /3 —
VarE BT A5, VAR RETS CLIEY 2 — Vb EHTALENRD Y 7,

\}

GE)

Python /N—" 3 2 X9 TIZH DT /31 AT Python N— 5 U 3~OHEFHEITHIE, T

NA A BRI W T D/8—2 2 2@ Python BFET D K 912720 ¥, Python ZFE1T77T 5
\ZiX, RO I10S a2~ RoWTFnnzMALE3,

« guestshell run python2 =< > KX, Python N—Y 3 > 2 280 L £,
« guestshell run python3 =~ > KX, Python X— = > 3 2FMbEL £,

« guestshell run python =~ > KiX, Python \— =3 > 2 #H4ML L £7,

Python D/N—2 = U &2 BFT 511X, ROFEOWTALEMHETNLET,
e AK v Ry v tarball DA A h—)L

sCLIEY 2—/vD7=DD PIP DA A h—)b

Python APl [ZEA 3 5 ZDDSEEH

ESPERE]S

AN 2

R=aT7ILAZA R

A )b

EEM Python &3 = —/b

EEM @ Python A2 U 7
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SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BENOWGEOEF 2 U 7 4 [FHRSCEHFRE AT T D201,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)

T 4= R LB —ERITIMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

CLI Python £ ¥ 1 — )L D#EETHER

WORIZ, ZOFEY 22—V T LI-MEEICET 2 ) VU —2FHRERLET, ZoRIT, V7
F7 =27 VDU —RX ML A U TEEEOYR—INPEAINTZLEEOY T =T U Y —X72
FERLTWET, ZOMEEITZ, BTk BNRWRY . ZRLUEO—#HOY 7 k=7 U Y —
ATHYR—FINET,

TTy R T —LADOYR—FBLRN A YT T =27 A A—VOWR— MIET 2 EHRE B
9 51Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5 (Z
X, www.cisco.com/go/ctn IZE) L £9, Ciscocom DT AT MILEDLYD FHA,
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% 10: CLI Python & ¥ 1. — L DAEREIESR

CLI Python & & 1 — )L DH#ERETEER .

HaE

iy

)1)—A

HEEER

CLI Python &3 = — /b

Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



vLERYYTHE |
B curython =02 —Lomseins

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



=6~
=% =R

EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (145 <—2)

« EEM Python & = —/L{ZOWT (145 2—2)

« EEM Python 7R U v — D% EH 1L (148 ~<X—0)

« EEM Python & ¥ =2 —/WZHT 2 Z DO SZEEE (154 X—2)

« EEM Python & ¥ = — /L OREREIEH (154 =X—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(3F)  EEMPython/%v -7 — 1%, EEMPython 27 UV 7 FNTOREHTE T (Ror—IF
EEMIZBERTE, 227 U7 FORYIOITICEEM A X MERERS T S E3) , EUERY
72Python 27 U 7 (Python A7 V7 M 2] L TFITS D) TIHMEMTE EHA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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Ry ADY r—R
« ZAB UL TR A~DY) Y B
« R v —DFELT
s NI ATV NOFHIY
s "o ATV MY B
*Cisco X NT—F 7 h—EADA X DK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
OIHEICH THiAls Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REMWETE 5 L HICT DL, T A N v o v EAMET 208N H Y £,
FEHMZOWTIE, FR vz OBEEZSBBELTIES D,

Python R!') & — D& Ek

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FIED FEH
ARV FFEREET7IVa Y B#
AT w1 |enable KikE EXEC E— RE AR LE T,
{5 e NAU—REANLET (FERINTHH) .
Device> enable
R w 72 |configure terminal Jua—N)Lar7 4 Xal—3iay T— REBLG
15“ : L/iﬁ—o
Device# configure terminal
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

ATvT3

event manager directory user policy path

1

Device (config)# event manager directory user
policy flash:/user library

2= IA T TV Ty A NVEIF2—YEE EEM
R —ORFEERT DT L7 M) EREELE
7,

GE)  FESNEAARIRY —RNBRETT, -
EzIX. ZTOFNATIE, eem script.py AR Y
> —73 flash:/user_library 7 4 /L& —F 721X

NATHERTE £,

ATvT4

event manager policy policy-filename

1

Device (config) # event manager policy eem script.py]|

EEM "RV > —% EEM [Z&&k L £,

o IR —lE, T 7 A NIRRT IS W TRT &
nNEJ, 77 ANVIEEFIT py T, AU v—i%
Python 78 U 2 —& L TBERISNE T,

CEEMIE, HU L—Z0bDICEENBA AL b
HEEIC SN TR o —% AV a—
L. FITLEJ, event manager policy =2~ K
MIEOH &5 & EEMIZRY v — %8 L,
SESNTIA Ry PARAE LEBAICETSh
AHEHICEEELET,

ATvT5

exit
51 -

Device (config) # exit

Jsa—\ )L a7 4 Xal—aryE— RNEKT
L. B EXEC E— FIZREY £,

ATvT6

show event manager policy registered

1

Device# show event manager policy registered

R EEM AR Y > —%2 &R LE T,

ATy T17

show event manager history events

1 -

Device# show event manager history events

Y H—ENTZEEM A X hEERLET,

1

KIZ, show event manager policy registered =~ > FOM B EZR L E T,

Device# show event manager policy registered

No. Class Type Event Type
1 script user multiple
1: syslog: pattern {COUNTER}

2: none: policyname {multi 1l.py} sync
trigger delay 10.000

correlate event 1 or event 2
attribute tag 1 occurs 1

Trap
Off

Name
multi 1.py

Time Registered
Tue Aug 2 22:12:15 2016

{yes}
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nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 2.py} sync {yes}
trigger
correlate event 1 or event 2
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7 JLy b 7223 DO—8& LTOPython X9 1) 7 FDET

Python X% 1) 7~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTIE, —VIIEHE Python A7 VS N & EEM 7 7 v 3 v
D—HELTHEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3% #E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python A 27 U 7 MZIX from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOyr—UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')

&Iz, guestshell run python =2~ ROHIFIZ R LET,
Device# guestshell run python /flash/eem script.py loop55
This script is going to unshut interface loop55 and then print show ip interface brief

Line 1 SUCCESS: int loop55
Line 2 SUCCESS: no shut
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Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
GigabitEthernetl/0/4 unassigned YES unset up up
GigabitEthernetl/0/5 unassigned YES unset down down
GigabitEthernetl/0/6 unassigned YES unset down down
GigabitEthernetl/0/7 unassigned YES unset down down
GigabitEthernetl/0/8 unassigned YES unset down down
GigabitEthernetl/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl1/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl/0/22 unassigned YES unset down down
GigabitEthernetl/0/23 unassigned YES unset up up
GigabitEthernetl/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down

Tel/1/2 unassigned YES unset down down

Tel/1/3 unassigned YES unset down down

Tel/1/4 unassigned YES unset down down

Loopback55 10.55.55.55 YES manual up up

Device#
Jun 7 12:51:20.549: $LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

changed state to up
Jun 7 12:51:20.549: SLINK-3-UPDOWN: Interface Loopbackb5, changed state to up

WITRT DX, syslog ~D A vY—VHIOY TNV A7 VT NTT, ZOART VT
ME, 77 A VICHRTEESN, TAALEDT7 7 AV VAT AZabe—Sh, A2 b
IRV YDRY = T A NVEHEH L TRESNDOBENRDH Y £T,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")

WITRTOIE, EEM BREEKEH T2V A7 YT, ZOATZ YTk
X, 77 ANV EEN, TA AL T 7 ANV AT AIZa—=8, /X b=
F—=Vx DRI — T A NVEFH L TREINDILERDD 7,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200
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EEM 7 T L v

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems () :

YINERYYTHE |

print "KEY : " + k + str(" ---> ") + v
print "Built in Variables"
for i,j in a.iteritems()

print "KEY : " + i + str(" ---> ") + j

kTO Python X ') 7 DB

FIEDHE
1. enable
2. configureterminal
3. event manager applet applet-name
4. event [tag event-tag] syslog pattern regular-expression
5. action label cli command cli-string
6. action label cli command cli-string [ pattern pattern-string |
7. end
8. show event manager policy active
9. show event manager history events
=3 k2t
ARV RFEREET7TIVa Y B#J
AT w71 |enable FiHE EXEC T— N2 AT L E T,
i) e NAU—REZANLET (FERENTZHE)

Device> enable

ATy T2

configureterminal

1

Device# configure terminal

Ja—)L a7 4 ¥ alb— gy ®— KNEEith
L‘ij‘o

ATvT3

event manager applet applet-name

1

Device (config) # event manager applet
interface Shutdown

Embedded Event Manager (EEM) (27 7L k%%
gL, 77y harz o ¥al—yar E—R
BB L £,

ATvT4

event [tag event-tag] syslog pattern regular-expression

1

syslog A v =V DK —0 —FEFITT 5 EHE
BEEELET,
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EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Device (config-applet)# event syslog pattern
"Interface Loopback55,
changed state to administratively down"

A 75 |action label cli command cli-string EEMT7 7Ly hR MU H—Sni & cFIT78h5
i - 0S 2~ REFRELET,
Device (config-applet) # action 0.0 cli command "en"
R 7w 76 |action [abel cli command cli-string [ pattern pattern ¥ — 7V — R THREINDHT 7 v a VEIEEL
pattern-string | F4
I CROTHT 1T M ET D EREE Y —
Device (config-applet)# action 1.0 cli command ;/jE§2§”%f*§iE[J§£vT
"guestshell run python3 /bootflash/eem script.py °
loop55"
A7v71|end TFlUy harzZ Xalb—var ®—RaekT
Bl - L. ¥ EXEC E— FICRY £7,
Device (config-applet)# end
R v 7 8 |show event manager policy active FITLTWAEEM R Y v —42F R LET,
f
Device# show event manager policy active
R Ty 79 |show event manager history events MU= EEM A X b EFRRLET,

1

Device# show event manager history events

RDBERY

WOHITIE, X AZICERESN TS Python A7 U 7 ha b B —3 25 5EE2RLTHET,

Device (config) # interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG_I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:
administratively down
Enter configuration commands,
Mar 13 10:53:35.38 EDT:
changed state to up
*Mar 13 10:53:35.39 EDT
+++ 10:54:33 edi37 (default)
show ip interface br

exec +++

Interface IP-Address
GigabitEthernet0/0/0 unassigned
GigabitEthernet0/0/1 unassigned
GigabitEthernet0/0/2 10.1.1.31

SLINK-5-CHANGED:
SLINK-3-UPDOWN:

one per line.
SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed
Interface Loopback55, changed state to

End with CNTL/Z.

Interface Loopback55, changed state to up

OK? Method Status Protocol
YES unset down down

YES unset down down

YES DHCP up up
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GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebH A FTIE, ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERLF S TA ) Y — R
BEEL TV ET,

BHEWORGEOEX 2V T 4 FHRSOBEINEHREZAFT L7201,
Cisco Notification Service (Field Notice 7>5 7 7 & &) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR—F Web A FDOY— T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLIE T,

EEM Python € ¥ 1 — )L D EETR R

WORIZ, ZOFY 2a— /LTl LIRSV UV —AE#EZ R LET, ZORIEL, V7
o7 VU—RZ P A U TEHEEEOTR— MR EAINZEZOY T =T VY —RX72
FERLTWET, ZOMEEITL, FFICKo N2V RY , ZRUUEO—#HOY 7 by =7 U Y —
ATHYR—FEnET,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/configuration/xe-3s/eem-xe-3s-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
http://www.cisco.com/support

| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

Ty R T A —LADOYR—FBLRN A YT T =27 A A—VOWR— MIBET 2 EREBR
&9 %IZ1%, Cisco Feature Navigator Z /] L 7", Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5 11: EEM Python & < 1 — )L D4 EETE R

taE

iy

J1y—= FERETRER

EEM Python €3 = —/L | Cisco 10S XE Everest COBEREIL. EEM AU o—& LT
165.1a Python A7 V7 h &K — M LET,
Cisco IOSXEEverest | spjnson =i av s Fidd ) E4A,

16.5.1b

Cisco IOS XE Everest 16.5.1a TiZ, Z D
BEBRIZIRD T Z v b7 4 — LIZFEES
NTWE L,

* Cisco Catalyst 3650 > U — X A A v
.a:_

» Cisco Catalyst 3850 > U — X A A v
a’_

» Cisco Catalyst 9300 > U — & A A v
%

Cisco I0S XE Everest 16.5.1b Ti&, Z®
FEREIZIR DT T v b 7 4 — ATEEX
NTCWE LT,

* Cisco ISR 4000 >V — X H— " 2 i
BRV— &

Cisco I0S XE Everest Z OR%REIX. CiscolOS XE Everest 16.6.2
16.6.2 G, Cisco Catalyst 9400 > V) — X A A v
FIZEEINE LT,

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Ti, Z O
HEIZ Cisco Catalyst 9500 /~A /X7 4 —=
VAV =R AL yFICEEI T
F L7,
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« NETCONF 712 k=)L (159 ~—73)

«RESTCONF 711 k=)L (207 ~4—3)

« NETCONF 5 £ ' RESTCONF O H—E 2 L~UL ACL (243 ~2—7)
«gNMI 7'z h 2L (251 =X—7)

¢ gRPC v NU—Z A v X —T = A A (277 ~—)

e BT LARN— 2D AAA (299 ~X—)

« TTVERENRT L A R U (309 ~—30)

» In-Service Model Update (371 ~X—73")






.7

i

NETCONF 7O k)L

« NETCONF 7' k 2L OHEE (159 ~—)

« NETCONF 7' 2 h 2 VDR ESHE (183 ~<—)

¢ CLI #fff] L7~ NETCONF 712 k)LD a7 4 X¥a b — 3 L OfER (188 ~—)
« RPC |Z & % NETCONF-YANG 22D #E R (191 ~X—2)

« NETCONF 7' | =L OB EEE (194 ~<—3)

« NETCONF 71 k =t /L ORERERE R (195 ~<—3)

NETCONF 7O kO JLDE

—

> —

L7

2E
=g

ax JE

ILDOBE . 055 LALICKBRTE ERFDIZERIGIZEMN

X MU= TN RAEEBRT HHROFIET, BEHT—4% REa~2 R) BLOEH

F—H# (show=a~> K) Hoa~vwr KIA4 A4 —T=AA (CLI) %HT25ZETT,

Xy NT—JEBOLE, FRCSESERR Yy NT—7 T AW CTEEERAE BT 5729
|2, Simple Network Management Protocol (SNMP) Z3A<fEf S CTWET, SHBICHEH S
TV CLL & SNMP TF 28, ZAUTITW L O OFIKFIENH Y £9°, CLIEIER ITIMBEMNT
bV, THRANR—AOHREEEL . IR 2T AMOIT AR LETT, SNMPIE, FEE
W7 —& LEMAT — 2 ZXKBLERA,

INERRT D121, FIEETREEXEELITHIOTIE R, a7 I 8%EH LY, £FEO
FEVEHIASICHEIL L TRy N U — 7 T3 ZOF%EZ Ll LE 7, CiscolOSXE TEIET 21 v
NO—2 TNRARAE, T—F FETNVEHEATHERY NI —7 EOBEOT A ZAOBREDHA
LA R — L TWET, 77— TF7 /ML, ERTERSINTAZHEN L SFECHRIE SN,

Xy NU—T DOREL AT —HAEFREEFTEET,

Cisco IOS XE IX. Yet Another Next Generation (YANG) ¥ —#% 5 U VL EiEYVHR—FL T

WET, YANG# %y hU—2#&E e k=)L (NETCONF) T+ 5L, HEkEn-~

0TIV ARER Ry NU—THEORFE LWV Y 22— 3 UAEB L E4, NETCONF
(RFC6241) 1Z. 2 I9A T v TV Ir—a VINTF AL ANEDOEREZER L TTF A
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EFLEHETOSS5TEY T4 |
Il netconF

W EEFEZNZ A DIERAT S XMLX—AD 7 k2L T3, YANGIEEIZ. NETCONF
BIECHERENIEREEAT—F T—2 2T /LT HE0IERASNET,

Cisco IOS XE TlE, ET /N RXR—=ADA X —T = A AL, BEFDOT /31 A CLI, Syslog, &
SNMP A > Z—T =2 A ALMAEA L ET, BB UT, ZhoDA ¥ —7 =1 A,
Xy hT—27 TR ZANE ) — AT RICAB SN ET, YANG (X, RFC 6020 (23T
K7a harrEzer MMeToolcERSET,

)

GE)  BREFZITHDY LT W HIET Cisco YANG EF/LICT 7B AT 5121%, GitHub U ARY |k
U aER L, vendor/ciscoh 7T 4 L7 MUICEEILET, Z ZTiL, IOSXE, I0S-XR,
BIXONXOS 77y F 74 —2bDSEIERV IV —RADETNLVEFEHTEET,

NETCONF

NETCONF (X, X hU—27 TA ZADFREEA VA b—/b, BIE, BT 720D A =X
LT,

a7 4FXalb—raryr—FE7a kha) X y&— VI Extensible Markup Language (XML)
N=ADT =2 bR L £,

NETCONF (3> > Y E— kK Fai—Y% a—1b (RPC) R—ADAH=RALEFHLT
7I7A T REY—HOBEERELET, 7 T4 T MIXY hT—7 v 32—V ¥ D—
ELTEITENTHDHAZ Y RT 7Y r—v g TF, @, —Ndxy hT—27 5
AR (AL v FEIFTV—F) TH, B—NE, Xy FT—7 TAA ZABEKO T o AR— |
JgL LTteF=a7 =/t (SSH) ZMEHLET, SSHAR— FEF80E4T 7+ /L hOR— &
LTHEALET, A— &SI, REMRERAL 7V 3 T,

NETCONF 1%, HHEORIBBLOET A OL T a— R PR — ML TWET, HF— b5
DET VL, ietf-netconf-monitoring E7 L ZEH L TSN E T, £ET /M T H8EH
fHE, BEEOIEITRERTWET, F—4% EF L, get-schemaRPC 2 LT, 7734 2
oA TarDFyrun—RELTAFTEET, ZAODOYANGET L&A LT, 7—
Z BT NEHME LY =7 AFR— b LIZY T&£F, NETCONF DFEAII OV TiE, RFC6241
EZLTIEEN,

Cisco I0S XE Fuji 16.8.1 £ W L H{D Y V—ATiL, #AT—% v~ 53—V % (K—V 72>
<) DMEBNZHNZ 72> TCWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, EHT—
21X, NETCONFZFEITLTWDH 7T v N7+ —ATEEL GRET —& OfLHA & FIER) |
TNV THDN > TET, AT XD/ ) EEFA N = v JiIcxtisT 53w
A= FOFEHIZ DWW T, GitHub U AR Y b U T4 HHID *-oper ZZ B L T 7E &0,

NETCONF 7’0 kO /)LD %I EIE

*« NETCONF #fEI%, T 27 VIOSdRTE721EY 7 b =T EMZETHOT IS4 AT
Y R—FShTWEREA,
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https://github.com/YangModels/yang
https://github.com/YangModels/yang/tree/master/vendor/cisco
https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1681

| EFLBBHRITOTIS<EY T4
vanGg 7L i—vav1a

*noip pimrp-address =~ > K% L CTNETCONF 7—# A h 72>5 RP 7 K L A & Hl bR
THE, RN—=H—DHIRICEY, T—F A NTITREAENET RN H Y £7,
NETCONF ¥ —#& Z h 7775 RP 7 LAy kU 2K+ 5121%. RPC 2 L £,

YANG ETFI)L/A—2 3 1.1

YANG N— 5 > 1.11%, REC7950 (YANG1.1F—ZEFY /58 TSN TWET,
YANG X—2 3 > 1.1 1%, YANG X—2 3 v 10O HNE N E & RIBISHLT 5 YANG =
FEDOALTF R Y — AT,

YANG /N—2 3 > 1.1 @ YANG € ¥ = —/LiZ, NETCONF hello A vtE—2 Db v Iz,
ietf-yang-library 2/ L C7 RAZ 4 Z&E T,

ROBNE, T/HAA A THR=FEHNTNDETRTDYANG £V 2— LD Y X MEIRET 5
NETCONF <get> RPC Z/~ L CWET,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library"/>
</filter>
</get>
</rpc>

RPCJEEDH NI, HFEY 2 — AWMEHAT 5 YANG X—2 3 VIZBfR7e <, 93 TD YANG
EVa— VDU RARRBREENTNET,
Cisco I0S XE Cupertino 17.7.1 IX YANG 73— = > 1.0 2 L £33, GitHub 7> 5 YANG 73—

VarllbFZuru— RTEXET (https:/github.com/YangModels/yang/tree/master/vendor/cisco/
xe) o

#, L < 1%, NETCONF get-schema #:{E& i L CT /314 A5 YANG €7 V& X v a— K
L. migrate yang versonpy A7 U7 b EEH LT, ¥ omr— RKLIEET AL EZDON—T S

VICBATTEET,

WOFNE, A7 VT REFHEHLTYANG S—Y 3 2 1.0 05 YANG S—2 3 > LIS T
L HEE R L TOVET,

migrate yang version.py [-h] [--out OUT] path

help 2~ REFEHLT, A2 V7 N CEMRERAL v a v aRRrLET,

python migrate yang version.py --help
usage: migrate yang version.py [-h] [--out OUT] path

positional arguments:
path Path to the YANG files

optional arguments:

-h, --help show this help message and exit
--out OUT Path to the output YANG file
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EFNBHEIOISIEYT 4 |
B veTcONF RESTCONF IPV6 >4 76— 1

WOBNL, out 5IEZMM LT, 77 A NVEZILDEFN OO T 4 VBT 25152 77R L
TWET,

python migrate yang version.py --out testdir/outdir testdir/indir

EEoFTIE, testdir/outdir 1X YANG EF AN~ g > 11 BGFETATF L7 R £7701%
27V T NOHENPEINDT 4 L7 NI TT, T4 L7 PIUBRFERATEROVEGEEIZ, 20
F 47 MUBMERESNET,

testdir/indir ¥ 4 L2 R UiE. YANG ETAN— g v 1LOBRFEETET 4L 27 YT, Zh
1I2 27V NDOASTT,

YANG E7/V N—T 2 11 Z1E L7 6, GitHub 2264 0 m— R 2570,

migrate yang_versonpy A7 U 7 "2 L T/ A4 T TV —a s Tary AL,
T FY—x 2 RO YANG E7 /LT A %34T LT, Cisco I0S XE 7 /3A Z Tt L THGEET
TET,

\)

GE)  FARALRADYANG 5 /UL, YANG A= gV 10DEETTN, 79T T A B
F—ADRPC XA B — REEFETAHNLETHY THA,

migrate_yang_version.py %2 U 7 k % 721% Cisco I0S XE YANG 177 1 & 22§ % BRWE
HEIL. xe-yang-migration@cisco.com (Z A —/L &2 K%K D < 72 &\,

NETCONF RESTCONF IPv6 )4 7K— k

FT—H" TT ) A H =T A A (DMI) ILIPv6 71 b a L OERZ VR —F L TWET,
DMIIZ L B IPv6 DYV R—NX, 77947 T 7V —2a iR, IPv6 7 RVAEMEHAT S
P—ERELWBETLIHEITHIIEE T, SN A 2 —7 = A AL, IPv4 & IPv6 Dl
WIZOWTT 2T NWVAK v 7 & R—FLET,

DMIiX, v NU—VEROEBEERHZTH 8D — A TT, NETCONFX°RESTCONF
REOT IV r—varv@Era bbalid, £y hUV—2%0LTCIN6ODMIIZT Z7EAL
ij‘o

IPv6 7 RLUARRE SN TWARWEAETYH, AT 7T 7Y r—2a iZIPve VY oy b &Y
A ULEHTETHN, oD Y7y MIBEERREIZ/ZRY £9,

I0S 37> KD XML ~ADZ L

Cisco I0S XE Cupertino 17.7.1 LAFED U U — A2 TiX, 10S =2~ K% (8#9 % NETCONF-YANG
XML % 721Z RESTCONF-JSON %R 2 vt —ICHBEIICEBRTE £, ARSI E A »
=T ESHLT, A vb— THEA SN D Xpath ZHIfE T& £9°, #iE kS ETARK
INEREFHEALT, 2y NI—FHNOMDT A R 2T o ya=r 7/ T&Ed, 1277
L., ZORETIEETEXERTA,
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10S =2~ RIZZH#T 51Z1%, show running-config | format netconf-xml =~ > K& 721X show
running-config | format restconf-json =~ > K&fiH L £,

netconf-xml F—U — FZ@&IR+ 5 & . [0S =~ > FiF NETCONF-YANG XML Gz ZE# &
ALET, resteonf-json ¥ —TU— REZERT5H &, 10S 2~ KL RESTCONF-JSON I 2 i
INFET,

I0S 2= ROEELERA~DERIL, T 74V F TEHZ/>TWET, HHIZ
NETCONF-YANG #iRETHMLE RSV ET, T—F TNV A H—T x4 A (DMI) 1¥]
HibEshi-b, @ 7r—~y N AT arEEHALCa~vy FELSHRLET,

KIZ, show running-config | format netconf-xml =~ FOHIFIZR L ET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<version>17.8</version>
<boot-start-marker/>
<boot>

<system>

<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 005209.SSA.bin</
flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
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<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
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<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
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<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
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<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
</on-success>
</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
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<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
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</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {

"version": "17.8",

"boot-start-marker": [null],

"boot": {

"system": {
"flash": {

"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I
"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-IOS-XE-call-home:tac-profile": {
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {
"datetime": {
"msec": [null],
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"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {

"utilization": {
"monitor": {
"load": 80

}
}I
"Cisco-IOS-XE-platform:punt-keepalive": ({

"disable-kernel-core": true
}
}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [

{
"name": "admin",
"privilege": 15,

"password": {
"encryption": "0",
"password": "lab"

}

}

]I

"vrf": |
"definition": [

{

"name": "Mgmt-intf",
"address-family": {
"ipv4": {
}I
"ipve": {
}
}
}
]
}I
"ip:
"domain": {

"name": "cisco"

}I

"forward-protocol": {
"protocol": "nd"
}I
"route": {
"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",

"mask": "255.255.0.0",
"fwd-list": [
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"fwd": "9.45.0.1"

}
] 4
"vrf": [
{
"name": "Mgmt-intf",
"ip-route-interface-forwarding-list":
{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fwd-list": [
{

"fwd": "10.104.54.129"
}
]
}
]
}
]
}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"

}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",
"vrf": {

"forwarding": "Mgmt-intf"
}I
"ip": |

"address": {

"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

[

10S 27> RO XML A~DZ 2 .
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"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
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}
}I

"aaa": |
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]
}
}
]
}I
"Cisco-I0S-XE-aaa:authorization": {

"exec": [
{
"name": "default",
"al": |
"local": [null]

1
}I

"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,

"lower-case": 1,
"max-length": 127,
"min-length": 10,
"numeric-count": 1,
"upper-case": 1
}
] 4

"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {

}
}
}I

"multilink": {

"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I
"redundancy": {
}I
"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": ({

"system-id": [null]
}
}I
"subscriber": {
"templating": [null]
}I

"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {

"chain": [
{
"name": "SLA-TrustPoint",
"certificate": [

{
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"serial": "O01",
"certtype": "ca

"

"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial": "01",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "Cc8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage"

"first": "Q"

"console": [
{
"first": "O",
"exec-timeout": {
"minutes": 0,
"seconds": 0O

}I
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"stopbits": "1"
}
]I
"vty": [
{
"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}I
{
"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]

}
}
}
]
}I
"Cisco-I0OS-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"

NETCONF s O—/\)L v 3>nAvy

NETCONF 7' &2 b a/Lid, T4 ARELEZEF L., T ZADREFREZIEGT 27200 —H
DOEAEZ 2L L F9, NETCONF |2/ u— b vy 7 2% 3R— kL THEY ., NETCONF TII&
Bl oty a kil TAMENEAINTNET,

BHORFEE v v a L OREKICDIZ> T—BIEAHE L, REOHBHEEZHTZOIC, By
v DFA—F—IEINETCONF v g %11 w7 Cx%9, NETCONF lock RPC1E., =27 ¢
Fal—vary RNR—P—LETar7 4 Fal—aryF—F_—2%kuy 7 LET, 0
DT X THONETCONFE v vy (2y 7 ZFf LT e 1k, mERELEITCEEE
Ao T2120, SEABDBIEIIFEITCEET, 2Nbon v 7 I3 FERFFESEV L 2ER LT
BV, A—F—i%., 1> NETCONF 7 74 7> . NETCONF U D27 F 47k (SNMP,
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ETFLBHEIOSS5IEY T4 |

CLIAZ V72 E) | BEOAMOZ—F LV 28 TICEREELMZ D LN TEE
TO

TIOT 4Ty varilloTRESATWS e — v ey 7%, BEff TNty v a
YOSkl SN L XTIV ET, vy itk o T, ry 2 B REEL WA E Y a v
D, REICK LT e B EIART 7B AZITZAH LIV ET, Zu—br vy 7k
DREDODEENMERENT-HEIT. =97 — AvEv—II0k o> T, NETCONF 7' 2 — 3L 7y
7 BIRKRTRHREDEENER SN2 PRSI NET,

<lock> FRYEITMIE/ R T A —F <target> 2 FHLYD £9, ZHUE, oy s LEHed+rar 7
Fal—al T—FANTOANTY, vy 2T 77T 1 77256, <edit-config> #ffE &
<copy-config> #AEIXFF AT S EH A,

NETCONF & 7' 1r—/3)L v v 7 OFfFFH1Z clear configuration lock =2~ > RBMEE SN iz56
3 REDFRLRFBNAT ¥ a—N &, EEDsyslog A v —VNERSNET, ZD=
~VRiE, N=P—ar 7 Fal—varavs/okhEs7 VT LET,

KIZ, <lock> #/E%~79 RPC OfFlE= R L T,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

NETCONFKill v 3>

Ty va v OBEGRE, 7 74T ML e — 0 vy 7 OFANA Uiz & X
show netconf-yang sessions =~ > FKZ{#iH L CNETCONF & v v a2 FE=4#TxE¥, £
7-. clear netconf-yang session =~ > RZfEH L TNE L2 RoTlckya vz 07795
Z L HTEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 f Fa L —
varuyJomhiEs VT LET,

<kill-session> 3R |L, NETCONF & v v 3 » 5l T LE 9, NETCONF => 7 17 4
L, A—7"2 v a o <kill-session> ERE#ZFTH L, IR EARNOT X TOERELE
1L, By va BTN TWET_XTor v 7 & U Y —2 %KL T, BT oh
T TR CHLET,

<kill-session> ZE R (21X, K TFTANETCONFE Y v a Dy a IDBKLETT, Bvia
YIDOERBIEDE v a VD &R UHEATE, B~ =7 —2NRSE T, NETCONF
tyvardO I oF s g UNEFETHICNETCONFE v a UM T LEEBA 1R, 7 —
HEFVNALVTTARNT I FvICLoTr— ANy ZRERINL, v NT—VHHEIZn—
Ny 7R ENT, XCTD YANG ETVORBAN U A—SnET,
tyTarOkillNRKRL, Za— b oy 7 BRI TWDLEHEE. 2 Y — L ERI
vty Z{# 1 L T clear configurationlock =~ K&E AN LET, ZORFET, T—4% ET /L%
EIE L CHEETSZ N TEET,
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NETCONF-YANG SSH 4 — /304K — ]

NETCONF-YANG SSH H-—/ x4 R—

NETCONF-YANG [F/8 A U — R_R—ZADOFBFEICRD D HiEE LT, 10SEXF 27 =/ (SSH)
VRZ b, %37, =—F </ (RSA) AF—Z2HHLIZ2—FOEE T R—FLF

j‘o
NETCONF-YANG T/ B & — %G & HHl éﬁé’ﬁ\mS$H%~ﬂ%§E¢5%£ﬁ%©i
T, SSH H— 2% L Ca—H ZFRGET 5121, ip ssh pubkey-chain 35 X QNuser =2~ > RZ&f#

L TRE STz RSA F—DW 31 %ﬁ‘iﬂﬂbi‘@‘

NACM i, 7»—7«—2@77t1ﬁ@%ﬁ ALTY, 2—PRFFEEND L, BRESN
TEHERR L~ OUZH ST, NACMAMERR 7 L — 7 IC BEICELE S E T, — &2 oo —3F
E%ﬁ»—fﬁ%@fﬁ%#é:k%?%iio?71»%@%%VNW@1T¢@RW%
— PRIVI5 @ 16 DFFHEL D30 0 £77,

2—PRARF—E N L CRIET 256, *HeT DGE,. &Fr. 777 47 (AAA) #%
EMRNE *@zw#iﬁféﬂif Z—FRARF—%2 I L CRERET 58545, NETCONF
D AAA 7 m@m%ﬁwu%@AAA/wx%ﬁ%LTwé&‘:@n%#%ﬁféﬂifo
17— L¥ L OV TACACS + AAA RGN R — F SR ET,

h—2 o _—AZA@® RESTCONF #BiEIZ VR — F &N TWFEHA, SSH 2—VFEAEI Y FR—
SN TWEREA,

FEHaA > I4 X2 L— 3 DYR—

fEfia s 7 4 ¥ b—ya VHBEREREAT D L, o VR al y ATV a v EEALT
RFC 6241 #FEET B L2 L » T, ¥ EL Y R— FTxF9,

AT — % A b7, ?N42®£ﬁﬂy74¥Jwaay@:ﬁw%%ﬁ#é#%%&@
EE RV ET, BT 74 X2 —TarET AL R Ay NTAHENC, FEfTa
TAX 2=V a VEBERLTERT L2 LR TEET, ﬁﬁ% IX. NETCONF ##E
urn:ietf:params:netconf:capability:candidate:1.0 {2 & W /R S v E 9, Z D NETCONF f&hEIX, TN
AAMEF T —H AN T PR =ML TNDHIEERLET,

2—PRFZOHET—HANTEZFEALT, A ADF T 7 4 Fab— g VIEEE
Bz B8R, TRAADa YT 4 ¥ a2 b— g Z2ER. B, Bk, ZECEES, o
2y MMETIZ, T/ ADaA LT 4 Fa b— g URMERN LI TOa T 4 Fal—T g
Ny v a SNET, BT XA NTREDRoTWDHE, FEITOT—F A NTITIE
NETCONFE v v a v Z N L TEZIIALIENTET, I XTOar 74X b— g ifE
HiZzBUTOHaIy hESNET, 2F V., Bl OFRE % EHZE TX 5 NETCONF fiE
X, i 7 X Lb— g U TIEAENCR Y £ A,

N

GE) T —H A RTIFHEET =2 A R T THHZ LITEE L TLEEW, EHDONETCONF
Yty a U PNNEERFFICEETHAEEERH D £9, Liz-> T, NEEEFET 50
T =4 ATy 7 LT, Iy MRBEELRVIIICL, HEMIZaZ 7 KX 2
L—a VOEBENRDOND AREMEEZ S Z ENEEICRY £,
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EFLEBBETOISTEY T4 |
B =0 Netconr 24

{&#% > NETCONF #£/F
BT — 5 2 N7 CEROBEE T TEET,

\)

GE) ZOHEOHEHRITIRFC 6241 834 HASHE|IZLTWE T, FEM & EME7e RPC 12O\ TC
X, RFC #&H L T &0,

awyy

<lock>RPCi¥, #—7 v DT —H A T2y 7 $TAHEOIEALET, Zhucky, o
a—HFu v ENTETF—F AN T O T 4 FXal—a B ERTERLARVEST, vy
TRVETCIIEMT — % E BT — XDl FEne v TEET,

)

GE)  E#i7T—#AN7DOr v 7% CiscolOS DAL 7 4 X alb—arony 7R3 7ay
T4 X2b—=varony 7B G, WHREKTT,

aXy b

<commit>RPC I, iz 7 4 F a2l — a2 T A ADFEfTary7 4 F¥al— g2
abr—LFET, a3y b #EL Bz 74 Fa2l—2a 2B HLTar 74X
L= a7 R AT v a LEEBICFEITTALERD Y £,

FATETNIEM DT — 2 A R T OWFT PR HIONETCONFE > v a ko Try 7 ST
WA, <commit>RPC {3 RPC =7 — & CRILL 9, <error-tag> 13 <in-use> & 720 |
<error-info> (2132 v 7 ZRFF L CWANETCONF v a Dt v a v ID B/RENET,
conftlock E— RKIZBITL T/ u— ey 7 2AL, [FfT7] 2074 Fa2Lb—rak
OBy 7352 TEETN, 23y MEZRPC =7 —IG& TR L ., error-tag DL
<in-use>, vz IDIX [0) 12720 £9,

aAVvIqsF¥alL—aviEsE

Bfiar 74 FXalb—vaid, ar74Xal—ra r2EET 57200 edit-config (=2
T4 X2 —ya URE) BEOX—Fy FELTHEATE XY, TS ADFE[Ta T 4
ol —va B EH 22, Bz 74 X2 b —va  BEETEET,

BRE
fEtfiar 74 X2 b— a3 DM BN ERZ2HIBRT 51205, discard (BE3E) BEAFEITL
Tz 74 FX¥alb—varvzFE fTar7s Xalb—ra @k LET,

72L& 21E, NETCONFt v a VALK > TEMT —Z A M T ONEBERERE SN TWBHEE,
Ty alryBWMEMT—FZANT ARy LEYETAEr Y 7T L £9, NETCONF
v a B TIXMEMAE 2 v 73 5HNC, D NETCONF & v g U nWSEMT—F A BT
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| EFLEBBRITOsSTEY T+
4o NeTconr e I}

DORRDOA LT 4 Fab—a rOEBEZHIFRT 5 7-901T <discard> BrEE EITT B M EH
HFES,

(YRR ] -

0w 7, editconfig (27 4 X2l —alfmE) . a3y Ml TEMa 7 X2 b—
VarvEBELEE,. 7y JfERRPC TX—4 v b & L Tcandidate 48 ETHZ &1L - T,
TR AT Euy JfECTEET, ZNT, oy v a r TOTXTOBRECHEMT —X
ANTEFEHTEDLD12720 £7,

BERT — 2 A R TICHT DR OEFE TCREENBE LSS, a0 7 4 X2 —v a0
EENREIZ 720, oty a U THENECAREMERH VD £, RIEEZEREET 5720,
RIFFROZETE X, INETCONF & v a »OfEE] THREMNICe v 7 RS- L&, £
ey V7 RBREME R LU CHIRIGIC o > 7 MR ENT- & JITHEFESNLIVLERH D 3,

AV 74 FaL—Ya VR, AV Iq¥alb—arvab—, avI74FaL—Ya ViRl
T —H% A 71X, get-config (227 4 F 2L — 3 V) | copy-config (7 4 ¥ =
L—yary ab—) | Elldvalidate (227 4 Fab—3 g UHGEE) OEDEETH, V—
AELFE =Ty FELTHATE LT, BT —F A NTOEELT AN A3y M T
12, I 74 X2 b—a ORIEOHET 9 BE1X. <validate> RPC D4 1Z discard DH{E%
fFF5ZETHERATEET,

BHET—2XANTOER

WORNL, BT —F AT ENLTT A, R T 4 X ab—a U E2EET LA ICHEE
INBERAKNTFTIT 4 AERLTWET,

4:BET—E2RANTOEEFIE

267511

1 77 —F2ANTEuYy 7 LET,
2. T —2 AT ER Yy 7 LET,

3. edit-configRPC & ¥ —7% v FOEMEMAL T, BEflizr 7 4 ¥l —va v 2EHLE
j—o

4, fEffizy 74 Falb—varr, FfTar74Fal—vailaliy bLET,

5 EHiT —H AT EFEITT—HANT A v ViR LET,
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B #zrampas ¥ar—vavoaszyt

EREFEMEHOI4X2L—3 0Dy b

fBEffiZ 7 4 ¥ 2 L—3 3 0%, confirmed-commit HEFEZ VAR — F LET, Z DOEIETIL,
confirmed-commit #§EEIZRI9" 5 RFC 6241 THEINTWDH BV, BITShb &, FEfTa v
T4 F¥alb—varMEfliar 7 4 X2 b—3a VOBIEONEICHE S, confirmed-commit
HA=—RRBEINET, commit¥¥ A A7 U MAMAIZHITSINRWEEE ., confirmed-commit
BIEZR— ANy 7 SRET, T7 40 hOZA LT 7 MR 600 B (1053) T,

a7 4 X2l —varEzaly N5 E. 2y NEKRENICT 570D ORIk
AR TEXET, HEREAIy MR, a7 Falb—va VOETENREL S BEE
L. A ASOEBRT 78 ZAZ TN L Z2MERTIOICERLHLET, BHIZK-TT 2
TABRGF N, TOMOTT —RNBAELEZDTIHE, o— Ny 7 OBIRNIEE -,
Pioary 7 4 FXal—ar~OHHe— ANy 7 ICLoTT 7 EARNELINET, f5E
L7ERENIC 2 2w RBER SN WEGES. T3 AT 740 T, LRica vy h&Ehk
a7 4 FXal—rvarEABNICEELTaIy b (m—A Ny r) LET,

N

(G£)  RESTCONF |3#8EA» a2 v haVdAR— ML TWERA,

NETCONF v 3 TlE, fEflias 74 ¥l —rarwaaIv b, 23 v RASKERIC
AHZ &R T A7, 794 T 2 b T 7Y r— g L ZED <confirmed/> & 7
% <commit> 33 KON <rpe> & 7 EHRNIZHHA F T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

WIZ, T74NVEDOa—N RNy 72 A <—%EFE+ 5 RPC DFHZRLET,

<rpc>
<commit>
<confirmed/>

<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

DY 7 )VRPCIEL, NETCONF — "0\t 7 4 Fab—va U —EHjical v b &
NIZZ e EWERTAHZEEZRLTWET,

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>
</rpc-reply>

NETCONF H— "M@ 7 f Fab—va v aly hTEARVEA. <mpe-reply> HHE T

KO 277 5 <rpe-error> R Z HAE T, b —MWARERIT, Bz 7 4 ¥ =
L—yarDe~vrT 4y 7 £ 7 —T7,
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0= NNy 7 EBEOR— ARy I XA <w—F 0 LROEMIZELE D720, 77472k
TV r—a iE, BRI B R <commit> ¥ 7 EFENIZH D <confirmed/> ¥ 7 & FE
EELET, 73 T, <confirm-timeout> EFR 2 EZDHDHI LT, ROR—NL Ny 7 EED
LM ERELET, 7747 8T 7Y — 3 Ui <confirmed/> ¥ 7 % 8 V) il L E(F
THZETu— ANy ZWHRIZESEL 2 ENTEET,

AT 44X alb—TarEAKBERICT Iy M AIZE, = Ay ZHIRBSIBE SR, 7T
AT NT TV r—2a rh<ape> ¥ V7 EFTHENT <commit> ¥ 7 #EFLET, =—L
Ny ZRF¥rELEN, iz 74 X2l —arBNEEbicaly hanEd, FEhiz
V74X ab—aryp, I aly hEhicar7 X ab—a v ERIUEGE. R
Bicaly hE&hlar74X¥al—YarNHaly hEnET,

BOT 7V r—3 3 D <kill-session/> ¥ JEZEAMEH L T, #HERHEA2I v hBMEREFOM
WZZOT7 TV r—vardotyvarEz(&TT50%6 (o7 7Y r—va iEEEaly
FLELED, EEERLTVWERA) . Z0O®y g Z2#H L TS NETCONF H—
I, HEREA Iy MSNEITSINDEIOREIZZ 7 X2 b—2a v EBHTLET,

it — % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&+ 25 2 &
IR0 £, BT —F A NTDADOGEMEMT — 2 A N T OfEREH»2 I v RBA
IR D T AT — 2 A N7 BN OGS ITHEGRE =2 X v SRENC D £3, EfTH
DTRTOEYya BT L, confd a7 7 ARFHEEBINET,

&Y R— FDFRTE

ot — % Ak THEREIL. netconf-yangfeaturecandidate-datastore =~ > K&l L THZIC
FTHIENTEXET, F—H A PTORIER [FT) 25 EM) . E-EZ0MIEDD
&L EEEANCT D72 NETCONF £ 7215 RESTCONF O F B 21 s 2 & & o —
W 28E X v —UDRRRINET,

NETCONF-YANG F 721X RESTCONF confd 7' 72 ¥ A DBAAEHF I £ 7213 TOT —X A T
DBRN AL T 4 F 2 b—a VTHRESNTOIHAIX, RO KD RESENERSNET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG ¥ 7213 RESTCONF confd 7' & & A D BA#EH% A £ 72 13 AT ORI BT H
72HAE. koo IcERA S ET,

» netconf-yang feature candidate-datastore =~ > KR E SN TWAEHEIL, =<2 RiZ
Ko THEMT —Z A NTRAEMNIRY . ROEERHHSWET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > R E N7/, 2~ Rick-» T
T — 2 A N T RN/ FATT— X A NTREDNZ/2D, ROEBERNH S E
R
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netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG ¥ 721X RESTCONF AL #EI 5 &, EfTH DO v a idkbivET,

A4 Fal—2ay T—32R—XDEIXKEHA
T—H ET N AL HE—TxAA (DM]) OFEEEHIZ, 2~ FEIERPC DR ERHT b
U —ENDHEEOESERFENTONET, ZAUIENKEIFER & FEE ., AR &
NETCONF D& 7 v Z A4 A&EMELET, BIRBEMORNZ, 274 FXFa2lb—vara—H
NR—=2ZDEEM O PN D 52 E N ) H—F 570, RELENMEFA SN ET,

BRI X, netconf-yang feature side-effect-sync =2~ > RiIZ X > THRNZ2 D 97,
—Hoawy RiE, RESNDHE, TTERESNTNWD —HOa~vy ROEEZ M) T—L
£9, 7= & 21, RIZ NETCONF edit-config RPC 235%E S DHRTDT /3A ADKEE R L E
D

hostname devicel23

NETCONTF edit-config RPC :

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</native>

RIZ, NETCONF edit-config RPC Z g% iE L7 DT A ADEREE R LET,
hostname Switch

Z Z°C, NETCONF edit-config RPC O FEIEHIX, RPC NEHEEK L TWARNWETa 7 4 Fa
L—3 g U ~DEETY, edit-config BRITHR A M ZHIRT 5 Z L1225 TWETA, FA
N I ZHIBR ZAUFTIC Switch IR Y 97, BRI CIX, EEKREZRIMTHZ L2, 2
DFXEXE T % NETCONF 7 — X RX— R LA T 5720, N7+ —~< AR ELET,

FIRHIEENLCLIE— RV U —OfAIZH SN TEBY, avy NiEE— ReH 75— FEET
HEFFSNE T, ZOCLI®T—RY V=07 —ZfEdE X, RO3 DDA A ) — R THERENT

b\iﬁ‘o
cHLELD/—FK:ZDO/—FiZ, RCHEIZBL, AL MZHDHCLI — KDY A
FEHLET,
B/ —F:ZO/—FKiE CLI—FRDHE, ZOET— K, BILOHTE—-F/—F&EEL
i‘j—o

« ) —F:Z®D/)—FIZTCLI BEOE—RELIFZHTE—RFRTOCLD) #HELET,
) — RIZBEOT ) — R KRH LA, TNOOTF /) —RIERICLLD ) — RRA V2D
—EE LT v ENET,

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| EFLBBHRITOTIS<EY T4
NETconF 7o banogErE ||

NETCONF 70O O JLDEEAE

NETCONF-YANG (X, 7/ ZDT T A~ T AMRA L FEMEALEST, T A RRA
¥ FDMFEIE L7205 NETCONF-YANG 3iRE SN D &, BHOEA M T A MRA & RME
RENFET, FFMIZOWTIE,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] #ZM L T 7Z &0,

NETCONF Z{ERJ 21=-ODH#ERT 7 t ADiEH

NETCONF API Offi i ZBi59 5121k, HERL L 15 22— THAIVENRH Y £7°,

FIEDHE
1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
5. aaaauthentication login default local
6. aaaauthorization exec default local
7. end
FIED ¥
OV RFERET7TIVa Y B
AT w71 |enable it EXEC E— RZ AT L ET
fl NAT—=REANLET (BERENTEEGE)
Device# enable
R T 72| configureterminal Jsu— L ar7 4 Xal—v gy ®— ek
fi LETS

Device# configure terminal

R Fw 73 |username name privilege level password password| - —+F4 % _X— A L UTmEREE Y AT AR L E

f5l T, MOF—T— REELET,
Device (config) # username example-name privilege . privilegelevel . :L**'H‘@*EBE L~YLEZRELE
15 password example password @— NETCONF 7°I3 S :‘/V@j}%/ﬁ\bi 15 GZ?“Z)

WERH Y £7,

+ password password : CLI B =— |27 7t A3 %
TeDDNRAT — R E LET,

R T 7 4 | aaa new-model EE) #FFl. #BFE. THU T 47 (AAA) %
15“ : ﬁ.é‘j‘”: L/i—a—o
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B netconrvane oE

EFLEBBEIOIS5TEY T4 |

ARV RFERETIVa Y

B8

Device (config) # aaa new-model

aaanew-model =~ FERETHH51L. AAA R
AL & ORI AL T,

Z Fw 7 5 |aaaauthentication login default local 0—H ) a—PEL T —HRXR—=A eI 5071
il - PREZ R E LE T,
Device (config) # aaa authentication login default| (G¥) NETCONF 7' & k =2 )LClk, FI7FIL D
local AAAFBGET 7 A VRO BBY AR — kS
WET,
« UE— h AAA V— DA TE, local & AAA
P NZEEHZET,
default ¥—7U— Rl kY, m—hra—#F7F—
B AR ABEEN TR TCOR— MIlEHA S E
R
25w 7 6 | aaa authorization exec default local A=V O AAAFFRIZREL, B—I LT —H_—
1 - AZER LT, TO2—HWIZEXEC v = /VDFEIT%H
Device (config) # aaa authorization exec default ?@fql/ﬁi7fo
local e UE— b AAA — DAL, local & AAA
P—NICEESHZET,
sdefault ¥ — U — RIZ kY, m—dra—H7—
B AR— ZWEENT R COR— MI@EH S E
‘a‘o
ATy 717 |end Ja—r ) ar7 4 Xal—gy T— REKT
5l - L. it EXEC E— FIZRE Y £,

Device (config) # end

NETCONF-YANG D% E

L' /73— NETCONF 7’12 k /L RT3, A THII /2> T DH5E . RFC #EHLO NETCONF
7'v ka3 3sRE L EH A, nonetconflegacy =~ K& L CTL 4 — NETCONF 7' & |k

FIRDEE

SV EEHIC L TL &,

enable
configureterminal
netconf-yang

apwDbd-=

exit

netconf-yang feature candidate-datastore
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F IR D

NETCONF A+ 7> 3 oz [

ARV RFEEETIVa Y

=)

AT w71 |enable
1 -

Device> enable

¥i#E EXEC T— F&EADIZ L £,
e NRATU—KREANLET (TEREINTEHE)

R T 72 | configureterminal
{5l

Device# configure terminal

Ta—N)L ar 74X al—ay T— NEBG
L/iﬁ‘o

R w 73 |netconf-yang
f

Device (config)# netconf-yang

F v hU—27 F /34 ATNETCONFA % —7 = A

A LET,

GE)  CLUC L ZEBHIOA 2 —TMbDh, * v
RO —27 FRAL RABEET IV RXR—ZADA
H—T 2 A AB L CTEHRTED X )T
NEST, ETNRXR—ADA L H—T A
ATV ADZERIRT I T 4 _X— 3 v
Wi, RO DLZEnHY £4,

R T w 7 4 | netconf-yang feature candidate-datastore

1

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A N T AN LET,

R T v 75 |exit
B -

Device (config)# exit

Ja—rb a7 4 Fal—ary B— REKT
Li‘a—o

NETCONF A 7> 3 > DERTE

SNMP D% 7E

NETCONF Z# A8 LT, AR—FINTWD MIB 2>bAR I N7 YANG £5 /L2 H L T

SNMPMIB 5 — X277 ALY,

I0S THR—FENTWS SNMP b T v 72 HFEhIT L

T, PR—FENTWS T v 75 NETCONF WM 2254 5121%, 10S TSNMP H— %

L £,
ROBNEZELIT > TLIEE W,

FIEDEE

1. IOS T SNMP #REZ AN L £,
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2. NETCONF-YANG &) L 7. kD RPC <edit-config> A & — "% NETCONF-YANG
A= MIEFLT, SNMP b7 v 7OV R — FEFDLET,

3. D RPC A vt—% NETCONF-YANG "R— MIEEFEL T, Efrar 74 F¥alb—3
VEAZ—FRT v ar7 4 Xal—a SIRFELET,

2T w71 10S T SNMP HEREAZ BN LE T,

B -

configure terminal

logging
logging
logging
logging
logging
logging
logging
logging
logging
|

history debugging
snmp-trap emergencies
snmp-trap alerts
snmp-trap critical
snmp-trap errors
snmp-trap warnings
snmp-trap notifications
snmp-trap informational
snmp-trap debugging

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT w72 NETCONF-YANG 2 EE#) L7-t%. K ® RPC <edit-config> A v &—% NETCONF-YANG ~— MIiEE L
T, SNMP h 7 v 7OV HR—NEHMMILET,

1 -

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">

<edit-

config>

<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">

<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>

</netconf-yang>
</config>
</edit-config>

</rpc>
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RSA R—RD1—FRIEEEFT 5100 ssHy—nEE [

ATv T3 RORPC A v &—% NETCONF-YANG R — MIIEEL T, Efrar 74 FXal—Ya B AX— T v
Far7 4 Xalb—3 g NREFELET,

1 -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—XADA—HFEEEEEITT 57D SSH H—/\DFHRTE

NETCONF-YANG 23 —H %A+ A7 D SSH AT — 2R ET AL, IROEXLFEIT

LET,
FIEDO#HE
1. enable
2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string
6. end
FIEDEEHM
ARV RFEEETIIa Y B8
AT 71 |enable FitE EXEC E— K2 LET,
1 - e NAT— REANLET (EEREINELE) .
Device> enable
R T 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REELG
1 LET.
Device# configure terminal
AT 7 3 |ip ssh pubkey-chain SSH — /R LD 2 —H35 L O — SFRFEA I
i - SSH-RSAF—ZREL, AHF— a7 4 Fal—

varE—RFERBLET,
o = NITRFE SN TVDHRSANF—R, 77
AT MTRFSH TN D AR F— & b —
OXT AL THRIESN S &, 2 —PRGRT

Device (config) # ip ssh pubkey-chain

T,
R v 7 4 | username username SSH oL — 4, %27 L. A% — ¥ 2o 7
1 Fal—aryE— N2 LET,
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ARV RFERETIVa Y

B8

Device (conf-ssh-pubkey) # username userl

AT 75 | key-string
51 -

Device (conf-ssh-pubkey-user) # key-string

UE—hF E7DRSAAHF—ZFEE L., AT —
F—H a7 4 Xal—ar T— REBLE
R
GE) A—TUSSHZTAT v b (FW0ik
Z.% & ssh/id_rsa.pub 7 7 A VI D) A6
F—ELRETEET,

AFv 76 |end
R

Device (conf-ssh-pubkey-data) # end

NHHF—F—F a7 4 X2 —v 3y F— K%
T L. B EXEC E— RICREY 9,

T 7 /v N BRA MIREBDIZIX, nohosthame =
<~ FEFEHLET,

CLIl #{EH L NETCONF O Fa)LDa> T4 XL —

>3 /@ﬁEmL\

NETCONF 2> 7 4 F a2 b— g VAR TAICIIROa~ REERA LET,

FIEDHEE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang diagnostics summary

5. show netconf-yang statistics

6. show platform software yang-management process
F gD F¥H

AT w71 show netconf-yang datastores

NETCONE-YANG 7 —# 2 b TIZRET 215 HREF R LET,

Device# show netconf-yang datastores
Device# show netconf-yang datastores

Datastore Name : running
Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00
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ATy T2

ATvT3

ATvT4

CLL (A L1 NETCONF 70 kaLnay 7 s FaLb—vavoikR [

show netconf-yang sessions
NETCONF-YANG & v ¥ = BT DR AR R LT,
1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail
NETCONF-YANG & v & a VB 5 3G S e 2R LET,
£

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications : 0
global-lock : None

show netconf-yang diagnostics summary
NETCONF-YANG Z Wi OB E 2 FRm L ET,
i -

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON
Diagnostic Debugging Level: Maximum
Total Log Size (bytes): 20097

Total Transactions: 1
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message username session-id transaction-id start-time end-time log size

1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

AT w75 show netconf-yang statistics
NETCONF-YANG #EaHZ BT 2 AF R~ L E T,
11

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

AT 76 show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMVBERY 7 2T a0 ADAT—X A% FRLET,
1 :

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running

G¥) 7oA nginx IL, ip http secure-server £ 7=1% ip http server 237 /S A THE SN TN DHHEIC
FATSNET, ZoT kAN [97) KETR < THNETCONFIZIEFITHREL £, 72721,
RESTCONF (213 nginx 7' 2 & AN METT,

3 12: show platform software yang-management process 0 7 4 —JL F (D E%ER

Ja4—ILK B

confd AT 4 Falb—vary T—FY

nesd Xy NU—0 BRIt A F—F
syncfd T —F B ORI

ncsshd NETCONF &% =7 > =/l (SSH) T —F
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RPC I= & % NETCONF-YANG ZiinE = ]

J4—ILK e

dmiauthd FNA REBA L F—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd BT —4 v~ X —Vx T—F

nginx NGINX Web 4 —3

ndbmand NETCONF F— 4 R_— & = F— %

RPC [Z & % NETCONF-YANG 52 D & 7R~

show netconf-yangdiagnostics 2~ > R E721ZIRDO RPC 2 H L T, ZWiEMwas R - TEET,

&IZ. NETCONF-YANG 22 Hh24 5 RPC Ol L . RA M HE={E LT RPCIGEE <L
F9,

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965be6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

*#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIEDO AT —H A% 7T RPC Dfl &, A MDEZ(E LI RPCINEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-£fc44-45e2-9390-£8a5968dc8d4">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
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</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASDPLZIFE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" 2>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR TH-HD RPC DL, RA M SHSE LT RPCIEEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid: 9 ffb8d5-3866-48ef-b59d-0486e508fbcd">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
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</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:9pffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans—-count>
</diag-summary>
<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>
</diag-trans>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, WESNTFEV AT AL T —RA v =27 — A 7557200 PRC OFE . ARA R
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-£fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>

12, NETCONF-YANG 2l & #2029 % RPC O & R A R BH5%2{E L2 RPC & &R L
ij_o
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#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9bb9%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e%b9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF 7O kO J)LDOBEEEF

ESPER=
BEEIEE T=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 5370 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub VAT U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T o7 NUICEBEBILES, Z 2 TiE, 10S XE,
I0S-XR, BELUNX-0S7' T v b7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
=4 /RFC 24 R

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [fi]i} 5 —
X2 E®T VTSR

RFC 6241 Xy NU—ZFES 1 k2L (NETCONF)

RFC 6536 Fv NI —7FETm ha)L (NETCONF) 7 7 & AHl#EET
%

RFC 7950 YANG L1757 —% €7 U /55

RFC 8040 RESTCONF 7 17 | =)L
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NETCONF 700 b T /)L D#EHEEIESR .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 7’00 + O )L D#ERETEHR

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKRIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHYR—FSnET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£ 13: NETCONF 7’00 + O )L D EETESR

EFLEBBEIOIS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

CiscoIOSXEFuji1681a’C“ . T Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco 10S XE Fuji 16.9.2 ZOBEEIX. RO T v N7 F— AT
EHEINTWE LT,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco 10S XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Tl%., =
16.10.1 DOHERBITIRD T T > b 7 — LTk
INTWE LA,

* Cisco Catalyst9800-40 U 1 ¥ L A =
v hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
Y hr—7

* Cisco Network Convergence System
520 U —X

Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 Tl%, =

16.11.1 DH%AEIX Cisco Catalyst 9600 3 U — & A
A v FICEEINTWE L,

Cisco IOS XE Gibraltar Z OFEREIL. Cisco I0S XE Gibraltar

16.12.1

16.12.1 T, Cisco Catalyst 9800-L ¥V 1 ¥
L2Aay br—J 23 EsnE L,
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KRS )1)—=x HERETE R
Cisco IOS XE Amsterdam | = O#FEIL, Cisco I0S XE Amsterdam
17.3.1 1731 TRDT T v 7 +—AICEIES
IWE LT,
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Z OFTIX, HTTP ~~— A D Representational State Transfer 27 f ¥ 2 L—L 3> 7’1 hajv
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 BT VCEAFEDOY) T—F Ty —Y% a—/L (RPC) #1E. BLUYANG T /L CTERES
NWTWNWDARY MNIT 78R TEZOD, BEAERR A =X NIFESL, ul T I JRe
B X —T7 oA A%t LET,

« RESTCONF 7' & s 2L ORHESSE (207 2—2)

« RESTCONF 7’12 h 2 L OHFIFEIE (207 ~=—)

« RESTCONF 7' | 2/ L2 21 (208 ~<—)

« RESTCONF 7' & |k /LD EFHIE (229 _—)

« RESTCONF 712 k =t )L DRRER] (234 ~<—2)

« RESTCONF 711 k 2 /L DBEER (237 =—2)

« RESTCONF 7’11 k =i /L DFEFENS . (238 ~2—2)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONF#Z/TLTCWAH 7T v 74— ATEHEL GRET — & O A L [RER) |
TNV NTHDNZ > TET, AT XD/ ) EEFA N = v JiIcxtisT 53y
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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Cisco-I0S-XE-install-oper & ¥ = — /LT (&, =V a UIFREFTRT LI EIER// —FKRHY
i j‘o

WD 7V RPC &, Cisco-I0S-XE-install-oper & ¥ = —/LDH R — h I TWD /) — KD—
WL, Ay —BIRAT— V) —AR—g U EEHRANDLOREEZRLTWET,

<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<nc:get>
<nc:filter>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version/>
<version-extension/>
<current/>
<src-filename/>
</install-version-info>
</install-location-information>
</install-oper-data>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<data>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version>17.06.04.0.3870</version>
<version-extension>1651661105</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.09.01.0.158212</version>
<version-extension>1651125381</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.10.01.0.158658</version>
<version-extension>1651754624</version-extension>
<current>install-version-state-present</current>

<src-filename>/bootflash/c8000v-universalk9nic.2022-05-05 18.13.SSA.bin</src-filename>
</install-version-info>
<install-version-info>
<version>17.10.01.0.160585</version>
<version-extension>1656581638</version-extension>
<current>install-version-state-provisioned-committed</current>

<src-filename>/bootflash/c8000v-universalk9.2022-06-30 15.03.SSA.bin</src-filename>
</install-version-info>
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<install-version-info>
<version>17.10.01.0.162616</version>
<version-extension>1657120419</version-extension>
<current>install-version-state-present</current>

<src-filename>/bootflash/c8000v-universalk9.BLD POLARIS DEV_ LATEST 20220706
143733.SSA.bin</src—-filename>
</install-version-info>
</install-location-information>
</install-oper-data>
</data>
</rpc-reply>

71 k2L, gNMI, NETCONF, 721X RESTCONF Z i3 %554, Cisco-I0S-XE-native:version
EFVa—E AV =V )= ANRN=Ta OB ERRLET,

RESTCONF APl ') vV —X

APLY Y — A%, +restconfiINiET D LAY YV —A T, ZIUIRDAT 4T ZA L HPR—
FLET,

)

GE) A5 4 7%, RESTCONF #— (XML F 721X JSON) 215/ &5 YANG X RPC D
2 AT,

» application/yang-data+xml & 7213 application/yang-data+json

« APl U Y — & |Z|%. RESTCONF DATASTORE 35 J U} OPERATION Y ¥ — Z ® RESTCONF
J— bk VY —=2ANEGENET, KICPEZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com

Accept: application/yang-data+json
The server might respond as follows:

HTTP/1.1 200 OK
Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{

"ietf-restconf:restconf" : {

"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"

}
}

ZEAZ DWW TIE, RFC 3986 Z &ML TL 72 & W
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AV Rix, #—% v b U Y—=RATHEITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG JEZURPC (%, RESTCONF H—/
WCAFTET D4 —7 w F YANG BT VICEET HHED Y VY —RAIZx LT, FFEDA Y v R&
FEOMH U %97, Uniform Resource Identifier (URI) (X¥gE I NV Y —ADrlr— 31D &
L CHERET D=8, 77472 F®RESTCONF £ Vv RiL, TOREDY V—AZEL T,
HTTPS ® A Y » REIIT 0T 4 THESNILT 7> a U EFATTH N TEET,

FEMIC OV TIX,  [RFC 8040 : RESTCONF 12 h =/ ZHBM L T 7E &0,

RESTCONF YANG /Xy FDHHR— k

RESTCONF iZ, RFC8072 THEEZINTWA YANG R F AT 4T XA T HVR—FLTNE
4, YANG /v Fi%, RESTCONF #— 2L ->TH—4 v hF—#% X 72 S b e
DNEFFfFE U A R TH, YANG Ny FHEAEIZ, AT ¢ 7 % A 7 application/yang-patch+xml & 7=
I application/yang-patch+json DWW F & L 7o KRBTy F A Y v REREZEEFETH &
\ZX > TRESTCONF 7 74 7> MZ X VMO EET,

YANG /Xy FF—EDOy FID TS ET, Ny FIImMEQIAF T bhnizar s v a
YTHY, BREIIREID ICL-oTHBIESNET, ¥—F v MU Y —X T S b iRER
B C TR . THIBR (delete) | . THEAL . [~=—)  TB#E)) | [E#H] | [THIER
(remove) | ) WHV £,

RESTCONF YANG /N FRH R — F ZINTWDENE I D EERT 5121%, RO RESTCONF
Get BREZRITLET,

$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1.0</capability>
<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>

<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>

ot a Tk, WL 25D RESTCONF YANG 7Ry F Ol ZR L ET,
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TrANERELLD E LTS EEIL, RUIORENT TICHEAEL, =7 —RHREINE
T, VIDORENER L=, Y OREITFRITENETA, ZOFITIL, XML = a—
T4 TBERIRTWET,

WOHE, RESTCONF 27 A4 7> hixbD U Y — R BMEREZRL TWET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">Cat9K-test</hostname>
</value>
</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>

DL, RESTCONF H— 3727250 JSON J5& &R L TCWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

{
"ietf-yang-patch:yang-patch-status": ({

"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",
"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"
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wOFIL, RESTCONF H— 35D XML JE&EZR L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>

<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $

1)y —Z2MENL
WOBNE, REFREZRLTNET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

WOHNE, REFRBKD LI L E2RLTWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-Loopback-patch",
“ok" : [null]
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

ROBFNE, VA NOAZRPEI LI Z L AR L TVET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "insert-Loopback-patch",
“ok" : [null]

JRRI U MY DFEE)
WIZ, =T Ry 7 I NN—T Xy 7 0 DRICBEI SN 62 R LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

WROBNE, BEVERPRID LI L 2R L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
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application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]

NETCONF RESTCONF IPv6 0D+ 7R—

F—=H ETTIN AL H =T A A (DMI) 1ZIPv6 712 b 2 /LOFEHZYR—FLTWHET,
DMIIZEDIPV6 DYV R—RE, 7F7A T v TV r—ari, IPv6 7 KL AEHHATS
=R LBETLHEICHICEEE T, MR A o Z—T = A AL, 1Pv4 & IPv6 Dl )7
WIZOWTCT 2T IVAK /7 ZYVR—bMLET,

DMIiX., %y NV =V BEREROEFEHLESH T H—HOY—E A TI, NETCONF <°RESTCONF
REDT TV r—vavErsa hani, Xy =270 LTCINHLDODMIICT 7B AL
S

IPv6 7 RLUANERTE SN TWVRWEETDH, %%ﬁ??fUﬁ%VaVﬁE%Vﬁy%%U?
AU ETR., b Y7y MIBGERREIZRY £,

10S <> KO XML ADZ

Cisco 10S XE Cupertino 17.7.1 LAfED U U — A TiX, 10S =~ K% E#9% NETCONF-YANG
XML % 72 1% RESTCONF-JSON Zsk A v —JIC HEIICE T 4, ERENT-HRE A
=% G LT, AvE—UTHEHAIND Xpath ZEETX 9, %Lﬂ:éi{btﬁﬁtféﬁk
SNTEREEZHEHLT, Xy NI NOMDT A, AT o ya=r /7 TEES, 277
L., ZOREFEETEEHA,

10S =~ > RIZZH#T 5121%, show running-config | format netconf-xml =~ > K& 72 (% show
running-config | format restconf-json =~ > K& L E9,

netconf-xml F—7U — FZ®&IR+ 25 & [0S =~ > FiF NETCONF-YANG XML Gz ZE# &
VET, restconf-json F—U— FZ @R 25 &, 10S =2~ NI RESTCONF- JSON?F/ 25
ENET,

I0S =2~ ROREERA~DOERIT, T 7 4/ b THEDZ 2> TOET, KA
NETCONF-YANG #iRETHMLE RSV ET, T—X TNV A H—T x4 A (DMI) 1]
Hbanr-o, @il 7r—~y NI Fva AR L Ca~vy REEHL £1,

&IZ, show running-config | format netconf-xml =~ FOHIFIZR L ET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>17.8</version>
<boot-start-marker/>
<boot>
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<system>
<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_ LATEST 20211020 005209.SSA.bin</
flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<disable-kernel-core>true</disable-kernel-core>
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</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>

</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
<authentication>
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<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
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</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
</on-success>
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</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
</level>
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</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {
"version": "17.8",
"boot-start-marker": [null],
"boot": {
"system": {
"flash": {
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"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I

"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-IOS-XE-call-home:tac-profile": {
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {
"utilization": {
"monitor": {
"load": 80

}
}I
"Cisco-IOS-XE-platform:punt-keepalive": ({
"disable-kernel-core": true
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"hostname":

"enable": {
"password": {

"secret": "lab"

}

"pi-prog-csrl",

}I
"username": [
{
"name": "admin",
"privilege": 15,
"password": {
"encryption": "0",
"password": "lab"

}
]I
"vrf": {
"definition": [
{
"name": "Mgmt-intf",
"address-family": {
"ipv4": {
}I
"ipve": {

"ip": {
"domain": {
"name": "cisco"
}I
"forward-protocol": {
"protocol": "nd"
}I
"route": {
"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-1list": [
{
"fwd": "9.45.0.1"

}
] 4
"vrf": [
{
"name": "Mgmt-intf",
"ip-route-interface-forwarding-list":
{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fwd-list": [
{
"fwd": "10.104.54.129"

[
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}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"
}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",

"vrf": |
"forwarding": "Mgmt-intf"
}I
"ip":
"address": {
"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name" : n3n’
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"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "4",

"mop™" s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I
"Cisco-IOS-XE-ethernet:negotiation": {
"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
}
}I
"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]
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]
}I
"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,
"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {

}
}
}I
"multilink": {
"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I

"redundancy": {

}I

"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": ({

"system-id": [null]
}
}I
"subscriber": {
"templating": [null]
}I

"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {

"chain": [
{
"name": "SLA-TrustPoint",
"certificate": [
{
"serial"™: "O1",
"certtype": "

ca"

1
}I
{
"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial"™: "O1",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
}I
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"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "C8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage

"

"first": "Q"

"console": [
{
"first". "O"
. ’

"exec-timeout": {
"minutes": 0,
"seconds": O

}I

"stopbits": "1"

"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
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"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}
]
}I
"Cisco-IOS-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"

RESTCONF 7’0 F O JLDEHREAHE

AAA % {E A L /= NETCONF/RESTCONF o zZEE

FIRDEE

4 HREIIC

B

axX ;&

el |

NETCONF ##ft & RESTCONF #&fti%, Gk, #Frl. BLXOT U7 17 (AAA) ZEH
LCRAET 2R E N D D T, ZORE, HERL L 15 DT 7 A TER S/ RADIUS

771X TACACS + =2 —HI|Z, VAT LA~DT 7B ANHFTENET,

enable

configureterminal

aaa new-model

aaa group server radius server-name

server-private ip-address key key-name

ip vrf forwarding vrf-name

exit

aaa authentication login default group group-namelocal
aaa authentication login list-name none

10. aaaauthorization exec default group group-namelocal
11. aaasession-id common

12. line console number

13. login authentication authentication-list

14. end

©ENOOHRWN A
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FE D
AV RFEREETO3 Y B

RTwvF1 |enable it EXEC £ — R& A X —7 LI LET
L « NRT—READLET (@ERSNHE) .
Device> enable

RFw 72 |configureterminal ra—)ar7Z4Xal—3ay T— N2
151 LETS
Device# configure terminal

AT v 73 |aaanew-model AAA A F—TNIZLET,
1
Device (config)# aaa new-model

A7 74 |aaagroup server radius server-name RADIUS #h— %8 L, ¥ —/\ 7 /L—7"RADIUS
Bl - a7 4 X2l —vary T— REREBLET,
Device (config)# aaa group server radius ISE « server-name 5|22 1%, RADIUS ¥—/X 7 )L —

ThEEELET,

RFwF5 |server-privateip-address key key-name 77 A ~_X— K RADIUS B — "D IP 7 KL & L5
11 F—ERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7y 76 |ipvrfforwarding vrf-name AAA RADIUS % 7213 TACACS+ H—/% 7 )L—7 D
B - Virtual Route Forwarding (VRF) ZMIEHRZRT L
Device (config-sg-radius)# ip vrf forwarding jijfo
Mgmt-intf

ATy ST |exit P—R JL—TRADIUS 2> 7 4 X a2l — g
i - F—REKTL, ZJe—bar 7 Fal—sg
Device (config-sg-radius) # exit v ' F&:Eﬁ D ngfO

X w78 |aaaauthenticationlogin default group group-namelocal | & 71 Lz, BEE SN NV—T 45T 7 41 k
B - Du—71v AAARFEE L TRIEL X,
Device (config)# aaa authentication login default]

group ISE local
A5 w79 |aaaauthentication login list-name none VAT LSO T A CRICRGEN AR ETHDH I & &

&1

Device (config)# aaa authentication login NOAUTH
none

fRELET,
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

X 7w 710 |aaaauthorization exec default group group-namelocal | 37 n] % 5247 1 C. EXEC 3 = /LD FE TN —FICHF
Bl - STV ENE D DERER LET,
Device (config)# aaa authorization exec default
group ISE local

RT w711 |aaasession-id common BEDa—MIKH L THEHESNEYy > a IDFE
R WO CIZe D LI LET,
Device (config) # aaa session-id common

R T 712 |line console number RETLHREDEMEZRHIL, T4 ar7 4 ¥a
1 L—yary E— RefELET,
Device (config)# line console 0

Z 5w 713 |login authentication authentication-list 07 A KT D AAA FRAER A R—T7 VI LE
£ kK
Device (config-line)# login authentication NOAUTH

RTwv 714 |end a7 4 X2l —varT—Ra2RTLET,
- BT, FHE EXEC £ — FIZRED £,

Device (config-line) # end

RESTCONF O Cisco 10S HTTP -—E XD FE 1t

FIRDEE

FIRD

RESTCONF A > % —7 = A AZfEHT 5

1. enable

2. configureterminal
3. restconf

4. ip http secure-server
5. end

I, ROMEEZATOET,

ARV EFEERTIVa Y

=)

AT 71 |enable HetE EXEC E— FAZADNC LE T,
1 e NRAT—KE AN LET ERENZES) .
Device> enable

R 72 | configure terminal Ja—sL ar7 4 Xab—ar T Rl

1 -

Device# configure terminal

]\/\i‘g_O
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ARV RFERETIVa Y

B8

R T v 7 3 |restconf
I

Device (config)# restconf

Fw NU—2 F 34 A TRESTCONF A ' Z—7 =
ARAEHIMZLET,

R 74 |ip http secure-server
1 -

Device (config)# ip http secure-server

Y% 27 HTTP (HTTPS) H— %A X —7 11T L
i‘ﬂ—o

AT v 75 |end
1 -

Device (config) # end

Juau—)ary7 4 FXal—ary ET— RRERKT
L. $H EXEC =— RZ Bt L £,

RESTCONF 0 £% % D 1R Al

AZ—=R T w7 ar74Xalb—rary AL TT A AREETS &, ngink 7 12& A0
FATHIZAe 0 9, 72720, DMI e RIAETIER D A,

R @ show platform softwar e yang-management process monitor =~ > KO J14iL, nginx 7
HEANFITHTHLZ LA RLTWVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ
nginx 27026 S 332356
nginx 27032 s 337852

RSS $CPU $MEM ELAPSED
18428 0.0 0.4 01:34
13600 0.0 0.3 01:34

NGINX /&, 7'm ¥ Web #—3& L THERET 2 NES Web #—~/XC. Transport Layer Security

(TLS) ~<X—ADHTTPS %42t L 3, HTTPS Z 41 L Ti4(5 S 72 RESTCONF ERix, 4]
IINGINX 7' 2 % 2 Web h—ERZ K-> TRIF S, SHICHERBBL/E~vrT 4 v 7 F =y
7 D7 HIT confd Web H— N ZHRE S U E T,

&K@ show platform software yang-management process 2~ > RO AL, A¥— T v
AT 4 X2 —varEFEHL T A AREHINEEDOTRTOTrEADRAT—X
AR LTCWET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running
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restconf 22 RAFEE SN TN DG, ngink 7' B ANFEE S 4L, DMI 7' 8t 23 EH)
SINET,

& @ show platform softwar e yang-management process =~ > KO H J#iliE, nginx 7r & A &
DMI 7 a2 23 EEB L TEITHFTHLHZ L 2R L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running

XK@ show platform software yang-management process monitor =~ > RO 3FCTix, TP
7 AT AR RS E R SN TVET,

Devicetshow platform software yang-management process monitor

COMMAND PID S VSsSz RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 s 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 s 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 s 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA L RESTCONF A > % —7 = A ANFKE S 4L, nginx 7' 2R LBEET 5 DMI 7' 1t AR
FATHI Ao 72, T 734 A1X RESTCONF ER %2 %[5 T& HIRMEIC /20 £,

NETCONF/RESTCONF t v ¥ a v DAT —H A% FK"$ 5HI21E, show netconf-yang sessions
av s REEHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1

session-id transport username source-host global-lock

19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF v ¥ = ¥ 2 il 4 & "3 5121%, show netconf-yang sessions
detail =~ R&EMHLET,
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Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

RESTCONF 7’00 kO JL D& EHI

5| - RESTCONF 70 O JLDERTE

RESTCONF 23K (HTTPS Verh)

I, Z—=H v MUY —ATHFAEIN TS HTTPS Verb %779 RESTCONF Bk D27~ L
F9°, ZOFITIE logging monitor 2~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SS>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v F TARAL RIHFIEL Va7 4 Fa b— 3 UBMERKRS
nEd,
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\)

(GE)  Ffrar74¥al—3 =3 Tloggingmonitor 2~ REMHA TR & 2R LT
IZEW,

R POST 23k DTl logging monitor alerts =~ > &l L T\ ET,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (MERLF=(FEH) ZXK

BESNica~ v 3T ZFE L WEATE, POST ZRIC K - TR S 1L E
T, TlEL, FETar 74 ¥ a2 b—a VT TIAHET 25613, ZOERICk-
Tavy RPEEHRIONET,

& D PUT ERDOHITiL logging monitor warnings 2~ > K& H L TW\WET,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
> 3!

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#
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PATCH : (E#7) ZEXK

R PATCH %R D45 Cl% logging monitor informational =~ > K& L TWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 3

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET ZR (GiaHY)

WD GET EsRDOF Tl logging monitor informational =~ > KZfH L T\ £,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

{
"Cisco-IOS-XE-native:severity": "informational"
}

Device:~#

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| EFLEBHEIOISIEY T4
ReSTCONF 70 o Lopszzs [

DELETEZXK (2> 714 FaLl— 3 vOHIRR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux_host:~#

RESTCONF 7’00 k O )LD ESE & #

BEEIEE I=aTFILEAL L

I0S-XE, I0S-XR, BILNNX-0S |BHFHEIZHMNY 9 W\ AT Cisco YANG ET /LT 7
Ty "7 —LDOEFEEERY | AT AHICIE, GitHub U ARY R Y 288 L vendor/cisco
U —2ZD YANG T —H% ET )b HT7F 4oL MUICBELEY, Z 2Tl 10S XE,
IOS-XR, BEIUNX-0S 77 v b7+ —2DSFEIF 7
V) —20ETNVEMHERATEET,

BREL X URFC

ZHERFC |2 1 FJL

RFC 6020 | YANG : Network Configuration Protocol (NETCONF) [fiJ 7 —4% €T U > 7 &

=hH
I=]

RFC 8040 | RESTCONF 7'z k =2 /L

RFCB072 |YANG Xy FAF 4 T HZA T
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SRADTY ZHIL YR—F

A o

2 AR — FWebt A FTliE, &=l | https://www.cisco.com/c/en/us/support/index.html
BT 7 /Y —IlETH NI T a—T ¢
VAN ST SVAGAY el b R P S e S
RV —NEFZLOLTLEERAT T
V= Az L TnET,

BEWOWGEOEX 2 U T ¢ FHROHAEHRE
AFT 572812, CiscoNotification Service (Field
Notice 7*% 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITMATE £,

VAaDYR—FWebA bOY—LIIZT I
AT A%, Cisco.com D —HF D B LR/
U— RBLBECT,

RESTCONF 'O kO /L DHEEETEER

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET YV —XERERLET, ZOFRIZ, V7
77 VU —RX FA VU TEEEOTR— IR EASINZEEOY 7 2T VY —RX7E
FERRLTWET, ZOMEEIZ, BTk RR2WRY . ZRAUEO—#EOY 7 vy =7 U Y —
ATHYR—FENFET,

7Ty b7 A= LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ K
&9 %IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 £ 23 2|2
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT H U > MIMLEH D £ A,
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RESTCONF 700 k o /L (D#EEEIEER .

£ 14: RESTCONF 7’0 ~ 0 )L D ETESR

MWEEg |UU—2X HEEIER

RESTCONF | Cisco IOS XE | RESTCONF (%, YANGE7 /L CEBZRSNTNDIRET —# ., Ik
—~nr b= |Everest 16.6.1 BT —4% . T —FFT )VEFARDRPC DEMER XA X M@
v (7 7R AT B, A G = KIS TR ST F

A B =T oA Ak LET,

COBRENKRDT T v b7 4 — A TEMISNE LT,
« Cisco 4000 ¥ U — X ¥ —E AfrafL— &
*Cisco ASR 1000 7 7' U '—v g o h—E R L—&
« Cisco Cloud Services Router 1000V & J — X

WO A~ RPEANFEIIIELESNLE L7 - iphttp server B &
O restconf

Cisco IOS XE Fuji | Cisco 10S XE Fuji 16.8.1a Tlx, ZOMEREIZRO T 7 v b7 4 —
16.8.1a AiTHEESRTVE LK,

« Cisco 1000 & U — X #—E Afra L — &

*CiscoASR900 >V =X 7 /U =g v —E R L—&

*CiscoASR920 ¥ V=X T 7V F—a v h—ER )L—%

» Cisco Catalyst 3650 > U — X A A v F

» Cisco Catalyst 3850 > U — X A A »F

* Cisco Catalyst 9300 ' U — X A A v F

* Cisco Catalyst 9400 > U — X A A > TF

* Cisco Catalyst 9500 33 LTV 9500 /™A NT H—~ 2 A V1 —

AL v F

*CiscocBR-8 2> /N\—U K 7 — RN R Lb—&

* Cisco Network Convergence System 4200 3 Y — X
CmmmSHWW(mWKBXEHym9zf ZOMREIIRD T T v T —
16.9.2 KCEESNTOE L,

« Cisco Catalyst 9200 35 X TV 9200L > U — X 2 A v F

* Cisco Catalyst 9300L SKU
Cisco IOS XE

Gibraltar 16.11.1
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Cisco IOS XE Gibraltar 16.11.1 TiX, ZOHREIZIKRDO T T v
T —AIEEETWE LT,

* Cisco Catalyst 9600 > U —X A A v F

3
3
R

BE

« Cisco Catalyst 9800-CL VA Y L A= fr—7
* Cisco Catalyst 9800-40 V A Y L ZA 2 fu—7
» Cisco Catalyst 9800-80 VA Y L' ZA 2 fu—3

« Cisco Network Convergence System 520 2 J — X

Cisco 10S XE Z OWEEEIX. Cisco IOS XE Gibraltar 16.12.1 T, Cisco Catalyst
Gibraltar 16.12.1 |9g00.L 7 4 ¥ 1L 22> FE—F] WCEEINE L,

CiscoIOSXE | = ffElL, Cisco I0S XE Amsterdam 17.3.1 TRDO T 7 » b
Amsterdam 17.3.1| - 4 — )z Sk L7,

» Cisco Catalyst 8200 >V —X v 77 v N 7 4 —L4
* Cisco Catalyst 8300 >V —X =¥ 7T v N7 4 — A

» Cisco Catalyst 8500 33V 8500L >V —X = 7T » b
7 F—5Ih

Cisco 10S XE Z OFERENL. Cisco I0S XE Bengaluru 17.4.1 T, Cisco Catalyst
Bengaluru 17.4.1 18000V Edge ¥ 7 b7 = T IC IS E LT,
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3
b
R

)1)—2R

HEETER

RESTCONF
YANG

Ny FD
P AR— bk

Cisco IOS XE
Amsterdam 17.1.1

RESTCONF (%, RFC 8072 THEE I TV 5 YANG /% F A
FTAUAT A T YR =K L TWET,

ZOBREIX, ROT T v 7 A —AICEEINTNE LT,
* Cisco 1000 'V — X H— B AHAER L —H
* Cisco 4000 > U — X H— b A HE A AL — &
*CiscoASR900 >V —AX 7/ U F—v g h—E R L—X

*Cisco ASR 1000 7 7' U F—va v —E R L—4
(ASR1000-RP2, ASR1000-RP3, ASR1001-HX,
ASR1001-X, ASR1002-HX., ASR1002-X)

« Cisco Catalyst 9200 > U —X A A v F

* Cisco Catalyst 9300 > U — R A A v F

» Cisco Catalyst 9400 > U — X A A »F

» Cisco Catalyst 9500 > U — X A A v F
*CiscocBR-8 2> /N—U K 7 m— RN R b—&
« Cisco Cloud Services Router 1000V & J — X

* Cisco Network Convergence System 520 2 J — X

» Cisco Network Convergence System 4200 3 Y — X
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. 9.
=% =R

NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — b A L~L ACL IZBI9 A 1FH (243 =—)
« NETCONF # L O RESTCONF O H#—E & Ll ACL O ESE (244 ~2—)
« NETCONF 3 L T RESTCONF O #—E 2 L)L ACL OREH (247 =—3)
« NETCONF 35 . TRRESTCONF O — ' 2 L~L ACLIZ B3 5 F D&k (247 2—2)
« NETCONF # £ O RESTCONF O H#— B & L~ ACL OISREGH (248 ~2—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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B NETCONF &5 & U RESTCONF 04— £ 2 L <L ACL D ER T A5%

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
Vabs s

NETCONF-YANG v < 3> ® ACL DEETFE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
ARV RFERRETI a3 Y B
AT w1 |enable it EXEC E— RZ AT L E T
i « NAU—RKEANLET FERENTEHA)
Device> enable
AT 72 |configureterminal rua—s\ ) ary7 4 X¥ab—3iay T— FEBlh
{5 LETS

Device# configure terminal

27w T3 - ip access-list {standard | extended} access-list-name| < JEHED P T 7/ A U A R AFEE L C. EAHEDT

* ipv6 access-list access-list-name JEAYANary74¥al—raryE—FR
15“ : %Eﬁﬁé Ljﬁj«o
Device (corllfig) # ip access-list standard eIPv6 7 /&R X FEAETEL T, EAHED IPv6
acll permit TI7AVARNa 7 4F2lb—2 gy F—
Device (config) # ipv6 access-list ipvé-acll permit }$%Eﬁﬁﬁél,§£?f
A7y 7 4 | permit {host-address| host-name| any} [wildcard] Ny NEFFRIT S IPAPVG 77 £ A U A R D4
15“ : %gﬁfé’ L/iﬁ‘o
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RESTCONF &z < 3 > ACL D% E .

ARV RFEREET7TOVa Y Be
Device (config-std-nacl) # permit 192.168.255.0
0.0.0.255

ATy 75 | deny {host-address| host-name | any} [wildcard] Ny NERETHIP £7201LIPv6 77 A Y Z K
i - DFEMZHRELET,
Device (config-std-nacl) # deny any

AT 76 |exit EHROT 7 E AV AR a7 4 Fal— g T
i - RE/RTL, Za—r b ar7 s Falb—vav

EF—FIZEY £,

Device (config-std-nacl)# exit

AT 77 | netconf-yang ssh {{ipv4|ipv6 }access-list name NETCONF-YANG ¥ v+ 2 > D ACL % E L £ 7,
access-list-name} | port port-number }
fi

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

A7 v 78| end Fu—AvT 4 Fal—vay T— REKT
Bl - L. i EXEC E— FIZRE D £,

Device (config) # end

RESTCONF v < 3 > ACL DEFE

RESTCONF v a v DIP 77 ®BAV A RNEZIZIPVO TV AV A NERETEET,

FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
FIED %
ARV KRFERETI Va3 Y B
AT w1 |enable it EXEC E— RZ AT L E T,
i) : e NAU—REANLET FERENTEHE)
Device> enable
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ARV RFERETIVa Y

B8

R T w 7 2| configure terminal yu—sL ar 7 4 ¥ab—iay E— FEHk
1 - LET
Device# configure terminal

ATFvT3 « ip accesslist {standard | extended} access-list-name JEHEDIPT /ERY R NERELT, EHDOT

* ipv6 access-list access-list-name JEA VAP T 4F2lb—T g EF—FR

i - &AL E T,
Device (config)# ip access-list standard e IPv6 77 & X U Z ]\ %;J:Eﬁé LT\ *?@@ 1IPv6
setlpermit TOEAUARN AT 4K al— g
Device (config) # ipv6 access-list ipvé-acll permit fféfgﬁﬁﬁl/zk7f

AT 7 4 | permit {protocol-number | ipv6-source-address | Ny NEFR[THIPv6 T 7B AU A OSM &R
ipv6-source-prefix | protocol }any EFLET,
fA
Device (config-ipv6-acl)# permit ipvé
2001:db8::1/32 any

R T w 75 | deny {protocol-number | ipv6-source-address | Ry NERIEGTHIPV6 T 7 £ A A M D&M AR
ipv6-source-prefix | protocol }any any FLET,
1 -
Device (config-ipv6-acl)# deny ipvé6 any any

ATy 76 |exit IPV6 77 A UAL 27 4 Xal—gy £—
15 - REKTLTC, Zea—)bary 7 4¥Xal— g
Device (config-ipv6-acl) # exit T FICRY £

X 77 |restconf {ipv4|ipv6 }access-list name access-list-name| RESTCONF £ v 5 > D ACL # 3% E L £ 7,
{5
Device (config) # restconf ipvé access-list name
ipv6e-acll permit

RTwv78|end sa—r\ L ary 7 4X¥al—ay ET— REKT
Bl - L. i EXEC E— FIZERE D £,

Device (config)# end
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NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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B NETCONF & & U RESTCONF 04— E 2 L XL ACL DR BENE SR

SRADTY ZHIL YR—F

A s

AADYR—kWebH A FTix, v AaDHEGET 2 7 v v — | hitpr//www.cisco.com/support
BTN TNy a—T 4 U 7B RILTWERET 5 L )12,
YA T ARV =N EFI LD ETLEERA T ) Y =A%
R L TnET,

BHEWORGOEX 2 U 7 4 fFRPEMEHREAFT D201,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

WOFRIZ, ZOFY 2 — /LT LTBEREICET 2V Y —A#®RERLET, ZORIL, V7
F7=27 VDU —RX LA U TEHEEOYR—INPEAINTLEEOY T by =T U Y —X72
FERRLTWET, ZOMEEITZ, BTk RNR2WRY , ZALUEO—#EDOY 7 vy =7 U Y —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,
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NETCONF 4 & Uf RESTCONF 0+ — £ 2 L <L AcL o thettss [

% 15: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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» 10 =

gNMI 70 ko)L

ZOFERETIE, gRPC Ry NU— 7 EFHA X —T7 =4 A (gNMI) OBEREZ M L7-E 7 LEK
RORE L EAT —ZOHG, BLXRYE—F 7Ry —Uy a2—/L (RPC) O, &iE.
BEIZOWTHA L E4, gNMI A= 3 2 04.0 BV HR—bFERTHET,

« gNMI 7' 2 [ 2L OfiFIFHE (251 =X—2)

«gNMI 7' b 2L OREEE (252 ~—3)

«gNMI 712 b 2V 2T 5 H51E (263 ~—2)

« gNMI 7' b 2L OFRER] (269 <—)

« gNMI 7’12 b 2/LOBEER (270 <X—)

« gNMI 7' 12 b 2L ORERERE i (271 <X—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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B owioororoms

s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,
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| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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gNMI GET Request

name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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5% 16: SetRequest 0) JSON 13t 0> 451

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 17:1) —2{ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



B owwiosnrn—r

ETFLBHEIOSS5IEY T4 |

dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}
}
}

SR TE DKL

gNMI #E DK GALEEREIZ X W . gNMI SetRequest RPC (2 & » TITHON =9 X TDOIEH 72 ik &
BEMR, T ZOHFEEIZ OREITRFFIND L OICRD 9, ZOMRENEANSIDHA]
X, eNMIBREXTNA ZADFATar 7 4 X alb—va VIREFESTWELE, £/, £
% writememory =~ > K % 721X SaveConfig NETCONF RPC DFATIZ L » TIRIFESNTHNEL
7o
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FITA 74 X2l —2a DT RTOEEL, gNMI LIS OMEIZ L > TERE ST —#
TH->TH, SetRequestRPCRFITEINDEAX— T v a7 4 F¥alb—alilsy—H
PERIESNET,

ZOWRRIZT 7 ANV P THEIITHY . BT HZ LITTEEEA,

gNMI 2 —H5E £ /R — FIC Kk BER5E

a—Fa g AR, 2—FL, BEXUOVSR T — L, £ gNMIRPC TA X F—4% & L TKR
PRt L ET, Wiz, 22—V HERRT— REFHT 5 7L gNMIFERERPC 2~ L £ 77,

metadata = [ ('username', 'admin'), ('password',6 'lab')]
cap_request = gnmi_ pb2.CapabilityRequest ()

# pass metadata to the gnmi pb2 grpc.gNMIStub object
secure_stub.Capabilities(cap request, metadata=metadata)

GNMIDIS— A yt—

TT=NRAETDH L NMIFHANRTT — Ay —VZ2RLET, ROEZ T a TR
eNMI =7 — X vt —T %N DAvR LET,

WIZ, NAPERRGEICRRENDLGT T — A v =02 R L £,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIT, HEREEE T —DPRELEGARICERINDITT— Ay —VOBl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLGTT— Ayt —VOflZRLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBIZT H5E

gNMI 7' & | 2L Z N 5121E, IROFIEZFATLE T,

1. gNMIZ A4 7> &, BiER (CA) IZL > TEA SNTZT A A —#HOFERE % 1
’#Zbij‘o
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B uinx <o openssL x A L= EERE DR

1. Linux T OpenSSL #fi ffl L CREFIEZ1ER L 7,

2. THAARAGERAFEZA A =L LET,

3. T/A ATgNMI Zi%E L £,

4. gNMI AN > THWTEITINTNDNE I et LET,

2. FIOFIETHRELIZZ T4 7> biEHEL L— FEHEZMEH L TgNMI Z A 7> b %
VL ET,

Linux T® OpenSSL Z{£ A L F=3EBAZ D 1ERL

AEAEL T A RARA V ME, X 2T gNMI = 2O BN BT,
WIZ, Linux ¥ 3> T OpenSSL Zf#i [l L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi_client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

CLIIZKZT/INA ANDEEHEDA VA F—JL

WOBNL, T AGEAEE A A M= T 5 5iEEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

# Receive:

% Enter PEM-formatted CA certificate.

% End with a blank line or "quit" on a line by itself.
# Send:

# Contents of rootCA.pem, followed by newline + 'quit' + newline:
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=+

Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

oe°

oe°

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
% Enter PEM-formatted General Purpose certificate.
% End with a blank line or "quit" on a line by itself.

# Send:
# Contents of device.crt, followed by newline + 'quit' + newline:

# Receive:
o

% PEM files import succeeded.
Device (config) #

# Send:
Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none

(
(
Device (ca-trustpoint)# end
Device#

FEtEXa7 E— FTOgNMI OEFE
A\

GE) ZDOH A7 X, CiscoIOS XE Amsterdam 17.3.1 LIfED Y V — Rz H S E 1,

[Day Zero setup] C. HINZT A A& F 2T T— R THHIZLTHEL, T/3( A &)
L., %27 E—FREEDNCLET, A X7 E— R TaNxI Z{£1E9 5121, nognxi
server av 2 REMHLET,

\)

GE) gNxIFEFaT7Hh—"EtFa T —NIT A A ETHRIFICEITTE LT,

)

GE)  gnxi =~ Fid, gNMIB LU gRPCH Y MU — 27 A 2 —T =1 X (gNOI) H—t
ADWFIZHEHA I E T, gNxI Y —/LiX, gNMIBL P gNOL 7' 1 ha V&2 EHT 5%
N =7 EHHAY DLy v a L TY,
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FIRDEE

enable
configureterminal
gnxi

gnxi server

gnxi port port-number
end

show gnxi state

NOOAWN

F IR D EFH

EFLEBBEIOIS5TEY T4 |

ARV RFEERTIVa Y

=)

AT w71 |enable
fi

Device> enable

it EXEC =— RZHI L ET,
e NRATU—KREANLET (FEREINEHE)

R w 72 | configureterminal

1 -

Device# configure terminal

ra—r\Lar7 4 Xal—iay T— NG
L/i—a—o

ATy 73| gnxi
5 -

Device (config)# gnxi

gNxl 7’rtE A& E# L ET,

25y 7 4| gnxi server

1

Device (config)# gnxi server

gNxl — "2t X 2 7E— FTHEMILET,

AT w 75 | gnxi port port-number
1 -

(Optional) Device (config)# gnxi port 50000

Uy A3 2% gNl R— b ERELET,

« 77 5V h DI F 2T gNxI R— b X 50052
‘/Gﬁ‘o

AT v 76 |end
B

Device (config) # end

ra—r\ )L ar7 4 Xal—ay T— REKT
L. M EXEC E— RIZREY £,

R w77 |show gnxi state
1

Device# show gnxi state

eNXI f U H—T 2 f ADAT —H ANFRENE
7
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%27 =— koo oat [

X217 E— FTOgNMI OEIE

FIRDOHE

F IR DA

\}

GE)

Z DX AZ X, Cisco I0S XE Amsterdam 17.3.1 IED U U — |2 H S vE 7,

T X 27— KT gNxl 24519 221X, nognxi secure-server =2~ > R&2MH L £,

GE)  gNxlFEEF a7 V="t XaT7H—NET7 A A ETRFHIZFATTE ET,
S
GE)  gnxi =~ RiE, gNMIB L WgRPC Ry FT— 7 #fEA % —T7 = A A (gNOI) H—Ft
ADOWIFIHEMA SNET, gNxI Y —/LiE, gNMIB LR gNOI 7 b a /L2425 % v
U= EBAY DLy a T,
1. enable
2. configureterminal
3. ognxi
4. gnxi secure-server
5. gnxi secure-trustpoint trustpoint-name
6. gnxi secure-client-auth
7. gnxi secure-port
8. end
9. show gnxi state

ARV RFEEETIVa Y

E]:)

&M

enable
B

Device> enable

¥ M EXEC T=— F&EADIZ L £,
e NMAT—REANLET (FEERENTEHE) .

ATy T2

configureterminal

1

Device# configure terminal

Ja—) a7 4 ¥ alb— gy ®— KNEEith
L\i‘jﬁo

ATvT3

gnxi

1

Device (config) # gnxi

eNxl 7rt A& EE L ET,
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ARV RFERETIVa Y

B8

ATvT4

gnxi secure-server

1

Device (config)# gnxi secure-server

gNxl =Rt F 27— FTACLET,

ATvTH

gnxi secure-trustpoint trustpoint-name

1

Device (config) # gnxi secure-trustpoint trustpointl

eNxI D3FBFEICAEH T2 R T A bR A v b LEEE
Ty FEBEELET,

ATvT6

gnxi secure-client-auth

1

Device (config) # gnxi secure-client-auth

(EE) gNxI7 k'A%, L— hEAELRE LT
74T v MNEHEEZEIELET,

ATy T17

gnxi secure-port

1 -

Device (config) # gnxi secure-port

(fEE) UV Ar95 gNxIAR— FE#HELET,
« T 7V hDOEF 2T gNxIA— ~H9339 T,

ATvT8

end

1

Device (config)# end

ra—N)ary7 4 Xal—ary T— REKT
L. ¥ EXEC E— FIZED £,

ATvT9

show gnxi state

1

Device# show gnxi state

eNxl —"DRAT— X 2% KR LET,

1

Iz, show gnxi state =~ > RO B Z R L £,

Device# show gnxi state

Status

Enabled

gNMIl & S5 4 7 > DR

PIRNCRRE LTey A4 7 > MM L — MEEIEZFEH L CTgNMI 7 74 7 > bR S

ijﬁo

KIZ, Python ZEH L TgNMI 7 54 7> N8 T 262~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys
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>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc

>>> import gnmi_ pb2

>>> import gnmi_pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/'

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem', 'rb') as f:
>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt', 'rb') as f:
>>> client cert = f.read()

>>> with open(gnmi dir + 'client.key', 'rb') as f:
>>> client key = f.read()

# Create credentials object
>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnxi secure-port ####"'
>>> port = 9339

>>> host = <HOSTNAME FQDN>

>>> secure_channel = grpc.secure_channel ("%$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

Bl : X217 E— FTOgNMI DEHIE
A

GE) Z OIX Cisco I0S XE Amsterdam 17.3.1 A )V — R C@EHA S £,

WIT, gNXI =Rzt Xa7E— RCTHEMCT D02 R LET,

Device> enable

Device# configure terminal

Device (config) # gnxi

Device (config) # gnxi server

Device (config) # gnxi port 50000 <The default port is 50052.>
Device (config)# end

Device#
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B 5 tr27x—rcommonnt

Bl a7 €E— FTOgNMI DFEFIE
Y

GE) Z OBIX Cisco I0S XE Amsterdam 17.3.1 LAED Y V —R @A S E£1,

WIZ, gNxl h—_"ZtX 27— RCTHMNT L2042~ LET,

Device> enable
Device# configure terminal
Device (config) # gnxi
Device (config) # gnxi server
Device (config)# gnxi secure-server
Device (config) # gnxi secure-trustpoint trustpointl
Device (config) # gnxi secure-client-auth
Device (config) #

( ) #

#

gnxi secure-port 50001 <The default port is 9339.>
Device (config end
Device
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DevNet https://developer.cisco.com/site/ios-xe/
gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /X% = | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o1—5 ¢ |gnmi-path-conventions.md

.
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Install RPC

SERHEE Y — B X T, #1012 2 DD EZE/ RPC, Install & Rotate =7 AR — M I E
T, ZHHDRPCIZFNENH LWGEHED A VA b —/L & T 2 LOEFEOFEAED 0 —
T—va i EINET,

AFAEE B — B A Tk, RO RPC BHHR—hENTHET,
e Install : GERAEA A A b=V LET, T XCTOGERAEIL, GEAEIDIC L > T—EIZ735]
SNFET, FEE ID IFCFHITT,
* Rotate : BEFOFEAEA e —FT —a v LET,
» RevokeCertificates : 1 DLL EDFEBAELZIVHE L 7,
» GetCertificates : X CTOFFAEZ RS L £,
* CanGenerateCSR : 7 /34 ANGEEZE S BoR (CSR) AR TEX L0 E I NERALE
@—O
AR D RPCIZ & » THER S Lz 8T R A > b EREFAEIL, AA v T A — =B LT A
AADY 7= MeEbRFF SN ET,
W, FEAEEHY —EROEZOME R LET,
service CertificateManagement ({
rpc Install (stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse) ;

rpc RevokeCertificates (RevokeCertificateRequest)
returns (RevokeCertificateResponse);

rpc GetCertificates (GetCertificateRequest)
returns (GetCertificateResponse);

rpc CanGenerateCSR (CanGenerateCSRRequest)
returns (CanGenerateCSRResponse) ;

}

Install RPC |Z, $r LW CSR BRAZ/ERR LT, #H LWIEHAEZ T A ZZEBMLET, FHLwv
FERAENT, TN ROF LWGERAE ID ICBEEAM T b E T, T35 A E S NTZEREID
ERIOMAFOEAZEN S 554, BIEXRKR L ET,

Install RPC (%, M A A hU—=3 27 RPC T, AJ) (InstallCertificateRequest) & 7]
(IntsallCertificateResponse) 23H VD, EHHHA MY —I 7 TT, A MY —Lnflrsinsd
D TREZADONTUNDAT v IPRRET DL, T RIER 2 —A Ry 7 LET,

KIZ, InstallRPC DEFTE A v —T OB Z R L ET,
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rpc Install(stream InstallCertificateRequest)
returns (stream InstallCertificateResponse);

// Request messages to install new certificates on the target.
message InstallCertificateRequest {
// Request Messages.
oneof install request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
}
}
// Request to generate the CSR.
message GenerateCSRRequest {
// Parameters for creating a CSR.
CSRParams csr_params = 1;
// The certificate id with which this CSR will be associated. The target
// configuration should bind an entity which wants to use a certificate to
// the certificate id it should use.
string certificate id = 2;
}
// Parameters to be used when generating a Certificate Signing Request.
message CSRParams {
// The type of certificate which will be associated for this CSR.
CertificateType type = 1;

// Minimum size of the key to be used by the target when generating a
// public/private key pair.
uint32 min_key size = 2;

// 1f provided, the target must use the provided key type. If the target

// cannot use the algorithm specified in the key type, it should cancel the
// stream with an Unimplemented error.

KeyType key type = 3;

// --- common set of parameters applicable for any type of certificate --- //
string common name = 4; // e.g "device.corp.google.com"

string country = 5; // e.g "us"

string state = 6; // e.g "CA"

string city = 7; // e.g "Mountain View"

string organization = 8; // e.g "Google"

string organizational unit = 9; // e.g "Security"

string ip address = 10;

string email id = 11;

}

// A certificate.

message Certificate {
// Type of certificate.
CertificateType type = 1;

// Actual certificate.

// The exact encoding depends upon the type of certificate.
// for X509, this should be a PEM encoded Certificate.
bytes certificate = 2;

message LoadCertificateRequest {
// The certificate to be Loaded on the target.
Certificate certificate = 1;

// The key pair to be used with the certificate. This is provided in the event
// that the target cannot generate a CSR (and the corresponding public/private
// keys).

KeyPair key pair = 2;
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// Certificate Id of the above certificate. This is to be provided only when
// there is an externally generated key pair.
string certificate id = 3;

// Optional pool of CA certificates to be used for authenticating the client.
repeated Certificate ca_certificate = 4;

}

// A message representing a pair of public/private keys.
message KeyPair ({

bytes private key = 1;

bytes public _key = 2;
}

// Response Messages from the target for the InstallCertificateRequest.
message InstallCertificateResponse {
// Response messages.
oneof install response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;

// GenerateCSRResponse contains the CSR associated with the Certificate ID
// supplied in the GenerateCSRRequest. When a Certificate is subsequently
// installed on the target in the same streaming RPC session, it must be
// associated to that Certificate ID.

// An Unimplemented error will be returned if the target cannot generate a CSR
// as per the request. In this case, the caller must generate its own key pair.
message GenerateCSRResponse {

CSR csr = 1;
}

// A Certificate Signing Request.
message CSR {
// Type of certificate.
CertificateType type = 1;

// Bytes representing the CSR.

// The exact encoding depends upon the type of certificate requested.

// for X509: This should be the PEM encoded CSR.

bytes csr = 2;
}
2= NTNAL ANREE L, gNOL BT 7 4L MIRRBIZ/A b &, a2 br—F ($— K3—
T 4 OFELE) T InstallRPC ZEH LT, FBFEF (CA) ([ZXk» TEHS SNIERFEZ A A b —
NLUET, GEFET, FEAFEDICL > TR SNET, 20D, AF—A 77
ART77Fx (PKID) HETHKFIARMKRA U ME LTSN ES, BEFOIEHFID #£F2
AEAELZ A A R—=V LIS ET DL, A A F—TERIL £,

DT 7 a TR, T, AL 5> TCSR BAERENS FEICONTHHALET,

1. 734 R, Install RPC ZfH L CHOBAGEHAELZ AR L ET, Kbt —F (72X
eNMI OF 7 4/ MIREE) TlX, 2 e —J 3% —7 v T A R Lo TR SN
SFHEAZBREIELARWVWED, 3 b —F 3 0HEO A —2MEL LEYA, N
X, T 74/ FOIREETT,
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Rotate RPC .

3. EBAIFHENR., FHEOBLIHEHAIND CATEHES L BT NA RTA VA F—LE
NET, CAREBHEIL ca_certificates /N R/VICTFE L, T3 AGEAEZ A > A h—/LF
% 7= 812 PKI NBER LE7,

4, gNMI 72 1FZgNOI P —E A%, FrbeYa=r 7 E&RREEICR-72, HiL{A A b—
NENTFEEFE AN L CHEER) L £,

RotateRPC IZ L W BEFOGEENERH SN E T, ZHET TIA VA b= SN TV HREHE
T, FEPARNELS A A F—LENTWARNES . Rotate RPCITRK L ET, EHINLTW
RWVEEBHEIR —T — v a U TEETH, 7 94T MIENET A RTEERA,

&IZ. Rotate RPC DEFDHFIZ R L ET,

rpc Rotate (stream RotateCertificateRequest)
returns (stream RotateCertificateResponse);

// Request messages to rotate existing certificates on the target.
message RotateCertificateRequest {
// Request Messages.
oneof rotate request {
GenerateCSRRequest generate csr = 1;
LoadCertificateRequest load certificate = 2;
FinalizeRequest finalize rotation = 3;
}
}

// A Finalize message is sent to the target to confirm the Rotation of

// the certificate and that the certificate should not be rolled back when

// the RPC concludes. The certificate must be rolled back if the target returns
// an error after receiving a Finalize message.

message FinalizeRequest {

}

message RotateCertificateResponse {
// Response messages.
oneof rotate response {
GenerateCSRResponse generated csr = 1;
LoadCertificateResponse load certificate = 2;
}
}

Rotate RPC [T, YR 5 T Install RPC & E72p 0 £9°,

«PKIE (B— Xy 7 OHMT) FILWVGEHELZ A VA h—L9 25 & X2, HWVGEHEL
CAFIHAEZRGEEZRE I v v 2 THLERHY 7,

ey ba—F X LW A ER L. BHSNIGEENEETIZNE I DET A L,
B LS a 3 Eo e —F —2 a VA =T LET,
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ZDORPCIE, FFAZID IZE > T—EITHNEIND 1 DU EOGEHELS LG ST E DI A
INFT, EHEEZRGIED L, T D BT A MARA 2 M3 CiscolOS XE D% E D 5 HllR
SNFET, METDHRTAMKRA Y PRBEFEH SN TWDEE, ERIL N T A RRA IR

FELRWEEIE, BEAEFEO KRR 2 /TiEMERH Y £,

RevokeCertificate RPC Tl FEAZFED KRNI T 556 b RWT 256 06H0 £3, #—7 >
T AT, RONFHARHIBREIETT, CAICKDFEBRORNIZ T4 7 MTkoT
ITonET, 7747 MBMERFOREAEZ K S ET7256 . H LRI R L £33,

BEfF OB I B L T EE A,
IZ. RevokeCertificate RPC Oz xR L E 7,

// An RPC to revoke specific certificates.

// If a certificate is not present on the target, the request should silently
// succeed. Revoking a certificate should render the existing certificate

// unusable by any endpoints.
rpc RevokeCertificates (RevokeCertificatesRequest)
returns (RevokeCertificatesResponse);

message RevokeCertificatesRequest {
// Certificates to revoke.
repeated string certificate id = 1;

}

message RevokeCertificatesResponse {
// List of certificates successfully revoked.
repeated string revoked certificate id = 1;

// List of errors why certain certificates could not be revoked.
repeated CertificateRevocationError certificate revocation_error = 2;

}

// An error message indicating why a certificate id could not be revoked.

message CertificateRevocationError
string certificate_id = 1;
string error message = 2;

}

ZDORPCITTRTOFHEID #REL £,
7 T VI T DINEITIE, ROEERPEENFET,

AEPFE ID TR S 5 9T OREAE OREH EFH R,

s TOMEAEERMAT A U RARA b (b, T—FURE) DU AR,
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GE)  JEZ&ITIX ca certificate /N> R/WITE FNEH AL

RIZ. GetCertificate RPC Oz~ LFEJ,

// An RPC to get the certificates on the target.
rpc GetCertificates (GetCertificatesRequest) returns (GetCertificatesResponse);

// The request to query all the certificates on the target.
message GetCertificatesRequest {

}

// Response from the target about the certificates that exist on the target what
// what is using them.
message GetCertificatesResponse {

repeated CertificateInfo certificate info = 1;

}

message CertificateInfo {
string certificate id = 1;
Certificate certificate = 2;

// List of endpoints using this certificate.

repeated Endpoint endpoints = 3;

// System modification time when the certificate was installed/rotated in
// nanoseconds since epoch.
int64 modification time = 4;

}

// An endpoint represents an entity on the target which can use a certificate.
message Endpoint {
// Type of endpoint that can use a cert. This list is to be extended based on
// conversation with vendors.
enum Type {
EP_UNSPECIFIED = 0;
EP_IPSEC_TUNNEL = 1;
EP_DAEMON = 2;
}
Type type = 1;

// Human readable identifier for an endpoint.
string endpoint = 2;

CanGenerateCSR RPC

ZDRPCIE, T/A AR EDF—H A7, FEFHEZ A7, BLOF—V 1 XD CSR 45K
TEAIMEIMNERELES, PR —FENDHF—F A 7L, Rivet, Shamir. 3 & Adelman
(RSA) T, ¥R — FEINDIEHEY A 71X X509 TT,

Z @ RPC ZRK73 Install RPC O—FF & L CHREICH LWFEAELZ A VA F— /LT 572 DIEK
EINTWDLEGAE, iEHEID BHLNHDOTHY, TXA A LD T 47 4 BN ZOFEHEID
WAL RENTWRWZ E AT AN, ATHERT 20BN DY £7°, BEAFOFEHENGEHE
ID & —ET 556, ZOBERITEKRLET,

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



B eE=

SR

ETFLBHEIOSS5IEY T4 |

Z @ RPC Z:R7A3, Rotate RPC D— & L CEEFDEAE A —7 — a3 32 L 9 IT/Ek S

NizA., FEHEID N T CIEHAETH DL Z L 2T A ATHRTILENH Y £7°, FE

lﬂ)ﬁi0)n~—%~~‘/a VCREMIEEZ v — R 5881, H LWOREEZ DI ER L 72 el &
\CBEEAHT D LERH D T,

RIZ. CanGenerateCSR RPC D il ~ L £ 9,

// An RPC to ask a target if it can generate a Certificate.
rpc CanGenerateCSR (CanGenerateCSRRequest) returns (CanGenerateCSRResponse);

// A request to ask the target if it can generate key pairs.
message CanGenerateCSRRequest {

KeyType key type = 1;

CertificateType certificate type = 2;

uint32 key size = 3;
}

// Algorithm to be used for generation the key pair.
enum KeyType {

// 1 - 500, for known types.

// 501 and onwards for private use.

KT UNKNOWN = 0;

KT RSA = 1;
}

// Types of certificates.
enum CertificateType {
// 1 - 500 for public use.
// 501 onwards for private use.
CT_UNKNOWN = 0;
CT X509 = 1;
}

// Response from the target about whether it can generate a CSR with the given
// parameters.
message CanGenerateCSRResponse {
bool can generate = 4;
}

FHEFRREIX G ARBRETT ., 220 /3—F ¢ BRI BEIZRFEL £ 7, HARGEEZ AT
%IZiX. gnmi-yang secure-peer-verify-trustpoint =~ > R&fH L £, Zoa~r RRAR
W7o TV WA, FREE—E AN gNMI 27 74 7 2 e T XTOBEFED N7 ARA 2 bE
TR FA M=V ORNEIK L THRIEL 7,

MERFEDTZDIZCATEAELY e —T —2 a VT A, 7 7A TV "B X—F v T34 R
_ﬁbwh/hW%ﬁTL TR RVEHIBRT D MLENRHY F9, 7272 L. CAGEREIX
FRGARTF—MZHEIELTEY, FTFA M= AL RIRAICHIGRT A Z LI TEER A,
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gNMI 7 — h A b T v 7 E2EGHNTT HITIE, gnxi securesint 2~ > REFEHLET,
)

GH)  gNOIGEMIEHHY — AL, 7— R A FT v 7ORNIA VA b= DLERD Y &
R

gNOI GEEEF Y — B R L2 FEORERH Y £9, 2O OREIE, gNOI—E R &
gNMI #—E 2D THR—hIhExd,

» Default/Encrypted : 7 /34 A L@ gNOI & gNMI X, 7 74 7> SOMRGELZRWVH B4
(F741 b)) GERAEEZER L ET, GEHFITRAEEZLE L LEE A, ZOREBTIE,
eNOILGEEY —ERDHNE —7 y b T S ZTHMZe D £77,

* Provisioned : /34 A LD gNOI B LN gNMI X, 7 74 7> M X o THRIES LA >~
A b= VEHREHEZFALE T, 77472 MIZOFEAEZR L, 77351 A LEEH
FEART LA L GEHEEZRGEL 3, 73 2%, HARIENAEDTR > TV LSS
\ZDH Y T AT v MEHEERRE L £7,

0SSR F—ILYH—ER
OS A LV A=Y —ERA T, AR =MD gNOIAPL ZEER LE T, OS A &
h—LH—E R X, gNOI 7' a2 ha /L THAR— IR TWVET,

IOV —ERE, OSETNNA AL VA N—NTEEDDA L H—T A AL ET,
KD 3> RPC ZHHR— KL TWET,

eInstall : TDORPCIFA A=V AT A AZHELET, ZNHDA A—VF, N—V 3
LFHNC L > T—EIZHEM SN ET, ZORPCITingtal add =~ > FIZEICTWET, E
REWT, A A=Y N RPCO—H & LTHzEEND Z L TT,

 Activate : =@ RPC iZ. RPC ~DATIDO—ETHDHERINZ 0SS X—V 3 %, KREID
FEREFICFEH SN A=V a v ELTREL, 73 A&HER LET, ZORPCIE,
install activate 3 X WNinstall commit =~ > K& [6 L T1,

* Verify : =@ RPCIZHIFED OS N—V 3 U EHER L E T,

CiscoIOSXE T /314 A, Y7 b 2TAA—=VDOEENT, /£ VA== RKERV L
ET— ROWFEYR—FLET,
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ETFLBHEIOSS5IEY T4 |
B oos oxr—ny—ex

A VA R—/LE— KT, flash: 77 A VAT ARNIFET DY 7 R0 =T Ry r—y 0
REYa =TTy ANERBLT, T AEZEBTEET, A A=A TWNDHE
WRolr—VDISO 7 7 ANV AT AL, 77 v ambil— 77 A/ AT A (rootfs) 1T
B~y hInET,

N RLE—RTIE, AU RL (bin) Z7ANVEHEHLTT A, 22 EBTEET, Ny r—
NI RANBES S, RAMIZa bt —SRET, 3y F7r—YD1S0 7 7 A )V AT A
1. rootfsIZ~ 7> hENET, A A =L FT— FTOREELITERY, N KALE—RT
DOEETIX, N FAOY A RZHIET DY A XOBEMAEY BMEHSNET,

WD F VAT, TNAAANRNNR FLE— R CRETHE T — A v —URNERRENE
7,

s TN AN, AU RAE— RTETLTOSBEDA A=Y THRBIT 5,
CHILWAR—Th A VA =T BT, T /351 AT Install RPC 23ALE S L5,

TT— A=V ORERIRLET,

May 11 09:24:15.385 PST: $INSTALL-3-OPERATION ERROR MESSAGE:

Switch 1 R0/0: install engine: Failed to install add package

flash:gNOI iosxe 17.05.01.0.144.1617180620.bin, Error: [2|install add(ERR, )]:
Booted in bundle mode. For Bundle-to-Install mode conversion,

please use one-shot CLI - install add file <> activate commit

TT—RAob—UREREINTYH, InstalRPCIX7 A4 T > M ERLET, =T —RA v
TR L THMEH Y A, %FHD Activate RPC 1T B 22 1T FH A, FTLWA A —
CTHEHEHTDHE, T ATA VA == RIZR D FT,

\}

CE)  ZoxT—=RX b= E, T ARKINIA VA F—/F— FTEITL TV IZHEIT
KRINEF L, ZHUL, THAA AR RLE— R CEEBTH5GICOHZ S LET,

TRTOTT— A vE—V%FRT HITIE, https://github.com/openconfig/gnoi/blob/master/
0s/0s.proto#L218 ZZH L T 723V,

A VA R—LE— ROZEMIHOWVWTIE, VAT LAEHa Ly 74 X2 —Tar A Ko [FA
AADE Y NT v THREDFIT] OFEEZZRLTILEIN,

FaT7IIL—kTateyHOYR—k

VAADTNARAF, AP —ERA YT =T Ty T—hF (ISSU) (A A R—E—
ROIZYFAR—F) EIEISSUE— RO F %2R —FLET, ISSUNYAR— K I TG
A F£7213 Install RPC 247 L TEER TE 205, gNOILOS A > A h—/LH— B X [3JE ISSU
A VAR NVEERLETS,

TaTNw—hTatyH (RP) OFEIZT ANA ANISSUT v 7 7 L— REHR— T 58
&, gNOIOS A VA h—/)L H—¥E R A ¥ —7 = A AJ install activate ISSU V—7 7 1 —%
FEOMH L EF, ISSUBHAR— R STV, F71ET7 A ABE—~DORPZH AR — KL TW
5. MDOFT_RTOTF U A TIE, gNOIOS A > A h—/ b3 —E R (L@ F DIEISSU A A — A
VA=V U= T7a—%EHLTgRPC T 7T 4 _"— FERAMILL FF,
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| EFLBBHRITOTIS<EY T4

0S Install RPC

os Install RPc I

R RLE— RTIL, install add filefilename activatecommit =< > R&FEHA LT v 77 L—
RMFATENE T, DT v 77 L — K&, H—DRP ZFO7 A ZADHFEHFE L TT,
ISSU 23 AR — F STV E WS Z & id, WA D RP AEKFHICY v— RE4L, 120 RP 23
RENTHETT NAANT T THIEEBERLET,

ISSU Z i L7 A > &2 b—/LE— K TCiE, W HFDO RP BEFICY 72— K&, 1 20 RP A
EHENTAETCT A ARNEF T LET, ISSUEEHL7ZA A M—/LE—KTIZ,. RPDY
17— RRREEFIZITDI, TN ADT T XA DBRELRY E7,

Install RPC |%, £ A—T % T A RZHZE L E T, ZD RPC IE, AJID InstallRequest RPC &
7] @ InstallResponse RPC THEL S ALE T, EHHHMAMA MY —I 7 RPC T,

CORPCIIY 7 T AVTF U AT v —F (SMU) %R —FLTWEREA,

WIZ, B—DORPVRARL—T 4V TV AT ANR—=2g 1 ZFTLTNWDET A ZATO Install
RPC DA o= —  ZAOMEERLET,

1L 75472 RBT /N, ZA~D Install RPC % B4 L E 97,

2. UIAT M, A=V a k"= g 2R E LTz TransferRequest A v & — % F
A ZZEELET,

8. T3 AL, TransferReady A v &— T/ A7 MISELET, ZhiE, 7747~
RIA A= OEREZ BT 2 72D EE T,

4. 7747 > ME. BEHEOD transfer content A v E—TU % T NA RAZHEFE LT, 4 A—TV &R
ELET,

5. A7 a T, T RILY T AT 2 NI TransferProgress A v E—Y % EFE L ET,

6. 7IAT v ME, A A—VHRENE T L2 & &3 TransferEnd A v & —T %5 /34 R(T
EELET,

7. AVAR=NLE—FTIE., 734/ XTingtalladd =2~ > R ERSEOEELY 0 /S5 L TE
TLEYT, NXobr—oRNENRHE SN ET,

8. 7N AL, A A—UMBHI LI A= 2 v A G Validated A v E— YR TA T
ICEFE L, A A—VBEREHTHD 2 LR LET,

A\

GE) 7547 v MZ Lo T Install RPC 2@ TEIE L7246, FI3BEO—E R L 7=

AT, e — A A= T 7 A ARHIBR S L, ingtall removeinactive =~ > K723 H 81y
WO SN E T, B@UIRAT—HAa— KRR T4 7 MIRENET,

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



ETFLBHEIOSS5IEY T4 |
[l os Activate RPC

R5:E—RPDAA—C A VA =)L =Y 70—

Client/Controller Target Device

Target device running Version 1 W

Install Version 2
image on the device

[1] Install RPC(os.proto)

>
[2] TransferRequest(version=V2) >
[3] TransferReady
€
loop [N times]
[4] transfer_content(content) -

[5] TransferProgress

[6] TransferEnd(version=V2, description=Version 2 image)

[7] InstallAdd(V2) :>

Version 2 image added/extracted ﬁ

[8] Validated

<

Client/Controller Target Device

357525

0S Activate RPC

Activate RPC %, BRINTARVV—T 4 VT VAT AD/NN—T g 2 & RIEIO B EENRE A
THN=Va ELTREL, =7 v b TS AEHEHLET, ZORPCIH, A F—
NENTEFRL—F 4V T AT ADNR—=a BT 75 4 b LET, fBESNF- A A—V
UMNFETEA A =L EN TR WA, Activate RPC [Tt L £9-,

75 A7 v M, Install RPC @ Validated A v — I TZE LT NN—T g 224 25 LBER
HHFET,

Cisco 10S XE Cupertino 17.7.x R4 S EYF4 2274 F¥alb—> 3> HA K




| EFLBBHRITOTIS<EY T4
0s Activate RPC [JJj]

W2, B—DRPNFRL—FT 4 T VAT A NR—=g 0 1 E2ETLTWVABTF AL ZATO
Activate RPC D X v & —V L —AF v 25 Rk LET,

1. 77472 NI 773 ATk LT Activate RPC Z BAA L £7,
2. U IAT 2 ME. TAAL A=V 3 22 D ActivateRequest A v — U EERE L E T,

TDA == ATIE, NX—=V 3 2N Install RPCIZE > TTTIZA A b—Jb
SNTWALEDELET,

3. TAARAX, A VA P—LE— FOHAIT ingtall activatecommit =~ RIZFHY T 5 7 o
7T MEEE . Ny RLVE— ROEAT install add file activate commit =~ > R{ZAE Y4
L7l AREEFEITLET,

4 TIT 47T RREATET =PRI ESNRNTZD, TAAL AT T4 7 b
ActivateResponse(OK) A v —Y TISE L £ T,

5. AL A=V ar2n)e—REET,
6. Unr— REICT A 2N EET S L&, ingallcommit =2~ > RERESD T 1 75 AEENRE
ITanEd,

\)

GE) 190 T 7T 4T A A= N—=Va v OBENYR—NENET, 20D, 7547
VERN=T g 2B A VAR LTHENR=Ta 3B A N—LTHE, N—
Car 2077 ANANHEIBREINE T,

WOKNE, A A=V DT 7T 47V —7 7u—%2R7 L TCWET,
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[l os Activate RPC

6: 2 IWRPAA—CDTF YT 4TI —H 70—

Client/Controller Target Device

Target device running Version 1 ﬁ

[1] Activate RPC(os.proto)

>
[2] ActivateRequest(version=V2)

>

[3] InstallActivate(V2)

[4] ActivateResponse(OK)

D,
[5] reload D

<€
Device running Version 2 after reload H
[6] InstallCommit :)
: . &
Client/Controller Target Device E
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0s Activate RPC [JJj]

72NV RILE—RFTOTaAFILRPAA—CA VR =L +3EISSUT Y T4« TILODD—9 70—
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[l os Activate RPC

K8:Ta1TIRPA A=A VR M—IL+IEISSUT Y T4 TILkDVT—H 70—
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| EFLBBHRITOTIS<EY T4

0S Verify RPC

os verity RPC  [J|]

Verify RPC |&, FHATHD OS N—V 3 U ZHGEL £9, RPC ~DIREIZIL, AZ 734 RP D
PR—F LT VLB RICHET HERBEENTOET,

% D Activate RPCT= T —NRELTEHAIX, £OTT7 =B FHE LTUSETERINE
Fo gNOIOSA ¥ A b— AP —EAIE, A VA b—VEMETNVET Ty P T4 —DET VR
FHALTCZOFEHREADI LET, BIFE. A A M—LEHAET /L, 2 2O RP TEITEND
Rl HN"—Ta vk R— ML TOERA,

gNOI factory-reset —E X

gNOI factory-reset TS5 — X vt —

Cisco 10S XE Cupertino 17.7.1 1%, reset.proto THFE 41TV % gNOI factory-reset #— &2 %
R—FLTWET,

gNOI factory-reset — AL, H—DRPC TH 5 Sart ¥R —F L TWEF, ZDRPCIZL,
EET?@% BAEE L, TR LR CREECEE T 5 L2 Ic7 1 AR LET, BEFD
REEIZIZ, A ML=, BT, v, iEHE, 7 A& A, crashinfo. 3 X XRommon Z#H
aihi?‘o TR TORommon BENHIREIND DT TIERL, 77y b 74 —2 T &IT+5
RENMERE S, R ESNTZA A=V TA A=V HBNICHER X E7, KIZ, T34 R
FBIEDOA R —T 4 VT VAT AA A=V THEB L, fiFbInic7— ATy TT—
770 —|{ZHEANTT 740 FORBIZRY £, ZORPCIX, #—F v T A ART 1
BV g = P ERIREDGEICOHRZ T ANSILET,

7272 L. B4 RPC I factory-resetall 2~ > RIZEICTWET, A A=V ZHIRT S22~ FE
IR RPCIFHBIEDO AN L —F 4 v 7 VAT A A A=V BEELET, BUEDOAL A—
DHEETD 7T v aFidn—RT 4 A7 1E, PIIRE~OV Yy h227 U7 ho—iE L
TELL L7 V=T v 7 ENRET, ZEL, PIiRE~D Yy NAZ VT N25FIT7T5
EL T MM A=TVERIFIRN =V RN Amp T A NENINR T v T EN, HIEShET,

1 D factory-reset TlX, 7 /3 RRIF SN TWDBEREA DT —Z BT X THEI L,
TNA ZADOREITHFAREFOITLOREIE L SN ETHEINDG T —ZIZF, RE, v 7774
o T= NS 2T T 7 A v B L OHEE AL PR MERSE  (FIPS BH) OF— LD s
TR R EEIVET, NISTSP800-88Rev. | Titll STV 5 L 91T, THETclear £V v
KE—&%LET, IOV, ZHEHADT T v b7+ —A0 [System Management
Configuration Guidel] @™ [Performing Factory Reset Services] & & L T 7230y,

\\‘

gNOI factory-reset —E XA T, 7 /34 AT factory-reset WIEHFIZ MY T—Ehb L&, ZED
ResetSuccess A v E—VRNIRSIVET,

ZOt 7 v a T, gRPC B LU factory-reset T —ERICBIFTHa L THFA M TREINDHT
T7—=A =V O—EIZOVWTHA L £,
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. gNOl factory-reset TS5 — * vt —

% 19: gNOI factory-reset T5— * v t—

EFLEHETOSS5TEY T4 |

I5—Ayt—Y

I5—D:HA

factory os7 .t —/L RISk S5 &, GNMIB
1% [Factory OS rollback is not supported. (Factory
OS B— /Xy 7R —F SN THEE

o ) | VD Ay EBIT,
INVALID ARGUMENT ® gRPC =5 —=a— K
ZIRLUET,

ResetError A v & —Tidk, 7747 b
TRUE |Z5% & S 417 factory os unsupported
T4 = FBRZITIRY £, AyE—TOM
D7 4=V RIZIET 74V MERH Y £,

ZOTAA AFERSNIBr AT AT L =
VEHFFE—RLTOERA,

SartRequest A v & — i, K72 A b
L—RETFT— 2 2P u ANT5L92—7
N TNA RHERT D, A7 3 o zero fill
TA—IVERHY £,

24T MR ER ANEERL, T3 A
BEr AN EFETTERWGES . [Thisdevice
does not support the requested zero-fill option. (=
DT NA AFERENTZ B R A AT v a v
EYPR—FLTVEREA, ) | LWIAyE—
v & L HIZ, INVALID ARGUMENT @ gRPC
TT—a— BRI IAT 2 MIIRSNET,

ResetError A = — " CiX, zero_fill_unsupported
74—V FIZTRUE IZRE SN TOET,

ZOT A AFER SN B AN AT > =
YEYR—FLTHERA,

TNAANE R AN ERITTELN, 774
TV ERER AN EZERL TORNES,
['This device does not support the requested
zero-fill option. (Z DT /A A FER I 7B
B ANFT v a e R —FLTVEYE
oo ) | EVI A= L LB,
INVALID ARGUMENT ® gRPC =5 —=a— K
WITAT v MIBRINET,

ResetError A - — " Cid, zero_fill_unsupported
7 4 —/L RIXFALSE [ZGX & EALTWET,

factory-reset FERED & V) EH A,

PAR—FENTWRNT Ty h 74 —AT
gNOI factory-reset ~D U &> 227 U 7 ki3
FATI D &, factory-reset P—E A%
[Factory reset capability is not present.
(factory-reset BERE VD EH A, ) | &1V
A yt—v L& HIZ, UNIMPLEMENTED
gRPC =7 —a— R&ZIKLET,
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| EFLBBHRITOTIS<EY T4
GRPC v R T— oA w2 — T x4 Iz HemiEs [

IS—Ayt—v I5—DHA

factory-reset 1 > % — 7 = A AD (AT X T | gNOI factory-reset ‘FERA L F — T = A ANBK
WEE A, UYL TWHENEY—REETH D54
factory-reset — B &3 [Factory reset interface
is not ready. (factory-reset f > % —7 = A A (D
R TETOVEREA, ) | LS A yE—
& &2, UNAVAILABLE @ gRPC =5 —
a—RZIRLET,

certproto 71 BV a = FEAEAME L, BAMEFENE (HEE4 TiEeyy) TgNOI
ZRE L7eu & gNOI factory-reset $— B A3 % (Z FAILED_ PRECONDITION — 7 —2a— R %
WLUET,

gRPC >y R T —V 1A o3 —T =4 RIZEHT %:EM1E
#H

EEEH

BhEEE YZaTFIL B4 ML

DevNet https://developer.cisco.com/site/ios-xe/
gNOI https://github.com/openconfig/gnoi

0OS #—t % | https://github.com/openconfig/gnoi/blob/master/os/os.proto

gNOI https://github.com/openconfig/gnoi/blob/master/factory reset/factory reset.proto
factory-reset

HP—r R

TINRA AD VAT AEH LT 4 X2 b— g A K (Catalyst 9200 A A = F)
vy Ty

i VAT LEH T 4 X2 —v gy HA R (Catalyst 9300 A A > F)
VAT LAEM AT 4 X2 —3 a3 HA K (Catalyst 9400 A A v F)
VAT AEH a7 X2 b— gy TA K (Catalyst 9500 A > F)

VAT AEH a7 X2 b— gy TA K (Catalyst 9600 Z A > F)
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https://developer.cisco.com/site/ios-xe/
https://github.com/openconfig/gnoi
https://github.com/openconfig/gnoi/blob/master/os/os.proto
https://github.com/openconfig/gnoi/blob/master/factory_reset/factory_reset.proto
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9200_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9300_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9400_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9500_cg/performing_device_setup_configuration.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9600_cg/performing_device_setup_configuration.html

EFLEHETOSS5TEY T4 |
B oorrc iy ro—sBfc L —T 11 2OMEEESR

BE&EIE B X=aT7ILAEA L

R E~D c VAT LEH AT 4 X2 L — a3 HA K (Catalyst 9300 A A v F)
Vv D% . X

% 7 > VAT AEH LT 4 X2 b— g A K (Catalyst 9300 A A F)

VAT AEH a7 X2 b—ar TA K (Catalyst 9300 Z A » F)
VAT LAEH a7 4 X2l — a3 HA K (Catalyst 9300 A A v F)

VAT LEHaL T 4 X2l — gy AR (Catalyst 9300 A A F)

SRADTHZAIIL YR—+

Bz oy
AADYR—FWebH A FTix, v 2apBEL5 7 /12— | http://www.cisco.com/support
WBHTA NI TN a—T 4 VT IZBELTWEEIT A L 91T,
VoA T AR =L EIFI LD ETHEERL S TA ) Y — R
L TWET,

BEWORGEOEX 2 U T 4 HFROHENERZ ATT D201,
Cisco Notification Service (Field Notice 7>57 7 & A) . Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY —E R TIMATEET,

VAIDYIR—k Web VA FDY— )T 7 AT BHERIT,
Cisco.com D —H ID B LA T — RNMECTT,

gRPC v F D —VEA V3 —T = 4 ADHEREEIFER

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) UV — A F@ME R L3, ZoRIiT. V7
P27 UU—A FLA THEREOYR—FREASRLEDY 7 =T VY =R
FERLTWET, ZOERRIL. FHCTE BR0WRY , ZhUEO—EDY 7 vy =7 VY —
AThbHR—FShET,

TTy R T7F—ADYR—FBIOV R YT hT 2T A XA—VOFR— MIBET 2 1EHRZ R
&9 %IZI&, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 29 % |Z
L. www.cisco.com/go/ctn IZFE) L £ 4, Cisco.com D7 U7 2 MIMEDH Y £H A,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9200/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9200_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sys_mgmt/b_176_sys_mgmt_9300_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9400_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9500/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9500_cg/simplified_factory_reset.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9600/software/release/17-5/configuration_guide/sys_mgmt/b_175_sys_mgmt_9600_cg/simplified_factory_reset.html
http://www.cisco.com/support
http://www.cisco.com/go/cfn

| EFLBBHRITOTIS<EY T4
GRPC v R — oMo w2 —7 x4 20isketER ]

K 20:gRPC 1y b T —V1RIEA V4 — T = 4 RADEETER

HeER )= HEEER
gNOI FiEF 35 O & 8 Cisco I0S XE Amsterdam | gNOI GERA =D& FEY— & A%, RPC %
17.3.1 LT, A A b=, B—FT—T3

V. GERAEORSE. FEHEOKRT. B
FOGEHBEL EROAR ZITNET,

Z OMEREIL. Cisco I0S XE Amsterdam

1731 TROT T > b7 4 —AITFES
nFE L7,

« Cisco Catalyst 9200 >V — & 2 A v
a;

» Cisco Catalyst 9300 > U — X A A v
a:

» Cisco Catalyst 9400 > U — X XA v
?;

» Cisco Catalyst 9500 3 U — X A A v
%

» Cisco Catalyst 9600 3 U — X A A v
\%.
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B oorrc iy ro—sBfc L —T 11 2OMEEESR

EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

SEAEY—ERICLD
gNOIl 77— F A b T v 7

Cisco IOS XE Amsterdam
17.3.1

gNOI FEEZ A VA h—/L LT-14.
T— R AT T EBEHLTE—F
NTNA AR EETITEELE T,
gNMI 7 — h A b7 > 7%, gnxi
secure-int 2~ > R&EMH L TAMET
TET,

Z OFEBEIL. Cisco I0S XE Amsterdam
1731 TROT T v M7 4 —LITFEIEX
nE L7,
» Cisco Catalyst 9200 ' U — X A A v
a:

« Cisco Catalyst 9300 > U — X XA
%

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

* Cisco Catalyst 9600 > U — X XA v
\a:-

gNOI OS A A h—/L
H— b %

Cisco I0S XE Bengaluru
17.5.1

gNOIOSA > A h—/LH—BE XL, A~
A M=V S 415 gNOLAPL % E 7%
LET,

Z OEREIL. Cisco IOS XE Bengaluru
1751 TROT T v b7 4 —AICHEES
E LT,
» Cisco Catalyst 9300 ' U — X A A v
%
» Cisco Catalyst 9400 ' U — X A A v
a:-
* Cisco Catalyst 9500 33 JX 19500 /A
NI = VAV =X AL vF
» Cisco Catalyst 9600 3 U — X A A v
a’_
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e ET L RN—Z M AAA (299 RX—7)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (305 X—)

s ETAAR—AD AAA BT D HRERT# (306 ~—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>
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<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

GE)  PEkRDIOS 2~ FEFa] GERL IS D72 E) 1%, NETCONF % 721% RESTCONF
WITEA ST EE A,

\)

GE) MR L ~UZIESWTNACM 7 A —F I 5 727 7' R %, HER L ~UL 23SV Y NACM
TN—TI3ARBEASNETA, 728 21E. PRIVIOIZEA SN 5 /L—iL, PRIVIL,
PRIV12, PRIVI3, PRIVI4, BXU'PRIVISIZH HEMICEA SN2 TlidH v £
/\-/0

NACM #E[R L N L DR FE R

AAA FREN no aaanew-model TR E SN TWAEHEAIE, =2—FIZx L Tr—I VZEE S
T-HERR LU M SHUET, AAA RED aaanew-model TERE SN TV AHA. HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BE T STV D AAA F— N2 K-
TREL T,

NACM DEXE D EHE & RSP

NACM #%iEl%. NETCONF ¥ 72X RESTCONF Z ] L TAHE T& £9, = — ¥R NCAMKE
2T 7 BATEDLLHICT DI, TOTDOHRIRHERZ Fil- 2 0ERH Y £5, oF
D, NACM L— V&R LET, /macm 7Y U —D FOFREIL. copy running-config
startup-config EXEC =1~ & R FIT S 415 & &, 7213 cisco-iarsave-config RPC 28 F1T & %
LEITFHELETS

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<save-config xmlns="http://cisco.com/yang/cisco-ia"/>
</rpc>

\}

(G¥)  NETCONF t v a A Ensd NACM V— L, & v a U OFELRFIZ /macm V7
VI —=TREINTNDHDTY, macm 7> U —IZEE %% TH, NETCONF 2 v
a U E T TN SNVTWA =D 525 8 A, <kill-session> RPC £ 7213 clear
netconf-yangsesson EXEC =t~ > FZ i L C, RE 72 NETCONF & v ¥ = > Z 5l
T2 ENTEET, NETCONFKillE vz (1765—) Z#ZRL T 7EEW,

GE) HBEOTF—Z~DT 7 RAEELTHL— LV EERT A58, RUTF—2 3840
YANG £V 2—/vbT—% ) — RORZAZN L TARSNDAREMERH 720, [EEN
METT, 23 A v F—T oA A 327 X2 lb—3 a3 % Cisco-l OS-XE-native
L ietf-interface DM G & L CAR SN E T, LT —Z 0 1 SOXRBUTHA I D
AREMEDR B DV — WL, £ DT — X2 OMORBUTITEH SN2 WIGERH Y 7,
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NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2:TL—TREDHE/NT A —2 DFHH

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2:ED21—IWIV—IVEERT H-HODH/E/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

£23: 70 FVBIEL—LEERT BT=ODHRFE/NT A —2 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

RAU:T—8 /— K L—LEERT B=ODHRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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EFLA—20 MA BT 2zotoszal [

<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v
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B =71 <20 @7 pieemn

—

€7I)L

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
P27 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, ORI, FICHD 23720 RY . ZRUEO—EDOY 7 by =7 VY —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£25: 7055 EY T4 DIEERER : T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

« ETVEREIT LA B Y (309 R—3)

ETIIEERETLA R

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

ETILEEBSE T LA M) ORMHREH
« T LA N BT IBUCMEERT — X ZHfE L CERT HITIE. YANG (ZBET 2 A
WETT,
« XML, XML 44 #(%2[#. 3 L OV XML XPath O 15,
« IETF 7 L A b UAEAR CRER STV 2R X ORI O Fn5k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,

N

GE)  NETCONFZfEH L7eWGETH, 7L A MU DRET 5 &
9 |2 NETCONF-YANG Z R ET DML E R H Y 77,
NETCONF-YANG D& E DFEAIIZ DUV TIL, [NETCONF 7
g han] EVa—AEBRLTLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |


https://en.wikipedia.org/wiki/XPath
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/configuring_yang_datamodel.html

B =7 smm70 L yonmees

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

Y

EFLEHETOSS5TEY T4 |

GE)  7rEXpubd TETABERT LA R TrEATHY
TR FET L TORWIEEITITE T VEREI T L X b U 138

RELEEA,

RORIZ, ET A RAEEA 2 —T 2 A X (DMI) 7rERAOFMEZRLET,

=26:7 14— FDOFHRHA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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B =7 mam704 ryoswsE

"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

s T —HT I RRAHFAOF =y VIV R—FEINTWERA, BT AT T AT » THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC E & DO FIREIE
o T3 A L L —/ 3] Transport Layer Security ~<— A (TLS ~X—R) OFGEEH A — b
SNTWERA,
TLS _X— 2 DOFHGEIL, Cisco I0S XE Amsterdam 17.1.1 LAED UV UV — A THHR— h ST
7,
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ETILER

=FLBBETLA FYizonT

yang-push EH& O iR
« BT A7 Y T a D Quality of Service (QoS) 1FHA— FINTWERA,

FETFLARM)IZDONT

WDt s varTid, ETAVRBRT LA M) OIS FEIERMEIZOWTHALET,

ETIEREHETFLA M) OBE

TLARNIIE, HEOBEZ e ATY, LD, HIEBIOZOMOT —2 R E— |k
RA Y NEITT 7B ARRRAA » FTIRESI, E=FHOZFEEBICHESINET, £
TOBRENR 7 L A R UIX, YANG ET7 Wb ENeT —F &7 —% a7 XA N —I 7
TADDRA = A LERML F9,

7 7V sr—3 3 2 ClL, NETCONF, RESTCONF, F7-|%gRPCF v hU—7EHA L X —T =
£ Z (gNMI) D7\ b aLzf L EMER— 20D YANG 7 —% EF LA LT, LEL
TOREOT—HEB RV T A FTATTEET, 7 A7 V723 IXCLI &2 L CTHERL
THZELTEET FEFATT AV TV arDgR)

b —21%, YT A7 VT g kML T —2 X4 FITESE, EBEIN- X —TF
TIIEFRFIC AT Y v a2 IET,

TLARN) O

TLARN)EFEHTAVRAT AT, SESEhn—AnElELET, TORF2 A T
. OT LAY a— L2 AL ET,

NT V¥ TULARN T=HERET DRy U — T HEHE,
CZEE TVANI T EZELET, a7 2 EBFHINET,

carhu—7 Y ITRIVT g VEERTENT VAN T EZELRNE Y b
U—28H%, VB LY T A7) 7y a SBEEMT BT T VA ) T2 INZEHIT
EEENET, BHz -2 FNEREEES T T 4 E BRI ET,

W TRITTAN Y TR VT a aERT 5%y MU — 7 EHR, BIIIE, ZEE
THbHLOIMEFTHY FHEAN, ZOFRF2 A FTIEELL BRI LETY,

(il

HYIRV )T a0 OBE

VTRV Taid, TVA M) v— L EOREEMTEERTIHEETHY, v—/LHE Tk
BEEnsT—2%EHRLET,

BIRRIZIX, TRV Tva it TUA RIS —HZO—E L LTEREIND EHOT —X
FEFETHEOIHEHASNET, 72&201E TR0 ORE), T —F DEXGRE D Ik,
FIERRATRWEEAITHE (EOZIEE) N — 2 a2 ETonEEHZELET,
PR—=KRINTWDEIH T ATV T arORKEBIIT T b7+ =AML > TERD T2,
BAEIZ100HOY 7 27 U7y a RN R— SN TWET, Y7 RA7 U v a3, REK
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B 7o o bE08 10Ty L OEFLBBETLA LY

FIENDOWT NI T DI ENTE, P T U AR— 70 b3/ LOIEEDOMAE R %2
TEFET, AT RXRTCOREFHV T AT VT a v aT 77 4 70T 572 DI GRS
DY T A7 VT aNEELTCWDEE, VT A7 VT a OBNRETELE, 7774
TP TR VT a wHIRLIZEEIC, T 7T 4 7 THLINANREEFHY T A7 Y
Tvarolonditantd, EMMIC NI -T2V T ary (T4 D
B/AMEIX100E > TF) L, BEEFCNI A—SND VT A7) FoaryndR—rFEnTn
E3

YT RN T a DR ETIE, NETCONF R0Z DD /) — ANy R Farlo<7 ) A4

X —7 x4 A (RESTCONF, gNMI 72 &) BZHHR—hITWET,

CiscoOIOSXEV AT LDT LA MY TlX, AT Iv I BT RA7 VT a L EREFATT A
V)T arO2FEHEOY T A7) g MR ENET,

RS A7 ) g i,

NIV X T 27 AT b (BFTRAT7FA47) IT&o

TEREND T2, A YNV A L ERREINET, BREFAV T A7 VT arTiE, /7
Vo vy 3ZEE~OEREBRIB L., TORELASYLT U NERBREINET,

BANXNAVEIUVEFANILT I COETIVEEIRITLA MY
EFUEEET L A R VITIE, FAYILA L EEZATAT 7 MO 2FRENH Y 9,

T—45 J—ADEHk

R2Z:5ANYNAVELUVEFANVILTIO CDETIVEREIERFLA LY

TAXILA Y (BHD)

FAVYLTO b (BHUELIIREEFH)

TULARNIOEHT, A= —FFTY
TATFANERFEINET,

TULA MY OER, FEEShIZEE LT
Tz L7 2R EESNET,

WFTRAT )Ty a rOFEGHRIE. EoYT
A7V T a v EER LB (v vz )
WSRO T B, T OEEHIRRT L A Y
DOEFNEESNET, FTa 7 4 F2Lb—
Va rTCRAFEIIBEINEEA,

PTAZ Y T a3F - Tar 7 4 X2 b—
Taro—ie UTERSNET, ik,
a7 44X al—ya URNEHIRENDSETT
INAAREE LTHRY £,

EAXYNA L TR YT variFza—FR
BICHEETHILERH Y 9, ZiuL,
SNENTFEE Ty v a v AT — T
VAL FA— =Rkl SNAH T2 T,

BAYNT T NPT 27 YT g 93734
ARFEO—HE LTRSS, AT —RF7L
AA v FA—/"—1ZIC BB (T
HeLET,

Y7277 arIDiF,. YT R7 U P
VDORESIINRT) LTz & & ICEICER SN E
j—o

Y7270 7 a IDIFEETHY . BED
— e LTTF A, R ETRESNET,

VTRV TaNOT LA RN T—=2DY—RF, AR —LET 4 VEEMHLTHRE
SNET, ZITORMI—bEiE, BT 2 —#DA <> ML ET, RFC 5277 TidA
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R M RN —=L%, W ONOIREIAEIZ T HOA X MEME LTERLTWE
TO

WEIE, AN —ADEDO—HEDOA Ry MIT A NVFMBRENET, BB A N —LA2A4S
TEWRBR DT A NE A TREREINET,

Cisco IOS XE %, yang-push & yang-notif-native ® 2 DDA h U — A% H R — K L TWET,

EHDER

YTRA7 VT aro—HE LT, T—FBRBENIRDAAIVTEIBETCEET, EL,
ZHUFA NV —AIZ Lo TERARVES, AN —2NTEENTONILEE, EITA |
WEAELEBICOBT —F2EHTELLIICTHA RN —2a b biuE, BHEEARIC, £/-
IXERFAORMBR T — 2 2 HTEL L IICTEHA NI =28 H 0 £7,

IO BAI LT EBEORERIL., MHEOT LA N F—XEELHOBEIEME D F
T, T—HDOEEFET, TV vy EREHEMOBERICER IS e ha il Lo TR
AN/ S

YITRY T a UEAlF

YT AT Y Faid2 By hOIEOEEE T ENET, REFALTTAZ Y Fva
DOIDFaY hr—FIZL>THREIN, BT 2RI VT a rOEAITT ) v oyvilko
THRESNET,

aybe—F1F, X7V vy TERSNZENT T A7 ) T ar tOBEEERET D20

2, REFAT T AT VTV a NERTHEE 0 ~ 2147483647 OEFHIZHIIE T 2 BN H

DET, BT T R27Y a0 ID Ei e — 0Ty, oF 0, AL L CERENTZ

YT 27 )T ar 0P TR Y S a L IDIFEBELETA,
IR YT 3088

EEEEODEEOER A LT, REFAT T A7 Y T a o OERK. Bk, BLXOZLFES

THZENTEET, ZHITIE, CLIE Xy hU—2 7 a a3 Lol OEBEBENG ENE

K

TRCOVT A7 VT ary REFALEHH) X, show 2~<w F, BIUOxy hv—2 7

ok VERBEEFEH L CRRTEET,

KDOET, YR—FENTWERA N =Ltz a—F 407 BIOYPR—rEN TS

DEDLFHICOWVWTHBHLET, AAELTORA N —AZHAELTOT e hanbsrL

TWLZEEERLTOWETN, IXTOMBEDLERYIR—FSNTHWLIDTTEHY £
Ao
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SR NETCONF gRPC gNMi
R—k70O
FaJL
HAXNA | FAYNVT | FATYNA | XATYNVT | XA TNA | XA TYNLT
NG 2 v 7N NG I
Stream
yang-push | fi5 FEXIIG FEXFIE ESIn BTN FHExfIi
yang-notif-native | 5 i FEXT I FEXFIE RS FEXFI FEXTIE
Encodings | XML FExthe FExt e X —fE JSON_IETF | FExtiss
Google
Protocol
Buffers
(kvGPB)

T LA RNU® RPCHR— |
fiflESL. S 472 NETCONF £ > > =5 T, YANGXML VE— k 7B —Y % a—/L (RPC) Dix

ZEPITAET,
7 L A b UIZid <establish-subscription> RPC & <delete-subscription> RPC 23 AR — F STV E
D

<establish-subscription> RPC W EfF S LD &, /X7 U »v ¥ 5B D RPC IGEIZIL <rpe-reply>
Av—Ub fERA N VT %G T <subscription-result> BHE N E EINLE T,

WDFEIL, <tpe-reply> A vE—V TOIRE L, JGEOHBZRLTWET,

HRXF5I RPC JRE
ok <establish-subscription> [522)]

<delete-subscription>

error-no-such-subscription <delete-subscription>

fEEnET 7 L— MIFE
ELERA,

error-no-such-option <establish-subscription> R XN T 27 g
IV R = FSTHEE

Mo

error-insufficient-resources <establish-subscription>

Y727 g RO

HIZK U IERTE A,
TRV T a NS
TED,
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H—t 2 gNMI

s—ez g [

HRXF5I RPC [RE

c TR EINTZT —HXDEMN
RETX5,

c EMIHN YT 2 U S
varOfR»aETE
60

error-other <establish-subscription> ZEDOMDM END=T—T
7

eNMI AR T, A L-ULRPC 25T gNMI & WO ARTOH —D b v P LUt —E 2 25l
LET, RIZ, ¥ T AT ITATH—EARPC ZEFLe—ERAEREZ R LET,

service gNMI {

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse);

<subscribe RPC> [%, YT A7 ) 7L a v AERTALDICEHE T - x> MIL - THE
MEnFEd, ZORPCIZIT—HD A v E—VRNEENTWET, IROEZ 3 TlE, <subscribe
RPC> CTHAR—FEINTWVDH A v E—=TIZONWTHIALET,

SubscribeRequest £ vt —

DA vE—UlE, BEESINTZARNADE Y NMIXT X —7 v FhLOREFEERTH7-0DIC
TIAT v MZEoTGERENET, RIZ, AvE—VOERETSLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;
}
Repeated gNMI ext.Extensions = 5;
}

N

(GF)  request.subscribe DA AR — F ZALE T,

SubscribeResponse * v tz—

DA vE—UlL, WS SIUT- <subscribe RPC> 2 L TCH —4 > b7 A4 7 v MIEE
SNFET, RIZ, AvE—VDERERLET,
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message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error errgr = 4 [deprecated=true];
}
}

\}

GE) BHOEHFOLRYFR—FEINET,

SubscriptionList X v t—

ZORA =V, HEOYT A7 VT a VEWERNLERSRADE v R ERTIOICER S
AUE 7, SubscriptionList A v E—YOERN T, 7747 2 MIETAVHADRED T LT 1
JAKT D 1O EOY T A7 Y7y a &Rl T& £9, WKIZ, SubscriptionList A v & —
VOEHRERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkiEg gos = 4;
enum Mode {
STREAM = 0;

ONCE 1;

POLL 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use_models = 7;
Encoding encoding = 8; // only JSON IETF supported in R16.12
Bool updates_only = 9;

\)

GE)  Pathprefix (BFA/RMIZREFEA O A) | Subscription subscription, Mode mode STREAM, 5 X
U Encoding encoding IETF_JSON 23 7R — h S CTWET,

TLIA VI RA Y=

e 7227 07 a2 M2iZ, xPath D (BERINFETXTOYT A7 Y 7o g /M
T) HEEWD TR ESNTEATNELDT VT 4 v I AREENTNWDIEAE. BERL TN
BANHY £7,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| EFLBBHRITOTIS<EY T4

s—ez g [

optional string target = 4;

\}

GE)  origin (VAR—FEN5MEIT ) & lopenconfig] ) | elem (VA — hSNDHEHELIZTT L
T 4w ARL) . BEO target BYE— F SHET

YITRYYToavtywe—2

TDORA Y=V, VIATV MIEoTH T RITATENDET—FDEy b —EHICHK
L CWET, @AEfELHIET27-0IcEH I 2 L BEREEnEd, wic, 72
VI arAve—VOEESRLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress_redundant = 4;
uint64 heartbeat interval = 5;
}

\ )

(G£)  Pathpath, SubscriptionMode mode, Uint64 sample interval, 33 J O Uint64 heartbeat interval
MER 0 IZBRESNTVDHEDHR) BYHR—FShET,

INAAytE—2

Hhig T 27 ) Fva i, NRABANERTHWES, Zhid, 72707 a0 0%
MIBHEAT BT L7 4 v 7 ATBIEND &, BREMi SR B L ET, KkiZ, 78A
Ayt —YOEFRERLET,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem
optional string target

3;
4;

N

GE)  origin (PR —FENDMEIEX ) & Topenconfig] ) . elem (VR — hSINDHEHELIZTTS L
T4 w7 ARL) . BL W target BV A— S ET,
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SubscriptionMode * v —

ZOA =V, @MOEHE M) H—F5GkEZ =7y Ma@mLET., RIZ,
SubscriptionMode A v E—YDEZFRERLET,

enum SubscriptionMode {
TARGET DEFINED
ON_CHANGE

SAMPLE = 2;

}

)

G¥)  SAMPLE OANRHR— hENE T,

BRMAYE—D

DAy E—=UNE, YT RIT VT a A=y Eh a7 XIZT LA NI T—XEEEL
I3, RIC, BHAYE—VOEHRETLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

}

\}

GE) HALRZT TVT 4y 7 A BRXOEHNRYA—FEnET,

BAFIvoH TR )T g 088
ZITIE, YT R U T a VEERE X OHIBRT D HFIEICOWTEIA L £,

NETCONF % A ¥ LA » DB T 27 1) 72 g OFERKL

BT 27 ) T g id, ST U v ZHER L, ZOBRNEIO A 1 =X (E#HEIERPC)

A LT TR ) 7Y a AERDTZODFFR L 21T 5 7T 27 T4 T Lo TER E 1L
T, YT A7 VTV a rOFHHMIX. YT AT TANRNERT Y vy O O
WHIREAL, TV A N T—=HEZOH TR TANZORFREFENET, IO TR
V7vasid, RV vy T T AT TA ROWT NN HRE S GA I AR L E
Bh, BNV T7 27 U7 a o OVERRIZIEA 730 RO <establish-subscription> RPC % i i T
& F£ 9, <establish-subscription>RPC |, IETF 7 LV X hU DY TR T F A RX)pE Ry RT—F
T3 ANZEE EE T, RPC Tl stream, xpath-filter, 35 T period D% 7 ¢ —/L K3 d

HTT,
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NETCONF I[Z L 28 H 7 27 Y 72 a o OVERE LOHIBRICEH 32 RPCIX, A X2 Ml
DH AR LY T A7 ) 3 g draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 57— #
ARNT T aBHOYT AT T A7 draft-ietf-netconf-yang-push-07 TEF SV TWET,

EHHNGBMT IR Y Ty
WIZ, ZAYNA L OEH YT A7) o aroflzxlEd,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

FEEEFMT IRSY Toay
&IZ, NETCONF %z L7=ZERFE YT 27 ) v a v offilzRrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g oY

YT 27 U Ty a UERIBRT DL, A /32 KD <delete subscription> RPC,  clear
telemetry ietf subscription =~ > K, <kill-subscription>RPC ZfEH L, FNF7 AR — kv =
EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7 g U HIMERI DO XA F I >
J Y TR Fa 1D E LTERSIVET, <kill-subscription>RPC £721Z CLID Y V7 %
FHLTINODY TR YTy a D OWTNERHEKTID L, 3727 T4 TEK
THESNZTRTOYT A U7y a UREHE T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, %7 X7 7 A /DI
MIITTE, OV T AT FTANRNPNFHRT LT A7V T a OB zHRLES,

Cisco 10S XE Gibraltar 16.11.1 LD U U — 2 Tid, clear telemetry ietf subscription =~ > K%
HERLTHAFT Iy 7T R7 )T a rHBRTE £7, CiscolOS XE Gibraltar 16.11.1 TH&
A S 4172 <kill-subscription> RPC (. clear telemetry ietf subscription @~ > K &6l U HIETH A
FIv s TRV T a v EHIBRLET,
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HONETCONF v a vrRNisnsd e, Y7270y a v bElRENET, *v hU—
BT SN 8E 01X, SSH £ 721X NETCONF v o 5 VN2 A LT 7 L TEDHEIT
YTR7 YT g URHIRESNDET, VOB NEZERNHY 7,

<kill-subscription> RPC | <delete-subscription>RPC & $A{Ll L T\ E 9, 7272 L. <kill-subscription>
RPC %, subscription-id ZEE OOV IZ, HIBRT 507227 U 72 9 O 1D & 5L identifier 22
FREMALET, =V Yy TRV Fva TSNS M T AR— by vard,
<delete-subscription> RPC TEH SN TN H b D & FR2 0 £,
CLUZFHEALIYITRI Y TS 3 vnHIR

wOMNENE, AR T X TOY TR 7 U Ty a v aRm L T0ET,

Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

WIT, FAFT I w7 TRV T g o aHlRT 26027 L ET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{EH L =% TR 5 1) 7L 3 DAl
KIZ, NETCONF Z#fEH L CH TR 27 U 7o a v aHIbRT 612" LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z{EF L= TX - 1) T 3 U DHEIRR
WIZ, <kill-subscription> RPC ZfFH L CH T A7 U 7o a v 2HIRT A6 2R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">

<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
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<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483653</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>
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* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
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</mdt-oper-data>
</data>
</rpc-reply>

BREFHYITRIY T avnER
ITCHE, REFHAY T A7V Ty a2 El, 2R, BIXOHIBRT 2 FEIC OV TR L E

o

< (4

REFLTT A7) T a v OVER
REFLYT AT VT aidi, aryba—J1I2k537 ) v v TOEBREBIEIC L - TER
S, B 7227V Foa il loTERSNET LA N F—ZDOZEEOWEENHRICE
FNTVWET, ZNHOFTRZ U F a0, N7 v yOBFEEH%GEELET,

REFHY T A7V Ty a VFEBOZELEZEN L TRETE T2, ROOHDNRZEH
DHPMERSNET, ZEHENTTICER SN TWDISE, $REERTOBEE. hoZ(F
HADERITAITENE A, TOZEEDHIRSND &, HOZEERERSNET,

BEBRHLEATXNLT TN BT RA7 Y ait, IROFETTF AL RCEBREEINET,
CRECLIZHHL, 2 Y —ANTY 2N LTT A, AREICEF M2 £9,

« NETCONF/RESTCONF #fEH L., HEIDOYVT 27 ) 7y a v aHELET,
TITER, BREFHBY TR I a v EERT AT RPC O AR LET,

FHIMGR Y TR ) Ty

wOBNL, CLIZERL T, REFHAT T A7V FLa DT AR—K7a halds LT
gRPC Z X ET D HEE R L TWET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& RPC OFIX, NETCONF ZfiH L CERIR YT A7 ) 7y a U E21ER L, 60 )2 & 12
TLA M) OEBFZZIEEIEET D HEEZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
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</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&IZ. RESTCONF Z{HH L CEH YT A7 ) 7 g v &2 {ET % RPC Ol LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

EEEY IR T3y
W&DRPC DL, NETCONEZfEH L CEFY- T 27 ) 7y g U EERL, #—F v hF—
B NR— 2 BN E B OLEF 2 EET L HELZRLUET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
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</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

& RPC OFli%. RESTCONF i L CEEKRY 7 227 U F o g VA ERT 5 FiEA R~ LE
TO

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

gNMI 5 A X )LA > B TR Y Toay
WIZ, gNMIL ZA YA T A7) FvaroflzrLET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
N _
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <

path: <
origin: "legacy"
elem: <name: "oc-platform:components">
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elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"
>
>
elem: <name: "power-supply">
elem: <name: "state">
>
mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

REFEHLY T A2 ) T g OER

REFHY T A2 ) Foa B ET DT, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 & OFHL 7 10 | = )Lk @ Bl

«CLI (V7227 U7z OfERL & F CFIE)

YT ATV T arDZEFEETT FLAER—FEEICI- T ENET, ZEHEZEFT
HZEIITEERA, ZEFEORE (Frban, Tar7rAN7E) 2EFETHIT0E., LT
ZREEHIBRL T LWZEEEERT OLERH Y £,

BRNY T A2 VT a r ORNRZEERENMREBIZSH 0 | EEHTZEE ~DHEHO
Ty Ty TRHH LORIT 2R 2 5813, RO 2R o EE 2 H S MR D MENR
HYET,

REHEY T A7) T a O

CLI 721 3EH M EAH R LT, REFHY T A2 U 7Y a U ZHIRTE £4, notelemetry
ietf subscription =~ > NiL, &EFAT T A7V 7T a VEHIBRLET, RESNY TR
U7y aid, BEA VA =T 2 A ADLORHIBRTE £7°,

CLUZFERALEY TR Y T a vnHIkk

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ERL =Y ITRY TS 3 o nHEIR
&P RPC DL, BEFLY T 27 I a o ZHIRT 5 HEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
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<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

gRPCH 7 A2 V) 7'y a @ FADN AR — k

gRPCT LA RNY T R7 )T a ALRER—ATT, 2FD, 2—HF =TT /(1 ARED
—HELTRERANEZFOMDY T AT VT a RITA—ZERETIHILERH Y £,
TOVY—REE, TUA N OEHERET DO OGO A IET DT OIS
NET, gRRCHY T A7 U 7L g UERED FQDN AR — OB ALY, IPT FL AT,
SERMER R AA >4 (FQDN) & gRPCH 7 A7 U7y g A TEEd,

TLARN) BT ZR7 YT a TR, Lyr—ROFEMEY T 22 Faro—Es LTHEE
THIEL, ML CRETDHIIELAMRICARDE L, T2 T, Ly —NZ34RINH 0 .
VTRV T al BRETHEZICZOAFIZHFEHLTCLY—R"ZHEELET, EHL08
A, BEOY T2 Fa AR LY — L EIEETEET,

COMEEET 4 E—T NI TEER AL

LZHIFTE L y—oN

FQDNDH AR — M XV | AR E L —"RIEEFHINDH LWL — RIEHFENBEAS
WE LTz, ARiftE Ly —NE, 3727 V7 v a v EEEERICFETED by 7 L0
RETT AT 4 TY, BRMTEL—NTARTTHASNET, ZOAFNIEE DT
T, VAT LATARIME LY=L a— KOS Ty 7 AEiEd—L £9, 4rift& L
U RNEREIIE, LY ANZEEMS T DR TV ST RTCORENEENE T, N D OREIT
BT 27N T g AEIFELER A

ZEiIfTE V=N EHRATAFEITRO EBY T,
CEXFESEREATDOLY—NREYR—NTEET,
LV IEMEIREB I ORHoOEHREEONE T,

cIP7 RLAZADKRDODICHAA MEEFEH LT, 72 haLL Yy —R"OKRA MEEETEE
9,

HEEOYTAIY T a U THAEND LY — DT A —F % | DOBFHTERTE
£
WDOT v haNE A THFE LA R R - h SR E T,
e cloud-native : 7 77 R A7 47 7 m han
» cntp-tep : Civil Network Time Protocol (CNTP) TCP 7'u k =2/b
s cntp-tls : CNTP TLS 7'& h =21

« grpe-tep : gRPC TCP 7'12 k=1L
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s grpe-tls : gRPCTLS 7’1 | =21
e native : XA 7 477w hajn

e tls-native : %17 7 TLS 71 b =)L

LETE T harLo—n

ARt E 7 e hav b —nNF, e barEERTLT VAN OBEEZEET 5 7-DICE
HanEd, AriftE e har b yr—NF Ly —REEBIT 40NN T, AR MEE
HBEHLET, A MEEIZE, SAMELFIP T FLA, BLOALER— NESEZETE
L9, EFaT7 7o bharimks 7e 7 7 A VLTFHEHEHR L £,

)

GE)  FHR4RfMET7Ta bar b o—"BNERSND L, Ly —RNICHBIMICER SN EE
Mo LI NAOEEREIERT HICIE, BESN 7 a harvlbyr—_n, Al d
1 ODOH T 2TV g NlloTERENDMLERH Y 3,

CLI £721X YANG EF NV EZEMA LT, 4Hiff& Yo bar b v—RE@ETEET,
AFifTE 7 Fal L —"0 YANG BTV EFER LI-3RE

YANG “E 7 /V Cisco-10S-XE-mdt-cfg (ZI%, ARiffE 7w har b or—"RNEENTHET, &K
20> mdt-config-data =2 > 7 F N D =2 > 7 F mdt-named-protocol-revrs (21,
mdt-named-protocol-revr FEIERD U X " B3H Y £3, ZOTNA—TIZE RO 5 DDA 3—
NV ET,

*Name : U A NNOA T > 7 A
« 71 haj

* Profile

e IRA R F— A

« R— M

WIZ, 4RifTE7 e bar L yr—_"OERTEEZT, NETCONF RPC O]z~ L E7,

<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-named-protocol-rcvrs>
<mdt-named-protocol-rcvr>
<name>receiverl</name>
<protocol>tls-native</protocol>
<profile>tls-trustpoint</profile>
<host>
<hostname>rcvr.test.com</hostname>
</host>
<port>45000</port>
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</mdt-named-protocol-rcvr>
</mdt-named-protocol-rcvrs>
</mdt-config-data>
</config>
</edit-config>

MEfTE L —REHH LT 27 ) 7P g CORE

YT RA7 )T a U TARMTE LV —RNZEHT IR, Ly —\F AT L L — RO
EERETOIHLERDGYET, TXTOLY—NEHOREITALTTZ LI —REO—EHTH
D728, BHOV—REEIISLELY EHA, L, ARIfTE 7 harvr—N3, B
R 7 a 20— L LT, $ 7T A7 VT a v OEEITL VRFBLOEEILT KL A5
SfEEALET,

PR — N ENDLEIL > —3F A 71X protocol DI T,

YT A7 ) Ty a AIARMTE LY —RFERF L =L = RN T E i TE F9
N, MEEEHTAZLITTEERA, LU — LI —ARRESNTWAES, 7227
Tary LN BT ERFTE VAL OREITT Ry 7 SET, ARk, TR
N Fvar Ly—R AL TERITLETE L — R E LS/, L —L v —R
ERETEXEHA,

BEDOL Y —=R"RBREESNTWEEAETH, 727 Foa il oD Ly —_"DOh %
TAHZLICHEBLTLLEE N,

LA — VL —NREFHT AT A2 U P g o AT E LY — R FHT AT 22 Y S
vavit, RUEREFEHRATEET, 220, ZhSfERSLETA,

ZHMTE L — NPT 27 Y g VEEED YANG EF /L2 LI-3&E

AR E V=N E T H5E . rovr-type THAR— b I35 ME—DfEIL revr-type-protocol T
T, LAY — L= REHHAT LA, ZOMIET 7 4V b D revr-type-unspecified T3,

WIZ, NETCONFRPC D#|# R LE T, 4piff& 7 har by —R"aFEHLTHT A7 U
varEERT D HEERLTOET,

<edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>1</subscription-id>
<base>
<rcvr-type>rcvr-type-protocol</rcvr-type>
</base>
<mdt-receiver-names>
<mdt-receiver-name>
<name>receiverl</name>
</mdt-receiver-name>
</mdt-receiver-names>
</mdt-subscription>
</mdt-config-data>
</config>
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</edit-config>

A HifHE L y— o & B ERRE

LHMTE LY —NRAE T2 bV TRV T a0 Ly —R_"F TV b &RiftE Ly —
NESBT D) (X, 220 Re28ERERNDH Y 9, TOEMEREBIIAEZD E 38T,
AR E U — "IN 72 D e b — XY B \mmﬂT%éf@é_&fﬁh\M@ﬁ
HbEZExoNET, ARiflE Ly —"OEEREE = —I213, LIr—"\PREHTHLEBE T
XA NTHHATEZ 7 4=V ERH Y £, VV~A®& ENHF NS, 27 4 —)L RiE2e
<7,

CLUZEFRALEARTEL—/\DREDRT

TRTOHXA T ORI E L — "OIRIEEZFRIRT 5121, show telemetry receiver 2~ > R
EHEHLET, al F—U— RN, TXTOAFIMTE L — T 2 FRE @B TR
AL, name ¥—U— Ni&, #HEINTAFIMTE L —NICBET 23MERE R R LET,

KIZ, show telemetry receiver all =< > ROl 2R L E5,

Device# show telemetry receiver all

Telemetry receivers

Name <.> Type Profile State Explanation
——————————— P e e e e e e e e e
receiverl <.> protocol tls-trustpoint Valid

KIZ. show telemetry receiver name =~ > RO AHZ R~ LET,

Device# show telemetry receiver name receiverl

Name: receiverl

Profile: tls-trustpoint

State: Valid

Last State Change: 08/12/20 19:55:54
Explanation:

Type: protocol

Protocol: tls-native

Host: rcvr.test.com

Port: 45000

LT E L — 3D YANG EF V&2 L7 ke

A& Ly — ROdRAEIX, Cisco-I0S-XE-mdt-oper-v2 YANG €7 V&2 L CTHRGTE £,
mdt-oper-v2-data = > 7 FIZIE, TR TOLHIT & Lo — " OEEIRAE Z 5 T mdt-named-receivers
VA RMREENLTNET,

WIZ, ZEIfTE Ly — "OIREEE Fif5 3 5 NETCONF J&E OB %2~ L7,

<get>
<filter>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper-v2">
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<mdt-named-receivers/>
</mdt-oper-v2-data>
</filter>
</get>

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-v2-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper-v2">
<mdt-named-receivers>
<name>receiverl</name>
<profile>tls-trustpoint</profile>
<params>
<protocol>tls-native</protocol>
<host>
<hostname>rcvr.test.com </hostname>
</host>
<port>45000</port>
</params>
<state>named-rcvr-state-valid</state>
<last-state-change-time>2020-..:00</last-state-change-time>
</mdt-named-receivers>
</mdt-oper-v2-data>
</data>
</rpc-reply>

BFT 27 Y gL — NOBME L BEREE

YTA7 )T va s b—F %W®ﬁ7x&)7/a/V/~nitﬁ:v7& THEHe T
DY TR VT avBEOLFT V2 FTT, L7 FIZEETHDITHER A=K A
XL — T A AIZEA TN, Rk, 27 A7 V7 ar BNy —_"Eidar s 2128
ECELLOTAHDIHERHINLG= T 47 4T,

BT RA7 )T g L —_ORET, Ly — O A ERE L O AT AEREIC S
TRY., BEORENDY £9, TNLEHDIREIL, ﬁ727)7V5/#V/%Aiﬁi3
L7 RICHEFERETE DL ICT D08 E 2o ) v —AOHBENZBEEM T ST E
—g—O

YT 2T Fa L — DR EE

YTRA7 YT gy L= "OEEREIL, RESINART EEoA Ty A) | Li—
SNOIRRE, REEICBT DA E T AT, ki@%&@ﬁ EAT ORI TR SN E T, #iH
FINIEIHERA SN2 TIEIH D T8 A,

PTRA7 )7 a by —_0EZ BNDIREEROEFIRLET,

R29: TR ) ToarLi—/DiKEE

IRy 1) T3 Lo—DIKE EEA

CLI & YANG fi&

Disconnected (HJI47) rcvr-state-disconnected Lo — R30I S . R
TRITS N ERE A,
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IR )T arLy—I 0K A A

Resolving rcevr-state-resolving L — N ZHE#ET B DI
BB N7 A — 4 fFR L
T l/ A i —a‘o

Transport requested revr-state-transport-requested L —NNIZRIET AT D8

ek 725, Resolving IREEMN S
RE S NI T A —H %
EHLTCWE LT,

BE#pi (Connecting) rcvr-state-connecting PTRIY T E L —
AT DT DI B2 )
V—=ZREID B THN TV E
R

£073 TRV A GV RN 1= revr-state-connecting YTRI ) FrarnLy—
ANIZEERES L, EFE Ly —
NIZFHETELLOITRD F
L7z,

Disconnecting revr-state-disconnected BRI TWAE Y YV —
ARFED HTERTVE
TO

YANG fH revr-state-invalid i, L o —L v —R_TOARAMEHINET, EHARS T X7 7S g
VLU NIEHETTE W, T RS Y Ty g L NOARREDN ) 2085 A1 disconnected
ICRRESNE T, SBBHCFST, invalid DH 7T A7 U 7o g L v—s3 L disconnected D7
A7 VT varbir—R"ERITEET,

PTAT VT g b= F, ROBETUM SN ZERHY 4,
AT R YT a L DORDO L= ARG S TR,
s PEHGEDOT Y BT v T HKEEIC KR LT,
« BRI E L SHELE LRV,
KR E L= NIV T R ) T a UTIREISNTZ A T TR,
« BRI E LR TH D,
T RI VT a rPREHTH D,
c FOR SN AR O L — N Lo TEA STV,

YT AT YT g L — RO

OB arTiE, YT AT g L — N AT A FIEIZOW T L E
ﬁ—o
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T LA N

Furtuizs [

TLAMVEERIT, Y7 A7) T a Ny —NICEETHDIEATS R T AR— b
AVAZ U AZRRL, BICEEREEZERLET, 7L A MBI, B oA T v 7 AfET
Bl S ET, BT A2 oMoEmIE, T A7V T a UBMERT AL O ICRES
TN Ly —ROXA FIZESS B O X A 7IZEA TY,

X2 T RUVAIMED T U AR— N T, BRESINTZLAAITE L — DR A MR
Wiy T v T L — SRS 2 EFHEOFN4 (DN) & —EHT 5 0ERH Y £
9, 2O, RUEREZEHTIERO L —R"EFOZ LT TEET A,

ZOHETHHT AT RTORREIL, T _XTOXA TORRG TS LETH, T XTHEHEH
HDLITTIEH D THA,

R30:T LA DEFRE

RN B

CLI f& YANG {&

Pending con-state-pending B SMERENE LR, F
RSN TOERE A,

Connecting con-state-connecting ity N7 v S AER
PHEAT T,

Active con-state-active BEnfELIn By, 7
A7V Tva by —NTHf
HTE %,

Disconnecting con-state -disconnecting BEnmr s, 722
Tva v b= NS X DR
L TVET,

BB T SN TV D FOMOEIEIRREIZIZ, VE—hL ¥ —X (EHTREREAITY
7) OID, BILOREZEDORELEFEDORL 2 ENRH Y 7,

FTL AN 7o ko

IITIE, e hanyATERE. IR RARITE T e har Lo —NIZEID YT
YT 27T a b= EDLIIHFHEND IOV THHA L ET,

R3: 7O raLEA TEEDIRZA—4

NG A—4H FRiET pE

Destination IP address ZEfTE L — R R B RAMIRAAL L EFEAT
D728, RAA 4 OfFRN
VB DG ERH Y 7,
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VLT

INTGA—4H FET pE2
Destination port number AEfTE LY — R — B RAIZERETAMLENH D
e
Source VRF PTRA7 YT ary (FEES | VRF BEE STV WY
NTWBHIEE A, T 7+ kO VRF 23

INFET, TNLIDEE
VRF 4 i3RI ik &

ﬂij‘o
Source IP address VTRV T vary (BES [BELRWEE, HEILIPT
NTWa54) KL 2% VRF B L ik 1P
7 RLAICESWTIRESN

*7,

INEDNRTA—BEO—IE, YT A7V P a s Ly—ROBY T 27 ) I a L OBREIC
HEASNWTWET,

BREN DR /NT A =X i35 & &2, BEREEINTW WG, &I VRE B
PE S, WIZFEHRIP 7 FLU A, RBIGEFEITLIP 7 RUABRE SN E T, FERORED A
T TRIEKGEEN R T 256, SR CERICHRITINE T,

Peild, BRI &3l v AZ o 2MbESNET, 2F 0, BAOY T A7 Y Frg b
2 — /378 resolving IRFEN & transport requested IRAEICREATT 2 &3 <lc, 7R 7Y Fa
Vo= X o TIRR ENTZ R T A —Z m kOB A v A% U ABMER SVET,

R INZERDEFICRESN, TVA NI THERHEINS &, BEFOREEIT connected 12
DET, ZHE, CiscolOSXE T /A AL Ly —R_F A ZAOMNCHFRNFEET D 2 L 2Bk
LET, Ly—BMEATHY) Y —RE2H{EVYTT L0, VY—REFEATLH T2
U 7varbyr—NNS, RN Eéht_&#@ﬁéniﬁo_ME@#717)7/3/
Ly — NOIREEIL, connecting (AT LT, W7 A2 U Fvava Ly —NIHRT 729
WMEERY Y —AZRELET, INHDY Y —ANMRIND &, #727)7/3/V/%
INOUREEDS connected ICEFE &, Ly — "R EH@EMEZE LET,

TUVANVEERNT 77 4 7R ENTERVEBO—HZRITRLET,
o HERTRIZEIETE 220,
e UE— FARA MR— MU ZF—=2BIFE LR,
s JE—FKRARKR—=IDY ZRF—DF A TRELL R,

« Authentication failures (GREF—T T —)

N

GE) Bty N7 o7 BRETTRO L XL, By T v TR T A OB NT A —

ZREFITFR STV DI, ZoEREEMT 29727 ) Frarbr—migd
~C connecting IREEIZZ2 V) F 77,
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ZRHELY—1 GO FSILva—T125 |

Bt v b7 v TNRIMLIZ L SIIBATSND T 7 v aid, Ta b a il oTRRD £

T, ROE
L7858
kEnNHEETHLR L TY,

£ 32:70 3 LEROBRTHER

W2, B—0ty N7 v TERNOEROBFERITEIEL . 8tk v N7 v 7ERB K
DR ESR OFRITEMEEZ R LET, ZOEMER. LT —L I —n|

Lo THE

Protocol EHoOBRTEE BfRREXR
* grpe-tep 1, 3. 4, 7RORKET 5 BIF | #HIR72e L, BEOFRITAK
« grpe-tls AT 35 &, kRIS PR &

ZRLET GUTZLIC14
) .

* cloud-native
* cntp-tep

* cntp-tls

* native

* tls-native

5. 10,
.

15, 20, 25, BLTV30

LETE V=GO N T TN a—T 4 T
Eéﬂfb‘éﬁm\

YT A7) T a NG
U Ensnz

— R RO 1 o1F, TLA RN EHA Y E—
ET9, FRIAE LT, BETHAN IR7200D,
B THDLHZ ENEZONET

PTRA7Y T a R

Z 2T, AR E LR TRAET D IRAY R TEO

0 = —

NI TN 2—T T IFIEICOWTEH LT,

TVfF)7D?XﬁE®Dﬁ BLO—ED show =~ RO L, ARiiffE L o—n
WMED RN T TNV a—T 4 VTIHEATE AIERNREENTHET,

RIB:BEMSEL—NERO STV a—Ta 0T

8

B EMEIR

D

BT AT Y S g AR
;.(_jJO

show telemetry ietf subscription
iddetails

YT 27T g DERER
BEELET,

Y727V Tarby—nA
PIBEL,

show telemetry ietf subscription
idreceiver

KHTE L —ROBERE
ELET,

YT 27 Tg L=
DR /N T A — X ik T &
fcﬁb \O

show telemetry ietf subscription
idreceiver
VTR S g =R

REZN. R DARFED S
BEDHIR,

Ly— Ry NU—TE
E. FloFA v Z—T A A
DIRREZFER L F 77,
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8

HER AR MEIR

xt A%

YT 27 Tg L=
£073 TWINVEDAVE N A SPAN
W,

show telemetry ietf subscription
idreceiver
VTR YT a L=
DARTEDN, fRIR )~ b i
(R )23 3%/ (g N

R ST BB AN TH

D, Lyr—NFEF=LrH
NEERRE T, fHE 37z b
FUAR—NEMHLTA
N v N A T AND Z
CIMTEARZ MR LE

7T

YT 27T g L=
DEFNDIELR I N5,

show telemetry ietf subscription
idreceiver
TR S a s b—N
DARFEDS, GIWT AR < 97T
DIRRE T LT 5.

AVIEDEATRIELND
L BRLUORESN TV DR
REEFFRINAENTHL Z L&
e L £

YT 27 Tg L=
DS TWAD, BHN
ZEI N,

show telemetry internal
subscription idstats

Avg—YRNayF o b
DL TWD A, #HESh
oL a— R L7aw,

LI X PNEFRED T 11—
IBETETWA Z L 2R
Lij‘o

Y727 g L—N
PR SILTWD DS, FBHN
ARV AWAJAR

show telemetry internal
subscription

T SBREL LR,

EREEOY T 27 ) Fa
DOGFEIL, FEBRICA X bR
FEL TN L 2R L
N

EHIR YT A7) Fyg v
DAL, FHHMAEL
eI 100 430> 1 BYEAAL TFR
EINTWAHIEEHERLE
R

show telemetry internal connection : Z D2 <> RNit, A7 > a v OERiA T v 7 AMEEZTDY
FT, AT v 7 ABRESHTORWESIE, 1 STV 5T OHE D BARR et
WRIA=ZIERPFRINET, a~ FTHERA VT v 7 AZRET L L. BBl 5
MNFRENET, avr FHNE R 7V AR—NEATHY, TTO R T AKR— KTl
HATE5LERYEHA, ZO0avwy FKOWMDBEEINLILERH Y £7,

showtelemetryinternal diagnostics : Z Dz~ R, +XTOHOT L A hJ u 7 L@fERRES ¥
YTLEOELET, MEZHRET DL IR, TRERRY BBEORAERFOT SHRIZZDa~
K% L. show running-config | section telemetry ==~ > RO L4 2 & fRRICHEST

HET,
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TEHY IR Y T3 NG EFL0RT [

FHEEY TRS) T3> YANG ETILDORT

ERBGH T A7) T arzhR—bFLT05D YANG ET /LD U A K &#F/RT HITIE, show
platform software ndbman switch {switch-number | active | standby} models =~ > K&l L &

I,
A\

() CiscoCatalyst9800-80 7 1 ¥ L 2 = > h m—F T, show platform softwarendbman chassis
{number | active | standby} models ==~ > KZ#EH L 9,

Cisco-10S-XE-mdt-capabilities-oper. YANG E7 /L2 1X, BHIGFH T A7 U 7o g o THAR— S
NOETNVHERRINET,

IR YToavnE=Z2YVY

CLIBLIOEH Y0 ha a2 L T, T XTCOHAS IOV TR ) Ty a o EEHTE
ij‘o

cLi

TLANIDOH TR YT a AT AEREE T DITIE, showtdemetryietf subscription
av REFERLET, a~vr Koo Nhfl%E2, WIRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIOY TR Y7y g BT A5 %K RT 2 NETCONF A~ — 06 %
~LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
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<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>

<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>

<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>

</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

<address>5.22.22.45</address>

<port>57500</port>

<protocol>grpc-tcp</protocol>

<state>rcvr-state-connecting</state>

<comments/>

<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>

<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>

<address>5.22.22.45</address>

<port>51259</port>

<protocol>netconf</protocol>

<state>rcvr-state-connected</state>

<comments/>

<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>

</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>

</rpc-reply>

AR —=AE, YT AT TA TAFER—HDOA R M2 ERLET, IZIFTXITHOAL X R
ZO—EHDOARY FELTAHMTT, 7270, FA M) —ADERITHED, TXTOA X2 b
DI OO THEL TWET, Z2TIE, YR—FENTWVWERA N —AIZDONTH
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vANG-push 2 ) —L [

PR—=FINTNWDRA N =20y FERRTDHITIE, FHT v ha v BfEE2EH LT,
mdt-streams = > 7 712 % % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-IOS-XE-mdt-oper.yang 7> 5D 1 D) b streams 7— 7 /v a Bfs L 97,

WIZ, NETCONF LT, ¥ HR—FSNTWDEIA N —LZ2BETL0 2R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>

<stream>yang-push</stream>
</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OHFIX, native, yang-notif-native, yang-push ® 3 DDA U — ARV R— I TNBH I &
ZRLTOWET, A MU—2Lnative [ZPUT & LTIEA T, BHRTEET,

\)

GE) HEDOLZA PR —FENTWVWAARNI—ADU A NEETCLIEH Y THA,

YANG-push X 1) —L

yang-push 2 b U —A(X, R —hFENTW5D YANG EF/VIC L itk &b, ks —#
R=ARNEEAT —FRXR—=ZANDOT =X T, ZOARI—AF, AN —2OHFTxG LT
BT — 4 ERET D20 D XPath 7 NV W AR— K LTHEY | XPath RiIR DT —4 %7
#7925 YANG EFT MIESEET,

CZOA R —=ADOEFEINL, ABOYT A7 )T g A2, T—X OEFER £ 7213 E
ERIE CEEINAEENLY FT, MHICHE L TEREINAZ LIEHY THA, BES
FELRWT—=FOHT A7 )T a q3fFaai, BEOY 7 A7) Foart LTEITSN
F9,

PR—FINTWDIME—DX —F >y T —F =T [F4TH)] TF,

KEREAEDIRTE

BHEOELEZA, BREY T A7 VT av AL, Y TR FATREERT =X DX A TIZ
DWTYANG ET VOHPTRETHFERIIH A, BEEGEYS TR v a 2L
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B vaNG-push o> XPath 7 ¢ L%

T, YT RIFGATRTERNT —HIIHTRAIIA4 T LES DL, R (@) &b
M, B ip T A ) S ay (REKH) &7 £9, On-Change /N7 U 7r—3 3 > OFEM
122\ TlE,  TOn-Change Publication for yang-push] OIEZZH L T &0,

IETF K5 7 ~D#EEHL

yang-push A N U —AZMEHT 57 LA MUIEL, 7L A KU ®IETF NETCONF UV —* > 7 7
N—TOHMM KT 7 MZESHTHET, ZhbERIRLET,

e AR NEHDIAZ NV TR YT g N—T 5203

*YANG T —HX A NT T a®HOYT AT TA47, N—=T 307

\)

GE)  %HET5 K77 MCERESEN T HROEREIT TR — hINn T ERA,

TV — T K
T U RAT N RO@A
e PR — F R E L THRICEHEN TWARWVWTRTOY T 27 U T g T RA—H

YANG-push ® XPath 7 ¢ v %
BT RY T A4 THO yang-push A b U —ANOT—H & v ML, XPath 7 4 V¥ 2 L CHe
ETHMENSH Y £97, XPath RUITKRDOTA RTA A S ET,
«XPath A TlX, VA MFEREFarTHIC1 20y N ZEETH-0D0F— 2 -85
ZENRTEET, PR PFEINTWEF—HEDOHE IR LB T,

[{key name}={key value}]

XPath oO#lZRITR L ET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—2MENT 2123, BROF—HELHEMLET, F—DLHTLIEITERTH D8
ERHYET, @HPLV AN P — FIZEDEITVR— S TOHEEA,

* XPath KT, F—ORIC[2HEHA L THEEOFT—ZBINL, ». TXFI & 7'k LE
9, XPath KOB| 2RI LET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\

1\"]
[name=\"Inlet\ Temp\ Sens\"]/current-reading
Cisco Catalyst 9800 7 A ¥ L A2 b —F THR— b I D XPath =

Cisco 10S XE Bengaluru, 17.4.1 Ti%, ¥ ® OpenConfig XPath Dt » k73 Cisco Catalyst 9800
VYV—=XUA¥ LAy ba—F THR—bENTHET,
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Cisco Catalyst9800 71 ¥ L2 2> kO—5THK— k&h 5 xPath % ]

TULARNY BT R7 YT a3 BT 5I2IE, NETCONF, RESTCONF, gNMI 7’1 k=
NIpEDTa I~ VT4 A2 =T oA 2% LT, IRORPC ZETLET,

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>

<provision-aps xmlns="http://openconfig.net/yang/wifi/ap-manager">
<provision-ap>
<mac>eth mac of the AP</mac>
<config>
<mac>eth mac of the AP</mac>
<hostname>AP NAME</hostname>
</config>
</provision-ap>
</provision-aps>
</config>
</edit-config>
</rpc>
RIZ7R$ XPath XT3 XT, openconfig-access-points YANG €7 /L D—#T9, 7272 L, %
D721 1 openconfig-ap-manager YANG E7 /LD —F T3, 7 L A M UEENIE L HEET D
£ 912, OpenConfig T /WIZEEDNWTEHEMTHONTNDLZ L 2R LET,
* /access-points/access-point/radios/radio/state
* /access-points/access-point/radios/radio/neighbors/neighbor
* /access-points/access-point/radios/radio/neighbors/neighbor/state
* /access-points/access-point/ssids/ssid/bssids/bssid/state/counters
* /access-points/access-point/ssids/ssid/clients/client/state/counters
* /access-points/access-point/ssids/ssid/clients/client/client-rf/state
* /access-points/access-point/ssids/ssid/clients/client/client-connection/state

* /access-points/access-point/system/aaa/server-groups/server-group/servers/server/radius/state

* /joined-aps/joined-ap/state/opstate

XPath #4727 FA 75 2L, ¥ T A7 T4 7 Sz XPath & £ DFEENOF T D XPath
DT —HE=Z(5 LET, =& 2L, /access-points/access-point/radios/radio/state ~H 7 A7 Z A 7
ToHE, BEMSTONTNLITRTOY =T EZDFOY T a7 F o7 —2RESE
D

HROV Ty hOLBLERGEIT, XPath T 4 VX EZREL CEHEHIBLET, 55
EDT I7EARA L N (AP) OFT—2 &7 4 NVE ) 7T 5ITE, /— RO®BIZF—& i
LET, =& 21X, A& M ‘my_hostname’ TH D AP DT — X %55 H12i%, 7 RA7
) 73 3 o XPath: access-point[hostname="my hostname’] Z{H L 9", T —X EHITIT. TH
BEHORESNTY Ty FEF TR, TRTOY—InoDT =247V x7 MREENR
HZEICEELTLIEE N,
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B ciscocatalyst 9800 o ¥ LRI L kO—5THHR— F SN XPath

PRERIEIZBE 9 15

WDFEINZ, 3 DDRIRART—)LF U FITBITEENFNOINERA > b Of/ NG %
%Li‘é‘o

FIA1: 45D SSIDIZKDB T NVAr—)L

* 34:%5%E

AP 2,000
7747~ b 30000
AP Z'& @ SSID 4
AP Z & ® BSSID 8

AP =& OER R A 12

IN—

AP T L DR A N— 96

%= 35 {RRMR

IRERA >+ La—F HEMR (7)) HERPE (7))
aLy i X1 LY % X2

Z 2000 30 60

AAA 2000 30 60

R 4000 30 60

7747 ~RF 30,000 30 60

7 747>k CNTR |30,000 30 60
7547k CONN |30,000 60 120

BSSID 16,000 90 180

Neighbor 192,000 180 360

FUVA2: 62D SSIDIZLDTIVAT—)L

= 36:H%KTE

AP 2,000
7747~ b 30000
AP Z & ® SSID 6
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Cisco Catalyst9800 71 ¥ L2 2> kO—5THK— k&h 5 xPath % ]

AP Z & @ BSSID 12

AP T L DR A 12

IN—

AP Tl DA N— | 144

= 37 # 2R

IRERA 2 b La— |H#ERER HE 22 i

F () (#)
aLv4X1 |aLs4X2

2N 2000 |30 60

AAA 2000 |30 60

SHE 4000 |30 60

27747 hRF |30,000 |30 60

7747k 30,000 |30 60

CNTR

27547k 30,000 |60 120

CONN

BSSID 24000 [ 120 240

Neighbor 288,000 | 240 420

>F VA3 62D SSID I L ABHD AR —L

= 38: /T

AP 1,000
7747 b 15000
AP Z & @ SSID 6
AP Z L @ BSSID 12

AP T L DR A 12

IN\—

AP Z L DFRA R— 144
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B ciscocatalyst 9800 74 Y LRI kO—5 0> XPath fE & HET B L— k

= 39 {R2RR

UREERA La— |H#ERER HELZ PR

~ () ()
aLY4X1 |aLy4aX2

2N 1000 NA 30

AAA 1000 NA 30

A 2000 NA 30

27947 MRF [15000 |NA 30

754 Tk 15,000 |NA 30

CNTR

VA EA 15,000 |NA 30

CONN

BSSID 12,000 |[NA 120

Neighbor 144,000 |25 7> L 180

Cisco Catalyst 9800 VA ¥ L A 22> k1 —7 @ XPath i & %t/ d 5 L— b

Cisco-10S-XE-wireless-mesh-rpc @ XPath /exec-linktest-ap/data-rate-idx CalA AL TV AE
ERIET DL — R ERIRLET,

ewlc-mesh-linktest-rate-idx-1 1 Mbps
ewlc-mesh-linktest-rate-idx-2 2 Mbps
ewlc-mesh-linktest-rate-idx-3 5 Mbps
ewlc-mesh-linktest-rate-idx-4 6 Mbps
ewlc-mesh-linktest-rate-idx-5 9 Mbps
ewlc-mesh-linktest-rate-idx-6 11 Mbps
ewlc-mesh-linktest-rate-idx-7 12 Mbps
ewlc-mesh-linktest-rate-idx-8 18 Mbps
ewlc-mesh-linktest-rate-idx-9 24 Mbps
ewlc-mesh-linktest-rate-idx-10 36 Mbps
ewlc-mesh-linktest-rate-idx-11 48 Mbps
ewlc-mesh-linktest-rate-idx-12 54 Mbps
ewlc-mesh-linktest-rate-idx-13 108 Mbps
ewlc-mesh-linktest-rate-idx-14 mO
ewlc-mesh-linktest-rate-idx-15 ml
ewlc-mesh-linktest-rate-idx-16 m2
ewlc-mesh-linktest-rate-idx-17 m3
ewlc-mesh-linktest-rate-idx-18 m4
ewlc-mesh-linktest-rate-idx-19 m5
ewlc-mesh-linktest-rate-idx-20 mé6
ewlc-mesh-linktest-rate-idx-21 m7
ewlc-mesh-linktest-rate-idx-22 m8
ewlc-mesh-linktest-rate-idx-23 m9
ewlc-mesh-linktest-rate-idx-24 ml0
ewlc-mesh-linktest-rate-idx-25 mll
ewlc-mesh-linktest-rate-idx-26 ml2
ewlc-mesh-linktest-rate-idx-27 ml3
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YANG-push D/ STy r—> a2 ]

ewlc-mesh-linktest-rate-idx-28 ml4
ewlc-mesh-linktest-rate-i1dx-295 ml5

YANG-push DERI/ TV rr— 3 v

EWRY T A7 ) 7 a TR, BT A7 T4 THRIERIC K DR O T > & = FHTITHNR
WWEHESNET, LT A ANEY—RETH-720 Ry N7 MNRMEL T2 T5
CBIET 52 LBV T, WICHERIL, RE SN EM Y A ~— O TSR E S ET,
felziE MlE 100 LRET DL, YT A2 Y T a v OFERERICRIOEHBEE S
M, TORIFI0FBEITHEESNET,

MM, EMOR Ty v aBEHHOE T (17100 7)) HEALORRETF, #f23 1000 ThHiv

X, TR T A4 THREGEROEHII0R T L2 £7, RETE DR/ OMERIREIE 100
(DEVIW) T, T74NMEEHY A, ZOMHEIT, BT A7 YTV a OGS

I3 <establish-subscription> RPC THURHJICERET DMENH Y | REFHAT T A7) Fa v

OEFE T E CHARMICERET 2MLERH D 7,

EHRERICIE, PR RSN TVDETRTO R T U AR— | 7a b U cBET 507 2

T4 THBOT — A EFELIZT =T VDTV a b —REENTHET,

EWRY T A7 VT a VEMHLTEDT =22V T A7 74735 L, #RENT-HH
TREOFHEMPFESNET, T—FBFET DR OITRD L RO OB EH O FEH
WHE LT ESNET,

YANG-push DZEFRE /X7 ) fr—3 3

BRI T A7 )T a v aEERT 25681, X 7= 78BN RN L ERmT=oicy v
T HIRE OICRETALERNHY £, TOMOMEITTAR— SN THWEEA,

BRI T A7 )T a T, OO vy a8 i, VT A7 I TINT =20y
FATT (IETF OXEFETER SN TWDHHIER) . ZAUuTfliEcE A, UBEOER
i, T—FNERIN, BREOT —HORTHER SN TWDIGEEIZHEINET, =7ZL,
BRI SNDENOT —F3REEIIAITTT, Lo T, BERY T A7 U 73 VT
NOY =712 T 56D THLHEE. TOTOWTOOEANERINDS &, BH@mN%t
FENFET, THBEAOEMENBILI N T AR—F 7o hallt ko TR 4,
Flo, BEEY TR ) T a VEBERTIESHY T8, OFV, FarT T EEoar T
T TR T4 7 LTH, FarTTRNOERIIT T A7) 7y a AE@isivEE A,
BEGFELRWT —ZOY TR )7 a VFFFa S, BEOYTAZ V7 ar bt LTE
TN ET, WRMFETFRMIZETHY, T—F2FIHAEIZR 2 ETCERUEFETINE
A,

yang-notif-native X k1) —/L

yang-notif-native 2 U — A%, /7Y w2 NOMEE D YANG #@HI TH Y | BEDILDA ~
¥ hY—ATCiscolOSXED XA T 4 7 DOT 7 Juav—pRERITnET, ZOAMT—A
Id. KGR AEMAEIEET A XPath 7 A VX EFR—FLTWET, ZORA N —AOEH
WENX, BEORRIZ/ DA X MRRELTEEAICOREEINET,

COARNY—ANIEEREY T 27 ) P a OB R—FLTWAD, Zr 7= 7E
ELTHOZEETILERHY 7,
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. yang-notif-native 0 XPath 7 1 )L &

\)

() BEOLZA, ZOA MY —AEGoogle VE— | Fr—% a—/L (gRPC) FEHT
TP AR—F SN TWETA,

yang-notif-native > XPath 7 ¢ )V #

YT R T A 7D yang-notif-native A b U —ARNOT —H &> ME, XPath 7 4 VX &Ml L
THELET, XPath KiTITROHTA RT7 A4 3@ HINET,

e XPath T~ ATV =7 FERETIVNENHY EI, ZOFT V=7 MTiH, =
TFH, V=7, V=TV AL, FEEFIVAIEFEHTEET,

* XPath JU% YANG BN ER A ETHXLERH D £, BHEO 7 4 VXA TV HR— b &
NWTWERE A,

¢ XPathi \TliE, H—DVT 27 V7L a v TEEBEOA T V=7 baPR—FT&EBL91C
FEAHAT () 2EHTEET,

TLDP R D@

Targeted Label Discovery Protocol (T-LDP) (&, HEHEH SN TWRWT L AL v F Fb—H
(LSR) []® LDP & v 3 T, TLDP Z HKFDEFEEEIX. HDPt//a/#iﬁit
ITEIE L&, BEXOTLDP BREEIET 4 E—T M olz & i —FZ@m L E
T, WENARERE S ¥ 521, TLDP #AIICTHMENH Y 5,

AR FR—ZO\BENT, IRO2ODF VA TEREINET,

REINTA N2 M, TLDPARE S, T8 AL HIRENT & XIZERENE T,
@%i\HDP?//H/#T/7$K$&W/LK&% HAEMRINET,

cENL, TLDP B v a v N7 v FERIIFA T LI E X ERENET,

FSURKR—FTBA RO

T2 OFEFEL TV vy EZEEROERIEHAIND T btk o TRED
9, 2O FaF NI UAR— N a b EEER, REBALAT T AT a D
B haAnbIMSsE L TWET, RS UAR— e hanii, F—Foxra—F ¢
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) L H@nmm HKROENICEELH 2 £,

)

GE)  F/, BRULEZA M) =2 b FH@MoRUCELH 2D NV ET,

PR—=FINTND R T AR— M7 a haid, gNMI, gRPC, NETCONF T,
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NETCONF B k)L

gRPC 7O +a L

nerconk 7o ko

NETCONF 7' 12 b 2/UE, 7227 ) 7o a D T AR— MIOMEHATE, yang-push
A kU — 2L yang-notif-native A b U — A TEATE £,
NETCONF % f 7 v AR — h 7'm h 2l LTERT 25613, kO 3 DO EFHEAE AL ME
HAEiET,
7R )73 Tyang-push A b U —AREH I TNT, EMNREE, 7203,
WIHR @M N E R Y 727 ) 7L g U TRHESNDBEA,
« T A7 Y 7 a T yang-push A b U — A3 S AL TUWC, #I R S8 En LASk o
KRBT A7 )T a DA,

« T 27 7L 3 T yang-notif-native A kU — AR H I N TWBIGE,

yang-push i =

yangpush ¥ —A A kU — AN NETCONF Z#/r L CXML =2 a2 —F 4 7D K7 AKR— K&
LTEEESNDEA. 2 2OBFBAFANERINE T, o OEHEMEAIT,
draft-ietf-netconf-yang-push-07 IZ SV TV E 77, FEMIICOWTIE, IETF K7 7 FD3.7HAZ S
LT ZEN,

yang-notif-native 2 =X

V=& A KU — A} yang-notif-native D575, NETCONF 4 L C XML T a—RK3id
L X OFEHNEMOIAUZRFCTISOIZ L > TERSINTWET, FEMIZ OV TIE, RFC D 7.16.2
HasR LT EEN,

yang-push 2 8 U —ADEXETRRY 7227V 7o a3 VIDIFEF FEMTITH Y A,

gRPC 711 b /LiE, REFHAV T A7V FardD T AR— ML TOREH T,
yang-push A b U — A TORMEHTEEF, gRPC M7 AR — b7 1 k2L TiX kvGPB =/
=T 4 T DHPYR— IR TWET

gRPC 7't h 2 WZHES S ZAEHE OB OTAIT BNy 74 7)) B¥HR—bFShTHET,

proto 7 7 A LV TCTEFRSNTET LA MU A vE—IZO0TIX, mdt grpe_dialout.proto 3 X T
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e992f2c46ed96edf8a0a78b/proto/xe/
telemetry.prototelemetry.proto ZZ M L T 72 &0,

TLARYIZEITENA FTRLASEY T+«

T U AN OBWIREEE, T 7T A TIRAAL T INAA v TF AL v JND A L 73—~DSSH,
FFIANAT AT EY T 4 RIST N, ATDT 7T 4 72— 7 at P ~0 SSH 4
L TCNETCONFtE > v a U THEV.ENET, UVEIHZIE, T7VA MOV TR 7Y T g
LETANETCONFE v v a v a8, EEEHHTATXTory g o 2EE L., ik
NMTDHMERHY ET, Flo, A v T A —NR—RIZTRTOXAFTIv I P TRAI YT
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https://github.com/cisco-ie/cisco-proto/blob/master/proto/xe/mdt_grpc_dialout.proto
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e9f92f2c46ed96edf8a0a78b/proto/xe/telemetry.proto
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e9f92f2c46ed96edf8a0a78b/proto/xe/telemetry.proto

EFLEBBEIOIS5TEY T4 |
B » o roz7rmmmsL 4y Ree

CEFER T ALENRH Y T, gNMIZA YA BT A7 Y Far, SSHEZN L
NETCONF & v 3 v & [RREICHSBE L £,

gRPCHANXYNT U NYTAI VT aid, TITATRAA T ELFAZ v 7 AL ND
FIFAL T A X al—va DL LTTF A RTRESNE T, AL v FA— =354
T5&. 7L A M REE~OBRGFEOERNEUIM S, FERINET (ZEHF~OL— IR
o TWBIRY) YT AT Vv a v z2lRRETLHILEIHY FHA,

)

GE) FAALZ20Ya— KR, 72207 a v OREEZTAA ADAL— T v o
V74X ab—va ZAMEEAIMERHY ET, ZICX Y, TS RO EN%
LY T AT T a VBRENT A, A LICEOEERY I, HERT o ANEEL
THEITSND E, THAARTIT VA NI ZEHE~OBmERITL, @FOBMELZHERL
£7

S UTILDETIVEREIZ!T L A K1) RPC
WDv 7 v a T, RRCOFDY A NERL, YT A7 U T g OFREFETHOWTHA
L/\i‘a_o

BREFHYIRAY) T avNERE
BRI T 22V 7 g2 R—F LTS YANG EF LD Y A FFFRTHI2IE, show

platform software ndbman switch {switch-number | active | standby} models =~ > K& H L &
D

)

GE)  BUEOLZ A, RHEFEHAT T A7V T a L OFEBRIEHTEHDIEgRPCT 1 ha2 /LD
A

FIRDEE

enable

configureterminal

telemetry ietf subscription id

stream yang-push

filter xpath path

update-policy {on-change| periodic} period
encoding encode-kvgpb

sour ce-vrf vrf-id

sour ce-addr ess source-address

receiver ip addressip-address receiver-port protocol protocol profile name
end

©ENSDGOHRWN

- )
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grEayIzsyIvavors |

F gD FEH
AV RFERETO3 Y B#)
AT 71 |enable FibE EXEC E— RZ A LE T,
Bl : « NRT—READLET (@ERSNHA) .
Device> enable
25w F2 |configureterminal ra—sYb ar 74 Xalb—ar ®— FeBikh
1 - LET
Device# configure terminal
25w 73 |telemetryietf subscription id FLARNIOFT RS U TS a v afflL, 7L A
Bl - FIYTRZ YT vay = REeBELET,
Device (config) # telemetry ietf subscription 101
RFw 74 |streamyang-push VT2 Y FoarDA N —LERELET,
i -
Device (config-mdt-subs)# stream yang-push
AT w5 |filter xpath path YT A Y T a D XPath 7 VX BHRE L E
i 7o
Device (config-mdt-subs)# filter xpath
/memory-ios—-xe—-oper :memory-statistics/memory-statistic]
ZF w76 |update-policy {on-change| periodic} period YT A7 VT a r OEMPRERR ) — 2R E
11 LET
Device (config-mdt-subs) # update-policy periodic
6000
A5 w71 |encoding encode-kvgpb kvGPB = o — REHEL £ T,
1 -
Device (config-mdt-subs)# encoding encode-kvgpb
RTwv 78 |source-vrfvrf-id V—ADVRF A VAR AERELET,
1 -
Device (config-mdt-subs) # source-address Mgmt-intf]
RFw 79 |source-address source-address EETLTT RLAZHR/ELET,
i
Device (config-mdt-subs)# source-vrf 192.0.2.1
R T w710 |receiver ip addressip-addressreceiver-port protocol |[S@EEIOSZEZDOIP 7 FL A, a2 ka2, BLO

protocol profile name

1 :

Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp

a7 ANERELET,
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ARV FFEREETIVa Yy

S

ATy 7N

end
1 -

Device (config-mdt-subs)# end

TLARNIY TR YT varDary7 4 FXal—
TaryET— REET L, FHE EXEC E— FIZRD
£7,

gRPC DEFRH TR Y ) T a v DHRE

FIEDEE

F IR D

enable

configure terminal

telemetry ietf subscription id
stream yang-push

filter xpath path

encoding encode-kvgpb

©ENSOGHWN

end

update-policy {on-change | periodic period}

receiver ip addressip-address receiver-port protocol protocol profile name

ARV RFERETIVa Y

E:)

ATy 71 |enable FFHE EXEC T— RE AL £,
fl e MAT— R AN LET FERINTEHE) .
Device> enable

AT 72 |configureterminal su— L Ay 7 4 ¥ ab—3i gy E— NE Bk
fi LET
Device# configure terminal

ATy 73 |telemetry ietf subscription id TLARNIDOY TR YT a v EERL, 712
i - MNIHTRAT YT var T—FetaLET,
Device (config) # telemetry ietf subscription 8

AT 7 4 |stream yang-push YT22 YV FoarDA RN —LERELET,
i :
Device (config-mdt-subs)# stream yang-push

R 75 [filter xpath path YT AU YT a D XPath 7 4 VA EFRE L&

1 -

Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

—g—o
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wEa—rozE I

ARV RFERETI Va3 B#Y

R T w 7 6 | update-policy {on-change| periodic period} T2 YT a OERREHARY > —2E L
i) : ERE
Device (config-mdt-subs) # update-policy on-change

A5 w 71| encoding encode-kvgpb kvGPB = o — R&fEE L £,

1

Device (config-mdt-subs)# encoding encode-kvgpb

25w T 8 | receiver ip addressip-address receiver-port protocol | @AINZEEDIPT KL A, 7 koL, BEOT

1 -

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

pratocol profile name 07y A NERELET,

ATy 79 |end
& -

Device (config-mdt-subs) # end

TLARNIY TR Fvaroar7 4Xal—
varE—RERKT L, FHEEXECE— RIZRED %
7T

[EO— FDFZIE

NETCONF A4 YILA VDY TR YT a Ty 1 BHDZIE

YT A7) T a UBNIERIEREIND &, T AFTVT A7 ) 7 g UfER notif-bis:ok 18
JOV 727 V7o arID CTHRELET, RIZ, BT T 270723 v OIGE RPC A v
t—YoflERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

FRAANST w2 E8NHY T A7) 7L a UEHIZTXMLRPCIEXTHY . T 6 2MERL
SN UNETCONFE v v a KV EESNET, VT RAT T4 THBEROER E721F
' I —|Z datastore-contents-xml % 7 N TR INFE T, KIRT DL, T T AT T4 Tx54EH
T 29 7L RPC A v —IT9,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
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<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 27 T arMTbhAIEREZENZETHHIBEE., RITFN0NEN &EiftE T 7t
AYARNRE) THYFELRWES, EMEHIEZEIC/2 0, B O#KE datastore-contents-xml
2T HRFOZ LT T, WITTRT O, EMEHNLETHSD RPC A vE—TOHITH,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

YITRH1) T3 UOEHMDERE
BEOY T A7) 7y aro—EE2ET %I121%, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /L
WCEELET, BUEDY T A2 U 7o a 0 -FEFRT 51213, showtdemetryietf subscription
avy RbEHTEET,

WIZ, <get>RPC A v —VOHlZRLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Wiz, RPCIEDOHZR L ET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-1d>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>
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<updates-dropped>0</updates-dropped>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

Iz, show telemetry ietf subscription dynamic brief =~ > RO HHZR L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KOH B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper—-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

IZ. show telemetry ietf subscription all detail =2~ > RO B2 R L £,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: O
Notes:
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WD RPC OFliL, RESTCONF Z#{HEH L CH T 27 U Foa v OFMEPBIGT L FEE2 LT
j—o

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-IOS-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{

"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{

"subscription-id": 101,

"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}l
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "O0O",

"mdt-receivers": [

{

"address": "5.28.35.35",

"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile™: ""

CUEFEALE-LAFZTORIILLL—/I\DETE

FIEDHE

1. enable

2. configureterminal

3. telemetry receiver protocol receiver-name

4. protocol {cloud-native| cntp-tcp | cntp-tls profile profile-name | grpc-tep | grpe-tls profile
profile-name | native | tls-native profile profile-name}

5. host {ip ip-address| name hostname} receiver-port

6. end

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| EFLBBHRITOTIS<EY T4

AR EL—NEFRALEZY IR Y T3 U0H%E (CUZEER)

FED FH 4
= I N3 il S = By

AT w71 |enable FiME EXEC E— R&AIC L ET,
fi e NMATU—REANLET (FEREINEHS) .
Device> enable

R 72 |configureterminal ra—N) ary7 4 Xal—ary B— NG
1 LET.
Device# configure terminal

R w 7 3 |telemetry receiver protocol receiver-name AFIfTE T Fa L —R"EBREL, TLARY
Bl - Ja karby—NarJ 4 Xalb— gy FT—

- YN

Device (config) # telemetry receiver protocol b %fgﬂﬁulszjfo
receiverl

R w 7 4 |protocal {cloud-native| cntp-tcp | cntp-tls profile ZEfTE e ha Ly — "o Fa L aER
profile-name | grpc-tep | grpe-tisprofile profile-name| | 4= 1 4.
native | tls-native profile profile-name}
1
Device (config-mdt-protocol-receiver)# protocol
grpc-tcp

R w75 |host {ip ip-address | name hostname} receiver-port AEIfTE T ha L —RNORA N ERELE
{5 EE
Device (config-mdt-protocol-receiver)# host name
rcvr.test.com 45000

2Twv 76 |end FULARNY) Frphaltli—Nar7 4 Xal—
i - varE®—NEK&T L, FHEEXECE— NIZKY %

Device (config-mdt-protocol-receiver)# end

j‘o

ZAfTELY—NEFERALEY IR YT 300DHTE (CU Z2FEA)

FIRDOEE

enable

configureterminal
telemetry ietf subscription id
receiver-type protocol }
receiver name name

end

©oaprwDdA
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ARV RFEEETIVa Y

=)

ATy T

enable
B

Device> enable

¥i#E EXEC T=— F&EADIZ L £,
e NRATU—KREANLET (TEREINEHE)

ATy T2

configureterminal

1

Device# configure terminal
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telemetry ietf subscription id
f5

Device (config) # telemetry ietf subscription 101
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ATvT4

receiver-type protocol }

1

Device (config-mdt-subs)# receiver-type protocol

Ta harF A4 T L= NERELET,

ATy Th

receiver name name

1 -

Device (config-mdt-subs) # receiver name receiverl
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end
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Device (config-mdt-subs)# end
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https://tools.ietf.org/wg/netconf/draft-ietf-netconf-yang-patch/
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https://github.com/CiscoDevNet/yang-explorer
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In-Service Model Update

ZDE Y a—)LTlE, In-Service Model Update (Z & ¥ 7 /34 2 D YANG 7 — 4 €T /L% T
T hEEHHLET,

+ In-Service Model Update O #lIFJ4IH (371 ~=X—)

« In-Service Model Update (Z-DVT (371 ~—2)

« In-Service Model Update D& HE 775 (374 ~2—20)

* In-Service Model Update D% EH] (376 ~—3)

» In-Service Model Update DFEREIE (380 ~=*—2)

In-Service Model Update D #9518

oA T A ZE YT 4 F£721% In-Service Software Upgrade (ISSU) (%A — h & T\E
Hhy A vFF—N—0h, 2—FFAZ LN, FARL RV T NI =T AVTF v
AT v 7T—hk (SMU) A VA M—LTHRLERHY £,

In-Service Model Update [C DLV T

In-Service Model Update D3

Y=L ANEFVEH T 0 ST ML BEOT — 2T IH LT —F 7V E IR
BEZBMLET, yY—EAPETAVERT 07T Mid, VY —R ¥ A 71450 YANG E7 /1
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T, ZHICIE, BB SN YANGET LA IED LT 5T R COBFEETFANREENTVET,

F—=H BT AT T AT FvE, Cisco I0S XE 7734 2D YANG &5 /L& 8 A
VH—T 2 A AEFTHELFET, T—H ET N AT T AT F xiL, CiscolOS XE T /31
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3

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



EFLEBBEIOIS5TEY T4 |
. In-Service Model Update /X 7 — O D B #2t%

In-Service Model Update (2 & » TRt S U 5 HREIZ. £ D% D CiscolOSXE V7 U =7 A
TFAV Y —RIMESINET, T—F ETAEH T T LRy r—VF, YA Y7
fy=2T7 Aoyra—RKterZ—nbHyra—RTaEd,

In-Service Model Update /Xy 5 — S M H #atk

BNy =20k, VY =R TERIS, 77y F 73— AZEAFICRVET, L&k
IX. CiscoASR1000 > ) —RX T 7 ) F—2 g P—E R )L—FDEHF /Xy r— % Cisco CSR
1000V V=X 77 R —ERAN—FIIA VA= NTHIEIITETETA, FERIC,
Cisco I0S XE Fuji 16.7.1 HIIC/ER S L7 8 H /3> r— % | CiscoIOS XE Everest 16.5.2 /83— =
VEFITLTNDT AL AZEHATHZ LIETEERE A,

W TR T T ARy r =T RCOar TV, FROAL T VU —RAEEA
YTF ARV Y= ADA A=Y DRIV ES, A A—VET Ty N T F—LDNN=Ta
E, Ny =Y 0BNEB LT 7T 4 7{EDOFEIZ, In-Service Model Update 2~ > FIZ L - T
Tzl ENET, AA—VELEFT Ty N7+ —LOR—EDNBETHE, Ny FT—TVDA
VAN ABNKRBLET,

B0 S LNy r—2nama A

In-Service Model Update i&, .bin 7 7 A /L& L TNy o —IfLSNTWET, ZO7 7 A /Z
L FHEDV ) —ABLVOT Ty M7+ — DT XTOEFH 7w T hE | Readme 7 7 A /b
MEENTVWET, ZNHDOT7 7 A MIIXY U —AHBH Y, BIMETLVOEFHZ & b5 T
EMAICER SN ET,

TS XTNOEFT 0T T LNy r=VOmABANE, ROBRHE->TWET, 7Ty
N7 —LOFHE-FA LA L-UL ) Y —2 X—V 3 DDTSID-7 7 A /b, RIZ, T—%
ETNEH T 7 ANOHIERLET,

* isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
* asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Readme 7 7 A /ViE, IROEFHRZRMAL L F7,

T —H BT NDT VT 4 TALETZIIIET 7T 4 TePicEREINS Y= Ay E—
VBT — A ybE—v

T —H BT NDA ANV LD
« BWER &% 2 L5 [EIEER
« In-Service Model Update (Z & » THEEZZ T H /Ny r—

cJRZ—=FDZAT
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| EFLEBBRITOsSTEY T+
FHIns56Kvr—sos vz =1L ]

B ITOTSLNYT—ODA4 VR =)L

7 734 A|Z In-Service Model Update /X > 7r— % A A b —/L§ % |21%, ingtall add, ingtall
activate, ¥ L Wingtall commit =1~ > K& K54 EXEC =— R CHEA L £,

ingall add =~ N, EH v r—V %V E— OGN LT NA A Za—LET, Ny
Tk abt—3 5O FEBHEHATEETR, Z05A0L, A VA=A LT R T T
LEEESE LoDl ingal add =2~ > FE2 AT 2083 H Y £§, ingtall activate 2+
Y REEMESEDIZIE, Ny —VETANAADT — 7T v v 2 THEMAAMRRICT 208N H
0 ET, ingtall commit =~ RZHMLL T, BH7Im 7T 5% ) v— RREKRIZH - T
ELET,

FHTn T LA A R—VT DL LENCA VA M=V ENTZT =X TT ARG DHGA.
FTHNTEEHRZ ONET, T RUIXFIC, 1 DOFEFRT 0T T ADOBNBA A b—LER
FF, T—F BTN RNy =1L, TRTOEHRINT YANG EF /L L LLETIZT 31 2
A VA M=V ENTZTRTOEEE YANG EF ARG EFNTWET,

WD7a—F v —FTlE, ETAEH I T L r—VOEMEZHAL E7,
9:ETILEHIATSLNAYS—SDazTy b

Process with Install Commit

. . Subsequent
Install Add Install Activate Install Commit Reboite
Copies new Installs model Commits the .
model update ~| update package recently installed rgg;ﬁ? L:ﬁgfa:;%
package to the copied in the model package e}’r e | &
device previous step so it persists P 9 E
o

WRolr—2 %777 4 7163 B BRI NETCONE-YANG A M S CTuvb & . NETCONF 7' 1
ANV AZ— b EINET, T_XTOT 77 4 7RNETCONFE v v aif, o r—vo7
7T 4 bR ES N E T, Ny =V OBGETIC = T =R ETHE T T 4 Tk e
AT T LET,

B IO LN TrT—CDETI T 1471k

Wy r—%IET 7T 4 AT AI2iE. install deactivate i~ REFH L4, ZHE A
e+ 5L, install commit =~ > 2L L £,

RAMETLEHIOTS LNy S—CDET Y T4 718

B1E ERa<F

28— DI

install remove =~ > R&ZFH L E 3,

GE) N r— U EHIRT DRIZIET 7
T4 7L LET,
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. BH IO LRyr—ona—iLivy

121k EAavF
N —OIET 7T 4 T install deactivate =~ > K& L. =D

install commit =~ > R&HH L E 3,

GE)  ingtal commit == > RO S L
BOE. BTN R — DT S
T4 7bE Y r— RL2RIZbZ>T
WET 570 TT, FET77 171k
NaIy hERTHRNE, T
Ry r—UEHIBRLE S ELTH
KL ET,

BT w2 T LEmIET 7T 4 TET DR, 2O EDOETAEF T 0 I T ARy =R A
VAR ENTWDEHA, BTy hENEETAEFH T 0T T LRy r— VRTS8, R
WCE o THEAENDET NNy r—VI272 0 £9, LN a vy hENEZOMOET LRy
=N NEA, BEERRA A=V L BICEEFNTWVDER—=ZA R=V g DT —H 5
ABNERIND L2 F5,

B0 L N\yr—ona—)L/Nv
0=l Ry 71X, T A WHATOMEREBICRT A D =X L2 LEST, m—n v
#l1T, BENFREND X 91272 HH1IZ NETCONF-YANG 7' 12 & Z 2348 L 17,

EHrx, ingallrollback =2~ REMH LT, EAR—TVar EKaIy b=V ar &F
IOy FID F T — ANy 7 TEFET,

In-Service Model Update O & 2 5%

B TASLNYSF—DEE

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename| inactive}
show install summary

FIRDHE
1. enable
2. ingtall add filetftp: filename
3. install activate file bootflash: filename
4. install commit
5. install deactivate file bootflash: filename
6. install commit
7
8.
9.
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#7054 Kvsr—voez [

F gD FEH
ARV KRFERRETI a3 Y B#J

AT w71 |enable it EXEC E— RZAMIC L ET,
fi e NMAT—REANLET (ERINTEHE) .
Device> enable

R w72 |install add file tftp: filename JE—h o —3 3 rm5 (FTP. TFTP &HT)
I - FNRAL ANCRTNVEFR T 0T T DNy r—T %2
Device# install add file v L/‘ 77 b 7i:A CE AA=TONR=Ta s
tftp://172.16.0.1//tftpboot/folderl/ DHEHNET = v 7 B FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B .
Device# install add file ’ ﬂﬁ@ji{f%{%)zﬁ LcyE— ]\ 0)1}2—]3):[75)%%/\/]’
tftp://172.16.0.1//tftpboot/folderl/ ANCHEFNNy =V abt =352 TEE
asrl000-universalk9.2017-08-23 17.48.0.CSCxuxxxxxx. SSA. dmp.bin) T, L. FOREEL RS =TT IT 4

72T AENC ingtall add =2~ > K& EfT79 54
b £7,

R 7 3 |install activate file bootflash: filename FH/ v A Ar—UNingal add =2~ > Rz Xk vBEms
il - NTN5HZ & &g L. NETCONF 7 1 A % Fi
Device# install activate file bootflash: L/Ekjfo
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o /’7*“7%77 > 4 757‘3—5%@7 install
Device# install activate file bootflash: o =
asr1000-universalk9.2017-08-23 17.48.0.CSCxonoax. SSA. dmp.bin| add H{FEFATL T

AT 74 |install commit Ur— R0 ESNTHERT 2ER 21TV E
f5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,

R 7w 75 |install deactivate file bootflash: filename BEISNFEFH Tl T A r—U%ET 757 4
Bl - 712 LT, NETCONF 7' mt 2 &L ET,
Device# install deactivate file bootflash:
1sr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxoooa. SSA. dmp.bin|

R 7w 76 |install commit Jur— P IRESNTHRET 2EEA2ITVE
f EE
Device# install commit * NETCONF 72+ 2 IHEE SN FET A,

R Fw 77 |install rollback to {base| committed | id commit-ID} | EAHANN— g0 BB I v R LEAA—

1 -

Device# install rollback to base

var, FLEEROaIy FIDICr— Ny
L. NETCONF ut& X% EiH) LF 3,

« commit-id 51 DOFZh 72 EIL 1 ~ 4294967295 T
KR

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



EFLEHETOSS5TEY T4 |
. In-Service Model Update ) 5% £ 51

ARV RFERFTIVaY =)
« T—H BT VEHOE VST 3 UHMEH ATHE
<
X 7 8 |install remove {file bootflash: filename | inactive} BESNTF-EH Il S h X r—V 77— 7
% - Ty vanbHllRLET,
Device# install remove file bootflash: e Ny —IFHIBRT ARNCIET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin UEERE ) E1

Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxonaakx. SSA. dmp . bin|

AT 79 |show install summary TIT 4T Ry =V ET R E R R LET,
i s 2Oy FOHAF, RESNTVD ingall
Device# show install summary o< NI L“ngé'ﬂﬁ LZE9,

In-Service Model Update M % € 5

Bl EFHTOT S LNy T—DDER

WOFTHEHA L TWAB DL, Cisco4000 > ) — X b —ERHEETRIN—F DY T L A
A =TT,

WOBEITIE, TETNVEH T T T LNy r— 77 A NVOEBNMAFEEZRLTWHVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxxX.dmp.bin
to bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WOEITHEH L TWAHDDIL, CiscoASRIVN0 S Y —A T 7Y HF— g —E R )L—
DOV T A A= TT,

WOBITIE, TETNVEB T T T AR r— 77 A NVOBMNGFEEZRLTWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file
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tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23_17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BH N r—2 77 A VT 3 AZBM L72% O show install summary =~
v RO ERLET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WOBTIE, BINMSNFEEFT T ST AR r— T A NET 7T 4 TCT 5 HiE
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: $DMI-4-CONTROL_SOCKET_ CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIZRT O, showinstall summary 2~ RBRET IV Ry =V DAT—H A% T
JT 47 THY Ay PRET LFERT DGO IFITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#
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wOEITIE, ingall commit 2~ ROFEITHEEZ R LTOVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, BFH v r—VnaIy h&hTY
a— R IERINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikEmR
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: %DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1
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Device#

K@ NETCONF hello A v B—OFITiE, BT —% €570 0 r—U0O/N"—T g
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-native&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

Wiz, showinstall log =~ > RO Sl &R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 >V — R AA v F DY T )b A A—

ROFITIX, ETANEHT 0T T LNy = T 7 A NOBMTEZ R L THVET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.SPA.smu.bin
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to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIZRT DX, showingtall summary =2~ > R28, BFH v 7r—Vnaly h&nh TV
0— RIS THRRET 5 2 L 2F£rT 28550 NhFITT,

Device# show install summary

Active Packages:

bootflash:cat3k _caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #4%8E 15 %R

ROFNZ, ZOFY2— /LT LIHEEICET L) VA F@ErmLEd, ZoRIT, V7
Fo=7 UU =R bbA TEHEBEOYR— FREASNEEDY 7 hy=2T VY =72
FTERLTOET, TOREIZ, FHTH 232 0RY . ZhUBEO—EDY 7 by =7 U U —
ATHIR—FENET,

7T T —LDOPR—bFBLIOV A YT F 2T A A=V OYR— NI HHEHRE2 B
295 IZi%. Cisco Feature Navigator Z{# ]l L 9", Cisco Feature Navigator {27 7 & A7 %1|Z
X, www.cisco.com/go/cfn IZFEE) L £9, Ciscocom DT AT MILEDHD FHA,
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% 42: In-Service Model Update 014 E2 15 %R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

=2 HEEER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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5 19 =

TIN5 —S a3y RATF a0

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

N

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

CDOEV2—=VTE, THVr—>a R AT 4 2 THEREL £ DAEIMEDTTHEIC OV THB L
ES

TV =gy RAT 4 27 DRIKIFE (385 ~—)

s TV =y AT 4 BT AW (386 <—)

T TV =Y ay RAT 4 VT OREFE (406 X—)

T TV =AY RAT 4V TREOHR (424 X—)

7TV =y ay RAT 4 VT OREN] (427 ~—Y)

« ZDMDBEER (435 2—)

s T TV = ay RAT 4 U7 BT DR (436 ~—2)

TIVr—2 30 RRAT4 0T DHIKNEE
« 7SV r— a3y IRAT 4 71X, Virtual Routing and Forwarding 8% (VRF §8ik) TI
HYEEA,

» Cisco I0S XE Amsterdam 17.3.3 LLgidD Y U —ATiX, 77V r—va R AT 4 712
BHHAA ML —VOEI DY TCHRMETHY, 7— 17T v THRENTR > TWET,

Cisco IOS XE Amsterdam 17.3.3 LIfED U J—ATlX, 77V r—va v SAT 4 7%
T—=R 7T aTHHTTN, VAIBRERT TV r—a b ORNBHEA NSNVE
9,

e B2 % /L@ Universal Serial Bus (USB) A7 4 v 7 3R — FENTWERA,
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Cisco Catalyst 9300 >V — X A A » F X, FH/ASFNAD A AFREUSB DL EZYR— L
\i ‘g_O
» Cisco Catalyst 9500-High Performance 3 U — X A A » F 3 IO Cisco Catalyst 9600 > J — X
ALy FIL, HiEARADUSBOT F Y r—ray RAT 4 7% R—KLTWEY
/‘/0

» Cisco Catalyst 9500 33 LT 9500 /A R T7 4 —< LA U —RX AL »F BIW Cisco
Catalyst 9600 > U — X XA v FTlE, AppGigabitEthernet f > % — 7 = A ATV H— F X
nNEXE A,

» Cisco I0S XE Bengaluru 17.5.1 K Y > U U — A TiX, Cisco Catalyst 9410R A A v FII7 7
Vr—ay RAT 4 7Y R—FLTWERA,

Cisco Catalyst 9410R A A v FTT SV r—ay RAT 4 7 /T HITIE,
AppGigabitEthernet{ > % —7 = A A Tenable =~ RZ&HEL£7,

TV —2 3y RAT 4 UJI2ET 51EHR

TITE. T =3y RAT 4 TN OWTEA LE T,

TIVG—23a 0 RAT 40T DREE
FABBREE~DOBITIC L U . FRIHFIRER AR —Z TIVDD Ry —F TN T 7 r— g it
MY AVBEEREEVE LT, 77— a v ORAT 4 712 » T, BEEEIZIIME D
Ve NRoa—T 4 VT 4 BT DD Ty N7 — B 526nFET, Xy NU—T T
NRAATHRAT AV T ENTWAT F U r—a i, SE8ERMRIChATEEd, 2h
. BEFOY =V OF =— L2 88D, REBHOT =X T MEICADET,

\}

GE) CORF2 AT, 2T F L Docker 7 7Y r—>a R LULET,

Cisco I0x DL E

CiscolOx (I0s+linuX) = RY—=x=  RT7 UV r—2 a0 71 —AU—7THY ., Cisco
Iy "NT—=0 T Ty " 73— EOIEIERIATOT TV r—vaAixtL, 77U r—
Ta v IRAT 4 THEREER ML L £ 4, Cisco ¥ A by = MR o T RETH Y, v
AT LDORFIESL DT T r—va 01 2TT,

Cisco IOx (X, WHREFALAT SV r—vav ey r—IblL, TNbEX—7 v hT 34 2 |k
WCARA T HBREOINEEEZ X ET D —EHOV—EAEMT L2 Licky, 77— 3
YDIGATHA I NERE F— B ERFIIZ LET, IOxDTA 7 WA 7 VERIZIZ, T
U=y a v BEOF 2O, BI, ART ¢/ Bith, 1 (FH) | BLOE=#
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NEENET, IOx P —EBRIT IV r—2 a3 v ORGARBLIOEHY — L EENTEY .,
2—PFRT Y —2 g ERRLLTIOx 7L — AU —Z BT ADICEsI b E T,

CiscolOx 77V r—>ra v IRAT 4 v 7 01%, IROMEEZIREE L £,
o« Xy N T — 7 ORLE DML,

e FNRAAFIZHRARNENTWAET AV r— 3O 7 A 7% E— K TEHETS
CiscolOx 77V r—vav 7nulo30 7 40 2—7=x14A (APD ,

s —TfbENTET TV r—2a DT A7 YA 7 VERL,
« 777 K R— 2D,

TFIVG—2 30 RRAT4 0T DBE
SRADT IV = ay RAT 47 TL—LT—27%, T3 X ETIITEN LML
TV r—varears T 7Y r—ya v EEHET S, I0x O Python 7' 1k 2T,
TV r—vay RAT 47, ROV —E R 2R LES,
AT FNORESNEZT 7V r—yavrwi@ghd s,
cfEHFREZR Y Y —A (AEV, CPU, BLOAM—) ZMRL, ZNo2E0 YT,
BT D,
« Y=L uX OV R— h RS,
*RESTAPI #41 L CTH—EA~DT 7t A &M 5,
«CLI =¥ RARA v M &R 5,

« Cisco Application Framework (CAF) &CMEINALT 7V r—2ay RAT 407 477
ANT I F xRt 5,

A LA —T 2 A RN LT Ty T —AEEDR Y FU—% 7 (O R
R) Oy NT v T ETET S,

7 — 4% AR— ME. AppGigabitEthernet 78— MEREAZH 27277 v N7+ —LTHHR— K &
NET,

TFVr—vay RAT 4T Oar7THE, mRANARV—T 4V T VAT LATTANT
TV = a U EFATT DO S A RAEEREE L FEIXI TV E T, Cisco 10S XE A8k
=X, FANT TV = a v BT HO0EBMEE Ry NT—F U 7T VAR
fLES, BB 7T AT 7 F X2 LD, EHEIFIRA N T X MNEOERZIRET D
WELA L H—T 2 AEEFZETEET, CiscolOx 1, #wHlA v H—T =2 AEZ T AT 7Y
r—ya MERT ARy NI —7 A X —T = A — K (WIC) I~y 7 LE
7

aVTHICRERENDET Y r—a i, TARZ 7 AL LTy A —2fbEnEd, 2h
S5OT TV r—va NCEBOEREF. TARZ 7 A NLO—HE L TH Xy r—IfbE&h T E
7,
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B oomc Lt s BEUVANR— kD7 T r—v a3 RRT 4 Y

TNRAALEDERA X —T oA R, 7TV —2a VI RAT 47y NU—2 % Cisco
IOSEHRA v 2 —T oA ACHE LE T, ¥ARNT AU r—2 30D AV3IAL 2 —T oA
A%, CiscoIOS HHA v X =T 2 A ADB LA Y2 TV P b T 74 v 7 %5 LET, &
AL HE—T oA AL, BT v VEFHAL Ty T A v —T = AR LET, IP
T RLAR, BEHA L E—T oA AP T RLRALFE LY TRy b EICHHLERH D £,

)

GE) 3T CiscoCatalyst 2 ¥ 7 }5 L O StackWise (KAEET /L (TXTHY 7 M7= 7 /38—

Yalr) T, A MY =Lk IO AppGigabitEthernet > ¥ —7 = A A[XAX v 7 NDT
IT 4T AL v FTOREELET, LA -> T, AppGigabitEthernet f > % —7 = A A
DFEEIL, A¥ v 7HNOTXTDOAAL »F O AppGigabitEthernet 1 % — 7 = A AT H
THMERDY T, ZOXREDEHINTWRNAL v TFRBLGAE. A vTFA4—
IN—1RIZZF DAL~ F TlIAppGigabitEthernet 1 > % —7 = A ANEREL £H A,
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NHYET, BFEOT A ADYA 1L, ThousandEyesWeb A B 7T 707 4 —)L K /N—
VarkFyra—RTEET, —H, HLOT AL R, SV —v T 4=V R TV r—
varinNT—hr7 Iy valln— RENREETHT S ET,
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KR
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A RNL—T T Ty aDAG N —F 4 ar DL, T A — g ATk AKX
BX T ICIG, ZOA R L—UIHI0x AXT—RIZ Lo CFENET,

CATAT AP L—U

* Cisco I0S XE Amsterdam 17.3.3 ® Cisco Catalyst 9300 33 X TN Cat9300 L &V — X A A v
7 H 120G SSD,
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M2-SATA-HDD
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F—varr—2BNEINET, TE R—Z/L~DY 7 X https://app.thousandeyes.com T
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777 RR—=HVTDOWeb 77 IHFDT 7 a v afifiid 5 AR~ A XZFui= JavaScript 7
ARNEANCTEES, RARNARNVL—T 4 VT VAT L& Tz JavaScript BED O IRFE T
% 72812, ThousandEyes Agent {XJavaScript % E1TJ 5 KR v 7 2a 7 FZ2El L £7,

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K


https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar
https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar
https://downloads.thousandeyes.com/enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar
https://app.thousandeyes.com

| 77u45—vavkzrFavy

ThousandEyes Agent D7 v 75 L—KEZD UG L—K .

IR 72 NT 4 A7 BT 7Y r—v a T &35 %54A . ThousandEyes Agent (4L HIZ
BrowserBot /N 7 — UV EENIZA A R — NV LET, ZHUTKD, R—&%L F T ¥ 73
Y AIVT N TANERECTEET,

\}

GE)

BrowserBot O 78— K%, ThousandEyes Agent 73— = > 3.0 CldEH S vEH A,
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Cisco Catalyst9300 >!) — X XA vy FTH7 TV 75— 3 v EHBLED
2T, wAF AL N—=RH 7 D Cisco Catalyst 9300 >V — X AA v FTT 7V r—9
YO HBFEBENIN ED X D ITHERET 20OV TR L7,
Cisco Catalyst 9300 >V — R A A v FTlX, 77V r—raOa#BHEHT. A%y 7D
BEDTNAL AT VT 4 70— Lt AR AL B — L EE )Y TEH, 1+l A v FLEE—
R & 721X StackWise Virtual ‘€— K THHR— h & ET,
ALy FAZ Yy VPINHLF— FOLE, 77U r—va OEBESIYA—FshEtd
lo THRAAWRNALE— ROGEH, RO T A vE—URNary Y — /IR RESNET,

Feb 5 20:29:17.022: $IOX-3-IO0X RESTARTABITLITY: Switch 1 R0/0: run ioxn caf:Stack is in

N+1 mode,
disabling sync for IOx restartability

I0x/Z. HHEH XKV DOUSBR— b TYRAABEDPUSB3IOT T v 2 RIA T 52T 7)) r— 39
/TX74/7%®xhv~vkaﬁ%Li¢o:@%f47m\¢&1®xay7fy
N—|Z(FET DT TIEH Y ¥ A,

T—HF, sync =T 4 VT 4 #HEHLTT 7T 4 7T ANH AL LN, T34 |6
MEinE7,

HR— AR RrY ET—O 24T

Z Z TlE, Cisco Catalyst A1 v F THR—FINDHRYy NT—T DX A THRLET,
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K 49: Y R— ARy FT—0 84T

Y D=5 47 HYR—FIATWETITY T+ —LEY) Y —
2
FHAR— b + Cisco 10S XE Gibraltar 16.12.1 ¢ Catalyst

9300 > U — A AA v F I LUV CI300L

* Cisco I0S XE Amsterdam 17.1.1 ¢ Catalyst
9400 >V —X A A v F

* Cisco IOS XE Amsterdam 17.2.1 @ Catalyst
9500 'V — X A A v F I L Catalyst
9500 /A T 4 —< L ALY =X AL v
%

* Cisco I0S XE Amsterdam 17.2.1 ¢ Catalyst
9600 > U —X A A v F

A/ kv — b~ (b7 227 B LT VLAN) « Cisco I0S XE Gibraltar 16.12.1 ¢ Catalyst
9300 >V — & A A »F LUV CI300L

* Cisco IOS XE Amsterdam 17.1.1 @ Catalyst
9400 ) — X XA v F

* Cisco IOS XE Amsterdam 17.5.1 @ Catalyst
9600 Y — X XA v F

* Cisco IOS XE Bengaluru 17.6.1 @ Catalyst
9300X ¥ U =X AA v F

GE)  Catalyst 9300X > — X XA v
F1%. #%D AppGigabitEthernet
A—hrE¥R—FLET,

CiscolOS X v hU—27 7 KL AZEH (NAT) * Cisco IOS XE Gibraltar 16.12.1 @ Catalyst
9300 Y — R AA » F I LT CI300L

* Cisco I0S XE Amsterdam 17.1.1 ¢ Catalyst
9400 >V — X A A v F

INHDOTT Yy N7+ —LOWH T, A S
RNV DT —H R — I L O AppGigabitEthernet
A—MIEH SN D NN— R =7 T —FK—
FMEREIZ L > TNAT 30— S E T,

Cisco I0Ox NAT PR — kx5t
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RERAYFI— A28 —TxARXRHh—F

TIVr—araryT oA 79, 7 VEEHT AR, WNEkigEA v X —T =24 AT L
WZ1o0arTF a2 R—= 5L A4 Y3 V=T 4 7ETAMEHENET, 2L, &7
TV — g AR U TERBA — Ry b7 MERREN D ZE2EWRLET, 20T D9
BAEMER Y NTU—7 A B —T 2 A A H— REMTNBEA v H—T =2 AT, 77V r—33
v arsFo—7Td,

NICIZ., =T THNOEEES —Y Xy hA LV F—T 2 AT, TT7v T3 —bFT—X L —
N LTy M EEZE L E T, CiscolOxiE, 2T FHRDEVNICIZHOWT, IPT R
LABLOR—ED MAC 7 KL REID B TEITWET,

a7 FHNOVWIC (%, B¥EDOAS —Y Ry b AV H—T oA AL ARINET,

TFIUr— 30 RRAT4 VT DEERE

IITHEH, TS g RAT A T OBREEERT A SESEREEIIOWNTHALE
-éAO

Cisco I0x D E®1E

ZDOHX AT HFEFT LT Cisco IOX ~DT 7 ¥ A HHIT 52 LT, CLIR—ADZ—H A
B —T 2 f ATHRAN AT ALOT Y —a O8M, i, T=%, NS a—
Ta4vT, BIOEESTAISEFSERT I/ T4 8T 4 2ETTEET,

FIEDHE
1. enable
2. configureterminal
3. iox
4. username name privilege level password {0 | 7 | user-password} encrypted-password
5. end
F gD F¥H

ARV RFEEETIa Y

S]]

AT w71 |enable
1 -

Device> enable

¥ibE EXEC E— REZ A% LE 4,
e NRATU—REANLET (FEREINZEHE)

R 72 |configureterminal
1

Device# configure terminal

Ja—) a7 4 ¥ alb— gy T— RNEEth
L\i‘jﬁo
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HIE/ L VAN R— kD7 T r—av w274 2 508%E |

AU RFERET7TIV3 Y B#)

ATy F3iox Cisco [Ox A Rx—7 /WMIZLET,
1
Device (config)# iox

R Jw 7 4 | username name privilege level password {0 | 7| TP _R— 2 DI AT AL 22— —DHER
user-password} encrypted-password LoULE ST LT,
f o =L ORHE LT 15 ITRET HE
Device (config) # username cisco privilege 15 ﬁ§gb V) §E7f
password 0 ciscol °

AFw 75 |end rua—)L ar7 4X¥al— gy B— REKT
Bl - L. % EXEC E— FIZREY £,

Device (config) # end

BIE/NARILVLAN R— FDT7 T 5— 3 0 RRA T4 VT DERTE

FIEOHE

)

GE) ZOX A7 X, CiscoI0S XE Amsterdam 17.1.1 LIEDO Y UV — 2 @A S E T,

TIVr—va Vi RAT 4T T arZ 4 Xalb—aryT— KT, #Fashsd
~C? AppGigabitEthernet VLAN 7R — h 32 o7 ki SN E T, 147 4 7B XN VLAN
BIMETL—LF, avTF TARNA U E =T oA AT Lo TEZEFEINET,

AppGigabitEthernet N 7 > 7 AR— MI~v v B 7 TELaALTF FANA U H—T A AL 1

27T,

KNZ o 7R —hK&E VLAN 7 7 B AR— FOf T ORBERENTFR—FEINET,

enable
configureterminal

switchport modetrunk
exit
app-hosting appid name

©WONDAAWN=

- -
- O

end

inter face AppGigabitEther net number
switchport trunk allowed vlan vian-I1D

app-vnic AppGigabitEthernet trunk
vlan vian-1D guest-inter face guest-interface-number
guest-ipaddress ip-address netmask netmask
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=3[k 2t
ARV RFERRTI Y EL:Y

ATy 71 |enable Fi#E EXEC £— FE AT L E T,
- c RRAT—REATLET EREINEZHA) .
Device> enable

AFwF2 |configureterminal Jua—sN L ar 7 4 X al—i gy B— KEBth
i LET
Device# configure terminal

AT w73 |interface AppGigabitEthernet number AppGigabitEthernet ZiXE L, f v Z—7 = A X =
il - Y74 F¥alb—var E—FERBLET,
Device (config) # interface AppGigabitEthernet « AL JA[REAA v F OEE . number 51EUT
Lo/ switch-number/0/1 <,

RF w74 |switchport trunk allowed vian vian-1D FNTy 7 ETHRIEND VLAN DU A h&FRE L
i £7,
Device (config-if)# switchport trunk allowed vlan

10-12,20

AT w5 |switchport modetrunk A B =T = A R&KKN7R 8T X TE— NI
I BRELT, KANR—Y LI D T 7 Y0y ~D%
Device (config-if)# switchport mode trunk *ﬁ%z\ FrE—h Lij—o

ATy 76 |exit A B =Tz A AT 4 FXal—arET—F
R ERTL, Za—bar 7 4 XFal—va v E—
Device (config-if)# exit RiZmRY iﬁ‘o

AT w71 |app-hosting appid name TV r—varEREL, 7TV = ar ik
B - AT 4T ar7 4 Xab—rar ®— Keth
Device (config) # app-hosting appid iox app L/EETfO

RTw 78 |app-vnic AppGigabitEthernet trunk NI R—=bET TV r— a VORI SR
Bl - R—=hELTREL, 7TV = ay RAT 4

, , , , YU NTv 7 ar7 4 Fab—rvarE— N

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁél/ifﬁfo

X7 w 79 |vlanvlan-ID guest-interface guest-interface-number | VLAN A hA v X —T = A4 ABZEL. 77V

1 :

Device (config-config-app-hosting-trunk)# vlan 10
guest-interface 2

r—va RAT 4V VLANT 78X IP 2
T4 X2l —aryE®—FERBLET,

 EELD VLAN N A MA U B —T = A A~
D=y TR R— N ENET,
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AT RERIFTIa Y E]:p]
R w710 |guest-ipaddressip-address netmask netmask (7 ay) BHIP 2R/ ELET,
1 -

Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.0.2
netmask 255.255.255.0

AFv 71 |end TFVr—vay RAT 47 VLANT 7 E X 1P
Bl - A T 4 FXal— gy B— REKT L, Kt
Device (config-config-app-hosting-vlan-access-ip) # EXEC £ — FIZRY ji?ro
end

BIENRILESVOR—b D7 T)5—23 0 RAT 4 VT DETE

TIVr—val RAT 4T NIy a7 4 FXalb—y gy ET—RTiE, #Frlansdd
~C? AppGigabitEthernet VLAN 7R — 32 7 i SN Ed, FA4 7 4 7B LN VLAN
ATGETU—NF, avTF FAN A U F—T oA AL > TEZEINET,
AppGigabitEthernet N7 7 R— MNI~v v B I TELHa0 T FA N A U2 —T A AT 1
DT TT,

Cisco IOS XE Gibraltar 16.2.1 Ti&, 77V —var 1Dk, 77V 75— a v RRAT 47
v arvr s Xal—varyrE®—REREFIT YV r—varmAT 4 VLANT 7+
A AT 4 FXa2l—ary B RFTCRETIETHS, WMHFOE—RFRTRETHILITITEE
A,

Cisco I0S XE Amsterdam 17.1.1 LIfED U UV — 2 TlX, FF7 74K —r& VLAN 7 7 AR — k
DM ST ORIBFFREN YR — FENTHET,

FIEDHE

enable

configureterminal

inter face AppGigabitEthernet number
switchport trunk allowed vlan vian-1D
switchport modetrunk

exit

app-hosting appid name

app-vnic AppGigabitEthernet trunk
guest-inter face guest-interface-number
end

NGO RAEWN=

-
o
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B s s rsook—rorIur—var hzs v soRE

FIIr—vavRRF4vY |

F gD FEH
ARV EFEREETIVa Yy EL:Y

A7y 71 |enable FiHE EXEC E— A AT LET,
Ik c RRAT—REATLET EREINEZHA) .
Device> enable

RFw 72 |configureterminal ra—)ar7Z4Xal—3ay T— N2
i LET
Device# configure terminal

AFw 73 |interface AppGigabitEthernet number AppGigabitEthernet Z X E L, £ V' F—7 =4 A 2
i - Y74 FXal—vary®—RERBLET,
Device (config) # interface AppGigabitEthernet e AK U RAREA A v F DA, number 5EE
Lo switch-number/0/1 <,

RFw S 4 |switchport trunk allowed vian vian-ID FZ7 o7 ETHFAISND VLAN DU A FZ8E L
i 7.
Device (config-if)# switchport trunk allowed vlan
10-12,20

AT w75 |switchport modetrunk A B =T = A R&KKN7R 8T X TE— NI
Bl - RELT, FAN—V T DNT 7Y T ~D%E
Device (config-if)# switchport mode trunk *ﬁ%z\ FrE—h Lij—o

AFyT6 |exit A B =Tz A AT 4 FXal—arET—F
i - ERETL, Zm—arr s Fal—ia L E—
Device (config-if)# exit RiZmRY iﬁ‘o

T -hosti i TV r—varvEREL, TV = a s

A7 71 |app-hosting appid name TV EHREL, TV R
B - AT 4T ar7 4 Xab—rar ®— Keth
Device (config) # app-hosting appid iox app Li'@“o

RTw 78 |app-vnic AppGigabitEthernet trunk NI R—=bET TV r— a VORI SR
Bl - R—PFELTREL, 77V Tr—2a v RAT 4
beus , , , YT NI arZ 4 Xal—varE—RFaH
evice (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁél/ifﬁfo

AT w79 |guest-interface guest-interface-number AppGigabitEthernet 1 > % —7 = A A 8T 7 |ZH#E

1 :

Device (config-config-app-hosting-trunk) #
guest-interface 2

AN TWAT U r—ardDAfZ—Tx AR
FRELET,
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| 77u45—vavkzrFavy

2vI4¥aL—varvE—kTo7IYsr—varois [

ARV RFERETI Y S

AT w710 |end TV =y a Yy RAT 4T NI avT g
451 - Fal—varyE—RFaT L, Rk EXEC E—
Deviceconfig-config-app-hosting-trunk)# end RIZREY £7°,

A4 Xa2aL—Ya3 Y EFE—FTO7IYUS5— 3 D#EE

TV r—val RAT 4y ary 7 4 Xal—varyE— ROdart 2~ RiL, app-hoging
activate appid 5 L O app-hosting start appid =~ > R & [[% T,

TV r—vary RAT 47 arZ 4 FXalb— gy E— ROnosart 2 N,
app-hosting stop appid 3 & U app-hosting deactivate appid =~ > K &[4 T3,

)

CE) 77V —varaAf AN TAHRNIsart 2~ FERELThHinstal 2~ K
PR ETDH L, Cisco IOx IZHBIFICNE activate 7 7 > a v e start 77 a w2 F(TL
F9, T, instal 2> RERETHZETT AV r—v g 2 HEWIZIENT

TET
FIEDHE
1. enable
2. configureterminal
3. app-hosting appid application-name
4. dart
5. end
F gD
AU RFERET7TIVa Y B#)
RTF w71 |enable ¥t EXEC T— FZ A LET,
1 - e NAT— REANLET (EERINEELEE) .
Device> enable
R 72 | configureterminal JTa—)L a7 4 X2 lb—3ay e— RERG
1 LET.
Device# configure terminal
AT 7 3| app-hosting appid application-name TV r—varvEREL, TV r—va kA
i - Ta4vs ar7 4 ¥al—rarE—REHAL
iﬁ‘o

Device (config) # app-hosting appid iox app
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B 73050479100

ARV KRFERIETI Va3 B#

ATy 74| sart UEE) 77V r—va v aE8 L TEITLET,
i TV r—a U EAFEIET HITIE, nogtart =
Device (config-app-hosting) # start ~ f\%{fﬁﬁ Li‘d‘o

AT v 75| end TITVr—=vary RAT 4T ary 7 4 F¥al—
B - YarE®—RFERT L, FBHEEXECE— RIZRY %
Device (config-app-hosting) # end ﬁ—o

TI)5r—3>DS5A4A749)L

WO EXEC a~y REERATDHE, TV r—2a D74 7V A IV EHRTEET,

\)

GE) 77V r—rardd A M—ARICREDEEN TONT-IGE., FITREDT 7V ir—
Va I INLOEENKBSNERYA, REDEEEZHIIT DI, 77V r—
Ta vEHSRICEILELTCIET 7T 7L, BET 77 0 7 U CHEHEEIT A MLEN
HHFEI,

FIEOHE

enable

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

app-hosting stop appid application-name

app-hosting deactivate appid application-name

app-hosting uninstall appid application-name

NOOAWN

F IR D 48

avY REEFT7IYIY BH&Y
5w 71 |enable ¥itE EXEC E— FE Az LET,
{1 e NAT—REANLET (FERENEHE) .

Device> enable

AT 72 |app-hosting install appid application-name package |5 L7-Biinb7 7 r—yarZA A h—JL

package-path LT,
- « 77V r—31 3 0%, flash, bootflash,
Device# app-hosting install appid iox app package usbﬂashO\ usbﬂashl\ harddisk fcﬁ 8‘0)13_7“7/1/

usbflashl:my iox app.tar 2 l\ V*—V@%F)fﬁlg/f 2 ]\‘—/V’C“%i‘ﬁ_o
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Docker 524 1 L4 T 3 0EE [

AU RFERETIVa Y

B8

2 5w 7 3| app-hosting activate appid application-name TV r—=varaT7 7T 4 7 LET,
1 eI AL RNIF, TRTOT AU r— g
Device# app-hosting activate appid iox app V—RABEREPBIEL, T_XTCHOY VY —ZAMEH
ARER G AT TV r—va Y BNT 7T 4 7T
7m0 ET, TNLUSOEEIX, TIT 4 —
TarNRIRLET,
R T 7 4 | app-hosting start appid application-name TV = a L ERELET,
il - T TN =2 a v DEBMA T VT NBT 7T 4
Device# app-hosting start appid iox_ app TIbENET,
A7y 75 | app-hosting stop appid application-name LE) 77U r—varv&EELET,
1 -
Device# app-hosting stop appid iox app
A7 7 6 | app-hosting deactivate appid application-name (EE) 77U r—ra B0 S ToNTND T
i - NTOY Y —=AEWIPLET,
Device# app-hosting deactivate appid iox app
A7 77 |app-hosting uninstall appid application-name EE) 77V r—v a7 A A=A LE

1

Device# app-hosting uninstall appid iox app

B
RTFEINTNWATRTONRy I —T b f A=
BT ARV LET, 7TV r—vay
(T TN TOLEHE L THbHIBRS L ET,

Docker SR A LA T a3 D

FIEOHE

=JL =

ax ;&

BRI0ITDOT U HA LA T arZBNTEET, VAT AE, 11TES 301TH E T
FESCFHNE AR L ET, SUFANTIE, B O Docker 7o H A LA T g VEIRETE £1,
FUHA DT T a BN EEINTG/NE, TSV~ a v EEIR, T T 4T, T
T4 7k, BEIOEEBHLT, riLWI v 2 A LF TS a /M LET,

enable
configureterminal

app-resource docker
run-opts options
end

o0kl wN=

app-hosting appid application-name
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B - 7romnrrrLzons

F IR D

FIIr—vavRRF4vY |

ARV RFEEETIVa Y

=)

AT w71 |enable it EXEC E— RZ AL ET,
i) e NMAT—REANLET (ERINWTEHE) .
Device> enable

25 7 2 | configure terminal =L ar7 4 ¥alb—vay = Neflh
f LETS
Device# configure terminal

R 7w 7 3| app-hosting appid application-name TV = arEREL, TV r—a R A
il - TAvT ar7 4 Xal—vary ®T— RERBL
Device (config) # app-hosting appid iox app 357%0

A7y 7 4 | app-resource docker TSV = a Y RAT 4 Docker 127 4 ¥ 2
i - L—y g E'— REfIBLT, 77V r—va )

e & e

Device (config-app-hosting) # app-resource docker Y ;Ka)ﬁiﬁﬁ%f*aﬁElJEETfo

A7y 75 [run-optsoptions Docker 72 4 A LA T v a v EIEELET,
i) :
Device (config-app-hosting-docker)# run-opts 1 "-v|
$ (APP_DATA) : /data"

RTwv 76 |end TSV r—va R AT 47 Docker 227 4 ¥ o
i - L—va v E— REKT L, FHEEXECE— RICKE

Device (config-app-hosting-docker) # end

U \gz—a—O

AVTFFTOEMIP T FLADERTE
AT FICEIP 7 RVAERETHALEIE. ROTA RIA4 U BREHINET,
cRKBICRESNTZT 74NV N F—= U oA REOREMEFA SN E T,

FIRDEE

CiscoIOSCLI Z#fEH LT, avTFDIPT FL AZHRETEE T,

enable
configureterminal
app-hosting appid name
name-server# ip-address

okl wn-=

app-vnic management guest-inter face interface-number
guest-ipaddress ip-address netmask netmask

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K



| 77u45—vavkzrFavy

F IR D EFH

7. exit

avrrouury kLot [

8. app-default-gateway ip-address guest-inter face network-interface

9. end

AT RFEEIEFT7II Y

=)

ATy T

enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,
e NRAT—=KRZANLET (ERENTEZHER) .

ATy T2

configureterminal

1

Device# configure terminal

rua—N)L ar7 4X¥alb— gy B— REBk
L\i—g_qo

ATv73

app-hosting appid name
1 -

Device (config)# app-hosting appid iox_app

TV = arEREL, T = a kA
FAvT ar74Xal—vay B— RERBL
£7,

ATvT4

name-server # ip-address

1

Device (config-app-hosting) # name-server(0 10.2.2.2

RAA v F—b AT L (DNS) B—_EZRE L%
j‘o

ATvTh

app-vnic management guest-inter face interface-number

1 -

Device (config-app-hosting) # app-vnic management
guest-interface 0

BEA Y NT—7 A F—T oA ABIRF A b
AVHE =T oA ADERTF— N = A ZFHEL, T
TNVl —a VRAT 4T~ T 2T ¢
Fal—varyET—RERBLET,

ATvT6

guest-ipaddress ip-address netmask netmask
fi

Device (config-app-hosting-mgmt-gateway) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0

BHTZANA LV H—T 24 ADFEMEZRTELET,

ATy T17

exit
1 -

Device (config-app-hosting-mgmt-gateway) # exit

TV = ay RAT A TERT— b U =A
a7 4 Fal—aryrE—RegTL, 77V
=AY IRAT 4T a7 4 ¥ alb—vay
EF—RIZRED £7,

ATvT8

app-default-gateway ip-address guest-interface
network-interface

1

Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

TN NOERTF— U A ZRELET,
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FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

ATvT9

end
1 -

Device (config-app-hosting) # end

TFVr—vay RAT 47 ar7 4 Xal—
varE—REKTL, FHEEXECE— RIZRY &
7

BER—bTOT7 TV T—2a 2V RRATA2ID

FIRDOHE

F IR D

enable

configureterminal
interface gigabitethernet0/0
vrf forwarding vrf-name

ip addressip-address mask
exit

app-hosting appid name

©ENDGOHWN

end

JL

X E

onh

app-vnic management guest-inter face network-interface

AU RFEEETIa Y

=)

AT w71 |enable i EXEC E— REHIZ L E T,
fi e NMATU—REANLET (FREINEHH) .
Device> enable
R 72 |configureterminal Jua—\)ary 7 4¥al—gy T— REEG
1 - LET,
Device# configure terminal
R T 7 3 |interface gigabitethernet0/0 A B =T 2 A AEBREL, AV F—T = AT
i : T4F¥alb—varE— RNzl Ed,
Device (config)# interface gigabitethernet0/0 ¢ Cisco Catalyst 9000 > — X 2 A v FTIL, ’/‘rﬁ:
A # —7 = A A% GigabitEthernet0/0 T3,
R w 7 4 |vrf forwarding vrf-name A B =T 2 A AEFIIV T AL E—T = A AT

1

Device (config-if)# vrf forwarding Mgmt-vrf

Virtual Routing and Forwarding (VRF) A > A% A
FEIFRAER Yy NT— 2 ZREA T £,

« Mgmt-vrf |Z, Cisco Catalyst 9000 > U — X A A
FOEHA F—T = A ZITHBICRE S H
i .ﬁ‘o
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| 77u—vavhzxFaoy

7Iur—vavor7 L oEnEz ]

AU RFERETIVa Y

B8

R T 75 |ip addressip-address mask AV H =T 24 AZIPT FLAZRELET,
1
Device (config-if)# ip address 198.51.100.1
255.255.255.254
ATy 76 |exit A B —TxAf A AT 4F¥alb—ay ET—R
Bl - ERETL, Zm—rbar 74 Fal—va e
Device (config-if)# exit Fe:E%V)EEij
R T 71| app-hosting appid name TV r—vavEREL, 7TV r—va kA
I TV ar7 4 ¥al—rar - REHhL
Device (config) # app-hosting appid iox app §E7r°
R v 7 8 | app-vnic management guest-inter face network-interface| 2 h 4 o % —7 = 4 A BEHR— MIESEL. T
i : TV = a VIR AT 4 VS — N = 2
Device (config-app-hosting) # app-vnic management 7 A Fal—art— ]\%Bﬁﬁé‘ Lij—"
guest-interface 1 « management % — 7 — Ri%, 2227 IS
LT % Cisco 10S & H GigabitEthernet0/0 1 >
B =Tz A AEFELET,
« guest-inter face network-interface ® % —17 — 7|
BT 1E, CiscolOSEHREA L ¥ —T = A A|THE
HENTWAarTFONEA—H %y bAoA
B —T A AFFEHEELET, ZOFITIE,
AT FOA—Y Ry b1 AU F—T A AT
%t L C guest-interface 1 #fli [l L T\ &9,
25w 79 |end TV =y aRAT 4 v TERS— Ry = A 2
il Y74 F¥alb—varE— REKT L, FiHE EXEC

Device (config-app-hosting-mgmt-gateway) # end

E—RNIZRY £,

T7)5—23 DIP7 FLADFE

WOHEZFERAL T, avry7FOIP T KR

=1 =]

axX A&
LV AZBRETEET,

car7Fiza AL, ifconfigLinux 2~ > REFRELET,
1. koavr REEHLT, 77V r—variiue /A4 LET,

app-hosting connect appid APPID {session | console}

2. 77U — 3 ® Linux YAR— MIIHESWT, O Linux f > X — T = A A 2
T4Xal—varyavwry ReFERHLET,

- ifconfig dev IFADDR/subnet-mask-length
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ERle

FIIr—vavRRF4vY |

- ip address {add|change|replace} IFADDR dev IFNAME [ LIFETIME ] [ CONFFLAG-LIST

]

« 2127} T Dynamic Host Configuration Protocol (DHCP) ZH#hIZ L. Cisco I0S D&k iE T
DHCP — &Y L—x—V = FERELET,

e CiscolOx %, 77V — 9 DHCPA v Z—T = A AMFERENLZT 7Y r—33
varyTFNTEITTSHDHCP 7 9 A4 7 v M EEAEL £,

(o] ~ E =
FIUr—23aoD)V—REBREDLESE

U —ADEREZGTT DX, A app-hosting stop 5 L 1Y app-hosting deactivate =~
VREMEHLTCT U r—a v EREIELTIET 77 0 7{E L, KIT app-hosting activate 35
X Wapp-hostingstart =~ > R&HHLCT 7 U r—ya 2 HEET 2 0808 H 0 £,
TV r—var  RAT 47 a7 4 FXal—yaryE—RTsat a~v R LT
WAHEAIE, nostart BX U start a2~ RERELET,

Inooawry RefRA LT, U Y —RL& app-hostingappidiox_app X ED % &y hTX

jibg«o

FIEDHE

enable

configureterminal
app-hosting appid name
app-resour ce profile name
Cpu unit

memory memory

vepu number

end

®NO O A WN

F IR D FH

ARV RFERERTI VA Y

=)

AT w71 |enable
fAi

Device> enable

¥i#E EXEC T— FEADIZ L £,
e NRRAT—=KRZANLET (ERENTEHS) .

R w 72 | configureterminal

1 -

Device# configure terminal

sua—N)L ar7 44X alb— gy B— REBk
L/i—a—o
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ThousandEyes Enterprise Agent DA > X k—JL .

ARV RFEREET7TOVa Y B#Y
A7 73 |app-hosting appid name TIVr—vay RAT 4 v T A F—T ML,
i - TV r—val RAT 4T a7 fFal—
N N — K YN
Device (config) # app-hosting appid iox_ app vasE ) %F‘fﬁﬁn Lijﬂo
R 7y 7 4 | app-resource profile name HAZLNT TV or—vay V)= Ta7rAL
Bl - EREL, WAZLT TV r—var VY —RA 7
N = 2 N N N
Device (config-app-hosting) # app-resource profile RZ7AN LT A Falb—var® R %—fﬁl‘ﬁﬁn
custom Liﬁ‘o
ARG DT T 7 ANZDHPYR— ST
WET,
ATy 75 | cpu unit TIY = a DT 74 RO CPUEIY Y THEE
15“ : E Lij‘o
Device (config-app-resource-profile-custom) # cpu ) Y—Xfﬁﬁi77oy r—33 “/ﬁ@f:&b\ al
7400 NODOMELEE LS, 77V r—va v
LHEBZOMEIIREH TE DI L2 MERT D0
WY ET,
AT 76 | memory memory TNV ENDAEVEY Y TEERLET,
f
Device (config-app-resource-profile-custom) # memory]|
2048
ATy 77| vepu number TV —va rOAE CPU (vCPU) #IV 4 Tx
15“ : %E Lij‘o
Device (config-app-resource-profile-custom) # vcpu
2
A7y 78 |end HABNT TV r—vary )= Ta7yA)L
i - ary 74 F¥al—varET—REe&T L, ik
Device (config-app-resource-profile-custom) # end EXEC ®— ]\L:)j:% g 35"9"0

ThousandEyes Enterprise Agent D1 > X k—)L
Enterprise Agent & > A h—/L 3 51T1%, ROFIEZFEATLET,
1 I0x Z#FELET, FEMICOWTIL, CiscoIOx DFBMLIZET 2HEASR L T E S0,
2. TFVr—vay RAT 4 T ERET D,
3. AppGigabitEthernet N — h ZFRET 5,

4. ThousandEyes Enterprise Agent & A A h—/L9 %,
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. ThousandEyes Enterprise Agent D7 1) 5r—> 3 > KRR T4 VT DE/RTE

ThousandEyes Enterprise Agent D7 7 1) r— 3 U IRRA T4 VT DRTE

FIRDHE
1. enable
2. configure terminal
3. app-hosting appid application-name
4, app-vnic AppGigabitEthernet trunk
5. vlan vlan-ID guest-inter face guest-interface-number
6. guest-ip ip-address netmask netmask
7 exit
8. exit
9. app-default-gateway ip-address guest-inter face network-interface
10. nameserver#ip-address
11.  app-resource docker
12. run-optsoptions
13. prepend-pkg-opts
14. end
FIIE D
ARV RFERETI3 Y EL:y
ATy 1 |enable HHE EXEC T— RZBIA L £,
i
Device> enable
5w J2 |configureterminal rTa—\)L a7 4 Xz lb—3ay EB— FEELG
1 LET.
Device# configure terminal
AT w 73 |app-hosting appid application-name TV r—varEREL, TV r—var Ak
5 - AF 4o a7 4X¥alb—3ay T— R&k
Device (config) # app-hosting appid appid lkeyes L/EEjfo
ZT w74 |app-vnic AppGigabitEthernet trunk NS u R R BT Y e g L DRE SR
i - R—PLLTRIEL, 77V = ay FAT 4
Device (config-app-hosting) # app-vnic ~7 ]\ Tz A7 A Fal—art— ]\%F’ﬂ
AppGigabitEthernet trunk HBLUET,
X5 w75 |vlanvlan-ID guest-interface guest-interface-number | VLAN A hA v X —T = A4 ABZEL. 77U

1 -

Device (config-config-app-hosting-trunk)# vlan 10

guest-interface 2

r—va RAT 4V VLANT 78X IP 2
T A4X 2l —T gy B— REBEGLET,
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ThousandEyes Enterprise Agent D7 1) 5r— 3 > KRR T4 VT DHRTE .

AT RERIFTIa Y E]:p]
AT w76 |guest-ip ip-address netmask netmask FARE =T A ZADAEZT 7 PT KL
15“ : 7\%?%&7@ Lijﬁo

Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0

ATy T |exit TV r— g RAT 47 VLAN 7 7 & A [P
. a7 4F¥al—varyE—FEKTL, 77V

r—al RAT 4T NTT a7 ¥

Device (config-config-app-hosting-vlan-access-ip) #

it L—yary E—RIZRY £7,

A7y T8 |exit TIVr—ay RAT AT N Ty arv Ty
i - Fal—valrrE—FakTL, 77V 5—3
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—vart— ]\&:

RV E9,

ATw 79 |app-default-gateway ip-address guest-interface TN NOEFEBRF— oA ZFEELET,
networ k-interface
1 -
Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

25w 710 | nameserver# ip-address DNS H— S %%iE LE T,
i -
Device (config-app-hosting) # name-server0O 10.2.2.2

A7y 711 |app-resourcedocker TV = ay IRAT 4 Docker 27 4
4 - Fal—arrE—REHBELT, 7V r—v 3

YUY ADOEFERELET,

Device (config-app-hosting) # app-resource docker

AT 712 |run-optsoptions Docker 7> Z A LA T a v EIEELET,
5 -

Device (config-app-hosting-docker) # run-opts 1
"-e TEAGENT ACCOUNT TOKEN=[account-token]"

AT 713 |prepend-pkg-opts N — AT a & Docker 7 o H A LA T a
11 veEw—VLET,
Device (config-app-hosting-docker) # cHAETALKIIEEXINET,
prepend-pkg-opts
ATwv 714 |end TV r—v gy RAT 47 Docker 27 4
Bl - Fal—rar®T—FERT L, FHE EXEC T—
RIZRY £7,

Device (config-app-hosting-docker) # end
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. ThousandEyes Enterprise Agent 0 AppGigabitEthernet f >4 — 27 = f X DEXTE

FIIr—vavRRF4vY |

ThousandEyes Enterprise Agent ) AppGigabitEthernet 1 32— 7 = 4 A DEXTE

FIRDHE

F IR D

enable

configureterminal

inter face appgigabitethernet number
switchport trunk allowed vlan vian-ID
switchport mode trunk

end

o0kl wnN=

AT RFEREIT7ZII Y

=)

ATy 71 |enable FiHE EXEC £— FZBRAA L £,
i
Device> enable

R T 72| configureterminal ya—s)r ary7 4 X¥a lb—3 gy T— REBHth
f5l LET,
Device# configure terminal

AT 73 |interface appgigabitethernet number AppGigabitEthernet ZFXE L, A V¥ —T7 =4 A 2
i - Y74 Xalb—Tary B FERBLET,
Device (config)# interface AppGigabitEthernet 1/0/1 « AH  JRREAA v T OEE . number 515UT

switch-number/0/1 T3,

R 7w 7 4| switchport trunk allowed vian vian-1D KTy ECHFENDVLANDO U A ME#RE L%
i o
Device (config-if)# switchport trunk allowed vlan
10-12,20

A7 75 | switchport mode trunk AV F =T = ABKKHIIR b T xR 7= RIC
1 BELT, FAN—V LI DRT 7 ) 27 ~O%
Device (config-if)# switchport mode trunk ﬁ&%k;ﬁ:ji/:tbﬂ b L,ji?fo

ATv76|end A VB =T xR AT 4 Fal—vay ET—F
il - EAHET L. FPHE EXEC £— FIZERY £,

Device (config-if)# end
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ThousandEyes Enterprise Agent DA > X k—JL .

ThousandEyes Enterprise Agent D1 > X k—JL

156 HHIIZ
ThousandEyes Enterprise Agent |Z, UL FTO URL £72137 7 w3 a7 7 ANV AT LG A A
F—LTEET,
FIEDHZE
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting start appid application-name
4. end
=3 k2 i
ARV RFEEETIVa Y =LY
AT w1 |enable it EXEC E— RZBfA L £,

1 -

Device> enable

AT 72 |app-hosting install appid application-name package  |#5E L7867 F U r—va & A v A h—/b
package-path LET,
e

Device# app-hosting install lkeyes
https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k. tar|

E s

Device# app-hosting install appid lkeyes package

flash:/apps/[greenfield-app-tar]

AT 73 | app-hosting start appid application-name (ATvarv) 77V r—varERBLET,
{5
Device# app-hosting start appid lkeyes

RTwvF4|end TIV = ay RAT 47 avy T 4 Fal—
i - varE®—RERT L, FHEEXECE— RIZRY %

B

Device# end

IZ, show app-hosting list ==~ > RO OB Z R L ET,

Device# show app-hosting list

lkeyes RUNNING
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TINVr—23 0 RAT 4 VTEREDHR

show 2~ Pl L TRELMGELET, a~vr FZEDIEFTHEML T NENEE A,

FIEOHE

F IR D

ATy T

ATy T2

ATvT3
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1. enable
2. show iox-service
3. show app-hosting detail
4. show app-hosting device
5. show app-hosting list
6. show interfacestrunk
7
enable

it EXEC E— FE A LET,
e XA —RE AN LET (EEkEn=H4) .
5 -

Device> enable

show iox-service
T _TOD Cisco IOx Y —EADAT—H A &2 KR LET,
5 -

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) : Not Running
IOx service (HA) : Not Running
IOx service (IOxman) : Not Running
IOx service (Sec storage) : Not Running
Libvirtd : Running
Dockerd : Not Running
Application DB Sync Info : Not available

show app-hosting detail
TV =y a AT HiEMER A FOR LET,
1 -

show controller ethernet-controller AppGigabitEthernet interface-number
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ATv74

ATy TH

ATvT6

FIVr—2avRAT40Y

Device# show app-hosting detail

State
Author
Application

Type

App id

Name

Version

Activated Profile Name
Description
Resource Reservation
Memory

Disk

CPU

VCPU
Attached devices
Type Name

Serial/shell
Serial/aux
Serial/Syslog
Serial/Trace
Network Interfaces

ethO:

MAC address
IPv4 address
ethl:

MAC address
IPv4 address

show app-hosting device

Running
Cisco Systems, Inc

vim
Wireshark

Wireshark

3.4

custom

Ubuntu based Wireshark

1900 MB
10 MB
4000 units

serial2
serial3

52:54:dd:80:bd:59

52:54:dd:c7:7c:aa

USB 7 /31 RIZBT DR EFRRLET,

51

Device# show app-hosting device

USB port Device name Available

1 Front USB 1 true

app-hosting appid testvm

app-vnic management guest-interface 0

app-device usb-port 1

show app-hosting list

T AV r— g EFNLDAT—EAD—EERFRLET,

il

Device# show app-hosting list
App id State
Wireshark Running

show interfacestrunk

growz ||
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Moo A —T o AFHRERRLET,
1 -

Device# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gi3/0/1 on 802.1g trunking 1
Ap3/0/1 on 802.1g trunking 1

Port Vlans allowed on trunk
Gi3/0/1 1-4094
Ap3/0/1 1-4094

Port Vlans allowed and active in management domain
Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Port Vlans in spanning tree forwarding state and not pruned
Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Device# show runnning-config interface AppGigabitEthernet 3/0/1
Building configuration...

Current configuration : 64 bytes
|

interface AppGigabitEthernet3/0/1
switchport mode trunk

end

A7 71 show controller ethernet-controller AppGigabitEthernet interface-number

N R = T B EdriA A TS AppGigabitEthernet A > % —7 = A ZADRZAZICHT D MEHER AR R L £
—§—O

1 -

Device# show controller ethernet-controller AppGigabitEthernet 1/0/1

Transmit AppGigabitEthernetl/0/1 Receive

Total bytes 0 Total bytes
Unicast frames Unicast frames
Unicast bytes Unicast bytes
Multicast frames Multicast frames
Multicast bytes Multicast bytes
Broadcast frames Broadcast frames
Broadcast bytes Broadcast bytes
System FCS error frames IpgViolation frames
MacUnderrun frames MacOverrun frames
Pause frames Pause frames

Cos 0 Pause frames Cos 0 Pause frames

Cos 1 Pause frames Cos 1 Pause frames
Cos 2 Pause frames Cos 2 Pause frames
Cos 3 Pause frames Cos 3 Pause frames
Cos 4 Pause frames Cos 4 Pause frames
Cos 5 Pause frames Cos 5 Pause frames
Cos 6 Pause frames Cos 6 Pause frames
Cos 7 Pause frames Cos 7 Pause frames

Oam frames
Oam frames
Minimum size frames

OamProcessed frames
OamDropped frames
Minimum size frames

O O O O O OO OO OO0 0O0O0OoOooooo
O O O O O OO OO0 0O0O0O0Ooooooo
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7Iur—vavkz74vingen |

65 to 127 byte frames

128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames

Late collision frames
Excess Defer frames

Good (1 coll) frames

Good (>1 coll) frames
Deferred frames

Gold frames dropped

Gold frames truncated
Gold frames successful

1 collision frames

2 collision frames

3 collision frames

4 collision frames

5 collision frames
6
7
8

65 to 127 byte frames

128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames
SymbolErr frames
Collision fragments
ValidUnderSize frames
InvalidOverSize frames
ValidOverSize frames
FcsErr frames

O O O OO OO0 0O0O0O0O0O0OOooo oo

collision frames

collision frames

collision frames
9 collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excess collision frame

O O O O O OO OO OO0 O0O0OO0O0O0O0O0O00O0O0O0OO0OO0OOOOOOLOOLOOOLOOOO OO

TIVr—23 0 RAT 4 0T DEREH

WIWZ, 77V —a RAT 4 THEBEDOREICHET A I EF S E 2~ LET,
{51 - Cisco 10x DEHZHIE

KIZ, Cisco IOxx AT HHl =R LET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

Cisco 10S XE Cupertino 17.7.x 704 5<EYF 1 avT74F¥aL—av A4 F |



FIIr—vavRRF4vY |
B 5 @ VAN K= r 07 T~ 3 RRT 4 LT DRE

Bl : BIE/NRILVLAN R— bDT7 TS5 —2 3 RRATFT 4 VT DETE
A

GE)  ZoE®ri 3%, CiscoI0S XE Amsterdam 17.1.1 LIFED Y V— 2 ZHEA S £,

WIZ, B/ SRIVDVLANR— N CTT 7V r—2a VR AT 4 VT BRET HH %R
L/i—a—o

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20

Device (config-if)# switchport mode trunk

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 192.168.0.1
netmask 255.255.255.0

Device (config-config-app-hosting-vlan access-ip)# end

Bl : BIEANRILE SV OR— DT T)r—2 a3 VikA T4 205Dk

na

W, BIESNRIAND N T I R—= b TT TV r—a U RAT 4 T HRET D%
R~LET,

Device# configure terminal
Device (config) # interface AppGigabitEthernet 3/0/1
Device (config-if) # switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk
Device (config-if)# exit
Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # guest-interface 2
(

Device (config-config-app-hosting-trunk) # end

Bl : disk0: N> TFT T)H5— a3 EA R R—IL
wiz, disk0: BT TV r—varEA A =T HHlERLET,

Device> enable
Device# app-hosting install appid iperf3 package diskO:iperf3.tar

Installing package 'diskO:iperf3.tar' for 'iperf3'. Use 'show app-hosting list' for
progress.

Device# show app-hosting list
App id State
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iperf3

#:7Iur—vavoren |

DEPLOYED

Switch#app-hosting activate appid iperf3
iperf3 activated successfully

Current state is: ACTIVATED

Switch#

Switch#show app-hosting list

App id State
iperf3 ACTIVATED
Switch#app-hosting start appid iperf3

iperf3 started successfully

Current state is: RUNNING

Switch#show app-hosting list

App id State
iperf3 RUNNING
Device#

Bl 7TV r—23 O

ZOBITIER, TV =Y a r e EET 5 hEE R LET,

Device>

enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # start

Device (config-app-hosting) # end

Bl : 7TV —23>D5A4 9491

{5 : Docker S

WL, 77V r—2a & VA= VEBLORT VA VA =T 505 RLET,

Device>
Device#
Device#
Device#
Device#
Device#
Device#

enable

app-hosting
app-hosting
app-hosting
app-hosting
app-hosting
app-hosting

install appid iox_app package usbflashl:my iox app.tar.tar
activate appid iox_app

start appid iox app

stop appid iox_app

deactivate appid iox_app

uninstall appid iox_app

OBRA LA TSI UDHRTE

ZOFITIX, Docker 7oA A LKA T a L ERETHHFEEZRLET,

Device>

enable

Device# configure terminal
Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # app-resource docker
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Device (config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA):/data"
Device (config-app-hosting-docker) # run-opts 3 "--entrypoint '/bin/sleep 1000000'"
Device (config-app-hosting-docker) # end

Bl A>T FDEMIPT7 FLADETE

WIZ, arTFOBHKIP T RLAZRETHHE2 R LET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # guest-ipaddress 172.19.0.24 netmask 255.255.255.0
Device (config-app-hosting-mgmt-gateway) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23 guest-interface 0

Device (config-app-hosting) # end

Bl . EEAR—brTOT7 TV 7r—23 0 RRAT 4 VT DERE

ZOBITIR, TV =2 aryDIP T RLAZFENCTRET DA HEERLET,

Device# configure terminal

Device (config) # interface gigabitethernet 0/0

Device (config-if)# vrf forwarding Mgmt-vrf

Device (config-if)# ip address 198.51.100.1 255.255.255.254

Device (config-if) # exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic management guest-interface 1
Device (config-app-hosting-mgmt-gateway) # end

Bl: 7TVr—23 0D —RABRENDLEE

ZOBITIE, TV = a ) V—AFREE FEEXTLIHFEERLET,

Device# configure terminal

Device (config) # app-hosting appid iox_ app

Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 7400
Device (config-app-resource-profile-custom) # memory 2048
Device (config-app-resource-profile-custom) # vecpu 2
Device (config-app-resource-profile-custom) # end
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{5 : ThousandEyes Enterprise Agent D1 > X k—)L .

{5 : ThousandEyes Enterprise Agent D1 > X b—)L
WROBNE, ROFEEZRLET,
< 10x Z b T %,
T I =g RAT 4 T ERET D,
« AppGigabitEthernet /K — h Z 5 E T 5,

» ThousandEyes Enterprise Agent & A A N —/L9 %,

WOBENL, 10x #B83MLT 2 FiEERLTWET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

W OFIE, AppHosting 5 ET 5%~ L TWET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid appid lkeyes

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2
Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 172.19.0.24
netmask 255.255.255.0

Device (config-config-app-hosting-vlan-access-ip)# exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23
guest-interface 0

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker)# run-opts 1

"-e TEAGENT ACCOUNT TOKEN=[account-token]"

Device (config-app-hosting-docker) # prepend-pkg-opts

Device (config-app-hosting-docker) # end

WOBNL, Appgigabitethernet f > % —7 = A RAEHRET D HEEZRLTWET,

Device> enable

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if)# end

R DHIIE, ThousandEyes Enterprise Agent % A > A h—/)L§ 5 F{E&E /R L TWVET,

\)

X)) 79927 4—)VR 77U lr— 3% ThousandEyes Web " hnH X v vm— R34 %
h RNor—IhENE=I V= T = VR T =y a7 Ty a Tl Ay
AT BB A VA =L TEET,
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Device> enable

Device# Device# app-hosting install lkeyes https://downloads.thousandeyes.com/
enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar

OR

Device# app-hosting install appid lkeyes package flash:/apps/[greenfield-app-tar]
Device# app-hosting start appid lkeyes

Device# end

ThousandEyes Enterprise Agent 0 £% 7€ {5l

Iz, show app-hosting detail =~ > FOH A ZR L ET,

Device# show app-hosting detail

App id : lkeyes

Owner : iox

State : RUNNING

Application
Type : docker
Name : thousandeyes/enterprise-agent
Version : 3.0
Description
Path : flash:thousandeyes-enterprise-agent-3.0.cat9k.tar
URL Path

Activated profile name : custom

Resource reservation

Memory : 0 MB

Disk : 1 MB

CPU : 1850 units
CPU-percent : 25 %

VCPU : 1

Attached devices

Type Name Alias

serial/shell iox_console_shell serial0
serial/aux iox_console_aux seriall
serial/syslog iox _syslog serial2
serial/trace iox_trace serial3

Network interfaces

ethO:
MAC address : 52:54:dd:c0:a2:ab
IPv4 address : 10.0.0.110
IPv6 address HEH
Network name : mgmt-bridge-v14
Docker

Run-time information

Command :
Entry-point : /sbin/my init
Run options in use : —e TEAGENT ACCOUNT TOKEN=TOKEN NOT SET --hostname=$ (SYSTEM NAME)

--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $ (APP_DATA) /data:/var/lib/te-agent -e TEAGENT PROXY TYPE=DIRECT
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ThousandEyes Enterprise Agent 0 5% 7€ {4l .

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT_PROXY AUTH_TYPE=
-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
TEAGENT_KDC_USER=
—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=
-e TEAGENT_ KDC_ PORT=88
—-e TEAGENT_ KERBEROS WHITELIST= -e TEAGENT_ KERBEROS RDNS=1 -e
PROXY_APT=
-e APT_ PROXY USER= -e APT PROXY PASS= -e APT PROXY LOCATION=
-e TEAGENT_AUTO_UPDATES=1
-e TEAGENT_ ACCOUNT_TOKEN=r3d29srpebr4j845lvnamwhswlori2xs
--hostname=cat9k-9300-usb --memory=1g
Package run options : —e TEAGENT ACCOUNT TOKEN=TOKEN_ NOT_ SET ——hostname:$(SYSTEM_NAME)
--cap-add=NET_ADMIN
--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m
—--mount
type=tmpfs,destination=/var/lib/te-agent/data, tmpfs-size=200m
-v $(APP_DATA) /data:/var/lib/te-agent -e TEAGENT_PROXY TYPE=DIRECT

—-e TEAGENT_PROXY LOCATION= -e TEAGENT_ PROXY USER= -e
TEAGENT_PROXY AUTH_TYPE=

-e TEAGENT_PROXY PASS= -e TEAGENT_ PROXY BYPASS LIST= -e
TEAGENT_KDC_USER=

—-e TEAGENT_KDC_PASS= -e TEAGENT_ KDC_ REALM= -e TEAGENT_KDC_HOST=

-e TEAGENT_KDC PORT=88 -e TEAGENT KERBEROS WHITELIST= -e
TEAGENT KERBEROS_RDNS=1
-e PROXY_ APT= -e APT_ PROXY USER= -e APT_ PROXY PASS= -e
APT_PROXY LOCATION=
-e TEAGENT_AUTO_UPDATES=1
Application health information
Status 0
Last probe error
Last probe output

X ? show running-configuration =~ > KO AL, #HIP 7 RLAOREEZ R L TWE
D

Device# show running-config | section app-hosting

app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk

vlan 14 guest-interface 0

guest-ipaddress 10.0.0.110 netmask 255.255.255.0
app-default-gateway 10.0.0.1 guest-interface 0
app-resource docker

prepend-pkg-opts

run-opts 1 "-e TEAGENT ACCOUNT TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"

run-opts 2 "--hostname=cat9%k-9300-usb --memory=1g"
name-server0 10.0.0.1
start

X show running-configuration =~ > RO HFNL, FHHIIP T RLADORE L 7'rFk o —
N—DIF#RERLTWET,

Device# show running-config | section app-hosting
app-hosting appid lkeyes

app-vnic AppGigabitEthernet trunk
vlan 14 guest-interface 0
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guest-ipaddress 172.27.0.137 netmask 255.240.0.0
app-default-gateway 172.27.0.129 guest-interface 0
app-resource docker
run-opts 1 "-e TEAGENT ACCOUNT_TOKEN=r3d29srpebr4j845lvnamwhswlori2xs"
run-opts 3 "-e TEAGENT_PROXY TYPE=STATIC"
run-opts 4 "-e TEAGENT PROXY LOCATION='proxy-wsa.esl.cisco.com:80"'"
prepend-pkg-opts
name-server(0 172.16.0.2
start

WIZ, Docker 7 X A LA T T g &~ — Y X} L7 app-resource Docker /N v 77— U & FEAT LT
Lol E R L ET,

// Example of "prepend-package-opts" merging
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"
run-opts 2 "-e TEST=1 "

# Specify runtime and startup
startup:
runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",
"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
{"vlan-id": "22" }, "mac forwarding": "no", "mirroring": "no"},

{"interface-name

": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--env MYVAR2=foo --cap-add=NET ADMIN --

entrypoint'/bin/sleep 1000000' -e TEST=1"}}

// Example of no "prepend-package-opts" which is the current behavior since
16.12 where pkg.yml default runoptions are ignored.

app-hosting appid TEST

app-vnic management guest-interface 3

app-resource docker !!!

run-opts 1 "--entrypoint '/bin/sleep 1000000'"

run-opts 2 "-e TEST=1 "

# Specify runtime and startup
startup:
runtime options: "--env MYVAR2=foo --cap-add=NET ADMIN"

Merged docker run-opts passed to CAF's activation payload:

{"auto_deactivate": false, "resources": {"profile": "custom", "cpu":

"1000", "memory": "1024", "rootfs size": "0", "vcpu": 1, "disk": 10, "network":
[{"interface-name": "eth3", "network-name": "mgmt-bridgelO0"}, {"interface-name":
"eth4", "network-type": "vlan", "mode": "static", "ipv4": {"ip": "10.2.0.100",
"prefix": "24", "default": false, "gateway": "" },"network-info": { "vlan-id": "10" },
"mac_forwarding": "no", "mirroring": "no"}, {"interface-name": "ethO",

"network-type": "vlan", "network-info": { "vlan-id": "12" }, "mac forwarding": "no",
"mirroring": "no"}, {"interface-name": "eth2", "network-type": "vlan", "networkinfo":
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{"vlan-id": "22" }, "mac_forwarding": "no", "mirroring": "no"},

{"interface-name": "ethl", "network-type": "vlan", "network-info": {"vlan-id": "all" },
"mac_forwarding": "no", "mirroring": "no"}]},

"startup":{"runtime options":"--entrypoint '/bin/sleep 1000000' -e

TEST=1"}}

// Config 1 : default behavior when "app-resource docker" is not

configured.

app-hosting appid TEST
app-vnic management guest-interface 3

// Config 2: no docker run-opts specified
app-hosting appid TEST

app-vnic management guest-interface 3
app-resource docker

prepend-package-opts
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OpenFlow R 77— )L IE#R

20—k

OpenFlow T—

KM HR—LENZ3TS5Y b T+ —LDRT—ILIER

Cisco Catalyst 9300 < |Cisco Catalyst 9400 <~ | Cisco Catalyst9500 /\
)—X XA v F J—RXRAYF, K| THr—< R —
U Cisco Catalyst9500 > | X X A v F
J)—X A v F
7 a—DEEF 18K/9K 54K/27K 54K/27K

Z 2T, 7u—» OpenFlow 7 /3 A TF /7 hE&3nNs L) carba—I0nb%ESN
DL EIZETINDBIEICHOWTHHIL LT,

BET AN, AE, AT T NIERE SN 7 =T =T ARBe 0 7, 17T A FRE
BFHIX, AT T OEEZEELET, 21X 7T AELEFIAT V0, £A
TUNFETTELHEE BEERET IV ay) KBTI NDOHA X ERBHY £7,

ayhba—INn7a—EREEETSHE, OpenFlow =—T = > MI, N— Ry =7 N7 80—
UL CTEX 0 E ) nEMRLET, =— V=2 M, A v T ORBKICERZEINS N—FK
VT OfELE e — LRI LET, Ta—nGoThiUE, %4 TV r—T— Tl
077 AhSNET,

LWL T T UPRRES NI e N RV =T WA T T4 2P R—FTELHnED
D) L FEDONRLTTA N, TR—FA VARV TEDLNEIDOT = v I I DHT
LWEERER » MZ7Ze 0 £,

AT TA VWAV AZ L AESIL, Ta—RNA VA=V Eb L, Ty NIRAA v F
LiZEINET, BEIEMOR bRV, —HT 570 —2 NUBRONLET, ATy
FRFETR—T =T ANOTrn—LRESNET, Ny FOREIEL, BE2—BO%EEbdN
X (T—TNDOFT_XTOT 4 — /)L RBIEFEII—ET ) . B —BOEELHY £3 (—HF
TIxEfMD 7 4 — NV RiZ—% L, By h~ATZZRO7 4 — )L RGN —HT 25505
%) o MESNTET 7 a  AlESNT, N7y MPEEINDIDIRESNLILENH D F
T, T/ vaslE, AT TAURNTHOTHEHTEET, 77V a itk oT, ROBE
MEBEOT7u—T—T N Ny hOEIIR— Oy b, By hE2arbe—J(Z
N—T 4 TTHMNEIPRREDLGENHY T,

N ) O
TILINLTZ4Y
OpenFlow 7 — 7 /WEEREZIR A v & — P ZffiH]4 % &, OpenFlow = & F v —F 725, OpenFlow
BEBT DT NA ZAZOWTBHFEO 7 m— T =7V OBRERE L2 | FELLRE L —&
THEICZINEDT =T NERELLY TEET,

T MIT T, BEBLOT 7 va Uo7y hEEH L TRETEET, 7—7
NDOYA XL FATRHIAER T 5L bTEET, LTy on—7—7ARENEFITHEM S
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B o7 rk—rovs—t

Hei, tnwron—F—7 07— M) R@EmiaHiREnET, BicERESNZT
0— 7 —7 /UL, FESRITHERFSNETA, TS ANEETEHLET 74V O T TA
RN L ET,

OpenFlow 2> b B —Z /)b DERIZESNTH LW T n—7 — 7L A250E L TV S, BE
FO7a—OHREFRNIETHFO N T 74 v I RHHE, WTFlh ey SivET,

JL—9 772 biR— DY R—F

T VL—27 7 7 hal— I, H—0? 40G Quad Small Form-Factor Pluggable+ (QSFP+) A > & —
T2 A A% 4DO0D 10GSFP+ A X —7 = A AZ/HEIL, H—0D 100G QSFP28 A > ¥ —7 = A
A% 450D 25GSFP28 A XA —T = A AyEITCEET, TL—2T U FR— DY HR—F
X, BHE—ROZ7L—27 7Y hAR— a2V R—1T577 > b7 4+ —L0 OpenFlow £— K
TR T& %9, CiscolOS XE Bengaluru 17.5.1 TiX, 7L —277 7 bAR— bDOVHR— M,

Cisco Catalyst 9500 35 XL TM500 ™A N7 —~v L A =X A v F THEHATEET,

T VL—2 7 7 hAR— MZEE T 570 TU % OpenFlow AR — R &5 %K RT 5 121E, show
openflow switch 1ports 2~ REEHLET, 7L—20T U b A2 =T A ZA400
OpenFlow " — MESEZHET 572D DFFED L —/VTH Y £H A,

OpenFlow Power over Ethernet

OpenFlow % Power Over Ethernet (PoE) % V74— kL9, PoE ZMRESH2121X, T /31 &
“C Cisco Discovery Protocol & 721% LLDP %57 L. Cisco Discovery Protocol /X% > h FE 71
LLDP /X7 > T ANA R Ko TR (BLUWE) &b K5I LET, PoE % OpenFlow
THERE S B 5 7291Z, OpenFlow [EA O EITMLEDH D £H A,

OpenFlow = > k17— C, output-to-local 77 > a v ZEH L C7un—%2FEL, X7 v b2
2 — BNV D T2 8\ZT /34 A CPU IZEfFEESND L HIcLET,

PoE OFEMICOWTIZ., [POEDERE] OBFAZRL T &V,

OpenFlow D& E A%

Z 2 TlE. OpenFlow O S F S ERFEEMEEICHOVTHA L E7,

T /314 X TO OpenFlow E— FDOFXIE

AL y FREFEE— RTEIEL TV DA, LRIOREZHIFRT 5 X 9 IZwriteerase 2~ >
RERETHZ Ea2BEID L ET,

FIEOHE

1. enable
2. configureterminal
3. boot mode openflow
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4. exit
write erase

o

6. - delete flash:vlan.dat
+ delete flash: stby-vlan.dat

7. reload
enable
9. show boot mode

o

7134 270 openflow E— K0 a1t [

FIBDEEH
ARV KRFERRETY a3 Y B
AT w1 |enable it EXEC E— REHZIZ L E T,
i) : e NMAT—REANLET (ERINTHE) .

Device> enable

R 72 |configureterminal Jua—)L a7 4 X alb—ay B— Ra2Bith
1 - LETS
Device# configure terminal

A5+ 7 3 | boot mode openflow OpenFlow 55E— K& A 2 —7 M2 LET,
1 -
Device (config) # boot mode openflow

25w 74 | exit Ju—r )L a7 4 Fal—ary B— REKT
Bl L. 454 EXEC T— F# MM L £,
Device (config) # exit

RFw 75| writeerase NVRAM NOFTRTO7 7 A LEHELET,
Bl « TS ZANLLRTIC @ T — FCEIEL TV =8
Device# write erase BlX., TRTCOT77ANVEHEETHZ L2 B

HLET,
RTwv 76| -deeteflash:vian.dat * VLAN f5# & (8473 % vlan.dat 7 7 1 /L % HIER
« delete flash: stby-vlan.dat LET,

i - « RH UL TN AN AT, stby-vian.dat
Device# delete flash:vlan.dat 77 ANVEEIBRELET,
Device# delete flash:stby-vlan.dat

7w 77 |reload A v TFHEIBr—RKL, AL v F® OpenFlow 7 +
I V=T 47 T— REAMILET,

Device# reload
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ARV RFERFTIVaY =)

AT 78 |enable

¥ ME EXEC E— R&ANZ L £,

1 - e NRATU—REANLET (FEREINTHE) .
Device> enable

Z 5+ 79 | show boot mode FNRAADT T —F 4 7 F— FICETH1EHE
15“ : i‘%i_\‘ I_/i‘a‘o

Device# show boot mode

il

K D show boot mode =~ > RO 16X, 7 /341 A2 OpenFlow £E— R CTHDH Z & %
ALTWET,

Device# show boot mode

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDEZRY

HHE— FIZE 521X, noboot modeopenflow=~ > RE#EHEL T, T34 A%V n— KL%
D

I
OpenFlow D% E
FlgD#EE
1. enable
2. configureterminal
3. featureopenflow
4. openflow
5. switch 1 pipeline 1
6. controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
7. datapath-id ID
8. tlstrustpoint local name remote name
9. end
=3 k2t
ARV RFEREETIVa Y =LY

A7 71 |enable
1 -

¥i#E EXEC £— R& A *—7 /I LET,
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OpenFlow D% E .

AU RFERETIVa Y

B8

Device> enable

TR T INFTRINIED, NAT— RE AT
Liﬁ—o

ATy T2

configureterminal

1

Device# configure terminal

ra—r\Lar 74X a lb—3iay T— NiEth
L‘ij‘o

ATvT3

feature openflow

1

Device (config) # feature openflow

OpenFlow #EREZ A R —7 /WIT L E T,

ATvT4

openflow

1

Device (config) # openflow

OpenFlow % iE % A —7 /LZ L, OpenFlow = > 7 4
Xal—rvaryE—RFElHBLET,

ATy Th

switch 1 pipeline 1
i) :

Device (config-openflow)# switch 1 pipeline 1

AL v F LA T T A U EFE L, OpenFlow
DAA v F a7 4F¥al—gr F— NaBts
Liﬁ—o

ATvT6

controller ipv4 ip-addressport port-number vr f vif-name
security {none| tls}
1 -

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

ayhe—JIZ8ERLET,
« OpenFlow 2> b B —F O X = VT 4 47
va bt LTTLS R E L TWAEAIL, tis
trustpoint =~ > R&FRET HMENH D 3,

«OpenFlow 2 ha—J DX VT 473
VERE L TWRWEEATL, tistrustpoint =<
U REBRETLHHLETH Y EH A,

ATy T17

datapath-id ID
fi

Device (config-openflow-switch)# datapath-id
0x12345678

(%) OpenFlow OB AA v F 1D 3% E L £
7

«ID BIEICITAA v F ID AR ELET, i
16 HEfHT7,

ATvT8

tistrustpoint local name remote name

1

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(ff:%E) OpenFlow A - F @ Transport Layer Security
(TLS) FT A bPHRA FERELET,

ATvT9

end

1 -

Device (config-openflow-switch)# end

OpenFlow A4 v FDaAL7 4 Fal— g FT—
REHT L, $H EXEC E— RIZEY £,
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OpenFlow |

OpenFlow E— FTODA V2 —TJ x4 ADEERE

OpenFlow E— RTiX, LA Y2 ELELAVIA I —T oA AERETEET, L1Y3
AHE =T 2 AT IHERIE, A v 2 —T 2 AT 4 Fal— g F—RFTno
switchport 2~ RERELE T, LA V24 F—T A REMEMT 5613, ROEEL

FATLET,
FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. interface type number
5. switchport modetrunk
6. switchport nonnegotiate
7. nokeepalive
8. gpanning-tree bpdufilter enable
9. end
F g > %48
ARV RFERIETI a3 Y BHY
AT 71 |enable FiHE EXEC E— K& A X—7 /L LET,
fl e T ENFRRINTEL, NATY—REAT)
Device> enable L/jiifo
R T 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— REEG

1

Device# configure terminal

L/iﬁ‘o

ATvT3

feature openflow

1 -

Device (config) # feature openflow

OpenFlow #RE%Z 1 R — 7 /LIZ L £ T,

AT 7 4 |interface type number AHB =T 2 A AEBREL, AV H—T =AY
1 - T4 F¥alb—varyE—FeRlBLET,
Device (config)# interface gigabitethernet 1/0/3

AT 75 | switchport mode trunk LAV2AAL O FRA L E—T A ADRNT T
1 TE—REe NI JIZEELET,
Device (config-if)# switchport mode trunk

R w 76 | switchport nonnegotiate BWENZ DA A —T 2 ADFXITL 2 — 5

1 -

2 ha ViR LEVESICEELET,
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OpenFlow DR

AU RFERETIVa Y

B8

Device (config-if)# switchport nonnegotiate

R T 71| nokeepalive X—TTIA TRy NET =T M LET,
fi
Device (config-if)# no keepalive

AT w 7 8 | spanning-tree bpdufilter enable AV EBE—T A AT )Y Fr haltsr—% o
i - =v ;M (BPDU) 74 NVE VT HaAF—TNNIZL
Device (config-if) # spanning-tree bpdufilter enable| Eivik

AT 79 |end AV H =Tz AT 4Fal—varyE—FK
i - ZRT L, FiHE EXEC £— RICEY £,

Device (config-if)# end

OpenFlow D &R

OpenFlow DR E ZMERT DI1E, kDa~vr FaEHLET, a~v o NI EDIE/FTHEML

FIRDOEE

F IR D ¥

ATy I

ATvT2

THNEVNERA,

1. enable

2. show openflow hardware capabilities

3. show openflow switch 1 controller

4. show openflow switch 1 ports

5. show openflow switch 1 flowslist
enable

¥HE EXEC E— FEARNC L £,
e NRXRAU—KREANLET (FERINEHE)

1

Device> enable

show openflow har dwar e capabilities

OpenFlow 7 /3A A/ — R = 7HREZ R R L E T,

1

Device# show openflow hardware capabilities
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Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

Stats collection time for full table (sec): 1

AT w73 show openflow switch 1 controller

[ Ciscol0S XE Cupertino 17.7.x 704 SYE T4 av T4 FalL—av HA K

AL v FIHEHR ISR TS ay ha—F T A EMEFR L ET,

1 :

Device# show openflow switch 1 controller

Logical Switch Id: 1

Total Controllers: 1

Controller: 1

10.10.23.200:6633

Protocol: tcp

VRF: Mgmt-vrf

Connected: Yes

Role: Equal

Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2018-06-04 17:59:20 PDT
state: ACTIVE

sec_since connect: 50

show openflow switch 1 ports
OpenFlow A A v FOR— MIEATHIHFREZRLET,
1

Device# show openflow switch 1 ports
Logical Switch Id: 1

Port Interface Name Config-State Link-State
1 Gil/0/1 PORT UP LINK_UP
2 Gil/0/2 PORT UP LINK_UP
3 Gil/0/3 PORT UP LINK_UP
4 Gil/0/4 PORT UP LINK_UP
5 Gil/0/5 PORT UP LINK_DOWN
6 Gil/0/6 PORT UP LINK_DOWN

Features
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD

OpenFlow |
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7 Gil/0/7 PORT_UP
8 Gil/0/8 PORT_UP
9 Gil/0/9 PORT_UP
10 Gil/0/10 PORT_UP
11 Gil/0/11 PORT_UP
12 Gil/0/12 PORT_UP
13 Gil/0/13 PORT_UP
14 Gil/0/14 PORT_UP
15 Gil/0/15 PORT_UP
16 Gil/0/16 PORT_UP
17 Gil/0/17 PORT_UP
18 Gil/0/18 PORT_UP
19 Gil/0/19 PORT_UP
20 Gil/0/20 PORT_UP
21 Gil/0/21 PORT_UP
22 Gil/0/22 PORT_UP
23 Gil/0/23 PORT_UP
24 Gil/0/24 PORT_UP
25 Gil/1/1 PORT_UP
26 Gil/1/2 PORT_UP
27 Gil/1/3 PORT_UP
28 Gil/1/4 PORT_UP
29 Tel/1/1 PORT_UP
30 Tel/1/2 PORT_UP
31 Tel/1/3 PORT_UP
32 Tel/1/4 PORT_UP
33 Tel/1/5 PORT_UP
34 Tel/1l/6 PORT_UP
35 Tel/1/7 PORT_UP
36 Tel/1/8 PORT_UP
37 Fol/1/1 PORT_UP
38 Fol/1/2 PORT_UP
39 Twel/1/1 PORT_UP
40 Twel/1/2 PORT_UP

AT w75 show openflow switch 1 flows list

OpenFlow D= U ZFRRLET,

LINK DOWN
LINK DOWN

LINK UP

LINK UP

LINK UP

LINK UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

LINK UP

LINK UP

LINK UP

LINK UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
10GB-FD
40GB-FD
40GB-FD
10GB-FD
10GB-FD

OpenFlow DR .

WOHABNL, T—7 0 CRIAMRER 7 —%2/R L CWEd, matchany iZ7—7 /v 1IZBEI L £3
( Tmatchany] &1d, 3_XCTO/Nry MRT—T NN TICBEITHEWVWIERTT) , 7—7 /01 TiL, %

S5 MAC 7 F LA 00:00:01:00:00:01 2SS S, HAR— 23361

1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

Flow: 1 Match: any Actions: goto table:1,

Duration: 2382.117s, Packets: 34443,

Flow: 2 Match: any Actions: drop, Priority:
Bytes:

Duration: 2382.118s, Packets: 294137,

Flow: 3 Match: any Actions: drop, Priority:

Duration: 2382.118s, Packets: 34443,

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36,

IREINET,

Priority: 9000, Table: 0, Cookie:

3359315

0, Table: 0, Cookie: 0x0,

28806211

0, Table: 1, Cookie: 0x0,

3359315

Priority: 9000,

0x1,
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Table: 1, Cookie: Oxl, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow O % 5E 51
5l - T/N4 X T OpenFlow DFZN1E

RIZ, OpenFlow Z AT HH% L ET,

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
Device# reload

Device> enable

Device# show boot mode

{5 : OpenFlow D& E

RIZ. OpenFlow Z X Ed D& R LET,

Device# configure terminal

Device (config) # feature openflow

Device (config) # openflow

Device (config-openflow)# switch 1 pipeline 1

Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security
tls

Device (config-openflow-switch) # datapath-id 0x12345678

Device (config-openflow-switch)# tls trustpoint local trustpointl remote trustpointl
Device (config-openflow-switch)# end

ZDMDSEERH

EhEEE T=aTFILAA L
OpenFlow ® 2~ > K A=/ Asd ) Il dil= S VNI B G P
Open Network Foundation https://www.opennetworking.org/
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/169/b_169_programmability_cr.html
https://www.opennetworking.org/

| OpenFlow

OpenFlow D AEIEER .

HEEE

R=-aT7ILEZA R

Faucet OpenFlow = > f ©— 7

* https://faucet.nz/

* https://docs.faucet.nz/en/latest/

PoE

* Cisco Catalyst 9300 >V — X XA & FTD

e

[Power over Ethernet DX i€ |

* Cisco Catalyst 9400 'V — X A A & FTD
[PoE DX E )

SRADTHZ AL YR—+

B

o

VAIDYR— K Web VA FTIE, A ORGECT S
Y=l TAH N T INY a—T 4 I BEI TV
FIHE9C, ~9=aT7 Ay — L% XL LT HEER
Fo A4 Y =AML TWET,

BHEOORGOEFX =2 U T HFHRSCEINE e AT 572
®IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7g EOEFEY —EXIZIAT
TET,

VAaADYR— K Web VA FDOY—UIZT 7 AT HEE
1%, Cisco.com D —HF DB LUV IR T — RBMLETT,

http://www.cisco.com/support

OpenFlow D #EETE R

ROFNZ, ZOFY 22— /LTt LIHEEICET 2 ) U —AF@MEr L3, ZoRiT. V7
Fo=7 UU—R bbA THEEOYR— FREASNZEEDOY T by =T VY =72
FERLTWET, ZOKERIT, FFITHI D BRWRY . EAUEO—#DO Y 7 by =7 U Y —

ATHHR—FSNET,

T7y b7 A —LDYR— I BLOV AT YT MY =T A A=V OV HR— MIBET 2 EWRE R
9 2IZI&. Cisco Feature Navigator Z /] L 77, Cisco Feature Navigator |27 7 & 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEDH Y EH A,
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-11/configuration_guide/int_hw/b_1611_int_and_hw_9300_cg/configuring_perpetual_poe_and_fast_poe.html
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. OpenFlow O #EEE(ESR

% 55: OpenFlow O He &R

OpenFlow |

HaE

iy

)1)—=x

HAETEER

OpenFlow Cisco I0S XE Fuji 16.9.1

OpenFlow L Software Defined Networking
(SDN) DFFYERIIK TH Y . SDN BRI
TOWETa harzrERLET, =
kb, SDNav hr—J0%, AA v
FRN—=ZIREDTR Y NT—20 T A
ADT AT =T 47 T— L EHE
RV TEDLLIICRY ET,
ZOREIX, DT T v M7+ — Al
FEINTHELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 >V — X A A v F
* Catalyst 9500 >V — & A A v F

* Catalyst9500 > U — X /A /N7 F—
VAR AA v F

Cisco I0OS XE Gibraltar 16.10.1

Catalyst 9500 > U — X /A /N7 p—=
VAAAL v FTOT—TIEREA v —
POV R—IREEINFE L,

OpenFlow Power over | Cisco IOS XE Gibraltar 16.12.1
Ethernet

PoE |Z OpenFlow " — h TH AR — h &
£7

ZOMBEIX. ROTT v F T F—AIC
FIEIHTWE LT,

s Catalyst 9300 ~'J — X A A v F

s Catalyst 9400 ' U — X A A v F

OpenFlow 7' L—7% | Cisco IOS XE Bengaluru 17.5.1
7Y RR—= O
A—h

TL—IT U RNr—7 L, 040G
Quad Small Form-Factor Pluggable+

(QSFP+) A v A —T = A A% 4OD
10G SFP+ A > # —7 = A ATHEIL
B—® 100G QSFP28 1 > ¥ —7 = A A
%4 D50 25GSFP28 A X —T = A A
WZaEITE LT,

MEnE L7,

« Catalyst 9500 35 J: T8 9500 /A /%
T A VY =R A v F
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A—TT7B—FE—RFRTONATRALFE
)T«

OpenFlow &— RDONAT XA ZEV T 43, AT —h7)V A v FF—3— (SSO0) BLT
J VAN T T T—FT 47 (NSO) Z#HAR—hLET, SSOIE, NSFL#HEIL T, AL v
FA—N—FIZ2— P =Ny NU—7 BT E WK & S/ NRICH 2 £77,

* OpenFlow E— RTONA TXA ZE VT 0 OFIFIEIE (461 ~X—7)

* OpenFlow (22T (461 =X—2)

* OpenFlow E— R TONA T XA Z VT 4 OREHE (463 ~X—)

* OpenFlow E— R TONA T XA Z YT ¢ OFERF (464 ~—)

* OpenFlow E— R TONA T XA Z YT ¢ OEERGH (465 ~—)

OpenFlow E— K TN/ 7TRAL S E Y T4 DFEIE

e A7 — N7 )V AA »FF—s3— (SSO) %, Transport Layer Security (TLS) TILHAR—k
SNEHEA,

*OpenFlow = e —F CTCPHfit L X =27 V7~ b A Y (SSL) Bt ;%% E
THZ LI TEERA,

OpenFlow [2DLVT

PEREICBIT 2 REIC OV TR, ROBEHAZRML T ES W,

A—T2o0—FE—FKFTONSMTFRLTEY T4

Cisco IOS XE Bengaluru 17.5.1 Ci, Cisco Catalyst 9400 > J — X A A » F T OpenFlow £— R C
DNAT_AFZEVT 4 Y R—=—FLET, Y= "—ZADF Ty F74+—LThHD Cisco
Catalyst9400 >V — X A A v FlL, T aT VA= R=_A PP R—FLET, A—r3—14
PO—=FNT 7747 LTHREEL, ) —HBAZ AL & L THIEELET,
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OpenFlow |
B x5 tonzquvFt—rn—

ZOFSREDNE AN SN D N, AA v T A —/S—FFZ OpenFlow 2> kB —F BT /34 A(ZA >
A=A ENTNETRTOT7r—%2HRLTHhD, X NF 7 1 v 7 OPEORIKRE 257
RTO7ue—%FHEEFELTWELE, £, XA v TF A4 —/3—HIZ, OpenFlow =1 ha—7
BN U2y ESNTHELSN, 2 bR =R A =L ENTWNHTRTHOTr—%
HIBRL T LT,

INAT ATV T A REEHTDE. 77T 4 772 A—3—=34 ¥R OpenFlow = > k12—
7 LR EMLL, 2 br—InbHMEINDTRTDOT 0 —RT 7T 4 TR A==
AL TT A RCT v 7T LE3NET, VY7 My =T EE 0 — KU =7 ORREENFRE
TT VT 4 T A== AP ENBELTEGA, ST 7T 4 T A==, b R
B UNA A= IR= R PA~DFENAA, v F A — =N ) H—Sn=GE, 7T X3TO7a—N»n
RFEFSNET, LT 77 4 7 A== % D OpenFlow =— = . h T OpenFlow =
Y hu—FEDTCP Y a ikt L, #i0S OpenFlow =— 2 = MI Lo TR TIND
ZEiEIHY EHEA,

AT—FIIL RAM Y FHA—1\—

AT — KTV AL vFFH—"— (SSO) X, AT —r7AHRTa halrBLIOTr ) r— g
HEBMAERFFL, A v TFA—N"—DH, 2—F—k v a UEREMEFFLES, 2 br—
F1Z L 5T OpenFlow 7 31 AZEFESNTZT7 0 —ld, 77T 4 T A= =LA PFINHAX
A Z= RN, FADAA o T A== SN D720, 2 b —J X7 —%fHFA
VAN—VTHEVERDHY FHA, MOV AT AT XA TEY T ¢ LHELTEH, Ele A
A v FA—NR—%FELET,

T 2T VA== A oW R— T 5734 A LT, SSOFXA— /= A FOTLEAM: %I
LCTRy NI DTRA VT &R EZEET, SSOIZA—NN—NAYDO—FK%T 7
T4 T Ta P E LTHREL, b)) —FHE2AZ AL L LTRELEZHE, ZNHO/MTH
2T — MEREZFEHLET, 2502 —— A FREOYEFHE. SSO X6 DD
AT — MERZBANHERF L £ 97,

—REEIIZ, SSO 1L Cisco / v A by 74U —F 47 (NSF) & EbicffiflEnEd,

NSF Tid, AA vFA— "=t /-y NI OpenFlow 2> b —F 12Xk >T7 R/ T AS
Nreza—xr M IZESHTIEINE T,

SAFFNATRASE) T+«

RIFRNA T _A T YT 41X, T2 7 1 772 OpenFlow =— = > k73 OpenFlow = > k17—
Z & ®OpenFlow TCP ##t Z ML T DRI, T 77 4 T A== AL A H N f ZA—/3—
ANAFOM TR LT LRI TT,

KIFINAT XA TEV T L= RTIE, T T 4T A=A P LRZ N A==
FOEGPMSILTIELE T, 7277 4 7T A== A FDHhpPa ha—7 & OpenFlow
T haN Ay e—UERRLET, TV T 47 A—sX—=31 % OpenFlow = h 2 —F
HEAFLIETNTDTCP A7y M, AZ AL A= R= A PR ENET, 77T«
T A== XA L AL S Z—=sS—=3A B D OpenFlow /N— RV =7 7 =T VEE, 7 /—
Tr—7nxr b)) BLXOT7e—xr N AERBSRET,
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snmnsr15eu7 i

EXMNATARAZE) T«

JO—JRikR

FEXHNA T XA FZE VT 4 TIE, 7277 4772 OpenFlow =—Y = h3ar ba—F &0
OpenFlow TCP 5t & MENL L7212 DI, AX LN A— 8= XA FREE L FET, AZ N
ANERENT DL, 77T 4T A== A P LEDar be—FlLoTA VA= NLENT
n—&, TCP 2y hua—JiN A X A, CRIENEFA, 77T 4 T A== 1H |
DA TRAZEVT ¢ TavAL, 22 ha—70O TCP #ki & A7 5 72 DI —FEFH %
FIT L, TIT AT A—N= AP VA R =L EINTNDH7a—, Z/L—7 OpenFlow
F—TNEREA B — TR AE N A== N FICEELET, IS, AZ A Z—
=AYV ORFERD T BRI SN D720, AF AL Tary ba—F 3% 5 Lz
7y FOBERAEZIETEET,

AL N A== NA PN T I T 4 TNOEEEINTT =T NEEA v =T DA A
M= RET D L, AX R A== A PET 7T 4 T OREBEMLE T, KK
WBWMESZETDE, 77T 4T A== A WIFLFEDORZ 34 L ORIMZRFG L EEA,
TIT 4T A=A WL, A A = NVORKE—FERIPOKKE L T~—2 L, =F—
Ayt —Tha SR, AR A A S WA LE T, A X L 28—
AWE, Ave—VEZETHEYr—RFLET, groupmod < flow mod 23 L 72354 1%,
RU7at AR iRsnEd,

EHER S . —FERMITICT 7T 4 T A= R R NS AX AL A SN E T, FEHE
BT R B Z L ICBICRE S D 720, BEHERO RO LT ER S E T,

TIT 4T A== X, FHA ¥ —7 = A A GigabitEthernet 0/0 2/ L T2 b —
7 & ®OpenFlow TCP #Efit & MEFF L. Z OHFGN A X L3 A== A P LRI SN ET,
TITF 4T A== FF, BREIN- o — 7RISy ha—F8s S a—
7LET,

AA T A==, HLWT I T 4 TOEBRA L H—T = A APEEARRIZ 72 5 F T e
KEBLBRPPVET, TNETICI bE—TFICL> THEESNZ Ty MEIZEESRT,
OpenFlow TCP #&t DU S5 AIEEMER SV £3°, 7' —7HIRIZ L % OpenFlow =— ¥ =
YEDEALT Y NEEETHTDIC, T I T 4 T A=A P TIET 7 40 MED 40 B
DEBIICRE S NET,

OpenFlow E— FTONA TARL S EU T4 DERTEFE

OpenFlow €—

FIRDEE

FTONATARASE) T4 DETE

1. enable
2. configureterminal
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B orerflow =— ko FRISEY T DBES

F IR D8

openflow
switch 1 pipeline 1

o 0P w

end

OpenFlow |

controller ipv4 ip-address port port-number vrf vrf-name

ARV RFERFTIaY

=)

ATy T

enable
I

Device> enable

it EXEC E— FE Az LET,
e NRAT—REANLET (FERENEHE) .

ATvT2

configureterminal

1

Device# configure terminal

Juau—)ary7 4 Xal—g T — NELG
L/\i‘g‘o

ATvT3

openflow

1 -

Device (config) # openflow

OpenFlow % % A F—7 /L2 L. OpenFlow = > 7 4
Xal—rvaryE—RFElHBLET,

ATvT4

switch 1 pipeline 1
f

Device (config-openflow)# switch 1 pipeline 1

BB A v F L, T T A L HFHIE L, OpenFlow
DAL vF a7 4 X¥alb—ar ®T— Fefilh
L/i—a—o

ATy TH

controller ipv4 ip-addressport port-number vr f vif-name

1

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf

OpenFlow = > b @ —Z (ZHaE L £77,

(F)  TLSTIEIANAT_A TV T 41 TYHR—F
SNFEHEA

ATvT6

end

1

Device (config-openflow-switch)# end

OpenFlow AA v F DAL 7 4 Fz2lb— 3 F—
R&A&T L. FrkE EXEC £— FIZRE D £7,

OpenFlow E— R TN/ TRAL S E ) T 1 DREH

{5 : OpenFlow E— FTODNATARALSEY T4 DHRE

RIZ, OpenFlow Z&XET D1 %~ LET,

Device> enable
Device# configure terminal
Device (config) # openflow

Device (config-openflow)# switch 1 pipeline 1
Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf
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OpenFlow E— K TO/NA 7~( 5 E 17 1 Dttt [

Device (config-openflow-switch) # end

NATRALSEYTAREDHEDR

Iz, show openflow switch switch-numbercontroller =~ > RO Iz R LES, HI17 ¢ —
JL KT, Connected 75 Yes. state 25 ACTIVE Toh HLE ) % Y . Negotiated Protocol Version {3 A
B UNRARA=R=NAFOEELEFR U THLHLEND D FT,

Device# show openflow switch 1 controller

Logical Switch Id: 1
Total Controllers: 1

Controller: 1
172.16.18.85:6636
Protocol: tcp
VRF: Mgmt-vrf
Connected: Yes
Role: Equal
Negotiated Protocol Version: OpenFlow 1.3
Last Alive Ping: 2021-01-29 08:44:59 UTC
state: ACTIVE
sec_since connect: 4893

RIZ, showtcphaconnection =~ RO NFIZRLET, T2 T 4T L RAZ AL DOWSFD
A—/X=/NA W T state 7S ESTAB £ RARSNNTWOLENRH Y F7,

Device# show tcp ha connection
SSO enabled for 1 connections

TCB Local Address Foreign Address (state) Conn Id
7F53B1ADELIEO0 172.21.18.87.23401 172.16.18.85.6636 ESTAB 1

OpenFlow E— FTO/N\A 7L S E ) T 1 OEEEFER

WORIZ, ZOFY 2 — /LTl LI-HRICET 2V ) —AfE#REZ R~ LET, ZORIE V7
=7 JU—R Mo U TCEEREOYFR—INEAINZEEOY 7 =T U U—RT
JERLTWET, ZOMBREIL., FFICWr 0 B2 WRY . ZnLIEO—HEDOY 7 b7 U U —
ATHHR—FENFET,

T7y b7 A —LDYR— I BLOV AT YT MY =T A A=V OV HR— MIBET 2 EHRE B
&9 %IZ1&. Cisco Feature Navigator Z /] L 7, Cisco Feature Navigator |27 7 & 23 % |Z
L. www.cisco.com/go/ctn IZFE) L £ 4, Cisco.com D7 W72 MIMEDH Y £H A,
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B orerflow — FTONAFRASE YT 4 OgEENESR

% 56: OpenFlow E— FTDNA T AL S E D T 1 OBREER

OpenFlow |

HaE

iy

Yy—2

HAETEER

F—=7 7 —F—
RTONAT AT
=t

Cisco I0S XE Bengaluru 17.5.1

OpenFlow E— R TONA T XA LY
7T 41X, SSOBLUNSO ¥R —F L
iﬁ—o

Cisco IOS XE Bengaluru 17.5.1 CliZ, Z®
HREIIRD T T v 7+ — L THAX
NE L,

s Catalyst 9400 >V — X A A v F
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