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N A TEHIBR SUFIC Switch IR Y £97, BIKIFEMICIX, RESKEZFRMTL 2 &<, 2
DFXELE T % NETCONF 7 —# X—R LA 572, X7 r—< L ANmELET,

BIRBIRIINIXCLIE— Y ) —DOAIZESWTRY, a~<v RiZE— RFE 7T — FESET
HEFF SN E T, ZOCLIT— RY UV —DOF =4 &L, IRD3ODAAL ) — R THREINT
Wk,

cHW{LEL~VD/—K:ZO/—FiZ, RACBIZEL, AUV VZHHCLI —FDY A
rELET,

B/ —F:ZD/—FiE CLI/—FoH, £OEF—F, BIOYT7E—FK/—F&EEL
¥,

e F/—F:ZDO/—FIZFCLI EEOE—FRFLIZYTE—FRTOCLD) #HELET,
J— RIZEBHDOT ) — FRH A5G, THOHDOF /) —RIZFEICLXLD /) — KR A 2D
—IE LT T ENET,

NETCONF 0 FaJ)LDZRTEAHE

NETCONF-YANG |, 7/ ZADT T A~ T AMRA L FEEALET, T A RRA
¥ FDBFE L 7205512 NETCONF-YANG 3R E &41d &, OB 7 A MRA v FME
S AVET, FEMIZ-OUVTIEL,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] ZZH L T 7230,

NETCONF Z {3 2 1-DHERT7 VU £ X DI

FIRDEE

NETCONF API Of# 2 Bt59 5121k, HERL L 15 22— THLILENRH Y £7°,

enable
configureterminal

username name privilege level password password
aaa new-model

aaa authentication login default local

apwN=
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6. aaaauthorization exec default local

NETCONF % &/ 5 -0 0iR7 7 £ 20izét [

7. end
FED £
aAv U RFERET7IOIY BrI
AT w71 |enable ¥iHE EXEC £ — RZ AN L £,
1 - RAT—=REAHLFET (EREINEHE) .

Device# enable

ATvT2

configureterminal

1

Device# configure terminal

Ta—N )L ar 74X al—3ay T— NG
I_/ij‘@

ATvT3

username name privilege level password password

1

Device (config) # username example-name privilege

A=Y ER_R—RA L UIREEY AT A& L%
T, OF—U—KREHRELET,

s privilege level : n—*f@%ﬁ&v«\w% XE L E

15 password example password @_ NETCONF7 o ] :I/I/@ia/\ \_.g.;:)
VERH Y £,
« password password : CLI E'=—(Z7 7 & A9 5%
TeDDINAT — RERELET,
AT v 7 4| aaanew-model (FEE) #Fvl, @Rk, 7HhU T 407 (AAA) &
A LET,

1

Device (config) # aaa new-model

aaanew-model 2~ REZFRET HHEIE. AAA R
FEER K OFF RIS T,

25w 7§ | aaa authentication login default local 0= a—PHTF = A RXR=2A%F T 5001
%l - PREZ R E LET,
Device (config) # aaa authentication login default| (¥) NETCONF 7 u h =)L Cix, =74 /L k
tocal D AAA FBFER 7 A ¥ RO B R —
FEnET,
o JE— bk AAA — DAL, local & AAA
P—NICEEHXET,
default ¥—7V— RIZ LV, v—HLa—FF5—
HAR—AFBEENT R TCOR— MIEHINE
‘j‘o
2w 6 | aaa authorization exec default local I—VDO AAAFAZHREL, a—H LT —H _X—
AZMER LT, £O2—HWITEXEC v = /VDOFE[T%

1 -

Device (config)# aaa authorization exec default
local

P L ET,
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B netconrvane oE

NETCONF 7o koL |

ARV RFERETIVa Y

B8

o UE— N AAA —OEE 1L, local & AAA
= NICEES L ET,

sdefault ¥ —vU—RKick vy, e—hra—%5—
B R— AN T RTOR— MI#EH S F
R

ATy T1

end
e

Device (config) # end

Ja—)Lar7 4 ¥al—yary T— REKT
L. ¥ EXEC E— FIZED £,

NETCONF-YANG D% TE

L 72— NETCONF 7' & h 2 /LT /84 A THE NI > TWBEE, RFC %L NETCONF
7o b a)UIERE L E¥ A, nonetconflegacy =~ > K&l L CTL 4> — NETCONF 7' 1 h

ANFEERT LT ES N,

FIEDHE
1. enable
2. configureterminal
3. netconf-yang
4. netconf-yang feature candidate-datastore
5. exit
F gD ¥
ARV KRFERRETI a3 Y B#J
AT w1 |enable it EXEC E— RZAMIC L ET,
i e NAT—REANLET (FERINELA)
Device> enable
AT w 72 | configureterminal rTa— )L a7 4 X2 b—3ay B— REELG
15“ : L/i‘g‘o
Device# configure terminal
AT 7 3 | netconf-yang v T —2 T34 ATNETCONF A 5 —7 = A

1
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NETCONF A+ 7> 3 oz [

AU RFERETIVa Y

B8

Device (config)# netconf-yang

G¥) CLLIZ X DA DA X —T MDD,
Xy bT—=0 FRA AZET )V R—2R
DAVH =T 2 A AZBLTEHTE S
IR EF, ET N RX—ADA
B —T A AT ADEELRT 7T 4
N—a AE RO nD &

N E7,
Z 5w 7 4 | netconf-yang feature candidate-datastore BT — 2 A N T ZHMLET,
il -
Device (config) # netconf-yang feature
candidate-datastore
ATy 75| exit rua—)ar7 4 ¥al—gr ET— REeET
15“ . L/i—a—o

Device (config)# exit

NETCONF A+ 7> 3 > DEETE

SNMP D% E
SNMPMIB 5 —Z 7 7 EA L= .,
BT L £,
WOBEEIT > T IE &,
FIEDOHE
1. IOS T SNMP #iEZ= AN L £,
FED M
2T w71 10S T SNMP HEREAZ BN LE T,

NETCONF ZHZMZ LT, PAR—rENTWAS MIB 2>6 4 &7z YANG EF LV &FH LT

I0S THHR—FENTWSHSNMP b T v 72/ L

T, PR—=FENTWD T v 75 NETCONF A1 2224 512X, 10S TSNMP #— 3%

2. NETCONF-YANG 23E2#) L 721, K ® RPC <edit-config> A v & —"% NETCONF-YANG
R— MIEEFELT, SNMP M7 v 7 OHR— MEFHTLET,

3. RO RPC A vt—T% NETCONF-YANG A — MIEFL T, Ef7ar 74 Fal—v 3
VEAL—RNT T ar7 4 Xal—va VICREFELET,

1 :

configure terminal
logging history debugging
logging snmp-trap emergencies
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B swe o

logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

|

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT 72 NETCONF-YANG 23 L 7-#%. % ® RPC <edit-config> A v & — "% NETCONF-YANG R — MIEF L
T, SNMP F 7 v 7OV R— b EHMNILET,

51

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-oid>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-oid>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

ATY T3 RORPC A v E—Y% NETCONF-YANG R — MIEEL T, Effar 74 FXal—v a2 AX—F T v
F a7 4 X2 b—a VIR ELET,

B -

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>
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RSA A—2 D1 —FRIEEETT 57000 ssH 4 —r oz I

RSARX—ZADA—HEAEERITI 21D SSH H—/\DHRE

NETCONFE-YANG 28— 2 283F4 57200 SSH A ¥ — 2R ET 51213, ROEEELFET

FIRDOHE

F IR D

LET,

1. enable

2. configureterminal
3. ip ssh pubkey-chain
4. username username
5. key-string

6. end

ARV RFERETIVa Y

=)

RTF w71 |enable it EXEC £— REAMT L ET,
i : e NAU— R AN LET (FERENTHE)
Device> enable
25 72 | configureterminal Ja—rL Ay T 4 Xalb— gy T— K&t
1 - LET
Device# configure terminal
AT 73 |ip ssh pubkey-chain SSH ¥ — 3 ED =z — 45 L O — SGRGEH IC
i - SSH-RSA F—Z@iEL, APF—=ar7 4 Fal—
Device (config) # ip ssh pubkey-chain vay E— ]\%Bﬁﬁé Lij‘o
o P NIREFEENTODHRSALBHF—, 77
AT MIRESI TN DA F— L filE F —
DT EEH L CTHGEES D &, = —FREEE
BT,
AT 7 4 | username username SSH 2 —¥ 42k EL, AfF—a—% a7
i - Fal—rarE—FRalBLET,
Device (conf-ssh-pubkey) # username userl
2T 75 | key-string UE—F E7DRSANHF—ZFE L, AF—
1 - FT—H ar74Xal—varE—RREHKELE

Device (conf-ssh-pubkey-user) # key-string

B

GE) =T SSHZ 74T b (B
Hiz % L ssh/id rsapub 7 7 A /LN D)
AHF—EEZ G TE ET,
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B cussEmLENETCONE T0 Fa LDy T Fa L— 3 v OBER

ARV REEEFET7IVa Y B
RTw76|end NBF—F—F ar74F¥al—varET—F%
Bl - T L. Rt EXEC E— FIZRED £,
Device (conf-ssh-pubkey-data) # end « T 7 /L N RAMIKEDIZIX, nohosthame =
~ U REMBRHLET,

cu ’&ﬁﬁﬁ L7 NETCONF 7O ra)LDaV T4 ¥ L—
O)ﬁEHIL\

NETCONF 27 4 X2 b—a UEHRTAHICIFROa~v REEHALET,

FIEOHE

show netconf-yang datastores

show netconf-yang sessions

show netconf-yang sessions detail

show netconf-yang diagnostics summary

show netconf-yang statistics

show platform software yang-management process

ok ON=

F IR D FH

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A h TI\ZBT B WA R R LT,
1

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG & v ¥ 3 I T A FEHREFZ R LET,
1 -
Device# show netconf-yang sessions
R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 10
session-id transport username source-host global-lock
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ATvT3

ATy TH

CLL (A L1 NETCONF 70 kaLnay 7 s FaLb—vavoikR [

show netconf-yang sessions detail

netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh
netconf-ssh

NETCONF-YANG & v ¥ 3 VBT ARy £ R LET,
1 -

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
Global-lock on startup datastore

S:

Number of sessions

session-id
transport
username
source-host
login-time

in-
in-

rpcs
bad-rpcs

out-rpc-errors
out-notifications
global-lock

1

19

netconf-ssh

admin

2001:db8::1
2018-10-26T12:37:22+00:00

show netconf-yang diagnostics summary

NETCONF-YANG

il

ZWHHEHROBMEZ TR L E T,

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON

Diagnostic Debugging Level: Maximum

Total Log Size (bytes): 20097

Total Transactions:

message username session-id transaction-id start-time end-time log size
1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

show netconf-yang statistics
NETCONF-YANG #atic BT oG Hha &R~ L E7,
1 -
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ATvT6

Device# show netconf-yang statistics
netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : O

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform software yang-management process

NETCONF 7o koL |

NETCONF-YANG Q%R — MIMVERY 7 =27 B8 AOAT—Z A%FKRLET,

il -

Device# show platform software yang-management process
confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running

G

7’1 A nginx I%, ip http secure-server %7213 ip http server 237 /34 A THE I N TN DHH5H

WCETESNET, 207k A [T RETZA < TH NETCONF 1T EFICHEELET, 7=
72 L. RESTCONF |2/ nginx 7' 2 & AN METT,

3% 1: show platform software yang-management process M 7 4 — )L K DA

T4—ILF Hl: )|

confd a7 4 Fal—ary T—F

nesd Ky U= BRI aF A F—E

syncfd F—T b OEH

nesshd NETCONF % =7 v =/ (SSH) ¥—E>

dmiauthd TN REHA B —T 24 2 (DMI) BT —F
v

vtyserverutild VIY =R a—F 4 VT 1 T—F

opdatamgrd T —4 v 3=V y T—EY

nginx NGINX Web H—3
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RPC [Z & % NETCONF-YANG E2 B D %R .

J4—ILF

Bl

ndbmand

NETCONF 5 — % N— R v (X —¥

RPCIZ& 3

NETCONF-YANG 2D 3R 7R
show netconf-yangdiagnostics =+ > RE 7213 O RPC ZfH L T, 2WiElas £~ &£,

12, NETCONF-YANG 2l & B 2029 % RPC O & RA B 5%2{E L7Z RPCIE &R L
i—a‘o

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIFEO AT — X X%/ F RPC Dfl &, RA MDOEZ(E L RPCIGEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message—-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
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<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASDPLZIE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" 2>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR T H-HD RPC DL, RA S HSE LT RPCIEEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid: 9 ffb8d5-3866-48ef-b59d-0486e508fbcd">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host

<?xml version="1.0" ?>

<rpc-reply message-id="urn:uuid:9pffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
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<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">

<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans—-count>

</diag-summary>

<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>

</diag-trans>

</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, WESNTEV AT AL T —RA v =27 — A 7557200 PRC OFE . ARA KM
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-£fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>

12, NETCONF-YANG 2l & #0129 % RPC O & R A R H52{E L2 RPC & &R L
ij_o

#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9bb9%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##
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Received message from host
<?xml version="1.0" ?>

NETCONF 7o koL |

<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e%b9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<ok/>
</rpc-reply>

NETCONF 70O kO J)LDOEEEF

HEEE

R=-aT7ILEZA KL

AD YANG T —H T )V

IOS-XE, I0S-XR., B I INX-08 7 | BAFEE T 0D 9 W 5T Cisco YANG £ T /U T 7
Ty N7 —LbDOEFEEERY Y — | 2T AIZIL, GitHub UARY F U 285 L. vendor/cisco

Y7T oL PUCBEILET, ZZTiE, 10S XE,
IOS-XR, BLUNX-OSTT7 v v 74+ —bDEXFEIFE 7%
V) —2DETNEFATEET,

ZEB KL URFC

FZ/RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
i Al IN/ =

RFC 6241 Fv hT—2#EET 1 ka2 (NETCONF)

RFC 6536 Fy NU—7FEZ 1 ha (NETCONF) 7 7 & A€ T
b

RFC 8040 RESTCONF 7' &1 k =)L
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NETCONF 70 b O /L D#EEEIEER .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 'O k O /L D#EEEEER

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
Fo=7 UU—A FLA U THEBEREOYR— R EAShILEDY 7 =T VY =R
FERLTWEY, TOKRIT. W 23720 RY . 2 UEO—EDY 7 by =7 VY —
ATHYR—FSnET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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