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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<get>
<filter>
<modules-state xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-library"/>
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</get>
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python migrate yang version.py —--help
usage: migrate yang version.py [-h] [--out OUT] path

positional arguments:
path Path to the YANG files

optional arguments:
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--out OUT Path to the output YANG file
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10S =2~ RIZZAH#T 5121%, show running-config | format netconf-xml =~ > K& 72 (% show
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&IZ, show running-config | format netconf-xml =~ FOHHHIZRLET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">

<version>17.8</version>
<boot-start-marker/>
<boot>

<system>

<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin</

flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
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<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">

<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>

<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">

<output>serial</output>
</console>

<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">

<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>

<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">

<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
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</ipvé>
<ipv6>
</ipv6e>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
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</address>

</ip>

<mop>
<enabled>false</enabled>
<sysid>false</sysid>

</mop>
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<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>

<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">

<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
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<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
</on-success>
</login>
<multilink>
<bundle-name

xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>

</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
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<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
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<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {
"version": "17.8",
"boot-start-marker": [null],
"boot": {
"system": {
"flash": {

"flash-list-ordered-by-user": [
{
"flash-leaf":
"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"
}
1

}
}I

"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I
"call-home": {
"Cisco-IOS-XE-call-home:contact-email-addr": "sch-smart-licensing@cisco.com",
"Cisco-IOS-XE-call-home:tac-profile": {
"profile": {
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"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {

"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]

}
}I

"call-home": [null]

}I

"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"

}I
"Cisco-IOS-XE-platform:gfp": {

"utilization": {
"monitor": {
"load": 80

}
}I

"Cisco-IOS-XE-platform:punt-keepalive":

"disable-kernel-core": true
}
}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [

{
"name": "admin",
"privilege": 15,

"password": {
"encryption": "0",
"password": "lab"

}

}

] 4

"vrf": |
"definition": [

{
"name": "Mgmt-intf",
"address-family": {

. NETCONF 7o k)L
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"ipv4": {

"ipve": {

"ip": {
"domain": {
"name": "cisco"
}I
"forward-protocol": {
"protocol": "nd"
}I
"route": {
"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-1list": [
{
"fwd": "9.45.0.1"

}
] 4
"vrf": [
{

"name": "Mgmt-intf",

"ip-route-interface-forwarding-list":

{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fyd-list": |
{
"fwd": "10.104.54.129"

"ssh™: |
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"
}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]

}I

10S 27> RO XML A~DZ 2 .
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"interface": {
"GigabitEthernet": [

{

. NETCONF 7o k)L

"name": "1",

"vrf": |
"forwarding": "Mgmt-intf"
}I
"ip":
"address": {
"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

}
}I

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0S-XE-ethernet:negotiation":

"auto": true

"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0S-XE-ethernet:negotiation":

"auto": true

"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0S-XE-ethernet:negotiation":

"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-IOS-XE-ethernet:negotiation":

"auto": true

"name": "5",
"mOp"Z {
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"enabled": false,
"sysid": false

}I

"Cisco-IOS-XE-ethernet:negotiation":

"auto": true

1
}I

"control-plane": {
}I
"clock™: {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
}
}I
"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]

1
}I

"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,

"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {

}

10S 27> RO XML A~DZ 2 .
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"multilink": {
"Cisco-IOS-XE-ppp:bundle-name": "authenticated"

}I

"redundancy": {

}I

"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": ({

"system-id": [null]

}

}I

"subscriber": {
"templating": [null]

}I

"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {

"chain": [
{

"name": "SLA-TrustPoint",

"certificate": [
{
"serial": "01",
"certtype": "ca"

]
}I
{
"name": "TP-self-signed-2685563505",
"certificate": [
{
"serial"™: "O01",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid"™: "C8000V™,
"sn": "93SHKMJKOC6"
}I
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"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage"

"first": "Q"

]I
"console": [
{
"first". "O"
. ’
"exec-timeout": {
"minutes": 0,
"seconds": O
}I
"stopbits": "1"

"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]

"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]

"Cisco-IOS-XE-diagnostics:diagnostic
"bootup": {
"level": "minimal"

10S 27> RO XML A~DZ 2 .
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B neconeso—nLtvvaronys

NETCONF o O—/\)L v 3>nAavy

NETCONF 7' &2 b a/Lid, T4 ARELEZEFL., T ZADREFREZ TG T 27200 —H
DOEAEZ R L F9, NETCONF |2/ v — L vy 7 2% 3R— kL THEY ., NETCONF TII&
Bl igolzby i a kil TAMENEAINTNET,

BEORIKE Y > a v ORERIZOE> T—HBMEZHER L, XEOBEZHTOIC, By =
v DF—F—ILINETCONF & v g% u w7 CTx%9, NETCONF lock RPC 1%, =27 ¢

Fal—vary R—P—LETar7 4 Fal—aryF—F_—2%kuy 7 LET, £0
DT XTHONETCONFE v 3y (ay 7 & LTV 1T, mMEREZEITCEEE
Ao T2120, SEABOBEIIFEITCEET, 2nbon v 7 3 FERFFEIEV L2 ER LT
BV, A—F—i%. 1> NETCONF 7 74 7> . NETCONF U D27 F 47k (SNMP,
CLLAZ U7 2 l) | BLEOAMOZ—F LV 28 FTICEEENMZAD LN TEE

7

TIT 47 By vailioTRFEEh WA Z7e— ey 7k, BEMfTONTZEYy v
UKl SN E XTIV ET, vy ZIlLoT, vy 2 ERFEL WA AEY Va v
D, BEICKH L CHHM e B ZIART 78 A 2725 L9V T, Ze— oy 27k
DEREDOEENMER I NTZHAIE, =7 — A vy E—UI2XK > T, NETCONF 7 12—/3L | v
7 BRECTHREOEENER SN EPNRSNET,

<lock> BT UF/ T A — 4 <target> ZZTIRD £F, “HUE, my s LEsEd a0 74
Fal—vay F—FANTOANTT, By I BT 274786, <edit-config> Bl &
<copy-config> #{EIIFF AT SNV EH A

NETCONF 7' v — 3L 1 v 7 OEEFHIZ clear configuration lock =~ > RAMEE S N-5E
1T, REDZERRFEMNBRAr P a— &, BEDsyslog A vE—URAERINET, o=
< RNE, RX—=Y—ar T4 FXal—varuvsnkHiE7 VT LET,

Wiz, <lock> #E%~x79 RPC OH &~ L E7,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

NETCONFKill v 3>

vy va VOBER, ERIE T4 T NMIEA T e— v ay 7 OEHANAE LT & X,
show netconf-yang sessions =~ > RZ{#f L CNETCONF ¥ v v a VU &2E=4 T&E7, %
7=, clear netconf-yang session 2~ > REZFEH L TLRE Ll eofctyvav a2 V755

. NETCONF 7o k)L



| NETCONF Fo ko

NETCONF-YANG SSH 4 — /304K — ]

Z L TEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 ¥ oL —
varmyJ omkEs )T LET,

<kill-session> 3R L, NETCONF & v v 3 > il T LEJ, NETCONF =27 17 «
X, =72 v a rd <kill-session> BREZZET DL, Tt ARNOT X TOBRELE
L, Byva ZBEEMTFONTWATRTory 7 &) Y —R &R L T, BE#EMTON
AT T ET,

<kill-session> Z3R (21X, B T9TANETCONFEt v gDty a IDBKLETYT, By
~1ID @m‘ﬁxfﬁf@k v a D EFRIUSEEIE, BARMELZ R =7 =PRI E T, NETCONF
tylardD I r g UNERETHICNETCONF v g s T LA, 75—
BETNALVITTARNT I FxIZLoTr— ANy 7 RERIN, Xy NT—7HF |2 —
Ny 7 REHAENT, XCTHD YANG ETVORBAN Y H—SnET,

tyrvalroOkill B L, Fe—Ur ey 7 MRS THWDLIHAIR. =20 Y —FERR

vty % fifi il L C clear configurationlock =< > R&ZAJJLET, ZORET, T—% T /L%
B CHE#S T ENnTEET,

NETCONF-YANG SSH H-—/ s HR—

NETCONF-YANG [F/8 A U — RR—ZADOFBFEIZRD D FHiEE LT, 10SEXF 27 =/ (SSH)
URZ b, %327, =—F </ RSA) A —2FH L2 —FOEEETR— ML E
—g‘o

NETCONF-YANG T/ABH % —383E % K6 ét% ZiZ, IOSSSHY —N"ZRETIHILERHY £
o SSH ¥ — Nkt L T2 —H%FFET 5121, ip ssh pubkey-chain 3 KL Qtuser =2+ > R&ffi
L TREINTZ RSA F—D W3 1k %ﬁﬂﬂ LET,

NACM X, ZN—T_XR—=2DT 72 AHEA D= AL T, 2—FRRIEIND L, FEIN
ToHERR L~ UUZH ST, NACMAERR 7 L — 7 IC BEICELE SV E T, 2— &2 oo —F
ERIN—TICFETHET S22 TEET, 774/ FOFHEL~LIX 1 TJ, PRIVOO
— PRIVI5S @ 16 DFFHEL LD 0 £77,

Z—PRAF—%N LU CRIET 256, *HeT DGE, &Fr. 777 47 (AAA) i
ENRNE, ZOoa—PFIHHERSNET, 2—FDRARIT—%20 L CGEIET 584, NETCONF
D AAAREN R —INVLND AAA Y —AZFHLTWDH L, Zoa—FHiEGshET,
27— )L LN TACACS + AAA BEFNHR— R ENE T,

f—2 > _X—2 @ RESTCONF #FEILH A — F S TWEE A, SSH = —FREHF TR — K
SNTWVERA,
NETCONF SSH 7 )L 3 1) X L

NETCONF-SSH #h—/"— a7 4 Fal— a3 77 A MIE, PHR—FENTHEHTRT
DT NIV XLDY A RBREEINTWET, CiscolOSXEDublin17.12.1 BAFETIZ, =<2 KE
TZILYANG E7 VA LT, FETRICINGOT VT AL E G EITENTH L
MTEET,

netconf-yang ssh server algorithm {encryption | kex | mac | hostkey} =~ > KZfEH LT, 712
UAXLZHAMNILES, 7T ZLEENTDHI2T, Zoavr Fono BALEH L%
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B eroco v —vavour—r

7, F72. shownetconf-yangstatus =~ > RO NITIE, HESNTWLTALTY XLDY A
MRAFRINET,

2 —H—i%, YANG =5 /L% 4 LT NETCONF-SSH 7 /L Z Y XA EHNEI-ITENNZTH 2
LHTXxFET, RIT. ¥R TAET /LD NETCONF EROH 275 LET,

<yang-interfaces-cfg-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-yang-interfaces-cfg">
<ssh-server>
<kex-algorithms>
<dh-groupl4-shal>false</dh-groupl4-shal>
</kex-algorithms>
<macs>
<hmac-shal>false</hmac-shal>
</macs>
<ciphers>
<aesl28-cbc>true</aesl28-cbe>
</ciphers>
<hostkey-algorithms>
<rsa-sha2-256>true </rsa-sha2-256>
</hostkey-algorithms>
</ssh-server>
</yang-interfaces-cfg-data>

FHEa 74X L— 30D R—Fk

i 7 4 Fab—y g VEBRERERT D L, oV a vy ATV a v EEALT
RFC 6241 #R¥ET5HZ LiIc X » T, EMigEL Y R—FT& £,

BT — 2 A NTIE, T ADFATAL T 4 F a2 b—a rDabt —&RfFd 5 — ka7 /E
B E RV ET, FTar 74X a2l —arE T AL R a3y MTARNIC, FE T
TA4X 2L —va v EERLTERT L2 LN TEET, FEHilEEIX. NETCONF H#E
urn:ietf:params:netconf:capability:candidate: 1.0 |Z & W /R &4 EF, 2 D NETCONF #igl, 73
AAMEFT —H AR T Y R—FLTNDZEERLET,

A—WEIZO_ET —FARNTEHERH LT, T ADFE[Tary 74 Xab—Ta lgEs
B2 R, FRLADa T 4 X2 b—a U 2ERL, B0, YR, ZETXxE4, o
Sy MMETIZ, T ADar 7 4 Fab— g UIMERNSFEITOa L T 4 X2 lb—g
T v aZIRET, BEHIT X A NTRAEDI o TNnD &, FATOT—F X M7
NETCONFt > a v a N L TCEEADIENTET, ¥ Char 74 ¥ab— g UidfE
fEBLUCOARIIy NENET, 2F 0, BEFHOREZ BEHZ T CTX 5 NETCONF e
. B 7 X2 — g CTIEAEDNTR Y FH A,

)

GE) T — XA RNTIEHET =X AT THLHZ LITHE L T E SV, D NETCONF & »
a UPNEEFRFICERET L REER SV £7, LR -T, WEEZEFETLHRIICT —F A
FTrEamy 7 LT, a3y MBBEAELRZNEIICL, REMICary 7 ¥alb—Ta v OFER
DERONWDAREMZA S Z ENEEIZRY £7,
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o netconr 246 ]

{47 D NETCONF $&4E

A7 —Z A N7 TIIROBIELFATTE LT,

\)

GE) ZOHEOEHRIZIRFC6241 D83 4THABEIZ L CTWET, FFMl & IEMEZ2 RPCIZOWTIL, RFC

ZZRLTIEEN,

Ay

<lock>RPCi¥, #—7 v DT —H AT &2y 7 $TAHEOIEALET, Zhicky, o
a—HEFe v ENTETF—F AN T O T 4 FXal—a B ERTERLARVEST, vy
TRVETCIIEMT — % E AT — XDl S E e v TEET,

)

GE) (EHiT—FARNTOr v 7%, CiscolOS DAL 7 4 FXal—ardoay /RFE(Far7 4

Xal—varony 7|\ IEERE2FHA, HLREETT,

aXy b

<commit>RPC I, iz 7 4 F 2l —a 2T A ADFEfTary7 4 F¥al— g2
abr—LFET, a3y b #EL Bz 74 ¥l —2a 2B HLTary 74X
L—2a &7 R AT v a LEBICFEITTALERH Y £,

FATETNIEMOT — 2 A R T OWFT PR HIONETCONFE > g ko Try 7 ST
WA, <commit>RPC {3 RPC =7 — & TR L 9, <error-tag> 13 <in-use> & 720 |
<error-info> (212 v 7 ZRFF L CWANETCONF v a Dt v a v ID B/RENET,
conftlock E— RIZBITLC/u—buay 7 &FEHL, 57 2074 Fa2b—val®
OBy 7352 TEETN, 23y MEZRPC =7 —I0& TR L ., error-tag DL
<in-use>., vz IDIX 0] 12720 £9,

aAVvIqsF¥alL—aviEsE

Bfiar 74 FXalb—vaid, ar74Xal—ra 2 EET 57200 edit-config (=
T4 X2l —ya URE) BEDX—SFy FELTHATEEY, TS ADFE[Ta T 4
ol —va B EG2Z L, Bz 74 X2 —va  BEETEET,

BRE

fEtfia 74 X2 — a3 M2 BN EREZHIBRT 51205, discard (BE3E) BEAXFEITL
Tz 74 FX¥alb—varvzE fTar7 s Xalb—ra Rk LET,

72L& 21E, NETCONFt v a VALK > TEMT — 2 A M T ONEBERET SN TWBHEE,
Ty alryBWMEMT—FZANT ARy LEYETAEr Y 7T L £9, NETCONF
v a B TIMMEME 2 v 73T 5HNIC, D NETCONF & v g VWS EMT—F A BT
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NETCONF 7o koL |

ORI DOAL T 4 Fab—a rOEBEHIRT B7-901C <discard> B{EL FITT DM EN
HFES,

(YRR

1w 7, editconfig (27 4 X2l —TalfmE) . 2y Ml TEMay 7 X2 b—
VarvEEELEE,. vy JfERRPC TX—4 v b & L Tcandidate 48 ETHZ 1L - T,
TR AT Eay JfEECTEET, ZNT, oy v a  TOTXTOBRECEMT —X
ANTEFEHTED L2720 £7,

BT — 2 A N TICHT DRI OEFE TCREENBE LGS, a0 74 X2 —v a0
EENREIZ 720, oty a U THENECAAREMERH VD £, RIEEZEREET 5720,
RIFFROZETEX, INETCONF & v a »OfEE] THEMNICe v 7 RS- L&, £
ey V7 REREME R LU CHIRINIC 2 > 7 MR ENT- & ZITHEFESNLIVLERH Y 4,

aAVI4Xal—YavRB, avIqsF¥al—arvab—, avI4X¥al—a iR

T —H% A R 713, get-config (227 4 F 2L — 3 V) | copy-config (7 4 ¥ =
L—yay ab—) | E7zldvalidate (227 4 F 2 b—3a URGEE) OEOBETEH, V—
AELFE =Ty FELTHATE LT, BT —F A NTOEELT N A3y MET
12, I 74X ab—a ORIEDOHRET 9 BE1X. <validate> RPC D 1Z discard D #/E%
fFF5ZETHERATEET,

BHET—2XANTOER

WORNL, BT —F AT ENLTT AR, R T 4 X ab— g U E2EET LA ICHEE
INBERAKNTFTIT 4 AERLTWET,

1EHT—2 X T DEEFIE

ERR

o8¢

Edit-config Commit to Running UNLOCK
UNLOCH

Lock Running i
Candidate

Candidate &
Running

25 global lock on

267511

1 77 —F2ANTErYy 7 LET,
2. T —2 AT ER Yy 7 LET,

3. edit-configRPC & ¥ —7% v FOEMEMHAL T, BEflizr 7 4 ¥l —va v 2EHLE
j—o

4, fEffizy 74 Falb—varr, FfTar74Fal—vailaliy bLET,

5 EHiT —H AT EFEITT—HANT A v ViR LET,
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REEHEHIL T Fal—var0asvr [l

EREFEMEHOI4X2L—3 0Dy b

fBEffiZ 7 4 ¥ 2 L—3 3 0%, confirmed-commit HEFEAZ VAR — F LET, Z OEIETIL,
confirmed-commit #§EEIZRI 95 RFC 6241 THEINTWDH BV, BITShb &, FEfT=a v
T4 X 2lb—varBNEMar 7 4 X2 b—2 g VOBIEONEIZEE 4L, confirmed-commit
HA=—RRBEINET, commit3¥ A A7 U MAMAIZHITSIN2WEEE . confirmed-commit
BEXe— ARy 7 SNET, T4 EDZA LT Y MRIE 600 7 (104Y) TT,

a7 4 XFab—rarEzaly b5 E. 2y NEKRENICT 570D ORIk
AR TEXET, HEREAIy MEX, a7 Falb—va VOEENREL S HEE
L. A ASOEBRT 78 ZAZ T2 L Z2MERTIOICKRLHLET, BHICK-TT 2
TABRGF N, TOMOTT —RmBAELEZDTIHE, o=y 7 OBIRNIEE -,
Paioary 7 4 FXal—ar~OHHe— NNy 7 ICLoTT 7 EARNELINET, f5E
L7-RENIC 2 2 RBER SN WEGES. T3 AT 740 b T, LRica vy h&Ehk
a7 4 Xal—rvaryEABNICESELTaIy b (m—A Ny r) LET,

N

(G£)  RESTCONF |3#i8EA» a2 v b adAR— ML TWERA,

NETCONF v 3 TlE, fEflias 74 Fa2lb—arvwaIv hL, 23 v RASKEIC
5T EHRHTRNCHEER T A7, 7 94T b T 7Y r— g L ZED <confirmed/> & 7
% <commit> 33 KON <rpe> & 7V EHRNIZHHA F T,

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

WIZ, T74HNVEDOa—N Ny 7 2 A<—%EFE+ 25 RPC DHZRLET,

<rpc>
<commit>
<confirmed/>
<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

DY 7 )LVRPCIEL, NETCONF — "\0\Mifilioa 7 4 F a2 b—va U —EHjical v b &
NIZZ 2R TAHZEEZRLTWET,

<rpc-reply xmlns="URN" xmlns:junos="URL">
<ok/>
</rpc-reply>

NETCONF H— "M@ 7 f Fab—va v aly hTEARVEA. <mpe-reply> HHE T

KO 27 5 <rpe-error> R Z HAE T, b —MWARERIT, Bz 7 4 ¥ =
L—yarDe~vrT 4y FTIHMT 7 —T7,
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B sevr—rons

0= NNy 7 EBEOR— ARy I XA <=L LROEMIZELE D720, 77472k
TV =g iE, BRI B R <commit> ¥ 7 EFEWNIZH D <confirmed/> ¥ 7 & FE
EELET, 73 T, <confirm-timeout> EFR 2 EZDHDHI LT, ROR—NL Ny 7 EED
HHRMERELET, 7747 N T 7Y — 3 Ui <confirmed/> ¥ 7 % V) il L E(F
TAHZETu— ANy I ZWHRIZESEL 2 ENTEET,

AT 44X alb—TarEAKBERICI Iy M AIZE, va— Ay ZHIRMSIEE SRS, 7T
AT NT TV r—2a rh<ape> ¥ 7 EFTHENT <commit/> ¥ V7 #EFLET, =—L
Ny ZBFFrELEN, iz 74 X2l —arBNEEbicaly VanEd, FEhiz
V74X ab—varyp, I aIy Rt ar7 X ab—rar ERUGE. R
Bicaly hE&hlar74X¥al—YarNHaIly hEnET,

BOT 7V r—3 3 D <kill-session/> ¥ JEZE AL T, #HEREA2I v hMEREFOM
WZZOT7 TV r—vardotyvarwz(k 7T 50%6 (o7 7Y r—va iEEEaly
FLELED, EEHEERLTVWERA) . 20Oy g UZ2#H L TS NETCONF H—
I, #EREA Iy M NEITSINDEIOREIZZ 7 X2 b—2a a2 HTLET,

it — % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&+ 25 2 & T
B0 £, BT —F A NTBAEDOGEMEMT — 2 A N T OfEZREH»2 I v RBA
IR D T AT — 2 A N7 BN OGS ITHEGRE =2 X v SR £3, EfTH
DTRTOEya BT L, confd a7 7 ARHEEBINET,

&Y R— FDFRTE

ot — % A~ THEREIL. netconf-yangfeaturecandidate-datastore =~ > K&l L THIC
FTHIENTEET, F—H A PTORER [FT) 25 EM) . E-EZ0MIEDD
&L EEEACT H72DIC NETCONF £ 7215 RESTCONF O F B 21 s 2 & & o —H
W 28E X v —UDRRRINET,

NETCONF-YANG F 72 1% RESTCONF confd 7' 7 ¥ A DBAAEHF I £ 72 13FE TOT —HX A T
DBRN AL T 4 F 2 b—a VTHRESNTOIHAIX, RO XD RESENERSNET,
Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG ¥ 7213 RESTCONF confd 7' & & A D B#EH% A £ 72 13 AT ORI TH
72HAE. koo IcEA S ET,

» netconf-yang feature candidate-datastore =~ > KB E SN TWAEHEEIL, =<2 RiZ
Ko THEMT —Z A NT AR ROBERHHSWET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > RIS N7/, 2~ Rick-» T
T — 2 A N T RN/ FITT— XA NTREDNZ/2D, ROEBERNH S E
R
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netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG ¥ 721X RESTCONF AL #EI 5 &, EfTHDOE v a idkbilET,

AV74FXaL—23y T—E3R—XDEIXHIEEA

T—HETN A H—T x4 A (DMI) OFFELELHIC, 2+ RELIZRPC OEERFIC b
U B —ENDEFEOEHSHREA O E T, ZIUIBIRAIFER & MEiEi, R &
NETCONF DX 7 > Z A KZfifi LT, BIRMEIHIONIC, a7 Falb—rar7—4
R—ZADWEM O DA E N W —T 570, FRELENFEHINET,

EIRFEIHAIX, netconf-yang feature side-effect-sync =2~ > RIZ L > THRNTR D 97,
—Hoawy Rit, RESNDHE, TTERESNTNWD —HOa~vy ROEEZ M) T—L
£9, 7= & 21, KIZ NETCONF edit-config RPC 235%E S DHRTDT /3A ADKEE R L E
D

hostname devicel23

NETCONTF edit-config RPC :

<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0" nc:operation="delete"/>
</native>

RIZ, NETCONF edit-config RPC Z g% iE L7 DT A ADEREZ R LET,
hostname Switch

Z Z°C, NETCONF edit-config RPC D FEIEHIX, RPC NEHEEK L TWARNWETa 7 4 Fa
L—3 g U ~DEETY, edit-config BRITHR A M ZHIRT 5 Z L1225 TWETA, FA
N T ZHIBR 2 AUFTIC Switch IR Y 97, BRI CIX, FEEREZRIMTHZ &2, 2
DFXEL T % NETCONF 7 — ¥ X— R L[AT 5720, N7+ —~ AR ELET,

FIRHIEENLCLIE— RV U —OfAIZH SNV TEBY, avy Ni3E— ReH 75— FEET
HEFFSNET, ZOCLI®T—RY V=07 —ZfEdE X, RO3 DDA A ) — R THRENT

b\iﬁ‘o
cHLELD/—K:ZO/—FiZ, RCBEIZBL, RV VZHDHCLI — KDY A
FEHRLET,
B/ —F:ZO/—FKiE CLI/—FRDHE, ZOET— K, BIOHTE—-F/—F&EEL
i‘j—o

« ) —F:Z®D/)—FIZTCLI BEOE—RELIFZVTE—RFRTOCLD) #HELET,
) — RIZBEOT ) — R KRH LA, TNOOTF /) —RIERICLLD ) — RRA V2D
—EE LT v ENET,

NETCONF o kL .
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B nerconr To kaomESE

NETCONF 7O O JLDEEAE

NETCONF-YANG (X, 7/ ZAD T T A~ T AMRA L FEMEALEST, T A RKRA
¥ FDMFEIE L7205 NETCONF-YANG 3iRE SN D & BHOEA M T A MRA & RME
RENFET, FEHIZOWVWTIE,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] # &ML T 7Z &0,

NETCONF Z{ERJ 21=-ODH#RT 7 t ADiEH

NETCONF API O i ZBi59 5121k, MRV~ 15 22— THAIVERH Y £7°,

FIEDHE
1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
5. aaaauthentication login default local
6. aaaauthorization exec default local
7. end
FIED ¥
OV RFERETIVa Y B
AT w71 |enable it EXEC E— RZ AT L E T
fl NAT—=REANLET (BERENTEEGH)
Device# enable
R T 72| configureterminal Jua— ) ar7 4 Xal—v gy ®— ek
fi LETS

Device# configure terminal

R Fw 73 |username name privilege level password password| - —+F4 % R— A L UTmEREE Y AT AR L E

f5l T, MOF—T— RE&ELET,
Device (config) # username example-name privilege . privilegelevel . :L**'H‘@*EBE L~YLZRELE
15 password example password @— NETCONF 7°I3 S :‘/V@j}%/ﬁ\bi 15 GZ?“Z)

WERH Y £7,

+ password password : CLI B =— |27 7t A3 %
TeDDNRAT — R E LET,

R T 7 4 | aaa new-model EE) #FFl. #BFE. THU T 47 (AAA) %
15“ : ﬁ.é‘j‘”: L/i—a—o

. NETCONF 7o k)L


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/xe-16-10/sec-pki-xe-16-10-book/sec-pki-overview.html?bookSearch=true

| NETCONF Fm koL
NeTconr-vanG oz [

ARV RFEREET7TOVa Y Be
Device (config) # aaa new-model aaanew-modd =< > }‘%%&ﬁj—éi}%/ﬁ\ﬂi\ AAA B
AR L UL E T,
Z 5w 7 5 | aaa authentication login default local B =P T = IR 2T on A
- BAARLE LT
Device (config) # aaa authentication login default| (G¥) NETCONF 7' & k =2 )LCl, F 74k
local D AAA Bk 7 A RO B R R —

FEnET,
o UE— F AAA V—DOEEIL, local & AAA
P NCEXHZET,

default ¥ —7 — RickVy, e—hla—¥5—
B2 R— ZFRIERT R TOR— MOEH S E

7
2w 76 |aaa authorization exec default local I—HD AAA FA[ZHZEL, 2 —h LT —F_—
il - AufR LT, £DOa2—P|ZEXEC v = VD ET%
Device (config) # aaa authorization exec default ﬁq:ﬂbiﬁ—o
tocal GE) NETCONF 71 k=L Clt, 5741 k
D AAAFRFEF ROB N YR — b EnE
R
e UFE— K AAA — DAL, local & AAA
P—NCEXHZET,
cdefault ¥ — U — R LD, m—hra—H7—
B ARG AT OR— MO SivE
R
25w F7|end Ja— )L ar7 4 Xal—ary T— REaKT
i - L. FH EXEC £— FIZREY =7,

Device (config) # end

NETCONF-YANG )% 5E

L #— NETCONF 71 s 2 L3 F A A THEINZ 2 > TV A4S . RFC ##iLoo NETCONF
7'v k3L IEE L £ ¥ A, nonetconflegacy =~ K& H L CTL % — NETCONF 7= |
IV EENC LT IEEN,

FlEDHE
1. enable

NETCONF 7o k)L .
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2. configureterminal
3. netconf-yang
4. netconf-yang feature candidate-datastore
5. exit
FlED
AU RFERET7TIV3 Y B#
AT w71 |enable Rt EXEC E— R L E T,
fi e NMAU—RZANLET (FERINTHGH) .
Device> enable
ATy 72| configureterminal Jua—s\var7 4 Xal—vay E— KERh
1 - LET.
Device# configure terminal
R T 7 3| netconf-yang F v hU—2 F )34 ATNETCONF A > & —7 = A
i - AEHEMLET,
Device (config)# netconf-yang GE) CLIIC X AHEA DA 2 —T LD,
Ry FU—2 FAL RAEET I R—R
DA UE—T 2 AW L TEHETES
LRV EST, ET NV RX—=ADA
H—T 2 ATV ADZRRT 7T 4
N—=a AE "R BnD &
N ET,
R 7 4 | netconf-yang featur e candidate-datastore T — 2 2 N T EHMC LET,
1
Device (config) # netconf-yang feature
candidate-datastore
25w 75 | exit Jau—r )L ar 7 4 Fal—ary ET— REKT
15“ : L/i‘g‘o

Device (config)# exit

NETCONF #+ 7> 3 > DHTFE

SNMP @

=L

ax /&

NETCONF ZHZNC LT, ¥R —FENTWD MIB M HAERM S YANG 5 /L& H LT
SNMPMIB 5 —XIZT7 Z7® ALY, 10S THHR—=FZINTWALSNMP 7 v 7ZHhL
T, P R—FENTWDB FT v 7 H 5 NETCONF @ 22129 5121%, 10S TSNMP #— 3%

AN LET,
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FIEDHE

F IR D FH

ATy T

ATy T2

SNMP D3

ROBIEERAT > TS TES U,

1. IOS T SNMP #REZ AN L £,

= W

2. NETCONF-YANG 725 E2#) L7z, ¥R ® RPC <edit-config> A v £ —3"% NETCONF-YANG

F— MIHEE LT, SNMP b7 v 7OHHE— F AR LET,

3. RO RPC * vt —% NETCONF-YANG R— MIFEELT, Ffrar 74 X2l — g

VEAR =T T arZ 4 Fal—a AR ELET,

I0S T SNMP #BEAX BT L E T,
B -

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

!

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

NETCONF-YANG 75 E#) L 72# . Rk RPC <edit-config> A v & —3% NETCONF-YANG "N— hZiE(E

CT. SNMP 7 v 7DV R— A LET,
i -

<?xml version="1.0" encoding="utf-8"?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-o0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-o0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>

NETCONF o kL .
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</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

ATw T3 WDORPC * v —% NETCONF-YANG R — b2 3%/
T a7 4 FX¥al—a R FELET,

51

<?xml version="1.0" encoding="utf-8"?>

NETCONF 7o koL |

ELC. Ffrar 74X a2l —a A EAX— T v

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—RDA—HEEFEITT H=6D SSH H—/\DEKE

NETCONF-YANG 23— % 2 3BET 5 7= D SSH AT — 2R ET A1, ROEEL EFT

LET,

FIEDHE

enable
configureterminal
ip ssh pubkey-chain
user name username
key-string

end

oo kN2

F IR D FH

ARV RFERERT VA Y

E]:)

AT w71 |enable
fi

Device> enable

¥i#E EXEC T— &AL £,
e NRAT—=KRZANLET (ERENTEHS) .

R w 72 | configureterminal

1 -

Device# configure terminal

yrua—N)L ar 74X alb— gy B— REBE
L\i—g_qo

Z 5 7 3 |ip ssh pubkey-chain
1

Device (config)# ip ssh pubkey-chain

. NETCONF 7o k)L

SSH #— N O —HEB IOV — ZEIEHIZ
SSH-RSA ¥ —%RKEL, AMF— 07 4 Fal—
varv E— REBBLET,

o P — NIREEINTWARSAARF—N, 77
ATV MUFRIEEN TV DA — L X —
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CL %M L 7= NETCONF 70 kA>T ¥aLb—vavoiR [

AU RFERETIVa Y

B8

DOXT AL TRIES NS &, = —FFERET
T,

Z 5w = 4 | username username

1

Device (conf-ssh-pubkey) # username userl

SSH =—H 4 %#HEL, AfF—a2—% a7 4
Xal—3igy E— REBBLET,

25y 75 | key-string
1

Device (conf-ssh-pubkey-user) # key-string

UE—h E7DRSAAF—ZFEEL., ABF—
F—H a7 4 Xalb—ar T— REBLE
R
GE) A=V SSH 7 747 v b (B
#i% % & ssh/id rsapub 7 7 A LN D)
NRAF—EZESGTEET,

AFw 76 |end
e

Device (conf-ssh-pubkey-data) # end

NHF—F—F a7 4 X2 —Y 3y F— K%
T L. B EXEC E— RICREY 9,

e 7T 7 /L N RAMIKEAIZIZ, nohosthame =
<~ FEFEHALET,

CLI AL NETCONF 7O Fa)LDa> T4 X2 L—

a DiESR

NETCONF 2> 7 4 F a2 b— g VAR T AICIIROa~y REERA LET,

FIEDHEE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang diagnostics summary

5. show netconf-yang statistics

6. show platform software yang-management process
FIED ¥

AT w71 show netconf-yang datastores

NETCONE-YANG 7 —# 2 b TIZRET 215 HRE R R LET,

&1
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ATy T2

ATvT3

ATv74

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

show netconf-yang sessions
NETCONF-YANG v v 3 VIZBET A 1FHREFE R LET,
11

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail

NETCONF-YANG & v ¥ o VT 5 EMERE TR LET,

il
Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None

show netconf-yang diagnostics summary

NETCONF-YANG ZWriEHmOB 4+ Fr LE T,

. NETCONF 7o k)L
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ATy TH

ATvT6

CLL (A L1 NETCONF 70 kaLnay 7 s FaLb—vavoikR [

1 :

Device# show netconf-yang diagnostics summary

Diagnostic Debugging is ON

Diagnostic Debugging Level: Maximum

Total Log Size (bytes): 20097

Total Transactions: 1

message username session-id transaction-id start-time end-time log size

1 admin 35 53 03/12/21 14:31:03 03/12/21 14:31:04 20097

show netconf-yang statistics
NETCONF-YANG #aHZBIT o FM AR~ LET,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform software yang-management process

NETCONF-YANG D% R — MIMFERY 7 2T PO ADAT—X A%2FRLET,
B -

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running
GE) 7’1 & A nginx I%, ip http secure-server %721 ip http server 237 /34 A T E I N TV DA

WCEITENET, 207k A [57] JRETZA < TH NETCONF 1T EFICHEELET, 7=
72 L. RESTCONF |Z}% nginx 7' & & A NKLETT,

5 1:show platform software yang-management process O 7 4 — )L K M5 BA

J4—LR 5568
confd a7 4 X alb—vay F—F
nesd Fy hU—S BRI RFAF T —E
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T4—ILRK Bk

syncfd T —T bR

nesshd NETCONF % =7 + =/L (SSH) F—F

dmiauthd FNA REBA L F—T 24 2 (DMD) RiET—F
v

vtyserverutild VIY =N a—F 4 VT 4 T—F

opdatamgrd T —4 ~ %=y F—F

nginx NGINX Web #—/%

ndbmand NETCONF 7 — % _R—2Z = %— %

RPC [ & % NETCONF-YANG 527 D & 7R~

show netconf-yangdiagnostics 2~ > RE721ZIRDO RPC 2 H L T, ZWiEMas R - TEET,

&IZ. NETCONF-YANG 22 Hh24 5 RPC Ol . RA M HE={E L1 RPCIGE AR L
F9,

#308
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965be6">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-maximum</diag-level>
</enable-netconf-diag>
</nc:rpc>

*#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:b0f45ac0-3fe2-4eld-a3al-£57985965beb"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIEO AT —H A% 7T RPC Dfl L, A MDEZ(E LI RPCINEEZRLET,

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:c6c986ac-£fc44-45e2-9390-£8a5968dc8d4">

. NETCONF 7o k)L
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<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

#

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:c6c986ac-fc44-45e2-9390-£8a5968dc8d4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>0</log-size>
<trans-count>0</trans—-count>
</diag-summary>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, RA NLEEETLH72DDRPC OBIE, RASDPLZIE L RPCIGEEZRLET,

#
#364
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1">
<nc:edit-config>
<nc:target>
<nc:running/>
</nc:target>
<nc:config>
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>new-ott-c9300-35</hostname>
</native>
</nc:config>
</nc:edit-config>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:£3005ee6-8a11-4146-b616-dd95a92b97d1"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

WIZ, BIED AT —Z AR T H-HD RPC DL . RA S GHS{E LT RPCISEARL
iﬁ—o

#294
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"

NETCONF o kL .
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message-id="urn:uuid:9pbffb8d5-3866-48ef-b59d-0486e508fbc4d">
<nc:get>
<nc:filter>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper"/>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:9pffb8d5-3866-48ef-b59d-0486e508fbc4"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf-diag-oper-data
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-oper">
<diag-summary>
<level>diag-maximum</level>
<log-size>20775</log-size>
<trans-count>1</trans—-count>
</diag-summary>
<diag-trans>
<message>1</message>
<username>lab</username>
<session-id>31</session-id>
<trans-id>50</trans-id>
<start-time>2021-03-12T14:08:26.830334+00:00</start-time>
<end-time>2021-03-12T14:08:28.279414+00:00</end-time>
<log-size>20775</log-size>
</diag-trans>
</netconf-diag-oper-data>
</data>
</rpc-reply>

WIZ, WEESNTFEV AT AL T —RA v =27 — A 7557200 PRC OFE . ARA R
HZE L RPCINEZRLET,

#
#256
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:1dbc795c-£594-4194-a890b-£d4d88446b69">
<archive-netconf-diag-logs
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc"/>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:1dbc795c-£594-4194-a89%b-fd4d88446b69"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<log-file xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
bootflash:netconf-yang-diag.20210312141009.tar.gz</log-file>

</rpc-reply>
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&RIZ, NETCONF-YANG 2Z W& 251245 RPC Ol &, A B35 L7 RPC A%~ L
iﬁqo

#309
<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e9%pb%ad56">
<enable-netconf-diag xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-netconf-diag-rpc">
<diag-level>diag-disabled</diag-level>
</enable-netconf-diag>
</nc:rpc>

##

Received message from host
<?xml version="1.0" ?>
<rpc-reply message-id="urn:uuid:d253a313-4aec-42bc-80a2-672e%b9%ad56"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

NETCONF 700 F O /)L DBEREEF

BEEIEH I=ZaTFILEA L

I0S-XE, I0S-XR, LI INX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /W2 T 7
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AP YANG 7—4 ET )V V7T v MVICBELET, 2 TiL, 10S XE,
I0OS-XR, BLUNX-OST' 7> N7+ —LDIFIER
V) —Z2ADETNVEFEHTEET,
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